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CLAIMS

1. A method, comprising:

storing, by a policy enforcement system, a plurality of policies and data associating a

plurality of user credentials with the plurality of policies;

receiving, from a client device by the policy enforcement system, a request for data

from a file system, the request further comprising user credentials;

forwarding, by the policy enforcement system, the request to a first node;

receiving, from the first node, a redirect request comprising data specifying a second

node that stores the data from the file system;

appending, by the policy enforcement system, the user credentials to the redirect

request to generate a custom redirect request;

responding to the client device, including sending the custom redirect request to the

client device;

receiving, from the client device, a request for data from the second node, the request

for data from the second node having the user credentials;

forwarding, by the policy enforcement system, the request for data from the second

node to the second node that stores the data from the file system;

receiving the data from the file system from the second node;

selecting from the plurality of policies, based on the received user credentials and the

data associating the plurality of user credentials with the plurality of policies, one or more

policies that correspond to the received user credentials;

filtering, by the policy enforcement system, the data from the file system based on the

one or more policies; and

sending the filtered data to the client device.

2. The method of claim 1, wherein the one or more policies cause the policy

enforcement system to only include, in the filtered data, data accessible using the user

credentials.
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3. The method of claim 1, wherein appending the user credentials to the redirect request

comprises:

encrypting the user credentials; and

appending the encrypted user credentials to the redirect request.

4. The method of claim 1, wherein the data from the file system is organized by a table

of columns and rows, wherein filtering the data from the file system comprises:

determining, based on the one or more policies associated with the user credentials,

that one or more columns of data in the table are restricted; and

masking the one or more columns of data.

5. The method of claim 4, wherein the masking comprises encrypting or tokenizing the

data.

6. The method of claim 1, wherein the user credentials comprise a user id and a group

id, and wherein the user id is associated with a first collection of policies, and wherein the

group id is associated with a second collection of policies.

7. The method of claim 1, further comprising:

prior to the storing, receiving user input at a user interface associated with the policy

enforcement system, the user input specifying one or more policies associated with the user

credentials.

8. The method of claim 1, wherein the data specifying the second node that stores the

file system is an Internet Protocol address.

9. The method of claim 1, wherein the first node is a name node and the second node is

a data node.

10. The method of claim 1, wherein the first node stores a database associating a file

system with one or more nodes at which the file system is stored.

11. A system comprising:

a client device;
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a file system comprising a first node and a second node;

a policy enforcement system comprising a processor; and a non-transitory computer-

readable medium coupled to the processor and having instructions stored thereon, which,

when executed by the processor, cause the processor to perform operations comprising:

storing, by the policy enforcement system, a plurality of policies and data associating

a plurality of user credentials with the plurality of policies;

receiving, from a client device by the policy enforcement system, a request for data

from the file system, the request further comprising user credentials;

forwarding, by the policy enforcement system, the request to the first node;

receiving, from the first node, a redirect request comprising data specifying the second

node that stores the data from the file system;

appending, by the policy enforcement system, the user credentials to the redirect

request to generate a custom redirect request;

responding to the client device, including sending the custom redirect request to the

client device;

receiving, from the client device, a request for data from the second node, the request

for data from the second node having the user credentials;

forwarding, by the policy enforcement system, the request for data from the second

node to the second node that stores the data from the file system;

receiving the data from the file system from the second node;

selecting from the plurality of policies, based on the received user credentials and the

data associating the plurality of user credentials with the plurality of policies, one or more

policies that correspond to the received user credentials;

filtering, by the policy enforcement system, the data from the file system based on the

one or more policies; and

sending the filtered data to the client device.

12. The system of claim 11, wherein the one or more policies cause the policy

enforcement system to only include, in the filtered data, data accessible using the user

credentials.
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13. The system of claim 11, wherein appending the user credentials to the redirect request

comprises:

encrypting the user credentials; and

appending the encrypted user credentials to the redirect request.

14. The system of claim 11, wherein the data from the file system is organized by a table

of columns and rows, wherein filtering the data from the file system comprises:

determining, based on the one or more policies associated with the user credentials,

that one or more columns of data in the table are restricted; and

masking the one or more columns of data.

15. The system of claim 11, wherein the user credentials comprise a user id and a group

id, and wherein the user id is associated with a first collection of policies, and wherein the

group id is associated with a second collection of policies.

16. The system of claim 11, further comprising:

prior to the storing, receiving user input at a user interface associated with the policy

enforcement system, the user input specifying one or more policies associated with the user

credentials.

17. A non-transitory computer-readable medium having instructions stored thereon,

which, when executed by a processor, cause the processor to perform operations comprising:

storing, by a policy enforcement system, a plurality of policies and data associating a

plurality of user credentials with the plurality of policies;

receiving, from a client device by the policy enforcement system, a request for data

from a file system, the request further comprising user credentials;

forwarding, by the policy enforcement system, the request to a first node;

receiving, from the first node, a redirect request comprising data specifying a second

node that stores the data from the file system;

appending, by the policy enforcement system, the user credentials to the redirect

request to generate a custom redirect request;

responding to the client device, including sending the custom redirect request to the
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client device;

receiving, from the client device, a request for data from the second node, the request

for data from the second node having the user credentials;

forwarding, by the policy enforcement system, the request for data from the second

node to the second node that stores the data from the file system;

receiving the data from the file system from the second node;

selecting from the plurality of policies, based on the received user credentials and the

data associating the plurality of user credentials with the plurality of policies, one or more

policies that correspond to the received user credentials;

filtering, by the policy enforcement system, the data from the file system based on the

one or more policies; and

sending the filtered data to the client device.

18. The non-transitory computer-readable medium of claim 17, wherein appending the

user credentials to the redirect request comprises:

encrypting the user credentials; and

appending the encrypted user credentials to the redirect request.

19. The non-transitory computer-readable medium of claim 17, wherein the data from the

file system is organized by a table of columns and rows, wherein filtering the data from the

file system comprises:

determining, based on the one or more policies associated with the user credentials,

that one or more columns of data in the table are restricted; and

masking the one or more columns of data.


