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WHAT IS CLAIMED IS:

1. A system, comprising one or more computing devices of a provider netwefk
operable to implement a network-accessible service for generating random data, wherein the¢ one
or morc computing devices are configured to:
implement one or more programmatic interfaces enabling a determination gf respective
characteristics of random data to be provided to one or more clients/0f the service;

implement one or more security protocols for transmission of random data to the one or
more clients, the one or more security protocols including At least one security
protocol for transmission of random data to trusted clienty’at one or more devices
resident within the provider network; and

in accordance with a determined set of characteristics of rafdom data to be provided to a

particular client of the one or more clients:

obtain, on behalf of the particular client, randgm data from one or more servers of
the provider network designated ag/random data producers for the one or
more clients; and

initiate a transmission of the randony’data obtained from the one or more servers,
directed to a destination agéociated with the particular client, in accordance

with a security protocoYdetermined for the transmission.

2. The system as recited/in claim 1, wherein the one or more programmatic
interfaces include a particular progrdmmatic interface enabling the particular client to indicate a

desired statistical property of the fandom data to be provided to the particular client.

3. The system As recited in claim 1, wherein the one or more computing devices are
configured to:
determine, baged at least in part on an interaction via a particular programmatic interface
of #he one or more programmatic interfaces, a type of application for which the
andom data is to be employed on behalf of the particular client; and
deteynine, based on the type of application, one or more characteristics of the random

data to be provided to the particular client.

The system as recited in claim 1, wherein the one or more computing devices are
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configured to:
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determine one or more entropy sources to be used by at least one server of the one or

morce scrvers to generate the random data on behalf of the particular client.

5. The system as recited in claim 1, wherein the one or more computing devicgs are

determine the security protocol to be used for the transmission of the rangom data in

accordance with target levels of confidentiality, authenticity, daty’integrity and
replay protection based at least in part on one or more of: (a) segurity preferences
indicated by the particular client, (b) inferred security requirginent characteristics
associated with the particular client, or (c) a network addgess associated with the

destination.

6. A method, comprising:

implementing one or more programmatic interfagées enabling a determination of
respective characteristics of random data tg/be delivered to one or more clients of
a random data service of a provider netwérk;

implementing one or more security protocolg for transmission of random data to the one
or more clients, the one or more g€curity protocols including at least one security
protocol for transmission of rajflom data to trusted clients at one or more devices
resident within the provider fetwork; and,

in accordance with a determined/et of characteristics of random data to be provided to a

particular client of the/6ne or more clients:

obtaining, on behalf of the particular client, random data from one or more servers

interface of the one or more programmatic interfaces, a type of application for
which the random data is to be employed on behalf of the particular client; and
etermining, based on the type of application, one or more characteristics of the random

data to be provided to the particular client.

Page 54




10

15

20

25

30

WO 2014/134447 PCT/US2014/019417
8. The method as recited in claim 6, further comprising:

designating a sct of servers of the provider network, including the onc or more servers, as
members of a pool of random data producers configured to provide random data
for a plurality of clients; and

sclecting the one or more servers from the pool in accordance with a producer gelection

criterion.

9. The method as recited in claim 6, further comprising:

determining a particular security protocol of the one or more security/frotocols to be used
for the transmission of the random data based at least in gart on one or more of:
(a) security preferences indicated by the particular cMent, (b) inferred security
requirement characteristics associated with the partj€ular client, or (¢) a network
address associated with the destination, and @herein the particular security
protocol is based at least in part on an inddstry-standard security mechanism
providing support for a targeted level of copfidentiality, authenticity, data integrity

or replay protection.

10.  The method as recited in claim 6, fdrther comprising:

implementing a particular programmati¢ interface for the transmission of the random data
to the destination associated #vith the particular client; and

initiating the transmission of fhe random data in accordance with the particular

programmatic interfacg

11.  The method ag/recited in claim 10, wherein the destination comprises an
intermediary component at # host at which a client application of the particular client executes,
wherein the client appli€ation is configured to obtain random data from the intermediary

component using a different programmatic interface, further comprising:

programmatic interface, at least a portion of the random data, without

modification of the client application.
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12. The method as recited in claim 6, wherein the particular client comprises a

softwarc component cxccuting on a particular host, wherein the destination associated with the
particular client comprises a local aggregator executing on the particular host, furthér
comprising:
combining, by the local aggregator at the particular host, the random data transmitted by
the service, with additional random data generated locally at the pargfcular host;
and
providing, to the application by the local aggregator, a result of the cofnbination of the

random data transmitted by the service and the random data ggherated locally.

13.  The method as recited in claim 12, wherein the additional random data is
generated Jocally based at [east in part on a sequence of data values 6btained from a local entropy
source, wherein said combining comprises including the randony data transmitted by the service

in the sequence.

14. The method as recited in claim 6, wherejf the one or more servers from which the
randorn data is obtained comprise a plurality of servefs, further comprising:
combining, at an aggrepator server of the/provider network, random data generated at a
first server of the plurality of Servers with random data generated at a second
server of the plurality of seryérs; and
providing, to the destination frong'the aggregator server, a result of the combination of the

random data transmittgd by the first and second servers.

15. A non-transitg computer-accessible storage medium storing program
instructions that when executed on one or more processors:

implement one oy/more programmatic interfaces enabling a determination of respective
charactgfistics of random data to be delivered to one or more clients of a random
dataservice of a provider network;

implemegt one or more security protocols for transmission of random data to the one or
more clients, the one or more security protocols including at least one security
protocol for transmission of random data to trusted clients at one or more devices
resident within the provider network; and,

in accordance with a determined set of characteristics of random data to be provided to a

particular client of the one or more clients:
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obtain, on behalf of the particular client, random data from one or more servers of

the provider network; and

initiate a transmission of the random data obtained from the one or more servefs,

directed to a destination associated with the particular client.




What is claimed is:

1. A system, comprising one or more computing devices of a provider network operable to
implement a network-accessible service for generating random data, wherein the one or more
computing devices are configured to:

implement one or more programmatic interfaces enabling a determination of
respective characteristics of random data to be provided to one or more clients of the service;

implement one or more security protocols for transmission of random data to the one
or more clients, the one or more security protocols including at least one security protocol for
transmission of random data to trusted clients at one or more devices resident within the
provider network; and

in accordance with a determined set of characteristics of random data to be provided
to a particular client of the one or more clients:

obtain, on behalf of the particular client, random data from one or more servers of the
provider network designated as random data producers for the one or more clients; and

initiate a transmission of the random data obtained from the one or more servers,
directed to a destination associated with the particular client, in accordance with a security
protocol determined for the transmission.

2. The system as recited in claim 1, wherein the one or more programmatic interfaces include
a particular programmatic interface enabling the particular client to indicate a desired
statistical property of the random data to be provided to the particular client.

3. The system as recited in claim 1, wherein the one or more computing devices are
configured to:

determine, based at least in part on an interaction via a particular programmatic
interface of the one or more programmatic interfaces, a type of application for which the
random data is to be employed on behalf of the particular client; and

determine, based on the type of application, one or more characteristics of the random
data to be provided to the particular client.

4. The system as recited in claim 1, wherein the one or more computing devices are
configured to:

determine one or more entropy sources to be used by at least one server of the one or
more servers to generate the random data on behalf of the particular client.

5. The system as recited in claim 1, wherein the one or more computing devices are
configured to:
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determine the security protocol to be used for the transmission of the random data in
accordance with target levels of confidentiality, authenticity, data integrity and replay
protection based at least in part on one or more of: (a) security preferences indicated by the
particular client, (b) inferred security requirement characteristics associated with the
particular client, or (c) a network address associated with the destination.

6. A method, comprising:

implementing one or more programmatic interfaces enabling a determination of
respective characteristics of random data to be delivered to one or more clients of a random
data service of a provider network;

implementing one or more security protocols for transmission of random data to the
one or more clients, the one or more security protocols including at least one security
protocol for transmission of random data to trusted clients at one or more devices resident
within the provider network; and,

in accordance with a determined set of characteristics of random data to be provided
to a particular client of the one or more clients:

obtaining, on behalf of the particular client, random data from one or more servers of
the provider network; and

initiating a transmission of the random data obtained from the one or more servers,
directed to a destination associated with the particular client.

7. The method as recited in claim 6, wherein the one or more programmatic interfaces include
a particular programmatic interface enabling the particular client to indicate a desired
statistical property of the random data to be provided to the particular client,

8. The method as recited in claim 6, further comprising:

determining, based at least in part on an interaction via a particular programmatic
interface of the one or more programmatic interfaces, a type of application for which the
random data is to be employed on behalf of the particular client; and

determining, based on the type of application, one or more characteristics of the
random data to be provided to the particular client.

9. The method as recited in claim 6, further comprising:

determining one or more candidate entropy sources usable by at least one server of the
one or more servers to generate the random data on behalf of the particular client.

10. The method as recited in claim 9, further comprising:
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selecting, from the one or more candidate entropy sources, a particular entropy source
to be used to generate the random data based at least in part on the determined set of
characteristics.

11. The method as recited in claim 6, further comprising:

designating a set of servers of the provider network, including the one or more servers,
as members of a pool of random data producers configured to provide random data for a
plurality of clients; and

selecting the one or more servers from the pool in accordance with a producer
selection criterion.

12. The method as recited in claim 6, further comprising:

determining a particular security protocol of the one or more security protocols to be
used for the transmission of the random data based at least in part on one or more of: {a)
security preferences indicated by the particular client, (b) inferred security requirement
characteristics associated with the particular client, or (c) a network address associated with
the destination, and wherein the particular security protocol is based at least in part on an
industry-standard security mechanism providing support for a targeted level of confidentiality,
authenticity, data integrity or replay protection.

13. The method as recited in claim 6, further comprising:

implementing a programmatic interface enabling clients of the service to select a
pricing policy for random data from among a plurality of supported pricing policies; and

determining a billing amount for providing the random data to the destination based at
least in part on a particular pricing policy selected by the particular client using the
programmatic interface.

14. The method as recited in claim 6, further comprising:

implementing a particular programmatic interface for the transmission of the random
data to the destination associated with the particular client; and

initiating the transmission of the random data in accordance with the particular
programmatic interface.

15. The method as recited in claim 14, wherein the destination comprises an intermediary
component at a host at which a client application of the particular client executes, wherein the
client application is configured to obtain random data from the intermediary component using
a different programmatic interface, further comprising:

submitting, by the intermediary component, a request in accordance with the
particular programmatic interface to obtain the random data; and
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providing, by the intenmediary component to the client application via the different
programmatic interface, at least a portion of the random data, without modification of the
client application.

16. The method as recited in claim 14, wherein the destination comprises a client application
of the particular client, further comprising:

submztting, by the client application, a request in accordance with the particular
programmatic interface to obtain the random data.

17. The method as recited in claim 6, further comprising:

implementing a uniqueness policy associated with providing random data to the one
or more clients, wherein the uniqueness policy is targeted at preventing prediction of contents
of one set of random data provided by the random data service based on contents of any other
set of random data provided by the service.

18. The method as recited in claim 6, wherein the particular client comprises a software
component executing on a particular host, wherein the destination associated with the
particular client comprises a local aggregator executing on the particular host, further
comprising:

combining, by the local aggregator at the particular host, the random data transmitted
by the service, with additional random data generated locally at the particular host; and

providing, to an application by the local aggregator, a result of the combination of the
random data transmitted by the service and the random data generated locally.

19. The method as recited in claim 18, wherein the additional random data is generated
locally based at least in part on a sequence of data values obtained from a local entropy
source, wherein said combining comprises including the random data transmitted by the
service in the sequence.

20. The method as recited in claim 6, wherein the one or more servers from which the
random data is obtained comprise a plurality of servers, further comprising:

combining, at an aggregator server of the provider network, random data generated at
a first server of the plurality of servers with random data generated at a second server of the
plurality of servers; and

providing, to the destination from the aggregator server, a result of the combination of
the random data transmitted by the first and second servers.

21. A non-transitory computer-accessible storage medium storing program instructions that
when executed on one or more processors:
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implement one or more programmatic interfaces enabling a determination of
respective characteristics of random data to be delivered to one or more clients of a random
data service of a provider network;

implement one or more security protocols for transmission of random data to the one
or more clients, the one or more security protocols including at least one security protocol for
transmission of random data to trusted clients at one or more devices resident within the
provider network; and,

in accordance with a determined set of characteristics of random data to be provided
to a particular client of the one or more clients:

obtain, on behalf of the particular client, random data from one or more servers of the
provider network; and

initiate a transmission of the random data obtained from the one or more servers,
directed to a destination associated with the particular client.

22. The non-transitory computer-accessible storage medium as recited in claim 21, wherein
the one or more security protocols include at least one security protocol for transmission of
random data to untrusted clients at one or more devices resident outside the provider network.

23. The non-transitory computer-accessible storage medium as recited in claim 21, wherein
the one or more programmatic interfaces include a particular programmatic interface enabling
the particular client to indicate a desired statistical property of the random data to be provided
to the particular client.

24. The non-transitory computer-accessible storage medium as recited in claim 21, wherein
the instructions when executed on the one or more processors:

determine, based at least in part on an interaction via a particular programmatic
interface of the one or more programmatic interfaces, a type of application for which the
random data is to be employed on behalf of the particular client; and

determine, based on the type of application, one or more characteristics of the random
data to be provided to the particular client.

25. The non-transitory computer-accessible storage medium as recited in claim 21, wherein
the instructions when executed on the one or more processors:

determine one or more candidate entropy sources usable by at least one server of the
one or more servers to generate the random data on behalf of the particular client.

26. The non-transitory computer-accessible storage medium as recited in claim 25, wherein
the instructions when executed on the one or more processors:
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select, from the one or more candidate entropy sources, a particular entropy source to
be used to generate the random data based at least in part on the determined set of
characteristics.

277. The non-transitory computer-accessible storage medium as recited in claim 21, wherein
the instructions when executed on the one or more processors:

designate a set of servers of the provider network, including the one or more servers,
as members of a pool of random data producers configured to provide random data for a
plurality of clients; and

select the one or more servers from the pool in accordance with a producer selection
criterion.

28. The non-transitory computer-accessible storage medium as recited in claim 21, wherein
the instructions when executed on the one or more processors:

determine a particular security protocol of the one or more security protocols to be
used for the transmission of the random data based at least in part on one or more of: (a)
security preferences indicated by the particular client, (b) inferred security requirement
characteristics associated with the particular client, or (c) a network address associated with
the destination.

29. The non-transitory computer-accessible storage medium as recited in claim 21, wherein
the instructions when executed on the one or more processors:

implement a particular programmatic interface enabling clients of the service to sclect
a pricing policy for random data from among a plurality of supported pricing policies; and

determine a billing amount for providing the random data to the destination based at
least in part on a particular pricing policy selected by the particular client using the particular
programmatic interface.

30. The non-transitory computer-accessible storage medium as recited in claim 29, wherein
the plurality of supported pricing policies includes one or more of: (a) a pricing policy
according to which the particular client's billing amount is determined based on an amount of
random data provided to the destination, (b) a pricing policy according to which the particular
client's billing amount is determined based on a rate at which random data is provided to the
destination, (c) a pricing policy according to which the particular client's billing amount is
determined based on a quality metric associated with at least a portion of the random data
provided to the destination, or (d) a pricing policy according to which the particular client's
billing amount is determined based on an entropy source used to obtain at least a portion of
the random data provided to the destination.
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31. The non-transitory computer-accessible storage medium as recited in claim 21, wherein
the instructions when executed on the one or more processors:

implement a particular programmatic interface for the transmission of the random
data to the destination associated with the particular client; and

initiate the transmission of the random data in accordance with the particular
programmatic interface.
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