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PERMISSION MANAGEMENT AND RESOURCE CONTROL 

METHOD AND APPARATUS 

[0001] The present application claims priority to Chinese Patent Application No. 

201610011962.6, filed on January 8, 2016 and entitled "PERMISSION 

MANAGEMENT AND RESOURCE CONTROL METHOD AND APPARATUS", 5 

which is incorporated here by reference in its entirety. 

TECHNICAL FIELD 

[0002] The present application relates to the field of computer technologies, and 

in particular, to a permission management and resource control method and apparatus. 

BACKGROUND 10 

[0003] With the continuous advancement of society, a growing number of 

organizations disclose resources for social supervision, for example, discloses the 

fund raised. 

[0004] Currently, when the charity raises fund, it usually needs to open a bank 

account. A donor can then transfer donation from a bank account that the donor 15 

opened to the charity account. 

[0005] In existing technologies, after receiving a fund transfer request sent by the 

donor that includes the transfer amount, a server directly withdraws a corresponding 

amount from the donor's account, and transfers the withdrawn amount to the charity 

account. The charity can subsequently disclose the fund raised. 20 

[0006] However, because only an account holder is allowed to access and use the 

resource (such as the charity fund) in the account (for example, only the charity is 

allowed to access and use funds in the charity account), if a resource in an account 

needs to be disclosed, the account holder needs to disclose the resource in the account 

in other manners. Because the general public does not have direct access to the charity 25 

account, the disclosed resource may not be trusted (for example, the general public 

may challenge the amount and usage of the donation disclosed by the charity). 
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Therefore, how to allow other users to have certain access rights to a specific user 

account can be a problem to be solved. 

SUMMARY 

[0007] Implementations of the present application provide a permission 

management and resource control method and apparatus, to resolve the following 5 

problems with the existing technology: other users cannot access and control a 

specific account. 

[0008] An implementation of the present application provides a permission 

management method. The method includes: receiving, by a server, a request sent by a 

user for associating a first account with a second account; associating the first account 10 

with the second account; and granting partial permission on the second account to the 

first account. 

[0009] An implementation of the present application provides a resource control 

method. The method includes: receiving, by a server, a request sent by a first account 

for operating a second account, where the operation request includes operation type 15 

information; determining whether the first account is associated with the second 

account; and if yes, determining whether permission granted by the second account to 

the first account includes permission corresponding to the operation type information, 

and if yes, performing an operation corresponding to the operation type information, 

or otherwise, refusing to perform an operation corresponding to the operation type 20 

information; otherwise, refusing to perform an operation corresponding to the 

operation type information. 

[0010] An implementation of the present application provides a permission 

management apparatus. The apparatus includes: a receiving module, configured to 

receive a request sent by a user for associating a first account with a second account; 25 

an association module, configured to associate the first account with the second 

account; and a permission granting module, configured to grant partial permission on 

the second account to the first account. 

[0011] An implementation of the present application provides a resource control 

apparatus. The apparatus includes: a receiving module, configured to receive a request 30 

sent by a first account for operating a second account, where the operation request 

includes operation type information; a determining module, configured to determine 
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whether the first account is associated with the second account; and an execution 

module, configured to: when a determining result of the determining module is yes, 

determine whether permission granted by the second account to the first account 

includes permission corresponding to the operation type information; and if yes, 

perform an operation corresponding to the operation type information, or otherwise, 5 

refuse to perform an operation corresponding to the operation type information; or 

when a determining result of the determining module is no, refuse to perform an 

operation corresponding to the operation type information. 

[0012] The implementations of the present application provide the permission 

management and resource control method and apparatus. In the method, the server 10 

receives the request sent by the user for associating the first account with the second 

account, associates the first account with the second account, and grants partial 

permission on the second account to the first account. In the method, if the partial 

permission on the second account is the permission to check resource information 

corresponding to the second account, the user can identify, by using the first account, 15 

a status of the resource corresponding to the second account. As such, the resource 

information disclosed can be trusted because the user can gain partial access and 

control of the second account. 

BRIEF DESCRIPTION OF DRAWINGS 

[0013] The accompanying drawings described here are intended to provide a 20 

further understanding of the present application, and constitute a part of the present 

application. The illustrative implementations of the present application and 

descriptions of the implementations are intended to describe the present application, 

and do not constitute limitations on the present application. In the accompanying 

drawings: 25 

[0014] FIG. 1 illustrates a permission management process according to an 

implementation of the present application; 

[0015] FIG. 2 illustrates a resource control process according to an 

implementation of the present application; 

[0016] FIG. 3 is a schematic structural diagram illustrating a permission 30 

management apparatus according to an implementation of the present application; and 

[0017] FIG. 4 is a schematic structural diagram illustrating a resource control 



 

4 

apparatus according to an implementation of the present application. 

DESCRIPTION OF IMPLEMENTATIONS 

[0018] To make the objectives, technical solutions, and advantages of the present 

application clearer, the following describes the technical solutions of the present 

application with reference to specific implementations of the present application and 5 

corresponding accompanying drawings. Apparently, the described implementations 

are merely some rather than all of the implementations of the present application. 

Other implementations obtained by a person of ordinary skill in the art based on the 

implementations of the present application without creative efforts shall fall within 

the protection scope of the present application. 10 

[0019] FIG. 1 illustrates a permission management process according to an 

implementation of the present application. The permission management process 

includes the steps below. 

[0020] S101: A server receives a request sent by a user for associating a first 

account with a second account. 15 

[0021] In existing applications, a user can access and control its own account, and 

can access and control accounts of other users only when the user logs in to their 

accounts. However, allowing logging in to other users' account can cause security 

problems. 

[0022] In order for a user to gain partial access and control of another user's 20 

account with low security risk, the user can send a request for associating the first 

account with the second account to a server. The first account is the account of the 

user who sends the association request (that is, an account that is opened by the user 

who sends the association request). The second account is an account that the user 

needs to gain partial access and control. The association request may be a subscription 25 

request or a friend request. In addition, the association request includes an account 

identifier of the first account and an account identifier of the second account. 

[0023] For example, assuming that user A needs to obtain permission to check a 

charity donation amount in an account of a charity to identify a donation amount 

accepted by the charity, user A can send a subscription request for associating an 30 

account (that is, the first account) of user A with the account (that is, the second 

account) of the charity. The subscription request includes an identifier of user A's 
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account and an identifier of the charity account. 

[0024] S102: Associate the first account with the second account. 

[0025] In this implementation of the present application, after receiving the 

association request sent by the user for associating the first account with the second 

account, the server can directly associate the first account with the second account 5 

based on the identifier of the first account and the identifier of the second account that 

are included in the association request. 

[0026] It should be noted that, in the present application, a plurality of first 

accounts may be associated with one second account, and one first account may be 

associated with a plurality of second accounts. 10 

[0027] Continue with the previous example, after receiving the subscription 

request sent by user A for associating user A's account with the charity account, the 

server associates user A's account with the charity account based on the identifier of 

user A's account and the identifier of the charity account. 

[0028] S103: Grant partial permission on the second account to the first account. 15 

[0029] In this implementation of the present application, after associating the first 

account with the second account, the server can grant partial permission to the first 

account for accessing the second account, so that the user can subsequently perform 

operations allowed by the partial permission on the second account from the first 

account. The partial permission can be predetermined by a user that opens the second 20 

account. 

[0030] In the present application, the above-mentioned partial permission may 

include at least one of the following types: 

Type 1: permission to check resource information corresponding to the 

second account 25 

Type 2: permission to transfer a resource to the second account 

Type 3: permission to vote on an operation to be performed by the second 

account 

[0031] Certainly, the permissions are not limited to the previous three types, and 

may further include other permissions. The user of the second account can preset the 30 

permissions based on actual implementations. Details are omitted here. 

[0032] Continue with the previous example, assuming that permission 

predetermined by the charity is the permission to check a charity donation amount of 

a charity account, after associating user A's account with the charity account, the 
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server can grant the charity donation amount check permission to the account of user 

A, so that user A can subsequently check the charity donation amount in the charity 

account by using user A's account. 

[0033] It should be noted that, for the third type of permission, the server can 

subsequently allow or reject the operation to be performed by the second account 5 

based on voting results of first accounts associated with the second account. That is, if 

the server receives an operation request from the second account for transferring 

money to another account, the server can initiate a voting operation by the first 

accounts associated with the second account, so that the first accounts can vote on the 

transfer operation. Subsequently, the server can collect voting results of the first 10 

accounts, and allow or reject the transfer operation to be performed by the second 

account based on the voting results of the first accounts. Certainly, before performing 

an operation, the second account can actively initiate voting to the first accounts 

through the server, so that the first accounts can vote on the operation. 

[0034] In some cases, if the partial permission on the second account is the 15 

permission to check resource information corresponding to the second account, the 

user can identify, by using the first account, a status of the resource corresponding to 

the second account. As such, the resource information disclosed can be trusted 

because the user can gain partial access and control of the second account. 

[0035] In some implementations, a user can obtain partial permission to the 20 

second account by sending an association request for associating the first account with 

the second account to the server. Then an operation can be performed to the second 

account as allowed by the partial permission. However, the second account's account 

information may leak. 

[0036] In the present application, accounts fall into two types: private accounts 25 

and public accounts. Any account can be associated with a public account, and a 

public account can be associated with another public account. No account can be 

associated with a private account, but a private account can be associated with any 

public account. After receiving the association request sent by a user for associating 

the first account with the second account, the server can determine, based on the 30 

identifier of the second account included in the association request, whether the 

second account is a public account. If yes, the server associates the first account with 

the second account; otherwise, the server notifies the user that association fails. 

[0037] A permission management method provided in the present application is 



 

7 

described above. As shown in FIG. 2, after the server associates the first account with 

the second account, the first account can perform operations allowed by the partial 

permission on the second account. 

[0038] FIG. 2 illustrates a resource control process according to an 

implementation of the present application. The resource control process includes the 5 

steps below. 

[0039] S201: A server receives a request sent by a first account for operating a 

second account. 

[0040] In the present application, when a user needs to perform an operation on 

the second account by using the first account, the server first receives the request sent 10 

by the first account. The operation request includes operation type information. The 

operation type information records an operation that the user needs to perform on the 

second account. In addition, the operation request includes an identifier of the first 

account and an identifier of the second account. The identifier of the first account and 

the identifier of the second account are used to determine whether the first account 15 

sending the operation request is associated with the second account. 

[0041] Continue with the previous example, assuming that user A needs to check 

the charity donation amount in the charity account, the server receives a request sent 

by user A's account for operating the charity account. The operation request includes a 

charity donation amount check type (that is, the operation type information), the 20 

identifier of user A, and the identifier of the charity account. 

[0042] S202: Determine whether the first account is associated with the second 

account; and if yes, perform step S203; otherwise, perform step S205. 

[0043] In the present application, only an account associated with the second 

account can have partial operation permission granted by the second account. 25 

Therefore, after receiving the request sent by the first account for operating the second 

account, the server can first determine whether the first account is associated with the 

second account; and if yes, perform step S203; otherwise, perform step S205. 

[0044] Continue with the previous example, the server determines, based on the 

identifier of user A and the identifier of the charity account that are included in the 30 

operation request, the account that sends the operation request has been associated 

with the charity account, and performs S203. 

[0045] S203: Determine whether permission granted by the second account to the 

first account includes permission corresponding to operation type information. If yes, 
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perform step S204; otherwise, perform step S205. 

[0046] S204: Perform an operation corresponding to the operation type 

information. 

[0047] In some implementations, an operation that the first account performs on 

the second account may not be included in the partial permission granted by the 5 

second account. Therefore, in the present application, after determining that the first 

account is associated with the second account, the server can continue to determine 

whether the permission granted by the second account to the first account includes the 

permission corresponding to the operation type information. If yes, perform the 

operation corresponding to the operation type information; otherwise, refuse to 10 

perform the operation corresponding to the operation type information, and send an 

operation failure message to the first account to notify the user that the operation 

corresponding to the operation type information cannot be performed on the second 

account. 

[0048] Continue with the previous example, the server determines, based on 15 

pre-stored permissions granted to user A, whether checking the charity donation 

amount is permitted. If checking charity donation amount is a type of permitted 

operations, the charity donation amount can be provided to user A. 

[0049] S205: Refuse to perform an operation corresponding to the operation type 

information. 20 

[0050] Based on the above method, if the partial permission granted by the second 

account to the first account is the permission to check resource information 

corresponding to the second account, the user can identify, by using the first account, 

a status of the resource corresponding to the second account. As such, the resource 

information disclosed can be trusted because the user can gain partial access and 25 

control of the second account. 

[0051] The operation type included in the operation request sent by the first 

account may be resource checking, o other operation type. For example, In some 

implementations, the user may transfer a resource to the second account by using the 

first account. Therefore, in the present application, the second account can grant, to 30 

the first account associated with the second account, permission to transfer a resource 

to the second account. In other words, the user can transfer a corresponding resource 

to the second account by using the first account. When the operation type included in 

the request is a resource transfer type, and it further includes a resource amount to be 
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transferred, the server can withdraw, from the first account, the corresponding amount 

of resources, and add them to the second account. 

[0052] For example, assuming that permission granted by the charity account to 

user A's account is the permission to transfer a resource to a charity account, the 

server receives a request sent by user A's account for operating the charity account. 5 

The operation request includes an operation type, which is charity donation transfer, 

the identifier of user A's account, and 100 RMB (a charity donation amount to be 

transferred). The server determines that the account that sends the operation request 

has been associated with the charity account, and the charity donation transfer 

included in the operation request is a permitted operation type. Therefore, the server 10 

can withdraw 100 RMB from user A's account, and add it to the charity account. 

[0053] In the present application, to enhance interactions between accounts, in the 

present application, the server can determine a total number of resources transferred 

from the first account to the second account, and set a corresponding resource transfer 

label identifying the total number of transferred resources from the first account. 15 

Before providing account information of the first account to the user, the server can 

add the resource transfer label to the account information of the first account. 

[0054] Continue with the previous example, assuming that user A transferred 200 

RMB from her account (i.e., the first account) to the charity account, and then 

transfers 100 RMB from her account to the charity account, the server learns, through 20 

calculation, that a total amount transferred from user A's account to the charity 

account is 300 RMB, and then changes the transfer label identifying 200 RMB to the 

transfer label identifying 300 RMB in user A's account. Subsequently, before 

providing account information of the first account to user A and another user, the 

server can add the transfer label identifying 300 RMB to the account information of 25 

user A. 

[0055] Specifically, in the present application, the following method can be used: 

Number intervals are obtained through division, and one corresponding resource 

transfer label is set for each interval. Each time the user transfers, by using the first 

account, a resource to the second account associated with the first account, the total 30 

number of resources transferred from the first account to the second account needs to 

be determined. A resource transfer label corresponding to a number interval that the 

total number of transferred resources falls within is set for the first account based on 

the number interval. 
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[0056] In addition, in order for the user to use the one or more first accounts to 

strengthen control on the second account associated with the first accounts, in the 

present application, after receiving an operation request sent by the second account, 

the server can initiate voting on first accounts associated with the second account. The 

first accounts can vote to determine whether the operation can be performed by using 5 

the second account. Specifically, the server receives a voting request from a first 

account for voting on an operation to be performed by the second account. In other 

words, operation type information included in the voting request is voting, and the 

votes are cast based on the vote types included in the voting request (the vote types 

can include "voting for" and "voting against"). When a predetermined condition is 10 

satisfied, the server collects voting results of the first accounts associated with the 

second account, and allows or rejects the operation to be performed by the second 

account based on the voting results. The predetermined condition may be that the 

number of first accounts that have participated in the voting is greater than a 

threshold, or may be that a predetermined voting deadline has expired. 15 

[0057] For example, assuming that permission granted by the charity account to 

user A's account is the permission to vote on an operation to be performed by the 

charity account, the server receives a request from user A's account for voting on a 

transfer operation to be performed by the charity account. The server determines that 

the account that sends the operation request has been associated with the charity 20 

account, and determines that rights associated with vote types (that is, the operation 

type information) included in the operation request is one of the granted rights. 

Therefore, the server votes on the transfer operation to be performed by the charity 

account based on a vote type (assuming that the vote type is "voting for") included in 

the voting request. It is assumed that a condition predetermined by the charity is: if 25 

more than five first accounts participated in the voting and the "voting for" votes 

exceed 50% of the total votes, the second account is allowed to transfer money to 

another account. Under this condition, if server identifies, through statistics collection, 

that the number of voters is 7 and the number of "voting for" votes is 6, the server 

then allows money to be transferred to the charity account. 30 

[0058] Finally, it should be noted that the above-mentioned resource may be a 

physical resource, virtual currency, etc. Details are omitted here. 

[0059] A permission management method and a resource control method that are 

provided in the implementations of the present application are described above. Based 
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on the same concept, the implementations of the present application provide two 

apparatuses, that is, a permission management apparatus shown in FIG. 3 and a 

resource control apparatus shown in FIG. 4. 

[0060] FIG. 3 is a schematic structural diagram illustrating a permission 

management apparatus according to an implementation of the present application. The 5 

apparatus includes: a receiving module 301, configured to receive a request sent by a 

user for associating a first account with a second account; an association module 302, 

configured to associate the first account with the second account; and a permission 

granting module 303, configured to grant partial permission on the second account to 

the first account. 10 

[0061] The partial permission includes at least one of permission to check 

resource information corresponding to the second account, permission to transfer a 

resource to the second account, and permission to vote on an operation to be 

performed by the second account. The server allows or rejects the operation to be 

performed by the second account based on voting results of first accounts associated 15 

with the second account. 

[0062] FIG. 4 is a schematic structural diagram illustrating a resource control 

apparatus according to an implementation of the present application. The apparatus 

includes: a receiving module 401, configured to receive a request sent by a first 

account for operating a second account, where the operation request includes 20 

operation type information; a determining module 402, configured to determine 

whether the first account is associated with the second account; and an execution 

module 403, configured to: when a determining result of the determining module 402 

is yes, determine whether permission granted by the second account to the first 

account includes permission corresponding to the operation type information; and if 25 

yes, perform an operation corresponding to the operation type information, or 

otherwise, refuse to perform an operation corresponding to the operation type 

information; or when a determining result of the determining module 402 is no, refuse 

to perform an operation corresponding to the operation type information. 

[0063] The operation type information includes a resource information check 30 

type; and the execution module 403 is specifically configured to: obtain resource 

information corresponding to the second account, and provide the obtained resource 

information to the first account. 

[0064] The operation type information includes a resource transfer type, and the 
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operation request further includes a number of resources to be transferred; and the 

execution module 403 is specifically configured to withdraw, from the first account, 

resources corresponding to the resource number, and add them to the second account. 

[0065] The apparatus further includes: a labeling module 404, configured to: 

determine a total number of resources transferred from the first account to the second 5 

account; set a corresponding resource transfer label for the first account based on the 

total resource number; and before providing account information of the first account 

to a user, add the resource transfer label to the account information of the first 

account. 

[0066] The operation request includes a request for the first account to vote on an 10 

operation to be performed by the second account. The operation type information 

includes a voting type. The execution module 403 is specifically configured to: vote 

on the operation to be performed by the second account based on a voting type 

included in the operation request, and when a predetermined condition is satisfied, 

collect voting results of first accounts associated with the second account, and allow 15 

or reject the operation to be performed by the second account based on the voting 

results. 

[0067] The resource includes an amount. 

[0068] In a typical configuration, a computing device includes one or more 

processors (CPUs), an input/output interface, a network interface, and a memory. 20 

[0069] The memory can include a non-persistent memory, a random access 

memory (RAM), a non-volatile memory, and/or another form that are/is in a computer 

readable medium, for example, a read-only memory (ROM) or a flash memory (flash 

RAM). The memory is an example of the computer readable medium. 

[0070] The computer readable media include persistent, non-persistent, movable, 25 

and unmovable media that can store information by using any method or technology. 

The information can be a computer readable instruction, a data structure, a program 

module, or other data. Examples of a computer storage medium include, but are not 

limited to, a phase change memory (PRAM), a static random access memory 

(SRAM), a dynamic random access memory (DRAM), another type of random access 30 

memory (RAM), a read-only memory (ROM), an electrically erasable programmable 

read-only memory (EEPROM), a flash memory or another memory technology, a 

compact disc read-only memory (CD-ROM), a digital versatile disc (DVD) or another 

optical storage, a magnetic cassette, a magnetic tape/magnetic disk storage or another 
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magnetic storage device or any other non-transitory medium that can be used to store 

information accessible by the computing device. Based on a definition in this 

specification, the computer readable medium does not include computer-readable 

transitory media (transitory media) such as a modulated data signal and a carrier. 

[0071] It should be further noted that the term "include", "contain", or any other 5 

variant thereof is intended to cover a non-exclusive inclusion, so that a process, a 

method, a commodity, or a device that includes a series of elements not only includes 

those elements but also includes other elements that are not expressly listed, or further 

includes elements inherent to such process, method, commodity, or device. An 

element preceded by "includes a ..." does not, without more constraints, preclude the 10 

existence of additional identical elements in the process, method, commodity, or 

device that includes the element. 

[0072] A person skilled in the art should understand that the implementations of 

the present application can be provided as a method, a system, or a computer program 

product. Therefore, the present application can use a form of hardware only 15 

implementations, software only implementations, or implementations with a 

combination of software and hardware. In addition, the present application can use a 

form of a computer program product that is implemented on one or more 

computer-usable storage media (including but not limited to a disk memory, a 

CD-ROM, an optical memory, etc.) that include computer-usable program code. 20 

[0073] The previous implementations are merely implementations of the present 

application, and are not intended to limit the present application. A person skilled in 

the art can make various modifications and changes to the present application. Any 

modification, equivalent replacement, or improvement made without departing from 

the spirit and principle of the present application shall fall within the scope of the 25 

claims of the present application. 
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CLAIMS 

What is claimed is: 

1. A permission management method, comprising: 

receiving, by a server, a request sent by a user for associating a first account with 

a second account; 5 

associating the first account with the second account; and 

granting partial permission on the second account to the first account. 

2. The method according to claim 1, wherein the partial permission comprises at 

least one of permission to check resource information corresponding to the second 

account, permission to transfer a resource to the second account, and permission to 10 

vote on an operation to be performed by the second account; and the server allows or 

rejects the operation to be performed by the second account based on voting results of 

first accounts associated with the second account. 

3. A resource control method, comprising: 

receiving, by a server, a request sent by a first account for operating a second 15 

account, wherein the operation request comprises operation type information; 

determining whether the first account is associated with the second account; and 

if yes, determining whether permission granted by the second account to the first 

account comprises permission corresponding to the operation type information; and if 

yes, performing an operation corresponding to the operation type information, or 20 

otherwise, refusing to perform an operation corresponding to the operation type 

information; or 

otherwise, refusing to perform an operation corresponding to the operation type 

information. 

4. The method according to claim 3, wherein the operation type information 25 

comprises a resource information check type; and 

the performing an operation corresponding to the operation type information 

specifically comprises: 

obtaining resource information corresponding to the second account; and 

providing the obtained resource information to the first account. 30 

5. The method according to claim 3, wherein the operation type information 

comprises a resource transfer type; 
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the operation request further comprises a number of resources to be transferred; 

and 

the performing an operation corresponding to the operation type information 

specifically comprises: 

withdrawing, from the first account, resources corresponding to the resource 5 

number, and adding them to the second account. 

6. The method according to claim 5, further comprising: 

determining a total number of resources transferred from the first account to the 

second account; and 

setting a corresponding resource transfer label for the first account based on the 10 

total resource number, and before providing account information of the first account 

to a user, adding the resource transfer label to the account information of the first 

account. 

7. The method according to claim 3, wherein the operation request comprises a 

request for the first account to vote on an operation to be performed by the second 15 

account; 

the operation type information comprises a voting type; and 

the performing an operation corresponding to the operation type information 

specifically comprises: 

voting on the operation to be performed by the second account based on a voting 20 

type comprised in the operation request, and when a predetermined condition is 

satisfied, collecting voting results of first accounts associated with the second account, 

and allowing or rejecting the operation to be performed by the second account based 

on the voting results. 

8. The method according to any one of claims 1 to 7, wherein the resource 25 

comprises an amount. 

9. A permission management apparatus, comprising: 

a receiving module, configured to receive a request sent by a user for associating 

a first account with a second account; 

an association module, configured to associate the first account with the second 30 

account; and 

a permission granting module, configured to grant partial permission on the 

second account to the first account. 

10. The apparatus according to claim 9, wherein the partial permission comprises 
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at least one of permission to check resource information corresponding to the second 

account, permission to transfer a resource to the second account, and permission to 

vote on an operation to be performed by the second account; and the server allows or 

rejects the operation to be performed by the second account based on voting results of 

first accounts associated with the second account. 5 

11. A resource control apparatus, comprising: 

a receiving module, configured to receive a request sent by a first account for 

operating a second account, wherein the operation request comprises operation type 

information; 

a determining module, configured to determine whether the first account is 10 

associated with the second account; and 

an execution module, configured to: when a determining result of the 

determining module is yes, determine whether permission granted by the second 

account to the first account comprises permission corresponding to the operation type 

information; and if yes, perform an operation corresponding to the operation type 15 

information, or otherwise, refuse to perform an operation corresponding to the 

operation type information; or when a determining result of the determining module is 

no, refuse to perform an operation corresponding to the operation type information. 

12. The apparatus according to claim 11, wherein the operation type information 

comprises a resource information check type; and 20 

the execution module is specifically configured to: obtain resource information 

corresponding to the second account, and provide the obtained resource information 

to the first account. 

13. The apparatus according to claim 11, wherein the operation type information 

comprises a resource transfer type, and the operation request further comprises a 25 

number of resources to be transferred; and 

the execution module is specifically configured to withdraw, from the first 

account, resources corresponding to the resource number, and add them to the second 

account. 

14. The apparatus according to claim 13, further comprising: 30 

a labeling module, configured to: determine a total number of resources 

transferred from the first account to the second account; set a corresponding resource 

transfer label for the first account based on the total resource number; and before 

providing account information of the first account to a user, add the resource transfer 
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label to the account information of the first account. 

15. The apparatus according to claim 11, wherein the operation request 

comprises a request for the first account to vote on an operation to be performed by 

the second account; 

the operation type information comprises a voting type; and 5 

the execution module is specifically configured to: vote on the operation to be 

performed by the second account based on a voting type comprised in the operation 

request, and when a predetermined condition is satisfied, collect voting results of first 

accounts associated with the second account, and allow or reject the operation to be 

performed by the second account based on the voting results. 10 

16. The apparatus according to any one of claims 9 to 15, wherein the resource 

comprises an amount. 


