-1- MANAGING TRANSACTION LOG DATA FIELD OF THE INVENTION 5 The present invention
relates to log data managing systems. More particularly, the present invention relates to a universal
managing transaction log data system for different log formats. BACKGROUND 10 Many computer
systems generate transaction logs to record the eyents or tasks executed or performed by the system.
For example, network terminals installed with accounting software for use with a banking mainframes,

or the like, generate transactMﬁ%ﬁ?gﬂ@grRa%Hi%ﬁgﬂg. LR (PR Sdction logs and/or audit trails are

known collectively as data logs. 15 Data logs are generally in a format specifically programmed or
designed for a particular system. This has resulted in the format of a data log for one device or

software to vary from the format of o‘f@%@%@ﬁﬁ}&{ﬁ%mﬁ?ﬁhe data log parameters such as

length, size, definition, and the like are generally differ from one 20 another. The data logs of such a
system may contain useful information. For example, data logs maybe used to identify unauthorized

transactions, secufity BFESFEH &SRR Tshteinae Fadnarmsing weksas: Moms As a computer

network maysRayeaa yastpateisf differaat deyvisasand SAMWaei SUeh /s SeEMaks, desktops,

networks switches, telecommunication equipment, and the like, extracting useful information from the
vast numbéelas system for different log formats.

BACKGROUND

10 Many computer systems generate fransaction logs to record the events or
tasks executed or performed by the system. For example, network terminals installed
with accounting software for use with a banking mainframes, or the like, generate
transaction logs and/or audit trails. Such transaction logs and/or audit trails are
known collectively as data logs.

15

Data logs are generally in a format specifically programmed or designed for a

particular system. This has resulted in the format of a data log for one device or
software to vary from the format of other systems. In particular, the data log
parameters such as length, size, definition, and the like are generally differ from one

20  another.

The data logs of such a system may contain useful information. For example,
data logs may be used to identify unauthorized transactions, security breaches, track
past trends, predict future trends, etc.

25

As a computer network may have a vast number of different devices and
software, such as servers, desktops, networks switches, telecommunication
equipment, and the like, extracting useful information from the vast number of
disparate data logs is difficult.

30
As such, to extract useful information from log records generated by different

systems in different formats manually is rather time consuming. Further, for system



disparate data logs is difficult. 30 As such, to extract useful information from log records generated by
different systems in different formats manually is rather time consuming. Further, for system -2- which
generates batches of log records, it is humanly impossible to extract information from the batches log
records manually as a daily routine. Therefore, a ne,)ed exists for one system for
normalizing/summarizing each of the log records génerated by different system in a different format
automaticalkyhilageysetepiaiered aonaicGHNVIMA Rimintamnpesibleadienents imfaynpatvide a module,

which preferably overcomes or at least partially alleviates drawbacks with existing systems. According
to one aspedc‘:aliac‘i‘i1 the lﬁﬂ@géﬁ qﬁ\f@ﬁ?f&ﬁ,“ﬁ#%% Tg ?ﬁé\ﬁa QYIS decoding method for processing

different log records of transactions in a computer system, the method comprising the steps of.
receiving a log record; loading an instruction set corresponding to the received Io%}{e d from a
database, the data®d§ Og?o?ifgﬁeg ﬁf&ﬁ%l@ %ﬁ%ﬁﬁ%}igﬁ S %ﬁ]’ ety THformadioh Pﬁ#‘%he log record
based on a plurality0f @yetaxasefiffestin shededdeddiftraativmsataanthaidpiftingsa ngamalized
output of the extracted information of the log record. According to another aspect of the present
invention, thBWe S5 J0Td a decoder module for processing different log records of transactions in a
computer system comprising: a receiver unit for receiving a log record; a decoder for outputting a
normalized output; and a database having a plyyality of jastruction sets accessible by the decoder,
YRS

each of the instruction sets comprising a forma ion of respective
Example embodiments may provide a module, which preferably overcomes or at

least partially alleviates drawbacks with existing systems.

According to one aspect of the present invention, there is provided a data decoding
method for processing different log records of transactions in a computer system, the
method comprising the steps of: receiving a log record; loading an instruction set
corresponding to the received log record from a database, the database storing a plurality
of instruction sets; extracting information from the log record based on a plurality of
syntaxes defined in the loaded instruction set; and outpuiting a normalized output of the

extracted information of the log record.

According to another aspect of the present invention, there 1s provided a decoder
module for processing different log records of transactions in a computer system
comprising: a receiver unit for receiving a log record; a decoder for outputting a
normalized output; and a database having a plurality of instruction sets accessible by the
decoder, each of the instruction sets comprising a format information of respective
corresponding log records; wherein the decoder is operable to load one of the instruction
sets corresponding to the received log record and to extract information from the log
record based on a plurality of syntaxes defined in the format information of the loaded

instruciion set.

According to a further aspect of the present invention, there is provided



corresponding log records; wherein the decoder is operable to load one of the instruction sets
corresponding to the received log record and to extract information from the log record based on a
plurality of syntaxes defined in the format information of the loaded instruction set. According to a
further aspect of the present invention, there is provided -3- an information processing system
comprising: an information processing unit; a memo3-for processing information in response to a
command from the information processing unit; a receiver unit for receiving a log record; a decoder
module installed in the information processing system for outputting a normalized output; a database

having a plusalipf@minsirystiossetssaacessinieiyrinemiadodensieaphoot diednsiructiomsetf@omprising
a format information aof respective corresponding log recards; wherein the decoder is ope{able to load
ST T ules

one of the inStYGeHoIP HER OISR TR fha Fesid Lo the iformationt processi

0g recor O SRract intormation from the
log record basedvenumplimatitycdfisyntéxes:definedaedbie famale infoaitationlef tifedoaded instruction
set. BRIEF DESCRIPTIO% n?f PRAY}\{_H}I}G?HFUHQ% fg%%{r%%_%f O%%%ggémgvnﬁs %f t uera!i)lresoefnt invention
will be readil’i}rg%eﬁglr%§y1§rom heYo on% dethned o?esantlo’n of a non-hmlltn%g gxamp%, with
reference to itgrvatoarspanyirgsdiawings, deomtiichedelGf s mschamatictbloek disigmatofesat
world-wide computer network having a_network security servige rg\ﬂgeé %%Bnle%tgg l'r% e[(petwork;
FIG.2is a bi8%1%5’f§’g°r%r%¥vé?5£%?e‘é’8 er modu é”%’f@ ]if(lg\éla fo‘)\v%]e E%algrareﬁ s%owelné 0 gratl%n of the
decoder modiié of 0GR pasingoanatyent elpendnG o cadiow dldgrarrehibwihp antesdmple of the
operation of AoV 12)1% H5Pthe log record based on a plurality of syntaxes defined in the format

information of the loaded instruction set.

BRIEF DESCRIPTION OF DRAWINGS

Further features of embodiments of the present invention will be readily apparent
from the following detailed description of a non-limiting example, with reference to the

accompanying drawings, in which:-

FIG. 1 is a schematic block diagram of a world-wide computer network having a

network security service provider connected to the network;
FIG. 2 is a block diagram of a decoder module;

FIG. 3 is a flow diagram showing operation of the decoder module of FIG. 2 parsing

an event alert;

FIG. 4 is a flow diagram showing an example of the operation of an event source

validation of F1G. 3;

FIG. 5 is a flow diagram showing an example of process parsing ruies of FIG. 4;

and

FIG. 6 is a flow diagram showing an example of the operation of a scanning event

alert of FIG. 5



validation of FIG. 3; FIG. 5 is a flow diagram showing an example of process parsing rules of FIG. 4;
and. FIG. 6 is a flow diagram showing an example of the operation of a scanning event alert of FIG. 5
-3a- Where the same reference numeral appears in more than one of the accompanying drawings, it is
used to denote the same element. -4- DETAILED DESCRIPTION Referring to FIG. 1, there is shown a
world-wide network 100 having a plurality of netwoiks 120, such as local area networks (LAN), wide
area network 5 (WAN) or the like, and personal computers 122 connected with each other via the
internet 110. The world-wide network 100 further includes a network security service provider (NSSP)
150, for which theNE=f 130 RIVIdRS DeMpsemully, anauemenhaeRirs, b amkRftge networks
120 or personal computers that subscribed to the network security management services. 10
Typically, a detwings.1i2{ irsld dedaplifdisppEwisiketéations 124 hosted by at least one server 123.
Each of the workstations 124 and server 123 are inter- connected to each other via network switches
126, such as routers or the like. Some networks 120 may further be connected to a network gateway
121, such as an 15 intruder detection system (IDS) or a Firewall firmware, to control and/or monitor
transactions between the networks 120 and the internet 110. To keep track of the network
transactions, the networks 120 generate a large number of logs or log



records for further inspection by the network administrators whenever necessary. The logs or log
records may be different in format depending on the networks 120. 20 For those networks 120
subscribed to the network security management services, the NSSP 120 often requires those logs or
log records from the networks 120 for inspection_gurposes. The logs or log records sent to the NSSP
150 as information packages are hereinafter referred to as event alerts 1.70. 25 In operation, the
NSSP 150 having a decoder module P804&cENdsHatBABE I6Nevent alerts 170 from the networks 120
in real time as shown in FIG. 2. In a real time operation, the network 120 send out a event alert 170 to
the NSSP 150 once itis generated, and the decoder module 180 parses the event alert 170 with no or
30 substantially nofgétaysg SutH ee ttaeish@omayobld sedevietanykofifdavaiable data transfer

protocols, f?}&’éﬁ@@féﬁ%ﬁ@%ﬁ&’}&&%&% ?E‘%@Qh@%&)«sﬁ%ﬂ%@gr (gﬁ%%ﬁfg%(wp)’ simple

mail transfer protoco simple network -5- manageme YSLOG or the like.
Based &n thHéMyp® of thalkmissiarepotabaimhetavdralensed?d widly ¢acthetheamathizansmission

formats. A dlatahash 4 8% fox siaring nfatmatian (RURHING 16, 0S gLAIRIRCAIRAN data formats is

accessible by a decoder 182 of the decoder module 180 for parsing the 5 event alerts 170. The
database 185tigasanfiyiskead NShRYE FplarakitycbitistibSfiohS Gpteysesheaimbserdata format that is

sent via a paicHIBRIARIANSIN PLARGPI IS ARIROAS o poltabie g e e Dhadding, deleting

and/or modifying'whenever necessary. Once the event alert 170 is parsed, a normalized output will be
sent to an cutpatibepissiteryetordrispestivy. management services.

10
Typically, a network 120 includes a plurality of workstations 124 hosted by at

least one server 123, Each of the workstations 124 and server 123 are inter-
connected to each other via network switches 126, such as routers or the like. Some
networks 120 may further be connected to a network gateway 121, such as an

15 intruder detection system (IDS) or a Firewall firmware, to control and/or monitor
transactions between the networks 120 and the internet 110. To keep track of the
network transactions, the networks 120 generate a large number of logs or log
records for further inspection by the network administrators whenever necessary.

The logs or log records may be different in format dependihg on the networks 120.

20
For those networks 120 subscribed to the network security management
services, the NSSP 120 often requires those logs or log records from the networks
120 for inspection purposes. The logs or log records sent to the NSSP 150 as
information packages are hereinafter referred to as event alerts 170.
25

In operation, the NSSP 150 having a decoder module 180 receives batches of
event alerts 170 from the networks 120 in real time as shown in FIG. 2. In a real
time operation, the network 120 send out a event alert 170 to the NSSP 150 once it is
generated, and the decoder module 180 parses the event alert 170 with no or

30 substantially no delays. Such event alerts 180 may be sent via any of the available
data transfer protocols, for example, transmission control protocol (T'CP), user

datagram protocol (UDP), simple mail transfer protocol (SMTP), simple network



10 TABLE 1 illustrates an example of the instruction set: TABLE 1 An Event Alert Sent By A
Checkpoint Firewall via SMTP [Checkpoint Firewall-1 (FIREWALL) : SMTP : FW1] 15 AttachDate P "
"1 <DDMMMCCYY> AttackTime P 1 2 <hh:mm:ss> AttackType K "proto" SourcelP K "src" TargetlP
K "dst" 20 TargetPort K "service" SourcePort K "s port" " " Each of the instruction sets is configured
with a function header, quoted % square brackets "[...]" or the like, for identifying the transmission

source of the@peste® BetesAl 10 NDAF the \ableVEl ipsthp dk cthB et thdsRiephas the following
parametersy{sieyice %{Rﬁ&l&mﬁe eveMenbhyRes malPaMiGRIRE HoftRmislsY Wardss] where each

of the parameters may be delimited by a colon ":" or the like and "the parameters are described in

TABLE 2 befotitanss] Falr taipgisfanation segyptishivalr valieobevisamydisaName The name of
the device AlPhARUMSLICSIYNE By% MNQIECXSARSHDR Ve BIREMA K I8 Gheglpoint

5 event alerts 170. The database 185 is configured to have a plurality of instruction
sets, each defines a data format that 1s sent via a particular data transfer protocol.
The database is editable to the user for adding, deleting and/or modifying whenever
necessary. Once the event alert 170 is parsed, a normalized output will be sent to an

output depository for inspection.

10
TABLE 1 illustrates an example of the instruction set:
TABLE 1 An Event Alert Sent By A Checkpoint Firewall via SMTP
[CheckPoint Firewall-1 (FIREWALL) SMTP @ FW1l]
15 AttachDate B "Y1 <DDMMMCCYY>
AttackTime P meroom 2z <hh:mm:ss>
AttackTypes K "prote"™ T"
SourcelP K "src" mon
TargetIP K "dst" "o
20 TargetPort K "service™ " "
SourcePort K "s port"™ " "
Each of the instruction sets is configured with a function header, quoted by
square brackets “[...]” or the like, for identif;dngﬂle transmission source of the event
25  alerts 170. For the above instance, the function header has the following parameters:

30

[<Device Type Name> : <Alert Type> : <Device Type Code> : <Keywords>]

where each of the parameters may be delimited by a colon ":" or the like and

the parameters are described in TABLE 2 below.



added in the decoder Firewall display name, the (FIREWALL) AttackType of the alert will be in the
following format: Firewall Alert (<protocol>)- <TargetPort> Alert Type To indicate how the event e.g.
alert is being received by TCP the decoder module. COP SMTP SNMP SYSLOG Device Type Code
The unique 3-letter device Alphabetical letters typg code that can be assign by the user. e.g. CYC
(What is the main purpose WGD for this field?) FW1 Keyword Keyword can be used to Alphanumeric
trap for required alerts. E.g. if the parsing is ¥\, 2Cisco Pix alerts, only %PIX alerts with the

keyword

alerts with the keyword
"PIX" will be parsed.

Keyword is not needed for
SMTP alert type.

Parameters Description Valid Value
Device Type Name The name of the device Alphanumeric
type
€.z
Note: Cyclops IDS
When "FIREWALL" is Checkpeint
added in the decoder Firewall
display name, the (FIREWALL)
AttackType of the alert
will be in the following
format:
Firewall Alert
(<protocol>)-
- <TargetPort>
*' Alert Type To indicate how the event  e.g.
alert is being received by ~ TCP
the decoder module. UDP
SMTP
SHMP
SYSLOG
Device Type Code The unique 3-letter device  Alphabetical letters
type code that can be
assign by the user. e.g.
CYC
(What is the main purpose WGD
for this field?) FW1
Keyword Keyword can be used to Alphanumeric
trap for required alerts,
E.g. if the parsing is for e.g.
Cisco Pix alerts, only $PIX

The instruction sets further defining a function body having a plurality of
5  syntaxes for describing at least parameters of outputs and output locations in which
allow the decoder 182 extracts outputs from the event alerts 180. An example of the
syntax's format is:
<TIF field> <extraction method> <extraction syntax>

<date-time format> <value substitution>



"PIX" will be parsed. Keyword is not needed for SMTP alert type. The instruction sets further defining
a function body having a plurality of 5 syntaxes for describing at least parameters of outputs and
output locations in which allow the decoder 182 extracts outputs from the event alerts 180. An
example of the syntax's format is: <TIF field> <extraction method> <extraction syntax> <date-time
format> <value substitution> -7- The transportable incident format (TIF) field defining intended fields to
be outputted in accordance with the user preference. In Example 1, for example, the TIF fields are

AttackDate, AttackTifaeALackTYPs RRHIGEIR:B (TaryeiiRs Jarasillame TaigsiBastand SourcePort.

Preceded by the TIF field, an extraction method incorporatir]%g‘éan extraction syntax further described

how the decdBriSDiAREFadraes Hdhdhesuermieiectiektibh Fiempls ndy ise deniseticy a simple one
or two lettertqdg. Fuch.as. R fonposition parsing, K forkeywore parsing, K. fos position parsing or the

like. Based on the extraction method, the 10 extraction syntax further specifies where the decoder 182
may exfract The cotrespbadirg-dwtpat fronvthefeventadert 270 O¢ HrecéxtRactededdhyslis a date or a

time, the foriiat gl e sl 00ie JAYISRLESELIAIG, ale e, et Adesiisd value is

intended in replace 6f an extracte ue, <value substitution> maybe use e syntax is described in
details in cohjunthiodedslails Zeayccompdhyingrirawihgstisreivafteri®genatidre defhediecoder
module 180E9yeg%)gxi1n AREYERLE '1%%70%&%, such as P for position parsing, K for keyword

parsing, XP for position parsing or the like. Based on the extraction method, the

10 extraction syntax further specifies where the decoder 182 may extract the

correspdnding output from the event alert 170. If the extracted value is a date or a

time, the format of the user choice may be preset in the <date-time format>.

If a desired value is intended in replace of an extracted value, <value

substitution> maybeused. The syntax is described in details in conjunction

15 with the accompanying drawings hereinafter.

Operation of the decoder module 180 decoding an event alert 170 is
illustrated in a flow diagram in FIG. 3. At start (step S200) if the NSSP 150 receives
an event alert 170 from a transmission source, the decoder module 180 extracts an

20 event type defined in the event alert 170 (step S210). The event type maybe a
Check-point 1 SMTP alert, a Watchguard STMP alert, a Check point-1 SNMP alert
or the like. If the event type of the event alert 170 is not defined or known to the
decoder module 180, the event alert 170 may be discarded and processing proceeds
to step S250. The decoding process for the event alert 170 terminates (step S250)

25  and the decoder module 180 may start decoding the next incoming event alert,

According to an altemative embodiment, the unknown event alert may be

sent to the network administrator of the NSSP 150 for manual editing.

30 If the event type is defined, the decoder module 180 validates the event

source (step S220) to obtain a device ID of the event source after the event type is



illustrated in a flow diagram in FIG. 3. At start (step S200) if the NSSP 150 receives an event alert 170
from a transmission source, the decoder module 180 extracts an 20 event type defined in the event
alert 170 (step S2 10). The event type may be a Check-point 1. SMTP alert, a Watchguard STMP
alert, a Check point-1 SNMP alert or the like. If the event type of the event alert 170 is not defined or
known to the decoder module 180, the event alert 170 may be discarded and processing proceeds to

step S250. tiagidestifirg procsesssrahrieipatgartatoltstisae@Gtéprsdsopebiand the decoder
module 18Opﬁ??é’tﬁ%%@rﬁ%@@@?@ﬁ%%ﬁ@%%@ﬂf@ﬁﬁ% alert. According to an alternative

embodiment, the unknown event alert may be sent to the network administrator of the NSSP 150 for
manual editing. 30 If the event type is defined, the decoder module 180 validates the event source

(step 5220) to obtajn,a deyice |R,9LE EXALA G S RYRRL RS SAEING lentiied. A process

of parsing the event alert (step S230) is performed to parse the event alert 170 into a prescribed

format. Whifbseatiibiacg thet eleshi $8 e (@tEis 6 B0y, ihelowed dethmedmealsd 15 @istards the event
alert 170 if the davice iR ispQt{onaddn: the eveatAeHId Q143 the-aY flRlaT L maype sent via

different protocols, different method may be used for obtaining the device ID. An example of the event
source validatiohttsaneshodpviasdd dhSKIPISRIVIE asatsystoalidatiostsauSaZRc. 4. 10

Regardlessiof SMB T EW?Y@%H@@SE@@E"iﬂ%"s@i&@ﬁ?lﬁf@)@ddress of the transmission

source is extracted (step S221) directly from an event alert 170 by capturing a first parameter of the
event alert 170. If the event alerts is a SMTP transmission (yes), the decoder 182 searches through

the evggt alert for e deyice IPspndrexiastsdhg vevios D HaRRL 3 2angslhudiagdevice IDis
defined in a 15 parameter enclosed by square brackets, for_example. When the detected alert type is
= of the transmission source is extracted (step 8221) directly from an event alert 170

[
" by capturing a first parameter of the event alert 170. If the event alerts is a SMTP
transmission (yes), the decoder 182 searches through the event alert for the device ID
and extracts the device ID (step S224). Generally, the device 1D is defined in a
15  parameter enclosed by square brackets, for example. When the detected alert type is
SNMP/SYSLOG (no) in step 3223, the device ID has to be retrieved from a list of
devices from a cache loaded in a storage module (step S223) (where is this storage

module located, the NSSP side of the network side? ).

20 From step $223 and S224, processing continues at step S226. If the device
ID is not defined in the event alert 170 (step S226), the same may be discarded and
the decoder terminates parsing (step S250).

An example of operation of the event alerts 170 parsing process S230 of FIG.
25 3 isillustrated in FIG. 5. The decoder 180 reads parsing rules from the database 185
into a system memory, such as buffers (step S232). If no parsing rules is not found

in the database 185, (yes) in step 5234, the processing proceeds to step S250.

An Instruction set among the database 185 is loaded based on the scanned
30 alert type. The decoder 182 scans through the event alerts 170 and extracts all
outputs based on the loaded instruction set (step S236). Each of the extracted outputs
are assigned to a corresponding TIF field (step S238).



SNMP/SYSLOG (no) in step 8223, the device ID has to be retrieved from a list of devices from a
cache loaded in a storage module (step 5223) (where is this storage module located, the NSSP side
of the network side?). 20 From step S223 and S224, processing continues at step S226. If the device
ID is not defined in the event alert 170 (step 5226), the same may be discarded and the decoder
terminates parsing (step S250). An example of operation of the event alerts 170 parsing process S230
of FIG. 25 3is illustrated in FIG. 5. The decoder 180 reads parsing rules from the database 185 into a
system memory, sigh 3§ RIHIAIS(SIRR. 3432 HEHRASINY SHIRSISI D iAAdedn fhe database 185,
(yes) in step S234, the processing proceeds to step S250. An instruction set among the database 185
is loaded basemps efd AdHnlh 8db medaters wiyen Prhisagiendesthed anhastthrboghyiexevent alerts 170
and extracts all outputs based on the loaded instruction set (step S236). Each of the extracted outputs
are assigned to a corresponding TIF field (step S238). -9 FIG. 6 illustrates operation of how the
decodet moduI@ﬂ@@@ér@@s@ﬁ@ﬁwé&@fﬁmlﬂ@tm& %Tm[&mé@tlwmlé@hod and
extraction synta > Rece By eger-Module
<166>Dec 04 3¢ 1 7-94PIX e 0, n@@rﬂ%) Hom i@? 168.1.11/35952 to
198.128. 105:&1‘85@1161&&@5 FIN-ACKaon merfacez out3it®es 20ckhe decoder 182 will check which

extraction method js . defi If the action metho ord parsing (step 320), K,
the syntaxnr%g)g h%vbse a% onn; %?gélgé> g(sdéi;%\gvé%ré <str|ngf§dt<%ﬁ|ng%w E%éé?der 182 will

locate the keyword from an event alert 170 as a start point of the string

10 The decoder 182 will check which extraction method is defined in a syntax.
( If the extraction method is a keyword parsing (step 320), ¥, the syntax may have a
format, <TIF Field>» K <keyword><stringl><string2> The decoder
182 will locate the keyword from an event alert 170 as a start point of the string
searches (step $322). The decoder 182 further locates the first occurrence of
15 stringl and start fetches strings appears after the stringl (step S324). The
string fetches will terminate once the first occurrence of the st ring?2 appears (step

S326). In case where stringl is not specified, the decoder 182 will returns the

substring starting after the keyword right up to the position before string2.

20 Given a extraction syntax, TargetPort K "to™ "/™ "flags", for

example, will returns a substring "35016".

If the extraction method is a position parsing (step S340), P, the syntax may
have a format, <TTF Field> P <stringl><numberl><string2>
25 <number2>. The numberl and number2 specifies the specific number of
occurrences of stringl and string2 respectively. The decoder 182 locates the
numberl occurrence of stringl and fetches strings appears after the stringl
{(step S342) and stop fetching once the number? occurrence of spring?2 appears
(step S344). In case where stringl is not specified, the decoder 182 will retum

30 the substring at the beginning right up to the position before st ring2.



searches (step S322). The decoder 182 further locates the first occurrence of 15 stringl and start
fetches strings appears after the stringl (step S324). The string fetches will terminate once the first
occurrence of the s t ring2 appears (step 5326). In case where stringl is not specified, the decoder
182 will returns the substring starting after the keyyvord right up to the position before string2. .20
Given a extraction syntax, Target Port K "to" "/" "flags”, for example, will returns a substring "35016". If
the extraction methodkisa pasridivparsiing. (Steprs340) L P, the"syhtdx May" havéaformat, <TIF Field> P

<string|><mej)r(na3l%e I>§Vsﬂ'1ing[%> 258661 @nge,rgggg?e number land number2 specifies the specific number
of occurrences B étringf anglsatrlng reSpéctively. The decoder 182 locates the numberl occurrence of

stringl and fetches strings appears after the stringl (step 5342) and stop fetching once the number2
occurrence of spri appears (step, S344)..In case where stringl is not ified, the decoder 182 will
return 30 the subgﬁfﬁ‘g%’fﬁg% éﬂﬂéﬁ?ﬁ ﬁ’g lfel.?ﬁvf)or%?é) %Hgfﬁgﬁfgg%f%e }?ﬁ%gi?g’ fven an extraction
syntax 5Sousg@Rarkp havk deormdQr<examples will retorn asuhstning <3595214if the extraction method

is a keyword position parsing (step S360), KP, the 5 sqvqrgﬁtax may have a format, <TIF field> KP
<keyword>E&HRERT LAtHbeHs44tring P SLAtmber?s 9958 (,]cgéelf’i%tﬁslg??aﬁ?s‘/ﬂ‘%fl%%ord as a start

point of seaching, (38R 238hiAR{IRIFEe5 S HURgSRARRR AN AEes The: RUMBElhOrGHenee of stringl
after the keyword (step S364) and stop fetching once the number2 occurrence of spring2 appears

(step S344yeeroaseaierestingl Aieothetspociic{Hise déedtartibriufetagoamnoetien the substring

starting aﬁeﬂ&@l%er:% occurrence of spring?2 appears (step S344). In case where stringl is
10 not specified, the decoder module 180 will return the substring starting after the
keyword right up to the position before string?2.

Given a extraction syntax, TargetPort KP "from" "/" 2 "flags"
1, for example, will returns a substring "35016".
15
If an output of a constant string is required for outputting (step S380),
extraction method, C, may be used, <TIF field> C <constant string>.

The decoder 182 fetches a constant string defined in the syntax (step 382).

20 When the decoder 182 is extracting a date and/or a time from a event alert
170, the format of the date and/or the time for outputting may be specified. Given an
extraction syntax, AttackDate P ">" 1 " " 3 <MMM DD CCYY>, for

example, will returns "Dec 04 2002",

25 When a substitution is needed to replace an extracted value, <value
substitution> can be added to the parsing instruction. An example of a
extraction syntax with the value substitution is Severity K "Pricrity:"
"CRLEF"™ {high=3,medium=2, low=11}, where is the extracted value is
"high", then the field of Severity will have an output of "3" and so on.
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keyword right up to the position before string 2. Given a extraction syntax, Target Port KP "from" "/" 2
"flags" 1, for example, will returns a substring "35016". 15 If an output of a constant string is required
for outputting (step S380), extractionmethod,C,maybeused,<TIF field> C <constant string>. The
decoder 182 fetches a constant string defined in the syntax (step 382). 20 When the decoder 182 is
extracting a date and/or a time from a event alert 170, the format of the date and/or the time for
outputting may be Epfeditisascoilan ane exaiciernssiptarcadas ddd dteated vontinugueanMM DD CCYY>,
for example,yilkretuns ;D6 A4.200¢¢. 25 When a substitution is needed to replace an extracted
value, <value substitution> can be added to the parsing instruction. An example of a extraction
syntax with the value substitution is Severity K "Priority: " "CRLF" (high=3,medium=2,low=I),where is

the extracted valuggg ¢high.then ﬁg@c{i@glpgm%' vgij,lzl@at&esﬁg 93‘5@%9‘?5&@&%9 on. 30 -11- For

the ease of parsing.event alerts, the decoder 182 treated continuous spaces or tabs as a single
space. ff a dpiiséthing igngtua futep Buod isthp Sootendtpheddefttedraieatad tHaks for fetching

another strigg,ha }%%%é’zﬁ%’&@%ﬁz@ﬁﬁ‘%gﬁf@@ after "+". Take for example an event alert given
in TABLE 4: TABLE 4 An Example Of An Event Alert Mar 24 12:10:56 test ,Security,1114099,Mon
TABLE 4 An Example Of An Event Alert

Mar 24 12:10:56 test y Security, 1114099, Mon

Mar 24 12:10:25 2003,540, Security, 8YSTEM, User, Success
10 Audit, test,, Successful Network Logon: User Name: Test$S

Domain: CISS Logon ID: {0x00xZDEZA70) Logon Type: 3

Logon Process: Kerberos Authentication Package: Kerberos

Workstation Name:

15 For an extraction syntax stated as below:

AttackType P "," 11 ":" 5 + C "Attempt", where the first
part of the syntax ® ", " 11 ":" 5 returns a substring between the 11™
occurance of ", " and the 5™ occurance of ": ", The syntax also appends a constant
string "Attempt " at the end of the substring. Hence, the resulting At tacktype

20 for Example 3 is "Successful Network Logon Attempt".

It will be understood by those skiiled in the art that even though numerous
characteristics and advantages of various preferred embodiments of the present
invention have been set forth in the foregoing description, this disclosure is

25 illustrative only. Other modifications may be made, especially in matters of
structure, arrangement of parts and/or steps within the principles of the invention to
the full extent indicated by the broad general meaning of the appended claims

without departing from the scope of the invention.



Mar 24 12:10:25 2003,540,Security,SYSTEM,User,Success 10 Audit, test" Successful Network
Logon: User Name: test$ Domain: CISS Logon ID: (OxOOx2DE2A70) Logon Type: 3 Logon Process:
Kerberos Authentication Package: Kerberos Workstation Name: 15 For an extraction syntax stated as
below: AttackType P "," 11 ":" 5 + C "Attempt", where the first part of the syntax P ", " 1.1 " : " 5 returns
a substring between the 11th occurance of ", " and the 5th occurance of " : ". The syntax also
appends a constant string "Attempt" at the entkof the substring. Hence, the resulting AttackType 20
for Example 3 is "Successful Network Logon Attempt". It will be understood by those skilled in the art
that even though numerous characteristics and advantages of various preferred embodiments of the
present invention have been set forth in the foregoing description, this disclosure is 25 illustrative only.
Other modifications may be made, especially irlWMEers of structure, arrangement of parts and/or
steps within the principles of the invention to the full extent indicated by the broad general meaning of

the appended claims without departing from the scope of the invention. 12 CLAIMS 1. A data
decoding method fof* B Heesiy e melast iR reeesting gffaramda iRAvm o computer system, the

method compriging-tbes stepsonfputecgiviag, anlogepeartnipasingtandiapluetion set corresponding to the
received log record from a d?tabase the database storing a plurality of instruction sets;
receiving a log record;
loading an instruction set corresponding to the received log record from a
database, the database storing a plurality of instruction sets;
extracting information from the log record based on a plurality of syntaxes
defined in the loaded instruction set; and

outputting a normalized output of the extracted information of the log record.

2. A data decoding method according to claim 1, wherein the plurality of

instruction sets each prescribes a format information.

3. A data decoding method according to claim 1 or 2, further comprising the step of

accessing the database by a decoder.

4. A data decoding method according to claim 1, 2 or 3, wherein the step of loading
the corresponding instruction set comprises identifying the corresponding instruction set

based on an alert type of the log record.

5. A data decoding method according to any one of the preceding claims, further

comprising the step of storing the normalized output.
6. A data decoding method according to any one of the preceding claims, further
comprising the step of receiving an information package having the log record from a

transmission source remote from the computer system.

7. A data decoding method according to claim 6, further comprising the step of



extracting information from the log record based on a plurality of syntaxes defined in the loaded
instruction set; and outputting a normalized output of the extracted information of the log record. 2. A
data decoding method according to claim 1, wherein the plurality of instruction sets each prescribes a
format information. 3. A data decoding method according to claim | or 2, further comprising the step of
accessing the database by a decoder. 4. A data decoding method according to claim 1, 2 or 3, wherein
the step of loading the corresponding instructipn set comprises identifying the corresponding

instruction set based opyan Shefdy s e g RSAIN O daia HesARGBR it gecording o any

one of the preceding er comprising the step of storin tput. 6. A data
decoding method according to any one of the preceding claims, further comprising the step of

receiving an jformiglign RaCkAGeDAYING (05 ot (S B ALROSBISIgRs M Ce remote from the

computer system. 7. A data decoding method according to claim 6, further comprising the step of 13
identifying a &R iMendHing akmrsmissmRsBiareb wef{thb SRR mation RRskREge. 8. A data decoding
method according to claim 6 or 7, further comprising the step of identifying a transmission protocol
used for the information package. 9. A decoder module for processing different log records of

transactions # a cofrfRaedesyadie KIRpeRtEoLITEeN QURROE? PEEERARY'A R fecord; a decoder for
outputting a nerRatzagdaidnpighg database having a plurality of instruction sets accessible by the
decoder, each ) . .
a receiver unit for receiving a log record;
a decoder for outputting a normalized output; and
a database having a plurality of instruction sets accessible by the decoder, each
of the instruction sets comprising a format information of respective corresponding log
records;
wherein the decoder is operable to load one of the instruction sets
corresponding to the received log record and to extract information from the log record
based on a plurality of syntaxes defined in the format information of the loaded

instruction set.

10. A decoder module according to claim 9, wherein the normalized output

comprises information extracted and normalized based on the plurality of syntaxes.

11 A decoder module according to claim 9 or 10, wherein one of the syntaxes
further comprises a date formatting for outputting an obtained date in a prescribed

format,

12. A decoder module according to claim 9, 10 or 11, wherein one of the
syntaxes further comprises a time formatting for outputting an obtained time in a

prescribed format.

13. A decoder module according to any one of claims 8 to 12, wherein the log

record is received form a transmission source remote from the computer system.

14. A decoder module according to claim 13, wherein the transmission source

transmits an information package comprising the log record.



of the instruction sets comprising a format information of respective corresponding log records;
wherein the decoder is operable to load one of the instruction sets corresponding to the received log
record and to extract information from the log record based on a plurality of syntaxes defined in the
format information of the loaded instruction set. 10. A decoder module according to claim 9, wherein
the normalized output . comprises information extracted and normalized based on the plurality of
syntaxes. 11. A decoder module according to ciaim 9 or 10, wherein one of the syntaxes further

comprises a flate fﬁﬂﬂ%ﬁjﬁ%&ﬁ &Q&Hﬁﬂs@&&ﬁ@%ﬁ%? in a prescribed format. 12. A decoder

module according to claim 9, 10 or 11, wherein one of the" syntaxes further comprises a time
formatting for outp@RiRtCHRAYBEIEEIHNS Y31 prescribed format. 13. A decoder module according to

any one of claims § {Qckte VR ISNRLESIOTisRRIETIREEINAL IO AadraiarpissigR source remote from -

the computer system. 14. A decoder module according to claim 13, wherein the transmission source
transmits an THRMAURMHA PREERAG& Wb mprising the log record. 14 15. An information processing system

comprising: an informatianPiRtRsTHRSIVIRY a3y for processing information in response to a
command from the information roc_:essi%g_unit; a receiver unit for receivin? a log record; a decoder
| 0

module installed in fheerAdThmRRe reabedin freyRmaian processing system for

outputting a normalized outpus;
~a database having a plurality of instruction sets accessible by the decoder, each
of the instruction sets comprising a format information of respective corresponding log
records;
wherein the decoder is operable to load one of the instruction sets corresponding
to the received log record and to extract information from the log record based on a

plurality of syntaxes defined in the format information of the loaded instruction set.

16. An information processing system according to claim 15, further comprising

a data depository unit for storing the normalized output. ~

17. An information processing system according to claim 15 or 16, wherein the
normalized output comprises information extracted and normalized based on'the

plurality of syntaxes.

18. An information processing system according to any one of claims 15 to 17,
wherein one of the syntaxes further comprises a date formatting for outputting an

obtained date in a prescribed format.

19. An information processing system according to any one of claims 15 to
18, wherein one of the syntaxes further comprises a time formatting for outputting an

obtained time i a prescribed format.

20. An information processing system according 1o any one of claims 15to 19,
wherein the log record is received from a transmission source remote from the

computer system.



outputting a normalized output; a database having a plurality of instruction sets accessible by the
decoder, each of the instruction sets comprising a format information of respective corresponding log
records; wherein the decoder is operable to load one of the instruction sets corresponding to the
received log record and to extract information from the log record based on a plurality of syntaxes
defined in the format information of the loaded instruction set, 16. An information processing system
according to claim 15, further comprising a data depository unit for storing the normalized output. 17.
An mformati%{i pro ssiO g}{stggjrr% aceol é%%lgén?d% oS ?11‘3’ vﬁh%'ieciai e, r%alized output
comprises information ex racted and no zed Based on t uralityo syntaxes. 18. An information
processing Syitesin mmaﬁymtm@mwgmsfmiowmmm ehepisine tsgrieaxes further
comprises a gdate formatting for outputting an obtained date in a prescribed format. 19. An information
processing system according to any one of claims 15 to 18, wherein one of the syntaxes further
comprises a time formatting for outputting an obtained time in a prescribed format. 20. An information
processing system according to any one of claims 15 to 19, wherein the log record is received from a
transmission source remote from the computer system. 15 21. An information processing system
according to any one of claims 15 to 20, wherein the transmission source transmits an information
package comprising the log record.



MANAGING TRANSACTION LOG DATA ABSTRACT An decoder module for normalizing log records
generated by a computer system is provided. Based on a plurality of instruction sets stored in a
database, the decoder module scans the log records and outputs the scanned results in a normalized
format. A computer system for receiving a batch _qf log records from a plurality of remote computer
systems, is able to process and normalize the log records using the decoder module. FIG. 2

MANAGING TRANSACTION LOG DATA
ABSTRACT

5 An decoder module for normalizing log records generated by a computer
systern is provided. Based on a plurality of instruction sets stored in a database, the
decoder module scans the log records and outputs the scanned results in a normalized
format. A computer system for receiving a batch of log records from a plurality of
remote computer systems, is able to process and normalize the log records using the

10 decoder module.
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