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MULTI-FACTOR AUTHENTICATION PROVIDING A CREDENTIAL VIA A 

CONTACTLESS CARD FOR SECURE MESSAGING 

 

ABSTRACT 

 Exemplary embodiments may use a contactless card as a secondary form of 

authentication in a multi-factor authentication for a secure messaging service.  The recipient 

party of a request to initiate a messaging service session (such as a server computing device) 

may be programmed to use the phone number of the originating device to look up records 

regarding an identity of a party and their associated phone number as a primary credential and 

then may require an authentication credential originating from the contactless card as a 

secondary credential for the initiating party.  In some instances, the credential originating from 

the contactless card is a onetime password that is valid only for a period of time.  The recipient 

party determines whether the onetime password is valid.  If both credentials are valid, a secure 

messaging session may be initiated with the initiating party. 
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