1 | MM GRATI ON CONTROL SYSTEM FI ELD OF THE | NVENTI ON The present
invention relates to an information 5 processing technol ogy for
immgration. More particularly, the pgesent invention relates to a

t echnol ogy capabl e of speeding up i mr gration based on personal

aut henti cation such as bionetrics authenticati on. BACKGROUND COF THE

| NVENTI ON 10Vari ous technol ogi es _have been_ proposed to achi eve snooth
i mmi gration control in a?MgégﬁéTépNoFﬁgTR@Paﬁg 6EMati on hubs. For
exanpl e, JP-A No. 215999/2005 discloses a pre-inmgration system The
pre-inmgration systemincludes a shared controller for receiving 15
passenger information input froma general -purpose termnal, as well
as a advEREBDpaBsSERHeINVRNDIOKt i on dat abase for storing the passenger
i nformation received fromthe general - purpose term nal or received by

the shared conti®lgesserTihel shatedo ord Tald £resleierim fesna0 phet her
t he passenger information satisfies a predeterm ned condition. If the

passenges -,k 95 MRy | 0813851 5§ €80tk Nenp! SAet S5 n%r@ﬁﬂrﬁfi%&am :
shared controller stores the passenger information in the advance

passengefy L J%gall‘& O&Q&H@P&?eregtégetc?tge{e&g@ lo.f égea%f‘e of
passengef T nformati on does not satrsfy the predeterm ne
gspeeding up immigration based on personal authentication
such as biometrics authentication.
BACKGROUND OF THE INVENTION
10 Various technologies have been proposed to achieve
smooth immigration control in airports or other
transportation hubs. For example, JP-A No. 215999%/2005
discloses a pre-immigration system. The pre-immigration
system includes a shared controller for receiving
15 passenger information input from a general-purpose
terminal, as well as a advance passenger information
database for storing the passenger information received
from the general-purpose terminal or received by the
shared contrecller. The shared controller determines
20 whether the passenger information satisfies a
predetermined condition. If the passenger information
satisfies the predetermined condition, the shared
controller stores the passenger information in the advance

passenger information database. On the other hand, if the

25 passenger information does not satisfy the predetermined



condition, the shared controller transmts reception refusal
information to the general - purpose termnal, w thout storing the
passenger information in the advance passenger infornation database.
5In Chapter 4 "System Architecture” of Privacy | npact Assessnent
Update for the US-VISIT Program U.S. Departnent of Honel and

Security, July 1st 2005, a personal identification systemis

di scl 0seBORRIEACTse5h BNBREr FENFRPALREL FEANRBLER FFSEPdAPRDase. | n
Chapter | 10 "Introduction"” of Privacy |Inpact Assessnment Update for

t he US- VFSETsPLognanrmetSonDepathaenenetatopekandeSeeamingl, July 1st
2005, "United States Visitor and Inmm grant Status |ndicator

Technol ogythbBtVESbT)ihgi shdepassbaderHiwsgenationt he maehadivancef the
personal 15 identification systemdisclosed in Privacy | npact

Assessnephsbpdgbe fiarothetUSnVhStIpEsegram U.S. Departnent of
Honel and Security, July 1st 2005, a |arge nunber of simlar watch

list 4 nformatipn &ﬁaﬁl&épl@yeﬁygﬂléggagféﬁgeeé@éy@Sofmﬁﬁiwts%pgﬂ%ét of

registrations in the 20 watc atabase 1s large. In case,

it may tak n i for _the opera o,check th esults.
FurtherzﬁF ?§S§§E?e§F§§§eréaﬁi?%et?%e%?g%&tRﬁogﬁ??fegpgrsonal
identification Eroce list natchlngoresult di spl ay.

%s including wat ¢ch
25Thus, PEPRETHEEFr bl EOTBLpREvPEE a5y st Ml 4ndSh 29%9Ret RoBSEEPRAL
speeding up immgration to reduce the checking tine by the operator
even if, ifBptékanpreont pEshembes disFégrseruliohsupast Rebharehri¢st
dat abase is large and it takes a lot of tinme for nmatching result
checki nginbfumthéen watck alisb desababke tInm rEdamwest he tinme for the
entire immgration process including watch Iist matching result
di splay. “Introduction” of Privacy Impact Assessment Update for the
US~-VISIT Program, U.S. Department of Homeland Security,
July 1st 2005, “United States Visitoer and Immigrant Status
Indicator Technology (US-VISIT)” is described.
However, in the mechanism of the personal
15 identification system disclosed in Privacy Impact
Assessment Update for the US-VISIT Program, U.S.
Department of Homeland Security, July 1lst 2005, a large
numpber of similar watch list information is displayed as
matching results when the number of registrations in the
20 watch list database is large. In this case, it may take a
long time for the operator to check the results.
Further, this system may reguire time for the entire
personal identification process including watch list

matching result display.

25 Thus, it is desirable to provide a system and a



SUMVARY OF THE | NVENTI ON 10The present invention addresses the

f oregoi ng needs by providing a nechanismfor determ ning whether the
previous entry of a passenger to be exam ned satisfies a
predeterm ned condition, and if the passenger to be exam ned
satisfies the predeterm ned condition, conparing 15 the personal

i nformation ugeg for personal identification in the previous entry
with t he"perednbPTi APBPHREY ohP obTHt BEALT PR hEePuse ehlyer Clheching
examned. In this way, it is possible to verify the identity of the
per son whbnaky ehiter ederakoronvitryl{t héopassengbe, t thdeneRast ned) .
20Further, the present invention also includes the follow ng aspect.
In the fregisinmigeoasi bn toe vhechi issteddtybast ois heacgendmy, it
personal identification is performed by conparing the watch |i st

i nfor matt9ResStHr Bek | Of at fe CobL edavah€hgl +stutat ebaseing! h the
personal 25 information input by the passenger to be exam ned. The 4
persagnal inforgmtiQy | s; ¢ et IS hedNlh14 N4 N RRGONG d MM &t d,on
in the subsequent entry, the identity of the passenger to be exam ned
can be verified. ' n ' ' registered in
the fir stfeljirlé néﬁ?glr]g [ %ﬁ%?ﬁo% E%r%%%%ngﬁlcli%ﬁ%é@%g# [ f\%% fromthe
passenger tao be exaniged i n the second i mm gration. In this

aspect, TRHeCTHRT gration SR e according to the present invention
preferably includes: a immgration control information DB for storing
imm gration information 10 including ID information and bionetric
informati on which are obtained fromthe user by a first termnal; a
wat ch | i SYMMRRBLRISErEHr INVERNT N wat ch i st information; a matching
server for conparing the immgration information with the watch |i st
i nf aromat i on ofThdherwedett lHirsterith clatadbdsessddheHd ridrdgrimialeddy
di splaying a result of
by providing a mechanism for determining whether the
previous entry of a passenger to be examined satisfies a
predetermined condition, and if the passenger to be
examined satisfies the predetermined condition, comparing

15 the personal information used for personal identification
in the previous entry with the personal information
obtained from the passenger to be examined. In this way,
it is possible to verify the identity of the person who
has entered the country {(the passenger to be examined).

20 Further, the present invention alsoc includes the
following aspect. In the first immigration for the first
entry into the country, personal ildentification is
performed by comparing the watch list information stored

in a so-called watch list database with the personal

25 information input by the passenger to be examined. The



conparing with watch lists; and a verification server having a
simplified inmgration passenger to be exam ned matching function for
conparing the bionetric information im the inmgration information DB
with the biometric 20 information obtained by a second termnal to
determ ne whether these bionetric information pieces are of the sane

. In the first immgratjon, the first bionmetric infornation is
SRS T RRE 28 SHAR S SRR AREEL ST S L AN Bl

conpares the first biometric 25 information with the first watch |i st
i nf or mat IHRISTHeI OB 1 rishe t BrpF LRl sPrayy, athesidenit ¢ odating t he
first bionetric information with the first watch list information. In
t he subsegseengseconds nekgnEtedngan hee svempl fi¢@doy nmdryratiron the
passenger to be exam ned matching 5 function conpares the first

bi omet r i ge t a0 Ired b Ddwrrmant 1 dve faod graatddnin nflos ned £on Boid tdt i de
second bionetric information obtained by the second term nal. The

nat Chi NGy SEf ieie GOSPAERS1 W A Fb Ao SOC onb et £horh | Se i g HEdmEd one Ot her
than the first watch list infornmation in the watch 10 |i st dat abase.

Then, t S %ﬁ% rm i : %Sélt} f conparing with the
second \Ahg?cﬁ}g |stéc;?n o??rilla&% ?«%%@Ar%%/ﬁr@m‘f' rt j€e?r?' in this aspect, the
present i nven':]lj on. al sa i ncltudecs%a .conf i%gcr.ati on itn whi ch ej.t hert

conmparing wt b hé”\ﬁataﬁ??ci St 9T or ety ort cscyrﬁ)aern} r‘:r‘é:%rt The°

the present invention preferably includes: a immigration
control information DB for storing immigration information

10 including ID information and biometric information which
are obtained from the user by a first terminal; a watch
list database for storing watch list information; a
matching server for comparing the immigration information
with the watch 1ist information of the watch list

15 database; the first terminal for displaying a result of
comparing with watch lists; and a verification server
having a simplified immigration passenger to be examined
matching function for comparing the biometric information
in the immigraticon information DB with the biometric

20 information obtained by a second terminal to determine
whether these biometric information pieces are of the same
person. In the first immigration, the first biometric
information is stored in the immigration information DB.
The matching server compares the first biometric

25 information with the first watch list information. The



15 second watch list information can be selected in the second

i mmgration, according to the input of the operator (immgration
control officer). As described above, sthe present invention
facilitates the inmmgration process including personal 20
verification in the second inmmgration by using the previous
immgration (first. inmgratjon) result According to, the
present th¥@ t?%ﬁﬁl?gTT 15R537DI 2 TOSHEURE THEPRRDIML tiEt ﬁb?%tor
time for immgration by facilitating the personal verification by

usi ng t heleBauric 25nbernakl op e@%@astgli‘@n‘rf?g?%’% i GACERhEL$E r st
immgration). 6 BRI EF DESCRI PTI ON OF THE DRAW NGS Fig. 1is a
bl ock di agfarmafieni mirgrdts gnilsyesivem tacearadich g mmol gara o ditiment  of
the present invention; 5Fig. 2 is a block diagram of a nornal

i mm gratsonpllfead ietignatiel sassensd ptse fibedekamigsathonced ngnt
termnal 70 according to an enbodi nent; Fig. 3 is an exanple
of an | Drhnée!satiafoedshehd stipdt acCanah PO t On AO-RPOH MBNtsndOFi g.

4 is an exanple of a bionetric information watch list 52 according to
an e”bOdiﬁﬁiﬁiation information DB with the second biometric
information obtained by the second terminal. The matching
server compares with the second watch list information
other than the first watch list information in the watch
10 1ist database. Then, the second terminal displays a
result of comparing with the second watch list information.
Still further, in this aspect, the present invention
also includes a configuration in which either comparing
with the watch list information or comparing with the
15 second watch 1ist information can be selected in the
second immigration, according tec the input of the operator
(immigration control officer).
As described above, the present invention
facilitates the immigration process including pexrsocnal
20 verification in the second immigration by using the
previous immigration {(first immigration) result.
According to the present invention, it is possible
to reduce the amount of work or time for immigration by

facilitating the personal verification by using the result

25 of the previous immigraticn (the first immigration).



Fig. 5is an exanple of immgration information 53 according to an
enbodi nent ; Fig. 6 is an exanple of an ID information
watch list 15 matching result 54 accogding to an enbodi nent;

Fig. 7 is an exanple of a bionetric information watch |ist nmatching
result 55 according to an enbodi nent; Fig. 8 is an exanple of
imm gration bionmetric information 56 according to an enbodi nent;
20Fig. 9 is an exanple of the normal immgration process sequence for
the first entry into the country, according to an enbodi nent (part
1); Fi g.BREEF sDapRKEMIPE OF TiHe PWOYWHEIGS ni grati on process
sequence for the first entry into the country, 25 according to an
enbodi nent (pafig.2)]; is7 a block Miggrkh i an iexdmeas iafn tdyesirear nal

i mm gration process sequence for the first entry into the country,
accor di ngcdor@in@npdinresibdPaidn)of Rl phedsntaniexaiplsn of the
sinplified inmgration 5 process sequence for reentry into the

couniry after e normla WY ali QA1 0Gess e ahagliated in
e

the first entry,” according to an

odi nent (part 1); Fig. 13

is an eng?%r?% Qéefrﬁ‘l%a?ﬂ r%a}%rjéc? Lsgﬂpgfiaéﬂeod‘ RELCESSe SKAUSNGS, o or

reentry 1n

10

i3

20

25

he ‘country

terminal 70 according to an embodiment;

Fig. 3 is an example of an ID information watch list
51 according to an embodiment;

Fig. 4 is an example of a biometric information
watch list 52 according to an embodiment;

Fig. 5 is an example of immigration infeormation 53
according tc an embodiment;

Fig. 6 is an example of an ID information watch list
matching result 54 according to an embodiment;

Fig. 7 is an example of a biometric information
watch list matching result 55 according to an embodiment;
Fig. 8 1s an example of immigration biometric

information 56 according to an embodiment;

Fig. 9 is an example of the normal immigration
process sequence for the first entry into the country,
according to an embodiment (part 1):

Fig. 10 is an example of the normal immigration
process sequence for the first entry intoc the country,

according to an embodiment {(part 2);



10 normal inmgration process has been conpleted in the first entry,
according to an enbodi nent (part 2); Fig. 14 is an exanple of
the sinplified imm gration process seguence for reentry into the
country after the normal immgration process has been conpleted in
the first 15 entry, according to an enbodi nent (part 3); Fi g.
15 is a view of , a screen displayed on_the normal_ipmgration client
term nal 60 infi%he hbrhal 2k nekyrat e off prleR drradl imeigrakiowntry,
according to an enbodi nent; 20Fig. 16 is a view of a screen displ ayed
on the sPhpFess edeiineigeatPbntoei Enrsteeningdl 1700i hkheheosnhpyifi ed
immgration process for reentry, according to an enbodi nent; and Fig.
17 i s a dtockdihagtanofeabbdidaat e (2drtoBf}t gurati on of each device
in the immgration system 8 according to an enbodi nent. DETAI LED

DESCRI PTI ON O ildiE PREGERRER: EMBODE MENTS &es rhef £ BEq 1fref @Fd€thn

enbodi ments of the present 5 invention will be described in detai

Wi th g ef 8rERLes t Qe hfionRECOIPAPYLAYJT 8 HUBhe country after the
normal immigration process has been completed in the first
entry, accerding to an embodiment {part 1);

Fig. 13 is an example of the simplified immigration
process sequence for reentry into the country after the

10 normal immigration process has been completed in the first
entry, according to an embodiment (part 2);

Fig. 14 is an example of the simplified immigration
process sequence for reentry into the country after the
normal immigration process has been completed in the first

15 entry, according to an embodiment {part 3):

Fig. 15 is a view of a screen displayed on the
normal immigration client terminal 60 in the normal
immigration process for the first entry, according to an
embodiment;

20 Fig. 16 is a view of a screen displayed on the
simplified immigration client terminal 70 in the
simplified immigration process for reentry, according to
an embodiment; and

Fig. 17 is a block diagram of a hardware

25 configuration of each device in the immigration system



In the follow ng description, the term"ID information” refers to the
identifier information such as passport nunber and identity (I1D) card
nunber, as well as 10 the identity ingormation indicated in the
passport or ID card, such as nationality, name, sex, and date of
birth. Further, simlar to the description of U S. Departnent of

Honel and Securlty, the term"watch list" refers to the "the "No
FIy"IlstaFHEFGH%g FRJRYi eHRPLIRAB  are prohibited 15 from boarding an

aircraft”, or the "the "Selectee" |ist includes individuals who mnmust
under go additional security screening before being permtted to board
an aircraft". Further, the term"inmgration control" neans

t he | NspRETADNEPePEBCREET bYN a®F | Tk gPREFFBRROD f EMRCDWHENT S he 20
support of an inmmgration control systemin the entry airport when
the passenger nteisather Comrdferred embodim&itansk sgeonsk esdrodi nent s
show an exanple of an inmmgration systemfor foreigners in an

intergnal ; QLEROLEn &Pif pbaetbispis 8P gX84Pl ey, pfnap.bOL &L PAt L Qnal
airport, 25 but the inmgration systemcan also be applied to the 9

bor der a ea port or a road.
9ghe OfcanoLAy erpaklnal st

| m gration con axe "strlctness" and "snoot hness". The
enbodlnents c hi eve he ef f ect of "snoot ess" mhlle keepi ng
"strictness" aﬂbgfq%t§é$% SSCEIR O Tony an exanpl e

in which a , , o . ,
information” refers to the identifier information such as

passport number and identity (ID) card number, as well as
10 the identity information indicated in the passport or ID
card, such as nationality, name, sex, and date of birth.
Further, similar to the description of U.S. Department of
Homeland Security, the term “watch list” refers to the
“the “No Fly”list includes individuals who are prohibited
15 from boarding an aircraft”, or the “the “Selectee” list
includes individuals who must undergo additional security
screening before being permitted to board an aircraft”.
Further, the term “immigration contrcl” means the
inspection performed by an immigration officer with the
20 support of an immigration control system in the entry
airport when the passenger enters the country.
First and second embodiments show an example of an
immigration system for foreigners in an internal airport.
Note that this is an example of an international airport,

25 but the immigration system can also be applied to the



normal immgration process is performed in the first entry, and a
simplified inmmgration process is perforned in the 10 second and
subsequent entries. In the normal inmegration process, ID information
and bionmetric informati on are obtained and stored. In the sinplified
immgration, IDinformation and bionetric information are obtained

ain to conpare with_the stored bionetric information. 15Fig. 1
Shows t HROTORT | GaT &t P B of LALT RV b A7 OrSSIsteht Shes | HRRr at’ on

systemincludes a data center 1, a normal inmmgration client termna
60, and a si npTMERTHRR RN dTntvwe e hal ForiciHIeEs arand
connected to 20 each other by a network 9. These conponents are

real i zed" dyoatkweeal | ed eommncstimenrics eyest @ igach fhrocsSeqtf wict i on,
and the |ike, described below) by a processor such as a CPU accordi ng
to a progsadvthness” whildhecdlaimg cesteicinésnet udes an i nm gration
server 10, 25 an ID informati on matching server 20, a personal 10

i dentsi fication server 30, a verification server 40, and a dat abase
(DB) 50. The DB 50 includes the foll ow ng databases: ID information
watch 1igt, ol i ogBLLic information watch list 52, inmgration
information 53, ID5 information watch |list result 54, bionetric

I nformation \Mé’i Cpirlsi,tStem <;[ i%en I’s Soumlrst a?zlS’exaar}rg liem’rii rwaf;[jjc%n abi ometric
i nfornati on 56. P

normal immigration process is performed in the first entry,
and a simplified immigration process is performed in the

10 second and subsequent entries. In the normal immigration
process, ID information and biometric information are
obtained and stored. In the simplified immigration, ID
information and biometric information are obtained again
to compare with the stored biometric information.

15 Fig. 1 shows the configuration of a immigration
system.
| The immigration system includes a data center 1, a
normal immigration client terminal 60, and a simplified
immigration client terminal 70, which are connected to

20 each other by a network 9. These components are realized
by a so-called ccmputer, and execute each process
(function, and the like, described below) by a processor
such as a CPU according to a program.

The data center 1 includes an immigration server 10,

25 an ID information matching server 20, a personal



Note that the inmmgration information 53 and the ID information watch
list matching result 54 may be a single 10 integrated DE, or may be
two separate DBs. Next, the confg guration of the data center 1
will be described in detail. The imm gration server 10 has a
imm gration operation function 11. The inmm gration operation function

15 11 mapages,the ipm gration eration, | n ot her words, the
i i grat%%%“%’pé%%‘?bﬂnf%%‘f‘?%n%a PeFFot FECT P B T 6E ptocedRing to
achieve the inmmgration operation, by using the functions of the ID

i nf or matdarepasehi P sef verllpo PR pd s itddentialileatingn server

30, and the 20 verification server 40 as well as using the various

i nf or matdamalpds¢he DB HOformattodh aborelt | bhstwi $h, tiheomet nid
immgration client termnal 60 and the sinplified inmgration client
term nal ifformation watch Thest 52 nf Difivid + O st ohf segmseryers20 has an
ID 25 information watch |ist matching function 21. The ID 11

i nf orgmat | OFo MRE €1oh | $& e SR NG UNCE | 0N 25 SRS £hes: 4 85 i fon
matching or simlar to specific IDinformation that is obtained by an

I
I'D i nformmtiom Acqul $iLi oy f 10 @02anér%%§&f dasR b odde | D
X p @} T
i nformation watc |IS% %ﬁ?gor rom5 the data ha cer?aln nunber
and the fo Iomﬁﬂg nupnpers of the ID information watch |ist update
seri al & - the’YD i nformation watch |ist 51. The persona
identification server 30 has a bionetric information watch |ist
mat chi ng f unctihe Fhah - e gD i e Ra s et wat aid idie ID
mat chi ng function 31 determ nes whether the bionetric information
mat chi nglnfrerspecdt i wabilonkt 34 crd tflormat ot hatd ivaphirai nesibylea
finger vein & fingerprint & facial bionetric information
10 integrated DB, or may be two separate DBs.
Next, the configuration of the data center 1 wili be
described in detail.
The immigration server 10 has a immigration
operation function 11. The immigration operation function
15 11 manages the immigration operation. In other words, the
immigration operation function 11 performs information
processing to achieve the immigration operation, by using
the functions of the ID information matching server 20,
the personal identification server 30, and the
20 verification server 40 as well as using the various
information of the DB 50, in collaboration with the normal
immigration client terminal 60 and the simplified
immigration client terminal 70.

The ID information matching server 20 has an ID

25 information watch 1ist matching function 21. The ID



acquisition function 610, or stored in the inmmgration 15 bionetric
information 56, is present in the bionetric information watch |i st

52, or present in the data with a certain nunber and the follow ng

nunbers of the bionetric information watch |ist update serial nunber
in the bionmetric information watch Iist 52. Here, the finger 20 vein
& fingerprint & facial bjogetric information are nti oned. However,
t he cgnfgﬁépﬁmPBﬁOBsWﬁacgtEﬁé&sFaBﬁelﬁﬂ tHBCEhPBe <ty 5EETERERI bRBtri ¢

information is also included in this enbodi nent (as described bel ow).
The veri fRrEat "BRCBeRdePT401RAs2E SPnpPREl-édC28D At graetbanphbabnger
to be exam ned matching function 41. 12 The sinplified inmmgration
passengeist obbeisgdnbrednnabchnAgrimhtbnoacqbiconpanesunheibnofi@lyic
information in the inmgration bionmetric information 56 with the

bi onet ri €rbmf eheatlboa oht ahsedDbyntbenmktngar wiech &ibtfEngespr Epbm&
facial bionmetric information acquisition function 610. Then, the

sinpld fiedel AELAr AtEANaPASSCRYRr nhAbbe §Xamtnedrantiching fiupstion 41
determ nes whet her these bionetric informati on pieces are of the sane

t
person. BQt%h%hfb’iﬁ?Brﬁéeﬁghewa£Q$u%%g?g%gg%geigg}ggﬁthgﬂP%Q i%al

passenger to be exam ned matchi ng can use a multino

bi onetri (tar.exanpl a plurality of.types of bionetric
infornat%%ﬁ iﬁcﬁngggﬁﬁg?gp,B?Eﬁgeiban%}'and finger vein) that are
obtai ned by the finger vein & fingerprint & facial bionetric

i nfornmation adﬁ@¢sp§;§ppal identification server 30 has a

biometric informaticn watch list matching function 31.

10 The biometric information watch 1list matching function 31
determines whether the biocmetric information matching the
specific biometric information that is obtained by a
finger vein & fingerprint & facial biometric information
acquisition function 610, or stored in the immigration

15 Dbiometric information 56, is present in the biometric
information watch list 52, or present in the data with a
certain number and the feollowing numbers of the biometric
information watch list update serial number in the
biometric information watch list 52. Here, the finger

20 vein & fingerprint & facial biometric information are
mentioned. However, the configuration using at least ocne
of the three types of biometric information is also
included in this embodiment (as described below).

The verification server 40 has a simplified

25 immigration passenger to be examined matching function 41.



15 function 610. In this case, even if the acquisition quality of one
of a plurality of types of bionmetric information is |ow due to the
i nfluence of the environnment, it is pgssible to achieve nore accurate
mat ching and determ nation results as a whole if the acquisition 20
quality of the other bionetric information is high. Further, even if
one type of bionetric information is intentionally altered, it is
possi bl eT2® atRPevel 2@ ctFRi 6L gkt F PRBE BT F L@ Ne® o FAPLBFdmet ri ¢
i nformation can be nornally obtained. 25Note that, for exanple, the
si npl i f i edtEhmigr fenonion 34 hassepgee st bhdebbxaat hed hafehhagiémuntti on
41 can use one of the nodals (for exanple, the facial, fingerprint,
and fi ngele venmigrd ol omt b dmjeobtai ieflohyat henfifigertivetine &
fingerprint & facial bionetric information acquisition 5 function
610. biom&t i c 21:15hO¥Ba t hen f oped i D8RI L O GBI RGé PNvein the nor mal
immgration client termnal 60 and the sinplified inmgration client
termsnal £ 700 ﬁfiﬁ@rmaém%%m@erf&lfﬁfoérﬁ‘égwﬁ! Jfﬁ%%\ﬁtwﬁ 10
sinplified Tnmgration client termnal 70 may be dl? rent term nal
devi ces 0 LN Fi . .a-.si ngl e .t er m.nal havi ng hoth
funct | onaTaTERHE S0 rmThehi gl Tt e CATHATAL 00 FHG AT
sinplified immgration client termnal 70, It is al so possible to use
2 torm nad REVPRETESS FRHChen THAEE B olb e SERr T hofRFIeE
imm gration client termnal 60 and the sinplified immgration client
t er m nal ti7e5 ¢ oPLRNSr B3 IMECHOR FEPD i PRSP Rtd o @f i et IMYIPRIS®D. and
the sinplified immgration client termnal 70, respectively. In other
wor ds, each clNarg theriv nadr carangel 20 trheal g iz bid ech ainga g e thieon
application (program that can be used for the operation of the
par tiiocul g s éhgnt t@rrd nakam BCECO Nk hgh 110y thendelwh red epenadd on
(immgration). It is

multimodal biometrics (for example, a plurality of types

of biometric information such as facial, fingerprint, and
finger vein) that are obtained by the finger vein &
fingerprint & facial biometric information acquisition

15 function €10. In this case, even if the acquisition
quality of one of a plurality of types of biometric
information is low due to the influence of the environment,
it 1s possible to achieve more accurate matching and
determination results as a whole if the acquisition

20 guality of the other biometric informaticon is high.
Further, even if one type of biometric information is
intentionally altered, it is possikble to achieve accurate
determination if the other biometric information can be
normally obtained.

25 Note that, for example, the simplified immigration



al so possible to realize by changing the programto be activated
according to the need of the operation. 25The normal i mmgration
client termnal 60 includes 14 ID infermation acquisition function
602, imm gration history display function 604, ID information watch
list matching result display function 606, finger vein & fingerprint
& facial bionetric information acquisition 5 function 610, bionetric
i nf or mat PBASRALEE [PsPengieRiA§dr BRGrhianspragtiaRctilofaplase one
enbar kat i on/ di senbarkati on card nunber acquisition function 616,

st anp sealf soepapdpdactifon 6x8mpanrd thwi dretiedn Fesgktrpregist matli on
function 620. The sinplified immgration client termnal 70 10

i ncl udes fiBgerf oetat iofoavquiisin i obthdneti by 682, fiAgegr akianshi story
di splay function 604, difference ID information watch |ist matching

resul t diespbaypktnet k0Ra6081 bhbgekrvel An&okhAgerAr bBbu&shashal _

bi ometric information acquisition function 610, difference bionetric
15 inf or gphien Wakeh | ist matching result display function 614, and
immgration result registration function 620. It is enough that the

finger vein & fingesprint facial bionetric inforpation acguisition
funat on 610 chttnaparso4? Tader TaRe hRs 6~ ERathronet pe Fhe
information as 20 descri bed above. The ID_information acquisitian
functionneéﬁaislFﬂégFEEEPPoﬁl%8HBbFSFWlpﬁé PB PRFoERAEL PoHPLELERE
passenger fromthe passport, ID card, visa, or certificate of the
passenget™ByIGatAgnacpassporerméadér /0a card reader, or a 25 bar code
reader .

The normal immigration client terminal 60 and the

10 simplified immigration client terminal 70 may be different
terminal devices as shown in Fig. 1, or may be a single
terminal having both functions of the normal immigration
client terminal 60 and the simplified immigration client
terminal 70. It is also possible to use a terminal having

15 a function that encompasses the normal immigration client
terminal 60 and the simplified immigration client terminal
70 to serve as the normal immigration client terminal 60
and the simplified immigration client terminal 70,
respectively. In other words, each client terminal can be

20 realized by changing the application (program) that can be
used for the operation of the particular client terminal,
according to the required operation (immigration). It is
also possible to realize by changing the program to be
activated according to the need of the operation.

25 The normal immigration client terminal 60 includes



15 The imm gration history display function 604 is the function
to display the corresponding inmgration history information in the
immgration information 53. The normai4inm gration client term nal 60
di splays the inmgration 5 history infornmation as shown in an
immgration history window of Fig 15. The sinplified imrgration

client t%rnin | 70 displaés.the.innigra i,on gbgtor information as
shown i n*BniPARFGREEPBN2RRLESH)TRPnGBREGEORI §02 161 FHEXFBLPRf or mat i on
wat ch I'ist matching result 10 display function 606 is the function to
di spl ay hhetpegurisrérysEéarehifg BY4e hédll brfarsaraenovatahchist st

mat ching function 21, as shown in an ID information watch |i st

mat chi ngmagshingwradowt ofliFpgaylsunTheodi b06r eiteged valior fati on
watch [ist matching result display function 15 608 is the function to
di spl ay thegeepulihs ef fseaathbngméoria parbiaatobnt heqgdasatrbynt he | D
information watch |ist matching function 21, as shown in an ID

i nf orgrat FQRcYAbENeh DSt LIBLERENE [ 8EBk-ha¥h BHOWS 0N FI 95t 1Rat dRERET Ner
vein & fingerprint & facial bionmetric 20 information acquisition

funct | on, 61011 ngkudesy EORCEXBAPESy acRBOPLACLSE /LaKLAGLLRGE fbn

i mges, a sensor tarning fingerprint
i nf ti d ' l ' f j t he i ti
obt a1 ned ByCt RE BaRer UGhAL T G SBREGF L OTHALF Unet7OR BBUAI LA C

pluralit¥ 25 of tgges of bionmetric information (facial ina 16
unction 8

, and immigration result registration ggﬁctlon

620. The simplified immigration client terminal 70

10 includes ID information acguisition function 602,
immigration history display function 604, difference ID
information watch list matching result display function
608, finger vein & fingerprint & facial biometric
information acguisition function 610, difference biometric

15 dnformation watch list matching result display function
614, and immigration result registraticn function 620. It
is enough that the finger vein & fingerprint & facial
biometric information acguisition function 610 can handle
at least one type of the biometric information as

20 described above.

The ID information acguisition function 602 is the
function to obtain the ID information of the passenger
from the passport, ID card, visa, or certificate of the
passenger by using a passpoert reader, a card reader, or a

25 bar cocde reader.



fingerprint, finger vein) fromthe passenger. Note that if the
finger vein & fingerprint & facial bionetric information acquisition
function 610 is designed to obtain thesfingerprint and finger vein
information by a 5 single sensor at the sanme tine, the nunber of
operations performed by the user can be reduced conpared to the case

of obtaining the fingerprint and finger.vein ipforpation by,two

i ffor ont. SonstRs, HCEBAbhee TREs TR b bRy wBr LIPS SHAY thi he
result 10 display function 612 is the function to _display the result
of natchﬁHQCEyOﬂhEObﬁéﬁeﬂﬁycthﬁf6Pﬁﬁ?ﬁﬁﬁnﬂaﬂahlmmégrﬁg@@ﬁihgs?aﬁztion
31 on a bionetric information watch |list matching result w ndow of
Fig. 15. imflerdaffenenvetbeommnipratnbor imfoonawabohSBi stTmeat mdvimml
result display 15 function 614 is the function to display the result

of mat chingigithianpeitkaon dérhheatata Hyspbeybi enet tneigpheteati on
watch [ist matching function 31 on a difference bionetric information

wat chs |1 gt sEBEGhEAGokRSHE bnWaBdOM6RH Fhlanl8mmZ@Fhe:8ADAL KALEGN
di senbar kati on” card nunber acquisition function 616 is the function

Lo obtai ) hhe, eBAEka! ion i seriARkaL: AR, Caeh USRS, by fBRNS of the

bar cord reader and the [iKe. put
function,618.]15s,t f.unct i on to print.a stamp,seal. This |s done
byt e HEFRRE ad0 S55FhatP ERe oimRbuprRet: ALBLEER Laddrfeh gt
printer not shown, . The inmigration result registratiaon

functi on28287P¥Nt kR FUNETROATEbLPRONSEEPIY NBIPAAY gPAt FOB - ré8ult in an

immgration history 534 of the immgration information 53
The ID information watch list matching result

10 display function 606 is the function to display the
results of searching by the ID information watch list
matching function 21, as shown in an ID information watch
list matching result window c¢f Fig. 15. The difference ID
informaticn watch list matching result display function

15 608 is the function to display the results of searching
for a portion of the data by the ID information watch list
matching function 21, as shown in an ID information watch
list matching result window of Fig. 16.

The finger vein & fingerprint & facial biometric

20 information acquisition function 610 includes, for example,
a camera for taking facial images, a sensor for obtaining
fingerprint and finger vein informaticn, and a signal
processing function of the information obtained by the
camera and the sensor. The function obtains a plurality

25 of types of biometric information (facial image,



5 shown in Fig. 5. Fig. 3 is an exanple of the ID information
watch list 51. The ID information watch list 51 includes the
I D information (such as passenger idergification nunber, 10 passport
nunber, nationality, and nane), the registration date and tinme, and
the ID information watch |ist update serial nunber. The ID
information watch |ist 51 stores the ID information of suspicious

per sons. RBEBIPRARTt hel PERF nY B+ ikt FEAMWaREHPRFESERSATi s typi cal |y

updated by 15 adding or deleting information at an arbitrary timing.
Wien new dat a ¥&t@ tf thee | Do Brimth oh WeRgerpyint 54 fackadber
is assigned to the new data. This nunber is obtained by adding one to
t he maxipuomebtiue ofifoheatDonnfognbsiohomafehcticsh 680 i 8¢ dwwmbgnedn
the IDinformation 20 watch list 51 (for exanple, 1001 in the exanple
of Fig. 8).ohtstn whenfihgeipf Ontredh@nf i egor dedih nihherhd: iaft osyesi on
watch [ist 51 is updated, a nunber is assigned to the updated data.

Thi s nunbergis 9bhabped: bynadgdihg ONfe | ot hbenimys FUdE Vabsiea efofhe 1D
information"watch |ist update 25 serial nunber in the ID information

wat ch ”é%??%%g&’_rby 18,£%30DL €560 Lhe 88@8@?9&&'@5?@%@”@% 0002

i s updat is"assigned to the upda?ed da At the

ID i nf or gt j,on. wet o List o1 rmy. bec &l st {gL. d5nied; sptry.and,

by two different sensors.
The biometric infeormation watch list matching result

10 display function 612 is the function to display the result
of matching by the biometric information watch list
matching function 31 on a biometric information watch list
matching result window of Fig. 15. The difference
biometric information watch list matching result display

15 function 614 is the function to display the result of
matching with a portion of the data by the biometric
information watch list matching function 31 on a
difference biometric information watch list matching
result window of Fig. 16.

20 The embarkation disembarkation card number
acquisition function 616 is the function to obtain the
embarkation disembarkation card number by means of the bar
cord reader and the like.

The stamp seal output function 618 is the function

25 to print a stamp seal. This is done by transmitting an



5 watch |list obtained fromabroad. These lists can be stored in the
sanme dat abase 51 as shown in this enbodinent or stored in different
dat abases. When the lists are stored {pn different databases, the ID
information watch |ist update serial nunber is assigned to each

dat abase, 10 separately. The ID information watch |ist update seri al
nunber is enough_to identify the watch lists fromeach other. It can
be real i 283 BYCELRR &P PEATT £RG0 2P §RFdr oo PEHMHSET RP ts ARseI)
and the liKke. Fig. 4 is an exanple of the bionetric

i nformation 15That éAmigsatEon result Thegbsbretipe funhorheni 6A0wasch
list 52 includes, simlarly to the ID information watch |list 51, the
passengethiedénncticat tonragnbéer the bmoagteidconntesmiti dn an
(fingerprint information and facial image information), 20 the

regi strathafgdatecandittoey apd becheomehigeatnbar mtbenavwabahski st
update serial nunber. The bionetric information watch list 52 stores
the bj ometpl,e kpf @rgat fon of suspicious persons. Note that the
bionetric informati on watch list 52 is updated accordingly 25 by
addi ng or del eti ng & nf or nmt | a Ltyar I m n new
data i s added %%Eth% %?o%@t%?%mg%?dgﬁa ?%nfgh %ﬁb?%ggi%E%R%Mgﬁnber IS
assigned.to tgﬁ new data. This nunber is obtained by adding one to
the maxi miAtvalae of the biometric information watch |ist updat e
serial nunber 5 in_the bionetric informati on watch_|ist 52 (for
exanpl e, 2001 Thethe Exbepretspnrgtca)list sp! Whehudme T¢ ofPmation
stored in the bionetric information watch list 52 is updated, a
nunber isnéssinghédnt ¢sthe apdatededaca. idhnsihugbefchsnobbarned by
addi ng one to the maxi num val ue 10 of the bionetric information watch
| i stzupdptessertahumber, nationality, and name), the registration

date and time, and the ID information watch list update
gerial number. The ID information watch 1ist 51 stores
the ID information of suspicious persons. Note that the
ID information watch list 51 is typically updated by
15 adding or deleting information at an arbitrary timing.
When new data is added to the ID information watch list 51,
a number is assigned to the new data. This number is
obtained by adding one to the maximum value of the ID
information watch list serial number in the ID information
20 watch list 51 (for example, 1001 in the examplerof Fig. 3).
Also, when the information recorded in the ID information
watch list 51 is updated, a number is assigned to the
updated data. This number is obtained by adding one to
the maximum value of the ID information watch list update

25 serial number in the ID information watch list 51. For



nunber in the biometric information watch |ist 52. For exanple, when
the content of NG Passenger 0002 is updated, 2002 is assigned to the
updated data. Note that the bionmetricignformation watch list 52 15
may be a list for deportation as well as a watch |ist obtained from
abroad. These lists can be stored in the sane database as descri bed
in this enbodinment, or stored in different databases. Wen the lists
are stor@&amﬁlﬁhfW@P@thHaFQB§§€§,OFhQGLBaﬁﬁ?BEﬁﬁtpQﬁzmé?chﬁP§Fdr
update 20 serial nunber is assigned to each database, separately.
Fig. 5 shoWe as agaspnedoftot hae wpdgtad éatinf ormation 53.

The imm gration information 53 includes a passenger identification
nunber 531, | DNohéothati bheb3R, inforgaat bonw2bchi 3t etyS510ond3, be a
immgration history 534, and enbarkation 20 disenbarkation card

number 53%stNebe tiBat edasnsh@WanidnolridgrdSitoaliphveal bkywelir ggords
(5300 to 5302) can be recorded with respect to the sane passenger. In

ﬁ glci rsséasaatehdm%r BBt ak IBHIERbRORLRoALS! Of¥ed D 1 SsBSSLGNEg t O each
stored in the same database 51 as shown in this embodiment
or stored in different databases. When the lists are
stored in different databases, the ID information watch
list update serial number i1s assigned to each database,

10 separately. The ID information watch list update serial
number is encugh to identify the watch lists from each
other. It can be realized by “serial” or “random”,
“number” or “{number+) symbol”, and the like.

Fig. 4 is an example of the biometric informatiocn

15 watch list 52.

The biometric information watch list 52 includes,
similarly to the ID information watch list 51, the
passenger identification number, the biometric infermation
(fingerprint information and facial image informatiocn),

20 the registration date and time, and the bicmetric
informaticn watch list update serial number. The
biometric infeormation watch list 52 stores the biometric
information of suspicious persons. Note that the

biometric information watch list 52 is updated accordingly

25 Dby adding or deleting information at an arbitrary timing.



Note that it is also possible to record "entry not permtted" in the
imm gration history 534 in such a way that the ID information watch
list and the bionetric information watgh list, which are the cause of
this result, 10 can be identified. Fig. 6 is an exanple of the
ID information watch Iist matching result 54. The ID

i nformatjon watch mat g . result 54 includes_passen

dent1 11 BBERORCHUABER 531°GRR0I50! FHPOPACTER R SLOFyTBE545 WAFER are
in cotmon with the itens of the immigration information 53, ID

i nf or mat LéAtwaRehal PYIPERedR RESHERSS480 5RE BRBcK@A2LD Thi®r mation
watch |ist update serial nunber 544. Fig. 7 is an exanple
of the bhomberi ¢si nbbemaedohy28ddanghohestonthehinagimenuirelgs. of

The biometric information watch |ist matching result 55 includes the
i nm gratthe bhbmetrtcohnb3rmpassaengecchdenstf ipaktonsaunbher nbhdber
imm gration history ID 552, bionetric information watch |ist check

resuld 553, taBdp25mehecked, bboRBLE be watehr@&s@nswat(@erl Eghmypdat e

seri al 21 nunber 554 Not e t hat in the bi ometric information
wat ch "§Eoﬂa£ﬁhkﬂg Egﬁﬂhie5§f kb gs danid fi,cation nunber
551 and the inmmgration history I e or may not

information stored in the biometric information watch list
52 is updated, a number is assigned to the updated data.
This number is obtained by adding one to the maximum value
10 of the biometric information watch list update serial
numpber in the bicometric information watch 1ist 52. For
example, when the content of NG _Passenger 0002 is updated,
2002 is assigned to the updated data.
Note that the biometric information watch list 52
15 may be a 1ist for deportation as well as a watch list
obtained from abroad. These lists can be stored in the
same database as described in this embodiment, or stored
in different databases. When the lists are stored in
different databases, the ID information watch list update
20 serial number is assigned to each database, separately.
Fig. 5 shows an example of the immigration
information 53.
The immigration information 53 includes a passenger
identification number 531, ID information 532, immigration

25 history ID 53, immigration history 534, and embarkation



5 be common to the inmgration information 53. For exanple, when the
passenger identification nunber 551 and the immgration history ID
552 are not common to the immgratiorpd nformation 53, the inmgration
i nformation 53 can manage i nformation that associates the inmm gration
10 history ID 552 with the immgration history ID 533 to establish

t he correspondence petween these d pi eces. Fig. 8 is an
exanpl e %*g?lﬁtéa}f]ﬁ?ﬁjg?%t?%d H?‘HEF?—J?'TF ?%:% nformation 56. The immigration
bi onetric information 56 includes 15 the immgration information 53,
common passend&ts dertlif idatS i hufberi$612, imBlgiaEliicy Mifstory 1D
562, and bionetric information (fingerprint, facial inmage, finger
vein) 563ccerds deTBGR theSI0e ofn i peatided i nbPectesrectri gs. tig
10, and 11 are views showing a series of 20 inmm gration sequences for
the firsiamntpysoéngepasdenageris case, H GQIEfdrat mmnguataitdnpr ocess
(part 1) will be described with reference to the sequence of Fig. 9.

The nor mgd s 6 F@ti Hnagdi@idd tieg ek Sd:-opjains I D information by
the ID information acquisition function 602. 25 Then, the nornal

i mm gration clhjgni gk?a[{ﬁi'lali@eafsr@%ggi%lez%o record “entry noct
permitted” in the immigration history 534 in such a way
that the ID information watch list and the biometric
infermation watch list, which are the cause of this result,

10 can be identified.
Fig. 6 is an example of the ID information watch
list matching result 54.
The ID information watch list matching result 54
includes passenger identification number 541 and
15 immigration history ID 542 which are in common with the
items of the immigration information 53, ID information
watch list check result 543, and checked ID information
watch list update serial number 544.
Fig. 7 is an example cf the biometric information
20  watch list matching result 55.
The bicmetric informaticn watch list matching result
55 includes the immigration information 53, passenger
identification number 551, immigration history ID 552,
biometric information watch list check result 553, and

25 checked bicmetric information watch list update serial



the obtained ID inforrmation to the inmgration server 10 (S100). The
imm gration server 10 searches for the ID information 532 in the
immgration information 53, using 5 thwe ID information obtained in
S100 as the key. If the corresponding data is found, the immgration
server 10 obtains the inmmgration history 534 corresponding to the
particular data,_|f the corresponding data is not found, the
innigratFBﬁbgﬁréa?‘lo adds a new row (for exanple, 10 5303 of Fig. 5)
to record the immgration history in the immgration information 53

(S102). The i fPef atidh servies dbrmenken tsfefeaghen whteE nebSt n S102
to the normal inmmgration client server 60 (S104). Then, the nornal

i mm gr atinehckingnresetin hal 6ledpaptayset heddat af {S1049n dFiber
immgration server 10 transmts the ID information received in S100,
as wel | aslaawatchel ishigabchonghiegpegt IbosshendP baf Of sy oMot

mat chi ng server 20 (S108). The ID information matching server 20

sear chespf OfofuiSn dab at ABL ChhDgroFf ish MhAs b 1be seceinmd .30,
information received fromthe inmgration server 10, fromthe data in

the ID igﬂQﬁ”@ﬁéggaéé‘@éﬁﬁeH $hefds £1080: o4 'H*?uﬂﬂ%i\?éﬁ”ﬁ&%‘hgat chi ng

server 20 responds to the immgration server e result
(S110): e LT 9081400 520 VR0 40 LLanstbiscte g egyl iy o, the norma
immigratién information 53, the immigration information 53
can manage infeormation that associates the immigration
10 history ID 352 with the immigration history ID 533 to
establish the correspondence between these data pieces.
Fig. 8 is an example of the immigration biometric
information 56.
The immigration biometric information 56 includes
15 the immigration information 53, common passenger
identification number 561, immigration history ID 562, and
biometric information (fingerprint, facial image, finger
vein) 563 recorded at the time of immigration inspection.
Figs. 9, 10, and 11 are views showing a series of
20 immigration sequences for the first entry of a passenger.
First, the immigration process {part 1) will be
described with reference to the sequence of Fig. 9.
The normal immigration client terminal 60 obtains ID
information by the ID information acquisition function 602.

25 Then, the normal immigration client terminal 60 transmits



immgration client termnal 60 displays the result (S114). Note that
the result that is responded to the immgration server 10 in S110,
transmtted to the normal immgratiom<zlient termnal 60 in S112, and
di splayed in S114, may be 5 the presence of the matching or simlar
information, or may be the information list of the ID infornmation
watch list 51 with hlg simlarity Next, the inmm gration
process FParePeyiGed BelﬂggEW?Eéﬂan?ht?%fé@@h&éano@h%e§%ﬁﬁe%%e of
Fig. 10. 10The normal immgration client term nal 60 obtains the
fingerpri®tOBhd finger vein information by the finger vein &
fingerprint & facial bionetric information acquisition function 610,
and transm ts The tiomiheraniogr st rosr SEF vesa Ach4 S146) . tHder) t he
normal 15 inmgration client term nal 60 obtains the facial

i nfornmatigfobyat henfEBREinvVERS EmihiHOLE Poh NinLofast 8bn bE DMehsify
information acquisition function 610, and transmts to the

i mmi gratiQa §§ryﬁfoﬂ19a£§é38a>btgbﬁeanmgéﬁ@oogsseﬁgeﬁeggeﬁgf%@ the

obtained information in 20 the colum (the colum of onetric

i nformation, %ggcorregodéﬁ‘a Fig. fg%rﬁ&)f the iﬁﬂl&%&en? bLopetr g

i nformatton pondi ng t o the' passenger i 7 cal Ton nunber
and the immgration history |Dfor the p ent inspectjon (S120).
J5The. noPHRF STt GF Al TBRSERFERR b7 HPREI S8b CPaHEmPEEcLod
fingerprint and facial bionetric information obtained in S116 and

S118, asPakficwkrh d@Ezh ITGtthfatcHiInRPREEHss dada He perts dvaind,

identification server 30 (S122). Then, the personal identification

server 36heohparesathen Ssexcer vied ilderes rivew | nbor (BoT orxamphe £ he

bi ometric information in the bionetric information watch list 52 to

det enomi ng30kesheridg hete tS tdeobd offed rimmidf of dad i 101 et ¢ hi Mot 10

simlar to the received bionetric information. Then, the personal

identificak] @hasesyelnBOrheePONdsS3ItPs102). The immigration server
10 transmits the data obtained in S102 to the normal
immigration client server 60 (S104). Then, the normal
immigration client terminal 60 displays the data (S104).

15 The immigration server 10 transmits the ID
information received in S$100, as well as a watch list
matching reguest to the ID information matching server 20
{(S108). The ID infcrmation matching server 20 searches
for the data matching or similar to the received ID

20 information received from the immigration server 10, from
the data in the ID information watch list 51. Then, the
ID information matching server 20 responds to the
immigration server 10 with the result (5110). The

immigration server 10 transmits the result to the normal

25 immigration client terminal 60 (S112). Then, the normal



10 the normal immgration client termnal 60 with the result (S124).
The normal immgration client termnal 60 displays the result (S126).
Note that the result responded to themormal inmgration client
term nal 60 nmay be the presence of the matching or simlar
information, or 15 may be the information list of the bionetric
information watch list 52 with a sim]arjty higher than a

pr edet er ARSI S5t R . R bpePER bR bf 09 AL Fiot3aF Fidi Bt bn (%11 &ht
term nal 60 determ nes whether the passenger is relevant 20 to the
bi onet riBotaf bt tlon waseht | P2t bbs et spondred i 7P of et Honi g splayed
in S126. Then, the operator can input the determ nation result into
the norme¢rvem H0 atn oPiLl ) entabemiipadl 60. t Adencomanil immig gsat don
client termnal 60 stores the determnation result in the colum

25(for expiphe, tédheicol uplm Oh SHB2 & H500) 1 €614 eSPondi NP1 4 0 m@p Hde
passenger identification nunber and the immgration ID for the

present Elﬁ‘épﬁﬁééé’rﬁ'@e FOE ties 1m£*98hﬂ9dj gy ém,ﬂéﬁtiﬁf‘oﬁhé@%n} echﬁ nal
60 stores the nmaxi num val ue of the checked bionetric I nfornation

'R the corime® (o B el PR st "ot "R ARt e SR >
_ 28). " - : gration
o 11 100 Rormt MR STTBIFErTEnt term nal 60 obtains an -
Next, the immigration process {(part 2) will be
described with reference to the sequence of Fig. 10.
10 The normal immigration client terminal 60 obtains
the fingerprint and finger vein information by the finger
vein & fingerprint & facial biometric information
acguisition function 610, and transmits it to the
immigration server 10 (8116). Then, the normal
15 immigration client terminal 60 obtains the facial
information by the finger wvein & fingerprint & facial
biometric information acquisition function 610, and
transmits to the immigration server 10 (5118). The
immigration server 10 records the obtained information in
20  the column (the column of the biometric information 563 &
5600 in Fig. 8) of the immigration biometric information
56 corresponding to the passenger identification number
and the immigration history ID for the present inspection
(S120).

25 The normal immigration client terminal 60 transmits



10 enbarkati on/ di senbarkation (E/ D) card nunmber by an E/D card nunber
acquisition function 616, and transmts it to the inmmgration server
10 (S130). The imm gration server 10 z#4gisters the E/D card nunber in
the columm (535 & 5300) corresponding to the passenger identification
nunber 15 and the inmgration history IDin the inmmgration
informatjon 53 for the presept inspectio S132) . . neral ly,
the oper br ToRS THRE HEF PG | HE b A s CHETF Ene LT B0 HIHEH OB P HET B mes
whet her the passenger is relevant to the watch |ist based on the

i nf or rratlr%nsg%ﬁ PPl BYEl | S ML For2 neRtch nkl vprat ohinet EPHE PR
whet her entry perm ssion is granted froma conprehensi ve perspective
by takingeibhe pecoumlthdent hetcinsprcs¢onevped at $b2) Thdierbased on
the input content according to the determ nation, the nornmal

i mm grattion sérental etdemal £ PSab0opesdéovears 3hecdmbd oas nghst eps: 26
(1) Record the determnation result in the colum (543 & 5400) of the

| D i af or p@dd ORedvas Thind t 1 c MBh ERFRG I 85Ukt B eOrE ESRONEI Ag to the
passenger identification nunber and the immgration history ID for

the presentqiNSPEG ihﬂfﬂi;tﬁe (B ofecpid 1 Poﬁﬁ%%{'&'ﬂi” N%C':e&?dﬁs{ h ;:p?agked

ID information watc st update serial nu Int ata that |
checked in_ S110 |“r;ﬁo thet€§|£@“1§5€ﬁ1e8b5400% of thPoz!»mDaH]c];ﬁ)rmt' on

wat ch | i%?t?r%?lcrllﬁ ng erte%?ﬁ COI‘I‘eSpOI’]dJI'CIz]I&e o T he passenger

identification nunber and the immgration 10 history ID for the
present THsPetRd ot SHY- I35 Rcbird f?l%ﬂ%’?lgkﬁa‘?rﬂ%wj\é%tje‘??ﬁﬁﬁ‘ﬁb‘?f“
result in the colum (534 & 5300) of the inmgration information 53
corr espofihg e tPRr gaskni@ent Hehtd tieat sonveaninberresernge to
imm gration history ID for the present inspection 15(S134).

10 the normal immigration client terminal 60 with the result

($124). The normal immigration client terminal 60
displays the result (S126). Note that the result
responded to the normal immigration client terminal 60 may
be the presence of the matching or similar information, or
15 may be the information list of the bicmetric information
watch list 52 with a similarity higher than a
predetermined value.
The operator of the normal immigration client
terminal 60 determines whether the passenger is relevant
20 to the biometric information watch list based on the
information displayed in S126. Then, the operator can
input the determination result into the normal immigration
client terminal 60. The normal immigration cilient
terminal 60 stores the determination result in the column

25 (for example, the column of 553 & 5500) corresponding to



The normal inmmgration client termnal 60 prints a stanp seal by the
stanp seal output function 618, and then ends the process (5136).
Figs. 12, 13, and 14 show the imm gratson process 20 sequences in the
case in which the passenger undergoes the first entry according to

t he sequence shown in Figs. 9 to 11, |eaves the country, and then
reenters_the country. |n the.sequences fromFig. 12 to Fig. 14, the
entire proReRSEPRECE s GRRer AIFS - SHBr ERFPEhaTAT Het | HEROF 4 HEoRstD
sequences fromFig. 9 to Fig. 11, so that it is possible 27 to
reduce thertthe PHPSERe ERtPEEtifht grigt i@t hr ddesgrormal Here, the
process of Figs. 9 to 11 is perfornmed one or nore tinmes. For exanple,
5300 andiBBddrarecnecbieerd tarmheal nodgshvien tind oramimeon 631ud400 is
recorded in the ID5 infornmation watch Iist matching result 54, 5500
i s recorded thethedbbbsméttci ifiosnmet oonwatechh | 154t Mabsht@gseesal t
55, and 5600 is recorded in the immgration bionetric information 56.

First, themsifplhfied hawd gfRit ODs PERESRSI (PRrE14d {0 whélchBumy
described with reference to the sequence of Fig. 12. The sinplified
I gratign,cliggtofersagl 70
Next, the immigration process (part 3) will be
described with reference to the sequence of Fig. 11.
The normal immigration client terminal 60 obtains an
10 embarkation/disembarkation (E/D) card number by an E/D
card number acquisition function 616, and transmits it to
the immigraticon server 10 (S130). The immigration server
10 registers the E/D card number in the column (535 &
5300) corresponding to the passenger identification number
15 and the immigration history ID in the immigration
information 53 for the present inspection (S132).
Generally, the operator of the normal immigration
client terminal 60 determines whether the passenger is
relevant to the watch list based on the information
20 displayed in S5114. Further, the operator determines
whether entry permission is granted from a comprehensive
perspective by taking into account the cther inspection
operation. Then, based on the input content according to

the determination, the normal immigration client terminal

25 60 performs the following steps:



obtains IDinformation by the ID information acquisition function
602, and transmts to the immgration server 10 15(S200). The

imm gration server 10 searches for thes I D information 532 in the
immgration information 53, using the ID information obtained in 5200
as the key. If the corresponding data is found, the inmm gration
server 20_obt ai ns the corresponding inmgration history 534. Then
the inm g}hﬁ%ﬁoﬁ%r%‘? SR Bbt A e?%%tcb?r%}%%oﬁﬁlﬁ@ chetkel | D
information watch |ist update serial nunber 544 (1000 in this

exanpl e)59%0} hef | Bhe nformopreneeeivdtel hbsthnalychevul resalt
obtains the correspondi ng checked 25 bionetric information watch |i st
updat e serradspoumdeng 564 tR8 p{20800gen 1dest kbt B)n afunther brrodretri c
information watch |ist matching result 55 (S202). The inm gration
server 1fhéransigistide Bodeo0pt BD nesh | thS2PZedont hendisddon ;
immgration client termnal 60 (S204). Then, the nornmal 5 inm gration

client tesmmpaloso %é%%ﬁﬁrﬁ‘eviﬁf@'aﬁdtﬂ@t@qéé}?&@)ID informa¥idn
t hat the process from S100 to 5106 of Fig. 9 and the process from

5200 t0 5206, of s F o d2: 278 1P SATe) 14 ScRO98A 0] ey degermine, i

5102 or 1n
checked in 8110, into the column (544 & 5400} of the ID

information watch list matching result 54 corresponding to
the passenger identification number and the immigration

1¢ history ID for the present inspection; and
(3) Record the immigratiocon determination result in the
column (534 & 5300) of the immigration information 53
corresponding to the passenger identification number and
the immigration history ID for the present inspection

15 (S134).

The normal immigration client terminal 60 prints a
stamp seal by the stamp seal output function 618, and then
ends the process (S136).

Figs. 12, 13, and 14 show the immigration process

20 sequences in the case in which the passenger undergoes the
first entry according to the sequence shown in Figs. 9 to
11, leaves the country, and then reenters the country.

In the sequences from Fig. 12 to Fig. 14, the entire

process time is generally shorter than the time of the

25 sequences from Fig. 9 to Fig. 11, so that it is possible



10 the passenger enters the country for the first time (no search
results found) or for the second or subsequent tine (history of
search results found). Based on the determnation result, it is
possible to performthe process of 5104 and subsequent steps for the
first entry, 15 and performthe process of S204 and the subsequent
steps for the second or, subgequent entry. Here, "no search results
found" i'sC dEREFGH NE asi TRl 77 r'st® et L FHRME AT 3t 1 AHPCEFS t he
previous (or present) entry is invalid, it may be determ ned to be
first entry. ZUFMi ithE @RGP s VErgsl0 & ramshi tiss tie fiagmias i@t i on
received in S200, the checked ID information watch |ist update serial
nunber (dOO0@oie tiecexarfire cofanElg, 6)300nenddéddln aree remuirgieat iion

hi story received in 5202, and a watch list matching request to the ID

25 i nf orfed | Diiniwt £hi dg Bef yafia 2o 3208)54dhei 4 Drédd ©ddmtioncha 91D
mat chi ng server 20 searches fromthe data with nunbers |arger than

the gheckeeh Mpdatsh sestah Nuberracsiyesbd e hey | Bddd ordmtion watch
list 51. Then, the ID information matching server 20 responds to the

i mm gr at rver i e.r )., d0e 4. i
erver T TPRARG TE R LA R Rt S e e e B g
termnal 70 (S212). The he sinplified imugration client term nal
70 a1 opl BT he s et both (TS TR bR ro8210 | 5
limted to the updated watch lists with nunbers |arger than the
checked Ripeter Kerinf oAb Hanely, the difference watch Iists.
Thus, in general, the process tine is shorter than the tinme of the
process of S1E)rsiENdttee thiapliif itdte immdcess faromBRE& s o B24,1)t he
matching is perforned with the difference ID information watch |ist,
and 1ohenvihe besiddcht et spl iy eck fddoever;o ithd Ssedismnqeossi eyt o
performthe process from5108 to 5114, instead of the process from
5208 to B214, according to the

The simplified immigration client terminal 70
obtains ID information by the ID information acquisition
function 602, and transmits to the immigration server 10

15 (5200) .

The immigration serxver 10 searches for the ID
infermation 332 in the immigration information 53, using
the ID information obtained in S200 as the key. If the
corresponding data is found, the immigration server 10

20 obtains the corresponding immigration history 534. Then
the immigration server 10 also obtains the corresponding
checked ID information watch list update serial number 544
(1000 in this example) of the ID information watch list
matching result 54, and obtains the corresponding checked

25 biometric information watch list update serial number 554



20 selection of the operator of the sinplified immgration client
termnal 70. In this way, even for the second or subsequent entry, it
is possible to performwatch |ist chegk including the ID information

other than the difference, according to the operator's will. 25Next,
the sinplified inmm gration process (part 2) 30 will be described
W th reference to the sequence of Fig The imm gration

server 10466PatRstPhe erRAGR-B i AE Eﬁﬁ Pé@WﬁFrFﬁféPﬁﬁFWBHl?BGQaRCBGOO)
for the previous entry 5 fromthe immgration bionetric information
56 (S216)}ist matchThe rambgrabPonSsefver e timmsaratlahesdivrierptint
and facial information obtained in 5216, the checked bionetric

i nformat teanwaich thet dapdabbtaénedl inufgbéee ¢200Bk nnehatled in the
immgration history received in 10 5202, and a watch |ist matching

request t@mtibeapessopdlehdenti-fiigali o0 $spyel . S0rK&2 18 he Hiermer sonal
identification server 30 conpares the received data, with the data

W th aumbens 5k-ar 96k EmenEh%EH@ﬁE@dwpEi%ﬁlé%' Ehenw@@ivéécﬁét@d
fromthe inmgration server 10 e personal 1dentification

server 3$ 56% onds to the immgration server 10 with the result
(S220). ﬁ gratron server 10 transmts the result to the

Note that the process from S100 to S106 of Fig. S
and the process from 5200 to 5206 of Fig. 12 are the same.
It is possible to determine, in S$102 or in 5202, whether

10 the passenger enters the country for the first time (no
seaxch results found) or for the second or subseguent time
(history of search results found). Based on the
determination result, it is possible to perform the
process of S104 and subsequent steps for the first entry,

15 and perform the process of 5204 and the subsequent steps
for the second or subsequent entry. Here, “no search
results found” is determined as the first entry. For this
reason, 1if the previous (or present) entry is invalid, it
may be determined to be first entry.

20 The immigration server 10 transmits the ID
information received in 5200, the checked ID information
watch list update serial number (1000 in the example of
Fig. 6) included in the immigration history received in
5202, and a watch list matching request to the ID

25 information matching server 20 (S208). The ID information



sinmplified immgration client termnal 70 (S222). Then, the
simplified immgration client termnal 70 displays the 20received
result (5224). The process of S220 is2c¢imted to the updated watch
lists with nunbers | ager than the checked update serial nunber,
nanely, the difference watch lists. Thus, the process tine is shorter

br ocess Frb 6395506782240 PRA-RREENT A L BePPbPrbdci PHVORES

difference biometric information watch lists, and then the result is
di spl ayed2rEBRelBAn FPei§h§P§8de§§?BPeS?Blﬁ%rFBWP?Fhéeﬁ?éﬁégslﬂron15
S122 to S126, instead of the process from S218 to S224, according to
t he sel eehtohdPotnthemaperat satoh thetsbhpl iThew i gkdtion client
terminal 70. In this way, even for the second or subsequent entry, it
i S possi bhéormapéchomatwhtiny bestreechetkrespbudsnyget hkel Dunihdoatadnon
10 other than the difference, according to the operator's wll.

The aper gbeyedf 10heishmphef keduiam(gpadi on ©id emifrdi gl srver
determ nes whet her the passenger is relevant to the bionetric

| nf or mat 9N yahohiLiStnbaseduen thecdd bOROTIRLLAN: fhepkayEdai n S224.

Then, the operator I nputs the determ natioh result e sinplified

immgration client termnal n r.espon to the input fromthe
operator? %ﬁ%ksfﬁﬁ %??gh??nﬁgg%%ﬁro&ﬁ%IPeﬁﬁ“%é?%ﬁé%af] records the

determnation result in the colum. (for
?mmggration c Eent termgnal(78 displays the received

result (5214).

16 The process of S210 is limited to the updated watch
lists with numbers larger than the checked update serial
numpber, namely, the difference watch lists. Thus, in
general, the process time is shorter than the time of the
process of S110.

15 Note that in the process from S208 to 5214, the
matching is performed with the difference ID information
watch list, and then the result is displayed. However, it
is alsoc possible to perform the process from S108 to 5114,
instead of the process from S208 to S214, according to the

20 selection of the operator of the simplified immigration
client terminal 70. In this way, even for the second or
subsequent entry, it is possible to perform watch list
check including the ID information other than the
difference, according to the operator’s will.

25 Next, the simplified immigration process (part 2)



20 exanple, 553 & 5501) of the bionetric informati on watch |i st

mat ching result 55 corresponding to the passenger identification
nunber and the immgration history IDs§or the present inspection.
Further, the sinplified immgration client termnal 70 also records

t he maxi num 25 val ue of the checked bionetric informati on watch Ii st
32 update.zfrgal nunbe& i.n tEE da%a that |s cBecked in S22Q, _into the
col umn (85418°858%5°ELPPEsEonbi hGTEESRRE pBs5BRgEFSIEEREI PEcELPon

nunber and the imrigration history ID for the present inspection
(S226). bRext, the sinplified imigration process (part 3) will be
described with reference to the sequence of Fig. 14. The sinplified

i nmi gration clTeatinmeigraalorOsebrar ns0tdletdingetheef ngaformmt i on by
using a part of the 10 finger vein & fingerprint & facial bionetric

i nformat and dequedi thoarhantdbhon5620s Fhen) the shapbréivedus entry
immgration client termnal 70 transmts the finger vein information

to the | ppb@rahbONmAeG¥etidh bSR8EridhenkArhgt abhopssesyes) 10
requests the verification 15 server 40 to determ ne whet her the

passenger [ oMo g JLNGRTs ¥BY O | D) OLIRLLRN, Dasn been, gl nad 10

S228 is ident o the person Ois registered int gration

Informat)on 23-{Re" SOPRmRHIBENELESL L0 in 5216, the checked

bicmetric informaticon watch list update serial number
(2000) included in the immigration history received in

10 38202, and a watch list matching reguest to the personal
identification server 30 (5218). The personal
identification server 30 compares the received data, with
the data with numbers larger than the checked update
serial number received from the immigration server 10.

i5 Then, the perscnal identification server 30 responds to
the immigration server 10 with the result (S220). The
immigration server 10 transmits the result to the
simplified immigration client terminal 70 (S222). Then,
the simplified immigration client terminal 70 displays the

20 received result (8224),

The process of 5220 is limited To the updated watch
lists with numbers lager than the checked update serial
number, namely, the difference watch lists. Thus, the
process time is shorter than the time of the process of

25 s8110.



(S230). Note that in S230, the immgration server 10 20 transmts the
request, together with the ID information received in S200 as well as
the finger vein information received 31n S228. The verification

server 40 identifies the passenger identification nunber

(Pssenger _0001 in Fig 4) that 25 matches the ID information received

in S230. Then,_the 33 verification seryer 40 obtains e
corr espondi ng B onethidt }%f%Q%ﬁ?¥?ﬁFf%6%r%? cﬁ°t$%é$nﬂ§@ﬁation

bi onetric information 56). The verification server 40 conpares the
finger VvERRCRHRGr bt PORTPERRFVEHE RNt o300l fiferehfe PiomeErECvein
information registered in 563 & 5600, to determ ne whether the two
finger vehfoim&biomtwvahcpi btebsarendfthhe thaerpeusonis Thesplahed.
verification server 40 responds to the imm gration server 10 with the
result ($a2s8@yer)niS232,alfoipossidetetti pedfoéhatchdeprecesyetrom
bionetric 10 information and the registered bionetric information are

not of thersap® PEFEONintbhEadehbffiRal hbPB-88EVEFoftOss £EPONUS22 H, t he
immgration sever 10 with a result of authentication NG If it is

i g th a result of authent r
per con, THE 18 Uer 71 EaT1 n S&r VoY 4D FOSpORCETo P | RT gr at i on

10.with |t of t henti ti K., T i 1 ti
10 ot 71 UL REPef i 78 s GF e bre S TERe ¢ O m 1l 10 b At
result (S234)., Then, the sinplified innigration client termnal 70

di spl aysSY#R HO¥i FRredSonrReuPy F4pspyuent entip elf hbg BOSRHPER &P

processes from S228 to S236 can be perfornmed wth either one of

finger veemfofmrigrEphi hist aplle¢iaciatliddge, tioe ID ntombihiedon of

SUCﬁﬁ other than the difference, according to the operator’s
will.

The operator of the simplified immigration client
terminal 70 determines whether the passenger is relevant
to the biometric information watch list based on the

15 information displayed in S224. Then, the operator inputs
the determination result in the simplified immigration
client terminal 70. In response to the input from the
operator, the simplified immigration client terminal 70
records the determination result in the column (for

20 example, 553 & 5503} of the biometric information watch
list matching result 55 corresponding to the passenger
identification number and the immigration history ID for
the present inspection. Further, the simplified

immigration client terminal 70 also records the maximum

25 value of the checked biometric information watch list



bi ometric information. When the matching is perfornmed 25 using a
conbination of a plurality of types of bionmetric 34 information (for
exanpl e, fingerprint and finger vein)z2one or both of the follow ng
effects can be achieved. (1) Mire accurate matching can be achieved.
(2) Wien it is difficult to obtain one (for exanple, fingerprint) of

the 5 two types of .bionetric information of the passenger  due t he
envi r onmaRE eiﬁ?F&@thu thénpﬁﬁgoﬂﬁFacﬁ P&cﬁérFE?F5gg Fﬁesggﬁer

biometric information (for exanple, finger vein) can be used for the
natchinglﬂ§°r§5@c§0@H@nn&ﬁ§ér&gg5@é%e§oﬁﬁaﬁpénﬂénﬁeFPo?hﬁnatching.
10Note that a series of processes from S228 to S236 can be perforned
usi ng fingeecugen, ifiengefpraniononuinaerabnidmage. inmighasicase, the
aut henti cati on accuracy is higher in the order of finger vein,

finger prhattoapdIibacbal theageesenki ngsbbcpossi hke2tp.achi eve the
effect of 15 preventing inpersonation. For exanple, it is possible to

keep g'strict negsxt Of thaMs g8l i PNedYikai §Bat DEn T hPRICEsYC(Part 3)
information. Note that a series of processes from S228 to S236 may be

f . bet d,, 5238 i bed. | ' I t,
by ba per Fer ne ber el SI0D  hRa a0 0 “a Srarerasy oEihias.
When thelgtocesses are performnmed

The simplified immigration client terminal 70
obtains the finger wvein information by using a part of the
10 finger vein & fingerprint & facial biometric information
acquisition function 610. Then, the simplified
immigration client terminal 70 transmits the finger vein
information to the immigration server 10 (S228).
The immigration server 10 requests the verification
15 server 40 to determine whether the passenger from whom the
finger vein information has been obtained in $228 is
identical to the person who is registered in the
immigration information 53 (perscnal authentication)
(8230). Note that in 8230, the immigration server 10
20 transmits the regquest, together with the ID information
recelved in S200 as well as the finger vein information
received in S228.
The verification server 40 identifies the passenger
identification number (Pssenger 0001 in Fig 4) that

25 matches the ID information received in S230. Then, the



bet ween S226 and S238, then the sinplified inmgration passenger to
be exam ned personal authentication is perforned after the difference
ID information watch list 25 matchingsgesult display and after the
difference bionetric 35 information matching result display. Thus,

it is possible to explicitly indicate the order of the control
process (1. watch list matching, and 2. personal authentication) to
the oper €& LoFathensPREVEL &4 PHﬁ?@Péthﬁ EPFERPPPRAMHaP-8TEE T 1C
The operator of the sinplified imrgration client termnal 70

det er m néafamapRépnt HéSgasseRflr ofsthel épmagrasirhebhamehrifst based
on the information displayed in S236. Further, the operator

det er m nesfnmathepnehtly 10hpeversSiomticn gsarmted, 40 rompares the
conprehensi ve perspective by taking into account the other inspection
oper ati ofinfBenyebasedrermbii@¢ohnpytetonticnh 82G0r diify thet Benger
determ nation, the sinplified immgration client termnal 70 perforns

the fol | gwiRgiakepsatlshl)l-Reserdctinendeker gi Babhontreguttrininkhe
colum (543 & 5401) of the I'D information watch |Iist matching result

4 . id i fi i 3 d_th
S <o ks e, eoagase il i g b

i | f_th ked | D jnf tion 20 watch list updat
Cori ol nAADE: PRRoPRe Mret nite | LCHERE TSRO0 | M o W i

(544 & 5401) of the ID information watch |ist natchin% result 54
Correspoﬁaﬁnémmégratlon server 10 with the result (8232). In 5232,

if it is determined that the received biometric

10 informaticon and the registered biometric information are
not of the same person, the verification server 40
responds to the immigration sever 10 with a result of
authentication NG. If it i1s determined that these
biometric information pieces are of the same persocon, the

15 verification server 40 responds to the immigraticon server
10 with a result of authentication OK. The immigration
server 10 notifies the simplified immigration client
terminal 70 of the result ($234). Then, the simplified
immigration client terminal 70 displays the notified

20 result (5236}.

Note that a series of processes from 5228 to $236
can be performed with either one c¢f finger wvein,
fingerprint, and facial image, or in a combination of such
biometric information. When the matching is performed

25 using a combination of a plurality of types of bicmetric



t he passenger identification nunber and the inmmgration history ID
for the present inspection; and 25(3) Record the sinplified entry
perm ssion determnation 36 result imathe colum (534 & 5302) of the
immgration information 53 corresponding to the passenger
identification nunber and the inmgration history ID for the present
i nspectign (S238).. 5Nate that en_the operator of the sinplified
inn?grat?&ﬁ EpﬁgﬁPntzgﬁFnﬁﬁaﬁﬁﬁgetéﬂﬁgﬁégriBFt?an £ REEFNVEERYHY i n
the process of S238, it is possible to performthe flow of normal

i mm gr at P8R ProRPERgofoths Fpglovingceéfarhg £ent ke pabieued onlof
the operator. It is 10 also possible to performthe flow of nornal

i mm gr at Momebypcomiretengadcpany ofnt he prbcessds f(dmWhen Bt tis Fig.
11 (for exanple, omtting the steps from S108 to S114). Not e
that in th€fpracessesobraimFoge 12okoeckh@pld4, rsamerpi-ihbhe procrsses
fromFig. 9 to Fig. 11 are omtted, 15 but are not necessarily

om tted. ther +§%aBpbe, bibmkerPesshibbenkoi Bar ber fhtheapceREg88 HHam $108
to S114 instead of the process from S208 to S214, or performthe

process pl,.SLLG;andyS118,1 nkeadoal Lhe pLogess AL S216, or perform

t he process from 0 I nstea process from S218 to

S224, f the, f 30 to S132 hetween S2 d S238,
o per {OFHRERE BFORG4E00f Cabas ArF P eaghric in2ortetlop 13gf0h s a;

exanpl e of a screen displayed in the normal immgration client
t er m nal €66™PASr h&18EGLeREL 25FPBNPRI 59 fBTFERE Matching to

reduce the number of cases unable to perform matching.

10 Note that a series of processes frcm S228 to S236
can be performed using finger vein, fingerprint, or facial
image. In this case, the authentication accuracy is
higher in the order of finger vein, fingerprint, and
facial image, making it possible fo achieve the effect of

15 preventing impersonation. For example, it is possible to
keep “strictness” of immigration by using the finger vein
information.

Note that a series of processes from $228 to 5236
may be performed between S226 and S238 as described in

20 this embodiment, or may be performed between 5200 and S220
at an arbitrary timing. When the processes are performed
between 5226 and S238, then the simplified immigration
passenger to be examined personal authentication is
performed after the difference ID information watch list

25 matching result display and after the difference biometric



37 The normal immgration client termnal 60 displays an inmgration
hi story 6004 in S106, an ID information watch |ist matching result
6000 in S114, and a bionetric informaggon watch |ist matching result
6002 in S126. 5Note that the immgration history 6004 of Fig. 15 can
be displayed fromthe latest history to the ol dest one in the
descending _order. In this.way, the operator can easi|y check the

| at est hi-8fgFjpation matc lnﬂoFSSPﬁ& dﬂﬁBEP%ﬁ gf%%onl%i%% RS T of
Fig. 15 10 may _or nmay not be displ ayed. Fig. 16 is an exanple
of a scréénegPiprafed LAdiRats ﬁ%ﬁi firegri e ghet icomtadlemracessi ndl-
70 in the sequence fromFig. 12 to Fig. 14. The sinplified

i nm gr at wehcbl Lént mecrhnaly, 7@nd52di splragsadnaumtregcathbnoh story
7006 in S206, a difference ID information watch |ist nmatching result
7000 in SRé&4dopamndtardbff eneneempiometti cmmhifeerrabhonlwahehtbir@tinal
mat ching result 7002 in S224. Further, in S236, the sinplified

imm ggatihgn client termnal 70 displays "personal identity 20 check
OK" based on the personal authentication result notification received

1 208, Then okt SLEpLLLI B8 1A orpt ool eobumte\SRle e
in 5206, and. dL3pbevscprevious Lopharaton cleared:. (20Nt g Lhat the
to the watch list based on the information displayed in
S236. Further, the operator determines whether entry

10 permission 1is granted, from a comprehensive perspective by
taking into account the other inspection operation. Then}
based on the input content according to the determination,
the simplified immigration ciient terminal 70 performs the
following steps:

15 (1) Record the determination result in the column {543 &
5401) of the ID information watch list matching result 54
corresponding to the passenger identification number and
the immigration history ID for the present inspection;

(2) Record the maximum value of the checked ID information

20 watch list update serial number in the data that is
checked in S210, into the column (544 & 5401) of the ID
information watch list matching result 54 corresponding to
the passenger identification number and the immigration
history ID for the present inspection; and

25 (3) Record the simplified entry permission determination



38 can be displayed fromthe latest history to the ol dest one in the
descending order. In this way, the operator can check the | atest

hi story at a gl ance. Note th@at the inmmgration history 7006
of Fig. 16 5 may or may not be di spl ayed. Further, in the
immgration history 7006 of Fig. 16, the correspondi ng facial inmage

can al so be djsplayed by.readi fro he bionetric inforpati on 563
oo he ety ke P YR RN hRa Y Ra) hobBhAT 58t TRe ! el fa= Tohe 10

immigration officer can verify the identity of the passenger to be
exam nediByoEBAPAPINg3t RErFaEROBHiNfAetpatBENPRFSEBIBE exanmined with
the facial image. Thus, reliable personal identity verification can
be achi evddntAétoeting nombhe pndsthe embodraehon hhetbdoyl| 6 Agr 15
effects can be achieved. The first effect is as follows. In
t he proceks ptetbrtnonspeécthohgragien.in Fig. 9, the matching with
the IDinformation watch list is perforned in S110. Wen the nunber

of wafch |istsyéoebengompregdihs &880t NEF r@«?@%ﬁﬁ%ﬂf@e@f, S108
i ncreases. 20 On the other hand, in the process of the sinplified

i”nigrat58ﬂig£§t§8&oclkgﬁtn@éfﬂiﬂgli§Op8é£8£ﬂ§ge¥jtgn£9§ not

permitted” in the process of 38238, it is possible to
perform the flow of normal immigration from Fig. 9 to Fig.
11 according to the instruction of the operator. It is
10 aliso possible to perform the flow of normal immigration by
omitting a part of the processes from Fig. 9 to Fig. 11
(for example, omitting the steps from S108 to S114).
Note that in the processes from Fig. 12 to Fig. 14,
some of the processes from Fig. 9 to Fig. 11 are omitted,
15 but are not necessarily omitted. For example, it is
possible to perform the process from S108 to S114 instead
of the process from SZ08 to S214, or perform the process
of 8116 and S118 instead <¢f the process of 5216, or
perform the process from S122 to S126 instead of the
20 process from S218 to S224, or perform the process from
S130 to 5132 between S236 and S238, or perform the process
of 5136 after S5238.
Fig. 15 shows an example of a screen displayed in
the normal immigration client terminal 6C in the seguence

25 from Fig. 9 to Fig. 11.



difference, nanmely, a part of the ID information watch list, so that
the response tine of S208 is reduced. This can contribute to speeding
up the immgration process. 25The second effect is as follows. 39

In the process of the normal immgration in Fig. 10, the matching is
performed with the biometric information watch list in S124. \Wen the

nunber of watch lists to be conpared is,|large, the reggonse time of
S122 increases® TRTPAS b?%égggahﬂ? FThiERE prERERRL 0PVt ReSEIABFi fi ed
inmmigration, in S220, the matching is perfornmed with the difference,
namel y, anpafblgrathenbhéefeprycoPRftoirabilef, wanchDl isfornatinat the
response time of S218 is reduced. This can contribute to speeding up
t he i nm getthohiptovesshit@Thestihir 8080f eot Silddasahdl holsometric In
the process of the normal immgration in Fig. 9, the result of

mat chi nginedbmbbeohDvbBtar Mstonavehthgl iretuils dospl ayed1pp. S114.
When the nunber of matching results is large, the operator of the

normed i mm gragben chhentndSihRIgaal o0 5heYLy t@ke gelong. tige to

check the matching results. However, in the process of the sinplified

T 91 SUE 48 5 Bon L7t B gt ECDEPLLLSEL L E0LED WAL

di spl ayed., ot her rds, a.smaller nunber 20 of matching results is
di spl ayet(EBRPAFTIG 8008 8FARTg [ LHis way, the 'Sheratsk 'S

easily check the latest history.
Note that the immigration history 6004 of Fig. 15
10 may or may not be displayed.

Fig. 16 is an example of a screen displayed in the
simplified immigration client terminal 70 in the sequence
from Fig. 12 to Fig. 14.

The simplified immigration client terminal 70

15 displays an immigration history 7006 in S206, a difference
ID information watch list matching result 7000 in S214,
and a difference biometric information watch list matching
result 7002 in S224. Further, in $236, the simplified
dimmigration client terminal 70 displays “personal identity

20 check OK” based on the personal authentication result
notification received in $234. Then, the simplified
immigration client terxminal 70 summarizes the immigration
history (for example, 534 & 5300) received in 8206, and
displays “previous immigration cleared”.

25 Note that the immigration history 7006 of Fig. 16



with 7000 of Fig. 16). As a result, the operator of the sinplified
immgration client termnal 70 can check the matching results in a
short tinme. This can contribute to speeding up the inmmgration
process. Further, in 25 sinplified immgration, if nuch tine has not
passed after 40 the previous travel, the nunber of displayed results
i s expected to he riducgd as shown_in the exanple of Fig._ 16. This

| eads toCaR PRcHEEBeaVRqt RECBf FBEL 18FEpeRUPRGTUiptPhERE NALgREEi B®
process with respect to the person who often 5 enters the country.
The fourih EPpeesSFENEASNFOPEERs. |HN tHel Hrovesstivd anrrairietan
immgration in Fig. 10, the result of matching with the bionetric

i nf or mat cbacwatibh Lasesti bidispyageda Yhencéhe nunber of matching 10
results is large, the operator of the normal inmgration client

termnal 60 shoutd tieke shéonmidre:ion cheskoier nmé chf nBidg esubt s.
However, in the process of the sinplified immgration in Fig. 13, in

S224 ¢ thﬁayegylﬁagfnggtggiagsﬁﬁgpeghe difference, nanely, a part of
the 15 bionetric information watch list is displayed. Thus, a snaller

nunber of natgﬁﬁfgz su%és LS fﬁﬁ d. (¢ iy ?ﬁz f=Flg

. p t {@%l{) . : P
wi th 7002 of Fig. %?. aresu féf%ﬁeoopera oryg%(55 é°§|%ﬁ¢|f#§d
immgratjion client terninah 70 _can check the.matching r sulés in a
Shor . ti F8S FAFECCRATS6PEoRerT it 67785 spRBar AGORS t RGP AT ST 267 on
process. Furtherf insimplified immgration, if _nuch tine has not
passed aFEefliRfelpPBVFBEsPLPAGEFLICt HalptimdetoBf S8R spfayed results is
reduced as shown in the exanple of Fig. 16. As a result, the effect
of speedimgiapatheniphbtgedrionizbopracess bhecr easdsiiw tuyespgert to
t he person who often

1¢ immigration cfficer can verify the identity of the
passenger to be examined by comparing the face of the
passenger to be examined with the facial image. Thus,
reliable personal identity verification can be achieved.

According to the present embediment, the following

15 effects can be achieved. The first effect is as follows.

In the process of the normal immigration in Fig. 9,
the matching with the ID information watch list is
performed in S110. When the number of watch lists to be
compared is large, the response time of S108 increases.

20 On the other hand, in the process of the simplified
immigration, in S$210, the matching is performed with the
difference, namely, a part of the ID information watch
list, so that the response time of 5208 is reduced. This

can contribute to speeding up the immigration process.

25 The second =ffect is as follcows.



41 enters the country. The fifth effect is as follows. In the process
of the normal immgration in Fig. 10, the bionetric information
(fingerprint) is obtained in 5 S116 agw the bionetric information
(facial) obtained in S118, so that the process takes tine. The
obtained information is used in the processes from S122 to S126. On

the oth h in th f. th Inplified inm tion, the
i ormati on i SUBBUAT G 1T Thet et SHEREL 167HP SRR thdihd- 10

perform ng S116 and S118. Thus, the process takes only a short tine.
Not e t hatienBabrloimerit PRTEPHERHORLERI FgerPverairic bptFmeeiom S116
in the normal immgration, and the bionetric information (finger
vei n) iswabcai hestihn S2P84 i n Whiwn diheplrivoibed iafmiwptatt drilstks Hobe hi s
reason, a time reduction is not expected with respect to the
bi onet r i compé oedrat  ohatd¢ ngehie ves mpon Se cotde Eod ofli e ni ndr second
enbodi nent is an exanple of performng a
5 On the other hand, in the process of the simplified
immigration, in $220, the matching is performed with the
difference, namely, a part of the biometric information
watch list, so that the response time of S218 is reduced.
This can contribute to speeding up the immigraticon process.
10 The third effect is as follows.
In the process of the normal immigration in Fig. 9,
the result of matching with the ID information watch list
is displayed in S114. When the number ¢f matching results
is largé, the operator of the normal immigration client
15 terminal 60 should take a long time to check the matching
results. However, in the process of the simplified
immigration in Fig. 12, in S214, the result of matching
with the difference, namely, a part of the ID information
watch list is displayed. In other words, a smaller number
20 of matching results is displayed (comparing 6000 of Fig 15
with 7000 of Fig. 16). As a result, the operator cf the
simplified immigration client terminal 70 can check the
matching results in a short time. This can contribute to

speeding up the immigration process. Further, in

25 simplified immigration, if much time has not passed after



20 simplified inmm gration process. The second enbodi nent is different
fromthe first enbodinent in that ID information and bionetric
information are obtained and stored wgon registration in the registry
of fice, issuance of a visa in the enbassy, departure fromthe
country, and issuance of a 25 resident card, instead of the nornal

immgration fromk tg Fi 11|nt st ,enbodj ment. Then,
't b SPRBIP TPk 5 B Dot & el g enbod gent The

i nformati on are_obtai ned again upon entry into the country to conpare
with thee¥ReFe’r i FP Foefsorced ifS M prigsehie dpprireet i oh, s 1

descri bed above, the first and second enbodi ments are separated

accor di nghie T4rdy erean Hovesease tie Procelicest off RrpedirmnduFitghe 12,
the processes of Fig. 10 and Fig. 13, or the processes of Fig. 11 and

Fig. 14 imayidpent ieatmcoass oneligr atgpspdayt taki tiege iprosd wog aufitert he
commonal ity of the matching (authentication) process between the

normal isaratiodn anehihe. sinplified inmmgration. In this
enbodi ment, a term nal having the function of the normal inmgration

client term nad,S0d-H OSrrektlS Ak ZFdisidyPovided in the embassy
that issues visas, the inmgration booth, or the residence card

counter. The st m ¢Q f| ur t ot her than t.he rmal j on
client term ngﬁy 6%‘ I{] eeqs'sazr%)ef %21 t?eorsmfjt em conti guornatj‘lnorr?mé’%J g
and 2. 20Al so, ct&jr.']) i nf matlon wat.ch |jst 51 of. Fi 3 and the

bi onet ri'c’s n’f%? rt‘? ST 8y gi° MAPTeRGre PHE SRS those

of the first enbodl ment.
watch lists is displayed. When the number of matching

10 results is large, the operator of the normal immigration
client terminal 60 shcould take a long time to check the
matching results. However, in the process of the
simplified immigration in Fig. 13, in S224, the result of
matching with the difference, namely, a part of the

15 Dbiometric information watch list is displayed. Thus, a
smaller number cf matching results is disgplayed (comparing
6002 of Fig 15 with 7002 of Fig. 16). As a result, the
operator of the simplified iImmigration cilient terminal 70
can check the matching results in a short time. This can

20 contribute to speeding up the immigration process.
Further, in simplified immigration, if much time has not
passed after the previcus travel, the number of displaved
results is reduced as shown in the example of Fig. 16. As
a result, the effect of speeding up the immigration

25 process increases with respect to the person who often



In the inmgration history of Fig. 5, "entry cleared" shown in Fig. 5
can be replaced with "registration cleared" 25 for the registration
inthe registry office, "visa 43 appication cleared" for the
i ssuance of a visa in the enbassy, "departure immgration cleared"
for the departure fromthe country, and "residence card application
cleared" for the issuance of a residence card. 5In this enbodi nent,
t he proc%%E%ESff%%1%?@9t§yto Fig. 11 are performed by the term na
havi ng the function of the normal inmmgration client term nal 60,
which is provid®l fnftheeEfrss)e taatfeLqres- vi sas, the departure
imm gration booth, and the residence card counter, instead 10 of the
nor mal i nm gr akn ohelprmesered ndie 6o rie irewingrmiidrmavimdgide 10,
function of the normal immigration client termnal 60 perforns the
pr ocesseishé riotwrsd 001 ¢ ol S @B i dh g6£119gé ppdilnt Thes, obhei ted Mmal
registers the result in the IDinformation watch Iist matching result
54 13 i ngBl@4andt thdren Sai@r # 1 fBintbEnd €15 Nefa & ££Df ASHht¥{8&d in
application cleared" for the issuance of a visa in the enbassy,
depart us e @pRLd callon el earedisd ofa the depar tun fhamithe country,
and "residence card application cleared or the 1ssuance of a
residence card, into, the i ration 20 histo 534 t he
i r at TRROTH ot Hactrs 0 A e S P St Aen S 1 ar
to the first enbodinent, the sinplified inmgration flowfromFig. 12
to Fig. 942 e hier manduph et rfreeReS the drintigP bt e t he
processes fromFig. 9 to Fig. 11 are conpleted. 25The effects of this
enbodi nermigeat i@ saee asnigwaration is obtained from the database

10 in 8216 without performing 5116 and 5118. Thus, the
process takes only a short time. Note that the biometric
information (finger vein) is obtained in S116 in the
normal immigration, and the biometric information (finger
vein) is obtained in $228 in the simplified immigration.

15 For this reason, a time reduction is not expected with

respect tce the biometric information {(finger wvein).

Second Embodiment
A second embodiment is an example of performing a
20 simplified immigration process. The second embodiment is
different from the first embodiment in that ID information
and biometric information are obtained and stored upon
registration in the registry office, issuance of a visa in
the embassy, departure from the country, and issuance of a

25 resident card, instead of the normal immigration from Fig.



44 first to fifth effects of the first enbodi nent. Fig. 17
shows the main hardware configuration of the devices constituting the
immgration systemin the first and second enbodi nents. Each
conponent of the imm gration systemis realized by a general -purpose
conputer including a CPU and a storage devi ce. Further, the function
of each onent i enbodreﬁ in the c ut er the CPU when
executiné SO pFbgr att stBr BB hiFnk %@%?gggeHEV| eTFa dit grtgyr am may be

10 stored in advance in the storage device within the conmputer, or
may be | dHdedlfhed herwioFageclenteec$s ond Anbh herngeyPreal@r ough an

i nput/output interface as well as a nmediumthat can be used by the
conput erbidoetekanph o rnael o dh uen oot al s¢dr agei medpom ¢rboy abheof rom
the 15 input/output interface, or a comunication nedium (nanmely, a

wred, whel essntoy optteapanet wotk, tiod @ccpsdi fif ybet Don di dird al
signal that propagates through the network). In the first and

second ephodipROLS: LPS11AM O5AL 1 80 SLLVEILAR abbse ] Dct'té‘ff’if@ﬁ'%
mat ching server 20, the 20 per sonal identification server 30, the

verifi Caéé%ﬁt&eéﬁ{k%d%?en{é‘ Pé”%%; Lgratlg d%&;e{‘é Eﬁ e 50,

and the sinplifred rmmgration erntna respec el'y have a
prlnary tructural un|t of the hg mare configuratjon shomn in Fig.
e

17. BETV Tor ds7C tRECTRT AC25 5 ef ver 7 itttdesda 990, a first

storage device 201, a ) )
processes of Fig. 10 and Fig. 13, or the processes c¢f Fig.

11 and Fig. 14 may be treated as one group, by taking into

10 account the commonality of the matching (authentication)
process between the normal immigration and the simplified
immigration.

In this embodiment, a terminal having the function
of the normal immigration client terminal 60 in Figs. 1

15 and 2 is provided in the embassy that issues visas, the
immigration booth, or the residence card counter. The
system configuration other than the normal immigration
client terminal 60 is the same as the system configuration
of Figs. 1 and 2.

20 Alsc, the ID information watch list 51 of Fig. 3 and
the biometric information watch list 52 of Fig. 4 are the
same as those of the first embodiment.

In the immigration history of Fig. 5, “entry cleared”
shown in Fig. 5 can be replaced with “registration cleared”

25 for the registration in the registry office, “visa



second storage device 202, an output device 203, a conmuni cation
devi ce 205, and an external device interface 20. Wth respect to the
termnal devices, the normal immgration client termnal 60 and the
sinplified 5 inmgration client termnal 70 include an input device
210, a reader device 211 (such as passport information reader, |ID
card reader, or bar code rﬁgdgr%, a canera 212, _and a nu|tinpda
fingerpr?ﬂ?léﬁ@t$?%g%}eﬁé? sta@hnkie213sugnre eREnpI B1SE hili HiE gr at i on
operation function 11 10 of the inm gration server 10, the ID

i nf or mat EBRARAY ch” $eREX FAFehiFgLlg oAt poncReased! hEor DEhaf depatiore
mat chi ng server 20, the bionetric information watch Iist matching
functi onf8dmoth¢ heopet spnadnddenesidenate opasérapeplB0atite slaptedf ed
i mm gration passenger to be exam ned matching 15 function 41 of the
verificatbontiser vesudfcarefahl reedliéded byrdeadi ng the data of the
second storage device 202 and by conputing the data by the CPU 200.

The 15D i nfor ey | o4 yadEBodigén®l, th8CBLOEBLEL CeLBROFIGL I anWatel

list 52, the immgration information 53, 20 the ID information watch

st matehing.rospke.pdy bpecRloNBLAl 5oL ILOLIRLT OR VALER iStoe

mat chi ng resu and I'mm gration bionmetric inform

all realjzed by storing the, DB in. the second storage device 202,
Fespect | oF yIOTRSH QLR T HE b T § DHEA R e SPETBh §incEior 662 of 1 he 46
normal immgration client termnal 60 and the sinplified imrmgration
client tRFAYHEEA 700 | 5he e2PP2 28y b3 ealf Figet el et a B AAPRIFBYLE he
reader device 211 into the first storage device 201, reading the data
of the stovhdratbradgecstievine 202 rasbdehes ftasd stwrbee devitead0l,

and conputing the data by the CPU 200. It is to be noted that the
present ohHvied i osrmsl ntmigration client terminal 60. The

terminal having the function of the normal immigraticn
client terminal 60 performs the processes from S100 to
$128 in Figs. @ to 11. Then, the terminal registers the
result in the ID information watch 1ist matching result 54
15 in 8134, At the same time, the terminal records “visa
application cleared” for the issuance of a visa in the
embassy, “departure application cleared” for the departure
from the country, and “residence card application cleared”
for the issuance of a residence card, into the immigration
20 history 534 of the immigration information 53.

Also in this embodiment, similarly to the first
embodiment, the simplified immigration flow from Fig. 12
to Fig. 14 is performed, upon entry into the country after
the processes from Fig. 9 to ¥Fig. 11 are completed.

25 The effects of this embodiment are the same as the



limted to the exenplary enbodi nents, and nmay include vari ous

nodi fications and alternative forns. For exanple, 10 the forgoing
descriptions of the specific enbodinegys are presented for
illustration and description. They are not intended to be exhaustive
or tolimt the invention to the precise forns disclosed. Further, a
art of the configurati nbodiment c Iaced by the 15
gonflgur tFoh ©f ?ﬁ£€% gfeﬁﬁﬁoﬂf %b?sYh%g%%€$Tﬁ% ation of one
enbodi ment can include the conflguratlon of the other enbodinent.

Further, the dther EOnTRQF athoriidHh e Firi, Corel ewen tom reb Heed
W th respect to a part of the configuration of each enbodi nent .
20Accor diiegices t benenbodt ept shelesomi healt bboveyseernin f thdef husber of
registrations in the watch |list database is |arge, a small anount of
simlar satichetdsd éemibodtmeéhos.i s di spl ayed as the matching results.
Thus, it is possible to reduce the tine for checking the results by

25 the oper at FacHWdi®nedt 48 @%éoma@ﬁgsfabdi%ﬁ 053?@&%%& hesa ¥, dd me
for the entire imm gration process including the watch |ist matching
result d$§p$a§éner£ﬁ -purpose computer including a CPU and a
storage device. Further, the function ¢of each component
is embodied in the computer by the CPU when executing a
program stored in the storage device. Each program may be
10 stored in acdvance in the storage device within the
computer, or may be loaded in the storage device from
another device through an input/output interface as well
as a medium that can be used by the computer. For example,
the medium is a storage medium removable from the
15 input/output interface, or a communication medium (namely,
a wired, wireless, or optical network, or a carrier wave
or digital signal that propagates through the network).
In the first and second embodiments, the immigration
server 10, the ID information matching server 20, the
20 personal identification server 30, the verification server
40, the normal immigration client terminal 60, and the
simplified immigration client terminal 70 respectively
have a primary structural unit of the hardware

configuration shown in Fig. 17. In other words, the main

25 server includes a CPU 200, a first storage device 201, a



What is claimed is: 1. An inmgration system conprising: a

i mmgration information DB for storing immgration 5 information
obtained by a first termnal, includigqgy ID information for
identifying a user as well as bionetric information of the user;
a watch |ist database for storing watch list information; 10a

mat chi ng_server %hat al lows fi I mm gration by, co i ng the
i gr at PRROT AT BF AT Porc Rl LRot G2 natk HORFREE] AR 6Hfat POR of the vat ch
| i st dat abase; | . the first termnal for displaying a result of
conpar i ngOWFERIGAEEAN | #TECe 1585 v eR PE | 2Rt PHRCERE Y eRCTAGE ninBerface
sinplified inmgration passenger to be exam ned matching function
t hat conpérediithe dssmmst it itiforimuiorl Maied nnitgraticamal
information DB with bionmetric infornmation obtained by a second
t er m nal imhbgdet eom okl ehet bermi hesetdi andtthe R0Omphidigdti on pi eces
are of the sane person; and an inmmgration server for controlling the
I mm oy at § @A GPLEBEM OBl ient terminal 70 include an input device 210,
a reader device 211 (such as passport information reader,
ID card reader, or bar ccde reader), a camera 212, and a
multimodal fingerprint and finger vein scanner 213.
For example, the immigraticn cperation function 11
10 of the immigration server 18, the ID information watch
list matching function 21 of the ID information matching
server 20, the biometric information watch list matching
function 31 of the persocnal identification server 30, the
simplified immigration passenger to be examined matching
15 function 41 of the verification server 40 are all realized
by reading the data of the second storage device 202 and
by computing the data by the CPU 200.
The ID information watch list 51, the biometric
information watch list 52, the immigration information 53,
20 the ID information watch list matching result 54, the
biometric information watch list matching result 55, and
the immigration biometric information 56 are all realized
by storing the DB in the second storage device 202,

respectively.

25 The ID information acquisition functicn 602 of the



wherein in the first inmmgration, the inmmgration server receives
first bionetric information of an 25 passenger to be exam ned by the
first termnal, and stores 49 the figast bionetric information in the
i mm gration information DB, wherein the matching server
conpares the first bionmetric information with first watch |i st

information, 5Swherein the first termnal displa resul t o%.
conpar 1 HoEHBE 1 TFEEEBE bmige 1 FLETRE of REEEBRE Wt A ReCRT r Ik e st
i nformation, and, _Wherein, in the subsequent second imm gration,
the veriiTBherdnicervkieronparesidhe’¥i 3t o7 bheedi ey 10°3HF ¥ n&lts on
in the immgration information DB with second bionetric information
obt ai nedddya t Petabeehdoy efing negadep. dahece md rantontsystensaccor di ng
to claim1, wherein the matching server conpares the first 15
bi onet ri gtondge Nk vore W h, t headicpndhavadatia | oSt thaf osamtd om: @t dwps
than the first watch list information in the watch |ist database, and
5 device 202 into the first storage device 201, and
computing the data by the CPU 200.
It is to be noted that the present invention is not

limited to the exemplary embodiments, and may include

various modifications and alternative forms. For example,

10 the forgoing descriptions of the specific embodiments are
presented for illustration and description. They are not
intended to be exhaustive or to limit the invention to the
precise forms disclosed. Further, a part of the
configuration of one embodiment can be replaced by the

15 configuration of the other embodiment, or the
configuration of one embodiment can include the
configuration of the other embodiment. Further, the other
configuration can be added, deleted, or replaced with
respect to a part of the configuration of each embodiment.

20 According to the embodiments described above, even
if the number of registrations in the watch list database
is large, a small amount of similar watch list information
is displayed as the matching results. Thus, it is

possible to reduce the time for checking the results by

25 the operator. Further, it is also possible to reduce the



wherein the second term nal displays a result of conparing with the
second watch list information. 20 3. The inmmgration system
according to claim1l1, wherein the watgh [ist information includes: ID
information watch list information including ID information that
identifies users who satisfy a 25 predeterm ned condition; and 50

a bionmetric information watch |ist including bionetric_ information of
the user §1WRo 84t FEPyCSPReTHr eBBLEFATHER BEAEFEFoARCEMIIAE Fhfri grati on
system conprising: a immgration infornmation DB for storing

i mmi gr at FeRchniéFhampbphéboaraedlbydaspilagt ternminal, including ID
Information for identifying a user as well as bionetric information
of the user; 10a watch |ist database for storing watch |ist

i nformation,; a matching server for conparing the imrgration
information with the watch list information of the watch |i st

dat abase;



15the first termnal for displaying a result of comparing with watch
lists; a verification server having a sinplified inmmgration
passenger to be exam ned matching funggi on that conpares the
bionetric information in the immgration 20 information DB with
bionetric informati on obtai ned by a second termnal, to determ ne
whet her EEese,bio tric i.nformation pieces are of the sane person;
and an i gr &6 64348 Per-Sfor control ling the immigration operation,
25wherein in the first immgration, the immgration 51 server stores
the first bionmetric information and third bionetric information,
whi ch are input fromthe passenger to be exam ned, into the
imm gration inilorAnt ioniBPBatwher eyatehecampchshggser ver conpares the
third
a immigration information DB for storing immigration
5 information obtained by a first terminal, including ID
information for identifying a user as well as biometric
informaticn of the user;
a watch list database for storing watch list
information;

10 a matching server that allows first immigration by
ccmparing the immigration information with the watch list
information of the watch list database;

the first terminal for displaying a result of
comparing with watch lists;

15 a verification server having a simplified
immigration passenger to be examined matching function
that compares the biometric information in the immigration
information DB with biometric information obtained by a
second terminal, to determine whether these biocmetric

20 information pieces are of the same person; and

an immigration server for controlling the
immigration operation,
wherein in the first immigration, the immigration

server receives first biometric information of an

25 passenger to be examined by the first terminal, and stores



5 bionetric information with the watch list information,

wherein the first termnal displays a result of conparing the third
bionetric information with the watch 4¢st information, wherein, in

t he subsequent second inm gration, the 10 verification server
conpares the first bionetric information in the inmgration

i nformati_gn Lth.second bi.onetric.infor ion_obtained by the
second t 6P RaFeE BiBRE N e A e R RPN B pRr T b aPes ¢ he
third bignmetric information stored in the inmgration 15 information
DB in théPEPEBRCLRRI §Pation with the watch list information, and

wherein the second termnal displays a result of conparing the third
bi onetric infovhereésn wWhehnehehpagcherver ¢ompanesi ohe 20rst The

i mmgration systemaccording to claiml, wherein the first
bi omet ri bicnkormat iofcandttihe sétbndibsomettch iLhbkor dmatfbemaeach,
include at |east finger vein information. 52 6. An inmmgration

systegn for conykeléingrthaNtgrat i 08rmCRANr §86PDays a result of
comparing the first biometric information with the first
watch list information, and
wherein, in the subsequent second immigration, the
verificaticon server compares the first biometric
10 information in the immigration information DB with second

biometric information cbtained by the second terminal,

2. The immigration system according to claim 1,
wherein the matching server compares the first
15 Dbiometric information with the second watch list
information other than the first watch list information in
the watch list database, and
wherein the second terminal displays a result of
comparing with the second watch list information.
20
3. The immigration system according to claim 1,
wherein the watch list information includes:
ID information watch list information including ID
information that identifies users who satisfy a

25 predetermined condition; and



checking the presence of a previous immgration result of an
passenger to be examned in the immgration 5 control; when the
immgration result is present, checkigg the immgration result to
determ ne whether the particular inmgration result satisfies a
predeterm ned condition; when the immgration result satisfies the 10
redeterm ned condition, identifyjng the personal inforpmation of the
Bassenger to be BXIMTHEHCt HR OFggﬁégH Vﬁtgﬂef%ﬁgcknﬁiu@h%gparticular

immgration result; and , conmparing the identified personal

i nf or mat PoATREEACt hBLpEmasAan Pﬁf&hﬁaﬂﬁ@ﬁSiHbetSﬁFéﬁthghﬁassenger to
be 15 exam ned, to determne the identity of the passenger to be

exam nedpredeterminFdecpnniigiani.on system according to clai m®6,
wherein the personal information is bionetric 20 information of the
passenger to be exam ned.

5 4. An immigration system comprising:

a immigration information DB for stering immigration
information obtained by a first terminal, including ID
Information for identifying a user as well as biometric
information of the user:;

10 a watch list database for storing watch list
information;

a matching server for comparing the immigration
information with the watch list information of the watch
list database;

15 the first terminal for displaying a result of
comparing with watch lists:

a verification server having a simplified
immigration passenger to be examined matching function
that compares the biometric information in the immigration

20 information DB with biometric information obtained by a
second terminal, to determine whether these biometric
information pieces are of the same person; and

an immigration server for controlling the
immigration operation,

25 wherein in the first immigration, the immigration
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server stores the first biometric information and third
biometric information, which are input from the passenger
to be examined, into the immigration information DB,

wherein the matching server compares the third
biometric information with the watch list information,

wherein the first terminal displays a result of
comparing the third biometric information with the watch
list information,

wherein, in the subsequent second immigration, the
verification server ccompares the first biometric
information in the immigration information DB with second
biometric information obktained by the second terminal,

wherein the matching server compares the third
biometric information stored in the immigration
information PB in the first immigration with the watch
list information, and

wherein the second terminal displays a resuli of
comparing the third biometric information with the watch

list information.

5. The immigration system according to claim 1,
wherein the first biometric information and the
second biometric information each include at least finger

vein information.
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6. An immigration system for controlling immigration,
comprising:

checking the presence of a previous immigration
result of an passenger to be examined in the immigration
control;

when the immigration result is present, checking the
immigration result to determine whether the particular
immigration result satisfies a predetermined condition;

when the immigration result satisfies the
predetermined condition, identifying the personal
information of the passenger to be examined that is used
in the check of the particular immigration result; and

comparing the identified personal information with
the personal information input from the passenger to be
examined, to determine the identity of the passenger to be

exanined.

7. The immigration system according to claim 6,
wherein the personal information is biometric

informaticn of the passenger to be examined.



