
FIG. 1

1/5
104233-EP-EPA

USER 
EQUIPMENT 

(UE)

102

ACCESS 
POINT 
(gNB)

104

MOBILITY 
MANAGEMENT 

FUNCTIONS
(AMF/SEAF)

106

100

SERVING 
GATEWAY

FUNCTION (SMF)

110

PACKET DATA 
NETWORK 
GATEWAY

(PGW)

112

INTERNET

114

103

HOME 
SUBSCRIBER 
FUNCTIONS 
(AUSF/SIDF/
NRF/UDM)

108

zwj
Text Box



FIG. 2

NETWORK 
ELEMENT/

FUNCTION 1

202 204

INTERFACE 
CIRCUITRY

210

PROCESSOR

212

MEMORY

216

PRIVACY 
MANAGEMENT 
PROCESSING

214

218

INTERFACE 
CIRCUITRY

220

PROCESSOR

222

MEMORY

226

224

228

2/5
104233-EP-EPA

NETWORK 
ELEMENT/

FUNCTION 2 

PRIVACY 
MANAGEMENT 
PROCESSING

PRIVACY 
MANAGEMENT 

STORAGE

PRIVACY 
MANAGEMENT 

STORAGE

200

zwj
Text Box



3/5
104233-EP-EPA

FIG. 3

HOME NETWORK OPERATOR 
PROVISIONS EACH SUBSCRIBER 

DEVICE WITH: (1) PUBLIC KEY FROM 
PUBLIC KEY/PRIVATE KEY PAIR FOR 

USE IN PERMANENT IDENTIFIER 
CONCEALMENT; (2) IDENTIFIER FOR 

PUBLIC/PRIVATE KEY PAIR; AND
(3) IDENTIFIER FOR PRIVACY 

MANAGING ENTITY CONFIGURED TO 
DE-CONCEAL PERMANENT 

IDENTIFIER

302

EACH SUBSCRIBER DEVICE 
ACCESSES HOME NETWORK 

THROUGH VISITING NETWORK 
USING CONCEALED PERMANENT 

IDENTIFIER INCLUDING KEY 
IDENTIFIER AND PRIVACY 

MANAGING ENTITY IDENTIFIER

304

300

zwj
Text Box



4/5
104233-EP-EPA

FIG. 4

400

404

402

406408

412

410

400

404

402

406408

410

SUCI, key id A

SUPI

AUSF

AV for SUPI

zwj
Text Box



FIG. 5

5/5
104233-EP-EPA

500

504

502

505

508

512

510

506

507

zwj
Text Box




