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We,HONEYWELL INFOR-                where such interrupt requests occur
frequently, MATION SYSTEMS INC., a corporation          not only from
peripherals coupled to the organised and existing under the laws of the
computer, but also from internal interrupt State of Delaware, United States
of America, of  sources such as those which may be generated 5 200 Smith
Street, Waltham, Massachusetts    by computer programs executing in the
compu- 45 02154, United States of America, do hereby  ter. The processing
of such interrupts within declare the invention for which we pray that a.
the computer in order to enable interrupt service patent may be granted. to
us,.and the method  must therefore be capable of distinguishing by which it
is to be performed to be particularly   different types of interrupts as
well as the 10 described in and by the following statement:-   priority of
interruptability Ievel associated there- 50 The present invention relates
generally to  with and in response thereto provide a data processing
systems and more particularly    mechanism for enabling such interrupt
service to  data processing systems which have a plurality  in as short a
time as possible. of interrupt sources, in response to an interrupt
Accordingly the invention provides a data 15 request from which interrupt
service is provided.   rocessingsystem comprising:      55 There are
various types of interrupt proces-   a plurality of interrupt sources each
of which is sing systems in the prior art which are coupled   'capable of
requesting the initiation of a process; to provide interrupt service in
response to an  a memory; and interrupt signal received from any one of a
a processor which sequentially executes proces- 20 number of sources such
as peripherals connected   ses having interrupt levels based on their
relative 60 on an input/output bus. Typically, the      importance, the
processor comprising: procedure folowed for servicing interrupts from
means which address a plurality of areas in the such peripherals first
requires identifying the  memory by means of respective interrupt level
interrupting peripheral, next requesting the  members; and 25 status of the
peripheral, and then providing the   level change means responsive to a
level change  65 status. This procedure is relatively slow and in   signal
to change the interrupt level of a current- certain types of systems where
interrupt    ly executing process to another value and to routines are
executed frequently, the acknow-   cause the addressing means to address
the ledge routine time may pose serious speed restr-   memory area
associated with the current 30 aints on the total system. In one such
interrupt   process by means of the new level number.    70 system,as
indicated inU.S. Patent No. 3,881,174  A data processing system embodying
the the interrupt processing apparatus includes a  invention and  certain
modifications thereof computer which allows a peripheral  upon    will now
be described , by way of example, receiving an acknowledgement from the
compu-   with reference to the accompanying drawings, 35 ter of an
interrupt request which the peripheral  in which:
75 previously generated, to simultaneously provide     Figure 1 is a block
diagram of the computer the computer with its address and status there-
system; by shortening the time required for the interrupt  Figure 2 shows
the format of an interrupt routine. Thus the time saved in processing
inter-  signal; 40 rupt requests is very important particularly     Figure
3 shows the format of a location in  80 29 APR 1981    2 an interrupt saye
area;            addition, interrupts may be generated internal Figure 4 is
a flow diagram of the operation    to the central processor under computer
of the system;                     program control. Figure 5 is a block
diagram of the interrupt   The interrupts generated in the system,
mechanism;                        whether they be external or internal to
the    70 Figure 6is a block diagram of interrupt flags;   processor 402,
are generated asynchronously Figure 7 is a block diagram of signal pro-
with respect to the operation of the system, duction circuitry;
including the current computer program being Figure 8 is a block diagram of
interrupt scan   processed in the processor 402. The interrupt circuitry;
may be classified by their source, being either  75 



Figure 9 is a block diagram of various       external or internal to the
processor 402. registers;                                Externally
generated interrupts may be so                   wirychemao Figure 10 is a
block diagram of interrupt         generated by any one of the following
events; level change circuitry.                         a peripheral device
of a unit requires service, 15    Broadly, the system has a plurality of
inter-   there is a power failure, or there is a time out   80 rupt soures
and a data processing unit which  such as via a watchdog timer or a real
time clock includes means for executing a process having  indicating for
example that an operation has any one of a plurality of interrupt levels.
The  not taken place within a prescribed time. levels are numbered so that
level O is the highest   Internally generated interrupts may be generated
20 interrupt level and level 63 is the lowest inter-.   by an instruction
indicated as the LEV instruc-   85 rupt level. The level of the process may
be     tion which will be discussed with respect to changed to another
level in response to a level    Figure 2. change signal generated by the
process itself     There are various priority levels associated or by other
means so that the operation of the    with the interrupts in the system.
Every 25 process may take place at a different level   Computer program in
the central processor                        25 which may be more or less
interruptable by     execute at a priority level defined by a six bit other
interrupt sources than the current level.  level code. The executing
computer program Such level change takes place without inter-   in the
processor 402 may be interrupted by an ruption of the execution of such
process.      even having a priority level that is "greater" 30 Storage
means is provided in which a plurality  than the level of the currently
executing  95 of storage areas are provided, in most cases, but   program.
(Level zero has the highest priority not all, one for each different
interrupt level  and the higher numbered levels have the lower number. The
current level number provides a  priority). pointer to one such storage
area which is capable  Associated with each level is a corresponding 35 of
storing data which may have been temporarily  interrupt vector (IV) which
is stored in a  100 stored in such process in any one of the registers
dedicated memory location. The interrupt included in the data processing
unit. In response   vector is a pointer to an interrupt saving area to the
level change signal, the new interrupt   (ISA). When an executing program
is inter- level number is provided to point to the same   rupted, its
context is stored in its corres- 40 storage area (as did the current level
number)  ponding interrupt save area. The context of the  105 thereby
making unnecessary the swapping of       interrupting process is retrieved
from the inter- information contained in such registers which  rupt save
area of the interrupting level. This would otherwise be required where on
process   interrupting process then starts executing at its of higher
interrupt priority interrupts another assigned level. Different processes
or programs 45 process.                                       may be
running at different levels. Further, a   110 The system is generally shown
in Figure 1. process or program may have more than one The common bus 400
is coupled to a central     level associated with it. For example, normally
processor 402 and at least one memory device    the program may run at one
level and when it 404. Also coupled on the bus may be various      starts
to execute at a point where it does not 50 peripheral controllers such as
those used for      want to be interrupted, except for example controlling
a tape or disc storage device,      a power failure, it may make a level
change (to communications devices, options such as        a lower numbered
level) so as to be less inter- scientific and arithmetic units and other
unit  ruptable. Associated with the 64 different levels record peripherals
such as card readers. Such   there is a register of 64 bits (which may for
55 peripheral controllers are shown generally as   example be located in
memory) in order to controllers 406 and 408 with controller 406    indicate
what levels are currently active, that is coupled to control two or more
peripheral     what levels and accordingly processes are ready devices 41 0
and 412.                           for execution. Usually, the level
currently The interrupt structure allows interrupts to    executing
corresponds to the most significant 60 be received by the central processor
402 from  bit set. These 64 bits are referred to as activity any one of the
devices coupled with the bus     flag bits and are set by the external
interrupt 400. Accordingly, controller 406 may, for   requests and are set
and/or cleared by the LEV example, generate an interrupt. Such interrupts
instruction generate internally in the processor received from such devices
coupled with the    402. 65 bus are referred to as external interrupts. In
When an external interrupt occurs, the    interrupt vector for the
interrupted level is   Condition    SDO               Effect extracted and
provides access, to its interrupt  I         000         Level L schedule,
high- save area, into which are stored the contents of
est level scanned for and selected registers which are included  in the
dispatched. 5 processor 402. These registers may for example   2
010        Level L schedule.       70 include the program counter, other
special     3           Ox1        Inhibit to level L. registers such as
commonly used. memory.        4          lxO         Level L schedule, 



registers, and other general registers. Depending
current level suspended, upon the number of such registers whose
highest level scanned for 10 contents must be saved, and assuming that the
and dispatched.         75 number ofsuch registers is no greater than 16,
5         lxi        Inhibit to level L, then a 16 bit interrupt save mask
register (ISM),                      current level suspended. which may be
contained for example in the interrupt save area, controls the subset of
the    In more detail, the effects of these 15 registers to be saved. The
interrupt vector for  combinations are as follows. "Level Lscheduled" 80
the interrupting level is used similarly to gain  (Q = 0) means that the
activity flag for level L access to its interrupt save area from which the
is set. "Inhibit to level L" (Q = 1) means that contents Qf the registers
previously saved for it   the level of the currently running process will
are again loaded back into such registers. The  be changed, the activity
flag for a new level will 20 identity of the interrupting channel is stored
in   be set, and there will be no context save and    85 a location of its
interrupt save area. The format   restore operation. This is normally used
for a of such location is as shown in Figure 3, with  quick level change to
a higher level. "Highest bits 0 to 9 indicating the channel number and
level scanned for and dispatched" means that bits 1O to 15 indicating the
interrupting level.    the activity flags are scanned to find the highest
25    If the interrupt vector of the interrupting      active level and
that level is given control of the 90 level contains an invalid address,
then the inter-   processor. "Suspend current level" (S= 1) rupt is not
honored. For example, if the inter-    means that the activity flag for the
current run- rupt vector is all zeroes, then this cannot be a  ning level.
is cleared. The absence of a scan and proper interrupt vector since by
definition the    dispatch may be termed a defer interrupt.. 30 vector must
point to the interrupt save area,       Now referring to the flow diagram
of Figure  95 which starts at a location other than zero. If the  4, the
operation of the five conditions will be interrupt is honored, a scan of
the activity flag    explained. The normal operation of the system bits
will be made as hereinafter described. If.   begins at block 10 when there
is a fetch of an the interrupt vector of the interrupting channel
instruction, the beginning point of which is 35 is the same as the vector
of the currently exe-    indicated by block 1 1. The fetch is for an    100
cuting interrupt level, for example, a quick level  instruction (which may
be located in memory) change, then the context save and restore       which
is to be executed and takes place in a process is bypassed and the current
level may   conventional manner well known in the art. keep executing. Thus
in such case, the saving of  Following this, a query is made as to whether
40   the registers of the interrupted level and the  or not a pulse
utilized to for example decrement 105 restoring of the contents of the
registers of   the te  time out function has been received. Time
interrupting level need not be performed.       or clock pulses may be for
example derived The internally generated interrupt of the    from the AC
voltage power line at about 8 ms processor 402 is initiated by an LEV
instruction  intervals, in which many fetch operations may 45 which has as
parameters the indicated fields and  occur. If there is a pulse generated
as indicated   110 its operand as shown in Figure 2.This instruction  by
the yes answer of block 12, then the time is used to set or clear (reset)
the activity flag     out decrement function of block 27 is entered. 'bits,
and either inhibit or enable interrupts. The  If there has been no clock
pulse so generated, LEV instruction basically has four fields in  then the
question is asked, block 13, whether 50 order to control various actions.
The four basic   or not there has been an external interrupt.  115
11 fields are the S field in bit location 8, the D  If there has not been
an external interrupt, then field in bit location 1, the Q field in bit
location  the instruction is finally fetched as indicated by 8 and the L
field in bit locations 10 to 15.    block 14. At block 15, the instruction
is tested (Bits 2 to 7 and 9 are not used). The fields have  to determine
whether or not it is an internal 55  the following meanings S means to
suspend the  interrupt generated by central processor 402 as  120 current
level. D means to defer interrupts. Q   indicated by the LEV instruction.
If this is not means a quick level change as shall be herein-    an LEV
instruction, then the fetched instruction after described. L defines'the
interrupt level  is executed as indicated at block 16 and the number. The
various actions performed in       process is  reentered at block 10. Thus
this 60 response to the setting or resetting of such bits   explains the
normal operation of the system  125 depend upon the S. D and Q bits; in
some cases, when a fetch of the instruction is made and it does not matter
what a particular field is.    executed without either internal or external
There are 5 effectively distinct combinations  interrupts and without a
clock pulse being of the S, D, and.Q bits, referred to as conditions
generated. 65 1 to 5 and summarized in the following table      The next
case is that where a clock pulse has 130 (where x indicated a don't care
bit):           been generated as indicated at block 12 to    4
1556194                                           4 decrement the time out
function (TOF) as        assuming the condition where the S, D and Q
indicated in block 50 of the time out function    bits are all equal to a
binary ZERO , and in 



27. A test is then made as to whether or not the  summary of condition one,
the new level is decrementing of such time out function in block   schedule
by block 18, a scan of the flags is 5  50 has caused the resultant couint
to be equal       made to determine which one is the highest    70 to for
example, zero, as indicated in block 52     active level, as indicated by
block 25, and as If the answer is no, then block 10 is again   indicated by
block 30, there is a save and restore entered and a new fetch begins at
block 11. If    function performed. the answer is yes, then the number of
the time  For condition two, where the S, D and Q 10  out function level is
set or created as indicated  bits are respectively a binary ZERO, a binary
by block 54. This block (like block 17, discussed   ONE and binary ZERO,
this condition operates later) operates so as to set the S,D and Q bits
beginning from block 10 and going through each equal to zero as indicated
by block 56 so    block 15, assuming no time or clock pulse has that the
activity flag of the highest level is scan-  been generated and there is no
external interrupt, 15 ned, following which there may be a save and    and
the new level is scheduled as indicated by restore of the contents of the
various registers  block 18. Block 20 is then entered following in order to
service such higher active level.   which block 23 is entered. The flow
takes the Prior to discussing the conditions whereby  same path to block 24
because the Q bit is a an external interrupt is sensed, as indicated by a
binary ZERO. In this case, however, the D bit 20 yes answer to block 13,
the internal interrupt  being a binary ONE then the answer to block   85
condition will be discussed. Accordingly, when    24 will be yes and block
10 will be entered a yes answer is generated by block 15, this     again.
Thus, by the second condition, what has indicates than an LEV instruction
was fetced,  happened is that the internal interrupt has and block 18 is
entered and the activity flag of  caused a new level to be scheduled;
however the 25 the level specified by the LEV instruction is set  operation
on the new interrupt level has been  90 The LEV instruction may have been
inserted         deferred. under program control for example. Thus, with
It can be seen that the utility of the second reference to Figure 2, the L
field of such   condition may be where, for example, there is operand is
utilized to set the activity flag bit    a desire to schedule a lower
priority process 30 associated with such level. Following this, the   than
the one currently in control with the    95 output of block 18 feeds into
the decision box    intention of scheduling perhaps several lower 20
directly by means of line l9.(In a modi-      pririty processes before
relinquishing control fication, as will be discussed with respect to  of
any of them. Since these processes are lower external interrupts, block 19A
may be entered). priority, there is no purpose in instituting a 35    Thus,
by block 18, a new level is scheduled.   scan until such time as the
current executing    100 following which, by block 20, question is made
level suspends its operation. as to whether or not the S bit has been set,
i.e.,  Now with reference to the operation for to a binary ONE. Assuming
the first condition,   condition three, the S, D and Q bits are respec-
i.e., that the S, Q and D bits are all equal to a  tively a binary ZERO, a
don't care state, and a 40 binary ZERO, then the answer to block 20 is
binary ONE. The operation occurs as was the   105 no, as is the case for
block 23 and block 24    case for conditions one and two such that block
which thereby causes block 25 to be entered.     18 causes the scheduling
of the specified level In block 25, the activity flags or bits are scanned
of the LEV instruction. Since the S bit is a to determine which one of such
flags indicates  binary ZERO, and block 20 having being 45 the highest
active level. Follwing this scan; the   entered via line 19, block 23 is
entered which interrupt vector of the highest active level is    becuase
the Q bit is a binary ONE causes a yes checked to determine whether or not
it is valid   answer to be generated thereby causing the as indicated by
block 26. If it is not valid, then    process to enter block 29. By block
29, the block 21 is entered and the flag of such level is   level of the
currently running process will be 50 cleared, following which, in response
to a no    changed and the contents of the registers will     115 answer
from block 22, the flags are scanned    not be saved and restored.
Typically condition again for the highest active level. If the answer
three is used for a quick level change to a higher to block 26 is yes,
i.e., that there is a valid inter-   operating level so that the running
process will rupt vector, then a check is made as to whether   be less
interruptabe. Thus by block 29, the old 55 or not the new interrupt vector
is equal to the    ISA address which is pointed to by the preivious   120
old interrupt vector as indicated by block 28.     operating level is
placed in the new interrupt In normal circumstances, the answer to block.
vector level location. Thus for such case, both 28 is no and block 30 is
entered whereby as a           the old interrupt vector location and the
new first step, the contents of the registers for the   interrupt vector
location are pointing to the 60 old level are saved in the interrupt save
area   same interrupt save area. The new interrupt (ISA) pointed to by the
interrupt vector for   vector is usually one which is not committed to that
level and the registers are restored with the    any specific interrupt
save area and which contents thereof from the interrupt save area of
be utilized in such situations where the running the interrupting level.
Following this operation    process desires to be less interruptable.
Accord- 65 a fetch is again entered at block 10. Thus,       ingly, there
need be no swapping of the interrupt   



1 556 194                                                   5 save area
registers since in fact the same inter-   Having now described the
operation of the rupt save area is used and the same process is  previously
mentioned five conditions, the running. This will also be the case when
there is external interrupt situation will now be discussed. a quick level
change back into the lower priority  If there is an external interrupt in
response to 5 level. In addition to placing the old ISA address  the
setting of the external interrupt flag, block  70 in the new IV level
location, by block 29, a  13 will generate a yes answer, and block 17 will
broadcast is made over the bus of the level    be entered. At this time,
the identity and level change to other devices so as to indicate to such
of the external interrupting device will be read other devices, as may be
waiting to transmit an  and stored in the interrupt save area for that 10
external interrupt to the processor, that there    level. Following this,
there will be a scheduling  75 has been a level change and that they should
try   of such level indicated by the external interrupt to gain access for
use of the bus at this time  followed by a dispatch thereof. Accordingly
particularly in that situation when there is a  this operation will be the
same as that for the level change to a lower level. Following the   first
condition wherein each of the S, D and Q 15 function provided by block 29,
the fetch cycle   bits are equal to a binary ZERO. Thus, in  80 is again
entered at block 10.                 response to block 17, block 56 will be
entered During the fourth condition, the S and Q    such that bits are all
set to be equal to a binary bits are respectively a binary ONE and a binary
ZERO and the process will continue as for ZERO with the D bit being a don't
care         condition one. As indicated before for the time 20 condition.
Thus the operation will begin at   out function, this function as indicated
by   85 block 10 and continue through blocks 15 and   block 27 also acts to
set bits S, D and Q equal 18 at which time a schedule is performed by
to a binary ZERO as indicated by block 56 so the setting of the flag of the
specified level.   that the operation of condition one is also Block 20
will then be entered and it will be    followed in response thereto. In
each of these 25 found that the S-bit is equal to a binary ONE,    cases,
when the activity flags are scanned, the   90 which accordingly will cause
block 21 to be    cause of the interrupt will be allowed to function
entered. This will cause the activity flag of the    via the interrupt save
area and finally its own current level to be cleared. Thus what has
interrupt routine. happened is that the indicated level has been    As
indicated before, if the new interrupt 30 scheduled and then the operation
of the current  vector is not equal to the old interrupt vector,  95 level
has been suspended following which,      then block 30 is entered for the
save and restore because the Q bit is equal to a binary ZERO,  function.
However, if such vectors are equal, block 22 is entered and exited at the
no output   then the operation of block 29 is entered. If the thereof so as
to enter block 25 causing a scan of  answer is yes to block 28, either the
scan found 35 the flags for the highest active level. This is  no activity
level higher than the current one, or, accomploshed so that the operation
flows      the process which caused an inhibit has just through block 26,
block 28 and then block 30    suspended (to return to normal). and back to
block 10 and accordingly there is a   As previously indicated, the normal
path save and restore operation performed. Thus in    between the
scheduling of block 18 and the test summary, the new level has been
scheduled and   of block 20 is the line 19. In the modification,  105 the
current level has been suspended and a save   where there is an external
interrupt, the path of and restore operation has taken place in response
line 19 directly from block 18 to block 20 may to the indication from the
scan of the highest    be eliminated and the test for an external active
level. This could be used for scheduling    interrupt may be made as
indicated by dotted 45 or invoking a process of either a higher or lower
line block 19A. If this is not an external  110 level than that of the
current process.        interrupt, then block 20 will be directly entered.
For the fifth condition where both the S and   However, if this is an
external interrupt and Q bits are a binary ONE and the D bit is a don't
accordingly a yes answer is generated, then care condition, the operation
is the same as the   block 26 may be entered directly from block 50 fourth
condition in that block 20 is entered and   19A via line 19B. This
eliminates the need for  1:1 block 2l operates to clear the flag of the
current   scanning of the activity flags for the highest level. However, in
this case where the Q bit is    active level as indicated by block 25. This
is equal to one, a yes answer from block 22 causes  premised on the fact
that once an external block 29 to be entered thereby causing a quick
interrupt is allowed to set the external interrupt 55  level change and a
broadcast of the level change   flag, this means, as will be discussed,
that in  120 to the other devices via the bus. Following this   fact that
the external interrupt's level is higher operation, block 10 is again
entered. Thus for   than the current operating level in the central the
fifth condition, what happens is that the  processor 402. Accordingly a
scan need not be specified level is scheduled, the current level  made for
the highest active level, since by 60   is suspended and the old ISA
address, i.e., that   definition, the external interrupt has the highest
125 pointed to by the just suspended level, is placed   active level. Thus,
from the yes answer of block in the new IV level location thereby enabling
a    19A, the path of line 19B and then normally, quick level change to
another level for the    the operation of blocks 26,28 and block 30 and 



current running process, relinquishing the old,    then block 10 will be
provided so as to process 65  i.e., current, level.
the external interrupt in a minimal time. One    130    6
1556 194                                         6 Potential problem
associated with this external   to a suspend request or an invalid
interrupt interrupt time saving technique is that although  vector. A flag
bit is generally cleared when the at the time the external interrupt flag
was set,    operation associated with its level has been this indicated the
external interrupt to be the  completed. Depending upon the state of the S,
highest active level, i.e. a level higher than that    D and Q bits
received by interrupt decode logic associated with the current running
process of     310, one or more of four sign will be generated.
pitt the central processor 4O2, it is entirely possible   As indicated, the
RFCL signal will reset or clear that prior to the next fetch, even though
only    the associated level's flag. Also generated may microseconds later,
there may be another higher   be the SFHL signal, the QLC signal, or the
FNI                     belessi 10 level process (a higher level than the
level of the    signal. The SFHL signal indicates that the  75 external
interrupt) which is requesting proces-    activity flags should be scanned
to determine sing time. In such case then, it would be unde-    which level
is the highest active level (the one sirable for the external interrupt now
of lower    generally waiting for interrupt service). The priority to
interrupt or execute before the     QLC signal indicates that there will be
a quick                                           to the I 15 process of
higher prioty. However, as a trade-   level change to another, usually
higher level off, by the process as indicated by the dotted        The FNI
signal indicates that the next instruc- lines 19A and 19B, it is possible
to save the time    tion should be fetched. The decode logic 310 associated
with the comparisons and scanning        is shown in Figure 6. operations
as shown in Figure 4, even though            In response to the SFHL
signal, the scanner          interru; the process of a higher level may be
interrupted       1ogic 316 will be enabled. Scanner logic 316 is by
external interrupts of lower level if the       more particularly shown in
Figure 8. Scanner external interrupt had the highest level at the     logic
316 operates to indicate which one of the time it was allowed to set its
external interrupt   activity flag bits in register 150 indicates the flag.
highest level which is ready to be serviced. In 25    Referring now to
Figure 5 (parts of which are      response to logic 316, the interrupt
vector       90 shown in more detail in Figures 6 to 10), an
address will be generated and will be formed via interrupt may be either an
external or internal        the address generation and check logic 318.
This interrupt, an external interrupt being generated   logic is utilized
to address the interrupt vectors by any one of the devices coupled on bus
400   108 and to initiate the WLC operation or the 30 and an internal
interrupt being generated by the  save and restore contents of registers
operation  95 central processor 402 by means of the LEV      The quick
level change operation may also be instruction or by depletion of the time
out     independently initiated in response to the QLC function. The
external interrupt on line 300    signal provided by logic 310. Logic 318
accord- includes its level which is received at the A input   ingly
provides an address to the interrupt vectors 35 of the comparator 302.
Received at the B input   (IV) 108. Each of the interrupt vectors points
100 of comparator 302 is the current level of the  to the associated
interrupt save area (ISA). Thus, process running in the central processor
402 as    IVO points to ISA-0 which may be located in indicated by block
304. As indicated herein-    any location in memory. Not all interrupt
vectors before, a level number equal to zero is the       need be committed
to a particular interrupt save 40 highest priority level and a level number
equal    area as will be hereinafter discussed. The inter- to 63 is the
lowest priority level. Accordingly,   rupt save areas include a plurality
of locations if the external interrupt level number is less than
sufficient to store the necessary information  222 the current level number
and if external inter-    associated with the different levels. More part-
rupt flag 311 has not been previously set, flag   icularly, the interrupt
save areas may each store 45 311 will then be set by the enabling of AND
gate  the contents for that level of the working      110 309. The enabling
of gate 309 will enable gate  registers in the central processor 202. Such
307 to pass the interrupt level to register 315   registers may include the
program counter for for storage therein.
example. Not all levels need store the contents The enable signal received
at gate 307 will   of the same registers. Thus if a level is interrupted 50
enable the interrupt level to provided, via    by a higher level, then
there will be a save and   115 register 315, to set the associated flag of
the  restore operation. This is indicated by the SRCR interrupt specified
level via logic 308. The    signal generated by logic 318 which enables
save enabling of gate 307 also enables the bits S, D  and restore logic 320
which is more particularly and Q to be set to zero and received by
interrupt   described with respect to Figured 9. Thus logic decode logic
310 via register 315. The internal   320 enables the bilateral transfer of
the contents  120 interrupt by way of the LEV instruction is      of the
registers with the interrupt save area. received on line 312 with the level
number and    Initially, during such save and restore function, the binary
state of the S, D and Q bits as    the contents of the registers associated
with the indicated in register 314. The level designation    current level,
i.e. the interrupted level, will be 



60 in register 314 is also received by logic 308 and  stored in its
respective interrupt save area as  125 the S, D and Q bit states are
received by logic   addressed by logic 3l8. After this saving process 310.
The logic 308 is generally shown in Figure    is completed, then the
registers will be restored 6. The activity flags 150 are set via logic 308.
with the contents of the new level's associated Logic 310 is coupled to
clear such flags by          interrupt save area. 65 means of the RFCL
signal generated in response     The quick level change which may be
initiated 130    7                                       1 556 194
7 by logic 318 or logic 310 operates to enable the  bit will also be reset
if the level associated there- quick level change logic 322. This does not
with, as indicated by the current level of register require a save and
restore operation. The quick    206, completes its operation and issues and
level change enables the current level to jump   LEV instruction specifying
suspend. Thus, the 5 to a higher level and enable such higher level to
flag of the specified level of the interrupt,  70 point to the same
interrupt save area as the  whether it be internal or external, be in
response current level. Accordingly, a process may be   to a time out
function or be generated in the running at a level (current) and may desire
to    interrupt service process, may be either set or          1 be less
interruptable and may accordingly switch  reset so as to schedule the
servicing of the 10 to a higher level. The save and restore function
respective interrupts. need not be provided at this time since in fact  Now
referring to Figure 7, the manner in the same process is running. The
reverse      which the S, D and Q bits received from the procedure is made
when there is a change back    LEV instruction, the external interrupt or
the to the lower and more interruptable level.    time out function operate
to perform the opera- 15  The manner in which the flag of the specified
tion as generally indicated by blocks 20,23,24  80 level is set as
indicated by block 18 of Figure 4   and 22 of Figure 4, so as to generate
the required will now be discussed. As indicated by Figure 6,  control
signals, will be explained. Thus, depend- the level may be provided by
either the external  ing upon the nature of the interrupt, the S,D
interrupt, the internal interrupt (LEV instruc-    and Q bistable elements
70, 72 and 74 respect- 20 tion), or the time out function. These levels may
ively will either be set or reset. For the external 85 be received by
registers 200, 202 or 204 as   interrupt condition and the time out
function shown in Figure 6. Depending upon the state  as indicated by block
56, the S, D and Q bistable of the interrupt operation as shown in Figure
4,  elements or flip-flops will be reset so as to then one of these levels
which is received from    generate a signal at each of their zero outputs.
25 the respective register via OR gate 208 is placed   For an internal
generated interrupt in the in a general level register 210 for use in
setting   central processor 402, then depending upon the the activity flag
bit in question. The 64 activity   LEV instruction, one of the five
conditions will flag bits are shown in register 150.         be indicated
thereby setting or resetting the Whether such bits will be set or cleared
(reset)  respective elements 70, 72 and 74. As indicated 30 depends upon
the operation which has taken   hereinbefore, the operation for condition
one is 95 place. Setting and clearing is provided in response  essentially
the same as the operation for the to signals enabled by set gates 212 and
reset  external interrupt and the time out function in gates214 which,in
response to the level number  that the S, D and Q bits are all equal to a
binary contained in register 210, operate via a decoder   ZERO.
Accordingly, the elements 70,72 and 35 216 to place a signal on one of the
64 set lines    74 will be reset in response thereto to generate  100 218
coupled from the outputs of the decoder    a signal at each of the zero
outputs thereof. 216 to the set inputs of the elements in register   With
the states of each of these elements being 150. Similarly, one of the 64
reset lines 220   a binary ZERO state, then AND gate 76 will coupled
between the outputs of decoder 216    be fully enabled which in turn will
fully enable and register 150 may be activated via reset gates  AND gate 78
which via OR gate 80 will generate 105 214. A set condition is indicated
via OR gate    the SHFL signal, which indicates that the flags 222 if the
LEV instruction is detected by      will be scanned to indicate the highest
level. If, means of detector 224 coupled to the general    as in conditions
foul and five, the S bit is a instruction register 226. This corresponds to
binary ONE on the other hand, then the RFCL 45 the operation of block 15 of
Figure 4. The set-  signal will be generated indicating that the flag  110
ting of one of such bits in register 150 is also  of the current level is
to be reset or cleared. In provided in response to the setting of the
addition, depending upon the state of the Q external interrupt flag,
element 311, which is    element, if set, then with the S bit equal to a
coupled to receive a signal via the bus from one   binary ONE and the Q bit
equal to a binary 50 of the devices which desires the interrupt service.
ONE for the fifth condition, gate 82 will be  115 As has been seen from
Figure 5, the only device  fully enabled which via OR gate 84 will generate
which can set the flag 311 is a device which has   a QLC or quick level
change signal. If this is a level which is higher than the currently
operat-  condition four whereby the S bit is a binary ing level in the
central processor 402. One of  ONE and the Q bit isa binary ZERO, then 55
the activity flag bits in register 150 may also be   AND gate 86 will be
fully enabled to generate,  120 



set in response to the time out function as indi-  via OR gate 80, the SFHL
signal thereby generat- cated by the operation of block 27 in Figure 4
ing a scan of the flags. such that upon receipt of an indication of a
Having described conditions one, four and time out function by register
230, the bit      five as well as the external and TOF interrupts, 60
associated with the level of the time out function   for condition two
wherein the one outputs of   125            - will be set in register l50.
Activity flag bits in    the S, D and Q elements are respectively a binary
register 150 will be reset if there is an invalid     ZERO, ONE and ZERO,
then AND gate 76 will interrupt vector indicated by the operation of    be
fully enabled and because the D element 72 block 26. This is coupled to
reset gate 214 via    has been set, will fully enable AND gate 88 to 65 OR
gate 232. The particular respective activity   generate the FNI signal
which indicates that :~~~~- -   ,                 .            -
-                              .I-..  --     :------    8
1556 194 the next instruction is to be fetched. For       well as the
interrupt save area addressed may be condition three, wherein the one
output of the  provided to IV invalid checker 112 which as S element is a
binary ZERO, the D element is    indicated hereinbefore may simply check to
either state (a don't care condition), and the Q    determine whether or
not there are all binary 5 element is a binary ONE, then gate 90 will be
ZEROES in such interrupt vector, in which case   70 fully enabled via OR
gate 84 which will generate   an invalid indication will be generated
thereby a QLC signal indicating a quick level change.    causing the flag
of the corresponding level to be Now referring to Figure 8, the activity
flag  reset in response to the RFCL signal so generated. bits, which are 64
in number, are shown in      If the interrupt vector is valid, the checker
112 10 register 150. The highest level (lowest number)   will enable
comparator 114 which in addition is level zero which is shown on the right
side of   to having one input from the new level register the register. The
apparatus of Figure 8 shows   110 has as its other input the level of the
current the mean by which such flags are scanned in  running process
received from register 116. It order to determine the highest active level,
the new level is equal to the current level, the 15  as indicated by the
process of block 25 in          operation of block 28 of Figure 4 may take
Figure 4. TheSFHL sgnal is utilized to shift  place such that a QLC signal
will be generated; the bits in register 150 one by one to the output
however, there will actually be no level change of register 150 for
detection by binary ONE      since it is the same level. If the new level
and detector 102. The output of register 150 is     the current level are
not equal as is the normal 20  connected back to its input and each time
there  case, then the old and new IV values may be  85 is an SFHL signal,
there is a complete shift of   similarly compared. If these are equal, a
QLC the entire 64 bits out of and then back into    takes place which is a
return from the inhibit register 150. At the same time that the bits are
operation. If they are unequal, there will be a shifting one by one to the
output of regiser     save and restore operation of the contents of 150,
the counter 104 is coupled to count the    the various registers in
response to the SRCR number of shifts. When a binary ONE is detectdd
signal generated by the comparator 114 by detecor 102, this enables gate
106 to             The apparatus for providig the save and provide the
interrupt vector address from        restore operation of block 30 of
Figure 4 is counter 104 through gate 106 to address the    illustrated in
Figure 9. In response to the SRCR 30 interrupt vector area which may be in
a         signal the mask register 100 shifts its contents  95 dedicated
location in memory 108. The 64         out to the right. Mask register 100
may be activiy flag bits may actually be stored in four   initially
included in the interrupt save area 152 16 bit word locations in a
dedicated location      for the particular interrupt vector address. The in
memory also. In such case, the word contain-  interrupt save area 152
includes, in addition to 35 in  the highest level activity bit would be
the mask, the channel and level number of the accessed first and each bit
of a word would be   interrupt and locations to store the contents of
checked in parallel to see if there is a bit in the    the program counter
and other registers A to N. binary ONE state. If this is the case, then
there   The contents of some registers need not be needed be no access of
the second, third and fourth   saved, and this requirement may vary for 40
activity bit words. When the activity bit word is  different levels, and
the mask 100 is utilized to found having an activity bit set, then the
determine which ones of such registers will be location of this bit may be
checked in the same   saved if the current level is interrupted by a manner
as shown for the entire 64 bits as        higher level or will be restored
if this is the new illustrated in Figure 8. In such embodiment,    level
which is interrupting the current level. the number of activity bit words
accessed          Thus initially, the mask 100 is ascertained from would
also have to be kept track of in order to   the ISA either all at once or a
bit at a time. In determine the actual interrupt vector address,    one
embodiment the mask 100 may be placed In addition, as shown in Figure 8,
the output of  in the register 100, and the SRCR signal is counter 104 may
not directly address the        utilized to shift the contents thereof in a
like 50 interrupt vectors 108 via gate 106, but rather   manner as was the
case for the activity flag bits 



an index address may be utilized so as to point    150 in Figure 8, to a
binary ONE detector 165 to the first dedicated location for the interrupt
and in addition back to the input of register vectors. Thus, by the scan of
the register 150    100. At the same time, in response to the as shown, the
highest active level would be level. SRCR signal, 16 shifts are made in
response to 20 as indicated by the binary ONE state therein.  which counter
156 counts until gate 158 is This, when shifted from the output of register
enabled by detection of a binary ONE by 150, will be detected by detector
102 and to-   detector 154, at which time the position in the gether with
the count indicated by counter 104   mask of the binary ONE is transferred
to gate will address IV20.                               160 so as to
enable the transfer of the infor- 60 Each of the interrupt vectors may
include a    mation either from the interrupt save area to pointer to an
interrupt save area which may be   the registers generally indicated as 162
or from located at any location in memory. Once the      such registers 162
to the interrupt save area 152. interrupt vector is addressed, then the
level    The direction of the transfer is determined by 65 new level
register 110. In addition such level as   160. This direction signal may
simply be a    130 65 new lei    1556 194
9 toggle such that a save is performed first followed  points to interrupt
vector 50 and that such by a restore. Each time a save and restore
interrupt vector 50 points to interrupt save area operation is provided,
there will be a transfer in  50, then such process running at level 50 will
be both directions so that initially the contents of   more interruptable
than one running at level 10. 5 the registers will be saved in the
interrupt save    It may be desirable during the running of a  70 area
corresponding to the current level, foilow-   particular portion of the
process to change ing which the new level interrupt save area   levels so
that such process is less interruptable. contents will be transferred to
the respective  Accordingly if it is desirable during the operation
registers 162. As indicated by the binary ONES   at level 50 to change to
level 10, then the ISA 10 and binary ZEROES in the mask 100, the
pointer for level 50 which is stored in register   75 register to which
location zero of mask 100   254 is written into the ISA pointer for
interrupt points will be saved as will be the case for  vector 10 in
response to the QLC signal and locations one and fifteen. The register
corres-    the new level address provided via register 256. ponding to
location two will not be saved     Accordingly, the ISA pointer for
interrupt 15 because of a binary ZERO condition. Thus, the   vector 10 will
also point to the ISA 50 via line  80 contents of mask 100 will be shifted
out and    262. The interrupt vector 50 will also remain each time there is
a binary ONE Indicated there  pointing to interrupt save area 50 and
accord- will be a save of the registers as indicated by the  ingly a save
and restore function of the various mask 100 of the current level.
Following this    registers need not be provided since in fact the 20 there
will be a restore of the registers as indicated  same process will be
running. A quick level  85 by another mask for the new level as indicated
change back to the lower level, i.e., level 50, is by its interrupt save
area 152. Thus by use of    accomplished in the same manner. Thus, much the
mask 100, only the registers which must be   time is saved during the quick
level change, saved or restored for a particular level are so  by avoiding
the time necessary to perform the 25 operated on, thereby saving time by
not saving   save and restore function.                90 or restoring
other unnecessary information.   WHAT WE CLAIM IS: A quick level change may
be generated in      1. A data processing system comprising: response to
condition three as indicated by the   a plurality of interrupt sources each
of which is internal interrupt LEV instruction or if the new   capable of
requesting the initiation of a process; 30 interrupt vector is equal to the
old interrupt  a memory; and                              95 vector.
Accordingly, the operation of block 29    aprocessor which
sequentiallyexecutes processes will be carried out by the circuitry of
Figure 10.  having interrupt levels based on their relative The interrupt
vectors 108 include interrupt   importance, the process comprising: vectors
zero to 63 and accordingly indicate 64    means which address a plurality
of areas in the 35 interrupt levels. Each interrupt vector includes
memory by means of respective interrupt level  100    ; a pointer to its
interrupt save area in any   numbers; and location in memory. Not every
interrupt vector  level change means responsive to a level change may be
committed to a particular interrupt save  signal to change the interrupt
level of a currently area. For example, as shown, interrupt vector
executing process to another value and to cause 40 10. does not point to
any particular interrupt  the addressing means to address the memory    105
save area initially, but as will be seen, in response  area associated with
the current process by to a quick level change will point to interrupt
means of the new level number. save area 50. Thus normally, the current
level   2. A data processing system according to in register 250 provides
an IV address and    claim 1 wherein the processor includes: 45 accordingly
addresses the interrupt vectors 108   a plurality of registers storing
information relat- 110 via OR gate logic 252. In this manner, the   ing to
the process currently being executed, and 



proper interrupt save area will then be addressed  transfer means
transferring the contents of those by the ISA pointer included in the
interrupt  registers to the corresponding area of the vector. The ISA
pointers may be initialized into   memory and transferring the information
in so the interrupt vectors area 108 at the start up of   the area of the
memory corresponding to the    115 the system or may be changed dynamically
interrupting process to those registers on an during the operation thereof.
If the current level  interrupt occurring, operation of the transfer 250
addresses interrupt vector 50, then the ISA   means being inhibited by a
level change signal. pointer therein may be stored in register 254 or  3. A
data processing system according to 55 may be accessed from the interrupt
vector area   either previous claim, including interruptproces- 120 when
needed. When the instruction indicates a    sing means comprising: quick
level change, then the new level of the  a flag register storing the
interrupt levels of same process is indicated by means of register    those
interrupt sources requesting the initiation 256 which is enabled by means
of the QLC     of processes; 60 signal through AND gate 258 to address the
means determining the highest level stored in    125 interrupt vectors via
OR gate 252. Accordingly   the flag register; and at this point, the AND
gate 260 will also be  means enabling interrupt service for the inter-
enabled so as to pass the current level ISA   rupt source with the level so
determined. pointer into the interrupt vector area of the    4. A data
processing system according to 65 new level. Thus assuming that the current
level   claim 3 wherein the interrupt processing means  130    1 556 194
toggle such that a save is performed first followed  points to interrupt
vector 50 and that such by a restore. Each time a save and restore
interrupt vector 50 points to interrupt save area operation is provided,
there will be a transfer in   50, then such process running at level 50
will be both directions so that initially the contents of   more
interruptable than one running at level 10. the registers will be saved in
the interrupt save    It may be desirable during the running of a  70 area
corresponding to the current level; follow  particular portion of the
process to change ing which the new level interrupt save area    levels so
that such process is less interruptable. contents will be transferred to
the respective  Accordingly if it is desirable during the operation
registers 162. As indicated by the binary ONES   at level 50 to change to
level 10, then the ISA 10 and binary ZEROES in the mask 100, the
pointer for level 50 which is stored in register   75 register to which
location zero of mask 100     254 is written into the ISA pointer for
interrupt points will be saved as will be the case for      vector 10 in
response to the QLC signal and ': locations one and fifteen. The register
corres-    the new level address provided via register 256. ponding to
location two will not be saved      Accordingly, the ISA pointer for
interrupt 15 because of a binary ZERO condition. Thus, the   vector 10 will
also point to the ISA 50 via line   80 contents of mask 100 will be shifted
out and  262. The interrupt vector 50 will also remain each time there is a
binary ONE Indicated there  pointing to interrupt save area 50 and accord-
will be a save of the registers as indicated by the  ingly a save and
restore function of the various ask 100 of the current level. Following
this    registers need not be provided since in fact the 2  there will be a
restore of the registers as indicated   same process will be running. A
quick level     85 by another mask for the newlevel as indicated    change
back to the lower level, i.e., level 50, is by its interrupt save area 152.
Thus by use of  accomplished in the same manner. Thus, much the mask 100,
only the registers which must be   time is saved during the quick level
change, saved or restored for a particular level are so    by avoiding the
time necessary to perform the 25 operated on, thereby saving time by not
saving    save and restore function. or restoring other unnecessary
information.      WHAT WE CLAIM IS: A quick level change may be generated
in        1. A data processing system corprising: response to condition
three as indicated by the   a plurality of interrupt sources each of which
is internal interrupt LEV instruction or if the new   capable of requesting
the initiation of a process; 30 interrupt vector is equal to the old
interrupt            a memory; and                                    .95
.i vector. Accordingly, the operation of block 29    a processor which
sequentially executes processes will be carried out by the circuitry of
Figure 10.   having interrupt levels based on their relative The interrupt
vectors 108 include interrupt    importance, the process comprising:
vectors zero to 63 and accordingly indicate 64    means which address a
plurality of areas in the 35 interrupt levels. Each interrupt vector
includes    memory by means of respective interrupt level . 100 a pointer
to its interrupt save area in any     numbers; and location in memory. Not
every interrupt vector   level change means responsive to a level change
may be committed to a particular interrupt save  signal to change the
interrupt level of a currently area. For example, as shown, interrupt
vector    executing process to another value and to cause 40  l0 does not
point to any particular interrupt  the addressing means to address the
memory     105 save area initiallybut as will be seen, in response   area
associated with the current process by to a quick level change will point
to interrupt  means of the new level number. 



save area 50. Thus normally, the current level    2. A data processing
system according to in register 250 provides an IV address and    claim 1
wherein the processor includes: 45 accordingly addresses the interrupt
vectors 108   a plurality of registers storing information relat- 110 via
OR gate logic 252. In this manner, the     ing to the process currently
being executed, and proper interrupt save area will then be addressed
transfer means transferring the contents of those by the ISA pointer
included in the interrupt    registers to the corresponding area of the
. . vector. The ISA pointers may be initialized into   memory and
transferring the information in 50 the interrupt vectors area 108 at the
start up of   the area of the memory corresponding tothe    115 the system
or may be changed dynamically      interrupting process to those registers
on an during the operation thereof. If the current level  interrupt
occurring, operation of the transfer 250 addresses interruptvector 50, then
the ISA   means being inhibited by a level change signal. pointer therein
may be stored in register 254 or   3. A data processing system according to
55 may be accessed from the interrupt vector area   either previous claim,
including interrupt proces-  120 when needed. When the instruction
indicates a    sing means comprising: quick level change, then the new
level of the   a flag register storing the interrupt levels of same process
is indicated by means of register    those interrupt sources requesting the
initiation 256 which is enabled by means of the QLC        of processes; 60
signal through AND gate 258 to address the      means determining the
highest level stored in    125 interrupt vectors via OR gate 252.
Accordingly   the flag register; and at this point, the AND gate 260 will
also be  means enabling interrupt service for the inter- enabled so as to
pass the current level ISA     rupt source with the level so determined.
pointer into the interrupt vector area of the     4. A data processing
system according to 65 new level. Thus assuming that the current level
claim 3 wherein the interrupt processing means  130    10
1 556 194                                         10 forms part of the
processor.               either of claims 9 and 10 wherein the operations
5. A data processing system according to    which can be performed include
changing the    30 either of claims 3 and 4 including a bus by   level of
the current process. means of which the interrupt sources and the        2.
A data processing system according to processor are coupled together.
any one of claims 9 to 11 wherein the operations 6. A data processing
system according to  which can be performed include the enabling any one of
claims 3 to 5 wherein the processor   of interrupt service.
35 comprises one of the interrupt sources.          13 A data processing
system according to 7. A data processing system according to  any one of
claims 9 to 12 wherein the 10 any one of claims 3 to 6 wherein the flag
register    operations which can be performed include the comprises a
plurality of bistable flag locations   clearing from the flag register of
the interrupt one for each possible interrupt level.           level of the
current process. 8. A data processing system according to       14. A data
processing system according to claim 7 wherein the means determining the
any one of claims 9 to 13 including means 15 highest level stored in the
flag register comprises responsive to an interrupt signal from a source
scanning means seuentially scanning the    external to the processor for
providing interrupt contents of the flag locations.               service
for that source without the flag register 9. A data processing system
according to    being inspected. any one of claims 3 to 8 whereinte  level
15. A data processing system substantially 20 change signal comprises a
plurality of fields one   as herein described with reference to the of
which defines an interrupt level and the   accompanying drawings. others of
which define the operation to be performed. 10. A data processingsystem
according to 25  claim 19 wherein the operations which can be performed
include the settinginthe flag register of the interrupt level in the
interrupt level feld.    M.G. Harman I55 11. A data processing system
according to             Chartered Pa      tent Agent. Printed for Her
Majesty's Stationery Office by MULTIPLEX techniques ltd., St. Mary Cray,
Kent. 1979. Published at the Patent Office, 25 Southampton Buildings,
London WC2 lAY, from which copies may be obtained    


