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[0003] Wireless devices may employ a pairing process in an attempt to form a level of
trust with one another in conjunction with authenticating with each other or exchanging
cryptographic keys that may be used for services that are protected by cryptographic
techniques. For example, in Bluetooth, authentication between two devices may
involve the exchange of a passcode between the devices. In some implementations such
a procedure may involve the use of a sophisticated user interface for passcode input.
Conversely, in implementations that employ relatively simple user interface devices for
passcode input, the associated provisioning cost may be relatively high. Moreover, a
typical passcode used by users may be four to eight digits long, which may not be
strong enough to prevent the security of the devices from being compromised by
conventional cryptanalysis.

[0004] Bluetooth V2.1 proposes using elliptic curve Diffie-Hellman for key exchange.
Here, based on a secret derived from elliptic curve Diffie-Hellman, device

authentication may be based on numeric comparison or passkey entry. However, these
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aspects, for purposes of device authentication,

pr eseMhe diviBgeBidtes df some aspects authenticating devices or performing
other similar operations based on the ability of a human to synchronize the movements
of his or her fingers. For example, a person may be able to press or release two buttons
in a simultaneous manner or in a substantially simultancous manner. In contrast, it may
be relatively difficult for an onlooker to anticipate and synchronize to the timings of the
finger movements of the other person. Consequently, a pairing procedure for two
wireless devices may involve a synchronization test that is based on the relative timing
of actuations of input devices on each of the wireless devices. Here, it is unlikely that
an onlooker would be able to press or release a button on his or her own wireless device
in an attempt to interfere with the pairing of the wireless devices by the other person.

In some aspects, for purposes of device authentication, presence management, or

other operations a pair of wireless devices may be deemed trustable with respect to one
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devi ces. Consequently, when two wirel ess devi ces being
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of each user input device. ' ' ' ' o
device may thus compare the actuation time of its user input device with the time it
received the message from the second device. The second device may perform a similar
synchronization test. In the event the synchronization tests pass on both devices, the
devices may authenticate one another. In some aspects a cryptographic key agreement
scheme may be employed in conjunction with the synchronization tests. In addition, in
some aspects the synchronization tests may be based on the timings of more than one
actuation of each user input device.

The disclosure relates in some aspects to a synchronization test that involves

comparing time intervals between multiple actuations of user input devices on two

different wireless devices. Here, a user may be instructed to simultaneously actuate a
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synchronization tests pass on both devices, the devices may authenticate one another.

BRIEF DESCRIPTION OF THE DRAWINGS
These and other aspects of the disclosure will be more fully understood when
considered with respect to the following detailed description, appended claims, and
accompanying drawings, wherein:
FIG. 1 is a simplified block diagram of several sample aspects of a

communication system comprising wireless devices;
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di agram of several sanple aspects of a comrunication
system conprising wreless dew ces; [0013] FIG 2 is a
flowchart of several sanple aspects of operations that

may be perforned to authenticate two or nore devices;
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FIG. 7 is a simplified block diagram of several sample aspects of
communication components; and

FIG. 8 is a simplified block diagram of several sample aspects of an apparatus
configured to support a synchronization test.

The various features illustrated in the drawings may not be drawn to scale and
may be simplified for clarity. Consequently, the drawings may not depict every aspect
of a particular apparatus (e.g., device) or method. In addition, similar reference

numerals may be used to denote similar features herein.

DETAILED DESCRIPTION
Various aspects of the disclosure are described below. It should be apparent that
the teachings herein may be embodied in a wide variety of forms and that any specific
structure, function, or both being disclosed herein is merely representative. Based on
the teachings herein one skilled in the art should appreciate that an aspect disclosed

herein may be implemented independently of any other aspects and that two or more of
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follows nmay generally refer to a pairing process
peinigrectionvistwiganethe devices 102 and 104 where the interaction is predicated on a
determination that the other device is trustworthy. For convenience, FIG. 1 and the
discussion that follows may generally refer to a pairing process between two wireless
devices. It should be appreciated, however, that the teachings herein may be adaptable
to creating trust between more than two devices and that such devices need not be
wireless.

Sample operations of the system 100 will be discussed in more detail in
conjunction with the flowchart of FIG. 2. For convenience, the operations of FIG. 2 (or

any other operations discussed or taught herein) may be described as being performed

by specific components (¢.g., system 100). It should be appreciated, however, that these
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In some aspects the pairing mode may be initiated through the use of user
interfaces 106 and 108 of the devices 102 and 104, respectively. For example, a user
may actuate input devices 110 and 112 of the user interfaces 106 and 108, respectively,
to commence the pairing mode. In conjunction with these operations, the user interfaces
106 and 108 may respectively include output devices 114 and 116 that provide one or
more indications relating to the progress of the pairing mode operations. As an
example, once the devices 102 and 104 are ready to commence a synchronization test an
appropriate indication may be generated by one or both of the output devices 114 and

116 to inform the user that he or she should simultaneously actuate the input devices

110 and 112.
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PEInBAEBEVIQNEUEH RE B mEusB O dtkbAlY afitdl &hronRlen, d PEinHBEEtick, etc The
I nput device al so nay be adapted to recei ve ot her

fisef ifEpud e Vit Hlso S boaslapfed adl deéc@iviceoter, forad 6€npitgudh as an audio
an optical -based i nput, an RF-based input, or sone
Gthevoisel tnabl, @en optical-based input, an RF-based input, or some other suitable
form of input.

As represented by block 204 of FIG. 2, each of the devices 102 and 104 provide
one or more indications relating to the timing of one or more actuations of its respective
input device. For example, as will be discussed in more detail in conjunction with FIG.
3, this indication may relate to the time at which an input device was actuated.
Alternatively, as will be discussed in conjunction with FIG. 5, this indication may relate
to a set of time intervals defined by multiple actuations of an input device.

To enable each device to compare its actuation timing with the actuation timing

of the other device, each of the devices may transmit one or more indications relating to

its actuation timing to the other device. For example, upon actuation of the input device



formof input. [0028] As represented by bl ock 204 of
FIG 2, each of the devices 102 and 104 provi de one or
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actuations of its respective input device. For

exanple, as will be di scussed 1n nore detail in

conjunction wwth FIG 3, this indication may relate to

the tine at which an input device was actuat ed.
Alternatlvely as will be discussed in _conjunction
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include information relating to the timng of t
a@t.uation (e.g., the tinme of actuation or a set of
time intervals defined by nultiple actuations). As
di scussechrbehted bydnigad26i, the deivich 104 &.g5 thet thamsceiver 120) may thus
i ndi cation al so nmay conprise a comm tnent value (e.qg.
ECChiAS h)né@één‘@ﬂe indigetinng deoradhh denipe 407 srlatinndts) thetfgmingof one or
based on. a of time intervals generated at bl ock
DK atapfinyp fl@é the e AP edasy Visk ocks2208s ﬁéloa@duaégve in some
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conprise th a message ‘was receive
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aut hentication processors 122 and 124 on each device

RY ot MBFE LB RdRARORY thADfcitd frihe Abiuaiisn fidlidt bMlie lofher device.
its actuation tim ng with one or npre received

Fodéaatplans didtatscd deRive corjuidtion aeitii BiG o tHel diitli@tioftionh@ocessor
ot her devi ce.

124 may use the time of receipt of the message from the device 102 as an indication of
the time of actuation of the input device 110. The authentication processor 124 may
then compare that time of receipt with the time of actuation of its input device 112 to
determine whether the actuations were sufficiently synchronized. Alternatively, as
discussed below conjunction with FIG. 5 the authentication processor 124 may compare
a received set of time intervals with its own set of time intervals and/or compare
commitment (e.g., hash) values generated from these different sets of time intervals. In
some implementations the above comparison operations may employ one or more time

duration threshold values that define maximum allowable deviations between the

timings of the indications of the two devices. Concurrently with the above operations,



For exanpl e, as discussed bel ow conjunction with FIG
3 the authentication processor 124 may use the tine of
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i ndication of the tinme of actu81tion of the input

devi ce 110. The authenticati oh processor 124 may then
conpare that tinme of receipt with the tine of

actuation of its input device 112 to determ ne whet her
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above operations,the authentication processor 122 may
PEX fay Buthkididagy the dBFaE i1 SNANO MRS Alth@fisatiddrprbéeSsor 124 of the device
i ndi cation(s) and the indication(s) that it receives
10 matyhantichaticae tiddevifO06G2] [Asonmpctdmenittdhidyofetadiok or at some
210, if the results above the above synchroni zati on
vthst poinhdi tatethelevicthép2 and 184 sudyf ¢xcharge @rasheabiidci ¢opperate to
that the input devices 110 and 112 were actuated by
eligetc PARWT Hrre eHyptagiephdekivsde faabtatenigcuy Fomaunietphebetween the
t he pairing process. For exanple, .in sone
fAeecs ok iR BCildae seme othgt frematdsyice iNtyrefi¥ssor 122 of
the device 102 may authenticate.the deyvi ce 104, .and
the allt ¥&M }%xﬁ?%%am%éﬁg SYIIORAZAN 55t TR RO ggore the

At hentei @ efa% ha?utdeﬁ%iiccte 108'6 !.lp (Ce.onj u.ralla ic1rcem iV\llitetth Lhi Jencing an
EPRPSRIERIEPT 4t AN T Ofss 157 it THE deviPEEE e
}&ﬁerﬁ‘ﬁgﬁ&{’ %oggéﬁrﬁ)%(f QQ@Q{‘? oPhn &Eﬂ&{t%‘&(ﬁl ]?‘89 LAtR atdaition, in some
creat e one or nore cr pt ogr aphi ¢ ]keys o facilitate

i [ n e i oe r.t o
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test may be perforned before the commencenent of an

aut hemtittc éei sbovpr®eedew ein(Bind, addisiofal pdediBatslSingetot 6ne type of
commenci ng an aut hentication procedure) or as part of
symchwnfrenon cat wolh bprdisceskad én comjuadint withn thel flowdrmet of FIG. 3. In
i npl enmentati ons a synchroni zati on test nmay serve as

poteral athp bércks an shet letttsoleand FIG. 3 relate to operations that may be performed

by a wireless device (e.g., device 102 of FIG. 1) that initiates the pairing mode while the
blocks on the right side of FIG. 3 relate to operations that may be performed by another
wireless device (e.g., the device 104 of FIG. 1) that responds to the initiation of the
pairing mode. Here, it should be appreciated that the specific sequence of operations
depicted in FIG. 3 is for illustration purposes only, and that different circumstances may
involve different sequences of operations.

For illustration purposes, the operations of FIG. 3 will be discussed in the
context of being performed by various components of a wireless device 400 as shown in

FIG. 4. It should be appreciated, however, that the illustrated components of the
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aut henti cation procedure. [0034] Wth the above

W@®@sA1®® i N m nd, additional details rel ati ngP@DUSVES/058503

[0036]

[0037]

[0038]

type of synchronization test will be discussed in
conjunction with the flowchartlof FIG 3. In gener al

the bl ocks on the left side of FIG 3 relate to

operations that nay be perforned by a wrel ess device
(e.g., device 102 of FIG 1) that initiates the
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In FIG. 4 the initiation of the pairing mode may be accomplished, for example,
through the use of a pairing mode controller 402 that receives an input from an input
device 404, causes an appropriate indication to be provided on an output device 406 (if
applicable), and transmits an appropriate indication to another device via a transmitter
408 (if applicable). For example, at least one of the initiator and responder devices may
inform the user that it is in pairing mode (e.g., LED blinking). In some implementations
pairing mode may simply be initiated by the user pressing the same user input devices
(c.g., buttons) that are used for the synchronization operations. In other

implementations a wireless device may support other techniques (e.g., menu selection)

to enable pairing mode.



designations of initiator and responder may be
determ ned in various ways. For exanple, in sone
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user interface (e.g., an LED). I n sone inplenentations

the devices may each generatel% random nunber wher eby

the device that generates, for exanple, the |arger

nunber is selected as the initiator. [0038] In FIG 4
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devi ces may enter pairing node wthou

$04)Chds0Béchahdt@died.[ OR4 hlenkiBn&P ABoveRh &R AhpleMSnthiléhs this may
initiator device and/or the responder device nay

geoRtatBcoprcssidi £hittonroftthe inifiasiddvive atgrrsambdeiind I or she presses
commence actuating the input devices
a button on the responder device. Once the initiator device detect the local actuation
event, at block 308 a timing indicator 412 and the transmitter 408 of the initiator device
cooperate to transmit a pair-request message to the responder device. The receiver 410
of the responder device receives this pair-request message as represented by block 310.
As mentioned above, this time at which this message is received may serve as an
indication as to the timing of the actuation at block 306.

Similar to the initiator device operation of block 306, at block 312 the responder
device waits until its local input device (e.g., device 404) has been actuated. In practice,

the detection operation of block 312 may be made before or after the pair-request

message is received at block 310, depending on the relative timings of the actuations of



of the initiator and responder devices. Such an
i ndi cation may conprise, for exanple, a visual command
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el ements (e.g., turning on or gurning off LEDs), a

vi bration, or an audio conmand: [0042] At bl ock 306
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been actuated. In practice, the detection operation of
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message is received at block 310, depending on the

plael Y2, derptedyBY dfesstanes acteatlhbhshosnsbrogegtion esgefgblocks 314
the processing tine faor each device to identify an
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pressed (bl ock 312) before the pairrequest’ nessage was

thasef,v.edThé Baflod SERINRL diy ha§, RRiafgd fatlaRt coMmRndded bkhfhe other
conparator 414 may conpare the current tine t with the

weeksdés/idd m ng of a button-pressing event at bl ock

312, denoted by 1\ esp buttonpressing- Thus, the
synchAsnicpasé¢med tbgsbloof 36pak sh& Fydnchronization test did not pass the
responder device transmits a pair-deny message at block 318 to the initiator device. The
operations of both devices may then go back to the beginning of the pairing process. In
this case, there may be no change in the user interface (e.g., LED still blinking).

If, on the other hand, the synchronization test did pass at block 316, the pairing
process may continue. In some implementations the synchronization test involves
multiple actuations by the user. For example, a subsequently detected actuation may
involve the user releasing the buttons. Consequently, one or both of the devices may
inform the user to keep holding the buttons (e.g., as indicated by maintaining the LED

continuously ON). It should be appreciated here that similar functionality may be

provided in other ways (e.g., by waiting for the local button to be pressed again).
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butt onpressi ng when the two buttons are pressed by the
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(espateder dé4) dmsnmagain nb@mmattueted.  As mentioned above, in some
implementations this may involve the user releasing a button or performing some other
suitable act. In practice, the detection operation of block 330 may occur before or after
the pair-request message is received at block 328.

At block 332 the comparator 414 of the initiator device compares the timing of
the actuation of block 330 with the timing of the receipt of the acknowledgment
message at block 328. Again, this operation may involve determining the difference
between these two timings and comparing the resulting difference with a threshold. For

example, the initiator device may compare the current time ¢ with the recorded time of,

for example, the local button releasing event, denoted by Timr putton reicasing.  The
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LED bl i nking). [0051] As represented by bl ock 326,
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tt rel n noted b
i aaﬁdo @5@%'@63 Prish SnESRrateN sl besbitd fpr rbsegpont secure
VO

Ppﬁr%tl%l&% MY th? %Yeggjthl%me%/sa% 5 nof %glgf(g gts"@? gepsp%nde#1 figé\gzt%the current

di d not
Bl o ual h@ﬁﬁ%&%ﬁeg’&@d o i ts
pai 1 - B8 RRSAPRJ! & &E%ohﬁﬁﬁ&%%eé’s%gé Qserecm%d Fbablrobl@%z the
process nay then be aborted on the other

hapshdidd@evadnmby @@tlaﬂlly%rfo%tusdwn Rep SgdbmbBhtOskcuB3bn at block
the cryptographic procéssor conponent 4%6 may
apt.i brRed, lthe pair-tajuastankd giragkeenRaEement messages may have their own
payloads. Consequently, a key to be used for securing subsequent operations may be
generated from them. The key agreement scheme may be a Diffie-Hellman algorithm
or any entropy mixing scheme (e.g., SHA-256(payloadl|[payload2)). When a Diffie-
Hellman algorithm is used, the payload may comprise the sender’s public key
information and the confidentiality of the exchange key is protected. For example, the
pair-request message may include the initiator’s public key and the pair-
acknowledgement message may include the responder’s public key.

As represented by blocks 346 and 348 the initiator and responder devices may
then successfully terminate the pairing mode. Here, the responder device may inform

the user of a successful pairing (e.g., the LED is continuously ON for a period of time,

and is then turned OFF). An authenticator component 418 of each device may then



cal culation at block 338. This operation may rel ate
to, for exanple, providing one or nore keys for use in
wGaasatpeent operations of the initiator and r eRQDON®NS/ 058503
devices. [0057] At block 340 the initiator device may
transmt a pair- conflrn1nessaé@ to the responder
device. In sone inplenentations this nessage may
i nclude authenticationrelated information (e.g., that
|s used to generate a key to be used for subsequent
&iPe Wige pgler ofisyationyy thak nogdnto thei PeHpyRlydn somprction with
elved %gt res onder evice the current pairing
?né’tcf‘%?g‘i ea‘f?éﬂcte% ésent ed by bl ock 342.
[0058 t.he ot her t he nf.irmatipn ssage
100601 | ¢ reité ol o5 %P%&ﬁt%iﬁgt s BgERA o Rt FEaiHag e or more
8{) It‘Hbel Q%Je 3%%§a{t{3§5.m F rsex é< %(le(gg% %ﬁg%ﬂgofsaln%y l % ' considered

R@de sa P%t 8@1&'&% ot keaé’ BRYsc AR ghlf%lnﬁl ¥ ance.

pay oads sequent to be used for securing
[0061] SUbseguaMbLLRE raé'tfdn@‘{g%s @iﬁin Rep9 ey %@E%H 1ReMist REMc AR e pairing

key agreenent schene may be a Diffie [ man al gorithm
Ofcraivhs € Mo @QRYm P’le)( i hsckRe MRinfs&toJaunch a man-in-the-middle attack, the
SHA- 256( payl oadl | | payl oad2)). When a Diffie- Hell man

hBdogor ihbdh o | end s@dk-retjixst paypaadonfay spmghrarsedt héth the two target
sender's public key information and the

donddsdemidedh¢ two tfgdt deviesschiahgeg lpbysicalygrobd by thed. re#arwner, it is
exanpl e, the pair-request nessage nay include the

hlighb’ mlthelySthpuﬁlmf@clkfé;ﬁaarftguqueutﬁae g khmge@g‘@ﬁé fiiese messages.
nessage may include the responder' s publi

[has58] ongper oy @8 itk dhghuttns é’t’é&“@&éﬂ% anemt@a& lﬁémuCh smaller than

e e T
E%@ Ippefs%ginmatnt he §E)¥es%ft\}|1 ?t%g%% fifuy i trﬁ fnrgld 1c£ n\g'lll l%e %0 late.
[0062] then a@ﬁ& a%l:t}la gtl;l%no tcf( Gt %oﬁ%@@%}% | on§ rQLLml%er of fake

each device may th enp rmany other o

PaeedestRE RELRARMRIndsBadeQRbRRGILAY Wit fhe intent that one of them is
authentlcatlng t hese devices to one another. [0060] It

foeivtdl vatiR R Rehladae idtBahl. Vabi tRwert 0k hh GBI M FRYiver of the
be nmade to one or nore of the above operatlons For

exgiinlegiceh@ltiéirnthet i@idnit s106% rByordet) ey aailsirg@id¢dhe first valid
necessary, or nultiple clicks of buttons may be used

fessage dirdm ahalotlas serdamed .may reject (e.g., ignore or discard) the repeated
messages of the same type. By doing so, only the first of these fake messages will be
recorded. In this case, however, it is unlikely that this fake message will be received
within the legal time interval. For example, the fake message would likely be received
before actuation of a receiving device’s input device.

[0063] Referring now to FIG. 5, another type of synchronization test that is based on
time intervals between actuations will be treated in detail. In a similar manner as above,
the operations of FIG. 5 will be discussed in the context of the wireless device 400.
Again, it should be appreciated that the referenced components are merely

representative and that the operations of FIG. 5 may be performed by or in conjunction

with other suitable components.



[0061] A nunber of advantages may be provi ded through
the use of the above pairing operations. For exanple,

WO poog/1imsker wants to | aunch a nman-i n-t he- m ddP@T/US2008/058503

[0064]

[0065]

[0066]

[0067]

attack, the hacker has to send_pair-request or
pair-confirmsynchronized wt h’the two tar get devi ces.

Since the two target devices are being physically held

by their real owner, it is highly unlikely that the

hacker can figure out the right timng to send these
nmessafks. 6 T%lasgrateé,saamée Heving Felatipnsikips %retqu:@ Bespgnssthat may be
withinatin limt _tha

HepsmiitchbithaRcn s At PEWH@f%%S@V%@é@Hf% ] 5%334 _L@‘Sti? fgnjunction

BbS T RESIRUE TR DR et PYFTCT dalt ROSBGuricoets OGF 8 g4 these
| 0 \ )

{)]ﬁeg%tllo%ts ?n\io[lxge @e%gctlﬁn %@glfc?f{ag%tgo%n%% telgpn%z'fgfl figﬂgg&{e?l%hated device A

I nvol ves sendl ng a

% Ee‘x{iﬁsgﬂﬁﬁtﬂ@f 6?.3&1{ 1O Bhde! M6 UASn oMb EH%‘étsdhei\éinces A and B

intenf that one of themis receive
EdMie k@9 Rbrids! dTRictualihsVilht deFRetaWRbE tidldGRcARIAldEAEKated AT, - ATy
receiver of the target device (either the initiator or
e ATeS PATARY desparyivelR). Y I egioredainpr, ipbis detéadidrdofMesSREE button
fromthe other end and nmay reject (e.g., ignore or
cNencacadh deheer gppeatada messageaitiomtititeonsesde ¢ WMeC”Blased on the
doing so, only the first of these fake nmessages wl |
berespemhigedet bh tinhd snteivgls, attbwesrgptogiaphicskepn A, kagldy transmits the
that this fake nessage wll be received within the
mespake aptenticatien gade toFbe othaardshise ap iepresertedysdhggerows 606 and
woul d |ikely be received before actuation of

PRt eFeahry taR dptieessA iBRp it the iade forapdrdisrd Retied bf figendgand T'a,
oo L R Pl DS P it Pebgrinaton
ted.in detail. | i b h .
Ty I N I S T L R
anﬁ&%W@J Be 59,%\#71%8 00 dé%g%'fglwaittforseih%ﬂ{eg dBfned pelriod of time
the re rely

apﬁre0|ate t hat erenced conponents are ne

gﬁp h&P 878 alkbyRand), thal trhfleniP RRESILED E@atﬁfgnizol @eir@eg%lxtive set of

e performed by of in conjunction w th other suitable

GRERRERALsSs [§R6&htclIbG thaibh 4610 aldesi2sanmpl e tim ng
rel ati onshi ps between nessages that nay be transmtted

bet weSimplcpkiatiohs that Bhess peldatingd HyewelessdRviceed ddB will now
and 104) in conjunction wth, for exanple, the

bpdisatsseh & oord-&il 5o c@rjivedtion, widh FBG 0Tk Sit80 2hanpertighs of these
Eiehveigees are complementary, FIG. 5 simply depicts the operations of one of the wireless
devices.

At block 502 the wireless devices commence the pairing procedure. These
operations may be similar to the pairing commencement operations discussed above in
conjunction with blocks 302 and 304.

At block 504 the wireless devices may exchange key information or otherwise
cooperate to enable each wireless device to obtain one or more keys to be used in
conjunction with the pairing operation. In some implementations the operations of

block 504 are performed before the commencement of the pairing procedure. Here, the

cryptographic processors 416 (FIG. 4) of the devices may cooperate to generate a key K



operations involve detection of a |ocal button event
by each device (designated device A and device B in

WGO-2@8/18)50 | n this case, the |ocal button eventBCHUS100&058503

[0068]

[0069]

[0070]

[0071]

[0072]

[0073]

devices A and Brelate to a series of actuations that

define a set of tine interval 8(desi gnated DTi - D TN

and DT'i - DT 'N, respectively). In this exanple, upon

detection of the local button event, each device

enerates a nmessage authentication code ("MAC') based )
b ped o LR e mesprgcsathegticatiopeoflen dpwasnerahile devices determine

rypt ographi c key K, and transm.ts the nessage. . .
m@w?’? Hht TEANSTEHRT e, b BINCRESHIEEMAR o tg@}sesaaﬁ@@awal key

?v?;t t?hﬁ}aaf{téom 606 and 608. Each of the devices A and B
BRolgttacF VIS et i ned period of time (Ta and T a,

o) ogk MEMIALOE SEREEINE s BarFRRRAF i ST MR B LR e oty ific-

e even verl I on assocCl ate

gigfhtﬂa{\ nge F%Iggrﬁéﬁatg S M&?@tﬁ)v&%e %@%?@é%%ésl' )%’?ﬁ% rhéks&@%f duthentication

tal W I n conjunction wt evice A an

8161 i§ BetBriibd b 85thaiRk e thcded i RerhnRe! TaEs, Afmdd-Aetht-FRddle could

and T b, respectively), then'transnit nessages

frelt@bétng thos %rbﬁic()l $cPoRaty Wi tietwoldetice® HowevetalvBerdthe Diffie-
represented by the arrows 610 and 612. [0065] Sanpl e

HpBmah ikonexthuape iaysdde itpe rélativatd itfzasible gbetds davicths-middle to
and B will now be discussed in nore detail in

covatjlish ¢hd ssmedicy K Fir@vosep@ita peodehess o plerarédasng fhetshms ancssage
devi ces are conplenentary, FIG 5 sinply depicts the
aipberirchigeiscasie betveccafthe tye targcts wedd ddli ces. [ 0066] At

bl ock_502 the wirel ess devi ces conmence the pair] ngf

pr ocedfsaVe mpudactying east. dhe tyRige hess dnay ysgephemerpkDitfie-Hellman

BB A TR AT BB R3St S 0% i e
504 the .w.rel devi h Kk i nf. ti .
B o B35S0 5 SR AL BRED o, o
R O oBEE, o 05, 5R0) DGR e st

1RG LERSE AL RBPRhaRlock 504 are perforned before the
commencenent ‘of the pairing procedure. Here, the

crypt ogrppfr BEREE 26@EEt AN, ( bt Gomd) otBbr bp&adei BeSuser again
may cooperate to generate a key Kto be used to

pleResady dolBIbageo deib&nleigrasncdn cacid@snd)! mhganer tken pidke several
devi ces determ ne
random timings to simultanecously press and/or release a button on each device.

At block 506 the timing indicator 412 of cach wireless device detects the series
of actuations at its respective input device (e.g., device 404) and defines a respective set
of time intervals. Here, there are two sequences of timings, one recorded by device A:
(Ty, Ty, T,, ..., Ty), and another recorded by device B: (T, 771, T, ..., T'w).

Two sequences of time differences may thus be computed from these series of
timings for device A and device B, respectively: (AT}, AT), ..., ATy) and (AT, AT, ...,
AT’y), where AT;= T;- Ty.;and AT, = T’;— T, where (1<i <N).

Each time interval in a set thus indicates the amount of time that elapsed

between unique pairs of successive actuations. For example, the first time interval in a

set may correspond to the elapsed time between the first actuation and the second



the value Kin a manner that ensures that no other
device may establish an identical key with both of

W@ b@ga19evi ces. [ 0068] One nethod of generati NRCHUBIW0&058503

[0074]

[0075]

[0076]

key is this is through the use of a Diffie- Hellman

key agreenent. As noted above %t he key K used in the

nmessage aut hentication code is determ ned by both

sides of the key exchange. Thus, a man-in-the-mddle

could try to set up this protocol separately with the )

pckentipay | Eressceppdviitisrintefpd An fHEt My fthen cogsgsporhtocidy clapsed time

ﬁ%chan e is sed,.itlgg rel.afively infeasible for the
Hepmthenecand agiuationandstha Hiifdariaiensame key K for two

separ rocesses. .Here, replaying,the sa nmessage

2ut hept heBiiy GR TS Qaviber s ACTHEY B TolF et oo (W sequencs
bilon ke T - tyri t,. th

4E s AR ol ol RS gl ton events are
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aReNit AR Qef7or 8T denbeId RUEReRN LatdshRdl A7) equi red.
Al'so, in devices with restricted nenory and

conpuiat blebk POYEra @nirhities: Gandetob £10 el lambasiByr message
be used for key exchange. [0070] To perform device
authdeiehii@atodengenerat@P g catthetrclzpedaticogendrites as®@mmitment value
agai n physically holds the two devices (e.g., one in

&agh hhsinddde Thenessege nitbentpitdrs code)eomrlperfamaorome mthgyssuitable
to sinmultaneously press and/or release a button on
epgrificdeagesl thgo7eyicars Bttook 806 dnfervelsni nfoi rdpedtcer in some
412 of each wirel ess device detects the series of,.
Herlementatensdhe witclgss dewiee iy gencriiey 2 qrespags qughegtication code based

3%!(@?“55?8?? ﬁéﬁé’eﬁ} R BT B SUEBN Y Gr PrFr g, @ message
[ AT Tou T2w v s o] »
QBRI Ry hdelcel o 1ol 1 k" HerBly denotes
%onca{egggcgl] gﬁ(}f‘?llstﬁﬂﬁ QLS QL rﬁdygi?e g:%ﬂr#sﬁ%(g Q%: gf‘[ sﬁ?f\ﬁsggﬂihould be

e COfT'pUté om these series

el 88t By ofh8SREALIYRhN s timeAfRrval data ey bd nARGulated in
(AT 1, AT 2, ..., AT'N, where AT1=T1- T 1 and AT

athdr WaysTie.d, Mﬁhsd)’( | Ini addMon, [tQBBH Feaghprdcia® tHat BieV@mmitment
in a set thus indicates the anount of tinme that

gdmps8®&d420 may implement other types of keyed hash algorithms including, for
example, HMAC or may implement a block cipher in CBC-MAC or CMAC mode.

In some aspects, a commitment scheme may involve generating a commitment
based on a “secret” such as the time intervals and, optionally, other data to be
authenticated and providing the commitment to another device. The other device
performs complementary operations. Here, it may be impossible or impractical for a
device to determine the “secret” of the other device based on the received commitment.
Thus, a given device may not use the other device’s “secret” to generate its
commitment. After the above exchange, a subsequent verification operation involves
sending the “secret” (e.g., the time intervals) to the other device. In this way, each

device may use the “secret” and the commitment it received to authenticate the other

device.



bet ween uni que pairs of successive actuations. For
exanple, the first tinme interval in a set may

w@osesypend to the el apsed tinme between the fiPGI/US2008/058503

[0077]

[0078]

[0079]

[0080]

actuation and the secondactuation. The second tine
interval in a set may then co Pespond to the el apsed
ti me between the second actuation and the third
actuation. [0074] Al though the two devices may not
have synchronj zed clocks the two sequences of

d| f f ePegrmesl choapdatimmibipcl S0y (%ﬂdnl?lP%l? 53Pa<|hé@§setsi: h?&é”) relate to
se .button events are trl ere finger
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e gen eac ess devi ce generafes a

%té‘[% gtugee Sreratflash code or message
entlc t|o cod e or perforns sone ot her suitable

oper ahk Ylodras ffl chdlptwideysh GRvR e SinsRiits titsMBorhMitBIcHASg., message
For exanple, in sonme inplenentations the wrel ess

gauémRakor) @08¢)aice shed ofRE ShigdeBUIRELHY | dat idie aostRtshafednessage

on (AT I | AT2 ||...|] ATx) and K while the wreless
cdeuprises Bngadenddre sclaingess tgetiainighefhthie catiatone ofldldehs®d. This
on (AT" | | AT"2 \\...\\ AT ) and K Here, "||"

tremotisssorc oy deeasg dhoonoua vdthatdspdct e thdi dther wircless dawycdeThat is,

expressed as bit strings. It should be appreciated

thedimq af voiplepnd YFlepredrvaaci tomsmith és meﬁf@gﬁ ﬁuteﬁmaqathlatsede may not
be mani pul.ated i n . other ways

g%d%aﬁi?dor‘?n the ERGuPl vuch Shs edhckt @Hekeﬁﬁatdewﬁe t&sf%mltﬁ mhmessage

enerator 4 may i npl enent ot her types of keyed hash
%HB%P%?%%%CQ cluding for exanpl e, HNAC or nay

I h
I[ 3872 Ircr‘prgserl;hse Cbélp@(??k gEZa 688%516‘{1%%1318% (E% er%wﬁgl cornrmtrnent (e.g.,

f ucsﬁtgé/ %uﬂ%ﬂt?craﬁ'eh r&%d?)er m]qsllte g&ﬁgér Bas&d 9% gxaﬁz@g r&t ‘%}fe event the

as the time 1n opti ona

Fn%sskage ahBeRLIGRLER RNt REGVESVEird ah&efﬁféﬁrﬂehg@ B tikf the process

anot her device. The other device perforns

AR cesBRtea ray @Q@Eéﬁédow bIddRr 814 [(dg.MBYd BR %I@E&%Sig Bbarted from
or inpractical for a device to determ ne the "secret"

bilittdnheveat baectiday.i tesdias adplemechiagonseheiopedticadt bloens12 involve
Thus, a given device may not use the other device's
theeamepiatatdo 4ge nletcamening she time difference between a time relating to the
actuation times (e.g., the last local button event time 7y or 7’y) and the time of receipt
of the incoming message authentication code at block 512. In some aspects, this
difference value must be less than a predefined threshold A7,. The incoming message
authentication code for device A may thus be deemed valid if: (7, - Tn) < AT g pmax.
Similarly, the incoming message authentication code for device B may be deemed valid
if: (770 - T'n) < AT gomas.

As represented by block 516, the process may be aborted in the event the two

devices send identical commitments (e.g., message authentication codes) to each other.

In this way, the pairing scheme prevents another device from simply transmitting back,



commtnent. After the above exchange, a subsequent
verification operation involves sending the "secret"

W@ 2008/11908the tine intervals) to the other devi CECT/US2008/058503

[0081]

[0082]

[0083]

[0084]

[0085]

this way, each device may use_the "secret"” and the
conmitment it received to autRénticate the other

devi ce.[0077] In general, the operations of block 508
(and bl ock 530 di scussed below) relate to performng a
cryptographi c operation on the data to be transnitted.

sreserin i Jressagqrppigenticatien icadtathat yt ragivee fignp giteradevice A or
et ke B Aot doronall R TR case the -
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relating to the timng ctuations of bl ock 506.
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the other wireless device. That is, the tine at whic

freleWict 8l: €B5- UR\VH A€, J, a8 Mot devick B: MESSATR) > AT4min.

aut henti cati on code may not be based on the tine at

whi chThéhesoblieiming rrehessntel ey i descriticd neboive Sndyt prenessagen-in-the-

aut henti cati on code. [0079] As represented by bl ock

Bidile etiadl Whark ¢le wigdcksr fads neeethemicatin miht anertargtebyf. gbtains the

message aut hentication code) fromthe other device. ,

guisgapense of pimehdifisteapes. tIhsupl 8 satye thauattaekariconld oy to use this

code is not received within a defined period, of tine .

pEcHcde satheptiGaty &0 Histhadatgst r Bepexen ﬁ@dnwnbth@éwdélmwﬂl not
e.g,,..and the ocess,i.s.restarted frombuttop event

8 it 1 O BOe PR BRERAR Flomdod K bpsiniii parmg message
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' i l. | . .
FELLAR, R i 2R3 BEAlHL B0 EY BB s

hYRO MG BBEARBG 2B RS (1158606 Br 60R B @Lg&ﬂﬁ tﬁélgtthﬁl;l %bvice.

some aspects, this difference value nust | ess
a predebicird20 Ra@sSRabR s IS celtihsinis eRisPdo MBES 8d& vals to the other

aut henti cation code for device A may thus be deened

vidt ifdr ivkiifiCakdn: AM) reprdsdmed®dy. block 522, cach wireless device thereby
receives the corresponding set of time intervals from the other device. This message
thus comprises an indication relating to the timing of the actuations of block 506.

At block 524 the comparator 414 calculates the difference between
corresponding time intervals of each set of time intervals. For example, the comparator
414 determines the difference in time between the first time interval in the set of
intervals generated at device A and the first time interval in the set of intervals
generated at device B. A similar time difference may then be calculated for each time
interval in each set.

At block 526 the comparator 414 generates a verification count based on these

time differences. As an example, the operations of blocks 524 - 528 may take the form

of Equation 1.



Simlarly, the incom ng nmessage authentication code
for device B may be deened valid {T'a - T'N) <DTa nax.

WO 0®8019086 represented by bl ock 516, the proceRBGI/Isa008/e58503

[0086]

[0087]

[0088]

[0089]

aborted in the event the two ggvices send identica
commtnents (e.g., nessage authentication codes) to
each other. In this way, the pairing schene prevents
anot her device fromsinply transmtting back, for
exanpl e, a nessage authentication code that it
received fromeither device A or device B (e.g., in an

at t enpt N | ay.att "). [0081] If the incom
nessageild#h&ﬁf#%%ﬂﬁ%aﬁgﬂée is valid, at blockngggLATH)Nl
each device remains idle until nore than a defined

perio i : ' pses after a
desigﬁg§246%£ﬁgﬁ?g?ggﬁﬁ59€%aP%%F%Zfresponding

actuation tines (e.g., the last |local button event 7V

or 7 V)- Here, DTbnm may be defined to be | ess than or

equal He, ademied vihus m fsothe deMirG@mAUNbER of si¥essful tests that is
DTbmin, and for device B: (T" b - 7 V) > ATbm n.

f&084] acthgtabls etogfast it nerificanst rpmoaess (7asn e sc bideedvords, this test
above may prevent a man-in-them ddl e attack where the
attemukey whethérsan accapteblentundet 06 thewiimb dofferences get within the range
obt ai ns the genui ne sequence of tine differences. In )
deforedaby adle,.  tAfe bick adkerincthal @vent yant eecerfablehpuymber of the time

sequence to authenticate to the other target. However,
tikleronges 4R P hWLHndhe Bngr A¢finggidyphas theaiiepragess Fay|be aborted.
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devi €e transmts its set of time intervals to

Alehabe sitdenticatio &rdeggeﬁafh{d@ 420 %ﬁ@ﬁéﬁ&?ﬁh@@ka%& alth@eation code
522, each wirel ess device thereby receives the

baxed o8 planstit 0g tisktintefvald Wecii ¢l @rbleédkss X2 aah thé ReyoKhefhe comparator
device. This nmessage thus conprises an indication

# &4 amhygtiteo tchmptierritiig ofestdpe acthasidatns obddlwitk B1@6.message
[0084] At block 524 the conparator 414 cal cul ates the '
authérdrceimere casist igedvedc ometbp oHT mareldssrdeyiae e blatls S63. Exchanging
each set of tine intervals. For example, the
g@rm@qﬁ%eoqguthentlcatlon code at the beginning of the protocol (e.g., at blocks 510 -
512) may thereby prevent either side from cheating. For example, once the message
authentication code is transmitted, it may be infeasible to find another input message
(e.g., sequence of time differences) with the same message authentication code.

At block 532, if the commitment (e.g., message authentication code) based on
the incoming message from block 522 does not match the commitment (e.g., message
authentication code) from block 512, the pairing process may be aborted. Otherwise,
the other wireless device may be deemed successfully authenticated (block 534).

Various advantages may be achieved through the use of the teachings herein.

For example, in some aspects the techniques taught herein may be employed to prevent

a malicious device from capturing finger movement timings through eavesdropping and
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first tinme interval in the set of intervals generated
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interval s generated at device Asimlar tine

di fference may then be calcul%@ed for each tine

interval in each set. [0085] At bl ock 526 the

conparator 414 generates a verification count based on

these tine differences. As an exanple, the operations
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528, in the event an acceptabl e nunber of

Iﬂlt’i@lydéxfcflﬁ{g%ﬂ WREvRNIRREs Mak Ridndtheust BRYandlREL n@?‘ u@f{lg K in the
LTth,” the pairing process nay be aborted. [0087]

fﬂ@%ag& hgthef@adon icbdd, hewsyac Rr ignu#Rhii@ed B thepd®se ‘dls@dnce-based
bl ock 528, the wirel ess device may verify that a

ahenticatont wherely frusreisiageframtthe pire pérs@nomoaa)g the devices. Once
generated fromthe set of time intervals received at
butbokicaRd, Kemayhesuseth orcmhsiquamryittegrgphic wpsrstigres (c.g., encryption,
aut henti cati on code) received at bl ock 512. For
autherpicationpengpeek)- 530 t he nessage aut hentication code

generator 420 may generate a nessage authentication
code Basewdds aprecciaiad Bt 3 P%miltﬁ’ceé QRATIGTeIAY \l?@amakemented in a

B PATS. nESe sba Rl KEMOGaT o PREgE oy Ay Hgn MAC-based

h i d d
é?eff BRES LD A0 R e LT RS e Ih%go@%w%*agght herein may
?yh&%%' 9] 80,505 155 REBLARLAGR 061,60 RLGLR e ey &

may t ereby p?e elt

?qloft HRMGRAL | P& el EXAERLEMIRRGE ValR 65%5&39{% hash of (time
henti cation code Is transn1tted it may be

m@é@mu@&%m&m@ w hety | ApHEe TRNEASH doethgt the Diffie-Hellman
sequence of tine differences) with the sane nessage
publirelndyl &rat thenide@tfer of the other device are authenticated at block 534. An
advantage of such an approach is that a time consuming and computationally intensive
key exchange (e.g., a Diffie-Hellman operation to provide K to each device) need not be
performed until after the devices authenticate one another. Also, it should be
appreciated that the commitment may be based on any type of data that needs to be
authenticated. Thus, the above MAC operation may be based on other data in addition
to or other than one or more of the pre-shared key K, the public key, and the device ID
discussed above.

In some implementations a commitment scheme may employ encryption and
decryption operations. For example, the commitment scheme may involve using a key

to encrypt a secret (e.g., time interval information). The resulting cipher text is

transmitted to another device. Once the complementary cipher text is received from the



[0088] At block 532, if the commtnent (e.g., nessage
aut henti cation code) based on the i ncom ng nessage
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nmessage aut hentication code) from bl ock 512, the
pai ring process may be aborted? Otherwise, the other
W rel ess device may be deened successfully
aut henti cated (bl ock 534). [0089] Various advant ages
may be‘achieved_throu%h the use of the teachings
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the device authentication process. resu

plokhRAttb GabRAL AtcpMyostkacR34ForexMBIk: a st ADRE MBS ESherafe a MAC

may have been initially exchanged between devi ¢es t hat

BiAsdd ot tHer it iaRevakN @hd 8bme Bypdl Sif N@fdfmbtiont NRFIRISRIL a device
aut henti cati on code, however, K is authenticated by
tdeetifadoire tith $6ldovaieg bdisadsian)t Hentdigaticushesier ébyt devist (e.g., an
derives fromthe sane person operating the devices.

Onicaora ditome A s¢@atl aldyicK (erpy alvesposéat).f dhe ity slevjue fransmits the MAC
cryptographic operations (e.g., encryption, ,
wuthseiseocadeaee thahds sepaster. tof Burin 2 compiamaatase operation.  After
appreci ated that a comn tnent operation nay

TaspivEieenMer finmathg ghee dgvies. caglydevigedFanspoataps gi,gvice identifier (e.g.,
s A ey B anE i B e etowt! (RNicEh fitcricarapfpr srample, the
b TG SIS Ry PR TN 47 oRPEEMAS: BPRREH B ot block
ST o T O RSB B TR o USccgnd dvic

heddhft ts-‘kgﬂl%yﬁfhfggfgki&m@é MAC da¥k qg tdemti HEGE, BR will be

that the Diff" e-| man public key and the identifier
@ﬁdpakéi@ betAu8E tHieMiAce frohtha bt desrbasiliate Bsed kn F&4wrdNg device
a

vant age of such an approach is that a tinme consum ng

RisgtiGan(egt at0rpn8irhijarlyntie beijuectionywiex ceapRy (tke gecond device may
Diff e-Hell man operation to provide K to each device)
tremsthinthe doeice identifier of the first device (e.g., “0”) in the clear. In this case, the
first device may readily determine that this is a replay upon checking the device
identifier. Referring to FIG. 5, the operation of block 516 (or some other block) may
thus be replaced (or augmented) with checking the received device identifier to make
sure that it is different than the device identifier of the device performing the check
(e.g., the first device above).

The teachings herein may be incorporated into a device employing various
components for communicating with at least one other device. FIG. 7 depicts several
sample components that may be employed to facilitate communication between devices.

Here, a first device 702 and a second device 704 are adapted to communicate via a

wireless communication link 706 over a suitable medium.



performed until after the devices authenticate one
another. Also, it should be appreciated that the
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to be authenticated. Thus, E above MAC operation may
be based on other data in add ion to or other than
one or nore of the pre-shared key K, the public key,
and the device |ID discussed above. [0092] In sone
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I mpl ementations a comm tnment nmay be based on

71 meemtd tha dhfaaymibsisppitnt isgi@tols candrpeyebilly sipnabpg &y the reverse link,
attack. For exanple, a first device nay generate a MAC

bk pafams heduldtios (gt € RRAMsorasotheswhe suytplde ofodulation) and/or other
information (referred to as a device identifier in the
p@lcmmgn@s dpesefipgs by rilie tsvi%t@md iaBd ipigUfiehassticha of pgﬂput chips. A

an_initiator) froma second devic
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devi ce | I er e trans
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along with the time interval 1nformation. Thus, if the

SRR JoY | QercativeNPRE VR’) 700 @lr&)ésseg eg f bsditichevig figitizes) the
MAC back to the first device, this % be appar ent

heciaus gighhlefrdAGhE nornmhHe 1S and @Ebvd@e\gl re@elde $aniptedpagedtmodulator
on the wong device identifier (e.g., "0"). Simlarly,
(‘DENMODINGRR gmoasistels (tlre deapida},atdslmldscmt@mj tevewevedespmples and
provides detected data symbols, which may be a noisy estimate of the data symbols
transmitted to the device 704 by the other device(s). A receive (“RX”) data processor
724 processes (e.g., symbol demaps, deinterleaves, and decodes) the detected data
symbols and provides decoded data associated with each transmitting device (e.g.,
device 702).

Components involved in sending information from the device 704 to the device
702 (e.g., a forward link) will be now be treated. At the device 704, traffic data is
processed by a transmit (“TX”) data processor 726 to generate data symbols. A

modulator 728 receives the data symbols, pilot symbols, and signaling for the forward

link, performs modulation (e.g., OFDM or some other suitable modulation) and/or other



transmt the device identifier of the first device
(e.g., "0") inthe clear. In this case, the first
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upon checki ng the device iden5|f|er Referring to FI G
5, the operation of block 516 ?or sonme ot her bl ock)
may thus be replaced (or augnented) with checking the
received device identifier to make sure that it is
di fferent than the device identifier of the device
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abpipcesachby atdenpdokstr (BREMODT) 83 6stel dddindetcottid ngtaasyunbols. A
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data, and a pllot synbal is a podul ation synbo

f or
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transmitter processes conver
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FIG. 7 also illustrates that the communication components may include one or
more components that perform operations relating to synchronization tests as taught
herein. For example, a synchronization (“SYNC.”) control component may cooperate
with the controller 740 and/or other components of the device 702 to send/receive
synchronization-related information to/from another device (e.g., device 704).
Similarly, a synchronization control component 748 may cooperate with the controller
732 and/or other components of the device 704 to send/receive synchronization-related
information to/from another device (e.g., device 702).

A wireless device may include various components that perform functions based

on signals that are transmitted by or received at the wireless device. For example, a



the device 704. A receiver ("RCVR') 720 processes
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i ncl ude gﬁmer control commands and ot her information
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forward signafing. A co AT ol 740 recelves
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control data transm ssion and to control transmt
peREs cdminbeichttoreresiindlodiks. tPortdx@m@iy heRvitO4nay comprise a wireless
transceiver with associated transmitter and receiver components (e.g., transmitter 408
and receiver 410) that may include various components (e.g., signal generators and
signal processors) that facilitate communication over a wireless medium.

[00103] In some aspects a wircless device may communicate via an impulse-based
wireless communication link. For example, an impulse-based wireless communication
link may utilize ultra-wideband pulses that have a relatively short length (e.g., on the
order of a few nanoseconds) and a relatively wide bandwidth. In some aspects the ultra-
wideband pulses may have a fractional bandwidth on the order of approximately 20% or
more and/or have a bandwidth on the order of approximately 500 MHz or more.

[00104] The teachings herein may be incorporated into (e.g., implemented within or

performed by) a variety of apparatuses (e.g., devices). For example, one or more



[0099] The controllers 740 and 732 direct various
operations of the device 702 and the device 704,
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filter, and decode |nfornat|oﬁ using a filter. Data
nenories 742 and 744 may store program codes and data
used by the controllers 740 and 732, respectively.
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sagmotknbe samonthee @metbwadites In addition, it should be appreciated that one or
both of the devices may be portable or, in some cases, relatively non-portable.

[00107] The components described herein may be implemented in a variety of ways.
Referring to FIG. 8, an apparatus 800 is represented as a series of interrelated functional
blocks that may represent functions implemented by, for example, one or more
integrated circuits (e.g., an ASIC) or may be implemented in some other manner as
taught herein. As discussed herein, an integrated circuit may include a processor,
software, other components, or some combination thereof.

[00108] The apparatus 800 may include one or more modules that may perform one or

more of the functions described above with regard to various figures. For example, an

ASIC for transmitting 802 may correspond to, for example, a transmitter as discussed
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(hayh, ehAeC)al f4r aat | conabpdnd ndywfalt dxaopld, ecamtiémeaf (c.g., hash/MAC)
approxi mately 20% or nore and/or have a bandw dth on
géreratordes dfcuagdr bsiicmat ey S00C Moz astivatorge paffi@@10wie 816 may
The teachings herein may be incorporated into (e.g.
Porpiseprchioe I wikemply, ®paipag fndgwentsgiicr gs dwamét:@/h@ﬁm An ASIC for
apparatuses Ee g., devices). For exanple, on
lcEmg e indicatign ghiS ey ePh“?fwn‘Bet% rteroretsatlalﬁedml ﬂtltauta device as

’gg‘?sgt‘éﬁ‘trg‘t“ p%}@?%f ?P}%@%ﬂo 5%@33%%813@@330 foexample, an

a headset (e.qg., headphones

%ﬁﬁ% F%méésgs%ngy“*% m crophone, a nedi cal device
[00109] ( e g Atse okt)édog%gK,'Gﬁt dg@ﬂ% ggpeént%ct!ﬂ)g?er Eor{}@cgn%n r%h§t7 R mi)lernented via

Q%rgprtat@ pPREGBr cEmp&TREE FRAL HRbcesRr cb&?&neﬁ‘@ ﬁtﬁ in §0me aspects

board, a nouse, etc.), a tire pressure nonitor,
BOMApleBicnted, RMOlcht-iRfraiialiSing@¥l68re &Nta@PktEldraihN nlﬁrgorne aspects a
device, a hearlng aid, a set-top box, or any other
poictRbt Magl @i wlaptefl @@hﬁﬁl]em'Ehes ot @resl obhcfar@ionality of one or
di fferent power and data requirenents. In sone
aspect thesetdoapoeanhi hgeniveaspects omyotbmo@ddphechmmmentseepresented
in | ow power applications (e.g.,
by dashed boxes are optional.

[00110] As noted above, the apparatus 800 may comprise one or more integrated circuits.
For example, in some aspects a single integrated circuit may implement the
functionality of one or more of the illustrated components, while in other aspects more
than one integrated circuit may implement the functionality of one or more of the
illustrated components.

[00111] In addition, the components and functions represented by FIG. 8 as well as other
components and functions described herein, may be implemented using any suitable
means. Such means also may be implemented, at least in part, using corresponding

structure as taught herein. For example, the components described above in conjunction



t hrough the use of an inpul se-based signaling schene

and | ow duty cycle nodes) and may support a variety of
walaaoa/1t@ses i ncluding relatively high data rateGI/[82098/058503

t hrough the use of high-bandmﬁgth pul ses). [00106] In

sonme aspects a wrel ess devi cé may conprise an access

device (e.g., a W-Fi access point) for a

comuni cati on system Such an access devi ce may

provide for exanple, connectivity to another network

pihghe “ASIG fs” spraponsaisiridGs § @bodBay srarespenst etmiprhndesignated

cel l ul ar, petwor via a.wred or wreless

SBFARIAPE A uweﬁlpqahﬁk. e i ETRYBYPCCHSHRINC AL BYIS HeVFle &rcRS may be

bl t.h devi . d. W-Fi stat.i to. .
R goEER ESBE naP S afdis E rocosSirdoBPRBF hEREg . or other
&Pm?%%hgagﬂzmh%ﬁg@gg%nge appreci ated that one or both
0 e devi ces y

€ portable or, in sone cases,

[00112]" el at | s%l, Yt 80P hﬁ&g ﬁooc[ 9%%93%1; rJngenEé"EH)% %fgﬁent h];rein using a
inplenented 1n a

described herein may 6e variety o
WeWhatie S @I dsngirkt® Rb&Bndd: ardioARRATREY BotBRBctafly limit the quantity
represented as a series of interrelated functiona

bt eclssof thate vBMchtsPRasIRN! thbisnddsigdatonsit asRNh@einkg,.a convenient
for exanple, one or nore integrated circuits (e.g., an
ASIHGY @t dirtnpulishingrpttesented drmimeendiffotdne deviaesaetsastc. Thus, a
taught herein. As discussed herein, an integrated
wiferendettorfayt andobemid deviperperssodqes s0f mear that aitliéwo devices or sets
conponents, or some conbi nation thereof. [00108] The ,
mep & smpsoygdaherayr thae thedasodryicsroret mustadedcds thehwgeonthgevice or
performone or nore of the functions described above

Wit thSPRYRAY 0 various figures. For exanple, an ASIC

A I N AT TN N
804 to, .f l e, i )
EOLTRNASRIGEIREDY 4 Rl IR, o R o
SOULFERERE G AP AR KBS v, o i

fal Yaly 8n JRdLcRlT @R BH8uMRY GRVeeaRRARtSP m g_o'Be represented by
exanpl’e, a timng indicator as discussed heréin. An

Peitdect, VurreARPE LRI BHOH TRYy &GO a8sRRNGL I Por I?aﬁ’ﬁcl@éﬁ At fields or
a conparator as discussed herein. An ASIC for

paticleh,alriang ckapinagsrederot. 812 may correspond to, for
exanpl e, a cryptographi c processor as discussed

[00114] her ei ThosarofAlSIIGvédd figrthree mppricoigteatha aungriof thentarious illustrative logical
blocks, modules, processors, means, circuits, and algorithm steps described in
connection with the aspects disclosed herein may be implemented as electronic
hardware (e.g., a digital implementation, an analog implementation, or a combination of
the two, which may be designed using source coding or some other technique), various
forms of program or design code incorporating instructions (which may be referred to
herein, for convenience, as “software” or a “software module”), or combinations of
both. To clearly illustrate this interchangeability of hardware and software, various
illustrative components, blocks, modules, circuits, and steps have been described above

generally in terms of their functionality. Whether such functionality is implemented as

hardware or software depends upon the particular application and design constraints



(hash, MAC) 814 may correspond to, for exanple, a

commtnent (e.g., hash/MAC) generator as discussed
wWheeeiimosiin ASI C for activating pairing node SRGI/IS2008/058503

correspond to, for exanple airing node controller

as di scussed herein. An ASIC ﬁgr generating indication

818 may correspond to, for exanple, an output device

as di scussed herein. An ASIC for authenticating 820

may correspond to, for exanple, an authentlcator as

m&%a@s@jt reerll ppgang) S@ll%@gwaaﬂoé@@ implegippp the described

th t he t

BB oRTitaiio Y BRCYS0r o SHToNERT YA TR ”%5‘0@15 geﬁé@grlmplementanon
t ts b

RO o plRY o Sy SgRed LT Be dtop B ot i 350 pf the present

8ﬁﬁglﬁgp90ts a processor may be adapted to inplenent a
ton or all of the functionality of one or nore of

[00115]t heseTﬁ@%ﬁBﬁytlﬁusUlaﬂvé QH? %Zgﬁo%gsc‘ H3Gu@s, R %n‘efutst rEi%scmbed in

conponents represent ed boxes are optional.

EORE AN Wah IRt 2@ AKRloséNBeBRRAERbY SmBRRACARY VAP bt $Erformed
one or nore integrated circuits. For exanple, in sone
BpRAGhegatdl agdet (‘MCOghAtaRekssiteetindl, GRYn iaoRdsepeit. tHR IC may
functionality of one or nore of the illustrated
canpaeenacraMpul@st prajchser, adpaalt €gmbpeodekbsn (DBE), an application
integrated circuit may inplement the functionality of

geeifor intagrased irtiie (ASIWs arfaglé pregamonblet gate 24001 IFPGAn or other
addi tion, the conponents and functions represented by
mograngnale wioigic aigvm,h éhscmrﬁmfe rars trapgstpuegicoriscrete ” hardware
descri bed herein, | ement ed usi ng any

Qmpshes. seshisal gemaorr?@é%n §n§1:§ocoawns%ts1 %P%ﬂ ggmpggents, or

sttty Itnfli%f’ﬁﬁ deSteade snfﬁfe P SbeEs fesceBSn bem fnd may
CRRUAEY B sy AP gvrl 1 TBRGMPIE o bEH or boun. &

%@feral H)%%é RALSHY aJ IBQ%’rmc o?so%?ﬁ{ éle%ﬂ&n%vé“a{eeprocessor
s nay I npl eren usi ng one or

H{as)%saﬁgrr cdnQERRHEN %ceésﬁli e&)'h%ﬁé% %&%H&)ﬂtﬁ)llep for0§t£’[€ 'machine. A

sui t abl structure as taught herein. [00112] Al'so, it

ﬁ%@éﬁsﬁr BRyungdebs tin@tnidnadd &Ny doﬁfbﬁ{a@lﬁﬁebft Qnifutifh ks, c.g., a

erern using a
combination of a DSP and a microprocessor, a plurality of microprocessors, one or
more microprocessors in conjunction with a DSP core, or any other such configuration.

[00116] It is understood that any specific order or hierarchy of steps in any disclosed
process is an example of a sample approach. Based upon design preferences, it is
understood that the specific order or hierarchy of steps in the processes may be
rearranged while remaining within the scope of the present disclosure. The
accompanying method claims present elements of the various steps in a sample order,
and are not meant to be limited to the specific order or hierarchy presented.

[00117] The steps of a method or algorithm described in connection with the aspects
disclosed herein may be embodied directly in hardware, in a software module executed

by a processor, or in a combination of the two. A software module (e.g., including

executable instructions and related data) and other data may reside in a data memory



desi gnation such as "first," "second,"” and so forth
does not generally |limt the quantity or order of
w0 bega1®benment s. Rat her, these designati ons arBCUES08/058503
herein as a conveni ent nethod_of distinguishing
bet ween two or nore different3§evices, sets, etc.
Thus, a reference to first and second devices or sets
does not nean that only two devices or sets nay be
enpl oyed there or that the first device or set nust
ﬁ%c@d%éﬂ@%n@a%m%@%r ROM memeyynEP i gpemory, EEPROM

%%&%%E]ﬁﬁ%i?ﬁ%if iagff@@?&'% }a%,rﬁa{oggm%&ﬁfﬁgféﬁrﬁ@@ﬁ%&%&%ﬁg form of
S rl%%%%mﬁiuf; Riiiain F a7 cetinae Xofsamdingm may be
LG P RhER R s oe T " Sov Bl ERe et Ihich may be

REF &PIL RS E FoP 1)‘6?%?4 HGRES as %u‘_rﬂr?&%scm” el et fh%??g?éc?s&c can read

waves, nagnetic s or particles, optica s or
RSt GbR T2 Q lco@dVir&iR HRH Rt FFoHRRIR0b- thé %H#] mdd1@®€ A sample
of skill would further appreciate that any of the
Maragd usediliinumby dd UkedraigicC@e Plooedsss. MMBUp@Sessor and the storage
processors, nmeans, circuits, and al gorithm steps
oedani beg idcsideannacASHh ViihehASHE nagpesids idivsel oqapment. In the
herein may be inplenmented as el ectroni ¢ hardware
{lecrgativeathdipgddeador iang Klenstorage imediunamagmesidegps discrete components in
I mpl ementation, or a conbination of the two, which may
peer gauipgivat  Momgvesouy sane geliostly @Yy sbtebleotdieuter-program product
techni que), various forps of program.or design code
Y SPPBFAE iAri MMSITERIAD BN EQMPREYNHECFRST 2 -etropyable by at
I}g%ﬁéng.’.c)ofn%gﬁte%gn ePdggtg?%qsoﬁgpor%gflﬁﬂ?%}%)eg‘i%re%f?cpg%%Efo\ggrre? In some
illustrate this interchangeability of, hardware and
sapta Byl pRaeh PIGUR R Camird sl MGk
nmodul LS CUi Ak escri b

o181 G200 i RS dtoriffh BE S0 B RGRER UL RL 16 Yilble any

Bushh SiiiGt inQR@kk Y niaBe bilcaRE Pfe@éilt AR RLANAS 81096 modifications to
software depends upon the particular application and

hesd dBheeBNHAIl deNfcadilp AppaedNte ARHSOWRIIRU! inSiet &M and the generic
Skilled artisans may i nplenent the described

pimgplco dafinddyhdréinviaiy bo Gppkadsto otheeaspiactoavitiottidaparting from the
appl i cation, but such inplenentation decisions should

swope bé thentisrguet. ethuasthe pussientgydiscloepaistnot enténdednte be limited to the
scope of the present

aspects shown herein but is to be accorded the widest scope consistent with the

principles and novel features disclosed herein.

WHAT IS CLAIMED IS:



di scl osure. [00115] The various illustrative |ogica
bl ocks, npbdul es, and circuits described in connection

WaWRak/119080 aspect s di scl osed herein may be i nplRCEOS2908/058503

wi thin or performed by an intggrated circuit ("IC"),
an access termnal, or an access point. The |IC may
conprise a general purpose processor, a digital signa
processor (DSP), an application specific integrated
circuit (ASIC), a field programmabl e gate array (FPGA)
or other programmble Iogiéﬁdﬁwﬂ%e, di screte gate or
transistor | ogic, discrete hardware conponents,

el ectrical conmponents, optical conmponents, nechanica

ts, nmbi.nat i t her.eof desi dt
corPofent = RoneYC OB SRMEIER, Cooioned 1o
C1eU PR S T B8 UL O st e

QEESTQ thidy a%SciQteHiwﬁ{hoéJﬁl%‘Eﬁéﬁgeé ’ ab ut in the

afternative, the processor may ny conventi ona

Pr oCegReiingCRREERNd Rilicaflbt rOGRRY kP lat §ast Bhe SRt Bf actuation of a
machi ne. A processor may al so be inplenented as a

SBhd D& igut 0évieOmpLk iaf@cded wiEtsa s&ofd devdcgonbi nat i on

of a DSP and a m croprocessor, a plurality of

m cr oporogadgchs firgnediostionwéeh nhe sapnd delisnioa to nletermine whether
conjunction with a DSP core, or any other such

thort ilgut entd ome of @OLaBIn of the Sirsinder sipobdevidrals saffyciently similar to
specific order or hierarchy of steps in any disclosed

et kogst ang tisme eheginptien of thy secomg luscrappirtslgeise: Wdsed upon

desi gn preferences, it is understood that the specific

or dera‘ﬁﬁelﬁﬁcétr‘%@ﬁy?e@ﬁd%‘é‘&b?‘sr?dloﬁéhep?%%@é@%%- may be
rearranged while remaining wthin the scope of the

present disclosure. The acconpanyi ng nethod cl ai ns

preseg; elfgggkﬁg %ﬁégﬁP ?g%ous steps in a sanple

order;" and Be™Finmted to the specific

or der g@r ﬁltg{ %{cﬁéacfilaﬁ rﬁﬁgﬁ@[@g‘ LE6me .[aQ %1‘1'1211 tﬂg1 %rs%tl\%&ts Hﬂj‘t;lﬁ glevice was

met hod or algorit escribed in connection
ASRAEI-Sngdi scl osed herein may be enbodied directly in
hardware, in a software nodul e executed by a

pr oceggQ@ecordindibatfonCielidisnahitdie ffwHibetHe\Weecontt e Pl ®vice was
nmodul e (e.g., including executable instructions and

sehated data) and other data may reside in a data
menorysuch as RAM nenory, flash nenory, ROM nenory,
EPROM nenory, EEPROM

3. The method of claim 2, wherein the second indication indicates a time at

which a message from the second device was received at the first device.

4, The method of claim 2, wherein:

the comparison comprises calculating a time difference between the time at
which the first user input device was actuated and the time at which the second user
input device was actuated; and

the authentication of the second device is based on whether the time difference is

less than or equal to a threshold time interval.



menory, registers, a hard disk, a renovable disk, a

CD-ROM or any other form of conputer-readabl e storage
wore@samoknown in the art. A sanple storage nmedP@USY8/058503

be coupled to a machi ne such %%, for exanple, a

conmput er/ processor (which may-Pe referred to herein

for conveni ence, as a "processor") such the processor

can read information (e.g., code) fromand wite

information to the storage nedium A sanple staorage. )

nedi ufn may The methedyoficlaigl thdurics cosyBisingTHansgwgs dbhe time

the storage nediymmay reside. in an ASIC.. The ASIC = .
ﬁﬁ%rqnég ingls~ (B Pq@im &%&H{eﬁﬁ?lﬁ tipfoinigry dly hJid @dichlign relating
rocessaor d.t he storage .nedi um resi de as
AOTEY Be RO BRERES T HEAF Wi | nor cover, i n
sone aspects any suitabl e conputer-program product may
conpri se a conput er-readabl e nedi um conpri sing codes

(e.g.¢ exegylall dQ%cﬁhnM?@%&fﬁ?e conputer) relating
t 0

to one or nore o e aspects the disclosure. In

SONMe agPRGt $ndc#RAPHERAtP Z0GMA Mt RN INEK Ghe TRY AP Rlevice was
packagi ng materials. The previous description of the
eigggtdsad aspects is provided to enable any person

skilled in the art to make or use the present

di scl teutherd iWdicatoons inddichki « atricostswhich tthe Sestaspe it device was
will be readily apparent to those skilled in the art,
dinchgabed.generic princi pl es defined herein may be

applied to other aspects w thout departing fromthe

scope of the disclosure. Thus, the present disclosure

is not intended to bhe limted to the, aspects shown
herei & but The meghodeoflaipy Hefrthpfecampyisgie REHp@Ing a key agreement

CART A i BT B DS RT3 e e,
t hod t hent i ' | Si.ng: i di

FRAR L SH ST Sk Py SOBL TS, it sino

2ct v 0 A ol A BRI BREEOL L ke

i ndi catbQdr &l fbimehit kePlasiRBild ANE the Weotll RGHH aahh?ﬁceived in

of a second user input device that is associated w
Sorf@eceBe vl@Mhe Sscond indication.

8. The method of claim 7, wherein the key agreement calculation provide a

cryptographic key for securing communication between the first and second devices.

9. The method of claim 2, wherein:

the first indication is provided and the second indication is received in
conjunction with a synchronization test; and

the method further comprises rejecting, during the synchronization test and after
the reception of the second indication, any indications purporting to be representative of

at least one time of actuation of the second user input device.

10. The method of claim 1, wherein:



conparing the first indication with the second

indication to determ ne whether the at | east one tine
W@R00ag199&i i on of the first user input device iBCT/US2008/058503

sufficiently simlar to the at _|east one tine of

actuation of the second user 'ﬁput devi ce; and

aut henticating the second device based on the

conparison. 2. The nmethod of claim1, wherein: the

first indication indicates a tinme at which the first

user thepait %@é\nn@etlmesbfa?@maped)f thpdirsthiscs deprglevice comprises a

i ndi catton relates to ch the second user

PIHERIHY 8 %ﬂ%ﬂél%@eééle%&?@ae "grstfrfﬁ Hﬁ%eHBTd’ 5 @i m 2,
vvhereJ[n 3}%3 geconld [ atJ o%.l d| cat gs arlt ”
whi et SR EC finsnfh 4 PiaB gyl a6Ral Hul mpiEafNescogpprises o
{)lﬂlgahi‘g%gﬁ gtct&%‘éh%&nes%at-&gﬁn@? %&8ﬁd ?élt r?([} Itlﬁ{erﬂn%rva erein:

arison conprises ca atine difference
between the tine at which the first user |nput devi ce
was actuated and the time at which the second user

i nput 1 devi ¢ge Hﬂfé&mﬁ“otf'dﬁhﬁ% AhgketaBe @Mh?eﬁrmoh ‘ééﬁﬁ)ﬁébs‘)f
the second device is based on whether the tine

di f f ecgnd&tiigSa k@& dffidie iffcedidad bétvean thvheiab@vd dfithe first set of
interval .5. The nethod of claim4, further conprising
timaristoiviat amiy cdrfespdreling ineerdtil fof ércasecmndi sst bfetdae trtamalerand

equal to the threshold tine interval, a third

i ndi catricomtinged wdrifrogtionm cawrdtthesd on hewtthanyf off & tinsedifferences are
i nput device was actuated. 6. The nethod of claim4,

iepwthen ar equabtor g theeshplddineamtasyiali ndi cates a tinme at

which the first user input device was engaged; and the
third indication indicates a tine at which the first

oo AP RS e a2t R i an o hh 26 Huseppd dovice

is based on whether the verification count is greater than or equal to a threshold count.

13. The method of claim 10, further comprising receiving a first commitment

value that is based on the second set of time intervals.

14. The method of claim 13, wherein the first commitment value comprises a

hash code or a message authentication code.

15. The method of claim 13, wherein the first commitment value is further

based on data to be authenticated.

16. The method of claim 15, wherein the data to be authenticated comprises
at least one of the group consisting of: a pre-shared key, a public key, and a device

identifier.



calculation if the tine difference is | ess than or

equal to the threshold tine interval, wherein the key
waream®nt cal cul ation is based on: a first PCT/US2008/058503

cryptographi c key associated with the first device;

and a second cryptographic ke96associ ated with the

second device and received in conjunction with the

second indication. 8 The nethod of claim?7, wherein

the key agreenent cal cul ation provide a cryptographic .

ey 161 Sl MRHOFOIHIMAAL TBrCdaden Comr mens palngomprises a

second devices. 9. The nmethod of claim2, wherein: the

PICPSeEC AWgrRLisafigh cpde faﬁfowfalélaer&ﬁaeqc P SRR ke thabfs sharcd

js.,received in .conjunction wth a synchronization

hég}e; 1 W%tsﬁ%oqqét%ﬁlﬁa&f urther conprises rejecting,

during the synchroni zation test and after the

reception of the second indication, any indications

purpof§ | ”QTBlegﬁltoﬁgy’?ch%ﬁﬁt}?Puirt‘ﬁ% Mmp[ﬁ%sid 2ast one tine

of actuation second user iIn evice. 10. The

met hogmféfratﬁq al Jbdnd MREhRMBA AR Hasd BRSthe Q0RnH IsBB @fme intervals;
actuafion of the first user input device conprises a

pl ur alvhtntirothe aathdati¢@ion toif iRSsdebiad deleéd Rebased b Shethet the second
of tinme intervals; and the at |east one tine of
enhméticonvadiic ¢qualsshe ird coramitnicnpudlugevi ce conpri ses a
plurality of actuation tinmes that define a second set

of time intervals. 11. The nethod of claim 10, wherein

t he conpari son conprises: calculating a series of tine

di f f et®nceShpercthedof elin 19 nfugthgpgongfrisinge first set of

time interval and a, corresponding.interval of the .
secondcte@inge & time diffgrencg hetveen idinge AbFogeiph gt e first commitment

verificatian count based on.how many of the tinme )
iing apdA st grion Mark TR Ay eSiate AP the o 1o Qg By of pofuation of
{ntfertval .. 12. . The nethod of claim 11, wherein the

ISR EEPISSVSE the second device is based on

whet h e.verid il catian ' ter .
et LA L AUy A3 o s o e
d%ferdnd thels RAHTBY dBhNG a"tBEShHH Bithenfetva$t commi t ment

20. The method of claim 19, further comprising transmitting, if the time
difference is less than or equal to the threshold time interval, a third indication relating

to the at least one time of actuation of the first user input device.

21. The method of claim 20, wherein the third indication is transmitted a

defined period of time after the verification start time.

22. The method of claim 13, further comprising transmitting a commitment

value relating to the first set of time intervals.



value that is based on the second set of tine
intervals. 14. The nethod of claim 13, wherein the

WO 2eogt11996MYi t ment val ue conpri ses a hash code PECT/HS2008/058503

nmessage aut hentication code. 15. The nmethod of claim
13, wherein the first conmi t méAt value is further
based on data to be authenticated. 16. The nethod of
claim 15, wherein the data to be authenticated

conprises at | east one of the group consisting of: a )
pr e- skar edThepethed pfisiaing Ieyheighythy agthgpiieation of the second device

b 156 DB diiet O5TTE Gt GeeniEbahgan the sécond set of time
%Ethqntication code that is further based on a

§Pt'dgr aphic key that is shared by the first and
second devices. 18. The nethod of claim 13, further
conprising: generating a second conm tnent val ue based

on t hessec j: j X k:
o has oIS pR B M, R AR B ot e

vher _Hﬁfe iﬁt@ﬁzaﬁ%%[b@is@@%ﬂdbﬁ?&hué’rﬁb Be tiﬁf&b‘.?' s the first
comm tnent value. 19. The nmethod of claim 13, further

conprising: determning a tinme difference between a

time of receipt of the first conmtnent value and a

veri f2gat i ®he sicalidd dbf nirask oehatiadeash tdf thbecatatibesasdmprises an
one time of actuation of the first user input device;
viRgenentt dfea aotpeeimtd ot 06 thofisdrhepstedonetsdeva cesengagement of a
based on whether the tinme difference is | ess than or
egpestive engof the astidnpitdeviges nt erval . 20. The net hod of
claim19, further conprising transmtting, if the tine
difference is less than or equal to the threshold tine

i nteryal , third i ication, rel ati to the at, l.east )
one LR ofnd B IGR | pinbrSindhe dhur Reh, Bl Hetfe gomprises a
21..The t hod, of ¢l.aim 20, ,wherein the third
PRl BRCHES, F il T i eReRed poriod of time
after the verification start tine.

27. The method of claim 1, further comprising activating a pairing mode of

the first device prior to acquiring the first indication.

28. The method of claim 1, further comprising generating an indication to

initiate the actuation of the user input devices.

29. The method of claim 28, wherein the generation of the indication
comprises activating or deactivating a lighting element or providing an output on a

display screen.

30.  An apparatus for authenticating, comprising:
a timing indicator configured to provide a first indication relating to at least one

time of actuation of a first user input device that is associated with a first device;



22. The nmethod of claim13, further conprising
transmtting a commtnent value relating to the first

W@ 2408019056 me i nterval s. 23. The net hod of cl ai "fPADPS2008/058503

wherein the authentication of the second device is

based on the first set of time®intervals bei ng

different than the second set of tine intervals. 24.

The nmet hod of claim 10, wherein the actuation tines

that define the first set of tinme _ intervals conprise a

r andoff&EHiGE R gy et forfeeciveos secpﬁé 1%@%@@ rglptipg & #h lgast one time

g?ereln egch of the actuatio ﬁg ag enga enment
acfuytign 9ba sepad Jae ipput %ICE: 1S|3ﬁ Vite @seem éieVlce
di sen genent of a.respective one,of

devi c maparatey copflgyitd t0: cMparg, t:{le &ﬁé rlgi&ls ST.E% Q}?iﬁﬁ, dhe second
Hl%,?gatlhﬁ] Pouéietgl%é/lhg %vh%&tgp{hle ??ef%t &&Fhﬂgg to%‘ %@ﬂaat?ofnkc | tHQ%’rsi User input

ouch-'scr een arm

?Wl&&@ uﬁﬂfgﬁﬁg $IR%r A6 e @ idaBi%h R t M A8 IBHGF Bl sEQFd user input
TSt device prior to acquiring t first 1 ndication.
d&icclAgg met hod of claim1, further conpri sing
generating an indication to initiate the actuation of
t he userautheptidatslevoTRBired2® alihenti@tN @ edcotll aleiicd8based on the
wherein the generation of the indication conprises
emhparabh.ng or deactivating a lighting el ement or

provi di ng an output on a display screen. 30. An
apparatus for authenticating, conprising: a timng

i ndi cator configured to provide a first indication

rel at $hg t Sheepnasres ofgrem Jdmwhefeitict uat i on of a f irst

user i nput device that is associated wth

devi cEalliskaudicAbon BACHIGH Betime G gt Joe élr% é@@h alput device was
indicatign relating to at | east one tinme of actuation
qugai 8nd user input device that is associated with

a secgnd devi.c a co arat nf| u ed t o conpare :
the 1 TFeeCaidldised PRI RN [ geachd BRP Rt deviee was
Qﬁﬁ gri ne whet her the at Ieast one tine of actuati on

e first user input device is sufficiently simlar

to the at |east one tine of actuation of the second

user input

32. The apparatus of claim 31, wherein the second indication indicates a time

at which a message from the second device was received at the first device.

33. The apparatus of claim 31, wherein:

the comparator is further configured to calculate a time difference between the
time at which the first user input device was actuated and the time at which the second
user input device was actuated; and

the authenticator is further configured to authenticate the second device based on

whether the time difference is less than or equal to a threshold time interval.

34. The apparatus of claim 33, further comprising a transmitter configured to

transmit, based on whether the time difference is less than or equal to the threshold time



devi ce; and an authenticator configured to
aut henticate the second device based on the
w@opardoson. 31. The apparatus of claim30, WhRCEU2008/058503

the first indication indicateg atime at which the
first user input device was a ?uated; and the second
indication relates to a tinme at which the second user
i nput device was actuated. 32. The apparatus of claim
31, wherein the second . indication indicates a tine at .
e & thisdsiagication iclatieg de caadicr dmce henlist tseteinpel dgyice was
the first device. 33. The apparatus of claim 31,

4ed-n: the conmparator is further configured to
calculate a tine difference between the tinme at which
the first user input device was actuated and the tine

at whi §h t?ﬁ %ﬁ?gg &%ﬁ& ur&LeQ%y|ce was act uat ed;

and t € au er configured to

aut hegll 1?1‘%{ %&éﬁoﬁQFQfagteg%vﬁﬁl@ J?%l’ﬁglil Qﬁb ‘ﬁ*ﬂs‘%t &f idpif éievice was

erence is |less than or equa res
gﬂgged@hgrval 34. The apparatus of cIa|n133 further
conprising a transmtter configured to transmt, based

on vhekh@rrdtihgickiomindidafesrenia iswhiehShé s @er aepialdevice was
to the threshold tineinterval, a third indication

det@iapedy to another tinme the first user input device

was actuated. 35. The apparatus of claim 33, wherein:

the first indication indicates a tine at which the

first user input device was engaged; and the third

i ndi c3®i onTheapprasatesobclaingad3 aﬁurtm Qsm:trﬁélgfq pryptographic processor
i nput devi ce. was dlsengaged 36. .The apgaratus of

eHighrosiato regfPrA erkey gk @alﬁulétﬂ%ltf St ApRiditirpecds dess than or

equal to the threshold time interval, wherein the key agreement calculation is based on:
a first cryptographic key associated with the first device; and
a second cryptographic key associated with the second device and received in

conjunction with the second indication.

37. The apparatus of claim 36, wherein the key agreement calculation
provide a cryptographic key for securing communication between the first and second

devices.

38. The apparatus of claim 31, wherein:

the first indication is provided and the second indication is received in
conjunction with a synchronization test; and

the receiver is further configured to reject, during the synchronization test and
after the receipt of the second indication, any indications purporting to be representative

of at least one time of actuation of the second user input device.

39. The apparatus of claim 30, wherein:



configured to performa key agreenent calculation if
the tinme difference is less than or equal to the
W@ krossiob@ time interval, wherein the key agr eR@EI52008/058503

calculation is based on: a first cryptographic key

associated with the first devﬁée; and a second

crypt ographi c key associated with the second device

and received in conjunction with the second

indication. 37. The apparatus of claim 36, wherein the .

key abitedniertt Qg téne £ ashiagpeafdbe st yior depu plavicekegprises a

for securing. conmunj cation hetween the first and

Blupdiiy oty @g.U%.tfl&rﬁsh%epﬁgrsaﬁ?wrfl&fneem& and

wherejn: the first indi aajonfu provi.ded andhﬁhe .

secon eiar’id?aééPP%ﬁm}eso aecglé% VB ﬁe BRPH e DR fiegcomprises a
' i on. X [ P t her

BRI SPAGROR Rol S Ther Af & SRpRESE X Bineifie b on ¢ ot

and after the receipt of the second indication, any

i ndications purporting to be representative of at

| east 4@ne tThEBpRkatde @RI R9 0khdrBia tBE 6OMAFartRels fultBbH configured

devi ce. 39. The apparatus of claim 30, erein:the at

tfoeast one tinme of actuation of the first user input

device conprises a plurality of actuation tines that

def i nealaulitenastrissdf tofic differeniced tetweadnscach idertvhleofahe fisasdt of time

one time of actuation of the second user input device

nterprliasd e carrpspondingtinptenfal afcthe atdood setiofgisnct intervadefanthe a

second set of time intervals. 40. The apparatus of

cl ai ng@Bratopaeefigptionsouirhvacchhow snany of e time diffqencesl are less

to: calculate a series of tine differences between

BB R paae Fathresholddimg intayalset of time interval and a

corresponding interval of the second set of tine

intervals; and generate a verification count based on

h h ' di.ff | h .
caual 1o alPhr GaRETE S netIRe ahyarcreit e AipReugr g further
Qénf@u?édr@o%gthemgitg b2 b6 RHARNAERLR Wilsdhel Hetification count is

greater than or equal to a threshold count.

42.  The apparatus of claim 39, wherein the receiver is further configured to

receive a first commitment value that is based on the second set of time intervals.

43. The apparatus of claim 42, wherein the first commitment value

comprises a hash code or a message authentication code.

44. The apparatus of claim 42, wherein the first commitment value is further

based on data to be authenticated.

45. The apparatus of claim 44, wherein the data to be authenticated
comprises at least one of the group consisting of: a pre-shared key, a public key, and a

device identifier.



configured to authenticate the second device based on
whet her the verification count is greater than or
wWeqwall19060 a t hreshol d count. 42. The appar at usPOFf/U81083$/088503

39, wherein the receiver is further configured to

receive a first commitment vafle that is based on the
second set of tinme intervals. 43. The apparatus of
claim42, wherein the first conmm tnent val ue conprises

a hash code or a nessage authentication code. 44. The
apparatus of claim42, wherein the first commtnent

value,is further based_on data to be. authenticated,
45. Tﬁé apgg? atnparags @ﬁa&?ﬁ@ﬁl SFEsith F\egﬁ%t cprpgitpgnt value

aut henti cated conprises at |east.Q of. th r ou :
EGRITSE frigeorec a BruteEii earedBy! isdURh: vCay.» dnpfograhic key
GV 15 SRar 880U BT arliccd NFsRpREr al us of clai m 42,
ereln i'TSt comm tnent Val ue conprises a nessage
aut hentication code that is further based on a
cryptographic key that is shared by the first and

secongy devirgegppatatus JNGaiARPA TS cohphdiag:m 42, further
conprising: a comm tnent generator configured to

gener at®@ninis8eANEEneAIBT EdiERtircdadougeRased Q@Roid@omatimsht value
set of time intervals; wherein the authenticator is

based bethacwndndet efltito irmetvhBNt | cat e t he second devi ce

based on whether the second commitnent val ue equal s

t he fwheieircthmmitheetitataras fethed Bonfigueccaiopaitlantisato thecicednd device
42, wherein: the conparator is further configured to

based paivhethgr therpscadidfdoamaitipent atugesanala thej first eommispentpraluc.

of the first commtnment value and a verification start

time associated with the at | east one tinme of

act ua %on ?E the first user, input device; and the

aut henti ca ?aR¥H¥Yﬁ? M AISTREG t o aut henti cate
e SR R DR R TR rcon
e o-m%%t G &k Li?rs@éoné&?gfghtd' galué Yhd qe\;erﬁﬁ%’(gﬂ Stafl%ifle associated

transm r confi gure
with the at least one time of actuation of the first user input device; and

the authenticator is further configured to authenticate the second device based on

whether the time difference is less than or equal to a threshold time interval.

49. The apparatus of claim 48, further comprising a transmitter configured to
transmit, if the time difference is less than or equal to the threshold time interval, a third

indication relating to the at least one time of actuation of the first user input device.

50. The apparatus of claim 49, wherein the third indication is transmitted a

defined period of time after the verification start time.

51. The apparatus of claim 42, further comprising a transmitter configured to

transmit a commitment value relating to the first set of time intervals.



transmt, if the tinme difference is |less than or equal
to the threshold tinme interval, a third indication

WO 2008t119960 t 0 t he at | east one tinme of actuati oPCDUS1008058503
first user input device. 50. The apparatus of claim
49, wherein the third indi catfon is transnitted a
defined period of tine after the verification start
time. 51. The apparatus of claim42, further
conprising a transmtter configured to transnmit a )
commi $ent Thal ywaragisataf nglaing §%e wherap et aphentiGgor is further
i nterval s. 52 The apparatus,of c]aim 39 erein the .
SO BadBhentae ?H@?O‘@oﬁiﬁwl“é’u{’@Bd 08 %Wfémqt ttgme intervals
he ond .devj ce base the first set of tine
b AGGPEN SR hS SeprLsd sl Bekafietl second st of ti e
intervals. 53. The apparatus of claim 39, wherein the
actuation tines that define the first set of tine

interygls @ggg{)ﬁa%&ué s %&%2@9_? SAHROR Q%e}?gct&étmﬁstimésdftha{“agﬁne the

apparatus o alm 3 rern eac the actuati ons

BBt 0% BfcaRtcRRUAIRIPRRE aYindnl &IBGLIFEnREe of the
user input devices or a disengagenent of a respective

one of the user input devices. 55. The apparatus of

claim 30, wherein the first user input device

conpr b4es @hpuppubattig oficlaan B8y phactcinacasiMof ¢l acdiiat@ns comprises an
touch-screen. 56. The apparatus of claim30, further
cgapeinsitnef & rpwicetivigompdé tonsaroinper dooetsi gus elibengagement of a
activate a Eairing node of the first device prior to
ECSPRsitive aac ehie upgrdrpytdavieest i on. 57. The apparatus of

clai m 30, further conprising an output device

configured to generate an indication to initiate the

act uatjon t he yser .input devi ces 8. The apparatus .
of ol st s he GRgrdimOs HERD A0 pHeraBY e B uoqt e REEV e Emprises
confiagured to activate or deactivate a lighting

APHTERHOD KsTBt ded BAE shegbitw e spi ay screen. 5o,

An apparatus for authenticating, conprising: neans for
providing a first indication relating to at |east one

time §f acthabpRatlf of claim 30, further comprising a pairing mode controller
configured to activate a pairing mode of the first device prior to acquiring the first

indication.

57.  The apparatus of claim 30, further comprising an output device

configured to generate an indication to initiate the actuation of the user input devices.

58. The apparatus of claim 57, wherein the output device is further
configured to activate or deactivate a lighting element or provide an output on a display

screen.

59.  An apparatus for authenticating, comprising:
means for providing a first indication relating to at least one time of actuation of

a first means for inputting that is associated with a first device;



a first neans for inputting that is associated with a
first device;nmeans for receiving a second indication

WO 2008t119960 t 0 at | east one tinme of actuation of PEI/E82M081058503
means for inputting that is associated with a second
devi ce; neans for conparing tAeé first indication with
the second indication to determ ne whether the at
| east one tinme of actuation of the first neans for
inputting is sufficientlg_slnﬁlar to the at | east one )
time BFaEConECEyNgG? secrad duliaHan selaie oyt [¢ashenre g of actuation

and neans for_authenticating the second device based
eﬂa $9¢an Bﬁﬁ%fPEBWP“’@@.thafﬁ%asgﬁ‘B%\%N ao%ﬁ%trdaﬁ*qwcgg,

et s B bR B B RS B germin
RSB0 OV L3 8: PPl WA Barint
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devi CgcHsof @&ﬁ&ﬁ%ﬁti? thtREcdnld e licE 8¥dc8®n tRleconlftRison.
or

apparatus of claim 60, wherein: the neans f

conparing calculates a tine difference between the

time at which the first neans for inputting was

act uat@d afte dfpardtunef ddinvdtl, ethetde second neans for

i nputting was actuated; and the nmeans for

aut hethei forat indépation hehedtesad diset devkiel ol ficke wiazes ersiedutting was
on whether the tinme difference is |less than or equa
t@uaed;ipdshol d time interval . 63. The apparatus of

claim 62, further conprising neans for transmttin . .
bas et rieaik RAICAHaTd4 throtoch HmerAdueT dielseeand Hggsdpr inputting
eﬁual to,the threshold tine interval, a third

PAYPCUP SN relating to another time the first nmeans

for inputting was actuated. 64. The apparatus of claim

62, wherein:the first indication indicates a tinme at

whi ch.t h ' ' i: ©.an )
I c f e ﬁ“hé& a?ﬁ@snoc'f Jl%fn 66] %tefélﬂ]ﬁlevgggotn aﬁ@gﬁ[ﬂ{nﬁg&gates a time

the third indi ation indicates a tine
§i WRiEh TeRRSek Hont MRYELIAMVWRS was received at the first device.

62. The apparatus of claim 60, wherein:

the means for comparing calculates a time difference between the time at which
the first means for inputting was actuated and the time at which the second means for
inputting was actuated; and

the means for authenticating authenticates the second device based on whether

the time difference is less than or equal to a threshold time interval.
63. The apparatus of claim 62, further comprising means for transmitting,
based on whether the time difference is less than or equal to the threshold time interval,

a third indication relating to another time the first means for inputting was actuated.

64. The apparatus of claim 62, wherein:



di sengaged. 65. The apparatus of claim 62, further
conprising neans for perform ng a key agreenent

w@ado8al®esd on if the tinme difference is | ess the@T/582008/058503

equal to the threshold tine interval, wherein the key

agreenent cal culation is based%on: a first

crypt ographi c key associated with the first device;

and a second cryptographi c key associated with the

second device and received in conjunctigon with the )

seconthe gl idigatian ighcateosna tiggspairahigh thy fipst apggnefor inputting was

wher ej n éhe key agreenent cal cul ation provide a

@Hﬁg?ﬁ@ﬁ phic key for securing conmuni cation between

the fjrst. and .second. devices. 67.,The, a rat us .of. .

ol o i EahrRABH SRR HER F 3fig A pikR TaRPPE S fuigputting was
t he, second indication is received in conjunction

&ﬁ%ﬁﬁgg%ynchronization test; and the means for

receiving rejects, during the synchronization test and

after the receipt of the second indication, any

i ndi cgd.i onghPupRRLtht BY clfn e, TeRKe BRI pAsingemens&br performing a

| east one tinme of actuation of the second neans for

kapudreément Gfulatiog ifERatIAE Wsf@tncel i9il88sThan vheqeil i thd@reshold

at least one tinme of actuation of the first neans for

timp uttival whenyi tledey agiemieal dalgulaifonacbasad oon ti nes

that define a first set of tine intervals; and the at

| east a fin ctyiptaergthiakdyumsoaatcdfvith tec Bt davdcayeahs f or

inputting conprises a plurality of actuation tines . .

t hat deesond cyregeplic ke associdterewithithe vedosd glgvicrpad received in

apparatus of claim 68, wherein the nmeans for

epction griththe sepoad exdicptigBr j es of time differences

bet ween each interval of the first set of tine

interval and a corresponding interval of the second

set of ti i nterval s;.apd gepnerates verification .

count Pasea bt hagy BmeRe  PRHETt B8Pl calculation

br%%?detah%p%tgra%ﬂféaﬁef fr @e&%ﬁ@%ﬁl&uﬁéa@%n'b@t&&%gj}he first and second

devices.

67. The apparatus of claim 60, wherein:

the first indication is provided and the second indication is received in
conjunction with a synchronization test; and

the means for receiving rejects, during the synchronization test and after the
receipt of the second indication, any indications purporting to be representative of at

least one time of actuation of the second means for inputting.

68. The apparatus of claim 59, wherein:

the at least one time of actuation of the first means for inputting comprises a
plurality of actuation times that define a first set of time intervals; and

the at least one time of actuation of the second means for inputting comprises a

plurality of actuation times that define a second set of time intervals.



70. The apparatus of claim®69, wherein the neans for

aut henti cating authenticates the second devi ce based
W@roshetober the verification count is greater PEEOS908/058503

equal to a threshold count. 71, The apparatus of claim

68, wherein the neans for recé?ving receives a first

comm tnment val ue that is based on the second set of

time intervals. 72. The apparatus of claim 71, wherein

the first comm tnment val ue conprises a hash code or a

message aut hentication code. 73. The apparatus of

| ai 1, [ he fi. , | [ .
Furt - bl BaaH i of A8 AETUn e ga O AP
t f cl ai in the dat b
20 hertt B el G ey e fichiuthbgp the first sct of
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evi ce identi € apparatus o

wher e %@he}a{?@s § e SHc AR HPQ&S};H YnUkor? Mgﬁe girﬂ@e di¥fdénces are

aut hentication code that 1s further bas

REYPLAGE 8RNI fo K@YeshbRttihSinghagied by the first and
second devices. 76. The apparatus of claim 71, further

conprising: neans for generating a second conmm t nment

val ue based on the second set of tine intervals;

wher ef® t h&heresppsrafisr ofiudldientéoc avhdrginatich erthh < abe sautheaticating
second devi ce based on whether the second comm t nent
yetherdiceqe dicsseeoml d¢vist basodnon twhetiter viad werificaion Thnt is greater than
apparatus of claim 71, wherein: the neans for

eosrpal forighepsh@d wpws a tine difference between a tine

of receipt of the first commtnment val ue and a

verification start tinme associated with the at | east

one tj of , actuation.of .the first ans fo . }
o 1] g Shptito B Aleit 1R, MieRiin TR Repofor receiving receives a
ﬁy%genthat§sdth§w§e an dqﬁice bas df%n Wﬁ t%/r t he
PO R e (hat 15 D23cd gLt §ycofd Ot Hg e hol d
time interval.
72. The apparatus of claim 71, wherein the first commitment value

comprises a hash code or a message authentication code.

73. The apparatus of claim 71, wherein the first commitment value is further

based on data to be authenticated.

74. The apparatus of claim 73, wherein the data to be authenticated
comprises at least one of the group consisting of: a pre-shared key, a public key, and a

device identifier.

75. The apparatus of claim 71, wherein the first commitment value
comprises a message authentication code that is further based on a cryptographic key

that is shared by the first and second devices.



78. The apparatus of claim77, further nmeans for
transmtting, if the tinme difference is |less than or
we@owal119060 t he threshold time interval, a thirdPCT/US2008/058503
indication relating to the at |east one tine of
actuation of the first means fBr Inputting. 79. The
apparatus of claim 78, wherein the third indication is
transmitted a defined period of time after the
verification start time. 80. The apparatus of claim
71, f 0t helheanpsrates ofcldanhls fwréherfs?laﬁ%ﬁﬂgt i ng a
conmi t ment _val ue relating to the first s
i nt er PP Oélgeanﬁtén%\apss%dugorsme}eaﬁ e, a%aﬁie%rlﬁ‘ 195gnd set of
geanﬁ fo& aut henti cati ng authenticates the second
i"C&™Bdsed on the first set of time intervals being
diffe t r .
The agvglgttreh {Jﬂ%q%%alﬂglfgteé?ﬁ@%tl% V\% gutflér{{ﬁ%ﬂegtgfug;et%&zdn ﬁ%\?lce based on
466 080k Q6mrifring $hie Sludd KB Aot lrierf ORRE! S€ 2
ran om sequence of ti mes. . The apparatus of claim
59, wherein each of the actuations conprises an
engagenment of a respective one of the first and second
means7f.or Thpuipfardigs O clamd] ISemgagenment of a respective
one of the first and second neans for inputting. 84.
The afhpan@hs $orafonglasingdb@rminoen eine differchce bétweaa sinfeasf receipt
i nputting conprises a pushbutton, a keypad, a switch,
of thg firsuammimernval@sandrhecappaatstat ofmeclssoamt&d with the at least
further conprising neans for activating a pairing node
e time of acrtgqtloaexfutl@feﬁrm mganstier @@qtﬁmg; #yl the fir st
i ndi cati on. paratus of claimb59, furt

conpr th@.rﬁ@anﬁé%%uth@ﬁw@fé%wb@%a@ﬁ ﬂil%%ﬁce%é id@mcq Based on whether

initia the actu tlon of the fi nd seco nmeans
rtl%%ﬁfennﬁ@ls o thap IHAP att%rgsfboﬁd Pﬁ.l%@@é wher ein

the neans for generating an indication activates or

deactivates a lighting el ement or provides an out put

on a % spl @y, %§§ﬁﬁﬂs 0P Riaikt FPRHLEG m@&r%gfo?q} Bg@ﬂ!{fﬁé, if the time
for aut’henticating conprising: conputer-readable
AR GORRY {hah BY GRS (RXEBRUAAR Bn DMt ball £8HEd RBRation relating

to the at least one time of actuation of the first means for inputting.

79. The apparatus of claim 78, wherein the third indication is transmitted a

defined period of time after the verification start time.

80. The apparatus of claim 71, further comprising means for transmitting a

commitment value relating to the first set of time intervals.

81. The apparatus of claim 68, wherein the means for authenticating
authenticates the second device based on the first set of time intervals being different

than the second set of time intervals.



conmputer to: provide a first indication relating to at

| east one tine of actuation of a first user input
waelewsaeoshat is associated with a first devi cePCTES®IYES8503

a second indication relating to at |east one tine of

actuation of a second user inﬁat device that is

associated with a second device; conpare the first

indication with the second indication to determ ne

whet her the at | east gne tine of actuation of the

first8user Thoporarefay of sl ahyrheesiedhq getyatipn times ghat define the

?t | east. one ti of actuatjon of the _second user

b Of SNSRI A ONA KB ALH SHIRENSOE GRS devi ce based

on the conparison. 89. A headset for wreless

conmuni cation, conprising: a timng indicator

confi gured ' I gt indjcat] e ' .

at 1 05t “ohb® pELESr el 55:h PR BR A EaEhldiy bmpriscs an

?Iggéggﬁeﬁthaf al RsARAOC AL &F Wet firs? aﬁlhrs%t:%ﬂlﬁxﬂ Gfts 8¢ inputting or a

Iver configured to recelve a secon i cation
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87. The apparatus of claim 86, wherein the means for generating an
indication activates or deactivates a lighting element or provides an output on a display

screen.

88. A computer-program product for authenticating comprising:
computer-readable medium comprising codes executable by at least one
computer to:
provide a first indication relating to at least one time of actuation of a
first user input device that is associated with a first device;
receive a second indication relating to at least one time of actuation of a

second user input device that is associated with a second device;
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a comparator conﬁgure(? to cornpare “the first indication with the second

indication to determine whether the at least one time of actuation of the first user input
device is sufficiently similar to the at least one time of actuation of the second user input
device;

an authenticator configured to authenticate the second device based on the
comparison; and

a transducer adapted to provide an audio output based on a signal received via

the receiver.

90. A watch for wireless communication, comprising:

a timing indicator configured to provide a first indication relating to at least one
time of actuation of a first user input device that is associated with a first device;

a receiver configured to receive a second indication relating to at least one time
of actuation of a second user input device that is associated with a second device;

a comparator configured to compare the first indication with the second

indication to determine whether the at least one time of actuation of the first user input
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device is sufficiently similar to the at least one time of actuation of the second user input
device;

an authenticator configured to authenticate the second device based on the
comparison; and

a user interface adapted to provide an indication based on a signal received via

the receiver.

91. A sensing device for wireless communication, comprising;:

a timing indicator configured to provide a first indication relating to at least one
time of actuation of a first user input device that is associated with a first device;

a receiver configured to receive a second indication relating to at least one time
of actuation of a second user input device that is associated with a second device;

a comparator configured to compare the first indication with the second
indication to determine whether the at least one time of actuation of the first user input
device is sufficiently similar to the at least one time of actuation of the second user input
device;

an authenticator configured to authenticate the second device based on the
comparison; and

a sensor adapted to provide data to be transmitted to the second device.



