;e3exql | nDn”: op6$gTxg_nH 4 1 8 MAR Z003 avv. ~~ ' 00002 MUILTI CASTI NG The
present invention relates to a method of operating a transmttefgtga 2003
ti cast, data bl ocks over a network. 5 In network term nology, sending a

data bl mﬂmm\ﬁmmm“message packet, frame or the like) across a network to
a singl known as uni casti ng. Sending a data block t0 “al |

recei vers copmaeted to a network i s known as broadcasti ng.

bl ock to 'a set of recipients that forma subset of all recei j\ﬂﬁ%lmmmmmd
to a.10 network is referred to as mMULTICASTING. Such a set of rprents is

known as a r nulticast group. In broadcast networks (e.g. nearly *2M1™ Local
‘Area Networks), all receivers receive any data bl ock placed the network)

Each recei vgp has. lﬁ\%%ﬁkrela%sefg %Crﬁeﬁ'\%ﬁdoflépérgﬁﬁ? ;dﬁ rﬁn'tt%? b "RRSadihat

are intended for trﬁ receiver. In order to 1denti mul ticast data
bl ocks ar e diate blnd&doﬁerra nétatork.ecei ver, the network int erface card nust
store an-indication of each nmulticast address for which the receiver is a
recipi en? 20 In networks conprising switching nodes interconnected by

poi nt -t o- poh rmtet\hbnkktsrmmamlgysyurtdm’fg agiafmdlecwsé Stressagd, packas ramd b kst
group, an indjcation of whic links connected to it |ead toward

menbers of KREAFAFY F@&E‘f’°'§5‘rt8®s'”9lr? 'SB‘PI‘F“E VDEROWR afNjGasKBg ¢ RENENgradatane

anount of IREEN 16 LIERHELREM ddhnBEWRble KAXWRKROREIWS ab r&%é&%@ﬁn@{w BBndikg a
nunber of mnulticast addresses in use. Conventional use of i cast

net wor ks ofckaérn bf@gaptassqztrpft neeipipEs gratifore ansHlset 8§ ell serpivers eonpertadite a
”ecessaﬁp NEEIPLiBrred RE a%”%[]tkag %ﬁJd @ec!faufe‘é idis RESE) Qﬂbgy% or
ica t y

Eore mul rressa es across t ten GRNECESSar]

ur opean Pahelmxbadkpgrbup;atl on EP 0 854 604 Al di scI oses a fast packet

swi tching network that provides interconnection for peer networks that
support group addressi ng. AMENDED SHEET ~ 8 MAR Z003 2 Al though the use

of nul ti cashi lﬂ'@aﬂé‘as@lﬂef\ﬁﬂr&by(eégt rizatl@\6lll Lovaei@ed IN2t@BEREE, AII edtlcarshs decanad
i npact heavily on networ erformance, a rapid rise in the use of nultjcast

is likely t3 dre@ B‘P&‘&é"ﬂf\?grthﬁwt\"{@% fEé\ﬁPyé‘é‘?'ge’ e @ nRYMREk dnfaifaen s | s a

need t0 15 PHRY idkRitiReSBame8ithaCargNhtenaYd ®dr tHat P!Q:e%PWN BRiek R dPRiRY Wi
mul ticast capability. According to a first aspect of the present Invention,

there is prowititest datreblesks efe gpendad frey thatrrapeimen ttoe flﬁtv\@alt dntgrfeek sard
connected viq.a s?c?r%"‘Q-f Iﬁwcﬁ&ti@n%f”eé‘éﬂ ¥ ash BERIYE ForOlunkd thddt iR agks

sai d net hod conpri si
recipient.

20 In networks comprising switching nodes interconnected by point-to-point links,
each switching node must store, for each multicast group, an indication of which

[ of the links connected to it lead toward members of the multicast group.

in both types of networks therefore, the amount of memory required in network

25 components increases with the number of multicast addresses in use.

Conventional use of multicast networks often results in the use of more multicast
addresses than is necessary. Furthermore, the amount of traffic generated in

passing one or more multicast messages across the network is often unnecessarily
30 high.

European Patent Application EP O 854 604 A1 discloses a fast packet switching
network that provides interconnection for peer networks that support group

addressing.

AMENDED SHEET



transmtting said data bl ock over said network to said set of

15 said nmethod being characterised by: said network being

mul ti cast-capable; said transmtter having access to one or nore
directories listing sets of recipients %p selected fromsaid receivers and
correspondi ng nulticast addresses for use in said nulticast-capable

net wor k; exam ning said one or nore directories to find respective one or
more nul ticast addresses corresponding to the set of recipients found in
sai d exam ni ng steg; 25 addressing.one or nore data Rlocks to the

respect i ve AVOLBR 48 use @f SRLUCAsHBE 13 CHHeRYY 4t @xXars!nvAtrestiepbons RiakleRg one
or more di IRCARipact Rédvill ot ndRRDB Bb@odfdrRe! hBsidseliRGhRILRRI rANHcAR
correspondi ng nul ticast addresses, nulticast data bl ocks can be addressed
based on t helikaly toftakecplaps eversthednaxhifew veers. s Thisunganshthagdberelds @oleeddot o be

caci iy ot Snn oo naRACEaE of Lo B e iBRe P Bl M B

8 MAR 2003 3 For groups with only one nenber, the directories can provide a
uni cast addyess .inste of a multicast address. To give an exanple, in some
erbod rent AGEIHRG 1 Acleh e RR ShENORTESEa VPRI Ao Srupvices Petioe &
recei vi ng aprfing"®tearshfiiteabi 88& blbaks abnesttbd &ia daketwirRalk agdiremgest to a
sel ected set of recipients was not successfully received by one or nore of
sai d reci pirepeikersgyigais) data Rlogkyssaidy meahed FomPEER9ons to find the subset of
sai d seligcted set of recipients 10 that did not successfully receive said
earlier data block; wherein said exam ning step involves exam ning said one
or nore diriduling thessatef frégipientscormhich @adata dttgkds g0 berseptEmddi ng to said
subset of recipients. By finding the set of recipients that require
re-transm ssion of the data bl ock, and 15 then finding fromthe one or nore
di rect ori estrhmemintild saldabtacldeleseertshat netororle sposidset of tdvidiestst of
reci pients, the re-transm ssion can easily be directed only towards those
recipients that failed to receive the earlier data block. This results in
| ess | oG bedidondthed 8eingRnhiaetdigbavdyK than would occur in accordance wth
conventional nethods where the data block is re-transmtted to the sane 20
mul ti cast address as before once one or nore recipients have indicated that
t hey have ngf.qr, %‘Eﬁb&%ir‘i&‘ﬁ]ugﬁ%é’t-é’éﬁﬁi& To give another exanple of the
i nproved adapt z?bi 1ty provided by operating the transmtter in accordance
with the present invention, in sone enbodinents said 25 finding step
i nvol ves: agaige& er{s%ﬁérng Jirb@gc@esgecgecyrpel ordr%to?e Q’r&&%riéssIigtﬁ)né)get%e&tregl‘&ie%ts
sel ected plurall?y Of T'set's .

20 selected from said receivers and corresponding multicast addresses for use in said

10 fi ndi ng the set, of recipients to which a data block is to beg t, and
remi@ms

multicast-capable network;

examining said one or more directories to find respective one or more multicast
addresses corresponding to the set of recipients found in said examining step;

25
addressing one or more data blocks to the respective multicast addresses found in

said examining step. .

By having one or more directories that list possible selections of recipients and
30 corresponding multicast addresses, multicast data blocks can be addressed based
on the set of recipients to which it is found the data block is to be sent. This leads
to the process of multicasting a data block being more easily adaptable to the

requirements of different users,
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of recipients; and b) unifying said plurality of sets of recipijents to find
a unified set of recipients; wherein said exam ning step invol @ s MBS 2883n ng
said one or nore directories to 3Qfind fromsaid address data the

mul ti cast address which corresponds to said unified set. AMENDED SHEET

"1 8 MAR 2003 4 In this case only one 1L)n_ulti cast nessage need be sent
across the network, as opposed to the pfurality of nulticast nessages that
woul d have to be sent using a conventional nmethod. 5 It is to be expected

t hat ' pushrorN@eEps &VitH RS, ofd Bldnsder AtHb SWdst6RiéPeas Qravides amdadthaddrédse Wil |
soon migrate to the use of nulticasting. 'Push’ news services normally

al | ow a usieptegd of @ BekticasdsEess: of interest. One way of achieving the
bandw dt h savings offered by the use of nulticast iwhilst allow ng a user
to be selective as to which subjects he received) would be to allocate a
mul ti cast 160 giddresxatpledososithembodimdote vbithe grasent tireentian geaid Uitiserg of
possi bl sut]bjﬁects i _this method would result in the conponents of the

net wor k *ha¥® gfom?"ﬁﬁﬁdl e a large nunber of multicast addresses. To address
t hi s probl gnredefvigy fanet bremeratiodicatsis tHattdre epriies efita iy adOress&Ritdl al5
transmtter further has access to type data listing data bl ock type .

i dent i fi er 818789 X5t rASTSEIRATS) VRSt §°%F”°r°§§f‘fﬂ|'\§r{?%‘?“’%{jnays%ﬁedmf MRIE Ry @ikp
invol ves: ggeifiémidi ey @ type identifier associated with said data block; and
b) exam ning said type data to find the set of recipients associated with
sai d type bHenalysingrsaiindiasion? 4o dindt ther sutisghof seitheelestied sefpd r@apientn
response, { g JEAHPIcLLANIR SRR ork B, BRI data bl ocks containing a
given typeidentifrer, Or Ih response to a request not to receive any
further datwhebdincdeid exammimg stppt mabivey Examilénd ishideone 26 rhhee diéatoliésoek type

identifier nmight, for ex le, indicate to i ch supject the information
carried i nf'f‘ﬂgnﬁgf%t"iﬁ%éag;rpeéf §PEgsPon 'ngc}ﬁ\fé\P,%]?%ST Oﬁtetcfﬂﬂ?&tsof operating a
transmitter to use a nulticast-capable network, a one-to-one

subj ect-to-multicast address. nappi ngt is used. However, it will be seen that
the above %@Eﬁ'ﬂ%ﬁ'ﬁe 8fapi E%?'péle%ﬁ?atrGQ'é‘ﬁ%reSHBP%EtS-SPB-%‘IhFi%%P'%d?@%s
Mappi Ng150 +RE, UGEHRY NEb&AGhe 38nd NoMGhART iteMBRES {HE AUTRSS: QHdeel efldkons

of recipients is |ess than the nunber of subjects, the nunber of nmulticast
addr esses tdesnesparsts tvethedngdteef tegiidngs ndewsrkansmissidycae. eZENBEDIrSHEET 1

8 MAR 2003 [ ' i | - o ' red
5, S 2003 by Sl GsR 7M. by Shhde 36 SRS S8hg) DU, L Pyfecice
t he nunber refulpossicbs domticbaingfplacediqn et setvwsork ehan waid ictuminl dcdoedaneal | sed

that the nunber of sets of recipients, grpows exponentjally with the nunber
of recei veryh PRuRRlanR) TRTthaLs MR N (5 (oo dko AT AR ST Ro TR EATE i nt o
groups aond AaBichsicaddiréapasd abforélionee tonk Yorfdreemeiicgtd have Thfcdtedhrst ey

mul ti cast addresses requi rgf tBen grows exponentially with the nunmber of
recei vers imMfvEN ”@‘F%Yfg’,thre a2P%kan growi ng exponentially with the nunber
of receivers connected to the network. 10

To give another example of the improved adaptability provided by operating the

transmitter in accordance with the present invention, in some embodiments said
25 finding step involves:

a) determining that a general data block is to be sent to a selected plurality of sets

of recipients; and

b) unifying said plurality of sets of recipients to find a unified set of recipients;

wherein said examining step involves examining said one or more directories to
30 find from said address data the multicast address which corresponds to said

unified set.
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Anot her way of achieving this is to provide, in accordance with %aﬁ
aspect of the present invention, a nethod of operating an interl@t@gg

said internetwork conprising: a first |evel source of data bl ocks connected
via a first level network to a plurality 15 of first |level network
receivers which include a plurality of second level transmtters in turn
connected via respective second net wor ks#t o respective pluralities of
second | evel network receivers, said nmethod conprising the steps of:
operating sai [gi bhsd ohfy2BRENh16Egd: AmbeARBhdedIBL AdN: OLH S OHRL RGN LdsS!
networ k; an operatlng eac sail econ eve transnlt ers to'forward
"dat a bl ocksopweed tméweCIdurad!sxpothﬂtg:asEU@ndag&svmm wetulebhlve &6 the neehhasinhai ng
characterised |q g ﬂ?% said second level transmtters have access to
respect i ve COYBRPLNE %t wor k directories, each second |evel network
directory listing data bl ock type |dent|f|ers and correspondi ng mul ti cast
addr esses for t he second, |l evel network to which the directory relates; and

30 furth@r Bﬁe?“a?‘? FEPeEd) thaty BYSH (e $eTVisest BUBliSh| andieSubseaPa SBNttss abe
identifier ¢ ﬂécmmago%nblg%gte 38l t@'\eSG&PQﬂ' }'r%‘}‘tﬁ;las{lﬁ nsn@lgéherﬁe\LQré@W@ésng

sai d data bl ocks by R 200 extracting said
t ype i dent irdrenally radinWaadmeatmsglﬂ@t rSelePtsedf ﬁmt@mSttheOf\e rway .oftachiesind ther ; b)

exam ni ng. 6 ARRORLRleSoRERATS, Ley Slo MELHALKLE LSRG, LA e second

| evel networ i Cast® address ‘correspondi ®5 c)
addr essi ng ssddiivdata tbl aticht sulsactd Becreaeivécﬁvwouttetbwltds( ambéﬂecastnuatbdﬁess

and d) trans ting said data ock over d second | eve] network. The
ermintérn ?sktqg‘s*a'a% S4PIREY e?{%" eﬁ‘f?&ng'é{e‘blth? APT9EyYRLE" n?ée PRSHRE gubipcts

net wor ks ( Whis dtReBRWe sedune ety Borhpbmeris | G BRI ne MR IMeking &Y ®ahdle a
networks are 10 arrangfed into a hierarchy) the connections between the

first and s@EnHMRYQT Metigeitieddirssey nmade by respective second | evel
transmtters. It will be realised that the second | evel network directories
are simlar to the group directories nentioned above and result in a

cor r espondi g addeksst thim piablemeinnarfushernemiotimeadssft tedpesses invhationfusid be

nandl ed 490 LB hRIeRT RS HEY Koodh® ohhyBh SR LY GF Lo PBREL HRL Sakirkiand |

present invention one of I"er
accordance mbﬂrésmﬁélngrsetmbfere@fpldme, arlicsstd éndiadistEninsolv2e: | N enbodi nents of
the second aFP F]g Oafty;taeh%e%tn?greell’]stsolclgye%n\}v!tg s.aldt c?aecatbrlc?c Sre?ngt er at
b) examining said type data to find the set of recipients associated with said type
identifier.
20
The transmitter might update the type data in response to a request from a
[ recipient to be sent data blocks containing a given type identifier, or in response to

a request not to receive any further data blocks containing that type identifier.

25 The data block type identifier might, for example, indicate to which subject the
information carried in the data block relates. In conventional methods of operating
a transmitter to use a multicast-capable network, a one-to-one subject-to-multicast
address mapping is used. However, it will be seen that the above embodiment
enables a many-to-one subject-to-multicast address mapping to be used instead.
30 In networks where the number of selections of recipients is less than the number
of subjects, the number of multicast addresses that must be handled by the

network is reduced.

AMENDED SHEET



one level of the hierarchy (upper transmtter) places a data bl ock type
identifier in each data block that it transmts - the transmttaaamARtgqa
next |level down in the hierarchy (the lower transmtter) is provided %
access to a directory which sets out the nulticast addresses associ ated

wi th each data block type identifier. On 25 receiving a data block fromthe
upper transmtter, the lower transmttersreads the data bl ock type
identifier, finds the nulticast address associated with that data bl ock
type |dent| fier, re-addresses the data bl ock according and forwards the
dat a bl ock 'adf cEN; PeSSHIE Wit IIisH &he | RieSRRth{NVERHOM alPe f%f%gﬁenﬁh%é\““&erl@‘vel s.
30 In a hi Gh@kichitCaldrasded GRIEALSA0E SHHMARK Byoaﬂn@twem WA he Rensgnes data
bl acks of a particular type need only travel up the hierarchy as far as the
i nt er nedi atpessiblensats of escipipats iaVewigh (it odll begsealised thatotblesnupber dtsetsygfe.

Thi s advant d HEET ri8 MAR 2003 ,
Those skil I e%S%ﬂ%t ﬁrows %%%EF %I%{'ﬁ%géﬁ?ha#g%% Dlslgrs mal | er networ ks
operate bn accordance with the | nt ernet Protocol sui te adm ni strative

scoping (a techniqu jch limts e.nodes through, which a nmulticast
message rra;fsrbea%y egﬁ Bvinge's: 5 ?ngb’l%e the recipigets o @IPYRT 38¢ PIAWFRSses

in separ at e apété%reewbk%acﬁ Resahy ﬁnedﬁ@rhsarsbﬂgnélaeséaeéd&rg@seaw@a&weoof

mul ti cast addresses t need be handl ed by the |arger network. By having
t he transnrthepSrovweseppeaeniiady (vHeh shmnvebenet igneikers it Rackigreumiradies thasr a
pr edet er m I I be
i ted to G5 TLSkfbuEhualy Bin e HLABSILE HoBReR coitecil & Metfitn bRl
occurredd Simlarly, rovv-r control can be restricted to a srraller netvvork
that is experi nC|n estion. be real ed that transmtters, at
BT 1 evel o BPORRE WA POy eciiisyl B AERY B M ACE RIS PRTL BGoTLpIRRGH Of

mul ti cast aﬂlﬁr RS est fnoénﬂidrre & Fedth&d oneipapdtleg amedtetdARSMR ! sald iRtmetloacks
over. Thus, according to a third aspect of the present invention, there is
provi ded a FRTRHINGf operating a packet network to transmit a pl urallty of
packets to jeppeelév@utid éﬁ&ﬁatbl&é&*%%%h%e@tfedm§%'fﬂ%@lév%?h@ﬂv@d?ksto aséi'uplahty
network comprising a 20 plurality of interconnected nodes, said nethod
conpri sitiy ahdiinsei leyelc gt wetkerpariverpy whikh sinelyde o, piusalitynef oseqrnde level
subnet wor ks [ S for
use in sai dt gh féré‘etb"‘@gﬁ %%%Qmﬁggcﬁe %gﬁggs%ef&%gé Ew&%:fﬁgftté)r 2% e%i% Sets
0. possi bl eplueaﬂmps@mtsecwIevsdshrtemvsdkmeeelaersubadtmﬁhoﬂmbvmdlnggha(sdas uﬁ thin
sai d subnetwork. 25 According to a fourth aspect of the present invention,
there is provided a data bl ock forwardi ng apparatus operable to forward
dat a bl ocksopeatihy edidffiretrandmitiat tebneEhk davebloaks e¢anghid aistilickwbek; anget  of
second neéwork reci pients selected froma plurality of second network
receiver sai d apparatus conprising: 30 an i nput connectable to said first

network to bBERKNEG €13k fdRE KScorAN sl PARsHBRACES AbhvEard Qa3 RiITbck8CARM the
network; one or nore processors;
corresponding second level network

said method being characterised in that:

25
said second level transmitters have access to respective second level network
directories, each second level network directory listing data block type identifiers
and corresponding multicast addresses for the second level network to which the
directory relates; and

30 further operating said first transmitter to include a data block type identifier in each
data block;

said second level transmitters forwarding said data blocks by:
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a program store storing instructions executable by said one or nore
processors to forward the data bl ock via said out put over said 1 M4R 2003
network; AMENDED SHEET T ,1 8 MAR 2003 7a said data bl ock forwarding
apparatus bei ng characteri sed by: said received data bl ocks containing a
data bl ock type identifier; 5 a forwardi ng database store storing data
representing data block type identifiers$ and correspondi ng sets of
recipients; a directory store storing data representi ng sets of reci pi ents

and correspondi.ng ul ti.cast addresses; et o] ructl bei ng
execut abl e ¥ o® ’f“&%ﬁ&PdS? ﬁe%yd’ft é"d%‘?i&k ffﬁfn TO 333 Cdﬁ ﬁﬁceé\éﬁogj fEPa'Fa '(ET(t type
.dentifier ttanemieclat a bl ock received fromsaid first network; b) exam ning
said forwardi ng dat abase store to find the set of recipients correspondl ng

to said dathd BROIRINGHE IRREPRTINE Second; level aelnpri Aestandy taifinsctha jecanshe to
find the mfuéu ﬁaﬁkoaqﬂm%é&stmpé‘as%%swd?néP&saettysé .cre%@mm ents found in

step b); and d) re-addressing said data bl ock to the nulti cast address
found i n5stCépddDeSSng(Slalcat#marbémhstom’atdﬁmdaweﬂ maMmhmel’thaﬂtt%ﬁdnm and two

| evel s of t{ﬁra&sﬁxﬁ @Qatn%]ﬁltékogv%g g]gove IevenPgtow Lol | ows, by way of

exanpl e onl {9 50 speci fic 6 t he present

i nvention. The descri pt| on is to be read in conj unction with the
acconpanyi ng draw n? in which: AVENDED SHEET 1 8 MAR 2003 WD 00/ 18068
PCT/ G B99/ OR¥LIEr internetyaek 43, i3ed nere 1g el yrality; vt canner i agtitorks

Figures 2A qiticr?BnehourBulIthe@ast ARG @Sfrgdd REALORNS HeFe IHOSRAWOARS aff the
5 intranet; - Figure 3 shows the fornmat of an application |ayer packet

assenbl 4@ | arrangedr Bam e NiEraRhbninee ARRRAGHOAS RFtwere TheeBesit anchsepridievelo

Fi gures 4A, ct

mappi ngs useé oﬁ{&?ﬁéﬁgﬂ%k?k&%&%ﬁﬁegégg?rw&;ge\ééﬁ) %@?Htg%f%ang \gjlia\?%jt%ﬁg%% e
nore devel offed thebpemndt tmvald@e'e&srkrrapqmtnges at® shmier por Htee graupr dive¢to(is gur e
1) conprises central sit net wor ncl ud an | EEE 802. 3
| ocal area W@P&B’P#Lafof’% sBo?t%orﬁeeﬁ%g %'Bﬁp[l‘?cg'r&' %ﬁe Rumterof

or gani sat i ofnitRiest a@cpakse@ahaomupaMBandlad Wﬁﬂﬁlla@eeaatwmr. P and a gateway

rout er Rl are connected. The gateway router RL is al so connected to the
I nt er net'8nd an Asynchronous Transfer Mdde (ATM network A

In hierarchical embodiments of the present invention one or more of the smaller
networks can be operated in accordance with one or more of the above

embodiments.

20 In embodimepts of the second aspect of the present invention, the transmitter at
one level of the hierarchy (upper transmitter) places a data block type identifier in
each data block that it transmits — the transmitter at the next level down in the
hierarchy (the lower transmitter) is provided with access to a directory which sets
out the multicast addresses associated with each data block type identifier. On

25 receiving a data block from the upper transmitter, the lower transmitter reads the
data block type identifier, finds the multicast address associated with that data
block type identifier, re-addresses the data block accordingly, and forwards the

data block across its network. The hierarchy can have any number of levels.

30 In a hierarchical arrangement a request from a recipient to be sent data blocks of a
particular type need only travel up the hierarchy as far as the intermediate
transmitter that already receives data blocks of that type. This advantageously

reduces network traffic.
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20 The ATM network A connects the gateway router Rl1 to three sit?'gr 2003
ingress routers (R3, R8, R13). Each of the three site area ingress routers
(R3, R8) R13) is also connected to a respective one of three site-Ievel

i nternetworks. Each site |level internetwork conprises a Fibre Distributed
Data Interface (FDDI) backbone 25 Iocal7area network (F1, F2,F3) which is
connected by three building routers (RSto R7; R10to R12; R 15 to R 17)
.to three respective | EEE 802.3 building |ocal area networks (L2 to L4, L5
to L7 and Ir8oé® skilled mﬁehscnrcwneehm ttatt WRedeDble BEUET KelWdrkt @pedgteiin an
appllcatlon | ayer packet formardln nEuter Cl, C2, C3)..30 Each building
- area net woPRCTE2NGSWith, thesintgrngy Py 017’_!8 injsgraive S0BINTe i ERFIPIAUS

nurber of W&&QﬁﬁktsQﬁ@BHB&r FhrbEE Which a %l%t%ﬂ&% g8 AL9CEn be used

PCTI GB99/ 03114 9 The sports news conputer N at the organisation's central
site incl ud@@nabldathabaglee@éﬁﬂdtlﬁ@ﬁgﬁ TeR$EBEN sepanatavsmaliend n¢te\sarb$3dlherebar| ous
sports. dh Y

H9) in e%-ch%gﬁ‘eg? wg fg%%dl ng Lﬁﬁ%&&ﬁﬁ?é\@?ﬁ% %{_‘% {s%\éll_tﬁ ;’F\?ed gesﬁ;{nla g‘%‘ s a
news readenarBé: ndtiveelonfi guring the intranet, each of the appli catl on | ayer
packet forwarding conputers (C 1 ( C, C3) is manually configured with a
site area nulticast directory 10 (Figure 2A). The directory lists possible
sets of redyh&MEtHd Rhdsrhane ndraRiata bk %am&sr@@wém},gcaclﬁ@%a%&oedyE&sses
(right-hand columm). | EEE 802 addresses can f orwar ded over both the FDDI
network (FR Prgde@ymined lenash ditines, rfg tmmlsmowze datacdilack gprefe dt@llwsirn@s (L2
to L10) 44T h t t il rs
(Rs 1o W R RSt bR PR ) iand FRUORCIIR, oldtirad ST, NG,

i n the presmmtrobnirode nesticieédoe wivenalleonéivgerkahanis dxpeoénvaisg tmagesebmork
interface cards of the news reader hosts Hl to H9 being configured to
ensure that franmes having addresses which relate to sets of recipients that
i ncl ude that Wipde waes@aaﬁedra‘ﬁsaﬂméﬂaeatnat vévels 30 thahesrd@be dar sk peovidwl host
itself. For exanple (see Figure the network interface card of news
reader hostWiN# GRFEPY; 'sst'ﬁeégtéﬁfaﬁfrﬁdér%sg%&r e smaker agpworks they ggnsmiy

1, H3) and (ditd blodks ov@figured to forward frames addressed to | EEE 802
addr esses C000: 0000: 0001, C000: 0000: 0002, CO000: 0000: 0003 (which those
skilled in the art will recognise as nulticast addresses) and al so unicast

address 25 0: I r e t: i tjon
t he ot her s?l't‘di% aér)cggpcf rg#)g‘r}neﬁv@r Egé?ogz&c%w%gﬁﬁ'ﬁ%&ﬁgéb g?éggels FS}Orllt'nlaél‘El
configurati mm!fmcbcoédweeaung a0 pschap| yetavcsbt‘ect @Falnlé’rraﬁdr elwalamnvémlcbetst bl e
to the organi satlon aé:k t fforwar % ter. P 1;I'hig tabl e.

simlar to RAEOY eéerng ﬁgplq Bostsb ﬁ'pbef ?h@a‘gi PEYMY eForf’B??/(B%’a"i ng ,
conput erx (ﬂuﬂallt\ﬁzf nrﬁ:er}:pnbwtedi lhedsstshid metibds coéaptisinaraedssdigy ofiaractedisédvel
forwardi ng conputers her than_sets of gevvs,reader PCs (H 1

to HY). Al sBY[ge steps °%8f°l(/l&he§(5 r%“%b?"j!% BOPERg RENW H33TUENT9 A FIUBXRs
are used sipggl HRIATMBGOIK dsd f sHARRLBNEN JRMIAIRKLEERNRAZ3 ddstRBs-

One possi bl e exanpl e of the contents of the set-to-|IP address conversion
t abl e st or efpri differeat srlbgats SAPPONDIE do@Pienty it Wit Y@rpataibset pEfarweiting n

Fi gure 2B. ﬁogéggvﬁﬁrn,sagégkbr%mgr@r ea ingress router fR3,R8, R13) ~s
configured to unicast acket s ,
25
According to a fourth aspect of the present invention, there is provided a data
block forwarding apparatus operable to forward data blocks received from a first
network over a second network to a set of second network recipients selected
from a plurality of second network receivers, said apparatus comprising:
30 an input connectable to said first network to receive data blocks;
an output connectable to said second network;
one or more processors;

a program store storing instructions executable by said one or more

processors to forward the data block via said output over said second network;

AMENDED SHEET
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haV| ng an appropriate one of the addresses in Figure 2B to the mt@zm
+ forwardi ng conputer (Cl,C2,C3). For exanple) site area ingress ré

configured to send packets having one of the first, second, fourth or fifth
addresses shown in Figure 2B to the site-|evel f or war di ng conputer C2. 10
Those skilled in the art will realise that this will result in gateway
router R1 having four news applicati on-r'& ated mul ticast addresses in its
mul ticast routing table. Each entry wily include a mapping fromthe IP
address to a corresponding VCIVPI (Virtual Path Ildentifier/ Virtual

Crcuit ldentifier) pair. 15 Once this configuration has taken place, users
‘of the news reader PCs (H1 to H9) can subscribe to news articles about
their chose by a news reader
program (i n%épg{adblon t vevlagd(,)¥$ ut er f(l)%%rlcg(s)ﬁ%g%tg %Asag%) which allows a
user to select (usamgacaw@ia#am blakkdsemtainingea dateblbok typenidphafier20 sports for
which th wouldllket el ye. news arti.cles held in C uter N
On such ?/request b8[v¥@ éaa pronga?ﬁo B%t‘f%c?srepheéeﬁ%’ o&agév}do%ng est
packet (Fi gidestifiorsfand caa%p@fdtNQcésasocaémmémusﬂg t he chosen sport to site

| evel forwarding conputer (C C31. 25 In the conposition of the
request packet) tﬁedﬁ‘e%éryre‘-‘éﬂ@r %?Waﬁiﬁtéoﬁ?ﬁrﬁ?@tf‘ﬁe sebhpeh deciPEntt o¥idie
dat a i ndi Ca&bﬂ?&pfohélhg%ﬁlhéé‘st'a%d?e@k'&é“ané an indication that the fifes
relates to a news application 10 and an identification of the subject 20
about whi ch the nesid sat of ipbBudtionsdqieiia exephitabde hpiareerd Nemdaadriegkey:i n a
conventighal manner to successively add to the data: a UDP header 30, an IP
header 40" and an 30 | EEE 802 header 60 and trailer 70. On receiving the
fequest, the) séaﬁmgl saick dampidb cic atpeoidepidftdecitorh ar datadilonk caejvetidront Ghid G2t C3)
is controlled a forwarding table updating program (installed on that
conput er frdﬁ?"é%r‘?pact disc D2) to establish which of the on-site news
reader PCs p) VExPRIhh8088id1 torvidiNGRIZbdsdGGibkB8/ Gidd14nd Hek ©P HQ)pigite now
interested in news articles about the chosen sport. If the request is not
al ready bei §grragrondingntorsaid ¢yRRAeaK trgeddantiéier's updat ed accor di ngl y Those
skilled 'Ig %%x%‘mr‘/& kdid e@t%bﬁs{o(?e 96 b dhE rﬁMhE?stEla%df@sQl fssUQagﬁetd' the
program re news reader to send, for exanpl e scr

request for snewfsres;miérd‘sé@r@dn@@mbhgmﬂhe subj ect 'pool', then the
site-Ilevel ; I f. t rogram woul d
updat e the f rwar‘?iIJ ggg@e&%bféﬁg&ﬁtﬂ:@n%ﬂ%%{ %QX.QL{?AUVQ%I'P SE% g)een that the
subj ect 'pool' is associ ated with Hl's unicast | EEE 802 address 10 Once
the table h een updat ed,. .t he packet. forwardi pr o ols th

Si'tel ovel aniRCaRLR R AERUET 8P IEATIGE BB Ste IS (o8] b HSTBERY: o
see whet her hbgtidredwdbde.ng conputer (C 1, C, C3) al ready SUbSCI’I bes to the
requested subject. If it does not then the site-level foruwardi ng conput er
is further controlled to send a 15 request to the organi sation-|evel
forwardi ng cpRehely Bilod, tByEW%'yRJf &Eﬂp@&nl(teg'e!@§c§r|ptlroheofcgbgé-ﬁl'c%%&ﬂﬁEﬁ‘ée|
forwardi ng conputer P is controlled by a programsimlar to that described
above in relqttl’@nplteee"oqﬁ@ngﬂ@I el dessriptieniih o denfradein ¢onignationewitdnthehe
computer P f o t 0 20 establish which set of the
site-Ilevel farc')rwar %ﬂﬁggg(g)%hpﬁ ]"(%?LECZ C3) now requires news articles
concerning the sel ected subj ect to be sent. The organi sation-| evel

forwardi ng conputer is then further controlled to update its forwarding
tabl e accordingly. Again prograns to cause this operation can be easily
generated by those skilled in the art. 2~

AMENDED SHEET



To continue with the earlier exanple, in response to the request from

* site-level application packet forwarding conputer Cl for 'pool' 1% Mag! 283
the organisation | evel conmputer will update its forwarding table as shown

i n Fi gur e WiB00/18p68j II be seen that the forwarding table i nRCHEBP/AMEE Hews
articles concerning 'pool' are to 30 be 8nicast to the | P address of
site-level forwarding conputer C1L . Using simlar procedures to those
descri bed above, a request for articles relating to, 'pool' mght |ater be
received by site-level forwarding conputer ClL fromnews reader PC H2. The
site-level maaketisfosMihiR/iGQPWNAhtGAed S therefore 1 8 MAR 2003 . .
WD 00/ | 8068 PCT/ GB99/ 03114 12 controlled to amend its forwarding table to
reflect the fact that both news reader HlL and news reader H2 shoul d be sent
articles c [ I e o] I I
therefore ?g%gtgg ?’?sarﬁg?\?/a?%q\ﬂgmt%g C%(Sa{ ?s@gs s%mn%‘%ﬁqhﬂgt}?g%@@&gmﬁ% JJf the
seen t hab astrangd: news reader PCs (H 1 , H2) have now requested arti cI es
relating to a subject, the | EEE 802 address associated with the subject is
a nulticast address (in the notation generally used) | EEE 802 nmufti cast
addr esses biigire 3visbéws hise Iﬂmaaﬂeﬂiamadzpmium |4y80Paeked dsEbRbRAAn Weke@dhce

addr esses be n 10 Oé{;] hex CI mal nunber, 0400). It will be realised by

t hose ski l I‘é( OHee}‘uT\ég Te?th%t elﬂﬁ%i?é‘éé’?‘feé‘é'mr equests could al so easily be
inplenented. 15 After a nurrber of requests have been received fromthe

various news reader PCs (H 1 in the intranet, the forwarding tables

HI)
will asdéci Hpwesetr 4P %ﬁgc‘ﬂ'gswtﬁhﬂ‘@aéwm P cefs BURiBCinT aclleessataPRisgs For
exanpl e) t hgsdqarwae dhtddalradiesn®f site-level forwarding conputers Cl, C2
and 20 C3 might be as shown in Fi gures 5A, 5B and 5C respectively. At the
sane time, the forwarding table associated with organi sation-|evel

sane i . .
article, eahURr The ki 1o o St iH e bl Bullec ol 1 P Bafol

controlled by the forwarding programto extract both the news article
(Figure 01 and subject 20 fr t he payload of fhe incomn r
Gt o uni 15 2R UBRIF I EE (CBHHT DECOBIOHRP AT SUB SR REMORHE Stadeh

article to thadeERR 1862 sadds sl a@sowt%adl_ww WwiiBE assfeir@ClewdcodRplifee N,
tabl e. Prograns executable to control the forwarding conputers to behave in

thi s manner @3PTEENSHPTYEMEr 2PRIGAHYN tRAGKEL JRTWITEAY ROTRESAIR a“‘PoagQQﬁéW&M
exanpl e, wer&ibhR1 %Qeeh%wnfhe@%kew%{hsw RPid 9|sbe&o¢4n¥@tea tB§He N ,
article concerning ' d were the forwardin les to be as s ovvn in
Fi gures 5A, asB,anB%;vaﬁhroevovﬁérﬁrtsfﬁ et B netwer v’\‘el for war di ng conputer P
woul d be,y 1 8 MAR 2003 WO 00/ 18068 PCT/ GB99/ 03114 13 controlled to send

t he packe? to | P address 229:274:1:27 (the nulticast address correspondi ng
to all thred&hsiAEM eeteVork ok wandeatg thengraitwag roQer G2 @8)threeCrite @ced ingngsst hat

PRkl 10 R FL o AP O DGk B B e ATRRLAETR

also connected to a respective one of three site-level internetworks. Each site

ot ocol

level internetwork comprises a Fibre Distributed Data interface (FDDI) backbone

25 local area network (F1,F2,F3) which i1s connected by three building routers (R5 to
R7; R10 to R12; R15 to R17) to three respective IEEE 802.3 building local area
networks (L2 to L4, L5 to L7 and L8 to L10). Also connected to the FDDI network
(F1 to F3) is an application layer packet forwarding computer (C1, C2, C3).

30 Each building area network (L2 to L4, L5 to L7 and L8 to L10) is also connected to

a number of personal computers (PCs).



. 5 the fragnents as, a streamof ATM cells having a corresponding, VPI/ VCI
- pai'r-as nentioned above. Once the packet arrives at the second 48t MAR 200!
forwardi ng conputer C2, that forwarding conputer C2 is controlled to
© reassenbl .3 fipishdd packet, extract the subject information (raal&posfosnm its
payt'oad and forward the I P packet in an pppropriately addressed | EEE 802
frame. The third line of Figure 5B 10 shows the associ ated | EEE 802
address. Oning to the earlier configuration stage, the network interface
cards of t ke lspstts nedsacuingiepliss thhergackatont cedreal sitariopiuded @ daeasmse eader
hosts (H4 and H6 in this case) and.then process the acﬁ_t to present the
news item CONEHENLENIMEE Hy "BV TE'RY apﬁlét Y oM Eﬁ‘HBS-c E’ﬁﬁﬁ Seys,gitifles
further pragy aptated bearydeul tbupe rendered operable to all ow efficient
'cross-posting' . 'Cross-posting’ involves the sending of a nmessage which
concerns a plurality of subjects. The subject field of a forwarded packet
m ght cont @ i i i; } qor- f J : r - : can
- be envi gg?ﬁt@w?ﬁgt‘-ﬁ)tlg?%g\?g{ gieo?umllarb?rlll ﬁgéacrgé{n?&%ﬁ 2'2(%051,%?%%@2%%% 20
oper at e under ey FegdenPCt he further programto identify the union of the
sets of recipients for the two subjects and then forward the news itemto
the interested hosts. For exanple, assune the sets of recipients interested
i n vari ous lsutgrégusnar theasnisdrenn eanh FoguhesagficatiBy BEeandcket dodvarbiab

forwardi ng conput er h receiv anews jtemthat relates to both
ok and coRREie T GenERuinhaua thillalred iM% sl PhiRat aurion o
determ ne thigreb2nh Hheahi@ctortBisty poésubiersesd e rédipithe MEWBahd @BILAHI and
thereafter send the news itemto the | EEE 802 address_that corresponds to

the group (AUERRINdREREF BRHRIImISe DO ENG: salvmy)- i'REGF 802t adsliessssre@n abl e

mul ticast YeotPpeAkdeddoddi! BRI hPIFaaS ARGk AF PaoUsBdadD i bERdhS Ured IEEE
forwardi ng conputers to re-send nessages only to the subset of recipients

who di d not8QkRiesal ethgenatherkfedddge. 1Qgainese s&illag in fee paotiirgelise that thse
b bodi pRAL . ; Dy . q
foul a bo v iR s SReE T 81 0BT BR0RS B RlobirodTIatN, SRabe R %

above efbodiridges jn theepreeerftieguiraadirnemt. of t he network interface cards to pass
appropriately addressed nulticast frames to the news reader hosts H1 to H9
thensel ves is carried out manually. This configuration could be done

aut omat i cal fyrtHay dwavigogatioheinsblves | e ehetivaranthriage codrpsit &r the( GédwGRabar

uni cast configuration 5 nmessages to the news reader hosts (unicast .

addr esses ar¥RVH Fab% PRIPgMANHEUEINtY §OFHEIBAT {aR1sSshWng) adgiesses¥thighhr ee
lines in Figwie tdAets A1 Rkbmatth¥eiRMRRAtHR MosOfark asRESSRIM theViRRvbAN
does not have the site-level forwardi nlg computers (Cl, C2, C3). At the
conf i gurRd i iBkerkacggeardhee Shgamiss dtsedh10F e 9¥IMPI§r (fePdFiagrec @fputtee retyvark
provi ded W ibefodl! ££01 A N 1dladeh Hot T Wifidls BRALRS P QLise@pNnalydne
500 or so possible sets of news reader PC recipients. It w e realised
that such afHehBbdiHien8) amd)(H Tés cohbgerenttodiorwangt emRs Bddeshed & HEEE 301}
table entries,f a ] e . \ 1~Sy. SEAL presents a

i npr ovenent a%‘%isgeéolr?\b‘e)ﬁﬁb??a‘?&gn{m §§§§%W§§§% tr?uqot%l'éég(%b\?\glgcLwri"ﬁb/otl%\cfsega 15
mul ti cast aekin@ssm kbed ag phionicdgaisé rasr muaicaon atddreesssh adbiles tunicasaddlesa
news itemrel ... The USENET service for exanple provides information on
about 2%0@4%&%@&(2&1—1%%, were a simlarly conprehensive news service
to be provided over the corporate intranet (Figure 1 ? using conventional
techni ques the central router would require 27,000 entries in its nulticast
routing tabSEMilarProgedureseared@iriathart Werelrdionsive GEhef $if prea d-ternftvestsolSy:
enabl es thig3yo be reduced to 500 nulticast routing entries in this
alternative enbodi nrent. However) the first-described enbodi ment reduces the
nunber of nulticast routing

30 The next stage in the configuration procedure is to supply a set-to-IP address
conversion table to the organisation level packet forwarding computer P. This
table is similar to that (Figure 2A) supplied to each of the site-level forwarding .
computers (C1, C2, C3}, but the sets in this table are sets of site-level forwarding

computers (C1,C2,C3) rather than sets of news reader PCs (H1 to H9). Also IP



T

entries in the gateway router R 1 even further. By arranging t woiaﬁée
- intranet 25 as a hierarchy, with the ATM network A providing t upper

| evel network and the site internetworks (S1,S2,S3) providing the | ower

| evel net waydosgodshe central router need only have as nany POTIGREEB114
forwarding table entries as there are sepections of |ower |evel networks
(in the above described enbodi ment only four multicast entries and three

uni cast entries need be stored in central router R 11. 30 Hence, it will be
seen how t ﬁ@dreﬁiﬂsoi”eauﬁﬁdr sloeBrtpe ARMY Befuvask thes BirBignt o forwaed IREE £02:3 and

how t h , Kk
stiil furthares Y Rl SR FF U B Etes Berrant outy 1R hove

advant agestaézlqesmm irf fhedorp aniestisodierelfosw aldaty ¢rmrutaol és strawn frmbigure 2B.

hi erarchical layers in the forwarding structure, For exanple, an enbodi nent
can be envisaged in which town-Ilevel and country-Ilevel forwarding conputers
are used Burther, zhol @ite rdoedl ingesss rontey (BAAH, l$3)tnlae:otnlflgnrseﬂitsajrﬁuhsofpaalews
articles fhomt e news conputer

bl i o ehavBaREAHAeP HREBOF 56 tht A ChP R e e AB B Slse Al feTWaREn g ave

reader PCs cohputér (d9)cbade pcpemimh@et@wrares:aamgrmsmgammmahwma REWS
articles input by their users to the 10 news cogguter . These nessages

coul d t hensped apkeBRA WoRRe ChehpifEsarserynhstoyescei Bl adetrsees ahgep n

further empodi fent:0hetdhe- ,g\yeﬁgfq\;aramﬁ%}ﬂ&@eg Gxsimlar to the alternative
enbodi ment mentioned above in that the site-level forwarding conmputers 15

(C1,C2,83) are not required. Neverthel ess the nunber of nulticast addresses

ey THiSe ARERTA LB R8 EESHMA DO ALTARYURG.L) Folel RS © 2

hi er ar chy. t he tral torward ing co
separat e dlfberchem ‘émhceacm}rﬂéteﬂhmultm:her Rtk &S lr( 8% (nS&;cSSt) rodtingiMtabie be

realised t each of, t hpse dlrector uire four multicast
Ldr eases. BB BURBLERE A FARGERACE Whi'gHFarEs P BT SR BEYT VB t he
need to senyikis Paderiehafibhe/MenTiceautesfiaaf pdine top of the hierarchy

m ght al so be used. In other enbodi nents many different applications m ght
be suppdPted. For 25 exanple, by replacing the subject field of the above

embodi ment Y Leds theliglbhdy hb@@é@tﬁgcm}s@rsasf aRPhd\CatdL8r B (A1SUPhSCL
t he enmbodi nent coul d support a plurality of subject-based applications. One

such appl i cean subsicgbe Hie r@m@rﬁfé@mﬂoumhmpmws&p%@sEwhgewsesaﬂaanC is

announcer’renéon(%%lﬁﬁévslgné:kg‘g, rc?%rtam ﬁir?sg ﬂe(c:j'oﬁ{p‘-crlﬁ' rl\lgﬁte; ﬂ'o;r?&;mg trcﬁ&} ly

seen i n Networ ernet. conference).
It will be DBbwhudfromld;\he aabmretoesﬂimm(uemg am'Ggmhlm et dntedfat® fal bxamplelser

to sel egtive celve only thos nouncenent s ongcer,.n. s ects in

whi ch h to cﬁ’ﬁe St¥yYCh SIL%H ‘é’oi"@ci F? ty B ngﬁrgr\} Cgeé 1%eh‘gs’[ gﬁé ot m

addi tion toC&rheuteptms hDOnRWE aSeEVé G eiRseRbbdee pldgvem controls the PC to send a
request packet (Figure 3) for news articles concerning the chosen sport to site-

level forwarding computer {C1, C2, C3).

25 In the composition of the request packet, the news reader program controls the
computer to provide data indicating that a file is sought 5, an indication that the
files relates to a news application 10 and an identification of the subject 20 about
which the news article is sought. The computer then operates in a conventional
manner to successively add to the data: a UDP header 30, an IP header 40 and an

30 |EEE 802 header 60 and trailer 70.

On receiving the request, the site-level application packet forwarding computer
{C1, C2, C3) is controlled by a forwarding table updating program [installed on that

computer from compact disc D2) to establish which of the on-site news reader PCs
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.t a ~ zoo3 1H CLAIM5S 1. A nethod of operating a transmtter to transmt a
+.data biodc to a pt~lity of recipients selected froma plurality ofg§ MAR 2003
receivers connected to aafd trarrsrntt~t via a~ 5 multicast-capable

nat vrar k, wangodisoast hod conprising: finding a nultfcast addr ®€3/GR9%AIEh sai d
data bl ock is to be sent, said ~ltlcaet 139~ddress being suitable for use in
said nulticast-capabl e nefvvork; , ~ 0 addressing said data block to said
mui ticast address; and transmtting said data buck aver said network; said
met hod bei A1 caF8L 68 inoud intArestRsk in ngws AATHCIes AbSHE thechRsen sBedss it heone
or mare dir, i

i dentifi ersg&;é% lgﬁoﬁgl%é&goelﬁ%n%tgé%ﬁ? ?aslm%t'd'hé i e?%:aég&gg ‘r%égrsdms%‘/tabl e
for use in Wwisd skilied Ilrcshﬁf arpyel! e talter to; gener ate Baltablaiabie cpdatiraglprogsanf i ndi ng
step conprises: 25 a) obtaining a |ist of receiver identifiers, said |ist
corresponding to the set of r~rc~ienta to which said data block is to be

sent; and .Whje axasireade BAild1 Qlesemd rfor exﬁl‘hblectaol’siueScritQ fretieksd fidkldem@ast
* addr ess cx~rc<c’:\]esp ciidlt~

E tb st,, of receiver é}lflec{ymobtai ned in
step a)) 3P 9CIER GANCAUINR RS r F@ttQOEU'aFWE” fh%\ﬁéﬁeéFﬁe AT HORTRICSt ep
conpri ses: NENPEDURHEEEontrdl of 'thd fodAR 20034 tubdale RE SoWh Ad@iQallE 48T €

i ndications that an earlier d_ata bl ock addressed '60 a e~iected set of
recei vers vwi¥Wbitn BidecetAf liIWl Geetaanibat Bie svhiedr PRBY ds assosiated yeth bfl ‘s
rioetvers; andhRledabysidAgssai d Indications to generate a list of receiver
identifiers, each receiver 5 identifier In said Nat idantlfying a recipient

that di dOnot successfully roceive i~ ~eariier data block. 3, A nethod
di h i
det or m ni g T Rali ot 8L B R B BBl B R YR o o fiP e

Irt dne or I@Deleapamicaacsebmbedorphwag chmpofersan ACRi €85 1o ametkixp deei Wiethgr sai d
selected pluralit lists t ified |lst of receiver ideritif~r~.
2 A ot hodthacobrdidie boRbRar I b Gheral ey b Sinsbitorar ToaHeH SHRSEess
to 15 type gdat dodd st thgndat aitbirekidriRrdihg ebmbliietlis fureitd cantrbifdd @f send a

reci pi ent_ i dent~etas ~ each . )
request to the organisation-level forwarding computer P.

On receipt of that request, the organisation-level forwarding computer P is
controlled by a program similar to that described above in relation to the site-level
forwarding computer (installed on the computer P from compact disc D1) to

20 establish which set of the site-level forwarding computers (C1,C2,C3) now
requires news articles concerning the selected subject to be sent. The
organisation-level forwarding computer is then further controlled to update its
forwarding table accordingly. Again programs to cause this operation can be easily
generated by those skilied in the art.

25
To continue with the earlier example, in response to the request from site-level
application packet forwarding computer C1 for ‘pool’ articles, the organisation-
level computer will update its forwarding table as shown in Figure 4B. It will be
seen that the forwarding table indicates that news articles concerning ‘pool’ are to

30 be unicast to the IP address of site-level forwarding computer C1.

Using similar procedures to those described above, a request for articles relating to
‘pool’ might later be received by site-level forwarding computer C1 from news

reader PC H2. The site-level packet forwarding computer C1 is therefore



data bl ock type identifier, wherein Bald obtaining step involves )MA
- finding a type identifier associated with Bald data block; and , 1@ R 2003
examning said type data to find a Iist of receiver i dentifiers associ ated
with 8ei dWQ/?ﬁé‘SPéentl fier. ' 20 5. A method according to clBHEBXREFeiln
said type identifier is s sut~ac4~rhattéd® identl~er indicating the
subject-matter to which the data in the data biodc raiatas, 8. A nethod
according tq r LD:.sal.d, t f it ndi

vl ves e riefidls s Mepd r LA e KERA L ipS it B0k BelBodd ¢
transm tterd1 dnd Aenmt Mdenaldaosrmbhmgbé et artivids wheteening Spodl’.t ravessitd-eeel has

accxas to g pluralit ectorles for respective groups. of

recei vers. 98(""8"1'”/51 3’6‘@@?’9 FREF PBd%{ﬁytspfc’éE’é‘b‘f“?%t%tP'ﬁlam P& eimFigns
format t% ;gaid multi cast address is in accordance with the Internet
Protocol suile. AMENDED SHEET ~ 8 MAR 208 ,$ f 8. A transmtter operable
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For example, the forwarding tables of site-level forwarding computers C1, C2 and
20 C3 might be as shown in Figures bA, 5B and 5C respectively. At the same time,
the forwarding table associated with organisation-level forwarding computer P

might be as shown in Frgure 6.

On receiving a news article, each of the site-level forwarding computers
25 (C1,C2,C3) is controlled by the forwarding program to extract both the news
article (Figure 3, 50} and subject 20 from the payload of the incoming UDP
protocol data unit and send another UDP protocol data unit containing the news
article to the |EEE 802 address associated with the subject 20 in the table.
Programs executable to control the forwarding computers to behave in this manner

30 can be generated by those skilled in the art.

To give an example, were the organisation-level computer P to receive a new news
article concerning ‘golf’ and were the forwarding tables to be as shown in Figures

5A, 5B, 5C and 6 then the organisation-level forwarding computer P would be
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Similarly, in relation to reliable multicast protocol, a further program could be used
30 to control the forwarding computers to re-send messages only to the subset of

reciptents who did not acknowledge the message. Again, using the techniques of

the above embodiment, the selection of an appropriate multicast/unicast address

would be trivial.
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configuration tables (e.g. the last three lines in Figure 2A).

An alternative embodiment of the present invention does not have the site-level
forwarding computers (C1, C2, C3). At the configuration stage the organisation-
10 level forwarding computer P is provided with a directory that lists multicast
addresses for each of the 500 or so possible sets of news reader PC recipients. It
will be realised that such an embodiment requires the central router R1 to have
routing table entries for all those addresses. However this- still represents an
improvement over conventional methods of using multicast which involve a
15 multicast address being provided in relation to each subject to which a news item
relates. The USENET service for example provides information on about 27,000
subjects. Hence, were a similarly comprehensive news service to be provided over
the corporate intranet (Figure 1) using conventional techniques the central router
would require 27,000 entries in its multicast routing table. |t will be seen how the

20 use of a multicast directory enables this to be reduced to 500 multicast routing

entries in this alternative embodiment,

However, the first-described embodiment reduces the number of multicast routing
entries in the gateway router R1 even further. By arranging the corporate intranet
25 as a hierarchy, with the ATM network A providing the upper level network and the
site internetworks (S$1,52,53) providing the lower level netwaorks, the central
router need only have as many multicast forwarding table entries as there are
selections of lower level networks (in the above described embodiment only four
multicast entries and three unicast entries need be stored in central router R1).
30
Hence, it will be seen how the use of a directory can reduce the burden on the

intranet and how the use of multuple directornies can reduce the burden on the

network still further,
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A vyet further embodiment of the present invention 1s similar to the alternative
embodiment mentioned above in that the site-level forwarding computers
15 (C1,C2,C3) are not required. Nevertheless the number of multicast addresses
handled by the network can be reduced without arranging the network into a
hierarchy. To do this the central forwarding computer P is provided with a
separate directory for each of the internetworks (S1,52,83). it will be realised that
each of those directories will only require four multicast addresses.
20
More complex arrangements which are effective to obviate the need to send

messages to the news computer at the top of the hierarchy might also be used.

In other embodiments many different applications might be supported. For
25 example, by replacing the subject field of the above embodiment with a field that
indicated both an application and a subject, the embodiment could support a
plurality of subject-based applications. One such application is the announcement
of multicast sessions. Session announcement could include a subject identifier
similar to that currently seen in Network News applications (e.g.
30 comp.internet.ietf.conference). it will be ciear how the above embodiment might
be altered to allow a user to selectively receive only those announcements which
concern subjects In which he is interested. Such a facility could be provided

instead of or in addition to the 'push’ news service described above.
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finding a multicast address to which said data block is to be sent, said multicast
address being suitable for use in said multicast-capable network;

10 addressing said data block to said multicast addrass; and
transmitting said data block over said network;
said method belng characterised in that:

15

sald transmitter has access to one or more directories storing:

a) a plurality of lists of raceiver identifiers; and

20 D) for each of said lists, a multicast-address suitable for use in said multicast-capsble
network; and

sald mutticast address finding step comprises:

25 @) obtaining a list of recsiver identifiers, said list corresponding to the set of recipients
to which said data block is to be sent; and -

b} examining said one or more directaries to find a multicast address corraspmdkvg to
the list of raceiver identifiers obtained In step a).
30

2 A method according to claim 1 wherein:
sald obtaining step comprises:

AMENDED SHEET
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1 z#10965&19) qutkﬂngmhg' that a-generaotﬂim ditsk I0WEmRsEN} {0 teshiniOinSioded t)'mne or
more of a selected plurality of said lists; and

b} unifying said selacted plurality of lists to find a unified list of recelver identifers.

4. A methed according to claim 1 wherein said transmitier further has agbusa to
15 type data listing data block type identifiers, and a list of recipient identifiars for each

data block type identifier, wherein sald obtaining step involves:

a) finding a type identifier associated with sald data block; and

b) examining said type data to find a list of receiver identifiers associated with said type
|dentifier,

20

5. A method according to claim 4 wherein sald type identifier is a subjackmatter
identifier indicating the subject-matter to which thae data in the data block relatis.

8. A method according to claim 4 or 5 wherein said type dantifier finding stap
25 Involves extracting a type identifiar from a data block received at said trangmitter.

7. A method according to claim 1 wherein said transmitter has access 0 a
plurality of group directorles for respective groups of receivers.

30 8, A method according to any preceding claim whereln the format of :said
multicast address 18 in accordance with the Internet Protocol suite.

AMENDED SHEET
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sald set of instructions baing exdécutable to transimit the data block by:

finding a multicast address to which said data block is 1o be sent, said nﬂhlcast
16 address being suitable for use in said multicast-capabla network; '

addressing said data block to said multicast address; and
transmitting said data block over said network;
20
sald transmitter being characterised by:
having access to a diractory store storing:

25 a) list data representing lists of recaiver identifiers; and

b) for each of said lists, a multicast address suitable for use in said muiﬂcaut-upabia
natwork; and

30 sald set of instructions being executable to find said multicast address by:

a) cbtaining a list of receiver identifiers, said list corresponding to the set of mdﬂants
to which said data block is to be sent; and
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" HEUR () * +,5ald tPahdnitiR fisiher has access to type data listing data block type ldenﬂﬁou and a.
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said set of instructions being further executable to obtain sald list of receiver identifiers
by: '
10 a) finding a type identifier associatad with said data block; and

b) examining said type data to find a list of receiver ldentifiers assaclated with esid type
identifier.

15 11. A program storage device readable by a processing apparatus, suid device
embodying a program of instructions executable by the processing apparstus to
perform method steps for transmitting a data block over a network fo a set of recipients
selected from a plurailty of receivers, said method steps comprising staps acca'ding 1o
any one of claims 1 10 8. '

20

12. A computer program comprising computer pragram code adapted to perform
the method steps of any one of claims 1 to 8 when said program is executéd by a
computer. |

26

AMENDED SHEET



