SYSTEM AND METHOD FOR DETECTI NG MALI Cl COUS CODE
of detecting nmalicious
initial

an
conput er

code in conputer

readabl e code
determ nation to determ ne whether a first portion of the

Abstract A nethod
I ncl udes perform ng

(err)

RdNTHNATIONAL APPLICATION PUBLISHED UNDER THE PATENT COOPERATION TREATY (PCT)

(19) World Intellectual Property
Organization
International Bureau

(43) International Publication Date
30 October 2003 (30.10.2003)

(10) International Publication Number

WO 2003/090050 A3

(51) International Patent Classification’: GOGF 1/00
(21) International Application Number:
PCT/US2003/011246

(22) International Filing Date:
(25) Filing Language:

(26) Publication Language:

10 April 2003 (10.04.2003)
English
English

(30) Priority Data:

(71) Applicant: COMPUTER ASSOCIATES THINK, INC.

(72) Inventors:

60/372,283
60/372,473

Us
Us

13 April 2002 (13.04.2002)
15 April 2002 (15.04.2002)

[US/US]; One Computer Associates Plaza, Islandia, NY
11749 (US).

CARMONA, Itshak; 68 Shtampfer St.,
Petach-Tikva, Israel 49290 (IL). MALIVANCHUK,
Taras; 5 Landau St., 58100 Hulon (IL).

(81)

(34)

(74) Agents: JAWORSKI, Richard, F. et al.; Cooper & Dun-

ham LLP, 1185 Avenue of the Americas, New York, NY
10036 (US).

Designated States (national): AE, AG, AL, AM, AT, AU,
AZ,BA, BB, BG, BR,BY, BZ, CA, CH, CN, CO, CR, CU,
CZ,DE, DK, DM, DZ, EC, EE, ES, FI, GB, GD, GE, GH,
GM, HR, HU, ID, IL,, IN, IS, JP, KE, KG, KP, KR, KZ, L.C,
LK, LR, LS, LT, LU, LV, MA, MD, MG, MK, MN, MW,
MX, MZ, NO, NZ, OM, PH, PL, PT, RO, RU, SC, SD, SE,
SG, SK, SL, TJ, TM, TN, TR, TT, TZ, UA, UG, UZ, VC,
VN, YU, ZA, ZM, ZW.

Designated States (regional): ARIPO patent (GH, GM,
KE, LS, MW, MZ, SD, SL, SZ, TZ, UG, ZM, ZW),
Eurasian patent (AM, AZ, BY, KG, KZ, MD, RU, TJ, TM),
European patent (AT, BE, BG, CH, CY, CZ, DE, DK, EE,
ES, FI, FR, GB, GR, HU, IE, IT, LU, MC, NL, PT, RO,
SE, SI, SK, TR), OAPI patent (BF, BJ, CF, CG, CI, CM,
GA, GN, GQ, GW, ML, MR, NE, SN, TD, TG).

[Continued on next page]

wO 2003/0900:50 A3 |00 00000 0 0 O O

techniques to check for
viruses.

e

Read 1st kilobyte of file into temporary buffer.

s

Calculate CRC value from the data just read
using any suitable CRC algorithm. (First CRC)

Read whoele file (or relevant part of it), and
calculate another CRC from read data. (2nd CRC)

8

Check whether the
2nd CRC is also present
in our database.

Mo virus is found.
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(57) Abstract: A method of detecting malicious
code in computer readable code includes
performing an initial determination to determine
whether a first portion of the computer readable
code may potentially havemalicious code and
if it is determined that the computer readable
code potentially has malicious code, performing
another determi nation to determine whether a
second portion not including the first portion of the
computer readable code has malicious code.
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