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TAG-BASED SCHEMA FOR DISTRIBUTING UPDATE METADATA IN AN
UPDATE DISTRIBUTION SYSTEM FIELD OF THE INVENTION The present
invention relates to software and computer networks, and in particular, 5 the
present invention relates to a tag-based schema for distributing update
metadata in an update distribution system. BACKGROUND OF THE

INVENTION Ne@lBASEDTSUHEMX FGORWD B TEIBYEINGUPBATEEGO a
continual reis DT ADAGES T 10 ASPEIP DAUK BESTERIBET 0ONS Y EVE. Each
revision of a software product 10 frequently requires adding new files,

replacing existing files Wlthﬂ%\ﬁﬁ{ﬁv j i solete files, or various
combinations of these actions. ThiS process of replacing older files, adding
new filés, Imasbdeletiagiobs&ﬂetesfilleSMWasefmareopmdncmmﬁdeksreﬁedéd particular,

hereafter as "u datln the 1 t edat co(!lecton inclu |n binar
e e e e R SR BBMa i an
upketbsubuvioth sgstefierred to 15 hereafter more simply as an "update.” Once

a software provider has created an update for a software product, either to fix

a problem, enhance sggl@%gquﬂql]y@y fﬁqﬁlfﬁs&,mﬁyvare provider will

want to make that update widely available to its customer base. Quite often,

such Nsaxienl kivoupacilly diveteddcatdormetipdufitairdgigoprogertipral revision
pAIESSIG 3Gl RREUUNISIUSS the SOftwate 20PRoMIRIMNILMAL e product

update installed on the customers' computers as soon as possible. Indeed,
freqosn8pfrasreosraddieg shavElashiritresas aetithe fideslivttib mevssfrpaseons, deleting

obRIAMERIR, P SHANEEHAR M hBRhEFJhoU R ﬁ%&%&&?ﬁs’f}f&cﬂ Blder files,

computer industry has experienced an explosive growth in the number o

addingurys felsaneatb detshegnohielctmdilespaftie iiaftwarehemedeehevib e teeferred to
hé@éf?@fﬂi@sﬁ{ﬁa%ﬁ%gfﬂw&om dHﬁdt%&a&%m&@f&etma@fﬂg%&@'kﬁ@&e data files,

through a connection to the Internet, the Internet has become an important

u@#@deunnég’mr@ﬁanﬁ@r&éatgom@aﬂéedpbmdéﬁsitm apsteiingehsppradisctomitehe referred to

h&‘éﬁ@?‘ﬁ{&e'ﬁﬁ?@& gg%ﬂn-tl% pskhas become the primary distribution channel
for many software providers to provide software updates to their customers.

It is off@RciH HodtaER Marest bhseranterbanraDiiee<en alfstfipiate Bettneteither to fix a

pﬂb@m%nhance security, or add new features, the software provider will want to make that
update widely available to its customer base. Quite often, such as when the update is
directed at correcting a flaw in the product or addressing a critical security issue, the software
provider will want that update installed on the customers' computers as soon as possible.
Indeed, most software providers have a business incentive to distribute software updates to
their customers as quickly and as trouble-free as possible.

The computer industry has experienced an explosive growth in the number of
computers connected to networks, and in particular, to the Internet. Due to this explosive
growth, and due to the communication abilities available through a connection to the
Internet, the Internet has become an important and integral channel for software providers to
distribute updates to their customers. In fact, the Internet has become the primary
distribution channel for many software providers to provide software updates to their
customers. It is often in the best interest of software providers to distribute software updates

over the Internet, as electronic update distribution over the Internet reduces their overall costs
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30 over the Internet, as electronic update distribution over the Internet

reduces their overall costs -1 and enables customers to obtain the software
updates as soon as they are available. More and more frequently, these

software updates are conducted automatically over the Internet, without any

user intervention. While the Internet is now commonly used as a conduit for
distributing software 5 updates from software providers, several issues

frequently arise. Two such issues include (1) efficiency relating to the u%&e More

anf FARRIES P HPLLEFE L PRI JFCRI YA PDSARRARISARIVS EbRtAE &Y

ardlistitretipeganetiyistadiatiosraf seftiyaie s peiatdndit fepanebineifigionsyeptibanternet,
distribution resources, networks, including the Internet, possess only a fmite
WS APSHSERTINRAERSh resources, often referred to as bandwidth. A 10

finite ArAnUNhef EReABUMHCAIAN andwidEhfsed usnilycbagults iy RAtePeEKS, software

especially in regard to sqoftware updates for popular software products, such .
g5 B BT A RISHAL (S BFOBLF G oy St hipsues include

(IredatRebpeoduetivity ProdsictshSuchpaettienesksbexist eviafrwhensefte@@ces, and
(%i%aates are made available on multiple download locations distributed

BUNSHRHYS FEFRLEVEATSAEBRYAR andAnSBHRHRILRE VAR YRS
unstrigtietdaecesiciondebmadeliavatiaiia Bysdechtaiaalofke! XA tHednternet,
first user at computer A requests the latest download of a software product, .

PORYE RN Y s ARt gﬁlﬂ%ﬁ@ﬁ}%ﬂ%@%&féﬁeﬂﬁ%f%@m&%Paffia@mdth A

fifiSPanfourhemeeremiedeiebhis rerke d-ap entyinglaultvdividotaléaedkacessssially in
meaning that the re ues;is treated independent of, and unrelll\%:[ed to,.a

y _
regAidr ASNBIR G HALUTIF RO SRETERPTP LIS HET LR %%%%%ﬁ@%aﬂons

Wen dvha @lsentiappeopdiathayeytiensame 1SR Epticisiitne saotR cdowsiracthasienecks
the first user, the the second user is also treated as a sSi

equest from [ le, .
AT OB i YRI5 e S PIB I gOwm 0ad Tocatons

divensmiitedovehtie shmdrrffaatruchie twisenbeeauseacieashieqeast wasur is the
treated in isolation. Clearly, if the number of users increases substantjall
PSSt e i

Y

R RS AT et B B PE Rl 1 @ Trst user at
c@xpingle\ vegiakistRb igtte donmioad of veifisk haverbhen, thech mamrefigiestthrough
¢ if the downlo.ag could have heen caghmal cal location, and eacrtl user . .d
e GRS ST EEPBA T3S BAEHACUY I Po b e BHEr oS BB R 2ted 25 @
sifpddy e ardzaiids cespsciallyaldrge that the request is treated independent of, and
unrelated to, any other network traffic and/or request. As such, if a second user at computer
B, who also happens to have the same ISP, requests the same download as the first user, the
request from the second user is also treated as a single, individualized access. In this
example, the same download will be transmitted over the same infrastructure twice, because
each request was treated in isolation. Clearly, if the number of users increases substantially,
the finite communication bandwidth will become a bottleneck. In this example, which is
quite common, it would have been much more efficient if the download could have been
cached at a local location, and each user request satisfied from the local cache.

With regard to control of distribution, many organizations, especially large
organizations, have legitimate reasons to control the distribution of updates to their
computers. For example, unfortunately some updates have or introduce flaws, frequently

referred to as bugs, that "break" features of a software product. These broken features may
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organizations, have legitimate reasons to control the distribution of updates to
their computers. For example, unfortunately some updates have or introduce
flaws, frequently 30 referred to as bugs, that "break" features of a software
product. These broken features may -2 be insignificant, but all too often they
can disrupt a business's mission-critical features. As a business cannot
afford to lose its mission-critical features, a responsible business will first
evaluate and test each software update within a controlled environment for
DS HNEHERBRY- ot RN MBS FBRYAAG! THURT SRS RS THePaAThERH R hgfures. Asa

bieanRep s ot hisfeviatb aten iperaskpervisl thaviganizatipodanialislaigess will first
whether an update will adversely affect a mission-critical .feature. Only after it

e it RIS S R ot R (b perdtelledh SO BHRREBbfoR SaRy period of
tiMESSIN @ itited feattie ipdhe updateprimitesrtode disthildied Taithe aluation period

remainder of the organization's computers. Clearly, most organizations must

Pz dls CormyFIAT et hE I Sreb tRdar VRhadReSHN LR it critical
fehQuAnotiRY rERSON haabadaUsineRstoriBNdiganized oMo ie tinesd vitl eentehg down

distribution of software updates is to ensure consistency among the .
RO FISHRRS aﬁizaﬂaﬁ YR gt%@?{}ﬁlﬁﬁﬁﬂi{&%ﬁ%ﬁ%ﬁﬁiﬁa hscigppainder of the
offapaimenisdentpanera stangardizadstatgehplafonm waon wdiehs@llcontrol over the
. computers operate, whether it is for a word processor or an operating

ingalfation OfisREVAL HBAYSS SO S RHEF Bomputer maintenance may be

unnegassashreampiaxtantusibedifiieulh Sidhanatibargrasandatdacateontiatibution
O{s ilﬁportant is for billing purposes. In large org&‘gzations, it is often inefficient

FHAHESRP SIS SPRYET S O R RBRY IR o CTBRATERY MapidR1~aton. Itis
vdigenapsriontafpabifsiansoftweare dor ddpuatitmneach Ieormpuiemidniizzed, target platform

organization. Instead, a single site license permits an organization to run a
O OB By ORETTIS R LS Bt IS RO R SESar o s P g system.
Whbtedsiadéadtstteaaumbel @npomspuiens chnagnaypbediticdagearithe siglex and

di%%%%?e’ or may need to limit the number of computers running a product
Fa site license. All of these reasons often require local control over

softw8i updaierdisisbu tied. wehipbboddhesvianintaab oy eoideilifie hispues. In large
relatin% to saftware, update distribution,. %@ Icat isn ed%d is an extensible
AR &

OLEBRGAYS Y pdbes SREILISAARRRIR R KrRoVINiRY Sgfpgre on @ computer, or to

individually maintain licenses for a particular software product for each computer in the
organization. Instead, a single site license permits an organization to run a software product
on numerous computers. Thus, an organization may be required to report the number of
computers running a product under the site license, or may need to limit the number of
computers running a product under a site license. All of these reasons often require local
control over software update distribution.

In light of the various above-identified issues relating to software update distribution,
what is needed is an extensible software update distribution architecture for providing control
over the distribution of software updates, as well as increasing their distribution efficiency.

The present invention addresses these and other issues found in the prior art.
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over the distribution of software updates, as well as increasing their
distribution efficiency. The present invention addresses these and other
issues found in the prior art. SUMMARY OF THE INVENTION In accordance
with aspects of the present invention, a tag-based structure for
communicating update metadata from an update service node to a child
update service node or a client computer is presented. The tag-based

structure includes: an identifier tag 5 includlng a software update identifier
JENHGR general properties

that uniquely identifies -4 &B;‘éit‘é
tags thataeapgreeAPrapsitysiniermatipresalating dheosofvaie-sapeldteiructure for
zero or more localized properties tags that carry localized prop

CORBAHON Sor 3 A RCEE SIRE /) ARGBS S PEro S riSra ?&iﬁ%ﬂéﬁ% Yefydee node

othatddentibodgRendengyresalatipnsimips the savzeniteaftwarendpdiate, @ identifier tag
scribed in the update m tad%ta, has with other 10 %gftware updates; zero

. d '
ingPydigge S sptieAsRiPrats S (SRR iRn e P intshnrSH Hs dhteiiiiy whdate: zero or

mappligabiily pbpeerseftwmrendpdats, tgcn &lie Hire peaRuUisfozeiaod roRkmfilese software
tags that carry information relating to the software update's payload files; a%nd )
Ui A LD iR A d At aP T RRFFY Sh et atBh CRFELRFADARL BERRREYG Information

oaniiel tictigialing thegsafivare o Rdairinrareighnselvithiaddiéansd dependency
?spec s, of ﬁge present i£vention, a tag-based structure 15 for communicatin

re PR R R ST R AN AR LB T AR TERE o R RP e ARs bR B 8 other
scTtvaacliaptiseRputenishsesepptidadilie tagasaedisitucitie imetidesnaior determining

identifier tag including a software update identifier that uniquely ideptifies the
th&&%?&ﬁ%%a%g ; ?8%B¥3Fﬁé‘ié3?é‘?é§8néfﬁﬁtt%(§§1%ﬁt§ﬁ detttify gepe ﬁg%%téﬁs i carry
inflatighahipftig coltRNoTaliwaipindatenasadeseinad ntdeugsii€ic data tags that

metadata, has with other software updates; and. zerg or more fjles tags . 20
e BT AR AR 0TRSO B s B Wi

DES QR RJdEabhCwiti R dIRAWAINGRcthefftie goddgnaspaait and marbasfidReucture

attendant advantages of this jnvention will Recome more readil eciated )
o B B AL PR SH B P YS SO TIPS FOI N Bl gerviee
nélseripticiieiviempakean inpeesuadtionhyithdiva edcarpainy ing ddesingsidabifier tag
. wherein: FIGURE 1 is a pictorial diagram.of gn exemplary update distrib&niqn
ingTATR foAmioua MRalInon Ut i BRI B RbARE Update! zero or

more relationship tags that identify dependency relationships the current software update, as
described in the update metadata, has with other software updates; and zero or more files tags

that carry information relating to the software update's payload files.

BRIEF DESCRIPTION OF THE DRAWINGS

The foregoing aspects and many of the attendant advantages of this invention will
become more readily appreciated as the same become better understood by reference to the
following detailed description, when taken in conjunction with the accompanying drawings,
wherein:

FIGURE 1 is a pictorial diagram of an exemplary update distribution system formed
in accordance with aspects of the present invention;

FIGURE 2 is a block diagram illustrating exemplary logical components of an update

service node formed in accordance with aspects of the present invention;
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FIGURE 2 is a block diagram illustrating exemplary logical components of an
update service node formed in accordance with aspects of the present
invention; -4 FIGURE 3 is a block diagram illustrating exemplary logical
components of a root update service node formed in accordance with
aspects of the present invention; FIGURES 4A and 4B are block diagrams
illustrating an exemplary exchange between a parent update service node
and a _child update service node in providing a software 5 update from the

parertt uPdite $hvicRIATHE RS THE I HHEE SEMIEE oG SRR Of @ root
updibe aspactsnelithemresenhidvemiine: itk iRk ist ehlpaesiagnaraniiuatrating
an exem%ﬁ routine executed on a child update service node to periodically

obtairt WPHAES #Onfhe sHieATUIALE sERFEI o dEUSEIBRIR RS SSATRIGTY cXchange

béliagram niran epeipiaryise Rrdting suwikildefantdseiidbhack? axproplalye a software
routine of FIGURE 5 for, obtaining an update catalog from a parent update
URIAG dEORIE; REfE RIS FsSS L BREGrNIT S ExERApISPRUBTdiRfHfe!n accordance

waltitable fos e firdhant exasmbary routine of FIGURE 5 for obtaining a
software update from a parent update service node; 15 FIGURE 8 is a flow )
diagrgﬁfl %k%ﬁ%%%&ﬂ%ﬁ%‘ﬂé F&@@gsﬂ?geéﬁfﬁﬁ%afgoeaaﬁe%ﬁ?amdaon a child

usdnitd sipdRteRIYiceaocEcand i@l REdSds adiork sliagrampditsieating node;
portions of an exemplary XML-based update metadata schema defining the .
Cont oG A e S RI! OB AR B SR HATFON B Kkt g n he

etenasaects @inbe MFESEIR Y EhtiohtaalingRaalp disfdhtalien fBysiarpareigapdatdservice
in a hierarchical fashion, for distributing software updates is presented.
"B URE 1 is a pictorial diagram of an exemplary update distribution system

100 fencer b 7ascardancelwifiaspecis okt pigsabiavantienititeofsinge in the
oA B i G SRR A A e
néigde 102. Software providers, such as software provider 110, distribute their

SO R D oD s O Y S PSSR updiate
request from a child update service node; and

FIGURE 9 is a block diagram illustrating portions of an exemplary XML-based

update metadata schema defining the contents of an update metadata file.

DETAILED DESCRIPTION

According to aspects of the present invention, an update distribution system,
organized in a hierarchical fashion, for distributing software updates is presented.
FIGURE 1 is a pictorial diagram of an exemplary update distribution system 100 formed in
accordance with aspects of the present invention. According to the present invention, at the
"top" of an update distribution system, such as the illustrated update distribution system 100,
is a root update service node 102. Software providers, such as software provider 110,
distribute their software updates through the update distribution system 100 by submitting
the updates to the root update service node 102. According to aspects of the present
invention, software providers, such as software provider 110, may submit their software

updates to the root update service node 102 through a network, such as the Internet 108.
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the updates to the root update service node 102. According to aspects of the
present invention, software providers, such as software provider 110, may
submit their software updates to the root update service node 102 through a
network, such as the Internet 108. -5 A hierarchical update distribution
system, such as the exemplary update distribution system 100, will likely
include at least one other update service node in addition to the root update
service node 102. As illustrated in FIGURE 1, the exemplary update

distritRFTAESuRaURgR FrLR HEY BB SN Bk Ueh Aee Bo e TRAEh Yielige distribution

syaeditional widaite5efvitedocdesash sidatBeseipdat: RefleckGbadthudaion to the root
service node 106. Accordinalto th%‘gresent invention, each hjerarchical

URfEH e BRI Sgstent iHIBPGaIRC 8 RS HBE: ke WrEEaRRI A aRpHalgistribution

sgkteﬁpm%mm?esarg@@@mﬁ@ é&@iﬁwrw@@nmﬁ&,t&ﬂfiﬁgdﬁ%ﬁiﬂ PAdeesapdee nodes:
in an update distribution system has zero or mare child update service . )
“Rfli’é"eé?l?’h‘ifsf‘ﬁﬁsﬁ|é%€1&l%ﬁﬁfﬁf§r§/mﬁﬂfr?a’ﬂé?%i§t%uﬁ%wg 0L gwRaragention.

efRChi @aremittpgaiesehvie®nadesyfenthie R@initeuadaiarseniceshadtitOenderneath
and update service node 104, have only one child, it is for illustration

ths AeRIsRIB IRy PeRHGSSRRER ot b URErSE Ss SReiMRC AR IS Ry an update
distvidation. sy siehelinoraovvihibe exaantinnateftieiteqiodedatEhse vieel O tdeexemplary

102, each update service node in an update distribution system has_ one
U RO B W RE 0. SRS AR AP RS e, e - the root

us@ndceenace hodeis@child npdeatto $beiqotnbddipiintersesvindnaie 1dldnd is for
.. update service node 106 is %d node tg?update service node 104. As can
ilystEation. P4ERCHPUA Serlte IBHE With ffe EXEUPHRSh BF HEVME (fR9gkethe present
inSentiee. NPaehtoRAocawid atha ehichugriaterser vipgarose ansmy @arent each update
ue.date service node. As illustrated.in the exen]%lary update distribution . d
SLYSRNIIGD, thePodtRyBifatdi UM SHECTD 2 @S nitAtinRELERS WRAA iRy ice node.

Asesyitieghnde KB4 whron ghtheriPtergtidRsseRAck awdy eoditishouhd deode to the root

upderstoaqd that this js illustrative only, .and should not be copstryed as .
g O B L A i L Bty el e service

netistriptions sysieaseagtanlupeaablerideomiymiaiehyithdtppaiastt edist update
SR o SemmpSion et T, WAE UBSe SSYS e
throughs thieubnterdetid Q8¢ itaxaypidis ngliedy dotribuivsatestamvitojtsichitdot update
solPAatS SEIGE NodeR L Sush asHRdate service node 30901 3d08R! Aie3ntemet 108.
However, it should be understood that this is illustrative only, and should not be construed as
limiting upon the present invention. Each update service node in an update distribution
system need only be able to communicate with its parent and/or children through some
communication network. Thus, while update service node 104 communicates with its parent,
root update service node 102, through the Internet 108, it may alternatively communicate
with its child update service nodes, such as update service node 106, via a local area
network 124.
Also shown in FIGURE 1, update service node 106 resides within a sub-network 126
of the local area network 124. As an example, local area network 124 may correspond to an
organization's general corporate network, and update service node 104 represents the

corporation's link to the update distribution system 100, via its connection to its parent, root
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network 124. Also shown in FIGURE 1, update service node 106 resides
within a sub-network 126 of the local area network 124. As an example, local
area network 124 may correspond to an organization's general corporate
network, and update service node 104 represents the 30 corporation’'s link to
the update distribution system 100, via its connection to its parent, root -6
update service node 102. Further, sub-network 126 may correspond to an
identifiable group of computers within the corporate network, such as a

uRdatfeRFARISHBRd AL, & YERSISHP BTtk dAf a1t SORRERM (pinrarigroitisble sroup

oAsoNifherslesknibechin @sgRiptdeial balowicRosoriRgttevarpeiels ofdhp, a remotely
present jnvention, an administrator on update service node 104 is 5 able to

loga 5t of tHE iRt b (RN Ut SPUSIE2H8 WhdAte BaH/Re FRSGE Fu6 At titiiialy below,

adeoelinipt teanppLiess. tHeshewd aapes i atedithiai SAeh: WRdF 85 BUELcBde 104 is
including both the root update service node 102 and update service nodes )
ofg a.ﬂﬁéﬁ‘ﬂaqately to client

a%aoawa%?eﬁhg%mbgﬁ% AR SRl Vifsdads 8%

catpp@i@service nodes as well as client computers. As shown in 10 FIGURE 1,

the exemplary update distrjbution system 100 includes client computers
112-1% érﬁ%%’zhe&a@a?@%@fhﬁat B URMALSRY teTvestst ﬁ‘bﬁ&?&@é?%bé}ﬁor&@t update

sek0ike distidbLoe simp dptRsctoerdhild niadaten s envic e0ap desoard shant GasuRbies Software
according to local o&uration.informaﬂon. Acijordin to one embodiment
[

URGR e N ?Fatabaﬁf roGPESen A4S ot atse B AR SPBRHERSruIS WiV in
FIGOSREIQURS Eeagh dip diptR sadiget ool Jyasat leashanadistidautiomphters 112-122.

group. As an example to iljustrate how the ypdate distribytion syste
Egperaeaie SEa(fs %fJa e drcnabipds é%wsﬁb#&slﬁ&a%ﬂ%&% updates to
clirgapataersico nelatanieiVuakc oApeasthngderding ekl isoefipefatigh information.
present invention, a ?%dministrator, on update service node 104, m%define

ARORTNE iSu it oH GPOUBE for the (BHIGE RetR/RRSL IO HRE GG PO ‘e update
diewiduatiomgesupiteehespgoding e gidatastmade ha@dneludingaspeatedistribution

service node 106 and client computers 120 and 122, for evaluating the
E¥ability of an update for the general corporate network 124, as well as a

general carpoaais @ o upuneiud ingvthiecupdiate Gerviboe a0 e tkid @nrdatdignissume that

computers 114-31(1? . T
local ‘area network 124 corresponds to a business organization's corporate network.
According to one embodiment of the present invention, an administrator, on update service
node 104, may define multiple distribution groups for the corporate network 124, including
an evaluation group, corresponding to the sub-network 126 including update service
node 106 and client computers 120 and 122, for evaluating the suitability of an update for the
general corporate network 124, as well as a general corporate group including the update
service node 104 and client computers 114-118.

With regard to the evaluation group, the administrator includes the update service
node 106 as a member, and associates rules with that group such that updates are
immediately distributed to the evaluation group's members as they become available.
Alternatively, with regard to the general corporate group, the administrator adds client
computers 114-118, and associates a rule such that updates are only distributed to the general

corporate group members if specifically authorized by the administrator. Assume also that

an administrator for child update service node 106 creates a default group consisting of the
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With regard to the evaluation group, the administrator includes the update
service 25 node 106 as a member, and associates rules with that group such
that updates are immediately distributed to the evaluation group's members
as they become available. Alternatively, with regard to the general corporate
group, the administrator adds client computers 114-118, and associates a
rule such that updates are only distributed to the general corporate group
members if specifically authorized hy the administrator. Assume also that 30

CLghb MRS dorehlitpupdhtevalitbemat ioB e kids @ JaielippYdRfpY software

us@isistiypefithacdiaignicamatders 120 and 122 in the evaluation
sub-netwark 126, to which any new software update may be immediately

distrtRBUT BRI e SRS ok AT PIAr S8 Erd WSUIBH 1 Gl gplate to

th%@@&ﬁt@d@g@&v@etﬁ@d@myp@@)ﬁﬁﬁg% nade diddbl ARl teotsl@pdate service
tabllsh d at the root update seryice 5 node Jé 2, the updat s eventually

e Bind etd‘ EothSratibatissdhyicd d8dhel 6arnIpEn Ha f\f;.n“@fﬂge node 104.

Up@ﬂa&eﬁ)ﬁhgwalwlqm@tapbﬁhﬁa hyldhe agbrinstraipritheeonpataie rupbi@teorporate
rvice node 104 distri the update to the embers of the_evaluation
@ff SpSadth g des 1A fél HifS PR &M‘ee %d’ée%i?)‘sb?ﬁ &%’\?hﬁ&lﬁga{wg group

(depiiate égom@hahgejmahqsweraéevgf@mwmrygtﬁnewﬂﬁmtﬂquaﬂpm@ from the
distripute the update to thatgroup ntlnumgt above example, up
SRR FRLPIAIE SERHR PRI IG-RRGIOH THiharataR e HHHE‘TG%%?BEQ@S st?ﬂﬁkgmup

updateanithuiagpeet eackdefiprd @p@u preb@fthﬁgeﬂwnqiaatéhelﬁva{uammn update

update ser node 106 has gnly one group. Howe revious .
SWé?ﬁBﬂ%‘aYh?e FOSEHEN thp TR RS rS mgg%eéﬁfmﬁ&gra}@up’@ this example,
t}ﬁeﬁnﬂda&aemwﬁt@ seifpee rricof s IRiadar) disttibgiap. rulBswoeethiss previously

xample, the evaluation ypdate service 15 no 106 |mmed|ately sth
R B o SR BB 05 R AR S 90 P B o cach with a

st Yiicle: § &%@%dﬂ&tﬂﬁmi@@w&&uﬂdﬁ{ﬂﬁiﬁﬂﬂa{hﬁl@%waﬂ@lﬁla‘uon update service
riod/proce in. Still cqntinuin eexam le, w
o B DGRBS e U S O B I UFR computers 120

arstistied thati¢he vpapiads Jadabledfor xpistfbyutiaovoves thed2Q@dEniité@ the evaluation
rate network 124, the administrator then explicitly authorizes the update
P?S%%&P&?FBJP&H &%Hb members of the general corporate group. The
corpagale ¢pdiigisemticabove example, when the administrator on the corporate update

service node 104 is sufficiently satisfied that the update is suitable for distribution over the
entire corporate network 124, the administrator then explicitly authorizes the update to be
distributed to the members of the general corporate group. The corporate update service
node 104 correspondingly makes the update available to client computers 114-118. It should
be understood that the evaluation update service node 106 may also be included in the
general corporate group. However, because the evaluation update service node 106 has
already been updated, no additional update-related action is needed for distributing the
update to the evaluation sub-network 126.

As can be seen by the above example, the present invention offers significant benefits
in terms of local distribution control and download efficiency. In addition to the
above-described aspects of local distribution control, significant savings in communication

bandwidth are also realized. For example, while the exemplary corporate network 124
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node 104 correspondingly makes the update available to client computers
114-118. It should be understood that the evaluation update service node
106 may also be included in the general corporate group. However, because
the evaluation update service node 106 has 25 already been updated, no
additional update-related action is needed for distributing the update to the
evaluation sub-network 126. As can be seen by the above example, the

1 @éesent invention offers si%ggicant benefits in terms of local distribution

HEHSEaiat doREal BeRESEA Y reHerfirorrRt s HisovRliademadypeupdate was

d&fnead eistroa tien reontiphaiigiiicanhsayings i GerBeMpEISRIGIIAL service node 104
bandwidth are alsp realized. For example, while the exemplary iﬁrporate

OMSHARSTK DS 4 S AR RI BURIE AT AES HRR LHERCBG TGRS ] HRgate service

n&@tiMareapEOVine coMpamieanas wnuwidadashffomethedoat pirdate s@idGRrvice node
node 102 to the corporate update service node 104 o‘#)ly one time. Clearl
&

anf IOt AR GSEY 0% ERYRT EBRIBE RYLSEMyitsteRy SHPHARLAL S ErdReans ifeamount

ofnesaatesicivaopAMIWiICHti Bibansiviid i sage: beswerd.a pedanidtiadatethe update
service node 5 and % cl'lent update service node remains constant, thereby

ditHRtHAR MY U NG the SXiRBY {eo%%mlarﬂgan&%ammat HEPWERFYstem 1s

exatheivisi be ldsadwdddienatly nina b ddtehittisipbatiarsysierddiss BRIk be added to a
extensible and scalable. The u%ﬂate distribution system is extensible in at

PREL RS iy M I o PR o BRI SR KA CROHG A% &Y B e G fhiBAT g g U date

sdpai@Nhodhel ateashryieereds, madiphilt Wpdataisenvisetaadaesynayraise iR dailored to
paren .ur%da}e 10 service node. Each sub-tree of the update distribution
mgEERANVITHY et ore be tailored to meet individual needs. FIGURE 2 is a

blockiagrrmniliystisitiog Exgraplanydagital componeisilaboonpsiaientseMieaipdate
o 200, S 5 e oo vee e tode 104 (IQUREIIOLIE o e
easpeisa abtheclpiesendnveaieIGBR BNoyfoiméd Gl Ricoddatteipdeiespects of the
PR 200 i RS Yo seplee 208, AP 1 . e
wekesnpias20pdatelsenvigainede @ilalsd, inchides il avthesticalos/ and a reporting
AR R 240, Hpinatalon Sopllon g o
aurtierfaator I8paiid 2n0ypdaddriifosmaii@napplication programming interface (API) 212,
an update content store 214, an administration user interface 218, and an update information
store 216.

The update web service 202 provides a common set of Web services through which
client computers, child update service nodes, and a parent update service node can
communicate with an update service node. For example, with reference to FIGURE 1, in
order for the child/evaluation update service node 106 to obtain a software update from the
parent/corporate update service node 104, the client communicates through the parent's
update web service 202. Similarly, when a parent update service node, such as root update
service node 102, has information, including updates, to communicate to its child update
service node 104, the parent update service node communicates through the child's update

web service 202.
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20 store 216. The update web service 202 provides a common set of Web
services through which client computers, child update service nodes, and a
parent update service node can communicate with an update service node.
For example, with reference to FIGURE 1, in order for the child/evaluation
update service node 106 to obtain a software update from the 25
parent/corporate update service node 104, the client communicates through
the parent's uPdate web service 202. Similarly, when a parent update service
r

node, [A5ch S8 SRS IRRILE Kfice B S GO MEAIFIGIARIRTAY RO fufrfignt computer

andipRiepdRCUPMENicAE 00T Goarapdatpdaesvied npded Qdotieaiaibéred on the
%gqggte service node (ﬁgmmunicagles through the child's update web service .
URASAC SR I St RHBTE B AAMHINEIERIMMURERENS HetiteBAl fimited to,

distiepiwempidaesanddhsoupdaie seiviernde.2dG i vREgsth tosypdatesiabd software

update information stored on the update service node, Th&? update-relate

PTOSHUHIERSAS AeuRIAER L6 Tt IR GABP HRS i tnG P USRS R module 204 s

alkespespeRdDEligot reguasisiapdwaieteing alistiotarplableisofwaigRd to obtain a
products and associated updates for the client computer. The client update
PUFRIAG B agordag 8 RSO aAsH SRIBRHAT W %?%H%Iﬁjﬁé&ﬁﬁl}f’é? omputer

wattherigeite ebieiniafqariicohahbpdateidacesdipgto Rssrbriee distidberion
rules, and re.T onds to a clie tCOéZT] utg{ with the uﬁgdate-related information
that tHETIEHIC SRRt MO Aitot W18 st dislateFealei LOPURYBIRALA TR B0 cen 2

pdrendlepdapsalavRlated ompdunications hpueenavi@ pasess. update spodieerelated

node and its child update service nodes, The update-related
Coeamma%ﬁteaﬂ%ﬁg%ﬁé%ﬁ&tbﬂfa%tr}mﬁ%ﬂt& eﬂiﬁmﬁgil@ﬁsﬁ &P LBiGapLoducts and

afaeilitedsupddtesssadistedibpdeiag ayailabieriaca abde, updatt servigRnd@ide, to update

as well as responding to update requests from a child update service node. )
FeHE o R AR B 56618 e spbRSIE TS HEBhiPiAl wHaHDS 206 is

regpenitblip datelaerviodnodadshatinerizedirisbiaihact npastisulathipiate o obtain a
P o e A oo A s
soroide isodeithanizebktapdaesslatbe epentingpmaoshilaZ0BigRheiaie® service node is
. &ng%g%ag&de Srgports, such as which groups

The reporting module 208 generates update-related reports, such as which groups
have or have not received a particular update, which client computers have or have not
downloaded/installed an update, what updates are available on the update service node, and
the like. These reports may be used internally, such as by an administrator, and also
submitted to the parent update service node, via the parent's update service interface 202. As
described above, it is often necessary for corporations to determine which client computers
have a particular update installed, such as for billing purposes or for maintenance purposes.
Information/reports generated by the reporting module 208 may be the basis of these reports.

The authentication/authorization module 210 is responsible for authenticating, i.e.,
determining the identity of, a particular client computer or child update service node, and
determining whether a client computer or child update service node is authorized to access

available updates at the update service node 200. To those client computers and child update

service nodes that are authenticated and authorized to access updates on an update service
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have or have not received a particular update, which client computers have
or have not 20 downloaded/installed an update, what updates are available
on the update service node, and the like. These reports may be used
internally, such as by an administrator, and also submitted to the parent
update service node, via the parent's update service interface 202. As
described above, it is often necessary for corporations to determine which
client comﬁgte_rs have a particular update installed, such as for billing

noflfgBs e beRbicAtion iR ardaeduleos! thiwhs A A Es HatihiakaR gl must be

udbe e porting tloadvith D% ke dhe Hasiseatihase BRIt of BB authorization token
authentication/authorization module 210 is reSﬁonsible for authenticating, i.e.,

iSRRG Bhe it RIR) OIC'Q D aRIEsr e 8RR update service

node TaRd a@eli@ishinide WARLe D archenkaampietarplichilonpaaie.serviteugh which
node is. guthorjzed to access available updates at the update service node

copiee Pl hiolRdafieRETedh oS s Whis ERARE S ARI36reuah sl iduudpies wigmately are

statihemntcalad mredautivorzacd dopasess tpdater ODENYRHAES serias update-related
node, :ﬁe authentication/autho iza,ii&n ra?c()ﬁdule 210 issues (ﬁn authorization . |
reists tHAMhTUSTHECTRLLETR Vuh MEtiBRARAEH TSRS o datass repESSAfgptmately

bidkenugeotansautbotizaitonitokenids dgaCriliecimarentestBetailiR@Rot through the
regard to FIGURES 4A and 4B. The admipistration API 212 represents the .

cLgiiibRHR iHi‘ijr’gﬁeZ@}roﬁa'u i s d?ﬂﬁ{é@ﬁggte sOnfieBIRBHP Byt the

admaxefeised, aee thrawak whicbrupsatestuliinighaaranstaredl andhe update service
distributed. When the update web service.202 receives various. . . .

“?ﬂ?d%&é{?}%} TR F8rﬁss|i§ﬁta€a%a$@&°&%1’ It u P AtEdBIf@ker ultimately

caraeles alhaspeteguedis aprlatipratels oken ipldnealisrinte thrladminigtrationy child
APl 212, either direccilr)é or indirectlty through the client update module 204

U R AR AR BERNESBR FiSc onjunction with the 10 administration
user Miesiage k8 hsaimEatdiepeodgrasifitstalied amihestpdateseyviemiigure and
node. 200 suitably configured to use the administration AP a

R PP G SRS T I S B R4S o o2 Topdrough the

adipfiadaBeviascnoslerfasceel asnarinthiltratpodatese vicrliitedesnandetlienigroups, as
gﬁarrfuters. Throuogrt‘lithe dminijstration user interface 218, administrators

Wi

LORGEY AR 1S nJintAf o tifRiard SERTERGE0d 208, Ui dininistration user
indehfavdtration AflidikZaldiusidbriohghtthe hadngirisp atidichisesiiperéace 248 update

se%‘i(?edlrﬂ)igésf)rgg%rggr eifher(s)hgl]lot igea h%lqgstg%%%elsls gollljl esrfzﬁ':se 218, an administrator may
also explicitly authorize the distribution of updates to client computers or child update
service nodes, configure the update service node 200 to periodically query its parent update
service node for new updates, configure reporting parameters and view internal reports, and
the like. As mentioned above, while the administration user interface 218 permits an
administrator to exercise control over aspects of the update service node 200, another
application residing on the update service node 200, suitably adapted to operate with the
administration API 212, may be used instead of the administration user interface 218.

As mentioned above, according to one embodiment of the present invention, an
update service node 200 includes both an update content store 214 and an update information

store 216. The update content store 214 stores the actual files representing the software

updates, such as binaries and patch files. In contrast, the update information store 216 stores
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well as associating rules for each group. Furthermore, using the
administration user interface 218, an administrator establishes to which
group a client computer or child update service node belongs. Through the
administration user interface 218, an administrator may 20 also explicitly
authorize the distribution of updates to client computers or child update
service nodes, configure the update service node 200 to periodically query its
. parent update service node for new updates, configure reporting parameters

InKPHIGHRN ARk P RYFEHS ORrP pRd ke I S dRABIFS X BRI Wi dhf dipdate service

nGEHNI0S iALQM AS el IRTARCE 124 St PRENHH $haN A i bt LREXPI CisR &Rath@! to one
over aspects of the update service node 200, another 25 application residing

ergRafiapadhs JRs AYUEm g Stib R dadsteR st priN R igre 216 are both

redeHBHAISHAUBA AP | Whilertay dRemisheyinp@ad eirihe: adaunetatienowsehs having two
interface 218. As mentioned above, according to one embodiment of the )
d%%@ﬁ%&f@nﬁaﬁ? InMYSBLRE SBRALE ISR 500 Mities bt A Tipt4ecmbodiment,

berenisiere dhfkandors 2poaia théoipatiomrstaraidatrokbe upgaieweoriebined in a
) ?re, 214 stores the actual files representing the software 30 updates, such

st
SIngIRARLRILAR $4Eh files. In contrast, the update information store 216
storesrr lak dofasmatiavitangspeetadatacopaspandingiadhe A goaiesavaiaide may be
on the update seyvice node 200, including the update files stored in the .
PTESEREE AormEnestbra sl AaRdiRGs 8?118/1%&?1115’(3&%9&%&% S ibamPEttetd child

usdare @idiandoie update skt matiopdstors 246 asecbhydRiatipnakhe update content
databases, While the exemplary update seryice node 200 is shown as havipng
StRbe%g atd QIGrBaTHRY Y s EHIH S R BY U5 ADSiprne the actual

updtgen@lidver e mib agimenicrbothnibe: xpodatel santefk siolte2hd apdhtbeildpdatehe parent
information store 216 may be combined jn a single information store. In )
UREEBRYANCE WitlT 8558€ ?hgl?%é%tﬁ?ﬁiw%ﬁt%?% 8 WB?@%S&%W%T“S’ if

a pleseniechpndicisguaatiablep dreanupdhitdsepdae RedecdGdie elighésts the actual
computers and chilg[ 1%}u date service no‘%es even thqugh the upd%e is not .
Rl AR T QST MRl RSB sy il tored in
thh apdanesirielydavaloashpgepachstoring theiaaivaliupdate Jilestad@puter or child
update service nod 1gOO, link referencin tge update files on the parent .
eSS0 Woad Bkl e St L BB 5 RS Gl access i
refeddenadisthusinit dcsligfadorppuiehBouasisihen Updaiably" aiptild, need not be

up ate gervice node requests the actual oo .
distributed over the various network channels until it is actually requested. According to
aspects of the present invention, an administrator of an update service node 200 may
selectively determine whether to obtain software updates in a just-in-time manner.

While the above description of FIGURE 2 illustrates various components of an
exemplary update service module 200, it should be appreciated that other components of an
update service module may also exist. Furthermore, the above described components should
be understood to be logical components, not necessarily actual components. In an actual
implementation, the above identified components may be combined together and/or with
other components according to implementation determinations. Additionally, it should be
appreciated that while an update service node 200 may be viewed as a server computer on a

network, in an actual implementation, an update service node may be implemented on any

number of types of computing devices. For example, each update service node 200 may be
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15 update, the update is then brought down from the parent update service
node and stored in the update content store 214, in preparation for delivering
it to the client computer or child update service node. Those skilled in the art
will recognize this type of update access is referred to as just-in-time
downloading. In this manner, an "available" update, need not be distributed
over the various network channels until it is actually requested. According to
20 aspects of the present invention, an administrator of an update service

IR oHBA ALY LR, et et RElTeSHREHER to BRI S SHFe Gt R iy oy, on a
distsbinddoenmpatngsybilectiepaidprentiaspliptionnitmiédeRiee?. illustrates

various components of an exemplary update service module 200, it should
be appiatibted that SHIEK HATFIRTISBRURE GEERRIAENRE ISR IRES kb2 oot

uSHE- eHihe v s otheahoxe teseubegdeamppnentisogbauitl idaddeited in FIGURE 1,
understood to he logical components, not necessarily actual components. In

formettodia AFRRIEMENEh, ARELBOOE fIENRISEoMSEHS s maypar to the logical

csiapoined tquathepane/arwith INeLeOMIPITNERIS 2cconding ipdate service node 300
implementation determinations. Additionally, i uld be appreciated that

i“\ﬁ)ﬁﬂlgsan UbdatBvick odéeébwgabeavie&}sa'lgas% a%erlezaﬂ%?&%n gnd an

autBbnvacktifhanBetuakicapiasIRNatIoN, AUuRARISERICexBafEarasobe update service
implemented.on any 30 number of types of computing devices. For example,

n@cﬁoﬁpﬁﬁe@@ YRS B8P Y B A2 indgtefie S Oioaaa A aend an

usdaglerstanthtalantoeo NpUtOpsisiany ahcaltetnpiaedysconi@ shaibodaday also include
computing system comprising multiple computi evices. FIGURE 3isa .

2 BRI HiAB 109 ﬁ%@xempigpy%ﬁ&awéaﬂgof%nt%‘#a%o@ frigRation  user

insaéfieengde 300, such as the root update service node 102 illustrated in

FIGURE 1,,5form(§d in acc r%

ce with aspects of the present invention. .
Simila it SHENbYRSAEGHIEREALS dF 41 (IR SR TS0 fERbUpddatsyservice

nédecsiddptadiapviee nodtha0thdneludep@incupgdatecweilsginieai202oawhitd updates
d.u‘%d te module 206, and autheniication/a%thorizz%ti%%@%%glﬁ 210, ¢ .
AR ST BNy P56 BBl AR S cllidgpte service
n@dbmivistratian iKBLAd Zhanpisiale dinten ey endlidl 2@ aiy tReufdatepdate service
iﬂfotr ation s@}zre 216. O tionalll}é, the rﬁ u%date serﬁ'ce nod&ﬁc%o may. also de 300
oI rRiibhetisdese SHOERR HhporiRY SHElahe 268 Wil Grpervice node
wafbnisl st atiectlysesvietes faee dbiBputers, the client update module 204 could be omitted.

The reporting module 208 is optional for a root update service node 300 because a
root update service node has no parent update service node to whom update reports are
provided. However, to the extent that update reports are desirable to the root update service
node's administrator, the reporting module 208 may be optionally included.

In addition to comprising the logical components included in an update service
node 200 (FIGURE 2), the root update service node 300 also includes a software provider
interface 302. The software provider interface 302 provides the communication interface by
which a software provider 110 (FIGURE 1) submits software updates directly to the root
update service node 300, and indirectly to the exemplary update distribution system 100.

Similar to the update service node 200 of FIGURE 2, the above description of
FIGURE 3 illustrates various components of an exemplary root update service module 300.

However, it should be appreciated that other components of a root update service module
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The client update module 204 is an optional component for a root update
service node 300 depending on whether the root update service node
provides software updates 15 directly to client computers. For example, with
reference to FIGURE 1, root update service node 102 would include the
optional client update module 204 as the root update service node that
directly services client computer 112. However, if a root update service node
300 ,were_not to directly service client computers, the client update module

My A0 He TSI PHe ARG HaUF 268 TPepHnaIHY Psotigsarined to be

lopesNicenpdacHdl) hecadsessrd) mealdpdaipsariice node hesdloipalemkntation, the
update service node to whom update reports are provided. However, to the

ahaye HOAMLEITIdSRERABSRS R8s r BB e PSEIGH MY Yertith Bfecomponents

acdndinistiatonhentaprarin dsaduie 208 maydaeieptinpally includesk kppreciated that
ﬂdition to c%%)rising the I((})gical components included in an update service )
Wﬁ B 300 HAERE P ReYo S0 ALY S AREEhBYA HBYCLISOTRTHOY 4 network, in

arb@tiwar erppfidtadbninierigaeR0riide sofware sovidplentetaresady number of
provides the communication int%%:ace by which a software provider 110

CUPRSUREECEY SBMItS S STHVARE U BFAtES iy 5 THEG IO Upht@BeRfchmplemented

amPoeidfallandingisagtly teathe fxemplayutadatadistibutiermsistey di0Q. distributed
Similar to the update service Bo e 200 of FIGURE 2, the above description of
CORRE SYHRIBFABRVERB I BRI dRVESESmplary root update

serviqa sraetule ROR: JEtoweY a6t Shopldtb e apprititié d-thatiethest update service
components of a ropt update service mod é -13 may also exist.
o ERHRR L B RSB0 SU b @ SHUGHFHEN PRt SRl e xchange
bdogieal compencnisinot Recessasle agidahcomongiise IBeai@cCtiéde is warranted.
' ntatiop, the above identified components may be combi eﬁ‘?to ether
AR T Rt BB L DR T AR S o ot AN GrL o parent
uptditicnralle hshoud bad@pptiategdiat Sewhite @otectodpiaterspivigthpadeoftware
200 r?ﬁy be viewed as a server.computer qgn a nmvogg in an, actu% . J
U FERcRfOR SR RIS SENIRS00GE AT B hHERTe SEEY ShiRN il g dance
with egregutbighdeyieast horeaxamples taa bealcupdatecsemjlerneig3 40ays divided
. be imple ed. apd/or jnstalled on a single stand-alone c uter syste .
g R R & TERP U2 i SH R ALHHE HiCRbon service
nedA0Atingditidcasht Hilhcorespiadaian uwederstand hanwtaonfgpdatkilié update service
d&stri&lted from the root update service
node 404.

For purposes of discussion with regard to FIGURE 4, it should be further understood
that the parent update service node 402 may or may not be the root update service node in the
update distribution system 100. Additionally, for purposes of this discussion, it is assumed
that the parent update service node 402 has been configured by an administrator such that the
child update service node 404 may not receive software updates unless explicitly authorized
to do so by the administrator.

As shown in the exemplary exchange 400, beginning at event 406, the parent update
service node 402 receives a software update from a software provider 110, either directly, if
the parent update service node is the root update service node 102, or indirectly through the
update distribution system 100. At some point after the parent update service node 402

receives the software update from the software provider 110, the child update service
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node throughout an update distribution system 100, an illustration of an
exemplary exchange between a parent update service node and a child
update service node is warranted. FIGURE 4 is a block diagram illustrating
an exemplary exchange 400 between a parent update service node 402 and
a child update service node 404 in propagating a software 15 update from the
parent update service node to the child update service node, in accordance
with aspects of the present invention. As can be seen, the exemplar

nfiS G KiPEB s RS iFPﬁaht%ﬁaqgfﬁﬂ%%mm%%ﬁ%bmg%lﬁcﬂsﬂ%}e service

n@did events of the parent update service node 402, and the right half
corresponding to actions and events of the child update service node 404.

20 FAPHEYER Lot SRR Shi A edd d RS BRI Y08 RO e R T gured to

aliBARIA0E o idht iR Bafenirtpgateeservebno o2 arayt abdaay sapkibe ibge 202 on
root u datg service node in the update distribution system 1%%0,%&%@%”%
2 (BP0 BT thidHEuBAGRU Y asintd B SIS  pYiant Waipien  user

infagie 40 2hasharnecandigureariyiRniadoninsipdatessighiteai soe 40hild uptatatically
service node 404 may not receive Sﬁ%% are updates unless explicitly

XA INged ' OB BYIHE 2A¥ATBFa . RS BRI TRAE SKEHRAgde 402 on a
pExediangei400sbeginningndl & vantdtithepareny Lpsaguseniceniadedd? service

receives a software update from a software provider 110, ejther directly, i
n‘i’ﬁ% %)%$§ﬂtq§’&}3tﬁ1§$?\tﬁéﬁsﬁ NEE HREHTS RS BYRAEY %6‘2‘?8#10‘]@ 402 on a

dangirgedlyitiough theidpdatectlisisibypidortyshtemnlof-Adysame painhabenthe update
arent update service nog)e 402 30 Eﬂcéeivi\sﬁ éhF software. 11L%g)date fron&th% Tized

PIOSHWal® ot IIE: th&EHRTLS SSRALR'S ARD IS UBI RG5O be utilized
Sphdaess fan ohtanmigraaiiwaigyupaaias yormthsparent updiate pesvice madagh the

According to one emgqodi nt, a child update service node 404 can be
aUBHHRHAR SRR f(‘?%obtain the software updates available from a

parent oifsigie seevicpdaddg 20ecossS & parativRagis. Mt patiieukailyicannode 404

administrator, via the.administration user interface 218, may sel 2V€| L
o e 18 AR R S L B 6 RGraSh S Bbca S eheeating
aisDiuhseizindaieh avafalet apdhe paraot updats 3endckifogedeidn 6 control over
S s A5 0 ARl A B G PR R IOMIR 1 e srvie
nodes. Authenticating and authorizing techniques are well known in the art, any number of
which may be employed to authenticate and authorize a child update service node 404 with
the parent update service node 402. The present invention is not restricted to any one
technique.

After properly authenticating and authorizing with the parent update service
node 402, at event 410 the parent update service node 402 returns an authorization token to
the child update service node 404. According to one embodiment, an authorization token is a
time sensitive token providing the child update service node 404 authorization to conduct
further update activities with the parent update service node for a limited amount of time.
Thus, if the child update service node 404 is not properly authenticated and authorized with
the parent update service node, no authorization token is returned and the child update

service node is unable to perform any other update-related activities except authentication

and authorization. Similarly, after the update token has expired, the child update service
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node 404 to obtain the latest software updates from its parent update service
node 402 on a 10 daily and/or hourly basis, as well as specify the time-of-day
that the automatic update process is to commence. Other periodic schedules
and criteria may also be utilized. Similarly, an administrator may manually
initiate the update process through the administration user interface 218. To
begin the updating process, at event 408 the child update service node 404
15 authenticates and authorizes itself with the parent update service node

nogs* Kuth SREARIHY PAHE R ABHERE itk gataint st SeWitte the e 4BY update

spvauidrlancelemept Rhoanakanesh dhe Wistidutandgf software updates,
limiting update distribution to authorized update service nodes.

AutheMHERtHTGANE B0 RNg H&RHNG 188 Are et RAGHN inftheBHd appdate service

néudaberebmibich i ha e mplpyas tagithesioale ant avthopzedacthilsiate catalog
update service node 404 with 20 the pare‘r;&pdate ervice node 4Q2. The

Al RESEHREARDRTSHIAT AU R e R UM OIS SRR RSP Bibhérine, or table of

caifthenticatingwand giiozindwvithitie pereatdpdaiease e coaurldaad? adistributes
event 410 the parent update service node 402 returns an authorization token

QWIS BRAfldShdate service node 404. According to one embodiment, an
authonzadianio ke asiscar2 dfthne ensitivevtokion, o euidingpheecliiditpdate 404 is not
service node 404 alétfori ation to conduct, further update activities with the

oA pBEHRASR S PRI A IR €8 erh RO s EMAG node 402.

FopeattpRIvidennede«Hd is nat proppihraupRndidaieibanshayionzedPrGIURE 1, the

the parent update service n , no authorization token is returned and the
C%mgafﬁp&a Q%éﬁ%&%&&%@@%%m %ﬂﬁ%ﬁ&ﬁﬁl&ﬂmﬁ& Ha?eﬁ’l%‘fgf@h of software
picliviiesextnd asihenticaibonupdandsatitheriaation 03imiladyorfiegitheit would be

update token has expired, the child update seryic 315 ngﬁ)? 404 is unable to
USSR N Tulfife CO PR &R 86"a%‘°t¥x¥i‘t‘fgs%ﬁ(ﬁ fr(? d8réRAiPaate SeiNiEs updates
anife14Q2 axeept ipduihesntitatinodandeauthesizatiold. iifter beasbdngilb®@rdingly, an

uthorization token, at event.412 the child update service,.node 404 sybmits
Rt AT PRI, SIS B SR AE RSP A e RN Rty At Product
updarg withbhevautivdsizatinn iplen. sérpiousidipdate catalog represents a

listing, or taple of contents,tofftoftware [gr.oductts fO{hwhic tthe rpgre?t utgfjate btained
servic%cﬁg éﬂ&dg %ﬁmﬁ%so € preésent mvention, the€ updat€ prodauct catalog, ootaine

from a parent update service node 402, identifies all software products for which updates are
available, whether or not the child update service node 404 is configured to distribute
updates for each product. However, according to an alternative aspect of the present
invention, the update product catalog, obtained from a parent update service node 402,
identifies only those software products for which the requesting child update service node is
configured to distribute updates. For example, limiting which software products are listed in
the product update catalog may be determined according to the group or groups to which the
child update service node 404 belongs.

At event 414, the parent update service node 402 returns a product update catalog to
the child update service node 404. At event 416, the child update service node 404 selects
those products from the product update catalog for which the latest updates are currently
desired. It should be noted that even though the product update catalog may list only those

software products that the child update service node 404 distributes, the child update service
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software updates. According to aspects of the present invention, a child
update service node 404 is not required to propagate all software updates
available on its parent update service node 402. 10 For example, with
reference to the exemplary update distribution system of FIGURE 1, the
corporate update service node 104 may have site licenses to only a fraction
of software products available on the root update service node 102.
Accordingly, it would be unnecessary. for the corporate update service node

nodsAgYoRi AN ws iR A v aRdates ol AT rntne How b prrdicts pl it fRsge times or

od @Afasinestiovasidndvessbe used. Accordingly, an 15 administrator on an
update service nog{ﬁﬁmagy electively establish which software product
tﬁ 1

updateb Wifrbd 4y PR Rt SePoRe WG ORUEL Ahritp 8 B raynehronization

reqBpactHbtiaevarasant nveationidhasRaataipiaddatcaialogeabtaip@dutiontor whose
parent update service node 402, identifies all software products for which o
uRf%a%%éEea%ﬂm SRS RSP ﬁiﬁ&ﬁm&tégﬁ 8¢ Hoths apacfyonization

reg@Bdigy ietbiendisirbuéatAibp datastéer @aticpraduiticHOMWEYRIIAE AN iB@ROd update
an. alternative aspect of the nt invention, thg pﬁf{lte product c

. log,
SEBEE MY et alp %%ﬁ@ﬁ@m&é%&&%@ ?Ef‘e f%gr8ﬂwk%§%?egﬁer referred

tosefturarafiadueishtarwhishato e ficRue St e atlildofpdate [Hendeean@d@isally stored in
configured to distribute updates. For example, limiting which software
ther SHGELS 4PLaTRatAR if?éep"r&géﬁl‘gHEaEt ataﬁbgoﬁ?aﬁlﬂg%ﬂ‘i‘é‘?%n% update anchor
inherdingaihergiaupr ahgroups Wootiabd et thehilddipdatenservice node
404 belongs. At event 414, the parent ypdate service node 402 returns a
produd TPARESCARaIBg 15 HE SHAEHERAE LbrSeNodh SU A Ly DiFgnt update

sdRecehilslvpdataaernvicr NadecA04 selpcipvihgstrsosucis fmpldemiadukild update
o e Y e i e e ity S o e
assofiare piadueticthat sbvehildupgarteasdntieqrageot Modisdrigutéscinedhidtupdate
update serX'ce.-16 node may be coSnf'%ure to obtain u d{i s for different ceviousl
S U o HETHETey YHICE i GHBBR Horth G RGALRRLE: A peviously
meueohdd 8hhprehislsipdaieseavicefmade 4pdastibmiteaplishbaiet authorized for the
oSHASlupzation. eayest o i 1 aulerzaon oken: SN G06 i o
determined to be "available" to the child update service node 404. Accordingly, at event 422
an update list is returned to the child update service node 404 without identifying the
software update received at event 406. According to aspects of the present invention, the
update list identifies all of the updates "available" on the parent update service node 402
according to the synchronization request. In one embodiment, the update list identifies each
"available" update information by a unique identifier associated with an update.

At event 424, because the update list is empty, i.e., no updates are currently
"available" on the parent update service node 402, the update process of the child update
service node 404 simply delays, or sleeps, for a predetermined amount of time. According to
the current example, during this delay period, at event 426, an administrator at the parent

update service node 402 authorizes the software update, received at event 406, to be

distributed to the child update service node 404.
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5 updates the child update service node is currently seeking. Included in the
synchronization request is information identifying the latest update available
for a product on the child update service node 404. Information identifying
the latest update for a product is hereafter referred to as an "update anchor."
Update anchors for each software product are typically stored in the update
information store 216 (FIGURE 2). In one embodiment, an update anchor 10
includes a revision number and a date associated with the revision numb

In respbr¥&Yo e HPGHREyrEnrdhe & rgafé?égtss&Vé%ﬂpﬂ%%eagameglns the

aHpARiR spOdee fodesd®s deiaomiresivhicd. fuatinew WRIAKEIAMe parent update
available for the child update service node 404. As mentioned above, this

SR RSt is BalSABHY SHERIAE Pulths RUSBEURIAIHH Pas e 02 retums an

an@finaieodndréasand thegipdatosaravpacdfenbich a child update 15 service
node 404 is a member, as well as the ypdate anchor. For this exam le, as

previdtishy HehtrortBt, M pRIRE S ae e 40t wHRI S ts WSS emwlth the

athb Ao 26RO cchildningriaseniee: ode 402 fdherivnatthpdaaivwaiig. At
update received at event 406, is no determlned be "available" to the child
‘(F;S‘Eié%e SEIR RU T AR 9% SEXSS ARy Var S IERE %ﬂﬁ? d%ffi Alseragg inder child

upddide el pdatearvica medendddowitho Whideniibying thev26bsabideases selects the
update g%[ {ﬁlved at event 406. According to aspects o the preseg% nventi
t

PR PR ELOHIOF BB AU St orf o ARG update

s@eivcadRI40dibretordigunitie synahanizavane@desidiefeng those selected
%ﬂomm% Ehthe pdate list identifies each "available" update information by
PR IEALNARQELEEAREA Kith an update. At event 424, because the

updatBdistiis eibRiyild apdaeUpadtesate ¢0aranilpead daviatablbtoosbthia the software
entu dat ervice node 402, date s of the chil date
o R S o torase! A o T e chala AR bayicy node 402
détﬂiﬁuﬁ@ﬂ{dlﬂ@d@dﬂ@zﬁﬁf[qﬂa%aiﬂmealwmg fibistlelelehilderipdhtatsemant node and
426, an administrator aét ltgfrent dat service ode 2 authorizes the

ing i A S AR P URRY i 5 IR e B @ AT UBHEE 2 the

pzaefwapdw@ieeﬂﬂée ﬂ&déueyeeﬁﬁﬁ&(ﬁlwaﬁ U8) dbw childiapdatethseofi®ere update
node 404 a utomatic u date g)ro% ss by authenticating and
iR £

reghesHa, r‘?ﬁ LBV g%Rﬁ e 402. In response, at
eventwan, ethmpaawllupmlsﬁﬂgcalnmlk%?emupr@nn the parent update service

node 402, the child update service node 404 now has the information necessary to obtain the
software update. According to one embodiment of the present invention, a child update
service node 404 obtains the software update from the parent update service node 402 in two
parts: obtaining update metadata, and obtaining the update content or files, hereafter referred
to as the update payload. As will be described in greater detail below, the update metadata
describes pertinent aspects of the software update, including, but not limited to: an update
identifier that uniquely identifies the update, revision number information associated with the
software update, whether the software update should be considered a priority, language
specific information, relationships to other software updates, location of the update payload
for downloading purposes, installation handler routines, and the like.

Some of the reasons that it is often beneficial to download the entire software update

in two parts, i.e., the update metadata and the update payload, is that the update payload is
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authorization token to the child update service node 404. 5 At event 432, the
child update service node 404 submits a request, along with the
authorization token, to the parent update service node 402 for a product
update catalog. At event 434, the parent update service node 402 returns
the product update catalog to the child update service node 404. At event
436, the child update service node 404 selects the products for the update
catalog for which updates are desired. At event 438, the child update 10

oL\ FURSIHE 4L gt BeuBRARE PREtATHI 22 o RIS BRHRRNY not always
inieshseleciedicpraduciesiith toe autheszation okpemBesapserthé fhiddever needed.

update seryice node 404 has _been authorized to obtain the software update

ThpsviBerayrBgelfeans: SMANCADENLLEV N 4REFIRR pIEREQBadRs sidpte payload is
dmgle,m @Eﬁﬂ%lgeﬁdﬂﬁ%&@lﬁﬁl{wl ; a{@tmeham?d'ﬂvamd lehéeasde dhitske shkilled in
update service node an ncludes correspondjng update information in the
thagadatwlﬁsf.eﬁ%}lésﬁaﬁ g@i?ﬂ DS 6 mﬁ&?em L’ﬂ%a WA ofE Hpgnatively as
juetmibespaRiallist, navcidantiitin adha sodtmatepipdateiniestivedaat auahtistrator
406, to_the child update service pode 404. With anp update list identifying.an .
MY, SRR BRI fﬁévt?graﬂ%aaa'?éagmrcgp Gl %?Cfﬂa EHH&"&B%‘&’ES fashion,

osanviaedaer 4@donovbhasitipe iRforpadien meessary uehtdindhe @0 an alternative
software update. According to one embodiment of the present inyention, a
c HGIHBG‘&%OEER}?@@R&&%@‘%’GW BTG tRE L RVARA a&%#amﬂiﬁqa%d:@mﬂy
updatgsseivice ROHRADRENBYGyiaks  \glkathidentivddtenaelaghatae aiRe at event 444,
obtainjng the update content or files, hereafter referred to as the update
thsa@ﬁféd%pﬁgtevﬁ?%ca&fﬁ% iFFavEe P aetBf BB, éaufﬁaéﬁ?@ SRRl software
upteseribesoptininast aspeaigef thisoftyvaie updaigdaelutding, bas netifimiteskt other
to: an update 25 jdentifier tha unigfuﬁ%lg identifies the updat e\grsf,{i,\c/m umber
5

CORBHRLHOIN S SSGRARED Wi ‘& s A AN (e ypgate Tequest is
sulpsidial sl dHee moRGtatRG adkéarityltiahgukgbe spreifichnformiatiaon, the illustrated

relat'onsﬁi s to other software u déaée .. location of the up%ate payload .for
BUlfoAli bR SR A e oticheas, s B LA Yy spect of
thdhpregasons dhadiit (sod Besmas neficipldadosnied the saiesodzdaivpaatethan one
30 in two parts, i.e., the ug)date m?}tﬂda and th?% L.H)dat% aﬁlto%%, is that the

aiaed B RO - e R S ks DA et necessary
toadéetdhiritp delietpaylosshis arotigliédyss applicable and/or desirable is first downloaded,
such as applicability rules and dependencies upon other software updates. Then, after it is
determined that an update is applicable and/or desirable, the remainder of the update
metadata may be obtained. In response, at event 446 the parent update service node 402
returns the update metadata for the software update child update service node 404, which in
turn stores the update metadata into the update information store 216.

Optionally, at event 448, the child update service node 404 submits a request to
download the update payload from the parent update service node 402. In response, at
event 450, the parent update service node 402 returns the update payload to the child update
service node 404, which in turn stores it in the update content store 214. In an alternative
embodiment, the child update service node 404 downloads the update payload from a storage
location, which may not be the parent update service node 402, from a location specified in

the update metadata.
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immediately needed, i.e., needed for installation on a client computer, if it is
ever needed. Thus, according to one embodiment of the present invention,
the update payload is downloaded separately from the update metadata and
only when needed. Those skilled in 5 the art will recognize this downloading
technique as lazy downloading, or alternatively as just-in-time downloading.
According to aspects of the present invention, an administrator may
confi%ure an update service node to obtain the update payload in a

just-ifPAFAESEERIGIS UiHienOaRRAY SSEHTEIt AR th GptRHa mistieode 404, at

eveitherMAsesHndpaiersaive: erabediternds Bathsupsidicmnepadalacpost tb&he parent
ate payload may be downloaded jojntly. 10 As shown in FIGURE 4B, with

d d
BRSNS A PSR A4S S OIS et GRibiceecured.

ThederddArequagisihad paateemetrdaia dphithaclayailableths oftwaiendpdatte update
according to its upique identif’i%er in_the update list. As with most other

PIOSHhiE ﬁ%ﬂ%ﬂ%&ﬁ’g‘é’é’w R%iH& parent update service node 402, the

updateheguestlisd submétee With thepassherizaiiomtolken vt abaitedae avetadl are for
. [hat while in the iIIustra%%ai 15 example, all update metadata is downlpaded in
iR AR BURRsE ST dfth gﬁ%?ﬁgtkfé%&c@%mﬁéypf@ssﬂemﬁa gigpmstances.

Cshewnhihee dpdaienneiasamayhodawnioagesdfic mesadhan onreuasensss which
For example, in a first access, only elements of the update metadata to are
Wf‘}gc‘éaﬁﬁr)?ofﬁedé@é??ﬁ’iﬂ‘é Whdtfef 0§8ft9&?§?élh?§h§t‘éef§sappﬁ@§%ﬁ’é’ Bort should be
ustesinable isafirshalevwndogd e uslach asvapplicaliiyrieasbangitie pentaagiegvailable”
on other software updates. Then, after it is 20 determined that an update is
s %ﬁ@aw&a&%?mé@%ﬁﬁ%%ﬂe Frsindes & ﬁé‘gﬁa& %C%%fé@ﬁfg PRy f5erode may

sighiRanedudly respasisecaigyentddé thepatentivpdais seiviceupade 46&vice nodes.
P e e s e s ipdag U ARIEE SS9 1 o
liiﬂf@ﬁ@aﬁmtﬁwpeeaé;ﬁ.iﬁ)&ﬂﬁbﬁlly, at event 448, the child update service node

101 HIREISHUERS o dounad e vRdle Roens Lo o
clafvipdatodervide retynsitheatiphlai® payltadidatkeanict updrte0$&VIBEG URE 1, for
oGSl R SR SCTFR I SESpBIs o o T o ks
thepdialie paiirac o ostosdganiacasioehratiikl medarothe tHa ke Uppdiess from
e e T e SR N R 30 e RS PSP able wpdiates
from the parent update service node is described below with regard to FIGURE 6.

FIGURE 6 is a flow diagram of an exemplary subroutine 600, suitable for use in the
exemplary routine 500 of FIGURE 5, for obtaining a synchronized update list of "available"
updates from a parent update service node. Beginning at block 602, as previously discussed
with regard to FIGURES 4A and 4B, the child update service node authenticates and
authorizes itself with the parent update service node and, in response to proper authentication
and authorization, receives an authorization token. At block 604, in conjunction with the
authorization token, the child update service node establishes communication parameters

with the parent update service node. Establishing communication parameters permits the

parent and child update service nodes to properly establish a common basis that both the
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-19 Because update activity has now occurred on the child update service
node 404, at event 452, the child update service node generates and
submits an update report to the parent update service node 402 outlining the
update activities that have just recently occurred. Thereafter, the child
update service node 404 again delays until the next time that the update 5
process is scheduled to run (not shown). Those skilled in the art will
apprg%ate that the above described events are for illustration purposes, an

nd,
ARG P AR Berr e P B GO AETEH o BB g Ay, mited to:

caifigiavenis NRMBIpR A accordiig;tpropeaiiicoipialls;and ¢eclkastances
which will é%ause some vari%tion to the above described events. Additionally,

) ; Yy, .

it shothdBe 9 U EAREE dHERWRHBIHE UhiRA AP ARE S8R D Bars Houpdate service
n&iy2dp M@dh@d@l&ﬁér']&ﬂ;\'{m Ilaﬁaa'fg s@fnmrﬁddedﬁéﬁﬁqﬁ@rprmﬁar@m@ @laagag describing

service node 402, the child update service node may simultaneously be
Sogmééfggﬁ?dd%aﬁew ﬂ'zlﬁ%s R ERde %&&@%@8%&% IStRBRIS RGeS At
blibik @08y ensechirNGpdatevanis shotldsbR stiewodeasottuataiyedatlyumagenabr which

limiting upon the present invention. 15 FIGURE 5 is a flow diagram illustrating
uRdRisR ARGHTAFR P PR S0 é&&éafgébﬁr %ﬁhﬁ%@ﬁ& EEW}I‘&%I}?Q&SPQHBFF&& update
syheheapaRie tHodaie wenmvicparadap@toidri@dREde, faclrBhi@disallyhe authorization

btaining updates from its parent update seryice node. Beginning at block

togsﬁ,aqﬂ@%hﬁa FiafsSeRAc wﬁa Rsireiredcs §9ﬁwgrﬁ£%#‘aﬁdg%@%§lag the current
re\aviaiedia uppaRtetd e dhenpatsit uptiie seiviceodede. Obtaining a

synchronized update list of "available" ypdates 20 from the parent update.
cervidd ML RS HBHB P ey A SRLAHY o ERAS R 6D R O R B Gpild update

sdiowedigtarstehian axenpokasy Bstbrastingh&Qrshitapliaforsesade iwle, synchronized
exem Ia% outine 500 of FIGQRE_iSﬁ,bLog obtaining a s r:ﬁ%wonized update list
acsPrdUMILDIB® PLRES HPIACS PRl e e Riieat FeBSé’éYﬁ?ﬁrTEY § Bfsexding to
wheRisasipkenioushy «diseligsechitdtip@gard o dd GbdR E 3 ¢AantbA&l thew)ilte update
1.upigate. ervice node auth(?nt?ig\tes and 25 authorizes itself \Iﬁj‘rt?h the pare t .
Y SR LEHiRE AJHRMRA IR PEho s S prFaF FiQAibly Bpfgnt update service
n@ddhiezation,sedkives ao akdhokizatigniiokenrviédlackec 04 isreaguneli©rexemplary
ith the guthorization token, the child update service node establishes
S 68%%‘&%@03}%5%13%%9195 with the parent update service node.
Estabiisking feesnes uiigationHialarie i rafemakmthebtained a synchronized update list

from the parent update service node, at decision block 504, a determination is made as to
whether any software updates are currently "available" for downloading from the parent
update service node. This determination is made according to whether there are any update
identifiers listed in the synchronized update list. If no software updates are currently
"available" for downloading, the exemplary routine 500 proceeds to delay block 510, where
the exemplary routine delays/sleeps until the next update period occurs. Alternatively, if
there are updates "available" for downloading from the parent update service node, at
block 506, the child update service node obtains the updates from the parent update service
node. Obtaining "available" updates from the parent update service node is described below
with regard to FIGURE 7.

FIGURE 7 is a flow diagram of an exemplary subroutine 700, suitable for use in the

exemplary routine 500 of FIGURE 5, for obtaining "available" software updates from a
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parent and child update service nodes to properly establish a common basis
that both the -20 parent and child understand. The communication
parameters include, but are not limited to: communication update protocols
or versions; product groupings; and the like. After having established
communication parameters with the parent update service node, at block
606, the child update service node obtains a product update catalog
describingq 5 software products, for Whichgtgﬁgarent update_ service node

PHRNVHRGMSHB B HESIRIHGER B8, e RAIIG Pdate SSRHEE {BdRe update list

issetesirdhosatseiberrBpraductnptalpgater whickt wpdatestaresCtiEen¥ate metadata
sought. At block 610, the child update service node submits an update
c ﬁ%ﬂ%ﬁ%ﬁbﬂ‘?é&%&%@%&f@?ﬂfEﬁSofé?E”‘stEF\l?ééeHbEi%c}%F?c?ﬁH’ui‘fﬁ BB fimd stores

it apItheripatieNinfokeataitkaie anehor” associated with the selected software
products identifying the current 10 revision an u&?ﬂ tes already on the child .
updateSEFGEs Hbtes Biek ?6%\3689{3@ BH%fé‘ﬁé?fY&ﬁM? gptains the

upeakaiaheshilp siiataosaevick Aedembiringeanfltpdae ikt fermthgdate service
parent update service node synch%?ize according to the soavareu

d
node-AndRioTsH thie WAL SRS A 6 wuh Hgoew?&?ﬁgeﬁsupdate

caiaiad mrdhasthild updatdisaiviceonaneadd neentienekildbayaatbesetpilatendde.  As
list ideptifies, by a unique identifier, those software updates o thegqarent

PRSI s dRALEORSHe thEt e VR4 RABREVIES tRE ChifliDipdSte SERIE ot figured to
ddweiedligidine exemplaienswpmittise-600 ioaninateas\ikithirefeiehion. agaitording to

to FIGURE 5, after having obtained nchronized ypdate list from the
thsPBHO BB ETE BER R R N Bl SOPerMaR BFSRlith RO Rlesk 704 to
blRSKT 030 Wbethernplayysefityyaiie noTi@iespaich sy endyesdyaitablebltask 704 to decision
deWZb ading from the parent update service node. This determination is

lr%cakd ccording to whether there are any update identifiers listed in the
synchxonizedioipdatelis0df nasoftwaig updaies aie aparathictavaiafletHorselected

SRR P Ui 00 peciotelo Sy ook 0N,
thédtennativielyddidbriflenpdate iedaiss'anatianlpdier Hawrlioadirgafoaddigonal update
GRS e ol Mok i e Qe Sone 1000 1
sulsnaaitaRleO U pdaies flormldor patefdl Ladaiess rpicedistlg.is TeseobeaebrElowontinues
until, at decision block 708, it is determined that there are no more update identifiers in the
update list, whereupon the exemplary subroutine 700 terminates.

Returning again to FIGURE 5, after having obtained the "available" updates from the
parent update service node, at block 508, the child update service node reports the update
activities to the parent update service node. Thereafter, at delay block 510, the exemplary
routine 500 delays/sleeps for a predetermined amount of time until the next update period,
and then proceeds to block 502 to repeat the above-identified update procedures.

As illustrated in FIGURE 5, at decision block 504, even when no updates are
"available" on a parent update service node, a child update service node may be optionally
configured to report its update activities to the parent update service node. According to this
alternative configuration, when there are no updates available, the exemplary routine 500

may proceed to block 508 to report the update activities.
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with regard to FIGURE 7. FIGURE 7 is a flow diagram of an exemplary
subroutine 700, suitable for use in the 30 exemplary routine 500 of FIGURE
5, for obtaining "available" software updates from a -21 parent update service
node. Beginning at block 702, a first update identifier in the update list is
selected. At block 704, the child update service node obtains the update
metadata corresponding to the selected update identifier from the parent
update service node and stores it in the update information store 216. 5

Accordil Bl ohé éntlostiiRgiam op BRe¥BP Y EainG sle BRIeHRe  fsin @ parent
usthiRinsrihe: iR paentdicod espedingelopetelRetiadntpriaie \gentifigs" updates

. from the parent ug‘c@te service node, and stores the update payload in the

i, SRRSO TR NS LIRSS 2 SHSHEMAAG I ORe TGAUSTE TEOMeht ey MRslabe service node.
Bigimadiatelydewpivades jarthe chilstdpdaiecsesdicecooides As up@itioskai¢hronization
mentigned, a child update service aode may be selectively configured t

10
reqyh B8 s Up Rt BRTER G8a 4R SR ot e i ilable” updates.

Afashigns v cakdgtao this@ppivaatirarimieet as iHestratee i folediation request is
rather than proceeding from block 704 to block 706, the exemplary
Se%ﬁ‘ﬁ%lutine 700 optionally proceeds from block 704 to decision block 708. At

decisigndelsistord OB kitsud)aviRg:ahiained thendpeateonetrtasatienréhge any available

selected 15 update jdentifier, and optionally the ypdate payload, a .
“%‘%t@ﬁnﬁdﬁ‘éﬁ%ﬁ i ?ﬂﬁésgaé"r W%tﬁé‘?‘%%reibé%ﬁ?%ﬂ?&% di)dﬁi‘éle according to
migtendifiefsriththeotipdatepistidé theseamm akidilionat upthateatidantiiiers, 8t bleekding to

710, the next update jdentifier in the update list js selected, and the e
thg, ORI RNRRS RIS IOPBITR ) fBP%cﬁfaﬁfdﬁgﬂep?séssgﬁﬁig?%ﬁédﬁa%ﬁﬂedlsmbuﬂon
rul&0a6Qiting e svidntihc lrdesiv arhih eke /8l diusdd eigemine tddabilengsara rding to

more update. idenfifiers in the 20 upgdate list, yvhereupon the exemplary .=~ .
O ANEET S0 <l e B SR b PG B o it denifirs
assbtaanerhviing tayaiabieiblydaiesdsaire theitparantd updaigasendice Aadehating written

block 508, the child update service node reports the update actiyities to the
A SRS i T AR S5 Qe P DR 0ot ARERTBRRPCk 810,
deruitineabon delaysislesps foria predaiakmine chamousricoh diditounlilsbwigxt products

1d§E‘g€t§1‘ Oplg::ﬁ%gé ﬁaﬁ%g%é}%%(&&gﬁgsréautg&?k %O%égerg ee%gi]t?onal update software
products in the update synchronization request, at block 814, the parent update service node
selects the next software product identified in the update synchronization request, and returns
to decision block 806 for determining whether there are "available" updates for the selected
software product. Alternatively, if there are not more software products identified in the
update synchronization request, at block 814, the update list is returned to the child update
service node. Thereafter, the exemplary subroutine 800 terminates.

As previously mentioned, the update metadata describes pertinent aspects of a
software update. In fact, many of these aspects are as important to the software update as the
update payload itself. For example, if the update metadata for a first software update
indicates that a prior software update must be installed as a prerequisite, and that prior
software update is not currently installed according to administrator decisions, it would be of
no value to download the update payload of the first software update. Consequently, by not

downloading the update payload of the first software update, significant communication
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As illustrated in FIGURE 5, at decision block 504, even when no updates are
"available" on a parent update service node, a child update service node may
be optionally configured to report its update activities to the parent update
service node. According to this alternative configuration, when there are no
updates available, the exemplary routine 500 30 may proceed to block 508
to report the update activities. -22 FIGURE 8 is a flow diagram of an
exem&Iary routine 800, implemented on a parent update service node, for

f .
byfiherkhB S5netsSRIzad (PckRRrSt ettt Al Wiphsaeenize that this is
JURSHRNSQ RN mﬁym@ﬂm@ iﬁmﬁﬁﬁﬂﬁﬁﬂé@ﬂﬁ@%ﬁ@ Mﬂﬂ@é@tﬁﬁﬁtiﬁ?ﬁformation

rilode. Beginning at block 802, the parent update service node receives an
relpigdod N PHE, 4R request from a child update service node for an

updateyligtidgatifyimgetavalabiey bpdaiasmifitdlacka8AR, Brealisstreativargcording to
product identified in the update synchronization request is_selected. At

PEEISiBh BROBREHY, ' GBS R BRada R SRR e 8 A Hpre update is
d&vaibalangrdateméarithe idemilied spitwiare i edusttchbibl delierkipaiivige (XML)
ade according to 10 adata for the software product stored in the update
ﬁﬁfagﬂvaﬁ%aﬂs?@&ﬂ?%? ?l?aﬁ%?& NP R eas%igfgocw?ﬂ& ifg tags that
deteeiBteananvieRan0denanth aeeeedifigeto WS RULIRE bases @sIogiatachwiltthe markup
group to which tf%% child ypdate service node belongs. Accord'r%é[o this
|

lagevagetALisH bt ISP USRS oqANTS N AT INOR 858 GHiIGOE b dhthe art. As
isidemtificks oassacidte arivithetbentanailabletagpsiates axel Wiilkeid e ariipddé€ermined

list. After havjng written 15 upique update identifiers for "available" u te )
aﬁﬁ%f@?g EPpaafi%fgi%f}% KeiSBITDRERETH: 2 Bt %%%%%%%d&&§§%°tﬁ by child
updaeikernibeiease, any anoreyacditioeahpafanare products identified in the
update synchro izatFn re ueg gggthere are additional update softyare
i

produdth 1 SRS UPReH ShiL B PEUESE H Blo bR E % Tk S fRr @ software
uppdats sesniemadde seleisithegextisofvarerpipdual ideniifi@ddnmbeidata schema.

P AT BRSSP 201 Eroon ek 0%y
mptadistsdlteinaiveliefiftherd e mehmer solipdie pioddets ilkntifiedintibear, the
o S St Ao 2L, el L U
eltgngrinates. an Updateldentity element 904; Properties elements 906;
LocalizedPropertiesCollection elements 908; Relationships elements 910; ApplicabilityRules
elements 912; Files elements 914; and HandlerSpecificData elements 916. In regard to
elements 906-916, a suitable update metadata file may include zero or more of these
elements, as per the tag qualifier "minOccurs="0"" 918. In contrast, an update metadata file
must include one Updateldentity element 902. According to the illustrated metadata
schema 900, each update element in an update metadata file, if present, must appear
according to the above described order.

As previously mentioned, each software update is assigned a unique identifier.
According to aspects of the present invention, the Updateldentity element 902 includes this
unique identifier, as well as other information to identify the software update, such as a

revision number also associated with the software update.
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As previously mentioned, the update metadata describes pertinent aspects of
a 25 software update. In fact, many of these aspects are as important to the
software update as the update payload itself. For example, if the update
metadata for a first software update indicates that a prior software update
must be installed as a prerequisite, and that prior software update is not
currently installed according to administrator decisions, it would be of no
value to download the update payload of the first software update.

Cons&YtieriRPeRyER ot SO At wATo R e HFRIAIA108 S KR (i st offipLseupdate
indRREe, SianHitanhremvuNicatioRaz3 handwitith pakie eI ®tEfto which the

course, those skilled in the art will recognize that this is just one example of
S%BW‘E%@RF&&%%@%P@FJH%E?S@H&?W%H%ﬁt‘%ﬁﬁﬁtﬂé%ﬁh%ﬂmﬂ%trm%ﬁ@ﬂ%te will likely
haﬁaéati?gat@c?@ﬁﬁﬁwgr@u%qﬁmrwgiiammai&;mﬁ@gmmy, bﬁgﬁaﬂﬁﬁﬁﬁtﬁ(ﬁlﬁy%r will

Ile of any format, according to aspects the present inve tlon,t e update
r%}éf&&&%@&&gﬁ d?ﬁa%?%%ws?@ éﬁ?ﬁé%’eﬁlﬁiﬁé’& gﬂaOéBmafmgo%ﬁqupdated

by teg-ased dilgp sateh asianextenshie drasiup langagec XPpplikaiilen Aqty importance
suitable tag-based file format may be used that allows for cusfomizable tags .
T CRERREEHRY tfbmgihﬂ%@ﬁegg%éis&?ﬁa@?@u%da?ﬁ@é SpaRevider: o

reitby Reste Ml alicun fing dageo(thaMlprdoiddesaiibingupastedat@dinglentification for
) ian?Tlation are well know intﬁhe art. As 10&5 fuc;éhﬁeer known in(}:he art, the .

idepH{gE B 4RGYLHNSCKAIL e SAIPEGURIRS: deterARRE e SR AR AResaious types
ofdpfopinrdilestealitd v sahemmay s vpdaie matadaipdtivsethriidnoahitdan update

uFdate rvice nodes, and also by client computers. In an actual embodiment
m§ aﬂilaéapggsent invention, update metadata for a software update is contained

in an KL -hasad/ereopdainbgl ke asnupdriadnesddatpaoligesa. 1ddsuage  specific
. FIGURE 9 is a block diagram illustrating poytions of an exemplary -
LD DR e P4 SO0 Mo IRRARAG W 20 tptits (s 2
deveipdateofilthel Sopartituigddanexeiatpiandisptisieomeadpitesabamal8i notes from
th%%ﬂ %gzigegﬂ%&gg%engg t%%rz 1%5ﬁrglse%?gg}g?ﬂ%%%%@r?g%ﬁpon; user direction for
uhiacaliiegd Bropefiese afdetionrlenrdiis. 988: RelaficnsbjpsteleMmena ot invention,
Applicgbili yRules 20 elements 9%2' File elemenés 914; and

the ARG RSP eRRELE AEMENPs P HE dY0? dRIREIRS odiofaayple, while the
LstilatdéPupsiate saplbaienfild omeyitinobidaazeiadudeoreutiphesgeces of information,

English versions of the above information would be grouped together, and Spanish versions
would similarly be grouped. As will the Properties element 904 above, there may be zero or
more LocalizedPropertiesCollection elements 906 in an update metadata file.

The Relationships element 908 provides information regarding relationships the
present software update has to other software updates. Examples of these relationships
include, but are not limited to prerequisite software updates, supercedence software updates,
and bundled software updates. A prerequisite software update relationship indicates that
another software update, identified by its unique update identifier, must be installed on a
client computer system prior to installing the present software update. Multiple prerequisite
relationships may be joined with boolean operators, such as logical operators AND and OR,
into logical statements such that the evaluation of the logical statements determines the

suitability of the software update for installation on a client computer.
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elements, as per the tag qualifier "minOccurs="0"" 918. In contrast, an update
metadata file must include one Updateldentity element 902. According to the
illustrated metadata schema 900, each update element in an update
metadata file, if present, must appear 25 according to the above described
order. As previously mentioned, each software update is assigned a unique
identifier. According to aspects of the present invention, the Updateldentity
element 902 includes this unique identifier, as well as other information to

identify PHOLSHMAFEVauARsaL e alitesraviliBAlY Ab e Iaiey s ubdristdlalithe to be

infiglsaftaes@ atpdateon4xbing RIapeitiar e |e5pasi@id RioVislesJrfiammaiiddependency
relating to the software update _including, bu

t not limited to: a language, i.e.,
et gRanthe pRATRaNt A et datenienatieT SORWATS ﬁﬁ&ﬁi@shégclgegﬁt all updates
ideaatized: imobnatieniguagesiing theiimprgtpdapdaienwilthkelystaymanlrd if any

co.mputin system during installation, e.g., minimal, high impact, may or will

are st ?ngfB’oﬁr?é“BPPr’i%r ééfﬁﬁ?}ﬂtirféss%ﬂérﬂfeé?fﬂ“cﬂéel F‘i’ﬁéetVBé%?ss%‘?RM&ré ements

ofoabewliateco iy dhe spimarmapdaiejostieh asth yRAhdoyehra software logical
application; an importance rating corresponding to the importance of the |

SUAESHRFAFS T FPE S e BB ) %%wéﬁﬁ Bupglithip %ﬁﬁﬁ&%fﬂﬂ%ﬁﬁlﬂﬁam on a

clsgftwaianeyider a@aupdaiphrpdiacidestificatiapinteidestiiyieg aMer software

update handler for the software update. As can he seen from the various )
upd3iss mlﬂfﬁs&@Fﬁ%@%{@&%ﬂe&k%ﬁa@mﬁs@% Brebt3phig Propertes

clelaenentst AUbie ametpdats metadatarfilaodhR dletalizegRrapeidiasCodegtion update
element 906 provides language specific information relating to the software
MGE§atR Yifeh as, but not limited to: an update title: a description of the

softwate uggaiebilrpR e {e displiey] D@ eamnRpuHesUsek selfaskreiaaifi@Whether a
5 the sof(%vare provilde . end éjser license agrteement and related .
SR ats 6o PLEABIS P irt BRI e oA LAIS808; Arkp R fite, system.
WheloKdingaio aspeais atederesetiicinidaigivhipize docal Rlcpropaiips afiement 908,
r .upgii.a cqrding to a language. For.example, while the,

APBISHBLAA lser et o e BAIGBD SRR A A gy o may
nénfeyimatipaci fragliskovaisinas wiftharabpdatnfonmaiion ot diberorupeds identified
together, and S%anish versions{%o WO Idl.sirgil%r;y Ee grQ[uB?g..As will tckllet tadat
oML B SARBOE BPLSH) B Yl ffments 12 inan update metadata

file.

The Files element 914 identifies the files, i.e., the update payload, associated with the
software update, as well as information relating those files. This additional information
includes, but is not limited to: whether there is one or many files in the update payload; a
location from where the files may be obtained; the size of the files; the file name; the file
creation date; and the like. Those skilled in the art will readily recognize that a single
software update may be installed on a client computer in multiple ways. As one example, the
same software update may be installed by modifying portions of existing files with a patch,
or alternatively, by simply replacing the existing files with newer versions. Thus, according
to aspects of the present invention, the update payload of a Files element 914 may include or
reference: a patch for existing files, replacement files, or both a patch and replacement files.

There may be zero or more Files elements 914 in an update metadata file.
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more LocalizedPropertiesCollection elements 906 in an update metadata file.
The Relationships element 908 provides information regarding relationships
the present software update has to other software updates. Examples of
these relationships include, but are not limited to prerequisite software
updates, supercedence software updates, 25 and bundled software updates.
A prerequisite software update relationship indicates that another software
update, identified by its unique update identifier, must be installed on a client

compHRALSTS Y pPio i Vided i AnepRDseth {oikre THsHats. fAlifigtatches which

d@arsedisite oelatinnghips-onaydeerisifed b anlern o pereiarFosueNas executable
logical operators AND and OR, into |ogical statements such that the

g5 a RS B 58I S b Mehts TR hi RS S PSD QLIRBRAISS Jetires a specific
us@itwarenupdaie fordastallatien oo clientc@mputend2e Abuindlethsivase system.

update identifies a plurality of software updates that are to be_ installed
Afsge .yAsﬂ?)%eHé‘ﬁgiﬁb?B?%f%iRﬁPeo%%?ma?% RISy fffdichrdogation 1n the update
mistrdeprodentichahvwaemdne ppesay sattwatehpdate Aot cthapoiviareformation

updates, such that all updates identified.in the bundle, identified by their
maxiaﬁfud b RS RN Sy BATRSEe iYVQFﬁEé%rEa |F<§@18Hb € P mand
lisysigiindasvih prei@atlistesefty aeclpdates abeve, slavemtitiabaidIgdions to

oftware update. may be joined with boolean operators to form logical ,
taifatfmsmﬂé%ﬁﬂ&&&ﬁ%ﬁf@%@ﬁﬁﬁsiﬁ%@ofﬁaﬂew&ﬁm@ae% CUBAY e zero or
mihetaitatine Speai fiBah eisnute 18, contrast, a supercedence software

upda%’@ ntifies othe Esé%ftware updates that have been superceded py th

preseNt SEHPER msf{xﬁtﬁﬂfﬁa%%tﬁ@ B¢ REFHBLIBRS0R BRYsaCtRHstrated
adaydeeritel ondnaiaRdatiprsbing eteibediandQs in ahllupdaipproetadatefitevarious
The ApplicabilityRules element 912 provides rules or tests for determining . .
CHIPESGIS GRS & S RO BB P A WMot SRS  yention
Fér eaaippléngvhiisteia pradeile isiveilaoinisermecregerdibtal theddiatanghipivairthepdates
Relationships element 908, 15 ApplicabilityRules element 912 tests
theg i%%é‘%‘??‘t%glégmbﬂﬂﬂﬁ%%}‘é A Hat éﬁ%‘r‘%&?oﬁo‘ﬁl&ﬁg’s‘ﬁ%ﬁﬁcg}ﬁﬁ pta, as

waneihepdatiwayuidabay As dilh siesfaiheieiparatsittntiiet abovtictiie®@nputer

may be zero or re ApplicabilityRules eleme 912 ipanu te metadata
oq”%gomputer-reacm)cie meﬁ?um, suctl¥ as a compact 1Is or a tloppy HI%E
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The Files element 914 identifies the files, i.e., the update payload, associated

with the 20 software update, as well as information relating those files. This

additional information includes, but is not limited to: whether there is one or

many files in the update payload; a location from where the files may be

obtained; the size of the files; the file name; the file creation date; and the

like. Those skilled in the art will readily recognize that a single software

update may be installed on a client computer.in multiple ways. As one

examplls, BRP9SIERIS ShrHarBVFAHARe thaV iRl iABLSHSH By gy or privilege is
clpRridansadgxristing fileswyth a patch, or alternatively, by simply replacing the

existing files with newer versions. Thus, according to aspects of the present

invention, the u date ayload of a Files element 914 ay in . .

referetlnce a%at%ﬁ?or%xrs ‘.%%’IF Iensedrlelgfaségrhe%f ??é% % a pa ctﬁ 8F%amzed ma
tageplace detat §ilestuihéoe coaynhemzarmgrupdee Eﬂemceimmemtesﬁdﬂdmgmo a software

bdale meiadatalic, 20, Jpdates may be provided in ayariecol formas
" Héllli’a afg&\és w déscribe areas it are to be ré’wr]ﬁlgn

wrth thmz po&aqidedmmmmnanmsmmmem Ieientefplagemgmﬂfvhase apdhtbe

like. Each of thes .of updates requires a P ecifi te handler i

order0 ¢a) carry ou?el[he Sottware Ill}S ﬁtf gn%fﬁmgo%nner IICBrO%e?heS rgpaqmg fhe software

ugeeardingly, the HandlerSpecrfrcData element 916 provides a location in the

Updateei m{itadatfsaﬂlcl)% R edb |Ud| oﬂlg:rt ioR % IfIC d?t?/mf 591?%'88 tent dlrected toa
example IS INTorma |on ma InC U IS no imite tO a ectlory

cauipolethsdrankibngshote sexecateypdatemand line arguments to a handler

actions to take if nire.as ects ?f the,installation fa(rgéactr st81 takg if the
) t date h
oS SR ol SRR R AR, R SRR R e has
toorthbd mﬁmtdaxpdlﬂiﬁpecifrcData elements 916. While various embodiments

and aspects of the pres tion have beendillusirated and desc
includf er'?g the pre%erré%pgm qétr‘(# (%Srtal ee[ apfprecﬁateg tﬁ*‘lﬂt Vaﬁouéeterrhlmng the

amhany8gcahtbe wtiderthepdieviithaliedepartmgefsom the spirit and scope of

the inventign. Fo&eésamgleénvt\ghtle the res trna\{entrghqchrags belen 0desc el relatmg to

as defivering Software updates 15 rouéhna(r)r Update distribution system over
tha softwarmipatiors peyleik, angdate metadata, as well as update payloads,

may t%%rg%%"r%reg fronaans I%E’ GP VISR PO S%Otl%la% et C?{(')}P%etrkg \84ate handler
computer-readable medium, such as a tompact Korafi oppy dis

for installing the software update's specific type.

2. The tag-based data structure of Claim 1, wherein the tag-based data structure

1s an XML data structure.

3. The tag-based data structure of Claim 1, wherein the elements of the
tag-based data structure, if present, are included in the update metadata according to the

above-described order.

4. The tag-based data structure of Claim 1, wherein the Updateldentity element
includes a unique identifier sub-element that uniquely identifies the software update, and a
revision number sub-element identifying a revision number associated with the software

update.
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The embodiments of the invention in which an exclusive property or privilege
is claimed are defined as follows: 1. A computer-readable medium storing
computer-readable data organized in a tag-based data structure for
communicating update metadata corresponding to a software update to an
update service node or a client computer, the data structure comprising: an
Updateldentity element used for uniquely identifying the software update;
zero gr more Properties elements for storin(%p%eneral properties relating the

software update; B&RAShGHa 5LsEsaP SpabLCHSEBne RAHEsHps clement

insladeg £onéeafidiiecian 18 ansampatted dsaTde BRI thersefiwaigibRda®; must be
. zero qr more Relationships elementﬁ fgr storing relationships the software
§

ingRYSEEbs i e o it RRTAS REEd zero or more ApplicabilityRules

elements for storing rules for determining the applicability of the software
update to a dllentagebaptdetaestatunore Eilesrefe méntsifortstRirigtionships element

. information describing information relating ta .the. software update’ load;
Ao e A I APLE A SIA TS A7 STAD FIGHARD TP e updates
Joupathtededreritiobanstalinpethesofiwarelopdates spegificstghethdt Theeevaluation of

908504 data slruciire of g:l%iems Lt etre%}‘ﬁle ‘3g-oased dala férr“f:‘s [f1at8on on
Sn et data structure. 3. Fhe ag- ased Yata stracture of Biam 10" wherein
clibet elenypernts. of the tag-based data structure, if present, are included in the

update metadata according to the above-described order. 4. The tag-based

data S?trUCtu thgf tgégf_glkéd ‘ﬁQﬁr%k‘i’u@IﬁrQ %‘i‘%‘?&fﬂ&”ﬂtwa'aﬁ”& i@gé{%ﬁlﬁps element

unique identifier sub-element that uniquely identifies the software update, and
ingludsisiopundinsab sipmsehibat idertiifighg @kueldiv e heeiberasuutteethasitpust be
ing?ﬁll%ﬁf%@{?en'&%ﬁ?e- -28 5. The tag-based data structure of Claim 1, wherein

a Relationships elément

8. The tag-based data structure of Claim 7, wherein the plurality of software
updates in the bundle sub-element are joined together with boolean operators into a logical
statement, such that the evaluation of the logical statement determines the suitability of the

software update for installation on a client computer.

9. The tag-based data structure of Claim 1, wherein a Relationships element
includes a supercedence sub-element that identifies at least one other software update that is

superceded by the software update.

10. The tag-based data structure of Claim 1, wherein a Relationships element
includes any number of prerequisite sub-elements that identify other software updates that
must be installed before the software update installed, bundle sub-elements that identify a
plurality of software updates that must be installed coextensively, and supercedence
sub-elements that identify at least one other software update that is superceded by the

software update.

9.



includes a prerequisite sub-element that identifies a second software update
that must be installed before the software update installed. 6. The tag-based
data structure of Claim 5, wherein the Relationships element includes a
plurality of prerequisite sub-elements identifying a plurality of software
updates joined together with boolean operators into a logical statement, such
that the evaluation of the logical statement determines the suitability of the
software update for installation on a client computer. 7. The tag-based data

structhite of ClEH7g RSl Badsh i SdUBheRthsHaR ded iep flgent includes
infofnatesnantinaiide nifiesrarateraifarfsspiicHe fpdriehitpatisideles on a client

installed coextensively. 8. The tag-based data structure of Claim 7, wherein
CRAWPiirality of software updates in the bundle sub-element are joined

together with boolean operators into a logical statement, such that the

evaluadlion ofTthe tegibalstatetmaentudeterminEmntinel swiabyiity offHies stftweateincludes

dat for latio cllent com uter. h[te ased dat str ture
L N 4 LB B AL A e Lo BB o a clen

ccsnpuﬁtement that identifies at Ieast one other software update that is
superceded by the software update. 10. The tag-based data structure of

Cla'ml% thrl‘?ént FB%L%H%&Q'B&@RH%GQE ﬁgﬂﬁd?f %MQ@&E element includes

prerequisite sub-eféments that identify other software updates that must be

infestafteenbsfreiiecsBrenweienase atedmetaberlosd idrebatb-pachmsts xiring files on a
cﬁgﬁﬁﬂ%ﬁu@f‘£ﬁlit¥e8fa%%§"@{€tff&dﬂi‘i§‘ssoﬁbé‘tcm}#ft Bffgkalled coextensively,

and supercedence sub-elements that identify at least one other software
update that is superceded by the software update. 11. The tag-based data )
structlffe of éléﬁﬁ’E“Whé?%@ﬁ%ePﬂ’éélémrﬁ@ﬁ%é]%‘%?@gtﬁihféﬁ‘ilﬁgd%ﬁ?&%ﬁfﬁ?ﬂi@ed in a

tathe8efviate wpsales RavieathiohRateRing @dstinafilem WdALPeAlI KL MPUI8b tware
12. The tag-based data structure of Claim 1, wherein a Files element

RIS ARARHAORSEEFRIRARIELRS SHFfiaR: SREMWY palffodeerBriepidaagstructure
caxjsingdiles on a client computer.

an Updateldentity element used for uniquely identifying the software update;

zero or more Relationships elements for storing relationships the software update has
to other software updates; and

zero or more Files elements for storing information describing information relating to

the software update's payload.

15. The tag-based data structure of Claim 14, wherein the tag-based data structure

1s an XML data structure.

16. The tag-based data structure of Claim 14, wherein the Updateldentity element
includes a unique identifier sub-element that uniquely identifies the software update, and a
revision number sub-element identifying a revision number associated with the software

update.
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13. The tag-based data structure of Claim 12, wherein a Files element
includes information identifying the software update's payload for both
patching existing files on a client computer and replacing existing files on a
client computer. 14. A computer-readable medium storing computer-readable
data organized in a tag-based data structure for communicating update
metadata corresponding to a software update to an update service node or a
client computer, the tag-based data structure comprising: an Updateldentity

elemdrt uselNOrURITER BN HHHAL RS St UptARe Pefo b3HGRShIPS clement

indel@ionsiias flpmests ok aiaking e ilanskips e GafteEre Apdaigdnashie must be
. other software updates; and zero or more Files elements for storing

ingpblr A e s NG R AR REBIT AU ing to the software update's payload.

15. The tag-based data structure of Claim 14, wherein the tag-based data

structi8e is @heXibil-ldatd staticturecthfe dh& tagnblds edidtatan sirltlatéoofiGhairiement
.1 herejn the Updateldentity element includes.a unique identifie

R TSR SRR IR TR B R I S oy wpaates
Jonurd begahbr eletin dobidentifytng @y ervisiar ogicabetagssadasedhwitht ttie evaluation of

aROfAS el 1 The iaibascd datm stugre f Claim 10, Whereln fuion on o
elationships element incltides a prereqzla e sub-element that identifies a
clsseandthpoftrvare update that must be installed before the software update

installed. 18. The tag-based data structure of Claim 17, wherein a

Relatignshipgiplement. cees A RIAITY e1ArS RIURIESHO AR MABShips clement

_identifying a plurality of software updates joined together with boolean
ingpulendrdimd e Jubiekaneateirndenidieshamiveabitalobsofivoirahwisgiedhat must be

in§{9ﬂ%ﬁ‘95@>gﬁji§1%w?5 the suitability of the software update for installation on
a client computer. 19. The tag-based data structure of Claim 16, wherein a
Relationships element includes a bundle sub-element that identifies a

plurafft)- of sSh&e bittididaihatriite s fnatandd: csbxiensiberp!urality of software

updates in the bundle sub-element are joined together with boolean operators into a logical
statement, such that the evaluation of the logical statement determines the suitability of the

software update for installation on a client computer.

21.  The tag-based data structure of Claim 16, wherein a Relationships element
includes a supercedence sub-element that identifies at least one other software update that is

superceded by the software update.

22. The tag-based data structure of Claim 16, wherein a Relationships element
includes any number of prerequisite sub-elements that identify other software updates that
must be installed before the software update installed, bundle sub-elements that identify a
plurality of software updates that must be installed coextensively, and supercedence
sub-elements that identify at least one other software update that is superceded by the

software update.
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20. The tag-based data structure of Claim 19, wherein the plurality of
software updates in the bundle sub-element are joined together with boolean
operators into a logical statement, such that the evaluation of the logical
statement determines the suitability of the software update for installation on
a client computer. 21. The tag-based data structure of Claim 16, wherein a
Relationships element includes a supercedence sub-element that identifies
at least one other software update that is _superceded by the software

update’-22. THE tag-HREE o ak%a Bl of i O1 8V RiHdRet Hies clement includes
inRetatiopshiRsefeme thicivsiidas apyaemnpsai efdrergmiksiiestbsalent@etson a client

that identify other software updates that must be installed before the
CUBRWETe update installed, bundle sub-elements that identify a plurality of

software updates that must be installed coextensively, and supercedence

sub-eddmentEhhat gelentitl ddtte sisticnec atli€r1softwéreviipatateatalets element includes
. superceded by. the softwage update. 23. The tagzbased data structure of )
A e e R S S TR RS A B on o cien
caoftware update's payload for patching existing files on a client computer. 24.

The tag-based data structure of Claim 16, wherein a Files element includes

information iENLRINGIOF SRR HPIBIESIAGY Qf’}dwfﬂ&re"}&?'écﬁi‘ﬁseéié%{&t includes

files on a client computer. 25. The tag-based data structure of Claim 24,

infehereiom iFilesizlaméin heédludes vipdatemationdaernaryhathtinetcsbig argsting files on a
clndalss RaYIgad o heth paishiogipdsing s apgient computer and

replacing existing files on a client computer.
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