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60/416,101 filed on October 4, 2002, the specification of which is herein

incorporated by reference.

10 BACKGROUND OF INVENTION

This invention relates to the field of electronic system management.

More specifically the invention relates to web based management and control

of electronic equipments.

15 BACKGROUND

Electronic appliances have become ubiquitous in the home and
workplace, to the point where very few tasks exist without some form of
electronic component. Most electronic appliances are initially designed for a
particular purpose, with little foresight into secondary issues such as

20 monitoring and control. However, as an electronic appliance evolves, such
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PCT/ US2003/ 031403 secondary issues are frequently
addressed with new designs that inprove efficiency
and conveni ence t hrough enhanced nonitoring and
control capabilities. For exanple, televisions

WO 209404284 y were controll ed by manual  oper ZGTRF2YP/031403
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control knobs on the set box, but evolution of the

tel evision 5 design has brbught about the IR renpte
control, allowing a viewer to change channels w thout
| eavi ng hi s seat. Uq&or unaaeL ,_those n chontro
Secongary isghes F1F SEHRET G %‘1 Y F9R1E0R B0 aprove
targeted solely at the suhject, appliance wth no
clisanderngd caetignee dhigugh ergaequw@*@r%s R Aol
appliances in the sane environment. Al so, unlike the
tepabditiennFarekanpls televisioanintially arext optrofigd prmapyal,
desired to nonitor and control electronic appliances
foperatian niboetrobmsbe ony Hretseichexguit Arolutigy ofdhesislssiong s

busi ness enterprises expand their use of electronic
alegiph andesygtithboutdbeRaemsegrontrely allomeng. a pigwer forharas
nonitor and control nultiple appliances froma
ChintreBlvittealt leaciag hrseati t hi n t he corporate environnent,
whi ch may span the 15 world. Systens of the prior art
that attenpt to overcone sone of these obstacles.
gener @hfoyruhaelysthose reyioptrohdesigapargiffequerdlyqrreprfiay n
appliance and design a proprietary nonitoring and
cahire, ddrgetyd salehytahthe sabjpavwpplanprew b Ro considegptipnderditeedt ed
el ectronic controller to communicate with a single
possitsle eibctRMried ppditnees ircthe spurpergitonmiitie Adsoaunlike the
comuni cation path exists, this solution often
RBin@ionIelbvisibA kiciwrg s@nahig itéadfeen dekirddrig mppdtoeamd epntrol
acconplish nonitoring

electronic appliances from a more remote vantage point. For example, as
business enterprises expand their use of electronic appliances, the need arises
for the capability to monitor and control multiple appliances from a

centralized location within the corporate environment, which may span the

world.

Systems of the prior art that attempt to overcome some of these
obstacles generally focus narrowly on a specific electronic appliance and
design a proprietary monitoring and control system that allows a person
using a dedicated electronic controller to communicate with a single piece of
electronic equipment. Where no communication path exists, this solution
often entails installing a dedicated wiring system to accomplish monitoring

and control. Where a network exists, some systems of the prior art use the



and control. Wiere a network exists, sone systens of
the prior art use the WO 2004/ 034284 PCT/ US2003/ 031403
3 network to pass proprietary comruni cati on packets
bet ween the controller and the electronic a

i ance.
WO 20848388 r ol nul tiple appliances, additi onaI""CTPU%zOW031403
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communi cati on packets nust be transmtted across the
network. This |eads to wufdesired |levels of contro
traffic on corporate networks as the nunber of 5
appliances in an enterprise increases. Another

BeHA P LPTRPTIBAr Vfommanrieatiny ppakeisipgiwaendhe sangglizing | v
use a conputer workstation or other stationary device
ard theeledaanieaprdianes fiocenre multipigiapripncesagdditienddm use
of the workstation for other purposes, as well as
aekinngicationgiafkatomst bedransistedperossahe nefwand Bonleads to
capabilities fromany other 10 | ocation, absent the
imdsfsfred legels ofumetrof traficomchapdaratecdetivarls adthe ontnberd dfer s.
For the foregoing reasons, it is desirable to have a
appliahaes ingh andprisdintreades.system t hat permts a person
to nmonitor and control multiple electronic appliances
of nmultiple types, where such nonitoring and contro
capability is _ available fromnore than one | ocation,
wher &reBishArahgCl ' Rrios aRfPrtemsis hah &ey{}mflf%ly 5 2t he
dedi cated, use of those resources for proprietary
bR orksRtiapra ogher gigberarp Aevies ardhed E%r ©nEgifThe

m nimzed by centralizing control of nmultiple
Hupfetsastsdrom aseof SigpuedsatauiopetheUuB2poSs (RS R3S 4

making it difficult to have monitoring and control capabilities from any other

location, absent the inefficient use of redundant, dedicated controllers.

For the foregoing reasons, it is desirable to have a monitoring and
control system that permits a person to monitor and control multiple
electronic appliances of multiple types, where such monitoring and confrol
capability is available from more than one location, where computing
resources are not limited by the dedicated use of those resources for
proprietary systems, and where impact on network traffic can be minimized

by centralizing control of multiple appliances.



BRI EF DESCRWFTI ON OF DRAWNGS Figure 1 is an exanple

| ayout of a web-enabl ed access and contr ol
architecture for nmultiple electronic devices, in
accordance with an enbodi nent of the present

WO M@t on. 5 Figure 2 is a top level bl ocRCAUEHPIRISE

t he web-serving device 100 in accordance with an
enbodi ment of the presenyg i nvention. Figure 3 is an
illustration of a graphical user interface for
configuring the seri al port transcelver Figure 4 is
an illustratjo e for configuring
flexible 10 ¥ : tSa&—Ccircuit schematic
illustrating the conflgurabl lity of the Flex [1/0

por tBigiira 1 scoaxdapledaywiut bf oweb-emblydianent argf contrel
invention. Figure 6 is an illustration of an exanple
alchitehak foretulfpleplecicatic tsdces, ih aterdaacewithaaccor dance
with an enbodi ment of the present invention. 15 Figure
erhbédiment dxieplenvelentige that may be created for
control of a SanmsungTM LCD nonitor. Figure 8 provides
another illustration of a web page associated with the
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Figure 3 is an illustration of a graphical user interface for configuring

the serial port transceiver.

Figure 4 is an illustration of a browser interface for configuring flexible

10 1/Oports.

Figure 5 is a circuit schematic illustrating the configurability of the Flex

1/0 ports in accordance with one embodiment of the invention.

Figure 6 is an illustration of an example Generalized Graphical User

Interface in accordance with an embodiment of the present invention.

15 Figure 7 is an example web page that may be created for control of a

Samsung™ LCD monitor.

Figure 8 provides another illustration of a web page associated with

the control functionality.



Figure 10 is an illustration of a scheduling web page
for the exanple SansungTM SyncMaster nonitor. 5

Figures 11A and 11B is an illustration of a power
schene in accordance with enbodi ments of theggresent
WO 2RYBH™on. Figure 12 is a bl ock diagram i ACISSPYEOHS?
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in accordance with an enbodi nent of the invention, a
firmvare/ software configuration of a web server

devi ce that may be inpl enmented using the CPU and
menory 10 hardware previously described. Figure 13 is
an i pigwe bhigdn iltsteitioh bea froattbrenepapedakhe SatanmgPtance

wi th enbodi nents of the present invention. Figure 14
sihdMistar alRBos, educt i on processi ng of Ethernet packets

y meking the drop/process decision inmediately using
the flattened stack 15 approach, in accordance with

s of. the.presen nvent 2004 4284 6
PRI A R o LS R o Rtk PP e TG 7 Bty
|nven;A§HEQEOV|deS a solution to the prior art issues
SHPLEgs's MBS ovi di ng flexi bl e Et hernet
connectivity for electronic devi ces. This enabl es
multiple electronic devices to be controlled,
moniRiguresdl 1 AGardidB sscsdseithtibn ohe pewyerchamgein asempence ed
to a conmputer network, e.g., local area network

with/Aabod inheshés cﬁﬂe&pm@h@wmt(dnAN) , or the Internet.
Figure 12 is a block diagram illustrating, in accordance with an
embodiment of the invention, a firmware/software configuration of a web

server device that may be implemented using the CPU and memory

hardware previously described.

Figure 13 is an illustration of the flattened stack in accordance with

embodiments of the present invention.

Figure 14 illustrates reduction processing of Ethernet packets by
making the drop/process decision immediately using the flattened stack

approach, in accordance with embodiments of the present invention.



Enbodi nents of the invention provide Internet Protocol
(I'P) connectivity for nonitoring and controlling dunb
(no processing power) and smart devices ranging from
si npl e home appliances such as tel evisions, stereos,
WO W48+ etc, 10 to conpl ex industrial appPCIABPRYHE31403
such as nultiple projectors, plasma displays,
switchers, and other el eckronic products. A user nay
configure enbodi nents of the present invention to
provide information needed for proactive service and

support for prevamMMARY QRINYENAROEY USI Ng such
conveni ences as e-nmail notification. Wth e-mail 15

P T N M T
et RO g e B R A e Bl o egPoR o o
nstallatio that .da not. al|ow I nternet access,
AR AR D B T RIS flectionia derisepoe spmEelied Bamtarydl .

5 W.t hi n exi st.ing secure infrastructure, e-nuai
R FEFCR OB PP RS SPRRCCIRH P 26T BRAT RewhEk, pislsichl e
wi t hout omi.sing systemor facility security. The
aﬁaéﬁgﬁ?rkﬁﬁ‘g&&t"fl‘aﬁa FB@%"&’&W R ba Injereesng i gur abl e
ggbggages V[)2004;§34284 7 ﬁgT/USZOS@?2314039for asset

pf the-gwentipnyprpide nterpetdrotongl (B) oeprmetitityefor
invention to dynamcally obtain device and/or
magifPrngRd congrollng ek (ne prasessingayever)sindrsequetvizds by a
web browser. Requests froma web browser may be sent
rafsing frgmp sisnioBeRg apRliageds suchtasdelefisionsrete s iakmms \dbon
receiang the request, the
10 to complex industrial applications such as multiple projectors, plasma

displays, switchers, and other electronic products.

A user may configure embodiments of the present invention to provide
information needed for proactive service and support for preventive
maintenance using such conveniences as e-mail notification. With e-mail

15 notification, technical support administrators can receive failure and service
messages through an e-mail enabled cell phone, personal digital assistant
(PDA), pager, or Internet e-mail account. For secure installations that do not
allow Internet access, online menitoring can still be performed proactively.
Within an existing secure infrastructure, e-mail notification of failures and

20  repairs is possible without compromising system or facility security.

The present invention provides dynamically configurable web pages



5 data is parsed to determ ne what information is
requested, or what action to take. Processing of and
dynam c creation of web pages are fast because

enbodi nents of the invention use a flattened networ

WO 042 or network traffic processing inst @5@56903’f’ﬂé°3
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traditional seven |layer OSI (International 10

St andar ds Organi zati on) ack. A flattened stack
allows for faster processing of network traffic to
determine if the information contained in the traffic

i t t | at t

PR ARG P 2k e ?ﬁ%ﬁ%ﬁ%ﬁﬁ%ﬁﬁn by
t th t

drarrisa pbge»a%g%%é%ﬂ@r)@r Fip SR e b R w&eﬁa%%zsi'eSga?
th th p.e. t ti
S SIS ek e M
first gne or two bytes of .data to deter ne an gbt ai n
Rl eicading OROWT Fapler Bechaniam. HORAR TEHEY e el of

rocessi ng in the previous six network I‘?}X%rs of the

is pyeed (0 dRIfETNGHEAL IQRRAKIORFS TERFSESE; O ERtRCAC

knowl edge of what applications 20 are active in.the
tggper | ayers, thus the flattened stack allows the
packet to be discarded at the earliest possible point
SO no processing power is wasted. The flattened stack
i mpl BeBRtAE bbdhdlygamicesatioh sf whiephgesnades bergsbased on
t he WO 2004/ 034284 PCT/ US2003/ 031403 8 raw data stream
elribB&inttnk JFithd ifgerttiohfued a flttpnbd aemiisstatidopnawiod ng f or

easi er inplenentation into hardware.
traffic processing instead of the traditional seven layer OSI (International
Standards Organization) stack. A flattened stack allows for faster processing
of network traffic to determine if the information contained in the traffic is of
interest. The flattened stack approach treats the data as one long piece of
flattened data. By conirast, the seven layer model requires processing at
various layers before the actual data is retrieved at the seventh layer (i.e. the
Application Layer). A flattened stack allows one to immediately check the
first one or two bytes of data to determine and obtain information of interest

without the added burden of processing in the previous six network layers of

the OSI model.

The lowest layer of the OSI stack has knowledge of what applications
are active in the upper layers, thus the flattened stack allows the packet to be
discarded at the earliest possible point s0 no processing power is wasted. The

flattened stack implementation organizes its check/processing based on the



WD 2004/ 034284 PCT/ US2003/ 031403 9 DETAI LED DESCRI PTI
The present invention is a nmethod and apparatus foi
providing Web- based interfaces for electronic
appliances. In the follow ng description, numer

WO@E‘E‘EF?‘FC details are set forth to provi depgTﬂ%F(@y‘”’“”:’
t horough description 5 of the present invention. It

will be apparent, however§ to one skilled in the art,
that the present invention may be practiced w thout
these specific details. In other instances, well

RWGltp Stear thesminanizingdutisetequitersents badipionidieg @l so as
not to obscure the present invention. The present
gagigrimpilementativniiate bamtwaappar at us with fl exi bl e Et her net
10 connectivity for electronic devices, enabling
multiple electronic devices to be controlled,
noni t ored, and accessed from any browser connected to
a computer network, e.g., local area network (LAN)

wi de area network (WAN), or the Internet. Enbodinents
of the invention provide Internet Protocol (IP)
connectivity for nonitoring and controlling devices
rangi ng 15 from si npl e hone appliances such as

tel evisions, stereos, alarns, etc, to conplex

i ndustrial applications such as nultiple projectors,

pl asma di splays, sw tchers, and other electronic
products. Enmbodi nents of the invention may provide one
or nore input/output (1/0) ports for connection to

el ectroni c appliances. For instance, an 20 enbodi nent
may i nclude configurable 1/0 ports for anal og or
digital 1/0



signals; serial ports such as RS-232, RS-422, and

RS-485; and infrared (IR} WO 2004/ 034284

PCT/ US2003/ 031403 10 ports for controlling virtually

any IR controll able device. Internet Protocaol éhF%
3{031403
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proactively nonitor and troubl eshoot various types of
el ectroni c equi pnent. Enbodi nents of the present

i nvention may provide EtHernet connectivity to 5

el ectroni c devices that are not otherw se "Wb

enabl ed,” elimnating the ecessity for electronics

manuf act ur er s t DERAD ERADESCTEREON pi ece of el ectronic
equi pnent. By providing Web connectivity via an

€ nboﬂieﬁ%n%véxﬁ%n i WVRBhb@Bnd afiedtuse. fRidiRg WB- of

Figure'l, a variety of electronic products can be 10
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ni ci an can control presentations t ands
]| f t tati I ' i Ci
off Bt s 1 FREEH e e s R Bne S ARE 250
t i d Li ice. . F I .
g T SR A S L

oyer.,, .connections, ife, or tenperature. or_even
et bt e P BBt b St Sisp B REed I P
conveni ence of any Web- enabled nonitoring station. In
netjg opscuge ‘EFPFé?Pﬁ“%/‘Tef‘E?n'a t echni ci an can nonitor the
projector lanp life for one or nore projectors, from
his office or other |ocation, and order replacenent
| amThe pivesanttimeention prdvides fim appparathe with fgxibkrishernet

connectivity for electronic devices, enabling multiple electronic devices to be
controlled, monitored, and accessed from any browser connected to a
computer network, e.g., local area network (LAN), wide area network
(WAN), or the Internet. Embodiments of the invention provide Internet
Protocol (IP) connectivity for monitoring and controlling devices ranging
from simple home appliances such as televisions, stereos, alarms, etc, to
complex industrial applications such as multiple projectors, plasma displays,

switchers, and other electronic products.

Embodiments of the invention may provide one or more input/output
(I/O) ports for connection to electronic appliances. For instance, an
embodiment may include configurable I/O ports for analog or digital I/O

signals; serial ports such as RS-232, R5-422, and R5-485; and infrared (IR)



20 about to expire, thus preventing service
interruption. Proactive service, support and
preventive nai ntenance may be WO 2004/ 034284
PCT/ US2003/ 031403 11 provi ded through such

WO 2¥#¥tences as e-mail notification. W th FETHE2$03/031403
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notification, technical support admnistrators can
receive failure and servbge nmessages through an
e-mai | enabl ed cell phone;, personal digital assistant
(PDA), pager, or Internet e-mail account. For secure
installatiens .t.h lnternet access,

F 8%? Foﬁ éo%oérgl %‘Pffﬁgﬂycag’% ﬂg? %’?t?c’l%lgieg\g«r”f:%r med proactively.
Wthin an existing secure infrastructure, e-nmai
notification of failures and repairs is possible

wi t Hoternet BratecehiIB) segnectisitepioyides fwiapility togsmgtal and |
one or nore enbodi nents of the present invention, a
prasitivedy menit¢rand diprbleghaobvarigus By pea plRleATaBIE €98iPHERbT v
for storing a | arge nunber of device 10 drivers, web
Ephgéicnentad thut reseniof entionanaygrocide Bthprigs conpeetivétyftor m of
Hyper- Text Markup Language (HTM.), JavaScri pt,
elettagiicTddvines that arempt thetivise “Wabaphbled," £lithisgting the

Custonmi zabl e web pages can be created and stored using
nedefsity tihrelehrehits seftfacneryio egbamsble eeodry pecdvbicriairedica( r)
Dreamneaver and M crosoft FrontPage(r). Using
equipteriti ve Web- based software with a graphical 15 user
Interface (GJ ), users can access a variety of

el ectroni c equi pnent through enbodi nents of the

Pr e Mot EWA O] Gia hnlebBinkBRLE i ANGWH, Of &

web access and contr ol architecture for

sPHlal B8 b SF ORI 1Ca 05YF EuteckBnR BFATARNGE LY th an
managed and supported by a user, technician, or administrator at any time
from any computer with a web browser. For instance, an audio/visual (A/V)}
technician can control presentations thousands of miles from the presentation
location. The technician can also monitor the health of the equipment in order
to provide proactive service. For example, a user can check the activity and
status of a projector’s power, connections, lamp life, or temperature, or even
turn off multiple projectors at once — all from the convenience of any Web-
enabled monitoring station. In the case of lamp life, a technician can monitor
the projector lamp life for one or more projectors, from his office or other
location, and order replacement lamps when the useful life of the lamps are

about to expire, thus preventing service interruption.

Proactive service, support and preventive maintenance may be



enbodi nent of the present invention. In this
illustration, device 100 20 conprises the engine or
Web Server of the present invention. The
configuration of device 100 may include a

WO 284§ #4t i on of input/output ports and naf%ggm@WW@HﬁQd

10

15

20

into an el ectronic equi pnent or as a standal one WO
2004/ 034284 PCT/ US2003/ 031403 12 server. For instance,
in the standal one configuration shown in Figure 1,
device 100 has multiple infrared (IR ports connectlng
oleviflabtht@@htsoch Rnvemeneerse-maihnotifiration. Wihswepihent |

the IR ports are output ports which drive the IR
reffitation sechhiraf @pponatmalitraters edraretairfeidurdanil sergics uch
as VCR 109, DVD 5 108, and Digital Satellite System

nidsSgps Reagihvere-haiY enabivdael plortesperfonahdigital @ssdstant
i nvention may al so include input/outputs such as

(RSAY, pages fori [alerr0&-nilancbuat. [Pk s@erdnshllpionpoaedpostt s.
For instance, device 100 includes RS-232 ports for

a6 fiteinlet AtdesfNrBfe! iMdfRtHing Gt etill BSperfotinied pesactiafy.
t hrough serial cable 106, and projector 117 through

VWilih 8h etathlp@edite MiBstrifitregenall abtificanbr b0l amiDr t S
may be used to couple device 100 to relay box 121

récdz sﬁﬁl@!vﬁ&o&ﬂ&nﬁﬁgmﬂs -sybtBmioy Fddility SdcabitypOX 121
ntrols display screen I12 through cable 115 and

lighting system 111 through cable 116. A genera
pur gose i nput/ out ort, may al so be used
ConrBet Bhps “}Gﬁﬁf‘?@%"é}e‘%%%i‘e“&lé‘\VF%%°’&i§"ePﬁ%é'ﬁ‘1
e bl%%é%ﬁ’ .g., to dete one 12, ¢ﬁ%§ t he
b it kT o SRPoe QR % 100
ngérlﬁ ud zaaage grrl oghgrr 50 t%x?g CthJ mayobe mrgﬁt?m ! léf yper-
Text Markup Language (HTML), JavaScript, Flash™ animation, and/or
graphics files. Customizable web pages can be created and stored using off-
the-shelf software programs such as Macromedia® Dreamweaver and
Microsoft FrontPage®. Using intuitive Web-based software with a graphical
user interface (GUI), users can access a variety of electronic equipment

through embodiments of the present invention.

Figure 1 is an example layout of a web-enabled access and control
architecture for multiple electronic devices, in accordance with an
embodiment of the present invention. In this illustration, device 100
comprises the engine or Web Server of the present invention. The
configuration of device 100 may include any combination of input/output

ports and may be embedded into an electronic equipment or as a standalone



device 100 may include an Ethernet port wth an RJ-45
connector coupled to connection line 101 for access
to network 102. Network 102 nay conprise a TCP/IP
network over land lines, for instance. O her

WO 284e¥ ons from device 20 100 to the net KSTRUSAR031403
i nclude w rel ess communi cati on systens such as
terrestrial, satellite, d2llular, infrared, etc. WD
2004/ 034284 PCT/ US2003/ 031403 13 An operator nmay
nmoni tor and/ or control any of the equi pnent connected
serveyekr énstarge ipihestandgongionigeiatien shoyer Biigeal: e. g., a
conmputer station, which is connected to the network
de@Re W)has omtipli inftaresh(IR)i pests comecting@gvice 180tiBni cat i on
line 103 may include any desirable communication 5
emttérs d10. flo thie gmbepliment, G dR padsaradirort poxts whish grive n
this illustration, an authorized user may | og onto web
the Teasittetsat ) tm coﬂthliIthelac'tremi,c deviors saply sshéCie 10 DVie
worl d, one or nore pieces of equipnment connected to

5 108\ana ®@idie) Satviike SyeleagBSStReceioer 1004 may be any
interface device (such as a |aptop, workstation, PDA
cel lular phone, etc.) equipped with a 10 web bromser

and B0 HRGA! @Fﬁetgr es@:%tlﬂ%lﬁoﬂ-% alsB u@nedeqngsm

t he aut orlze enters an o j ect 1den |on

sgm‘ifs.zf%gﬂ{ﬁguty ﬁ%ﬂ%ﬁlﬁtﬁgoge !,Ishf’orsiﬂ&ff&{cfe' c

evi ce oug g I's desired. The

dW(\?i?e Edo%"ﬁﬁ&esﬁﬁ- 2 pafls 1*5'1 I%ﬁh%%%ﬁéﬁp \Holg sucﬁ n’pl e,

€ SpECI evi ce evic O sends

swétshegﬁgig&?l.%% sgria Ingpl f{l:g/6 Wg& ggﬁ(ﬁ‘f&ughgerﬁﬁ Gabi e’ S

10 118. The general input/output ports may be used to couple device 100 to
relay box 121 through cables 113 and 114. in turn, relay box 121 controls
display screen 112 through cable 115 and lighting system 111 through cable
116. A general purpose input/output port may also be used for connection to
a motion sensor device 119 through cable 120, e.g., to detect when someone

15 enters the room containing the valuable A/V equipment.

Device 100 includes a port for connection to a network. For instance,
device 100 may include an Ethernet port with an R}-45 connector coupled to
connection line 101 for access to network 102. Network 102 may comprise a
TCP/IP network over land lines, for instance. Other connections from device

20 100 to the network may include wireless communication systems such as

terrestrial, satellite, cellular, infrared, etc.



send a pre-formatted web page, or, in other

enbodi nents, device 100 may generate a web page by,

for exanple, organizing suitable HTM. tags and
aranmeters into an HTM. file that is sent to the

WO YeHPI4B4eh browser at web access st ati on PEIAUS2003/031403
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Mul tiple users nmay access and control device 100 20
si mul t aneously through di¥¥ferent web browsers. In one
exanpl e application, the apparatus of Figure 1 may be
WO 2004/ 034284 PCT/ US20031031403 14 configured to

aut oEdpeEtonymsnmphitorand/ groaeirolapy Atheggiipment when
someone enters the room For instance, when a user
eonnestes] tg devioer] Wi bytusingovéboscesesiation 104.0%.g. notdngruterens or
119 detects the notion and sends the notion

statfony which éreohnedtketo dlze k@Gotkli0? ughomonméatipo ind A3,
Device 100 is user 5 programabl e such that upon
Agais icongmtinira tiod lionl 03 Dewiisdudedtyetesibdbésconpnanieaioar 117,
lighting system 111, and display screen 112 for a

sethad, forexampleiahdiides bhdkor wiktdsher enbodi ment may
engage a canera connected to one of the output ports
of device 100, which can record the activity causing
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In one embodiment, the authorized user enters an object identification
number, typically an I’ Address, for the specific device 100 through which
monitoring is desired. The web browser sends an HTTP get request, for
example, to the specified device 100, and that device 100 sends its home page
(e.g., in HTML format} to the user’s web browser for display. Device 100 may
send a pre-formatted web page, or, in other embodiments, device 100 may
generate a web page by, for example, organizing suitable HTML tags and
parameters into an HTML file that is sent to the user’s web browser at web
access station 104. Multiple users may access and control device 100

simultaneously through different web browsers.

In one example application, the apparatus of Figure 1 may be



15 appropriate entity. Figure 2 is a top |evel block
di agram of the web-serving device 100 in accordance
with an enbodi ment of the present invention. In this
illustration, web-serving device 100 includes Centr al

WO R04B¥eYi  ng Unit (CPU) 240 as the main sydi@AyS2003/031403
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processor communicating to all the internal functions
t hrough 20 system bus 2034 .,evice 100 further
conprises non-volatile nenory such as Flash Menory
210 for storage of systemsoftware, e.g., device
nfigeed togdomatidaly erable andpeweegpidy/iVheyugtnoerd genen n
non-vol atile nenory. Device 100 may WO 2004/ 034284
POROISTVOS [1@3 00 3 FarSnsthrse, wimal augker ergératairbem methior y such
as RAM 220 for processing. Systemclock 230 nmay
motiinusdrsoa hld, modom sdnsasldP Hetatte thefnostigprapdiselidaghal | t he
cl ocks required for operation of device 100. System
edtrokind8tativayto dkice [B0AMoAgh eonhe@iontIZAEDEHECKO is user
function. The real-tinme clock may be progranmmable to
poguindabRpeaciathangpon sahstig the mo@N EEEdRI00 &nBlegut omat i ¢
nonitoring. For instance, a real-tine dock wth a

pEejecstday, ightingéyerntial 1] 4 daidabictdeh Y14 Rr h 9plcifrel y check
the status of the electronic equipnent connected to

aBRUAICS tih) ArloBher 68bIAR e NBYaPEBHA BREG A LehreBEE Y €
power fromthe LAN in accdrdance with | EEE 802. 3af,

ohé SfMth@ohiPGeborBAMEVIELIDD, WhiclPFarBre&RT M R4 ing0 both
LAN poa/etr9 ??105 I ocavly1 power.m Th“ﬂé’l IeEEE Sé&%ﬁ{élgpcag%ug%dard

tHeafodoNistabakice JHRAE BF fLErd RPN BV RY7, TsNGIN@h, Tire node
is the Md-Span node where“the extra pair in a
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allow that other person to view the recorded information from anywhere in

the world using a web browser. This may be accomplished, for instance, by

recording the disturbance in a digital media connected to one of the available

serial ports and to the network, and sending an e-mail notification to the

appropriate entity.

Figure 2 is a top level block diagram of the web-serving device 100 in
accordance with an embodiment of the present invention. In this illustration,
web-serving device 100 includes Central Processing Unit (CPU) 240 as the
main system processor communicating to all the internal functions through
system bus 205. .evice 100 further comprises non-volatile memory such as
Flash Memory 210 for storage of system software, e.g., device drivers and

other software requiring storage in non-volatile memory. Device 100 may



node is the End-Cable node where 48 Volts is sent down
the sane |line as data signals, which are AC Coupl ed.
Figure 11 (A and B) is an illustration of 15 a power
schene in accordance with enbodi nents of the present

WO I0py3¢#83on. In this illustration, an enbod?ﬁ@ﬁgmwﬂm““n
device 100 is connected to an Ethernet network via
connector 1110, which maybe an R -45 type connector.
In the end-cable node, the signal |lines are passed
t hrough isolation elenents 1120, e.g., transforners
adpdnciidey ol i omeront sughy as RaM 320 fapracesting Sypleavdlers 48
20 Volt DC at lines 1131. Alternately, the invention
2@upay debidean poweal sqillaies forpreidipg all theddocks taquiredkfosxt r a
two pins of the 100Mops cabling through diodes 1132
opaatidr 83eviye PO \Aydenddock@BQ map@saprdvidessrealitie cldtke
networ k may WO 2004/ 034284 PCTI US20031031403 16 be
fymoaive CTledelytirheclvds apbazogradintdéstotphaitidpomaraintg any
power feedback to the network. The power fromlines

5 alkits befiending ! ardSiugmadtidntondetiag.t Fur irstadle, aSegrahdauleck
resistor 1140 provi des signature resistance such that
with\iedalehdahypdedlettie Qpalslityae rafBeiirasckihosatie bltki on
of the proper power signature. This also provides for

cleaededfhigrhemabnrdclet ity dwidenionet wor ks Wi t hout | EEE
802. 3af conpati ble power. Thus, device 100 will not
turn on if the proper power signature is not detected

on R AShIReY L bl Rl R B oPr
az}%g%af]ig% v‘f’oﬁﬁ’\ %ﬁ&g%%ﬁpaagéc%iﬁ%%éégpgwi](l c(r:rha ctoynrbri]x?aﬁgrq of
10 both LAN power and local power. The IEEE 802.3af standard has two basic
modes for power over Ethernet. One mode is the Mid-Span mode where the
extra pair in a 100Mbps cabling to send 48 Volts down the line. The other
mode is the End-Cable mode where 48 Volts is sent down the same line as
data signals, which are AC-Coupled. Figure 11 (A and B) is an illustration of

15 a power scheme in accordance with embodiments of the present invention.

In this illustration, an embodiment of device 100 is connected to an
Ethernet network via connector 1110, which may be an Rj-45 type connector.
In the end-cable mode, the signal lines are passed through isolation elements
1120, e.g., transformers and also through bridge rectifier 1130 to provide 48
20 Volt DC at lines 1131. Alternately, the invention may receive power in the
Mid-Span mode from the extra two pins of the 100Mbps cabling through

diodes 1132 and 1133 to provide 48 Volts DC at lines 1131. The network may
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provi des the necessary power, e.g. +5 volts, to run
power ed conponents of device 100. Power to device 100
may al so be provided using i ndependent power supply
into 5jns 1171. In this illustration, a +12V S%Pgéé i S
dd at pins 15 1171 to al ternati vel y PSEHEFI0HETHBe
100. When power is provided through pins 1171, the
state of transistors 115@,detern ne which power source
device 100 is powered from Thus, an enbodi nent may
provi de use of an independent power source when
vRIARE e d 19 1P Krd19NRd dioded ihaMselal bRy phleéraeddbag lpack to
Figure 2,” Device 100 nmay be i npl enented as a 20
iBERbhe server with various types of configurable

I nput/ out put ports. For WD 2004/034284

PCTI US2003/ 031403 17 i nstance, device 100 may incl ude

parallel 1/0O caontro]ler 270 for cgnpect 0

bt eltediovisr Bt s Lo B0 Bt GRr PE L BBpRFEE 201,

serial interface controller g@%{ 280 for
ressiRn H RICY GRS SIERASHgestAnce B3 tgtmp ek drmdietiovi ces

havi n serial comunication capability; infrared
deviEpHD WhsRUPEI Ketectiar of s Rraper POWSRFHERIEER 1181 aliot h

external devices with IR capability throu%h gort 203;
pevéres fatbasrwarr sempatiily cd iy nesy pike WithoublFE®Sge. 3af

conmuni cation with an | P network, such as the
corpatibleepoweyi Ay deviceg0 will aotdpgegn i 88 praperpover de any

necessary clock signals to drive the I/O controllers
signataxsdonelatetastediontthemgiwedkdines byldeteetantidPds. 10

When proper power signature is detected by detector 1140, it turns on

switching transistors 1150 which turns on regulator 1160. Regulator 1160
provides the necessary power, e.g. +5 volts, to run powered components of

device 100.

Power to device 100 may also be provided using independent power
supply into pins 1171. In this illustration, a +12V supply is provided at pins
1171 to alternatively power device 100. When power is provided through
pins 1171, the state of transistors 1150 determine which power source device
100 is powered from. Thus, an embodiment may provide use of an

independent power source when proper network power is unavailable.

Referring back to Figure 2, Device 100 may be implemented as a

scalable server with various types of configurable input/output ports. For
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Serial Input/Qutput In one or nore enbodi nents, Seri al
port 202 provides bi-directional conmmunication with
external devices. Serial port 202 may conprise one or
nore nine-pin D-sub serial ports and/or cﬁptlve SCrew
EA{UNBY3 1
a variety of equipnent. A nine-pin D sub serial port
offers RS-232, RS-422 angy; RS-485 conpatibility, while
a captive screw termnal typically supports RS-232
conmuni cation. Serial port 202 may be configured for
iV e vid® WilmayHaielud paranl €/ O parttol 2D270rfaycdagection to
configured for a pass-through" node that provides

ekiefhal @BaRinld devickOthP@sh fleRibRUMA 200 50R At ertcel oAb IRR
exi sting control systemand to control and nonitor a

HANBH St oniti &Rion BRGuEINSIrAIREYitHENéa R deORedRirin
connect to an AN system t'hrough one WD 2004/ 034284

séztal é&ﬁ%gﬁéé&%%%m%m%ea% e EorlthftleS BT d9Blfopor t s for

nonitoring and cont while maintaining the ability
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in one or nore enbodi ments, conflguratlon of seria
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ransceil ver he transcei ver cou
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clgc stlézl)a]lsatn %ﬂggg'l (é’%‘oké&he?%m-g&%qﬁz%ﬁé W?{h aglg\fé %gtrirma bl

franste
t gconnndate sever al protocols thus all owi ng for
5 %ﬁ? gurablllty through a web browser. Note that
other suitable transceivers may be configurable

Serial Input/Qutput

In one or more embodiments, Serial port 202 provides bi-directional
communication with external devices. Serial port 202 may comprise one or
more nine-pin D-sub serial- ports and/or captive screw terminal serial ports
for flexible connectivity to a variety of equipment. A nine-pin D-sub serial
port offers RS-232, RS-422 and RS5-485 compatibility, while a captive screw
terminal typically supports RS-232 communication. Serial port 202 may be
configured for various modes. For instance, port 202 may be configured for a
“pass-through” mode that provides the capability to pass through commands
from an existing control system and to control and monitor a connected

device. For instance, device 100 may connect to an A/V system through one



10 through junpers and/or software. Figure 3 is an
illustration of a graphical user interface for
configuring the serial port transceiver. The
raphi cal user interface nmay be presented as a

WO t084hd28ased web page. Wien a user sel ect s F&TIS§WR031403
paraneter value fromthe web page (e.g., baud rate of
9600 bps), the web brows at the web access 15
station transmts this paranmeter value back to device
100 (e.g., using URL encoding) where a control

dr5trS bthe §81al %5}% o hbAttorR R dndlcbRARSGAilRaih@irEd the

accordingly. Tn this illustration, the graphical user
Agg&ggd‘&@m&a%h%ﬁs fieh (e.gelre%c&ésum@ﬁ). port type (e.g.
RS 427, and RS-4 5), baud rate, number of

data bits, parity (even/odd), nunber of stop bits, and
flow control 20 (XON XOFF). WD 2004/ 0342 .
PCT/ 1188 6 310re Ak s “‘ﬁflcﬁ‘%tfi‘%’lr%“‘i"‘/%sﬁb???géﬁw Bne or
nore enbodi nents, device 100 nm ge ,@}%nfi ur ed vviéh
comigurge HpushEOBkolof rpseiver BARY 28E AR Fankielr g | pe
configured as analog in_ q port can g,i gital in or

5 bgjagievise sush@s tkeéé’ﬁ%grﬁﬁﬁ?a;?l’ X$8rigseetedtAm gibFEd to
support a large 5 range of signal magnjtude. For
Gorparatinns theaLAKe30) MAXIRY, o 5 NBGRLATE Qe S8UHlor t i ng
digital and analog signals fromO to 24 volts praqvides
Taansodives devicesa dguiitable trabiceiveionax baenedhatiinprogrammagble
nmonitoring a wide variety of equipnent. The ports can
thaccommior gleisexckral grotecndd thes alivaving foy gpniigyeability éﬁﬂﬂdﬁlw ces

web browser. Note that other suitable transceivers may be configurable

10 through jumpers and/or software.

Figure 3 is an illustration of a graphical user interface for configuring

the serial port transceiver. The graphical user interfa;:e may be presented as a
forms-based web page. When a user selects a given parameter value from the
web page (e.g., baud rate of 9600 bps), the web browser at the web access

15 station transmits this parameter value back to device 100 (e.g., using URL
encoding) where a control register for the serial port transceiver is set
accordingly. In this illustration, the graphical user interface provides for
selection of port type (e.g. R5-232, R5-422, and RS-485), baud rate, number of
data bits, parity (even/odd), number of stop bits, and flow control

20 (XON/XOFF).



such as photo sensors, |evel feedback devices, strain

gauges, thernocouples 10 and vari abl e potentioneters.

In one enbodi ment, any incoming voltage signal is
led with a hlgh resol ution anal og-to-di
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processing unit 240 for further action (e.g., to be
stored in an internal reggster for conparison or
transm ssion as necessary for the specific
application). For exanple, a voltage threshold may 15

ﬁéﬁ@@t“ﬁﬂﬂﬁMhen the threshold is past, device 100 may

e configured to send out a serial command or e-nai
nessage or to trigger anot her event. In another

th t

R SR T
201. De 10 f

ik S e

ktamaaune 0 exce pecific tenperature.
digiel i digatal vin g traa)h% VSN THE 0T A %E

regi ster val ue conflgured Vi a forns in a b page

rangs ¢f teenl AsaING e dor Honcaypfloghle (3 pox sapabie of

PCT/ U82003/ 031403 20 Wen configured as digital
suppnuting digitdand arplpg sigraloiam K49 2‘8 Belksgrevides 4 ‘é%ag% hes,
sensors (e.g., noisture, notion, etc.), and other
rasigaistitgblefonfandiollingenl deranenitosing giviide TRIH A I RN Vi ce
100. This configuration may provide the ability to
receive status froma variety of devices such as

Pr 0] Bfetpdkts ki BesconBgured & leZdek drakjgaolthge fHer defes  0om
partition swtches, and push buttons When confi gured
sidch & ipHbioaknsoky RyITeedbh@dekice, Poiih $alitt, HBynadbiples
and variable potentiometers. In one embodiment, any incoming voltage
signal is sampled with a high resolution analog-to-digital converter. The
digitized voltage is then provided to processing unit 240 for further action
(e.g., to be stored in an internal register for comparison or transmission as
necessary for the specific application). For example, a voltage threshold may
be set and when the threshold is past, device 100 may be configured to send
out a serial command or e-mail message, or to trigger another event. In
another example, a thermal sensor installed in an equipment rack may be
connected to one of the Flex I/O ports 201. Device 100 may be configured to
turn on auxiliary cooling fans and/or send an e-mail if the rack temperattire

exceeds a specific temperature. The trigger temperature may be implemented

as a register value configured via forms in a web page provided by device

100.



LEDs, incandescent |anps, and other devices. For

exanpl e, applications that require contact closure
control may interface, with Flex 1/0O ports 201 through
a relay box. Thus in operation, Flex 1/O ports 201 n%y
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is acircuit schematic illustrating the
configurability of the FI26x 1/0O ports in accordance
wi th one enbodi nent of the invention. \Wen

Confl‘)&gri ng. port SQl,Paz,s a digital outﬁut port, the
user YYhe} caEisurgtasidigiieatipyts, Figal/shiperes 21 ey sgnaeqito
browser interface as shown in Figure 4, for exanple.
sytcfoieasQrs (g quisititreomopan ket adothertsimibasdigitel at e
registers in Processing Unit 510, which can then be
dexises to provridefeedburk tocdevice 300. i ThdH qonfigirgtiorsvay praygdeor
gates enabling specific circuitry for the specified
tooaifility e mceivnstatizs GomssvanigtylifidevisssGuclcandrdjetter Bftglevi ce
such as an FPGA (Field Programmable Gate Array), a
nmiterized pmojecioh ecreersy roottpmrtiinewikhesland mesh b@ons.
Configuring port 501 to digital output node involves
the Processing Unit 510 enabling programuable pull-up

CTl RO BATa0s S s HA LD d Ao

S35 | i | LzsLate
LEDFRESHB A PO Stk s e

r%&@ slalg cfESBﬂE oG ma'tu, L0, RUL 1R FIAR If@ﬂ,ﬁ; a1 ég)ﬁﬁﬁ'i gh.
0 generate the outpu ow, an open coflector output d
a o, R8s dabpflioh J1 AN TG 61 1Ry BB P i G0 ! M9

t driver i's
p%%cf%%opdﬁé@u?e‘? that pulls to ground with very | ow

Figure 5 is a circuit schematic illustrating the configurability of the Flex
1/0 ports in accordance with one embodiment of the invention. When
configuring port 501 as a digital output port, the user may set configuration
parameters ﬁsing the browser interface as shown in Figure 4, for example.
Those configuration parameters set appropriate registers in Processing Unit
510, which can then be used to drive, directly or indirectly, switches or gates
enabling specific circuitry for the specified configuration. Processing Unit 510
could be a device such as an FPGA (Field Programmable Gate Array), a

microcontroller, or other similar device,

Configuring port 501 to digital output mode involves the Processing

Unit 510 enabling programmable pull-up resistor 503 and diode 502. To



i npedance. The characteristic of open collector output
driver 506 is that its output goes to high inpedance
when of f thus behaving as an unconnected device. Qpen
col |l ector output driver 506 may be inplenmented with a

WO %1’8‘{/?3&@4 such as ULN2003A from STM cr oel ecttCEHSeW3/031d03
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Configuring port 501 to H&put node, anal og or digital,
i nvol ves the Processing “Unit setting open collector
out put driver 506 to high |npedance state (i.e. off),

gﬁ%rﬁg%%ljgﬂﬂuk 'tﬁeslt’x%&%sr.p %o tLng'xtﬂaq 119% ) tgpsq;tg 01

I'mar’y |npe ance Fueen I'nput “port

I st or

ik 1*%%&? Repithd B oo FEGER b 3% RlPrf BB o
vol t age . te value for A/D nverter 507
WP B rébﬁﬂﬁﬁsﬁf’% e S L b Sl “cS?et

rOV|d|n nf i gur abl orts.
e it e CrEEE G 28 s G e thaP BVt
configurations ma tg rovi de_ an equival ent
Horis FpRReRISPRECTOr €y &f eV DAY IR epRh B epHeEw
i nvention. 20 WO 2004/ 034284 PCT/ U82003/ 031403 22
imperanced Thothasckerpien! rert clssoretpriclnsdS0hdy thantt ude
one or nore fully progranmable IR ports. Each IR port
D HEoeRPdEstEmpedace pien pﬂghqsﬁaeéa‘g%ﬁfsan ycppnesied
MAthOUt the carrier signal using a wired IRentter or

davicougmensrlieronopudrivas Fismayke/pipiemepted witk agatire of
collecting IR control data in various

such as ULN2003A from STMicroelectronics.

Configuring port 501 to input mode, analog or digital, involves the
Processing Unit setting open collector output driver 506 to high impedance
state (i.e. off), and setting tri-state buffer 504 to the off mode. Thus, the
primary impedance between input port 501 and analog-to-digital (A/D)
converter 507 is resistor divider 505. Resistor divider 505 scales the input

voltage o an appropriate value for A/D converter 507.

Figure 5 illustrates one possible embodiment of circuitry for providing
configurable Flex I/O ports. It will be understood that other circuitry
configurations may be used to provide an equivalent configurable I/O port

within the scope of the invention.



ways such as file download and IR |l earning. IR data
may be downl oaded froma variety of sources for a
vari ety of devices for storage in device 100. IR data,
such as timng information, nmay be stored in
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510. A state nmachine in Processing Unit 510 10 may
then cycle through the bufXer to generate a nodul at ed
signal. The nodul ated signal nmay be cl ocked the 1/0
Cl ock 260 (Figure 2). 1/O clock 260 may be a device
Sixty Six (66) MHz nmaster clock crystal
thereby providing for generation of nultiple carrier
frequenci es using clock divider. Thus, it is possible

t 0 PrEabodfndrts SIIMEViR 00 Rhy BNk bRE Yr ﬁ&&gw prents with
the 15 present |nvent|on Al 'so stored in 'Processing

H@» tanRdibld R A8, BAIIR boRbnaGWel c8Sabf ?f%ugﬁf&l:iﬂ@ﬂ? signals

Trequency to put out in bu sts tot pfrent™ under
G bf Rthoutlife &%&%ﬁsgmmsﬂ{gad wirfRR érglgtpvse}%x&g@ges X avi ng

hrough transi stor FET) to

sr&fca%ty Biedjee 300 ¢ Sﬂ%%#@%@ﬁ?%ﬁ SibobiH3aat
ggl ce 2 s@?’%{‘hg;d%giﬁélgm QQXIA be 30 w? acpl e

easy earn ng proces
|ded deV|ce.
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specific serial connand strings with specific |t
commands. The iR learning capability allows a 5

nul t iR dide sigh asdipipg @maﬁonewc@e stored irf Bestdn-Figstiaut

easi |y adapted to today's
(FIFO) buffers in Processing Unit 510. A state machine in Processing Unit 510

may then cycle through the buffer to generate a modulated signal. The
modulated signal may be clocked the I/0 Clock 260 (Figure 2). I1/O clock 260
may be a device such as a Sixty Six (66) MHz master clock crystal thereby
providing for generation of multiple carrier frequencies using clock divider.
Thus, it is possible to provide IR control for a variety of equipments with the

present invention.

Also stored in Processing Unit 510 is the number of cycles of a carrier
frequency to put out in bursts to the equipment under control. The output
signals may then be passed through transistors (e.g. FET) to drive cables

having IR emitters.

Device 100 may also include the ability to learn IR commands for



hi gh- speed LAN communi cati on systens. Network

I nterface Enbodi nents of Device 100 use industry
standard Et hernet 10 conmuni cation protocols, such as
ARP, DHCP, ICWP (ping) TCP/IP, Telnet, HITP, and SMIP
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controlling and scheduling of equi pnent connected to
devi ce 100. Enbodi nent s2bf devi ce 100 provide the
capability to wite and upload scripts that autonmate
sone functions, For exanple, the user may want to
vesilly any ibcangrilale detigeo i mpledng g5t [RepsBige process
assignable criteria such as turning connected
ey Upe prplemented aisingfap [ rempte promvidedi widltia d¢viges and
alerting individuals if an attached unit is stolen or
Egbedinwints df tlee inkérition phay alpyassociateyspedifiaseriaheoousind
connect to device 100 enabling support of many
sigiopewith epcificdBrremnideds. clde IR Barming capebilisyaliomma

t hroughput 20 by sending information to all the users
miultitpde ofl degices With ldgery, inteefecen sebamgil c addp@ 20 ey 34284 24
PCT/ US2003/ 031403 100 can be used to nonitor and
highnpecal LAN complumicpti@cgsteots. equi pnment  si nul t aneousl vy,
configuration and nonitoring are sinplified, and | ess
network traffic is created than would be the case for
a systemin which each piece of equiprment is required
to be nonitored and control |l ed separately. 5 Various

| evel s of security wth password protection may be

i ncluded in
Network Interface

Embodiments of Device 100 use industry standard Ethernet
communication protocols, such as ARP, DHCP, ICMP (ping) TCP/IP, Telnet,
HTTP, and SMTP to provide a web interface to a user for monitoring,
controlling and scheduling of equipment connected to device 100.
Embodiments of device 100 provide the capability to write and upload scripts
that automate some functions. For example, the user may want to control
some electronic equipment based on assignable criteria such as turning
connected equipment on or off at predetermined times and alerting

individuals if an attached unit is stolen or goes offline.

Multiple users may simultaneously connect to device 100 enabling
support of many concurrent users. Device 100 improves system throughput

by sending information to all the users in parallel. Further, because device



sonme enbodi nents of the invention. For instance, a
"User" access level may authorize limted entry to
only pre-designated functions, while an
"Admi ni strator” access |level permts full access
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G aphi cal User Interface, ich 10 serves as an asset
managemnent tool by al | owi Ay the user to identify and
nonitor all electronic equi pment connected to each of

PFralbe TR0 \Pﬁ}?ut%ﬁ%d’ éoﬁ%oglﬁy\}et%?egpi&gg of e@[u (flgl\% system

The user can configure ervi ng i ces 100

I h eralized
ELUERERES) coliphd B e EFS w?%%%f%w&%e RLfEt G an
r cka nta| | |
%%Fﬁ{"?”?ﬂhf kR R VO i 8r i %@"f‘e&\ &%ﬁls
[ nt_or, .create ei t he
L T %’%”‘g herbiited TdfoaREec T BPed, ¢ he
user can view the status of all equipnent via a web
browser. Each Ethernet-enabled device 100 wll have a
uni q@rieys leiedhr o secupity tithipasssyord prbtactiomung be reluded in
General i zed 20 Graphical User Interface device list.
spae epbedingintanfyhecinvetiono Fodinstanea “Usept asesidvaignihe
chosen device in the system To assist in the
apdheirize liméted omiriNDd GOPOAreORMiZBAePaTICHISROOBNOA1 403 25
process, the Generalized G aphical User Interface may
“dolminismatodrceess levelgremits fidl abakspio adhirebd patangsdes
informati on specific to the page being configured.
Figure 6 is an illustration of an exanple Ceneralized

G apbéhal 10VaRYudes a Generalized Graphical User Interface, which
serves as an asset management tool by allowing the user to identify and
monitor all electronic equipment connected to each of one or more web-
serving devices 100 in the system. The user can configure the web-serving
devices 100 for control of the equipment through the Generalized Graphical

User Interface interface.

Users can implement driver packages containing all data and control
functionality for a specific piece of equipment or create their own drivers.
Once the pieces of equipment are identified and configured, the user can view
the status of all equipment via a web browser. Each Ethernet-enabled device
100 will have a unique IP address with links tied through the Generalized
Graphical User Interface device list. Tﬂe user simply clicks on an icon

representing the chosen device in the system. To assist in the configuration



5 Interface in accordance with an enbodi nent of the
present invention. In this illustration, Generalized
Graphical User Interface 600 has various tabs that
enabl e a user to access, control (e.g., tab 61q%,

WO HSHIHEY (e.g., tab 620), and schedul e (e RGT/USRUHOHAE)
el ectronic equi pnent (e.g., AN products) connected to
devi ce 100. 10 Generaliz&8 G aphical User Interface
600 may be customized to provide a centralized
managenment gggter fg& al | equi pnment connected to

Rrasesy e Gensralizged raphisal ses Intarirse may sAnt@AORESrent  such
as a school, or all _ around the world. In such a case,
sgnFAtRRel OV ad\PTpYides igormationgpesifip fo the éP&fg%ei”%ﬁw appr oach
for each device 100 and its connected el ectronic 15
cenfigyrent . W ndow 650 provides a custoni zabl e web page
that may be tailored to neet specific needs and

provi de the desired functionality for each piece of

equi pEeRts is hailiistaion i 8 eehip sBYndIslizdy Caaptaal Uyer
created using "server-side include" functionality.

5 IilfeffaceSR MO dahibcd@ith BE MBSl imleHN GFithOpreRAE BREntidAT Wh this
command |ines and i ncludes the desired information in

ihRerak6d QRABRLAY Craphicd UsBY RPVSRke 6RGas VdHous 34k el - Si de
i ncl ude" function is described in detail bel ow. WO

eRB064 034 48448, cIBQ¥611é§§9%/6@@,16\%&&?(@.3,@%8 &p@)| draed

Graphical User Interface and the Ethérnet-to-seria

Hﬁfef(é‘.g.‘?taﬁ B0} Riekirdéc %@h&&&g?ﬁ% PrOHRR) LaReREVI de

5
a necessary functi ona
to device 100.

10 Generalized Graphical User Interface 600 may be customized to
provide a centralized management center for all equipment connected to
various web-serving devices 100 in an environment such as a school, or all
around the world. In such a case, window 640 may provide a &ee—type
selection approach for each device 100 and its connected electronic

15 equipment. Window 650 provides a customizable web page that may be
tailored to meet specific needs and provide the desired functionality for each
piece of equipment. Each web page 650 may be dynamically created using
"server-side include" functionality. The "server-side include” function parses
HTML command lines and includes the desired information in the web page

20 sent to browser 600. The "server-side include" function is described in detail

below.



for asset managenent. Wth its polling and e-mai
capabilities, which allows a user to program device
100 to continually nonitor the status of one or nore 5
e%ui nments connected to it and provide notification to
WOROHQMB4 e g, via e-mail) when a certai n KIAGRIPEH 4L
met, device 100 can quickly alert users to security
breaches. Al so, by havingsaccess to al
net wor k- connect ed equi pnent, users can determ ne
whi ch devices are used nost frequently and all ocate
r es dlired@mnerdliagdGraphicaldésgr Intexfare and thekithesnetttprgerial
i ndi vi dual needs of each environnment, the software
intaif e kacdilitanf the peassttdmienton provilesyylesgssay fwrtippaidnt ' s
status in any nunber of ways. For instance,
f&rQks et maaskRshdatit Weth sts paling had edmaieapabilitivs,orhiof dllover  bar
graphs may show nmaxi mrum anount of |anp hours vs. hours
akS@do pkéyRirm dedibe 1081ts cortineallyembhiedrthesuitub odneanchdreel
by including a | ogo or marketi ng nessage 15 using
5 elifipMrenklastbcRBitdRah@ ProvitR\RBEEdtDh to ADSkr @ Svia EBingtil) e 7
is an exanple web page that nmay be created for

wheR b k&kaiR ForftiRH B tirg EMikCId0mRR hﬁi@l'd?' aleitt uskRItS security

illTustration, a user is able to select functions such

bR RO VR Is0 08 Iving ALLAER allidBVbrk S OHARATG RS iserand
resi zi ng of theE%IeMAng area. Figure 8 provides

oA\ inét' ghﬂg %—igﬁtésoc@e @kd SnodeReRRARy ASRPALCAL 8dolctd 20

contro A user is provided with the ability
bl %L?M&?nd mani pul ate such basic functions as vol uneg,
nu?e, video inputs; power, and other functions of A
V equi prent (e.g., a projector). In this illustration,

10 a uST%rallgainfoyfh)eerg)dgéi/dg%?l%gfs o?ce:;-c/h%?l%gcgr%lgn ,1 tﬁ(e)go 7are

interface can be customized to display an equipment’s status in any number
of ways. For instance, color-coded buttons may signal power on or off, or bar
graphs may show maximum amount of lamp hours vs. hours used. Users can
also create their own look and feel by including a logo or marketing message
15 using HTML, Flash animation, JavaScript, and more. Figure 7 is an example
web page that may be created for control of a Samsung™ LCD monitor. In
this illustration, a user is able to select functions such as power on/off, video

input source selection, and resizing of the viewing area.

Figure 8 provides another illustration of a web page associated with
20 control tab 610. A user is provided with the ability to view and manipulate
such basic functions as volume, mute, video inputs, power, and other

functions of A/V equipment (e.g., a projector). In this illustration, a user can



renotely control equi pnent such as a VCR, DVD, PC,

Docunent Canera, |aptop, etc., using the control
buttons provided on the web page. For inst ance t here
are buttons for "Play", "Fast Forward", "Rew n

WO 0003484 "Stop”, etc. The basic control é’%’i”é?ﬂ“f’%“ﬂr’
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renot e control) of each piece of 5 equi pnent renains
functional while a user R8 provided the added
functionality of controlling all of the equipnent from
anywhere in the world. A_nonitor web page grovides a
re@etelyt oatrghiquinment snahias iy V$ika PYD, PLuResuneins Cames,
product. For exanple, a user can poll the |lanp hours
lefftopietc., vging ks oatiorjoas provisied endhe web page. §pbj ect or
does not have a built-in lanp tiner. 10 Wth

ipstarjce.dheye srednidtons foe iTlaey IFesd Forward o URevaing Ui Pause’™n ti mer,
device 100 may nonitor the ON and OFF tines by ei t her
"Stopt, gl Thebpsidrenpolsgstem\ig.¢-clemmte congnd ichepchipéecebfange i n
current, for exanple. The device may al so be
euipgratmeadirts dumsipndl ywhile a siser ibyrogidedithe added exanpl e,
Figure 9 is an illustration of a nonitor web page for

fiiriveiofGding onghivbIByip el/asthe equipmetidrom kiyviiteré tn the world.
illustration, device 10 is configured to notify the
user by e-mai | when the equipnent is disconnected. In

anot f gﬂa‘&l ﬁagte réﬁﬁ‘éfsq éﬂﬁe %Ewﬁ?gﬁ-w{ fatds

assom at e sche ule ta the Generalized

ﬁ.gcﬁ&@cffql r&ifE B bR @E%usE% BbR YA gq)%ﬁrsqgaill ty to

contro evi ces over I nst anc Igure 10 IS

c&ﬂm&t&{i gt?‘ogacﬁ%% %Uelr"\’}ff gé?? %&%@%@ﬁﬁggﬁ B}xﬁ’t%ﬂ‘f%&;g fimbd€
Wi ”nye&?%'ra%u BB ib%%”ﬁ%ﬁﬁ el AR Tt i on
mon}/tor he Bﬁanedd()f“lpnrg\gsy Eyceelth:tla'xo c%n%ﬁmg the power switch or

sensing the change in current, for example. The device may also be

programmed to notify a user by e-mail. For example, Figure 9 is an

illustration of a monitor web page for the Samsung™ SyncMaster monitor. In

this illustration, device 10 is configured to notify the user by e-mail when the

equipment is disconnected.

In another example, a scheduling web page (e.g., associated with the
schedule tab of the Generalized Graphical User Interface) may provide the
ability to control devices over time. For instance, Figure 10 is an illustration of
a scheduling web page for the example Samsung™ SyncMaster monitor. In
this illustration, the monitor is scheduled to power off Monday through

Friday at 12:00 noon. This information may be passed to device 100 where it



WD 2004/ 034284 PCT/ US2003/ 031403 28 may be stored in
regi sters or other nenory associated with nonitoring
the specified piece of equipnment. In a typical
application, a technician at an educational facility
WO 304/934288everal cl assrooms may need access tPETEGAVPETII03
nmoni tor, and troubl eshoot the 5 school's AN equi pnent
froma single | ocation onpgcanpus. Using the
General i zed Graphical User Interface software, the
techni cian can program one or nore web-serving
rdlaybestsred FOR¥istets drrotltds mefrpanpasttd ivithangnildeidg thel N
each classroom and generate an e-nmail alert at 1,350

sP@diﬁédmmldfe&;lﬂ%méﬁ. each projector |amp's expected
i fe maxi mum of 1,500 hours. The technician may 10 set

up the device so that alerts can be received by e-mail

via SRR L BEhcafEh o taﬁaﬁoya% PR R DR Ay Wk

time ion regar a
shREalE .né%&ﬁéé‘e%ﬂaﬁ%%sd o {“@g&, RORGT PO e o e

> sRple é?*f%ﬁ%li’@gwef‘éﬁ%é Peffuacst gtﬁ inalbiedhean bo
Rl e it T fecs sients B roREER R PG
R A R %%'a%r@me web
%%Ggsm be confi gured dynam cal |

20
AP Y genersd an g e et %téﬁﬁ@x%ﬁ»:ml Qfé"x’f?— e@chan d/ or

equi pnent status WO 2004/ 034284 PCT/ U82003/ 031403
prolector lamp’s expected life maximum of 1,500 hours. The technician may

10 set up the device so that alerts can be received by e-mail via a computer, cell
phone, PDA, or pager. With timely information regarding lamp life, the
technician can then order and replace the lamps before the existing ones burn
out. In addition, the technician can configure the projectors to powex; on or off
at pre-selected times, and each device can be automatically monitored for its

15 connection to the LAN. Thus, the present invention helps minimize

downtime because equipment may be proactively serviced.

Configuring Device Web Page

Each device web page may be configured dynamically. A user may

20 program device 100 to dynamically obtain device and/or equipment status



29 when a web page is requested by a web browser.
Requests fromthe web browser may be sent to device
100 via URL encoding or other transfer nechanism
Upon receiving the request, device 100 parses t he

WO 240 t o deternine what information is HEGHaYBEH 03
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or what action to take. 5 For instance, a user may
want to reset the counteg9for Lanphours for a

particul ar projector connected to device 100. The user
may send the command to reset the counter by pressing
whéna wehnpaga is leaudsted by arvebhipwassy Requenisdiam thg Fffﬂ%our s",
for exanple. The browser sends the command "<l P-
MODRESBY/bekentio Sae-100 siaiuenseding oupdar frawsédrvi ng t he
command, 10 device 100 parses the conmand, obtains the
mahhra‘bheU‘pb:aranmmgshe @rdest, [devicey Hiparssh fheO‘équelSh’fen sets
the corresponding register value in nmenory to "0". Wb
deag@inenvehat bdotmaitioh ischpqraasied adrl what ectimngte takef or mat i on f or
each device may be obtained by the appropriate HTM
command |line. For instance, the foll ow ng command

wi l | FJr%giArgx% Jsl;kem %ﬁﬁg rdsBif 1RE BRIt Tor LihpibudstoPa

"server e inclu function, and send t'’he data back
="WCY |
pt@ﬁxchﬁ? pﬁ&to@ %9%6&% gfé’%é&%ibé-] Theser #ﬁﬁnlé‘%ﬁi‘d’tﬁ% e

R R B ﬁé‘%ﬁ‘-’gf% e riset oo %29i on
"f{ese{ l?am&] 081:5 rfgﬁﬁgﬁlglez%PﬁpoWséisé? 5 ?-Ie c@H\gnag&(an

crea es are ver because,

A%S%s ?gl%ame CEEgé@%QIQ.%ﬂQ&}Ao%Upon receiving the command,

device 100 parses the command, obtains the variable "Lamphours” and the

value of “0”, then sets the corresponding register value in memory to "0".

Web pages may be built dynamically because information for each
device may be obtained by the appropriate HTML command line. For
instance, the following command will retrieve the desired information, using

a "server-side include" function, and send the data back to the web page.
typeArray{1]='<!--#echo var="W1CY | "-->

Device 100 parses this HTML command line, retrieves information
represented by "WI1CY" and returns the web page with the retrieved

information to the web browser.

Processing of and dynamic creation of web pages are very fast because,



30 in one or nore enbodi nents, device 100 uses a
flattened network stack instead of the traditiona
seven | ayer OSI (International Standards

ani zation) stack, when receiving network traffic

O . A
WO:F‘\O%?%‘@%ed stack allows for faster procesdiCA58§03/031403
network traffic to determne if the information 5

contained in the traffic3s of interest to device 100.
The flattened stack approach treats the data as one

long piece of flattened data. cong r ast h seven

ingHerr MedSmbrdige ae‘ﬁfeolgﬁé}éffsﬁ‘ a&F“‘%’d?‘ﬁ?‘Sﬂ’g( ﬁtt%fge rs
before the actual data js retrieved at the seventh
ingfgastof the waditional sgypn l%%zﬁ%ﬁ%%p@mﬂ Sendads ened st ack
allows one to imedi ately check the first one or two
Qrgarizativn) stackawhen 1ageii@gaetask rafflg: suflaiiened sadkallars on
of interest to device 100 w thout the added burden of
fpr fostersporrgsingof tetw pukdTafinfe detexminetifibe lnfpmRABOS.  Fi gur e
13 is an illustration of the flattened stack in

5 cactaoedanthe twificis ofdnteadt towtavise HI0. (The flpitenedstack nvent i on.
The flattened stack, which may be inplenented in
apptdaeh trivets theelnta a0 ong lohg wieceof fhatteseskdata. dby candraptedd t o
elimnate 15 redundant processing in device 100. The

s6¥n |syey avdElayquirespaeksst L0 vasousigplaméete the dethuml data
flattened stack 1320 for processing. The Ethernet

ipRei@bd apthe baventhilayet ie. the lApplitatign $egerk nA flafiérree ses)
fromByte O through Byte N, with the Ethernet Header;

allows enexd ilyhetlialy Eheblefddist chobt wuels tdzyof the tdCP Header ;
the Payload (or Data); and finally the Ethernet CRC

10 defralieanRebundanemaiéh shrelesng deticaros. wiierurtld addedr i or
art systens will receive the Ethernet packet and:

burden of processing in the previous six network layers.

Figure 13 is an illustration of the flattened stack in accordance with
embodiments of the present invention. The flattened stack, which may be
implemented in either hardware or software, arises from the need to eliminate

15 redundant processing in device 100. The OSI seven layer model 1310 is
replaced with a flattened stack 1320 for processing. The Ethernet packet
arrives in the following segments (frames), from Byte 0 through Byte N, with
the Ethernet Header,; followed by the IP Header; followed by the TCP Header;

the Payload (or Data); and finally the Ethernet CRC (Cyclic Redundancy

20 Checking) frame.

Normally, prior art systems will receive the Ethernet packet and

process the Ethernet frame, then process the IP packet, then process the TCP



process the Ethernet frame, then process the IP
packet, then process the TCP WO 2004/ 034284

PCTI US2003/ 031403 31 segnent, before the packet is
assed to the Application |ayer. The Application

WO L084/828hen checks if the application dataPCEUHPEP14HRd
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needed. If the data is valid and needed, it wll be
processed, otherwise it wi3l be dropped. Thus,

needl ess processing is perforned before the decision
to drop,5 unneeded data is made. This is possible
b&EHFSE PefREe 6R§Z‘Ft ip Rgsspd torthe ApPlksation lyee B as

know edge of what applications are active in the upper
| Apelietionjayer then ¢heghsigtheaplicatipn gatn i ilid pad perdedt Ift o
be di scarded at the earl|iest possible point so no
pthsdatads vajidangareeded, itxgl beprovessed phereisel wikl he k

i npl enentation organizes its check/ processi ng based
odiropped. r Bwsceediesstprecensinghia pexfpmmedibefore the@ledisith &r drop
requi renents and providing for easier inplenmentation
i nnsedesk divis cnadEnibloid ispmasible becapbrethp leessshlaydérod dret@In
reduce the needl ess processing by making the

detagh/hes bumded gbaxf mdiabappliortixohs atesictiveis thd ippst fayesd Thus
Figure 14. The Ethernet packet is received in block
1flBtenéd stindkadlkws dR(hackdt éo it dierand=d at Addbadiest pesbleeader
are checked for validity. If the Ethernet address and
Ioilteade praesinggiowea s wistdd €hp fslkeried istcklinglp@entation

i medi ately at Block 1450. Oherwise, if the IP
agghress itaatbchadessiag Baséd bh thexeACRESIREMPTOCRLGHHiZig
bl ock 1430. At bl ock 1430, the I P Address and TCP
HulfePreqliRerfdiRCHRIProOIdingbt glistey implémedthor RitAaRES. and
TCP state are not valid, the packet is dropped

i medi ately at Block 1450. Otherwise, if the address

and NEAgSH3hE of ﬁ'!eipge££tqﬁ9e?1%iioﬂ Peduce the needless processing
by making the drop/process decision immediately as illustrated in Figure 14.
The Ethernet packet is received in block 1410. At block 1420, the Ethernet
Address and Header are checked for validity. If the Ethernet address and
header are not valid, the packet is dropped immediately at Block 1450.
Otherwise, if the IP address and header are valid processing proceeds to block
1430. At block 1430, the IP Address and TCP state are checked for validity. If
the IP address and TCP state are not valid, the packet is dropped immediately
at Block 1450. Otherwise, if the address and header are valid processing

proceeds to block 1440 where the data is processed.

Figure 12 is a block diagram illustrating, in accordance with an

embodiment of the invention, a firmware/software configuration of a web



20 proceeds to block 1440 where the data is processed.
Figure 12 is a block diagramillustrating, in
accordance with an enbodi ment of the invention a
firmvare/ software configuration of a web

WO 204044284 PCT/ US2003/ 031403 32 server dé’\ﬁfé@”{(’ﬁ’aft““
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may be inpl enented using the CPU and nenory hardware
previ ously descri bed. Wb "Server engine 1200 may be
i mpl enment ed using software stored in nmenory and

%é%ﬁ@ﬂc@%aﬂn%%ﬁ%ente& i PR Lagd) aq{dqgerh ROVI for

or any o varl ant™ circul t) O

?@%ﬁ%@“ﬁﬂg@mh' PRk SR AR B a8 S a' oo

a  progranma cul

|

f:ii eest ?fk“% B htob [T e M Bl roresgor
]ﬁzow'_’; 8't:°a‘t o fl é%@%%r”é‘é’o egF{sE%er'“ oé’lgt‘u(%ghsg""n a
3:;?:'%% %I(C%éo%sﬁﬁﬁlfém R TR b B
irne o Bat R b Vﬁﬁc’rpﬁqggm%ieegﬁ%%%! 63T

nt ed by cir U|try u to | d
P qrbvftw@)wgp Reeshietatie- URET 1207 A2o%6 # o
MAreIess support). Wb server engine 1200 conpri ses

PR B8R may e kmﬂ'swawé# ag mgmory Ipcations iR AM ors iregdsiefd e
functionality 1202, URL encodi ng decoder 1203 and e-
IRERHONFJR A PFRRET IR G 8 FiTopupcesspryt Blopked 244 baiit may
handl er 1201 provi des the mechanismfor inserting and

bg implerentgd a6 b1 RaM: thewnsh defeylt wab prgestdriigrs apdmction

scripts may also be stored in ROM. 1P interface 1205 is implemented by the
circuitry used to provide communication with the IP network (including

wired or wireless support).

Web server engine 1200 comprises flattened stack handler 1201,
“server-side include” functionality 1202, URL encoding decoder 1203 and e-

mail notification handler 1204. Flattened stack handler 1201 provides the

“mechanism for ingerting and extracting application level information into

transmitted IP packets and out of received IP packets, The use of a flattened
stack allows the web server engine to respond to web service requests much

faster than conventional web servers.

“Server-side include” functionality 1202 implements the generation of

web pages for transmission to a requesting web browser. This web page



transmtted | P packets and out of received |IP packets.
The use of a flattened stack allows the web server
engine to respond to web service requests nuch 20
faster than conventional web servers. "Server-side

WO 30pH3438¢" functionality 1202 inpl enents th&CTRRMOZPIIHH
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of web pages for transm'v\is),?gzon to a requesting web
browser. This web page 004/ 034284
PCTI US2003/ 031403 33 generati on nmay be achi eved

BRSNS ARENd @Pth M o i0HL A BURRpLEX!

uage) ‘i nformation I°nto an
age fromstorage . blo Si " - S
P Poa e BRI e a0 BB B B
URL,. encoding decqder. 1203 extracts, conmands .and dat a

g]r?ﬁ'ﬁi@g} T sg‘é(ﬁre'?‘ %H‘CW%]F pcqf%‘a%cg%i%“,mg??daﬁ reEETE e
execution of the given command or wites the extracted
BEVEPUI ue to the identified register. URL encoding is
described in nore detail in a previous section of
this specification. E-mail notification handler 1204

r es pdRisericodiag deqotlen! 203 exttdesroningendd dndsddte thplutsfrom
nmonitoring tasks to construct and send an e-nail
reesisatietty rqs@ecidd mdtiatesraedutian df the gven vdramand spetiiesi ¢
event occurs or a designated tine interval el apses.
tHeexeaddd daddilesake idaytifieel regisee dJRE encodingipdecrilvddt hi n
regi sters associated with a given piece of equipnent

{rBnére defill S £ plea R0 BetioR G ihpspadifitatigh.st er s 1206C and
1207C), or in general registers associated with 15 the

web- serving device itself (not shown). The enmail

noti fE'-rﬁgﬂ h&'}lcg@éf\ IQa%dfe‘f 804 responds to scripted or otherwise
scheduled monitoring tasks to construct and send an e-mail message to
specified e-mail addresses when a specific event occurs or a designated time
interval elapses. The email addresses may be stored, for example, within
registers associated with a given piece of equipment (e.g., miscellaneous
equipment registers 1206C and 1207C), or in general registers associated with
the web-serving device itself (not shown). The email notification may be sent
over the IP network, or it may be transmitted over another output port of the

web-serving device, such as a serial port.

Equipment A input registers 1206A and equipment Z input registers
1207A may be used to store the input received from an I/O port associated
with the given piece of equipment being monitored and controlled by the

web-serving device (note that the equipment could be another web-serving



over the IP network, or it may be transmtted over
anot her out put port of the web-serving device, such
as a serial port. Equipnent A input registers 1206A
and equi pnent Z input registers 1207A wa¥ be used to
WO 0043823t he | nput received froman I/ O port P&E&GEI03PHRH3
20 with the given piece of equipnent being nonitored
and controlled by the w8b-serving device (note that
t he equi pnment coul d be anot her web-serving WO
2004/ 034284 PCT/ US2003/ 031403 34_device%L.g Euch i nput
dggige)p Sud igPutnay basdigital dus spresentp g the sigtugof a pisee
pi ece of equipnment (e.g., lanp is "on" or "off"), or
efieipmegt (e tarep i gn't 9tz €K ) pmitmay be ghe digitized BRIt he
anal og-to-digital converter of a flexible I/O port
reseived fnoreitie fnalogxteedigitp! compigtter of@flexila O paitgonEgu2do
may read the input register as 5 directed by, for
faaanipl épud. Web sevgenging §2@onaporad the ipputgegisferdsce
driver. Equi pment A output registers 1206B and
5 dEgtedbg it eZamplepaitorresprirslirey &:tiod &ipBondgvideairiverd t o
store digital data to be transmtted over one of the
out put ports. Such output data may include, for

exarmiu%,m&%ta utaBste3A0dRHH h&ﬂn&@t%uﬁﬁﬁ?éiggﬁér@d

W th e performance of an attached pi ece of

18! tused’%t&@ﬁ%ﬁﬁﬁl SRR HRYMANEE 4 difig Stored
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10 equipment. Web server engine may overwrite the stored output data as
directed by an action script or commands received via URL encoding in an
HTTP request. Further, the transmission of the output data through the

output port may be performed in accordance with a device driver stored in

memory block 1210.

15 Miscellaneous registers 1206C and 1207C may be used to store data
values associated with the monitoring and control of corresponding
equipment, where the data value itself does not need to be communicated to
the equipment. For example, a timing interval for triggering a monitoring
function may be stored in the miscellaneous registers, or a threshold value

20 may be stored for comparison with a data value from one of the input
registers (e.g., comparing a temperature sensor reading with a threshold

value to determine whether a piece of equipment is active or on standby, or is
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used to store web pages (subject to the server-side include functionality),
10 memory block 1210 may be used to store device drivers loaded through the IP

network, and memory block 1211 may be used to store action scripts for

implementing controlling and monitoring functions.

Thus, a method and apparatus for providing universal web-access
functionality have been described. Although the present invention has been
15 described with respect to certain specific embodiments, it will be clear to
those skilled in the art that the inventive features of the present invention are
applicable to other embodiments as well, all of which are intended to fall

within the scope of the present invention.
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What is clained is: 1. paratus for providing

uni versal web access fonality conprising: a

first electronic device having a plurality of

confWoatrisfdriedlimput / Qut put ports; a network connection

to said first electronic device on a first one of said

plurality of conf|?urable | nput/ Qut put ports; and at
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first electronic device on a second one of said
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said first electronic device serves web pages
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Input/Qutput ports;

a network connection to said first electronic device on a first one of said
plurality of configurable Input/QOutput ports; and

at least one second electronic device connected to said first electronic
device on a second one of said plurality of configurable Input/OQutput ports,
wherein said first electronic device serves web pages associated with said at

least one second electronic device.



2. A nmethod for providing universal web access

functionality conprising: providing a plurality of

configurable input/Qutput ports on a first electronic

devi ce; connecting said first electronic device to a
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configurable Input/Qutput parts; and connecting at

| east one second el ectrofi c device to said first

el ectronic device on a second one of said plurality

of configurable Input/Qutput ports, wherein said
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comprising:

providing a plurality of configurable Input/Output ports on a first
electronic device;

connecting said first electronic device to a network via a first one of
said plurality of configurable Input/Qutput ports; and

connecting at least one second electronic device to said first electronic
device on a second one of said plurality of configurable Input/Output ports,
wherein said first electronic device serves web pages associated with said at

least one second electronic device.



