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1 PORTABLE ELECTRONI C APPARATUS, CONTROL METHOD FOR
PORTABLE ELECTRONI C APPARATUS, AND | C CARD FI ELD

Enbodi nents descri bed herein relate generally

portabl e el ectronic apparatus confi gur ed to acHmmm\‘\ﬁ““““‘m“\“\
vari ous kinds of processing by, for

transmtting and receiving commnds. BACKGRCUND | {5o1S9

general, an IC card for use as a portable 10
el ectronic apparatus is provided with a card-shaped

mai pokedwref FpEaskbaIor Abharhirke , andnarot CvrREBDE FOR
enbedded therein. The I C nodul e conprises an I C chip.

The PORTERILE EOEPTRSESCaARGARAINASI, | @NDemor gARSUCh as an

el ectrically erasabl e programuabl e read-only nenory 15
(EEPROV) or flash ROM which Edailhol d data w t hout

power supply, and a CPU configured to performvarious

oper at i ofgboddreargs dase riibghl Yeperinalyed aded gearerally to a
perform conmuni cation with external equipnment and
conpliréaled e26CALPPRREEPRABREEEs SPRE1IBTREe tohayhirae
hard tq for over, the IC cards are assuned to

be W&&d@&sm%%HdShP hPy °ESRFIA8ntYal TPh 6FAEPLSEN or the
I|k and u r a security system. electronic

0
busi ﬁ@§§“F?§ﬁ§§c?P8nrec@ﬁgln§5cpﬁm?89§nt years,

non-contact | C cards capabggcg&ROUND

In general, an IC card for use as a portable
electronic apparatus is provided with a card-shaped
main body of plastic or the like and an IC module
embedded therein. The IC module comprises an IC chip.
The IC chip comprises a nonvolatile memory, such as an
electrically erasable programmable read-only memory
(EEPROM) or flash ROM, which can hold data without
power supply, and a CPU configured to perform various
operations.

IC cards are highly portable and can perform
communication with external equipment and complicated
arithmetic processing. Since they are hard to forge,
moreover, the IC cards are assumed to be loaded with
highly confidential information or the like and used
for a security system, electronic business transaction,
etc. |

In recent years, non-contact IC cards capable of
data transmission and reception by non-contact

communication have become widely used. One such

LT
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data transm ssion and recepti on by non-cont act
communi cati on have becone wi dely used. One such 2
non-contact | C card conprises an I C chip and antenna.
This 1 C card receives a magnetic field generated from
a card reader/witer of a term nal device that
processes the IC card and i-s acti-vated as the antenna
therein is 5 excited by el ectromagnetic induction.
According to its protocol specifications, the non-
conhaetcbetaardItr aasht conprieca ahandbyhspabedi Bntenna.
which a wake-up command (WUPA or WUPB) is awaited in
response ICt caad irrsthiueti anm@BPESELECT) efldr ganerated from a
transition to a 10 state in which processing is
i nt eerdptreddatterithe odrd tesmaoeilvdesdceotpetf prpraases
operation. The transition to this standby state is an
opeithti df okrd prnet 66obctizperd FRefbeapateanpotiberein is
cases where processing is 15 interrupted so that the
nonSEGAL&EL PYCeegFE rir8agRpFLed 1 nFgCaAPnact i ve state
by a DESELECT conmand., I n one such case, the
i nt er r upficaR 50 "Perfordly PR OFPdc E8§Ihd L SRaviCRg  the non-
hit herto Qe§§ gerforned i.S.continued at restar

cas

the o
I'n &YOTREF aTBr éVPBis 6?8§e§§iﬁgslsn9g¥eﬁt? Sang Whien

newap%%%%g%%n%ohﬁa%%aq % f%? B@BB”H%i &aﬁ%@%ei response
e é I'ng e f'o

These cases are sel ect epen on t State

whi ¢, &t raRgitien Jns (besherrage cfhrom £he Q89bn o a
application state. Since the processing for the
state in which processing 1is interrupted after the card
is activated to perform an operation. The transition
to this standby state is an operation of a protocol
layer.

There are various cases where processing is
interrupted so that the non-contact IC card is shifted
to an inactive state by a DESELECT command. In one
such case, the interruption is temporary and processing
having hitherto been performed is continued at the
restart. In another case, previous processing is reset
and new processing is started from an initial state.
These cases are selected depending on the state to
which a transition is to be made from the OS or
application state. Since the processing for the
transition to the inactive state by the DESELECT
command is the operation of the protocol layer,
however, no operations are provided corresponding to

the above-described various cases.
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transition to the inactive state by the DESELECT 25
command is the operation of the protocol |ayer,
however, no operations are provided corresponding to
t he above-described various cases. 3 BRIEF
DESCRI PTION OF THE DRAWNGS FIG 1 is a diagram
showi ng an exenplary configuratien of an |IC card
system that handl es a non- contact IC card for use as
a portable electronic 5 apparatus according to an
enbodi nent; Fl BRIZFi $ESCHI2Fram SIFOWHEY DRAWEXESp! ary
configuration of the non-contact 1C card according to
t he enbodiigent; ibl & d3apgsam dhaghiam showkpgpaary
exenpl ary 10 configuration of a block prescribed by a
transhéigupabdbtocobifen Aonceovdt agsteonnbakcheindhes a non-
according to the enbodinent; FIG 4 is a diagram
sho@PR§a&ah éﬁeﬁﬁFér?Ofc@ﬁﬁl@ErétP@ﬁtébla PEBChEEEBEEI ng
to the enbodinment; 15 FIG 5 is a dlagran1shomnng an
exeﬁﬁPﬁF?tEénﬁFﬁgfﬁbﬂgoFOR@UleﬁﬁadﬁFEE and exenpl ary
ntents according to the enbodi gent; FIG

s gggnp?ah? P GRGHSPT SHOWARG tRoC*GPBLAEYON of

t he e cggg lon C cgﬁd gegfor

0_DE
confang a2 hEEkr. 88 BhE oPah g B phe CenBat RERET TH G 0
7 i shan.pxeARPhany . fl owchart ShOMAng t he

FIG. 3 is a diagram showing an exemplary
configuration of a block prescribed by a transfer
protocol for non-contact communication according to the
embodiment;

FIG. 4 is a diagram showing an exemplary
configuration of a PCB according to the embodiment;

FIG. 5 is a diagram showing an exemplary
combination of RFUl and RFU2 and exemplary processing
contents according to the embodiment;

FIG. 6 is an exemplary flowchart showing the
operation of the non-contact IC card perfdrmed when a
DESELECT command is received according to the
embodiment;

FIG. 7 1s an exemplary flowchart showing the
operation of a non-contact IC card of a second
embodiment performed when a DESELECT command is
received;

FIG. 8 is an exemplary diagram showing the

correspondence between a flag and a region stored with
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operation of a non-contact IC card of a second

enbodi nent perforned when a DESELECT command is 25
received; FIG 8 is an exenplary diagram show ng the
correspondence between a flag and a region stored with

- 4 - information on the OS state according to the
enbodinent; FIG 9 is an exenpldary di agram show ng the
correspondence between a flag and a region stored with

5 information on the application state according to

t he ingptrodicdent pnantdeFDG. st@ties aanocexampl awy thleowchar t
showi ng the operation of a non-contact I1C card of a

t hi etdhbodntreditment perfornmed when a DESELECT conmand is
10 recei ved. DETAILED DESCRI PTION I n general,

accordi ngd i &né sembo@iemtlary dearay &hawdata diiec
apparatus conprising: a receiving section configured
to FOEEEFEOPASRCEN PEXWELRaR ddwidcénts dak Sy wdares with
for a transition froman active state to a state in

whi ¢ IPrBEESEPNG™ & eﬁﬁé’ﬁéﬂalty}oi“ntséﬁﬁptaéj&ord&ng to the

recgg&khh%%n%ecti%n configured to recogni ze a
processi ng MethSd% n a state established in the active

SLat e, Do O PSR AU LS O R P20
confyea-8d o0 JRINGAND e Shate estapldshedind he
embodiment performed when a DESELECT command is
received.
DETAILED DESCRIPTION
In general, according to one embodiment, a
portable electronic apparatus comprising: a receiving
section configured to receive from an external device
an instruction for a transition from an active state to
a state in which processing is temporarily interrupted;
a recognition section configured to recognize a
processing method in a state established in the active
state based on processing specification information
contained in the instruction; and a controller
configured to maintain the state established in the
active state even in the state for the temporary
interruption or restore an initial state before the
establishment.
[First Embodiment]

A portable electronic apparatus according to a

first embodiment c¢f the present invention will now be
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active state even in the state for the tenporary
interruption or restore an initial state before the
establishment. 25 [First Enbodi ment] A portable
el ectroni c apparatus according to a first enbodi nent
of the present invention will now be 5 described in
detail with reference to the aécorpanyi ng draw ngs.
FIG 1 is a diagram showi ng an exenpl ary
configuration of an IC card systemthat handles a non-
5 castaceibt€ cardetatlusetnsrarpoehabl eoethet raBbRpanying
appar atus according to an enbodi nent. The IC card
systieawtogpri ses a non-contact 1C card 101, card
reader/witer 102, term nal device 103, keyboard 104,
di spl ay 05, andsprei Adiegra®6shd@ilheanerpenalladevi ce
103 connects with the card reader/witer 102,
keyBeBF#IROAL1aNspFagn 106, cand SpFiANeEna06aTRéepCa non-
card 101 is_connected to the termnal device 103
thrSBQHaFEeIEaFarPeéaérPﬁFlFéraléﬁréébéﬁ BXEEFRANiC

101 transitions to

Th t
an aBBafﬁgPE g?gggdaﬁgngptaps QﬁﬁgrPSBtmﬁth energy

fromthe _ ca rea er/mwlter 102.. Various ki nd
processt 1 R S hopdE sF R SRRk 1 cara

ORISR TR Lt Catdys R o302
keyboard 104, display 105, and printer 106.

The terminal device 103 connects with the card
reader/writer 102, keyboard 104, display 105, and
printer 106. The IC card 101 i1s connected to the
terminal device 103 through the card reader/writer 102
as an external device.

The non-contact IC card 101 transitions to an
operable state when it is supplied with energy from the
card reader/writer 102. Various kinds of processing
are performed in response to request commands
transmitted from the card reader/writer 102.

The terminal device 103 comprises a personal
computer or the like. The terminal device 103 performs
the various kinds of processing by executing various
control programs stored in its built-in memory. Data
are transferred to and from the non-contact IC card 101
via the card reader/writer 102.

FIG. 2 is a diagram showing an exemplary

configuration of the non-contact IC card according to
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conputer or the like. The term nal device 103 perforns
the various kinds of processing by executing various
control prograns stored in its built-in nenory. Data
are transferred to and fromthe non-contact 1C card
101 25 via the card reader/witer 102. FIG 2 is a
di agram showi ng an exenpl ary &onf4 guration of the
non-contact | C card according to 6 - the enbodi nent.
The non-contact 1C card 101 conprises a CPU 201, data
memahy 20Bodweekicng nmenory 203, program nenory 204,
timers 205, and communi cation section 206. 5 A section
(i ncl udi Aget henEPUN2@tt d&t aamendOy 202priweskiangPU 201,
menory 203, program nenory 204, and tiners 205)
encPesedmbyolyokER /| WaskiingFMEMo2ycaRpn i HeoJaagi nghery
IC chip 200 (or a plurality of such chips). The IC
chi p04200 1884 Sc8RfunPBgt CORTEBE CREA CPOS LA OBorRASCt ed
and 10 integrated into _an |C nodule, which is enbedded
in the AiST By Jf NEREIRER- Coft & 1°Clcar@ taTRETEPY 202/
201 is.a controlle hat perforns vari data, .
or ol8EKTRG BEPEY: GRS, SABHTAY JEFPads ‘Mdei §76h “1ARES 20%)
deternminati.on p i ng,.Qperations,, nenory weitin -
15 SR iPERa ny bRE R Re ety ¢ Zhatrdsfe & Bngie 1c
r ewri.t:ab n ol.at,i , h EE :
i S Bt orSs VAT Fobe aata Tl el o g haBr cat o dt §" P
in 2o heostougikiearthe warking PBROLY 203 cRed and
vol atil e nmenory, such

integrated into an IC module, which is embedded in the

main body of the non-contact IC card.

The CPU 201 is a controller that performs various
data processing operations, such as various decision
and determination processing operations, memory writing
and reading, etc.

The data memory 202 is a rewritable nonvolatile
memory, such as an EEPROM, which stores various data
including application data in a file structure.

The working memory 203 is a volatile memory, such
as a random access memory (RAM), which temporarily
holds processing data processed by the CPU 201.

The program memory 204 is a non-rewritable fixed
memory, such as a mask read-only memory (ROM), which is
stored with control programs of the CPU 201.

The timers 205 count fixed time periods. These
timers are correlated with logical channels and are at

least as many as the logical channels.



10

15

20

25

20 as a random access nenory (RAM, which tenporarily

hol ds processing data processed by the CPU 201. The
program nmenory 204 is a non-rewitable fixed nenory,
such as a mask read-only nenory (ROM, which is

stored with control prograns of the CPU 201. 25 The
timers 205 count fixed tinme-periods. These tinmers are
correlated with | ogical channels and are at |east as
many as the |ogical channels. 7 The comuni cation
section 208 smannaskensba Yeictionwioehikeagi ¥@Seana unit,
nodul at ed wave fromthe card reader/witer 102 in a
nonwbarnhaectcranner aomodui gt pdt esveafmodukatedawdve to

the outside. Further, the 5 comunication section 206
prodeedsrénergyproi 02l boks non-bensappl medneo am originates
internal circuit fromthe received nodul ated wave.

Theaf sbrowaigdi gasedéscihpt P séfet he Fopehati ohhef

the non-contact 1C card 101 of the present enbodi nent.

10 ASTRERLFEREANDEFEFEONT RECCRF@HEREEPIRFBYePT1620CKS to

gen rates gnetic field t excite _the non-contact

saﬁapfgi"% PRI Ao SRR L GHLF aRGETghe PeCesved
electro %n i C |nduct|on If a plurality of I1C cards
exi 8PV t'A€ communi cati on range, a "collision"

may 15 0geur 346 wH%%t %hg B%r@fl'tl %Vb%et%Q3o%%Q%%Eon of

correctly 1denti C car

respeRS@on- k@n@%@%rltocBEéVQQH B@'%h%o kiskaR 2Rdol9ment .
ensure correct identification of the [C cards, the

termnal ps mentioned before, the card reader/writer 102
generates a magnetic field to excite the non-contact IC
card 101 within a communication range by
electromagnetic induction. If a plurality of IC cards
exist within the communication range, a “collision” may
occur such that the terminal device 103 cannot
correctly identify the IC cards in an initial response.
In order to prevent this ccllision and to ensure
correct identification of the IC cards, the terminal
device 103 and non-contact IC card 101 cooperate with
each other to perform anti-collision processing.

After the anti-collision processing is finished,
the non-contact IC card 101 transitions to an active
state and transmits or receives commands prescribed by
ISO/IEC 78l6. |

If the terminal device 103 temporarily interrupts
communication with the active non-contact IC card 101

in order to start communication with another
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devi ce 103 and non-contact | C card 101 cooperate with
20 each other to performanti-collision processing.
After the anti-collision processing is finished, the
non-contact IC card 101 transitions to an active

state and transmts or receives conmands prescribed by
I SO IEC 7816. 25 If the term n& device 103
tenporarily interrupts conmunication with the active
non-contact IC card 101 in order to start
comawvhi-cahicaptWIChcanat het , 8a_ DAGALEQWt acinmhEdcakd
101, a DESELECT conmmand is transmtted fromthe card
r eaderhwmiteedl@2omothhecaadt reedeC/vaidet0102 to the
Thereupon, the IC card 101 concerned transitions from
t he agttiivee ISt gabedt 0dn 5Thraetipes,stheellncatidcA Oflhe
processing is tenporarily interrupted. The DESELECT
comeaRgeirsegr 6saRpbedopy fHeM fHEl eRAYSI SORLECtP4223
Supervisory Block. . FIG, 3 is a diagram show ng an _
exerpPaTy VE0 SEBRFI §lr 4P 6H 6Feap6P8gESﬁP83&Fi Egalpwag ily
transfer rotocol for non-contact communication
acc&P&@ﬁéuEEephe enbodi ment. The bl ock conprises a
prol ogue fi el d,...i.nfor i_on, f.i el d, and.epj|

field. AqgfbfbggﬁE%goﬁPr089ﬁ§€é;(%fﬁ%rg§%%§§)n#$b

dat - 1 e (VAN ti for the
R s TR A
not used @s; an ;RS UGLIERN AhowiRACEINY atd lar

( DESELECT) . 28 e A Y

configuration of a block prescribed by a transfer

protocol for non-contact communication according to the
embodiment. The block comprises a prologue field,
information field, and epilogue field. A protocol
control.byte (PCB) 1is essential data used to select
necessary information for the control of data transfer.
The information field is not used as an instruction for
inactivation (DESELECT).

FIG. 4 is a diagram showing an exemplary
configuration of the PCB according to the embodiment.

Two leftmost bits “11” indicate that the data
concerned is information used for communication between
the card reader/writer 102 and non-contact IC card 101.
Next two bits “00” are indicative of the DESELECT
commaﬁd.

If the fifth bit as counted from the leftmost one
is “1”, then it indicates that a card identifier (CID)

exists in the prologue field. Two rightmost bits in
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FIG 4 is a diagramshow ng an exenpl ary

configuration of the PCB according to the enbodi nent.

20 Two leftnost bits "11" indicate that the data
concerned is information used for comuni cation

between the card reader/witer 102 and non-contact |C
card 101. Next two bits "00" & e-indicative of the
DESELECT conmand. 25 If the fifth bit as counted from
the leftnbost one is "1", then it indicates that a

car @'licdeAt efeeRFUCbDEs exbstyedniphe fptolregusef.i el d.

Two rightnost bits in 9 FIG 4 are RFU bits

r eser ved Ifforthkeupgoeegsendl fi st hempogeaddiyng riterrupted by
temporarily interrupted by the DESELECT conmand,
accéb@i@@sééEﬁﬁecﬁm@§éﬁt AeRPEEILAENtO Che Bires sREU

and RFU2 are used to specify 5 whether to maintain a .
st atBPESLEBNFshEH i RiFRe REFY 989 &FHKe 3ge tSeredtos@ecity

initial state. bef th tabl i sh t. .Fl 5is.
o AMRGF S-S ROWR "of X LAy SCeRBatch 161 TRELACLive
RN S e

operating ;System (G5) is restored to its initia
staFe.alglRFUI is 0, the current OS state is

mai nt ai _n%ﬁ-G_.' fs REUZ io%ajg’ra%h%ho@HPl'gj GR{ ie‘%!énlpslarr%ﬁt or ed
toits initial state. If RFU2 15 is 0, the current

appldog@tiine 15habe R¥UTRIaRGARTER. ahle exdpARdy processing
application states will be described |ater.
contents according to the embodiment.

If RFU1l is 1, the operating system (0OS) 1is

restored to its initial state. If RFU1l is 0, the
current OS state is maintained. If RFU2 is 1, the
application is restored to its initial state. If RFU2

is 0, the current application state is maintained. The
0OS and application states will be described later.

FIG. 6 is an exemplary flowchart showing the
operation of the non-contact IC card 101 performed when
the DESELECT command is received according to the
embodiment.

In Step 502, RFULl of the PCB is checked to see if
it is 1. 1If the decision in Step 502 is YES, that 1is,
if RFUl is 1, processing is performed to restore the 0OS
to the initial state. Information indicative of the OS
state to be processed includes, for example, the
following items.

“Matching state information” indicates a flag
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FIG 6 is an exenplary flowhart show ng the

ope
whe
t he
che
502

ration of the non-contact |1C card 101 perforned
n the DESELECT conmand is received according to
20 enmbodinment. In Step 502, RFUL of the PCB is
cked to see if it is 1. If the decision in Step
is YES, that is, if RFUL 1% 1; processing is

performed to restore the OS to the initial state.

| nf
pro

ormation indicative of the OS 25 state to be
sessedinneghiudesthéonoexanptectt hé choll dGlngsi keys.

"Matching state information" indicates a flag - 10
st ametthedhi ch the non-contact 1C card 101 is key-

mat

ched. "Current EF information" is information as to

whet her BﬁuﬁéﬁnénEéléﬁéﬁﬁaayipnrei@E#pfp§m§éﬁéetéé By

a
i nf

5 SELECT command. "Current DF information"
BRABEEENCASPH aﬁh@%ﬁ@?“éﬁrﬁoﬁléedééﬁéaﬁédSﬁﬂﬁéted by a

el ected by the SELECT conmmand. "Current
 cBPhEF]

rec
on
con
Af t

f GPHBENGN" is information on a 10 current
ord. k |cak ann%orhnfognatlon .S |nEg%nat|0@
a cur FFy open Pog|cal Hannel PAPFTERESE 68
Qhégﬁ éé n3gvedgl BlEQgeﬁoE @g Y %QQCtéé by the
er ep 3 1's per For me the cisionin
SELECT command.

“Current record information” is information on a
current record.

“Logical channel information” is information on a
currently open logical channel.

All these 0OS conditions are saved in the working
memory 203.

After Step 503 is performed or if the decision in
Step 502 is NO, that is, if RFU1l is 0, RFU2 is checked
in Step 504 to see if it is 1.

If the decision in Step 504 is YES, that is, if
RFU2 is 1, processing is performed in Step 505 to
restore the application to the initial state.
Information indicative of the application state to be
processed includes, for example, the following items.

“State transition management information” is
information on the progress of a series of processing
flows.

“Authentication/matching state management

information” is information indicative of
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Step 502 is NO that is, if RFU is 0, RFU2 is checked
in Step 504 to see if it is 1. If the decision in Step
504 is YES, that is, if RFU2 is 1, processing is

performed in Step 505 to 20 restore the application to

the initial state. Information indicative of the
application state to be processedincludes, for
exanple, the following items. "State transition

managenent information” is information on the progress
of auskenescetipnogedsinagch2bgf bomses managed within the
"Aut henti cati on/ mat chi ng state nanagenent

i nf appati fahlionsandf oeadt Pepifadi thei V8 op mangge the

aut henti cation and matchi ng states managed within the
appPPEBFPéhCéﬁéODséadb@éF@génﬁhétQBeFo manage t he

aut hentication and matching states. "Session key

i nf or mat i 6RESLEN KEYr ABEPEA3GR OB dP?féPéﬁFmﬁé9§Htﬁ§t

unDor S BA"GakRYacERET OREC BBBPBPFAr BY malFoRPoTgCation
i nformation that, is noEer%r%R?% on1thgi8ard managed

f
Wi t Fﬁeghgnaﬁspﬁggtpgﬁ. 8se QSEFlcaPron

condi ti Ong e Sayed Lche - 10 WAEkLAG TBADEX203s not

After Step 505 is perforne ~the decision in _
StepupBAci $-NQ chBatalk8, mhhaBEN2wi$n0n @nkrapphticaRibs .

nmade to a halt state in Step 506. This state iIs
mai nt ai n@d 1URhiclsea apRKecER 1CAMIBAG 1S cnSSUeed BAEWd in the
working memory 203.
After Step 505 is performed or if the decision in
Step 504 is NO, that is, if RFU2 is 0, a transition is
made to a halt state in Step 506. This state is
maintained until a wake-up command is issued anew.
[Second Embodiment]
A second embodiment differs from the first
embodiment in that the OS or application state to which
a transition is to be made can be specified on each
occasion. Therefore, like numbers are used to
designate like portions of the first and second
embodiments and a detailed description thereof is
omitted.
FIG. 7 is an exemplary flowchart showing the
operation of a non-contact IC card 101 of the sécond
embodiment performed when a DESELECT command 1s

received.

In Step 602, RFUl of a PCB is checked to see if it
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15 [ Second Enbodi nent] A second enbodi nent differs
fromthe first enbodinent in that the OGS or

application state to which a transition is to be made
can be specified on each occasion. Therefore, |ike
nunbers are used to 20 designate |ike portions of the
first and second enbodinents Ehd a detailed

description thereof is onmtted. FIG 7 is an

exenpl ary flowhart showing the operation of a

nonieont actfl theaddciBionf ihhetspecoeod i25veabodhaenis, if
perfornmed when a DESELECT command is received. In

St epFB02 isREUlinfoam®CBonsosheckeditn specifietl B2 ai §lag
1. If the decision in Step 602 is YES, that is, if

RFUisi sestoraflormatiteniontaatlegionhespecbterdéBy-a fl ag

Is restored to its initial state in Step 603. For .
exanpl e, Foxr egeéRrBrr &f PR&§ P3tiofi ALEEMASI ém 1gformation
i ndicative of each corresponding,OS state is restored

to FPglFﬁFﬁvﬁlogtﬁﬁéh FPTE5ER°BPENEsCOp, SERES 1S restored

f f h d
o 3 AEA| ABAC R GOCBCPS. an oRBh |éﬁ§p§?aé?gﬁﬁsh§&fﬁg
Lhe 10 Gqt cespondense.beLeen s [ ag. 401 a0 5 "B 20

stofed " wth ormation e accord
the; ;.ephodi-nept.q Since flag 401 is set to "10110" in

FIG. 8 is an exemplary diagram showing the
correspondence between a flag 401 and a region stored
with information on the 0S state according to the
embodiment.

Since flag 401 is set to “10110” in FIG. 8,
“matching state information”, “current DF infbrmation”,
and “current record information” are restored to their
initial states, while “current EF information” and
“logical channel information” are maintained as they
are.

After Step 603 is performed or if the decision in
Step 602 is NO, that is, if RFUl is 0, RFU2 1is checked
in Step 604 to see if it is 1.

If the decision in Step 604 is YES, that is, 1if
RFU2 is 1, processing is performed in Step 605 to
restore the application specified by a flag to its
initial state.

For example, if each bit of flag is 1, information

indicative of each corresponding application state is



10

15

20

25

"matching state information", "current DF

i nformati on", 15 and "current record informati on" are
restored to their initial states, while "current EF
information" and "logical channel information” are

mai ntai ned as they are. After Step 603 is perforned

or if the decisionin 20 Stepl%02is NO that is, if
RFUL is 0, RFU2 is checked in Step 604 to see if it

is 1. If the decisionin Step 604 is YES, that is, if
RFU2essotgdprocessi ngitsapestataed LA Saep BO5 te 0, the
restore the application specified by a flag to its 25

i ni thabresahten Fodiemamprepfi €aelhchobiespbnfiiag is 1,
information indicative of each corresponding
appPP@éﬁFéﬁl§ﬂaﬁéaF§ is1maipkdinedd to its initia

state. If _each bit is 0, the information indicative
of each gé?re@péﬁd?ﬁgexﬁﬂﬁﬂﬁéﬁtpéﬁg§?§téhp§lng the
mai nt ai ned gran1shomnn

theceresmgasﬂasnestkéma X585 86Y 652003 TR01 8N BPorea
SO B8, ShED-haLOLIELY 002 L g, 3061 LEALLD SLALE ipg co

accor odinen 'S 'se

“1100% Rbgbghegt "state transition managenent
i nf or rmati on' 10 "authentication/ matching state

nmanagenest ni-ef ¢n et i,0n" Saggtrggtoqq@obo ibheirs 1 ni thakate
states, while "session key i nformati on" and "secr et
|nf@&ﬁﬁ%h@ﬂonah§nagement information” and
“authentication/matching state management information”
are restored to their initial states, while “session
key information” and “secret information” are
maintained as they are.
After Step 605 is performed or if the decision in
Step 604 is NO, that is, if RFU2 is 0, a transition is
made to a halt state in Step 606. This state is
maintained until a wake-up command is issued anew.
Flags 401 and 402 are set when the non-contact IC
card 101 is issued. After the issue, flags 401 and 402
may be made either rewritable or non-rewritable.
[Third Embodiment]
A third embodiment differs from the second
embodiment in that the 0S or application state to which
a transition is to be made can be specified on each
occasion not by a PCB but by flags. Therefore, like
numbers are used to designate like portions of the

second and third embodiments and a detailed description



mai ntai ned as they are. After Step 605 is perforned or
if the decisionin 15 Step 604 is NO that is, if
RFU2 is 0, atransitionis nmde to a halt state in
Step 606. This state is nmaintained until a wake-up
command is issued anew. Flags 401 and 402 are set
when the non-contact IC card 191 +s issued. After the
i ssue, flags 401 and 402 20 nmay be nmde either
rewitable or non-rewitable. [Third Enbodi nent] A

t hi tdeeabodi seonidiéfiers fromthe second enbodi nent
in that the OS or application state to which a
transiti 6AGi.s1lPoibeanndaconnaby Spevichired showack 2be
occasion not by a PCB but by flags. Therefore, |ike
nunBBesahienusedat bodespPyhate LFkeapertlPénsfofhehghird
second and third enmbodi nents and a detail ed ,
des@FMPpELBARNT pgriofhefeBRensaoRFPECECTFFEMMEEd] 4San
exenplary flowhart showi ng the operation of a

non® 8ﬁ%§8?'|c card 101 of the third enbodiment

perfOrneqn?ﬁggﬁg7B%SEkEngﬁggg§gga%gl§cr%%%hv%%l Rstores

Step 701, n-¢contact restores

| SR, B SoLpn. Pl L e b8 rosincs

ref enencepbeakEiGn 8esamheReated daschiBRbi9pchhgreal is
10 omtted. In Step 702, the non-contact I1C card 101

rest@f@sence to FIG. 8, a repeated description thereof is
omitted.

In Step 702, the non-contact IC card 101 restores
information on the region specified by the flag. Since
this operation resembles the one described with
reference to FIG. 9, a repeated description thereof is
omitted.

A transition is made to a halt state in Step 703,
and this state is maintained until a wake-up command 1is
issued anew.

Flags 401 and 402 are set when the non-contact IC
card 101 is issued. After the issue, flags 401 and 402
may be made either rewritable or non-rewritable.

The functions explained in connection with the
embodiments described herein are not limited to
configurations based on hardware, and they can be
realized by loading a computer with programs that
contain them by means of software. Further, each

function may be appropriately constructed by selecting
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i nformati on on the region specified by the flag. Since
this operation resenbles the one described wth
reference to FIG 9, a repeated description thereof is
15 omitted. Atransition is nade to a halt state in

Step 703, and this state is nmaintained until a

wake-up command is issued aneWw Hags 401 and 402 are
set when the non-contact IC 20 card 101 is issued.

After the issue, flags 401 and 402 may be nade either
reweitabkresorftnaner ewr hhablvereThe functions expl ai ned

in connection with the enbodi nents described herein

are not [Thei pedskeot conknguoat iiesnsobadeaitordharidwartdy to
and they can be 25 realized by |oading a conputer with
pr o§hansmphdimepdat deAcrhbrdbyereans ehdsaft argying out
Further, each function may be appropriately .
con§heuénEgnbyosel éE6i NS5 it ugnfhel egsptwapayope embodied
har dware. ' The present .ipvention is not limted o

di r &8t g Tt6YSt heTBibBdiMeHEs “Ge&C i BEd TRefeitAS &Rd it ©Ff
carE%ing outt.the invention, its constituent el enents
may BE émiodi-é8"™5 in various forms without departing
fromthe spirit the inventiaqn. il reain., .
enbod nelte Favetiadh GEbBHNETY Moce Sarbo el

havepbeen .p %?g&%ﬁgstaW@yb%%neéQQBEﬁteQ”b_'wég?p%r%xample

not I ntende imt the scope of the 10 inventions.
I ndeedy,t hegnavel nerbodiaRpks desariledthe scope of the

inventions. Indeed, the novel embodiments described
herein may be embodied in a variety of other forms;
furthermore, various omissions, substitutions and
changes in the form of the embodiments described herein
may be made without departing from the spirit of the
inventions. The accompanying claims and their
equivalents are intended to cover such forms or
modifications as would fall within the scope and spirit

of the inventions.
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herein may be enbodied in a variety of other fornms;
furthernore, various om ssions, substitutions and

changes in the formof the enbodi ments descri bed

herein may be nmade wi thout departing fromthe spirit

of the 15 inventions. The acconpanyi ng cl ai ns and

their equivalents are intendedéto-cover such fornms or

nodi fications as would fall within the scope and

spirit of the inventions. i 16 - WHAT IS CLAIMED I S:

1. A portable el ectromiHaTapgacarasiECOME:i Si ng: a

recei ving section configured to receive froman

ext er nal ldevBRceoanabist rletitannfior aaptransist conptising:

an 5 active state to a state in which processing is

t enpor ar il yecrt#ingpsedtianr eoodnotiren sectriegrive from an
configured to recognize a processing nethod in a

st ap&tesnabl fsHedsi ant hesaetryéonstareabsgedsdfion from an
processi ng specification informati on 10 contained in
theaFﬁéFFuEFgBﬁ;tSna §Le6ht 8l et “BoRf PGGFE4 oS

mai ntai n the.stat estgblished in the active state

eveﬁepﬁofﬁﬁléyafg%F6FuP fi8’t enporary interruption or

restore an _initial .stat fore the establishment . 15
o e pa Fahphd e S o AELOLS N6 E LA V! SR 404

P'aEQB%es@@ﬁﬁehBtggé RrogessLRg éB%SEﬁE%ﬁ%BP@n the active
information rncludes the processing method in the
st akeareshabkhshadpirB bheiagt kyecskatathioh €aeBrAhtdon

plurality
contained in the instruction; and

a controller configured to maintain the state
established in the active state even in the state for
the temporary interruption or restore an initial state
before the establishment.

2. The portable electronic apparatus according to
claim 1, wherein the processing specification
information includes the processing method in the state
established in the active state for each of a plurality
of objects, and the controller maintains the state
established in the active state for each of the objects
even in the state for the temporary interruption or
restores the initial state before the establishment.

3. A portable electronic apparatus comprising:

a receiviﬁg section configured to receive from.an
external device an instruction for a transition from an
active state to a state in which processing is

temporarily interrupted;
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of objects, and the controller maintains the state 20
established in the active state for each of the

objects even in the state for the tenporary
interruption or restores the initial state before the
establishment. 3. A portable electronic apparatus
conprising: a receiving sectiary configured to receive
froman 25 external device an instruction for a
transition froman active state to a state in which
processi agréSoghenporasetyiont eonfipyededlZo aescognize a
recognition section configured to recognize a

pr opesse sigingthedhod an st ateaestabtalsheshed ihetlaetivieive
state for each of a plurality of objects based on

pr oeesse nfospeetiti eht & onl v pd biat PbnokdACES neds¢d ehe

5 instruction; a storage section stored with
|ndpv¢@@a$lngn$@$ﬁafi@ﬁth%ﬁf+@ﬁ@é@a¥boae@@@h@h@ed in the
whether to maintain the state established in the

act +U8tE¢aEE°For each of i ndivi dual objects as

bd f th t 10 tate f
ho 1 empOr 81§ FACORPODL T BnSobLED " Bat bPATKCRALL Bl

Statﬁfggm$£§o£hgog§£ Qkééhggn etgggiag ?RQEB%L|€5 maintain

orns roce erm ne

'ndt}{édgé\gtebgse%ﬁmghéé@ Sin bé"gegﬁvé”é%%t EQR, e Mt No £

respect to the objects i ch 15 processing
SDGQhBhG§BhQE bBE@FHEth@ns§B§90ié§§nEh§L teStOpEOD even

of the state established in the active state to the
i ni thatnst gtetbeforethberegpabht$hiBotrruption or to
restore an initial state before the establishment; and

a controller which performs processing, determined
for the individual objects by the individual
information, with respect to the objects for which the
processing specification information specifies the
restoration of the state established in the active
state to the initial state before the establishment.

4. A portable electronic apparatus comprising:

a receiving section configured to receive from an
external device an instruction for a transition from an
active state to a state in which processing is
temporarily interrupted;

a storage section stored with individual
information which determines whether to maintain the
state established in the active state for each of a
plurality of objects to be processed even in the state

for the temporary interruption or to restore an initial
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4. A portable electronic apparatus conprising: a

recei ving section configured to receive froman 20
external device an instruction for a transition from
an active state to a state in which processing is
tenporarily interrupted; a storage section stored with
i ndi vidual information whi€h d&term nes whether to
maintain the 25 state established in the active state
for each of a plurality of objects to be processed
evebBthnet befstat ehef estbbeikRAPAEar yndnt errupti on or
to restore an initial 18 state before the

est abl i senmepnhtraidea confrighiked tonbieglred toopeskanm
processing determ ned for the individual objects by

t hedendirmiidedl foirntbenanfdonidsas. oajeonsr by wbehoddfividual
a portable electronic apparatus, conprising:
receP¥PAGaFi6m-an external device an instruction for
a transition froman _active state to a state in which
processi ng i & CORPEPar PEYNPAL EPFupt B8AT 80 reBSGRI-FPRGC
a processing nmethod.in a state established in the

act PYBSEAHE bGSBET6R1PPOcessi ng  speci fi cati on

i nformatign _contai in the.instructiaon, _and :
naintainf%&egﬁén g?gmegpaﬁgFg é&liﬁeyﬁg“agpi&QStf§Ctlon

stakg even Lasihe St atenf gf LRe; LeMeLaLy cLNLesLUpL 9R
or restoring an initial state before the
est @bl cshpRBlessing is temporarily interrupted;
recognizing a processing method in a state
established in the active state based on processing
specification information contained in the instruction;
and
maintaining the state established in the active
state even in the state for the temporary interruption
or restoring an initial state before the establishment.
6. The control method for a portable electronic
apparatus according to claim 5, wherein the processing
specification information includes the processing
method in the state established in the active state for
each of a plurality of objects, and the state
established in the active state for each of the objects
is maintained even in the state for the temporary
interruption or the initial state before the
establishment is restored.
7. A control method for a portable electronic

apparatus, comprising:
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6. The control nmethod for a portable electronic
apparatus according to claimb5, wherein the processing
specification information includes the processing 20
method in the state established in the active state
for each of a plurality of objects, and the state
established in the active stat&3for each of the
objects is maintained even in the state for the
tenporary interruption or the initial state before
t he 25 establvshgeftomsaneskaeetdal?deicentnholingetriued ion
for a portable electronic apparatus, conprising: 19
recépvi agttropinoextermahndevic¢gcantehnst tucki enatkorn
atransition froman active state to a state in which
pr otBdsShngrPsesempor afi tympareridpt édterespgndzi ng a
processing nethod in a state 5 established in the
active st&CEIN3E1BEch BFC&epiSuPal Mefhogf 18bjpedts tifased
on processi sgecification i nformation contained_in _
thee?ﬁ§giaéggén,“sFBFiﬁ@tFH8i€FaG§|fPﬁfS@ﬁEtPénawﬁﬂeﬁalltY
det er.m _nes twhgther to maintain the state egtablished
in PheCRdEriE ©10°8t qtePForc85¢ER9PPrfdTvFahaP Yobj ect s
as_sHRdLyLe8AS BhratNEAODLECHS ¢yep Ln Lhe state for

€ yin [ 0

t he npor ar erruptron or restore"an’initia

state b?%%%%ihgeinﬁ%b@gbg§hq%%%imggq Re&%QQEi Qtermines
processi ng, determned for the 15 indi vi'dual o jects
by t/Rethadi vbduah ntafiar PRELI QRatW EBtablished in the active
state for each of individual objects as subdivisions of
the objects even in the state for the temporary
interruption or to restore an initial state before the
establishment; and
performing processing, determined for the
individual objects by the individual information, with
respect to the objects for which the processing
specification information specifies the restoration of
the state established in the active state to the
initial state before the establishment.
8. A control method for a portable electronic
apparatus, comprising:
receiving from an external device an instruction
for a transition from an active state to a state in
which processing is temporarily interrupted;
storing individual information which determines
whether to maintain the state established in the active

state for each of a plurality of objects to be
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respect to the objects for which the processing
specification information specifies the restoration of
the state established in the active state to the
initial state before the establishnment. 20 8. A
control nethod for a portable electronic apparatus,
conprising: receiving froman 2xternal device an
instruction for a transition froman active state to
a state in which processing is tenporarily

i nt proupkedd 2best ohi BPei Bdhveddalk tAtotempbeAryhi ch
determ nes whether to maintain the state established
i n ttheeactipvéonstbat eof oeseaeh ef anptinal stytef before the
objects to be 20 processed even in the state for the
t enpetabyishmestyupthtlon or to restore an initial state
before the establishnent; and perform ng processing
det er mi ne@rforming 9rpﬁ@ﬁ@ﬁ@gaﬁeéﬁr@éngdb¢0ﬂhéhe

i ndi.vi dual informtion, An 1 C card_conprising: an
IC ﬁraaai"édeaﬁp?loéﬁﬁaSabweéeﬁvﬂﬁslgéetlﬁénmé@ﬁfﬂra@apéd
to receiye froman external device an instruction for
a transi |onAPr&ﬁ1§ﬁr§cFPW8r§FéP8 ‘to a 10 state in

whi ch proce%%ln orar|I interru

recogni t i*dn se@gdgﬁ cgﬁ Fé& t 6 Fecsg l?@ geCtlon
Pr oceRsl ggagﬁt bgd, Lp.g, 8t ?E%meﬁ agkkégﬁgl' Eo\zh%ea%' ve

state ba on processi ng specl i cation rl’mt
Conﬁﬁb@?gckﬂohh%oknétEQQB%Q@&O%”@r@mCQHtEgkh%% state to a

state in which processing is temporarily interrupted,
recognition section configured to recognize a
processing method in a state established in the active
state based on processing specification information
contained in the instruction, and a controller
configured to maintain the state established in the
active state even in the state for the temporary
interruption or restores an initial state before the

establishment; and

a

an IC card main body which contains the IC module.

10. An IC card comprising:

an IC module comprising a receiving section
configured to receive from an external device an
instruction for a transition from an active state to a
state in which processing is temporarily interrupted,
recognition section configured to recognize a
processing method in a state established in the active

state for each of a plurality of objects based on

a
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15 configured to maintain the state established in the
active state even in the state for the tenporary
interruption or restores an initial state before the
establ i shnent; and an I C card main body which contains
the 1C nodule. 20 10. An IC card conprising: an IC
nodul e conprising a receiving 3ection configured to
receive froman external device an instruction for a
transition froman active state to a state in which

propessepgihg EBEBOFAERLYohNt AFbWPbedonacdhtained in the
recognition section confi gur ed to recogni ze a

proceassirngtirehhod sBoaagtatecesbabkished wathhenagtiivaal
state for each of a plurality of objects based on | 21
processirmgtspecivhicht denernfioesatvhenheanta nedntainhéhe
instruction, a storage section stored with individua

i nf striei eatabilehhddt ennithes anlievikes thdemdiont gkrht hé
state established in the active state for each of 5

i ndiPPdUaPuBhj e€U§CAS 38bANYPPSVERS OBF Plie tHBj ebfscEFervVen
in the state for the tenporary interruption or to

r estBr EN&nSFACEI APTsthfe "FBPEFE Y he NESEABPIEdRARAE, TaNd

det GFAFAEE FBr Lhe PhdFFFAGaP “OBFEcte by tHg L shment, and

i ndivi i_nf.ar [.on ith respect to the aqbjects
for “whe B Pha " proBeeSlAg s Sec PE CRPT R PR or TReT on

fﬁgggg%?éékga f%?skgéaﬁhgﬁvqgugﬁeo%%@%%se%SaQ%ESQﬁgiBQdual

information, with respect to the objects for which the
processing specification information specifies the
restoration of the state established in the active
state to the initial state before the establishment;
and

an IC card main body which contains the IC module.

11. An IC card comprising:

an IC module comprising a receiving section
configured to receive from an external device an
instruction for a transition from an active state to a
state in which processing is temporarily interrupted, a
storage section stored with individual information
which determines whether to maintain the state
established in the active state for each of a plurality
of objects to be processed even in the state for the
temporary interruption or to restore an initial state
before the establishment, and a controller configured

to perform processing determined for the individual



state to the initial state before the establishnent;
and 15 an I C card main body which contains the IC
nodule. 11. An IC card conprising: an | C nodul e
conprising a receiving section configured to receive
froman external device an instruction for a
transition froman active statZto-a 20 state in which
processing is tenporarily interrupted, a storage
section stored with individual information which

det epheoes mhetheritoivhidnsai infbemst ade; @&sd abl i shed
in the active state for each of a plurality of

obj ects tno b€ paodesséd buwdp whithecshaténgorhéhgC2bodule.
tenporary interruption or to restore an initial state
before the establishnment, and a controller configured
to perform processing determ ned for the individual 22
obj ects by the individual information; and an |IC card
mai n body which contains the I C nodul e.



