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{57) Abstract

A secure financial messaging unit (906) includes a wide area radio frequency receiver (804),a selective call decoder (1004), a financial
transaction processor (1014), a main processor (1006), and a message origination unit (1034). The message origination unit (1034) operates
in at least one of a reply and confirmation mode and an originate and request mede to effect a wireless financial transaction using a local
area link (924). .




Consi dering conventional wreless systens including both cel lul ar and
pagi-ng applications, there are significant problens that nust be sol ved
before reliable 35 and private personal or business transactions can be

i npl emrent ed. WKepdrs@i1of the advancenent of the engi-neer i RQTAISHIASERS,
particularly i'n the areas of wi rel ess conmmuni cati ons and
conputer science, it has becone rel atively easy for a "hacker" fo -

?gg;gsgrbo%ﬂighﬁnmanted nnnftbrin ar g§s§&a§gr6$nih§n?poses.a p?gL:6ﬁltO
potentiai users of wireless r%%ﬁhﬁfﬂFt&Fﬁ%ﬁ“Eﬁgt%ﬁgr§n that their personal
data may be exposed to unauthorized individuals, thus creating an

unnecessary risk for both parti egeiti s8NéhéSivedtion i NfOrmation is
broadcast. Mreover, .if the information 10 contains clear-text data
representina a personal address, serial nunmber, Personal ldentification
Nunber (PIN) or Thie Linvention welatesulisugepearay torgelrdtiyea italdat a

stream coul d J¥igmdq3e8§ LPseéind NHHY b1 parPeEaPadly to AFOWHSvel pirate
the address to cl.Qne.an Egaut horized %%tc%mmgl.gatlon devi ce.. The .t heft of
service or et CAIRRLATRT AT 0T T i DR FOPRTS ﬁ%ﬁﬁmﬁe?ﬁfﬁw%ﬂﬁﬂﬁgﬁ he

most daunt i ng itcensacsipng eoemmmiwinelasscgetyarhtand anmiifersiabeer s and

service proyl deransaddyoANdrigitd¥ion ardd/butBentifat e @edcddur@acuUri ng
data contained in 20 broadcasts is especially keen in the area of

el ectronic financial transactions. To expose for capture, the clear
text data contained in a finaPretkdrqund, ofcthenInvention and will surely
result, in a theft of funds or fraud agai nst an individual. 25

Thus,_mhat 'S neede%n'%o%%égéfggﬁ égfggéy%es g&fnéignaling systems, a

15 user or originator may send a message to a subscriber
unit (e.g., selective call receiver), the message
comprising an address associated with the subscriber
unit, and data. The data may be in one or more forms
such as numeric digits representing a phone number,

20 alphanumeric characters representing a readable text
message, or possibly a multimedia message comprising -
audio and graphical information. Typically, this form of
messaging was sufficient to convey information between
individuals or services relating to their business,

25 special interests, whereabouts, general scheduling, or
time critical appointments. However, because of
society’s increased need for information when a person is-
mobile, a solution must be found that allows an
individual to perform personal or business transactions,

30 as well as keeping informed of personal events, contacts,
and business information.

Considering conventional wireless systems including
both cellular and paging applications, there are
significant problems that must be solved before reliable

35 and private personal or business transactions can be
implemented. Because of the advancement of the
engineering sciences, particularly in the areas of
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that allows an originator to communicate a secure nessage bet ween a
subscri ber unit and the originator, and aut henticate the secure
nmessage, W thout exposing the content or meaning of the nmessage. 30
Summary of t{#e doay@aNnti on Briefly, according to tREI/4SI%2%682 on,
there is ‘provi ded a nmethod and apparatus for sending data 35 conprising
secure financial transactions over existing pagi ng i nfrastructure

Eg?ipnfnt lUSKﬁ&eﬁ%&%ngoﬂﬁﬁﬁﬂﬁéifbns andUebmpa &t e Riride, acthadenark of
orol.a, Inc

(Post Office aﬁf?’@t Eﬁ&ﬁﬁi"?ﬁrl SN FOT 8 yRBFED) | B2 m°nﬁ‘t°r bofh, the
A first aspectadﬂr%eandvéﬂtiidHrQ’ms\Feé‘ror &he| §¢ tlvens—laé\?nare t hat

i mpl enents a RIdMAGehQr PHes| Eirditt &P Glohd tor il Se GV sdiroppifyi St i ng
pagi ng infrastructure.

exl sting pa fr ture conprises a
pagi ng Per MIFES thfopﬂﬁuﬁ%spom&d'%r}g g gd%’? ﬁselﬁr%c%)cesm ng
recei ved nessapswnaicdationr systens jondibag sbsir eersmal dasguesysbeThe
pagi ng tern Nl AR toeanaulRsSRAdnlividanes Pftined etidatdngabh Messages

conprising the received s .and _th rr n sel ective call
address(es), 3G gFmealgEoﬁ?gﬁD t?‘oPF%*‘%Sﬁdgﬁ coer%)?%%t | %at i on requests.
Di stribution dinfiammagdoncipvbreaficast. nﬁ@@&@@?rrrﬂﬁrﬁ? 23magigheue is
handl ed bysot heodia@itg +9 eatet8kbadatdixdprédisentinges pearsa@ds abdraks|, east

one base stalian (Sxdy, bLAOSTIT 'Rdened i 80P Ron ANGHSEC RIRH) kO

' the like, an unscrupulous party monitoring the data
stream could gain access to an individual’'s personal
accounts or pirate the address to clone an unauthorized

15 communication device. The theft of service or
confidential information in this manner is probably the.
most daunting issue facing.commnnication.equipment
manufacturers and service providers today and in the
future. The interest in securing data contained in

20 broadcasts is especially keen in_the area of electronic
financial transactions. To expose for capture, the clear
text data contained in a financial transaction invites,
and will surely result, in a theft of funds or fraud
against an individual.

25 Thus, what is needed is wireless messaging system
that allows an originator to communicate a secure message
between a subscriber unit and the originator, and
authenticate the secure message, without exposing the
content or meaning of the message}

Summary of the Invention

Briefly, according to the invention, there is
'provided a method and apparatus for seﬁding'data-
35 comprising secure financial transactions over existing
paging infrastructure equipment; using paging protocols
such as FLEX™, a trademark of Motorola, Inc., POCSAG
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comuni cati on between the base station and the subscriber = unit(s) or
pagers. - A second aspect of the invention involves the 20 inclusion
of a cryptographic engine in the paging term nal for selectively

ci phering, dewophssosng, Signing, and verifying the aut heRQU/ES98/3568%
nmessages recerved from both an originator and fromthe subscriber unit
or pager. A third aspect of the invention involves the 25

subscri ber uni t(pRtPageict "Adad SsRFERRAGaWIbA AGEIESIRIGroup)SEGY thE
modul e .t hat can ,process cryptographic i nformati on contained in the

sel ective call sages to verify their authenticity extract the
ci phered data, and A firstuaspediplafl dhe dopentioncinvekmesvreddideing as 30

Refcess?[1 y, to %ﬁ&?%ta%-bcﬁhéta?ﬁbféﬁﬂﬁdlnar %?ﬁbhoﬂoﬁfoéé'ﬂa;%ings%@Ex&e”essage-
ourth aspect 0 e_invention, invol ves.the, riber ypit or pager
bei ng equi pped WECRIZ Er Pa?Y ?xj's"—é?ﬁ’t? F554rs %ngrgse%o %téﬁ/e:apg‘glﬁat us for

comuni cati ng lextilst3Bgi phgimg IErasizneivdencoBRYESSS TheP3gingar y appar at us

conprises. a cop:enlihalathsfdifeiiddd e Ragiageobd@R dfor prids@ial ¥ a
conventional radio,f rgguenc%%t rans (_Ttktheter. R cinati -
- 3- receHyedsBEBRTATS aofb%ja s COBREFPERAING, 55t FER-P8cei ver and
optional ly an oEduesitstr afibei paging Aleringdi geherateR a MeRSATIAdr vy

apparat us ngy fqidleebeCaBREEESVEN @AY rlB¥sRges a6MPFisIind Ity Riceived
el ectromagneti ¢ transdu

or b1 - TP e BERER BHh RS | SO P O BRLEFEA YT R har | Cuni ¢ or
pager and the @ddgiessties), as deteymined Ifrempsbe eerrerpenddnd i on i nvol ves
the ' destination requests. Distribution of the selective call
' messages in the messaging queue is handled by the paging
15 terminal which dispatches messages to at least one base

station (e.g., transmitter, antenna, and receiver) for

communication between the base station and the subscriber

unit(s) or pagers. _

A second aspect of the invention involves the

20 inclusion of a cryptographic engine in the paging
terminal for selectively ciphering, deciphering, signing,
and verifying the authenticity of messages received from
both an originator and from the subscriber unit or pager.

A third aspect of the invention involves the

25 subscriber unit or pager that is equipped with a special
security module that can process cryptographic
information contained in the selective call messages to
verify their authenticity extract the ciphered data, and
return ciphered responses or acknowledgments as

30 necessary, to authenticate and confirm reception of the
secure message. ‘

A fourth aspect of the invention involves the
subscriber unit or pager being equipped with a primary
and possibly a secondary apparatus for communicating both

35 inbound and outbound messages. The primary apparatus
comprises a conventional radio frequency receiver and
optionally a conventional radio frequency transmitter.
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subscriber unit or pager including a single, 10 predeterni ned account

I dentifier corresponding with at | east one of an el ectronic cash or
funds storage card, debit card, credit card, or bank account. A
si xth aspectwa$o/astee i nvention involves the  subscriber umRCTASP32H s
including multiple predeterm ned 15 account identifiers corresponding with
at least two of the followi ng: electronic cash or funds storage card,
debit card, crhéditecondhroapparktascoamprises an optivailemekedspecandf t he

Vet on | IVBbYESL ey an d gishggwaggﬁleewe At ciodhgy beemnal and

the 20 securi int SCrl unit or p ccommodati ng a
plurality of ERGPRRFAEANRALHYSBFYEurth ermlﬁeyﬁf’ﬁgPé'pﬁ‘PEeprocedures
conpri se bot hapsuseie andther pllekteokaynsyit ctmansauiceys apdi ate. One such

private ke ]:té&?g Lgdar £S) using the 25
ANSI  X3. 92yDE§SS§ ﬁ‘fﬁ tﬁPr’]‘N ?t ;i‘-lgié%?-{lk gi’li;; flotri‘stggE r gebl I c key
systemis RSAGEFRS WRESE, a

crypt ogr aphi cupitcetl pagydm e dhesbipiginatexponenti aI one vvay functions

[l errented uSing AoElkG, hepect! BEeRRE Mibbhblok Al cagponent ation. A

second 30 public key syst em-uses E i % grve tech o ogy, a
crypt ogr aphi cSpPEEEHReE ‘Bh’sted’roﬁ’aﬁﬁﬁh B RS rf’ba"'rlng €.exponenti al one-way
functi ons 1o nppeedatetminegd ddcvunt :.dentnéidzs correspondifyy eiight aaspect of

the invent Onlage,le'efﬁé Sfled %tr%%%ﬁle YhEf! &5 SelddN$AGa0R Ehed, t he .
subscri ber unit w reless transaction relating fo at |east
.one of the 'deblt card '‘credit card, or bank acgpunt.

A sixth aspect of the invention involves the
subscriber unit or pager including multiple predetermined
15 account identifiers corresponding with at least two of
the following: electronic cash or funds storage card,
debit card, credit card, or bank account.
A seventh aspect of the invention involves the -
cryptographic engine in the paging terminal and the
20 security module in the subscriber unit or pager
accommodating a'plurality of cryptographic procedures.
‘These cryptographic procedures comprise both private and -
public key systems, as appropriate. One such private key
- system is the Data Encryption Standard (DES) using the
25 ANSI X3.92 DES algorithm in CBC mode. Similarly, a first
public key system is RSA (invented by Rivest, Shamir, and
adleman), a cryptographic prbcedure based on sub-
exponentcial one-way functiohs implemented using modulo n
integer multiplication and exponentation. A second
80 public key system uses elliptic curve technology, a
~cryptographic procedure based on highly non-linear
exponential one-way functlons 1mplemented over finite
fields.
An eight aspect of the invention involves initiating
35 a wireless transaction from the subscriber unit or pager,
the wireless transaction relating to at least one of the



el ectronic cash or funds storage card, debit card, credit . card, or bank

aceount .- A ninth aspect of the invention involves a user

sel ected personal identification nunber that is 5 programmed into the
subscri ber uwia9essepager for protecting financial accountPETHIS92k

| oaded in the subscri ber unit or pager. A tenth aspect of the

I nvention involves a user sel ected personal identification nunber that
is 10 progr anmalkedtdoniicheaShnptr €andsvstotrdge stxstr idebitugard, credipager,
thus disablingacfess HankNuckeahdres of the pr ot ected Smart Card

unl ess subsequent y acce sed or [E r anmed b e _subscriber unit or
pager . RSREFECPEOF g gY‘?ﬁ'é’rﬂ’f &y 8s UBET -

aut henti cati ngsé]ha:tmd anaieddsnbsﬁicb’emmmmnhﬁr [tdng@r is as a
conmmuni cat igon ﬁgxgﬁltax&l@d tll?l%o""'thﬁl 8aBskiiBEF @it or 'gagRsagbion, and

sel ectivel y di'sall ow ng I nagci al tran d| rect to accounts
bel ongi ng to cﬁr°te°'€6}ﬂg¥‘|a§‘3 3‘3 Fﬁﬁméﬂi"ﬁo??zé adieﬁlel"nuﬁ or pager
20 when an i nheubetmribenutundenexf pagarial transaction is comuni cat ed

- between an issuer %%é&ﬁ%@%@@ bfeghe 1n§é&b§£<5ﬂ lili.fi'[vdij.'%'efs @r ysager, and in
the alternative, reventi f.und %rans ers_or t ransactions that
exceed a predetsfR RELFR el"dém:ﬁ FEBEAR ’é‘ﬂﬁﬁﬁ user or a

regul at or wuchprsgwansesk inkocthei t Smard Caxdevia th@rsmrllﬂﬂlee‘ unit

Brief Descriptdon,Qlet hecl'gsa‘ﬂlggﬁllnéoaccess £ Gnyl fcardired) 0%t theal DI OCk
di agram of a dat use I.n accorda cewth the

a #ransm smg Xstemfor o7
preferred enbRFMESET fF8nfrBRequently acqessed, o,
el ectrical bl océpxbgagmmad)mtﬂ:er subscriberfeniprex aadery and transmitting

message i nfor mtlomﬁ%f&éﬁp%@@%@ wiet BhEhenvéef £5d adhveyked ment of the

resent I nventi o
P © 15 authentlcatlng the an authorized subscriber unit or pager

as a communication agent for the wireless financial
transaction, and selectively disallowing any financial
transactions directed to accounts belonging to or
controlled by the authorized subscriber unit or pager

20 when an inbound or outbound financial transaction is
communicated between an issuer and an unauthorized
subscriber unit or pager, and in the alternative,
-preventing fund transfers or credit transactions that
exceed a predetermined limit set either by an authorized

25 user or a regulator such as a bank, a credit card issuer
or the like. '

Brief Description of the Drawings

30 FIG. 1 is an electrical block diagram of a data
transmission system for use in accordance with the
preferred embodiment of the present invention.

FIG. 2 is an electrical block diagram of a terminal
_ for processing and transmitting message information in
-35_ accordance with the preferred embodiment of the present
invention.



FIGS. 3-5 are timng diagrans illustrating the transm ssion format of
the signaling protocol utilized in accordance with the preferred
enbodi mrent of the present ~ invention. 5 FIGS. 6 and 7 are timng
di agrans i || wetmasasng t he synchroni zation signal s util i PET/US§/25682
accordance wi'th the preferred enbodi nent of the present invention.

FIG 8 is an electrical block diagramof a financial. messagi ng unit in

accordance w th theygsaf s-sedréOttibegli dibagris wleuateaemglfuentlon

FIG-9.is a di S Sggd nlg_?y o i th the
present i nventt?]"gar“}las Ridleidn %SHT‘%F”%S IS a %’ﬁ%‘géﬁ"o? 1? ‘gl agram of  a

fi nanci al raecardansey with ﬁhac%?ﬁam%dm digensy QfeFP%cPH%s%odl ment
of the presentinvaiiiiomn. FI G 11 is a block diagramof the

message. s COnMposi ngr ol E?g H%QI h usgd on
the prem s&s of a fEtinanm agnlangtl¥ Ion ts itllﬁg%gt e%tronl c funds
transfer aut hcynehrsHEation ﬁaﬁEPhF Qm%m%@mgceﬁrﬁen%aw atlba*dqehg

ch?nntel | lprefeEth kdboRimehtn6ti thél présfgitainventivhl el ess .
elective Ca n I. .
Tway ang oovay sedid B 6 BRI LIABLE QA nl gbﬁagﬁ&pé?gﬁz%ﬁ

financial mesRIFTRFIY FHiLs: in ac°°rdan‘F$ G’l ‘ﬂ\?ppé'ﬁ erkredvar | ous I ayers
of a messa@ NembodimEitcbf the peesehttiwmbentsicai.m | ar to t he Organi zation

Standards | nter natignal I r gﬁg‘\q | n the
el ectroni cs industr (?(Qé & ﬁ&?gaﬁﬁlﬁsé?%@w g‘ Iragr mnﬁe%}(c [ ngx*ypi cal
operation of aﬁqqcﬁ’éi;"é}% withs shenprasent | inventdiatance with the

preferred enbodi nergref 1ohdspachégh lLevehtblvck diagram ofl & filandialstrat es

2 Lypical SeURIERANPUhAteln acclbhlinEUES! i BadeauLbariing the

electronlc tran
embodiment of the present invention.

"FIG. 11 is a block diagram of the message
composition and encryption equipment that could be used
on the premises of a financial institution to send secure
electronic funds transfer authorizations to financial

20 messaging units via a paging channel.

FIG. 12 is a functional diagram of a wireless
-selective call signaling system controller that

~ implements a cormbined l-way and 2-way secure messaging
system capable of signalling the financial messaging

25 units.

FIG. 13 depicts the various layers of a messaging
system in a format that is similar to the Organization
Standards International (OSI) stack diagram that is well
known in the electronics industry.

30 FIG. 14 is a flow diagram depicting typical
operation of a financiallmessaging unit in accordance
with the preferred embodiment of the present invention.

FIG. 15 illustrates a typical sequence associated
with requesting and authorizing the electronic transfer

35 of funds or debit of funds by and from a wireless
financial messaging unit.



35 of funds or debit of funds by and froma wreless financi al

nmessagi ng unit. ' FIG- - 16 illustrates a typical sequence
associ at ed with the wireless transfer of funds or debit of funds by
and from a-WPEPMRWAL {j nancial nessaging unit in both a 1- PCUHJ82H2,
"2-way secure communi cation system 5 FIG 17 is a flow di agr.am
depicting a typical sequence associated with either authentication or
confirmation of a FEfel B&sikiuatyadiesor typdsaljaemeenste assagidtedr credit

tr ansaﬁ't i on bgiwRetha sz@ieﬁs tddahdEerabf fuliRsSefi débithidf athds ggul at or
in either a 1-way.or_a_2-. r o] | L Qn st e

Description of™ Brape? r%#%%i%%cﬁai.%gé&%q eWJrse/ngmt g;‘ﬁhGa £~ an

el ectrical bl wak andg?admvdy iFequre goEmunigationr aydFemsi on syst em 100,
StrJTghdas as fpaﬁi ngI8YySiEns fDrflthe diagranoadpiseing td tyisiduief erred

enbodi nent of _the_pres Lnvent i I, e . ansm.ssi on system
100, messagesssgluaqﬁgt %%égo‘jélﬁ%eeér_vﬁrl%lme&htggpﬁgg{é&%%c%%lof soyrs_t em provi di ng
nureri ¢ data gonfizmahienrioh a orinelessa t¥essigs ehtfyndrwyidadisedh as an

al lohaﬂumsri c dahgst ggg}i @fédi@f&i@atc@iohhbeﬁlﬁbeﬁhﬁlﬁié@iéfssh firfatidiahed ]
t el ephone net wor t0 a pagin rnin . ich processes the
nuneric or al B‘ﬁﬁﬁﬁ ??ggnnzé%saﬁg%agfe%u#(%?ﬁa ToR+ %erzotﬁgsvfﬁ‘yss?ror? %y one
or nor e tr dhsniWeyepsecREe |omIpGad®nnisyIFtam: he system Wien nmultiple
transmtters are utilized, the transmtters 104 pref erably simul cast

transmt the message inforiBIlON1 Q¢ a Preferred Embodiment

- Referring to FIG. 1, an electrical block diagram

15 illustrates a data transmission system 100, such as a
paging system, for use in accordance with the preferred
embodiment of the present invention. In the data
transmission system 100, messages originating either from
a phone, as in a system providing numeric data

20 transmission,'or from a message entry device, such as an
alphanumeric data terminal, are routed through the public
switched telephone network (PSTN) to a paging terminal
102 which processes the numeric or alphanumeric message
information for transmission by one or more transmitters

25 104 provided within the system. When multiple
transmitters are utilized, the transmitters 104
preferably simulcast transmit the message information to
financial messaging units 106. Processing of the numeric
and alphanumeric information by the paging terminal 102,

30 and the protocol utilized for the transmission of the
messages is described below.

Referring to FIG. 2, an electrical block diagram
illustrates the paging terminal 102 utilized for
processing and controlling the transmission of the

8 message information in accordance with the preferred
embodiment of the present invention. Short messages,
such as tone-only and numeric messages which can be
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financial nessaging units 106. Processi ng of the nuneric and
al phanuneric information by the paging termnal 102, 30 and the protocol
utilized for the transm ssion of the messages is described bel ow.

Referring towd4sases1 an el ectrical block diagram i | | ust PER/ERSRHE2 pagi ng
termnal 102 utilized for processing and controlling the transm ssion
of the 35 nessage information in accordance with the preferred

gg’gomjgplt Col;ressa %‘:-{Hex*eaVﬁglhena RSH-ToResa g8 ephone Etd) ompueae only
%%f%l%%ﬁmbﬁﬁfe}ﬁ 'i}gl'ouﬁﬁloﬁetele PRI inperface th

readi |y enteretPu
pagi ng terni na2020&n téh mangierawedl clohowe imttdhel azt- LM# eESARFer wel |
known in the ﬁch@@%fpﬂ&%ﬁ@ﬂsé mess&gEd vﬂﬁc&' phaaUrET e s adea Whi ch

e et 160" St Shgr Foraarebe SR ie U R B RE Q‘F”Bﬁ?" 1 Frour
nmodem t r ansni sshoougit ;i geslen 208cnsing Any th@I aymbgr °fr%

received, a cog &h'@fax;’éiﬁsl&%ﬁl Beotbols. PIRRSSi 8E1Df td rmmwge The
controller 204 |s 10 preferahly.a mcroco ter ngQd Se A 80x0 or,

equi val ent, whPERASFI® mbih 8a ByCRBE? g S i ch runs

vari ous pre- prpgoeeseing mf ithesmegsage. cdthe (ﬂqfhtﬁgl%ﬂléhz?‘brﬁ naI oper ati ons

ﬁzn\ég'hgﬁl ﬁg&gf%?gggfa?m'é @tﬁ.}crb&%mﬁa{:éﬁr é\Q:tﬁIHseh Mhesosessme or the 15
0 en r,ece 1
When aSg4tv2 ?‘%n\"'eé'g’f’\? ﬁ‘g aCt roI 38559‘5” Inc? @l entry

devi ce. r ef er ences
i nformati on stwhédhi :numhefarlosubwﬁrmé@gmmg:‘euzeaeﬁof%t erm ne how t he

nmessage bei REgnt 6Ll 184 difcH @ bRiRRDCESSRstioHe asUbELEE heromists to

direct the caller to enter the message, or the

15 handshaking protocol to enable reception of messages from
a data entry device. When a call is received, the
controller 204 references information stored in the
subscriber database 208 to determine how the message
being received is to be processed. The subscriber data

20 base 208 includes, but is not limited to such information
as addresses assigned to the financial messaging unit,
message type associated with the address, and information
related to the status of the financial messaging unit,
such as active or inactive for failure to pay the bill.

25 A data entry terminal 240 is provided which couples to
the controller 204, and which is used for such purposes
as entry, updating and déleting of information stored in
the subscriber data base 208, for monitoring system
performance, and for obtaining such information as

30 billing informatiom.

The subscriber database 208 also includes such
information as to what t_ransmission frame and to what
transmission phase the financial messaging unit is '
assigned, as will be described in further détail below.

35 The received message is stored in an active page file 210
which stores the messages in queues according to the
transmission phase assigned to the financial messaging
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20 base 208 includes, but is not imted to such information as
addresses-assigned to the financial nmessaging unit, nmessage type

associ ated with the address, and i nformation related to the status of
the financi al w@sgagng unit, such as active or inactiveptomusésaségare to
pay the bill. 25 A data entry termnal 240 is provided which couples to.
the controller 204, and which is used for such purposes as entry, -’

updating and delgiing £ {nd QrEreBastmbs@ihdht of Lhe pplsehiber data base
208, for nmonitogln €¥?ter2% erformance, and for, .ohtain suc

i nf ormati on as 3BV Boffueues are prpylde b%’ErF]B%ra‘ﬂta’t‘la%ase 208
al so i ncl udes spafe file rﬁm matThenagtive phge filenSidssisopréfemablnd to

what transnaﬁiig_aopbaSﬁfate ikl ﬁﬂstabueeﬁqucuass ﬁ\émory assi gned,

as will be descrjb I.n J‘urtlg r det a| bel ow, The recel d nessage i s
stored in arf ac?}%mb%l@)e“f i PPTGRIARE ¢ §rn§§§ P25 Hueues
according to trmemorytdmsss|amhphasbaaésd;ﬁiecﬁrtiveshecannlaqmnilmagi ng
- 8- . as W8ii. 'ﬁbﬁ%ﬂa@.ﬁ reRd R dBRFcRhat §6nPEESESY in '

i nvention, four phase eue OV|ded I n ctive Page; file 210.
The active page® gﬂ‘e°§ s"p?rs Be§ &S re‘&%‘éefr%o#m‘f Fheta¢HiyYe 1 st--out
random access npageyleeanmomgien contrbl bef aprtemilderd20Aausidier random

access %Cfﬁfoﬁm&:s siehdagdi ﬁifo&'{dé&?%y &aBeQS Hiﬂté'éf&ck as
wel | . Peri od| caé ssa [ % rrrgtl on stored in ?%he phase
Gueues 15 recovatba PF iRt Seble il F R 0 ThrdBretEt
control | er 204 messggd Oinfonnationf fromt each phasen gqueneyidedobyed b}ﬁal tinme
cl ock 214, prafibhQimsel tal 4 st kBbRJoPQi LFad BiF a08CAY¥E! Sflessage
information, and any other information required for .
15 transmission (all of which is referred to as message
related information), and then batched into frames based
upon message size by frame batching controller 212. The
batched frame information for each phése queue is coupled
to frame message buffers 216 which temporarily store the
20 Dbatched frame information until a time for further
processing and transmission. Frames are batched in
numeric sequence,. so that while a current frame is being
transmitted, the next frame to be transmitted is in the
frame meSsage buffer 216, and the next fraine thereafter
25 is being retrieved and batched. At the appropriate time,
the batched frame information stored in the frame message
buffexr 216 is transferred to the frame encoder 218, again
maintaining the phase queue relationship. The frame
encoder 218 encodes the address and message information
30 into address and message codewords required for
transmission, as will be described below. The encoded
address and message codewords are ordered into blécks and
then coupled to a block interleaver 220 which interleaves
preferably eight codewords at a time to form interleaved
35 information blocks for transmission in a manner well
known in the art. The interleaved codewords contained in
the interleaved information blocks produced by each block
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message i nformation from each phase queue is sorted by . frame nunber and
I's then organi zed by address, nessage - i nformation, and any other
information required for 15 transmission (all of which is referred to as
nmessage . wolsapsdt i nformation), and then batched into fraREHUBKRREEH2

upon nessage ‘size by frame batching controller 212. The bat ched frane

I nformati on for each phase queue is coupled to frame nessage buffers
216 whi ch t enpoigdleaveioreot Aee2thént sherhfvarmansterpadi 6o anghdsea tine
for further  milFARN02300 LhE0R P Akexdd AHRSpaLERR! CT1ET |1

" numeric sequence, current 'S berl Ry transmtted,
the next frameinkprmationneni atBiitiRBY|pit hasis fﬁ“&ﬁe%?é’é@% %2 er 216, and
the next f rarres&fwneas‘yt @&ranSmissben nohasé ; | ated contrbalebe204 Aexthe

appropri at t| S t frarre
message s leflg a@r angg éég O&%Q@?ﬁ%@gﬂ%@%@%{é&% e

mai nt ai ni ng tmm izasden, ep Fl‘(ﬁ]ﬂ% THEansmhted ateﬁbgd.g;ar EF’ ncodes
the address anghdte g ItﬁrhﬁlsmifssmmSO Tlmé Gyarthresd zasdoneesdgeis odewor ds

required for QE?‘:‘S MolhYelg : oded -
address and rressag«?alo emo\s')rlgg g.réér%% ere mtodo%3 éﬁEQ%ng;[h&mﬁé}; coupl ed
to a bl ock intehe cqantroloofFraRrPhler| 2% 4y seriﬁlefiéFébFPIEﬁ’ﬁ’ﬁt 24dewor ds
at a tine i® fﬁmgéﬁadub&veﬁeﬂéfraﬁxoarm“ngé)lsnﬁeam‘ ehithabsni ssion in a

manner wel | e%r@gx& Al (BB £or NErad déflaa{-ggc @emEQagsO&féé}ﬁd in

the interl eav t1on bloc

-9- is nexh Gquededr toog Egﬁn?%ﬁt%’ér‘i%tlr)? PInPEr rWLER a phase
mul ti pl exer 22indewitte mentrplewéscoherokbamn @04 tramsmitst the wessadget by

bi t _baSi s int Ogéredt id%erd%t ﬁistribﬁtion channel 228. The distribution
15 channel 228 may be any of a number of well known

distribution channel types, such as wire line, an RF or
microwave distribution channel, or a satellite
distribution link. The distributed message stream is
transferred toc one or more transmitter stations 104,

20 depending upon the size of the communication system. The
message stream is first transferred into a dual port
buffer 230 which temporarily stores the message stream
prior to transmission. At an appropriate time determined
by timing and control circuit 232, the message stream is

25 recovered from the dual port buffer 230 and coupled to
the input of preferably a 4-level FSK modulator 234. The
modulated message stream is then coupled to the
transmitter 236 for transmission via antenna 238.

Referring to FIGs. 3, 4 and 5, the timing diagrams

30 illustrate the transmission format of the signaling
protocol utilized in accordance with the preferred
embodiment of the present invention. This signalling
protocol is commonly referred to as Motorola’s™ FLEX™
selective call signalling prdtocol. As shown in FIG. 3,

35 the signaling protocol enables message transmission to
financial messaging'ﬁnits, éuch as pagers, assigned to
‘one or more of 128 frames which are labeled frame 0
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stream by transmission phase. The controller 204 next 5 enables a frane

sync gen€erator 222 which generates the synchroni zati on code which is
transmitted at the start of each franme transm ssion. The Eﬁﬁ@ggs%gmﬁatlon
code is mWPPHP¥Red with address and nmessage infornation

control of controller 204 by serial data splicer 224, 10 and generates
therefrom a nessage stream which is properly formatted for transm ssion.

The message st Fbaphoh fzamed2toufitedhadr ¥iddahenAPPERCiated thaty thes,
which - under atBaal oniutioér 3£ chrdnieas |pafovidiéd waRhinht 8hé heldmabiage

stream over %81:51:{32%%9 i@%t&%r e i abhi ﬁ&éé?fb%é Shappiel 228 may

be any of a nu di stribution_channe ypes, such as
Wire line, an MReogreat@¥ cFRRIReR QS HRaMes kirhged. oFha g%ealey o
di stributiosn | cRk. bibeeﬂysnfé)mmt eSS e prliovddedi 8o thérfhwdmed=ad t o one

or nore trans”h\%‘gé%%gtﬁ:?ﬂ?s 3#% RAMEI:RI ¢ BOEYLESmS' Zpn i ¢

communi cat i on é sage streamis |rs FransferTed Tht o a
dual port eepunber wf chranemhdrellizedt fhesmere fEten eessaganm
prior to transe&a&sbenquéﬁearamprﬂmvﬁea tumhdetfenaimi:ail medsadging ng .and

control circui ]gaq_rg er %Ei%%q‘l port
buf fer 230 andhf:%'ggl aggf%mé& t he put %l%r%e era gﬂe%é}%g]v

modul at or 284, tﬁ‘ﬁe atenﬁﬁdlﬁ’ét%’d“?’fé%%ﬁb‘é‘ rtéaﬁlﬁﬂ-é"?ﬁeﬂe%%‘é@?%d to the
transmtter 236 forAbrehowhsin FLE] & andtenframds. comprise aReferring to

FIG. 3, 4 and u gﬁgg@ n format
of the signalin §nc£gggﬁ g%fdé@églzed #Agc)co%tro gtﬁ?g&\?\f %E p‘? erred '
enbodi ment of PREVBReSAAFKS r%ﬁ!?%?regerrﬁ%f%ﬁprpr pgnformatien i

commonl y ref er whdchoage Mibeled Bijaek r] tHHrio¥gdr block 18el enstrsrmom-alaln

signal | i ng 4pr oggeol 5 As eégﬂ"%é&%gme’)ésa%% fﬂ%ome%hn xﬂéﬂ&é’s"' enabl es

message transm SS1 on nanci al - nes uni_ts, suc ers _

assigned to prsﬁgra}almqiéglaﬁ i%rqﬁ%mé?‘w’n% oZy @"“Fabﬁ?‘éﬂ“’??
-10- are labeled word 0 through word 7 for each phase.

Consequently, each phase in a frame allows the

transmission of up to eighty-eight address, control and
20 data codewords. The address, control and data codewoxds

preferably comprise two sets, a set first relating to a

vector field comprising a short address vector, a long

address vector, a first message word, and a null woxrd,

and a second set relating to a message field comprising a
25 message'word and a null word.

The address, control, and data or message codewords
are preferably 31,21 BCH codewords with an added thirty-
second even parity bit which provides an extra bit of
distance to the codeword set. It will be appreciated

30 that other codewords, such as a 23,12 Golay codeword _
could be utilized as well. Unlike the well known POCSAG
signaling protocol which provides address and data
codewords which utilize the first codeword bit to define
the codeword type, as either address or data, no such

85 distinction is provided for the address and data
codewords in the FLEX™ signaling protocol utilized with
the preferred embodiment of the present invention.
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through frame 127. It then will be appreciated that the actual nunber of
frames provided wthin the signaling prot ocol can be greater or |ess -
t han descri bed above. The greater the nunber of frames utilized, the
greater 5 tRgobgisesyry |life that nay be provided to the fi narciragss 25682

messagi ng units operating within the system The fewer t he nunber of
frames utilized, the nore often nessages can be queued and delivered to
the financi al RgeR&RY| dddress/ Hrd BT &aadwbﬁaarur@aiéﬁﬁéaabyf ERASEY thereby
reducing 10 the l ten‘¥ or t| e . r‘,@g_uvl Ei%dltg del i ver nessages.

shown in FI GP3SiHHeRFifiie aonas SYRtRY onj zati on codevvord (sync)

f ol | owed preferablg?l'@% 6 a@&/ﬁ%l@éﬂ!ﬁ%&ﬂ%@@@@l%ﬂﬁﬂh@n

(Ih nformation EkSonizat ¥t Cdblzi%r ?diatiebadﬂal g&ﬁéﬂv@uﬁfthbk%k 10 As
"shown in Qck .0 iLn n _conpLi ses
preferably EIBﬁ?faﬁﬁ?i ?& lrxl‘ferntl gg ewo S \(/l(hm%h o are | abel ed
word O througnamquuhtora%aﬁiW%a@eFlG é@n%am@;rwé&@ﬁn&ﬁas%dﬁn a
f2 B aget al l O\é\s & rlgrﬁéaﬁﬁéﬁd SEHBWY thr'élét barebgh%Yfﬂ'Sﬁ"tsyWMizaeﬂahrg: and

ata codewnr e ressp . contr r rably
conprise two S8PE, (8YRE1h; ra$t 5 gmﬁ g‘\’/%éé'?ogr\r@f(%gﬁﬂ‘ ? sing a
short addressanécaoasecqunmchrm%@nvée@ewor% fsyma 2r}essé§e vda, and a
nul | vvordmOI 1ﬁnﬂ1@ SPf Ofkk sﬁrguelsaahuwohezatﬂmsemﬁdxa @oﬁ@ﬁgbgl ng a 25
message wor o n tr ata or
message code\/\g%’c'igél Héa?%"%?ﬁ%rta nS’S}lg%]'%%I% Q‘s a%\ndi %gh added
thirty- svhinl ayembigrnating Jwﬁ’i @ﬁtppé‘\?}:ﬁ?é%s awh:é;h pxopidesf bit
di 3t ancg to tb?nﬁﬁﬂ@ﬂ@idt:g&i artdwégonlaeaaapfeﬁrmqsbxaﬁdrﬁat 1&56%& 0
. codewords, sugh,as 1 0 | as. we
Unli ke the welf)1 kno%n gfx%%@e%yengﬁ gna |ng pro #ﬁﬁ'&% flpri%n\% des address
and data 15 swaehseaizakien. utThe Aecord ppdsfounh martisns @Fedefine
the _ngSV\?rd i:i‘aceramfléwlackh,msm datiawoids switic ard [stl n]ct ion i Is
provi ded for S N err] signaling
protocol uti lyﬁgagﬂg{,%& t@%&iﬁ; ref ery %@ﬁ%@ggé ég%égh%{lhlb?present
i nventi on. reliability, and whlch are also used to 1nd1cate the data

bit rate at which addresses and messages are_transmltted.
20 Table 1 defines the data bit rates which are used in

conjunction with the signaling protocol.

Bit Rate nA” Value

1600 bps Al and Al bar

3200 bps A2 and A2 bar

6400 bps | A3 and A3 bar

Not defined A4 and 24 bar
Table 1

25

As shown in Table 1, three data bit rates are
predefined for address ;nd message transmission, although
it will be appreciated that more or less data bit rates
can be predefined as well, depending upon the system

30 requirements.

The frame information codeword is preferably a
single 32,21 BCH codeword which includes within the data
portion a predetermined number of bits reserved to
identify the frame number, such as 7 bits encoded to

35 define frame number 0 to frame number 127.
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Rat her, address and data codewords are defined by their position within

the indi-vidual franes. FIGS. 6 and 7 are tim ng diagrans
illustrating the synchroni zation code utilized in accordance V\n@ the 5
preferred ew0o93%831t of the present invention. In partik RCA7UPIB23882 s hown
in FIG 6, the synchronization code conprises preferably three parts, a
first synchroni zation code (sync 1), a frane information codeword (framne

i nf o) and a secThel synuithoe oft the sedondr svichrenization segien 180 in

FIG 7, the fg% g % @ﬁ{ﬂ%ﬁ e ¢pdeweEdtR@NBY +8€ SsynchiddiSatdtsh third
portions, |ab e It and BS], ynating 1,0 bit

patterns whi cfop £o9f ab°ves E‘ﬁ?“’&?fFEatPBﬂl%‘én“bh% and fourth
portions, | absyndhrom.ﬂawmmd:qdes wban:pl désepreférdhly , tydnsmi thyesy iade af r ane

15 synchro Iz ﬁm}d%f haRO r erably single
32,21 BCH godg\%\'gggsdg\/\ﬁg are reguelhneg %gbg?"?d?ﬁ%%ﬁ@ ZI )
correlation SeFEPRAD; T'l’l‘? ySecanf \ﬁgi“ﬁ: SP&Zakigny %t\% dat a
bit rate at watchhaddaessspntnild nates agewvhich thensddxess| ark) mggsages
defines the dgha PhtpkatLmmihiedlin Bagdghiden £ramnd] UNCénddnidddry,he

Ebgnallng protoe Leg&maquﬁpqﬁﬂlég%lon cogfoalbﬁgs théc\fa\.éwlmclalA2 andligo
bar 10 64@8shping unit to obtaifl “fimeA3bbhrand frame Not defi ned

A4 and A4 bar chronization at the frame trafh8hiSsiofdata bit rae.shown in
Tabl e 1, threeyg ta bit rates _ are
In summary the signaling protocol utilized with the
preferred embodiment of the present invention comprises
128 frames which include a predetermined synchronization
15 code followed by eleven information blocks which comprise
eight address, control or message codewords per phase.
The synchronization code enables identification of the
data transmission rate, and insures synchronization by
the financial messaging unit with the data codewords
20 transmitted at the various transmission rates. |
FIG. 8 is an electrical block diagram of the
financial messaging unit 106 in accordance with the
preferred embodiment of the present invention. The heart
of the financial messaging unit 106 is a controller 816,
25 which is preferably implemented using a low power
MC68HCOx microcomputer, such as manufactured by Motorola,
Inc., or the like. The microcompﬁter controller,
hereinafter call the controller 816, receives and
processes inpups from a number of peripheral circuits, as
30 shown in FIG. 8, and controls the operation and
interaction of the peripheral circuits using software
subroutines. The use of a microcomputer controller for . '
processing and control functions (e.g., as a function
controller) is well known to one of ordinary skill in the
35 art. '
- The financial messaging unit 106 is capable of
receiving address, control and message information,
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predefined for address and nessage transm ssion, although it wll be
appreciated that nore or |less data bit rates can be predefined as well,
dependi ng upon the system 30 requirenents. The frame information
codeword is. pvebwszasll y a single 32,21 BCH codeword whi c RCXRISINR5685

wi thin the data portion a predeterm ned nunber of bits reserved to .
identify the frame nunber, such as 7 bits encoded to 35 define franme nunber

'(I)'ht 0 Ira”}f nU”Héi-e%EEer called “data" which is modulated uéfng -
e structure chr@niyz sim|ar
BokBEaspoth SUICULankesLion ARy aoBLELELaR! Y

to that of the roni Zat1on ove wever
unlike the fi r§FChn1§‘}ﬁ§hro?¥}ezdﬁa§ﬁméBH§dvﬁ% jiss ipterePRbEY BY AMmitted at
a 5 fixed datanggfhel 802twhicilioupiest06 s idputs offes recébteand), the

second synchropi, égibgnaagde ﬂescetl%g.sgg{:{__ggn ?o‘akntolggsgggatﬁg@géeir@ég, at

whi ch the addr 85§ a0 n,any given frane.
Consequent | y, dat@h@sém%w@%loimm|m i ery. eRevidingistdden 10
nessagi ng uni totzepabtannaﬁildge'u-bjetveandeéémd daa:wlehgnan.zahemaﬁeﬁ he

frame transms a igg@%ing pr ot ocol

utilized with %hﬂleg arx ?eéﬂéelgé‘f%ta oT t esen elanven I on .

conpri ses 1289¥1ﬁém‘3§ appRied @ one ana%déﬁ e"+ eghedfAche¥®t zati on 15

code fol |l owed bytreheveoni &frduiai isng, bhndkso vin cihputpfi acd-level ght

address, contrgl, ge codevvords per phase. The synchroni zati on
§en§&?| ca?61

code enabl es i Ion of the data_transm ssion rate, K and insures
synchroni zati on by OPerapien igffhiesthreshald evel exfrasting ekreridodewor ds
20 transm ttedses,t heleael dlscddean 8105 Sepmbshit®mchronizer 812, 4-

level to binary converter 814, synchronization codeword

15 correlator 818, and phase timing generator (data recovery
timing circuit) 826 depicted in the financial messaging
unit of FIG. 8 is best understood with referehce to
United States Patent No. 5,282,205 entitled “Data
Conmmunication Terminal Providing Variable Length Message

20 Carry-On And Method Therefor,” issued to Kuznicki et al.,
assigned to Motorola, Inc., the teachings of which are
incorporated herein by reference thereto.

Again referring to FIG. 8, the threshold level
extraction circuit 808 comprises two clocked level

25 detector circuits {(not shown) which have as inputs the
recovered data signal. Preferably, signal states of 17%,
50% and 83%, are utilized to enable decoding the 4-level
data signals presented to the threshold level extraction
circuit 808. ' _

30 When power is initially applied to the receiver
portion, as when the financial messaging unit is first
turned on, a clock rate selector is preset through a
control input (center sample) to select a 128X clock,
i.e. a clock having a freguency equivalent to 128 times

35 the slowest data bit rate, which as described above is
1600 bps. The 128X clockfis generated by 128X clock
generator 844, as shown in FIG. 8, which is preferably a
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FIG 8 is an electrical block diagramof the
106 in accordﬁnCﬁ with the preferred enbodi ment of the present

I nvention The heart of the financial messaging unit 10

control | er .80™®998303hi ch is preferably inplenent gd 83| ng a FW%’&&E?”

MC6 8 HCOx mcrocorrputer such as manufactured by Mtorola, Inc., or .the
| i ke. The m croconputer controller, hereinafter call the cont roI | er
816, receives andstal contzedied Papillatonmperabingrabi2Qhrd FE a

'Cin[CUI ttS as ?%%M}ezﬁhlzl BheBoutpdt CONt 1KY I 2BRECDPEK agemsrattt 844
interaction o eri phera g4 ﬁﬂ%ﬂoutl nes. The
use of a ni crcﬁ‘?ﬁ’?ﬁ'{ﬁ dp BPPgrgﬁokée&?%?gséﬁ% S W ol functions
(e.g., as a fulktides the CULPHS| f-eegue%cm BaookA SenerrRterd 4k nary skil
in the 35 %&; clock at tloblha kgaanc'mé nm&gum 40l éwd Ofhé SLexaglabl e of
recei ving addr control _an h[’a_x Ny

-13- 3 tec chnS i &FYE Caf{?%ggﬂgg <« cl(R I%h%dt LPs?rr%Od
preferably 2-|efctinndthe pepk apfcyadhey mlaemeﬂrltu ?emﬁresan he
”anfm ]EtEd dagg tﬁetéﬁ&@@l@h@éag& 8he lown{m)aabeRashi (Avgpupides to the

I nput o are el ver n o n cesses the
recei ved hgkﬁ n“}g") \fé‘? ék‘tgﬁe gi&ﬁ] %,%ﬁhgg ré%éhpé& al the

out put an mlallvgdwlaiem d@@@}@ged agtar svyrkal %FE&PPé?atm%a’r? ed a
recovered dat aa&hfepéa wilth teRO¥oheHroni satiomigiahli Sasou:plbcbéo one i nput

of 3 L eshol dol e¥elnd 1SAd/AC LB BLEPULL o Bhe dalak0e20 & orfa a

4-1 evel dec‘?j res eve
extractlon C|rgqmtrol s1gna1 (center sample) to enable selectlon of a

1X symbol clock which is generated by symbol synchronizer
15 812 as shown in FIG. 8.
The 4-level decoder 810 preferably operates using
three voltage comparators and a symbol decoder. The
recovered data signal is coupled to an input of the three

financi al nessagi ng unit

comparators having thresholds corresponding with

20 normalized signal states of 17%, 50% and 83%. The
.resulting system effectively recovers the demodulated 2-
or 4- level FSK information éignal by coupling the
recovered data signal to the second input of an 83%
comparator, the second input of a 50% comparator, and the

25 second input of a 17% comparator; The outputs of the
three comparators corresponding with the low (Lo),
average (Avg) and high (Hi) threshold output signal
‘wvalues are coupled to inputs of a symbol decoder. The
symbol decoder then decodes the inputs according to Table

‘30 2.
| Threshold E Output
Hi Avg Lo MSB LSB
RCin < RCin < RCin > 0 1l
RC{n < RCijn > RCin > 1 1
RCin > RCin > RCin > ! 0
Table 2
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808, 4-level decoder 810, symbol synchronizer 812, 4-

| eve

| to binary

converter 814, synchroni zati on codeword 15 correlator 818, and phase timng

generator (data recovery timng circuit) 826 depicted in the financial
nmessagi ng . wolwssexdaf FIG 8 is best understood with refer eRCEUS/25682
United States Patent No. 5,282,205 entitled "Data Communi cat i on

Term nal Providing Variable Length Message 20 Carry-On And Met hod
Therefor,” issued h@ KHéWwhCit Wiblal 2, whenagheghecoverddiduutel sighat., the
teachings of whicgh,aig 1essif1GA] RANALSE BCEREBshY1d 6fLIRALE thier et O.

Again referring f0

FIG 8, the threshold | evel extraction circuit 808
conpri ses thMf@@ReeePEV%FeQS'-%é’coed%ﬁB Ei PeulEB T Y- siRBTEAMt

©€h have as

i nput s- t-he ag %&@nebcdtﬁetmﬁeegrwresamaevamhys 54 gnedeciedt,eq of 17%

50% and B3%  afiALLLi2etnb ) ARl akad Nt Eods | £Y Sne

presented fo t resho Sacti6n circurt
power is init |aéH°|VF -applied to the receiver portion,

as Wne

%t a signals
When
n the

financi al nessagi nghenMEBi 6uﬁﬂnit5tfrom the dedeval Aecddek 81 dssel ector is

preset through a pled ggngﬁoi n‘L‘BPLgf Pﬁntsﬁ%nbgiﬂggﬁgh}&fﬂﬁ%ﬁa

I.e. a clock hav requency equiva t1nes
bit rate, whi (H¥°<Y§- sérFE‘é@l"%"Eﬁﬁ/ jta inputggergpated iy geate

a}@BX cl ock,
sl owest data
BB i s

gener at ed foy kX zehoCkrossifgecimitie 34deval shoowered dBa &ignlailch is

preferably a

t al

controlled osmtﬁ §t°grlt€5v8r]é Vel ori %4r§cﬁ yored® ?it? Jhrgmt e he%%% put of

the 128X cl ocl&fﬁemapeﬁlgme eEARHEs oXGUESLPRE 2L o¥he raé’fﬂé’t%yl

=di vi der

846 whi ch distiede xekbeepad piitd reigiailc pboyet thet aveenss direshiold
output signal, and the negative level represents the two

15 negative deviation excursions of the analog 4-level

recovered data signal below the average ;hreshold output

signal.

The symbol synchronizer 812 uses a 64X clock at

102.4 KHz which is generated by frequency'divider 846,
20 that is coupled to an input of a 32X rate selector (not

shown). The 32X rate selector is preferably a divider

which provides selective division by 1 or 2 to generate a

sample clock which is thirty-two times the symbol

transmission rate. A control signal (1600/3200) is

25 coupled to a second input of the 32X rate selector, and
is used to select the sample clock rate for symbol
transmission rates of 1600 and 3200 symbols per second.
The selected sample clock is coupled to an input of 32X
data oversampler (not shown) which samples the recovered

30 data signal (MSB) at thirty-two samples per symbol.

- symbol samples. are coupled to an input of a data edge
detector (not shown) which generates an output pulse when
a symbol edge is detected. The sample clock is also
coupled to an input of a divide-by-16/32 circuit (not

8 shown) which is utilized to generate 1X and 2X symbol
clocks synchronized to the recovered data signal. The
divided-by-16/32 circuit is preferably an up/down

-16-
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5 clock at 102.4 KHz. The 128X clock allows the |evel detectors to
asynchronously detect in a very short period of tinme the peak and vall ey
si gnal anplitude val ues, and to therefore generate the | ow 31, average
(Avg) and - WO WR3EH ) threshol d output signal val ues requi rR&gYS8

nmodul ati on decodi ng. After symbol synchronization is achi eved_W| th- the
synchroni zation signal, as wll be descri bed bel ow, the controller 816
generates a seommker. Jbwny dhesidgtal efgendetectom|dgtaarsemalsiymboil| ecti on
of a . 1X SYéé&EL CA%&@&@ gleae&e&eaawﬁdcﬁyley A PO amZghedd 812

as shown in FIG referably oper at es

ode
usi ng thre‘té"%lrt}a%ec%ﬁgr §P&P§ g\rﬁddé vy ﬁ‘g]a’ TORYE - recover-ed
data signal i sCanuptezhitlky.am pwlse é ghoerated by thmrmaate@ge havi ng p

threshol ds 500réé>§&é’&5¥ Rgh ¥H fis2f&1@er @ahpzed ebgaaluﬁs@é *F (tfhela%uée-@ and

83% The resu ,steme t|v overs t ul gt ed or
4- | evel FSK |Woi% Eb%l c°upf%ﬂi? d‘ﬁ‘?&ts?ﬁnal to
t he second i nptite (ﬁNlargal:ﬁ/oarrMmMpve thheg@ewmh-qmmﬁ apfcoun§0of
conparator, ang,{hg, 2&5«0 %ﬁﬁcﬁﬂé Iamheofoyalm/z C@I@&Iﬁ Olthe UﬁQpﬁHt put s of

t he three CO ara c%dar g%%ondl ng with ?]-gét é%fe age
(Avg) and hi ghf% &Shd et §ﬁHFes a‘l’ "{}8&

i nputs of ® syfnﬁ)b'.iz du:miart thhde adva-ylnbdl bﬁe@neletroumemrdmsehem nput s

ﬁccor ding to Taj?éep@{ps@ wh:Lch is coﬂ@i@&hﬁbdthe input of d:.v:.de—by-— Qut put
|

< R err] <196/32 c:CFcu:Lt fronbl\ége data ehg@[%e\;ect{or, %gow%eg the RC[eR?r]n

> 0 pulsg coupled to RYjecimput of FpeAN) gate aEfives] after
_}_ ble 2 RARE 'derteratidBlc¥ 'd cdunt BE Bhirty-two by the divide-by-
abl e

15 16/32 circuit, the ocutput generated by the AND gate
causes the count of divide-by-16/32 circuit to be
retarded by one count in response to the pulse which is
coupled to the input of divide-by-16/32 circuit from the
data edge detector, thereby enabling the synchronization

20 of the 1X and 2X symbol clocks with the recovered data
signal} The symbol clock rates generated are best
understood from Table 3 below.

Input Control Rate Rate 2X 1xX

Clock Input Selector | Selecto | Symbol Symbol
Divide r Clock Clock

(Relative | (SPS) Ratio ‘Output {BPS) (BPS)

)

64X 1600 by 2 32X 3200 1600

64X 3200 by 1 64X 6400 3200

25 ' Table 3

As shown in the table abo?e, the 1X and 2X symbol
clocks are generated 1600, 3200 and 6400 bits per second
and are synchronized with the recovered data signal.

30 The 4—;evel,binary converter 814 couples the 1X
symbol clock to a first clock input of a clock rate
selector (not shown). A 2X symbol clock is coupled to a
second clock input of the clock rate selector. The
symbol output signals (MSB, LSB) are coupled to inputs of

-17-



As shown in Table 2, when the recovered data signal (R err]) is less
than all three threshol d val ues, the synbol generated is 00 (MSB = 0, °
LSB = 0). Thereafter, as each of the three threshold val ues is exceeded, a
5 different wosimsdesi s generated, as shown in the table PCEHHR#@25682

The MSB out put fromthe 4-1evel decoder 810 is coupled to an input of
t he synbol synchronizer 812 and provides a recovered data input
generated by dat ¢apuBgdatd Oséluec e o(:mmst:bwgs; i NAt Seldetew edignadover ed
data signal.  (on/apfhgsPOShbidd d&'PladiledtBe EAEALCEENHNE! AN Hate

represents positive eV|a I on excur5|ons f the anal og 4-

| evel recoveré&lﬁﬁf-ars?ﬁﬁa\‘h%b%?ﬂee"'t"rﬂ; APRuLye tﬁ?‘éshﬂ?‘ﬂt data .t put
signal, and tkeleegaki vandeyedvides exartixolt bé the cofifersimi iofk thevi ation
excurS|onssof oin?hegué éfﬁﬁgls 25 efﬂﬂ%QVQrggvgftfsﬁ'&EEﬁ kel Qu t he

aver age t hfesfh g gﬁ synchroni zer

812 uses a 64%eyedcKSK;data. "I‘EE“AFW“\MH"@H FSKg 'é?a% HPHequency

di vi der 846, (220 ‘&batseu.ectedlplmnyctmMsmoutpﬁta182xele¢m¢eﬂm:ﬂor (not

shown) . The 34% c%hg%agl EBtgﬁe'fnﬁ PETSY Plobntellb1bEL paralidihiveh provi des

sel ecti ve division ener at clock which is

thirty-two ti me¥iplecopupster m“t‘f’%ﬁ’f?rﬁ'ssf%ﬁ t &t ﬁggﬂ‘cm‘?fol 1% gnal
(1600/ 3200p | seledtedobpl eliotl ratsecwsieduyrutvhdtht hes@Ris i aa seingdteor, and

|s used to Se?g%t b&%ﬁrﬁaggkg SLPE éﬁrt‘?& bd @en%%gggh at the!&RAE BF on rates

of 1600 and 3 er secon ect ed clock is
coupl ed to an tl}#?pﬁ’Pré 13§Xt° serig i PRRRREEII ngf‘n’é?esizu%%eﬁvﬁ% sanpl es
t he -recovered dat%Ocod&’eas!;ognMLX NEB)s eltedted; t pothotbenbSRsapkMsB/ nbol .
The synbg) g.xht%%q_)g 8e g}%@léei:'@a%iéh aa"ré %ubleta @od@ﬁ@ £0fts of

detector (not enerates an ou a synbol

edge is defect&® PFﬁ'é-lg-&f‘rpF sebtal |%°’h‘f%r§ %LEJ‘Bug?‘eﬁf?‘éka’rPl?uerdts of a
di vi de- by- 16/ 32leicted by( adbck Batemalectar mlh:.lch geshliedin a gaxdadt e 1X

g“d gx dS%”bgg e bltcmﬁgﬁsaaegre&%&ﬁi dP Hehgehﬁﬁﬁ’éﬁaeétd@ia:ﬁé gnal . The
Vi ae y- ymﬁferUIt ' Ere eLap 3;{52&1 %ﬂg output of the

ol rate, which is pr
parallel to serial converter.
20 Referring again to FIG. 8, the serial binary data
stream generated by the 4-level to binary converter 814
is coupled to inputs of a synchronization codeword
correlator 818 and a demultiplexer'szo. Predetermined
»A" codeword synchronization patterns are recovered by
25 the controller 816 from a code memory 822 and are coupled
to an “A” codeword correlator (not shown). When the
synchronization pattern received matches one of the
predetermined “A” codeword synchronization patterns
within an acceptable margin of error, an *A” or “A-bar”
30 output is generated and is coupled to controller 816.
The particular “A” or “A-bar” codeword synchronization
pattern correlated provides frame synchronization to the
start of the frame ID codeword, and also defines the data
bit rate of the message to follow, as was previously
35 described. '
The serial binary data stream is also coupled to an
input of the frame codeword decoder (not shown) which
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counter. Wen the data edge detector detects a synbol - edge, a pulse is
generated which is gated by an AND gate with the current count of

di vi de-by-16/32 circuit. Concurrently, a pulse is generated by the data
edge 5 det ecHR9@#BEh is al so coupled to an input of the di WICTAIS8/25682
by-16/32 circuit. Wen the pul se coupled to the input of the AND gate
arrives before the generation of a count of thirty-two by the

di vi de- by- 16/ 38egodesi thet fivanet grdeword amst providest Ao AhBigationasfes t he

count of divi d&ﬂwfra&e ﬁﬁﬁﬁgr%ﬁﬂéﬁt]itﬁfét@. t\f@&h e@ehyb?nghgoggtbi“
response to coupled to the.in | Vi y-

16/ 22 circuit fcr I%#éeﬁap[gk g%u%’t-ﬁ%cﬁ%} %W&ﬁgflhesuc hafse coupled to
the input of tHelA@iga: éndkialeeecdivar tumheongepewari b8 shppliednto of
thirty-two gy tdhe &b&bdeebypoéémxiwwd saviehe copbRut sweféﬁ&ﬁnby t he

AND gat e cause he ,cou { of di.v /32 Gcircuit to retarded
by one count n%”r d5sn8e YBITH Tﬁis%‘fvﬁ%ﬁﬁcfptmt?oﬂ& 'é%et Al he i nput  of
di vi de- by- 16/ 33wsichzonizacben t tedewoxtht & digscadbedt abpvehecandywhkield| i ng

the synchroni zgdn@ind@s €6 wes-l{g)ﬁrgh%%vml eetsgsmh hoEhené ecover ed
dat a si gnal_. The sx.nbrg_l Cl rat es, zg&nerate areg . ]L-mderstood
from Tabl e 3 b&TR™ g CRgpRETe

1x C odR 816 copprres tl@elémm m@diear icprreéptbyl beiﬁgnbed:e:.ved

Di vi de I with & 06kt of Q&figned £RMADersSERdrea iffdtbde Qut put
(E’QS) ( ngz) glemorybgéf Shou%cg%%e curré-%x&éy reggbgedzgrameoo 1600
Table 3 differ from an assigned frame numbers, the controller 816
generates a battery saving signal which is coupled to an
15 input of battery saver circuit 848, suspending the supply
of power to the receiver portion. The supply of power
- will be suspended until the next frame assigned to the
receiver, at which time a battery saver signal is
generated by the controller 816 which is coupled to the
20 Dbattery saving circuit 848 to enable the supply of power
to the receiver portion to enable reception of the
a551gned Erame.
A predetermined “C' codeword synchronization pattern
is recovered by the controller 816 from a code memory 822
25 and is coupled to a “C” codeword correlator {not shown).
When the synchronization pattern received'matches the
predetermined "“C” codeword synchronization pattern with
an acceptable margin of error, a “C” or “C-bar” output is
generated which is coupled to controller 816. The
30 particular “C” or *C-bar” synchronization codeword
correlated provides “fine” frame synchronization to the
start of the data portion of the frame.
The start of the actual data portion is established
by the controller 816 generating a block start signal
85 {(Blk Start) which is coupled to inputs of a codeword de-
interleaver 824 and a data recovery timing circuit 826.
A control signal (2L / 4L) is coupled to an input of
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As shown in the table above, the 1X and 2X synbol . clocks are generated

1600, 3200 and 6400 bits per second ~and are synchronized with the
recovered data signal. 30 The 4-1evel binary converter 814 coupl es
the 1X SWE9dssedock to a first clock input of a clock racemsesnsesl ect or
(not shown). A 2X synbol clock is coupled to a - second cl ock input of
the clock rate selector. The synbol output signals (MSB, LSB) "are

C(r)]Up![ egaig 'glpgﬁc.técﬂf ate selector (I:Lot:I gtcz?wn) Whlr?ellll seld ts e:|. her co Ieda?o
I npu S g up

a sel ector |np8F ‘Efc%?‘%%tlgpu Sel eq'aﬁ?d:efih P%c :b?%f mput  of

t he i nput dat acoupiediett othe dnpbutr ofi dephmtgenemmrhénobnsmmbn of the 5

synbol out put I I h evgl FSK dat a.
Symbol OULPU! ShEBR Ps A5r#driH1 22 exs&&&*&ﬁ@g Boudted-which¥€

output is sl eCL+eEEGA; E‘F\agecno‘?r%et%olégrf‘]‘ﬁdpk‘%s? h%ufr‘?ﬂsfﬁltsg%ag cgﬂim(ﬁ'i %hgn%s °
parallel to bieckastavinsicnal (Lsoalshoemiplahdd dncliopkti oputheés 10
sel ected by cl gakgbahénsRhst Olanthichub8aUtS Shd X8 @h¥ RGhE coumtdr Birpary
data streamto be gneratede t thsegg%_f of u&q. | el to serial
converter. Weft Pﬁg AEEEA §t‘a e g BRe Y F%Ef’gr:%gs‘é eH®d, bot h
the LSB and MSBessaget puformateicelisctedbedinh dfhernc el block start nputs of
15 the parg}l egl%,ﬁaﬁeféféagéw\met %aszhsegé&sé&ck ﬂtnmgm.s, genesft &g ed by
clock rate sele res data
streamto be g‘éﬁ@?iﬁf‘éﬁ %\?s?f’t% s h%ﬁﬁb?ﬂre %hm’f‘ﬁdlg t)ﬁa'f#%led at the
out put of the incoping|hes$sage sambglsconverter. 20 Referring again to
FIG 8, the serial Bh8agV¥odad® phase signal outputs are then coupled to
' inputs of a phase selector 828. During operation, the
15 controller 816 recovers from the code memory 822, the
transmission phase number to which the financial
messaging unit is assigned. The phase number is
transferred to the phase select output (@ Select) of the
controller 816 and is coupled to an input of phase
20 sSelector 828. A phase clock, corresponding to the
transmission phase assigned, is provided at the output of
the phase selector 828 and is coupled to clock inputs of
the demultiplexer 820, block de-interleaver 824, and-
address and data decoders 830 and 832, respectively. The
25 demultiplexer 820 is used to select the binary bits
associated with the assigned transmission phase which are
then coupled to the input of block de-interleaver 824,
and clocked into the de-interleaver array on each
corresponding phase clock. In a first embodiment, the
30 de-interleaver uses an 8 x 32 bit array which de-
interleaves eight 32 bit interleaved address, control or
message codewords, corresponding to one transmitted
information block. The de-lnterleaved address codewords
are coupled to the input of address correlator 830. The
35 controller 816 recovers the address patterns assigned to
the financial messaging unit, and couples the patterns'to
a second input of the address correlator. When any of
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stream generated by the 4-level to binary converter 814 I's coupled to

i nputs of a synchronizati on codeword correlator 818 and a denul tipl exer
820. Predeterm ned "A" codeword synchroni zation patterns are recovered
by 25 the corWv@8933831 816 from a code nenory 822 and are couplC@(/S982568, an
"A" codeword correlator (not shown). When the synchroni zati on pattern
recei ved mat ches one of the predeterm ned "A" codeword synchroni zation
patterns wthei deainteckyrved addregsncoflewords makched’ any OA-the" 30

output is ge”%ahédsénﬂatt?eﬁ%@&%h%dc%t ERL! Binhthal meleS;Herﬁﬁﬂ:” ar
"A" or "A-bar" ¢odeword nchr%rll zation g?tte orrebate grov

frame synchronWz& ?‘Bna’Po & faxeigs ofh ’F‘?’é -Op - c 5HEWBIYPe aI so
defines the dabat errbrs q:ta!tmqj:fabtlleeamsgségegtmfuhd awdewoxrdas previously

35 descri begl. structurew@lé@éé lw&amésgaga PEARYIOn2kAg coupl ed to an
I nput of the frane codeyprd q#é)o er .(not shown

|15 correspantig {ome BARREL Bt s $P8e 29RoR R i cat i on
of t he frarte.gunbthecinfamabicre representimgl tthe troadcastoandol | er 816.

During sync aCSl@béHré&“sefé@ﬂxﬁés call fs@.lghgﬂi‘ﬂg'xﬁléééa@e,r WhEEKSfad U N-.0N,

power is supplied to ecejver portion b saver IfCUIt '848,
shown in FPGeV8°“W c‘ﬁe%‘d‘ﬁ# sﬁgﬁeﬁfi%'ﬁaa% nj i

synchroni zaei othenddwoeded dwy duex Galred daboder 83R1 amid (sltored gonai nues to be
supplied to enﬁgggagéo,ggﬁ ghgt{ t he remai nder of the synchronization
code. The controll res the frame n er currentlé%bel ng .

recei ved with af Pig?w’cﬁga St QReCh D 5 8§SPRLRE
menory 822. Shwdkd the fimangidl) messeigied tnibe theressage

information is coupled to the input of data decoder 832
15 which decodes -the encoded message information into
preferably a BCD or ASCII format suitable for storage and
. subsequent display.

Alternatively, the software based signal processor
may be replaced with a hardware equivalent signal
20 processor that recovers the aadress patterns assigned to
the financial messaging unit, and the message related
information. Following, or prior to detection of an
address associated with the financial messaging unit, the
nessage information and corresponding information
25 associated with the address may be stored directly in the
.messagé nemory 850. Operation in this manner allows
later decoding of the actual message information, e.g.,
that encoded message information that decodes into a BCD,
ASCII, or multimedia format suitable for subsequent
30 presentation. However, in performing direct storége, the
memory must be structured in a manner that allows
efficient, high speed placement of the message
information and corresponding information associated with
the address. Additionally, to facilitate the direct
35 storage of message information and corresponding
information associated with the address in the message
memory 850, a codeword identifier 852 examines the
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differ froman assigned frame nunbers, the controller 816 generates a
battery saving signal which is coupled to an 15 input of battery savet

circuit 848, suspending the supply of power to the receiver portion.
The supply OfwdeyH3é31 wi |l be suspended until the next fraopussseseaed to
t he receiver, at which tinme a battery saver signal is . generated by

the controller 816 which is coupled to the 20 battery saving circuit 848

to enable the ié%lﬁédofcoag\eﬁfd to é@sitd%' a Q?ﬁleVE&eﬂ@ifi@ﬁ ﬁd) @i&abl e
recepti.on of t dewor d

synchroni zat i cﬁP‘?ﬁ‘f‘lréir r”rn engn?%c%‘?/etrbeed Werﬁﬁgcﬁﬁf?‘zﬁ’r’é‘? Ei??lé’nrer a code
menory 822 25 a aset icompaipling aovect@® fisddnend sosetlcomprizicg @hown) .

Wien the synchianizat Iﬁ@laattﬁfeemr&éﬁam BRE tise iadHadgleds,Maned "C'
" synchroni zation pattern of error, a "C'" or

"C-bar" out’put®§® CQ’&IPEPﬁﬁﬁ i C?P‘?Eactce%u%f’eﬁt?ﬁeg{'olhp? rOH%r 816. The 30
particul ar " Qdextifieraih sysehendinemdmnh regdenoviithin the memerad provi des

“fine" frame syRohipineRhigoRith the codev&:tz&rt Qﬁetaso@@t i on of the

frame. The start f the actual ortion,is I.sh
the controll er® Beﬁag RICkt 31% d% % v?% %ﬁ %)"o\ﬂhl chis
coupl ed to i npuamoxS s!;carodswéeﬁlqe compr jsimgr tbav@essme amRmr W #58 .r ecovery

timng cirgui tt}&@odeworﬁ saeh{:ﬂhéfqmi (a%b lchéLixemw%&hﬁébltl@xan I nput
of cl oc sel ects _ej

or 2X symbol cF¥bk aﬁ?pﬁﬂ"fe %Hi% ‘ﬁb%‘f‘é%s yr?‘f)lo ¥'\’Igl B%Een%s 1nc°cr5’l.?|5:at%%10 t he
i nput of a phdselayener at or (not shown) which is preferably a cl ocked

ring counter which pslpwitgoekedstordpnesMichef ﬁ&ésabas;eem&éwt si gnal s
(01-04). A _ b%é)rcnl\%.tsfo%r,t a>sd rqg%.bie aaiercl: cou idlg &lletd eé 18; tthhe .
‘ 15 controller 816. The sensible alert signal is preferably

an audible alert signal, although it will be appreciated |
that other sersible alert signals, such as tactile alert
signals, and visual alert signals can be generated as
well. The audible alert signal is coupled by the

20 controller 816 to an alert driver 834 which is used to
drive an audible alerting device, such as a speaker or a
transducer 836. The user can override the alert signal
generation through the use of user input controls 838 in’
a manner well known in the art.

25 The stored message infbrmation can be recalled by
the user using the user input controls 838 whereupon the
controller 816 recovers the message information from
memory, and provides the message information to a display
driver 840 for presentation on a display 842, such as an

30 LCD display. '

In addition to the preceding description, the
systems previously discussed in reference to FIGs. 1, 2,
7 and 8, and protocol previously discussed in reference
to FIGs. 3, 4 and 5 may be more fully understood in view

35 of the following United States Patents: No. 5,168,493
entitled “Time Division Multiplexed Selective Call
System” issued to Nelson et al., No. 5,371,737 entitled
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phase generator, and is used to hold the ring counter in a predeterm ned
phase until the actual decoding of the. nmessage information is to begin.
When the block start 10 signal releases the phase generator, it bz?%i ns

generating WOB¥Bked phase signals which are synchroni zed Pt f4¥47882
I ncom ng nessage synbol s. The cl ocked phase signal outputs are.
then coupled to I nputs of a phase selector 828. During operation, the

15 control | er “Sed ecadyecCallr Bareireex dter ReneivigeP A Mudtiphaseansni ssi on
phase nunber tfiwiialedele sibRanei fhsued B IR StNiall i, Sygssi gned. The
phase nunber i ansferred § he_pha el ect t put rrl Select)
of the corﬁ'tj&q'é[rgsngEé{;ﬁéegs %%%%?%gv? 3‘3%3;1 |“ﬁﬁ?ﬁaqg‘ﬂggh§§%g% s¥Pect or
828. A phase dedsica &b+ BdspoAdfAngot o5 13RS, 088 tendiiditieds " Eymphugeoussi gned,-
ook T MUt s e e o0, Bl bk G-k or| ater . Gof and
clock inputs of, . e _denul ti,p] exer c e-| rl eaver. , an
address and dﬂr‘ic&%@&'&el’a? sggﬁegnlﬁ"g@%?o?% ap:ecfrfc{/'él )?‘Fd?%‘g'ezgeﬁg’ﬁﬁ'?? pl exer
820 is used t ®fathdch eive Braarpobated hereindut meferanck theretei gned
transm ssion phase pefczhiageto FPIthey, Cud fdnd shidtrsl BPBEcAEebl OCk

de-interl eaver 824, . and cl ed int e de-i.nterleaver_array on ‘each
correspondi ng fbﬁ?f?g?&gogxsqﬁﬁ gﬁgi T2 %%%éa]aﬂﬁe%t“fl%é: Oprﬁsgll‘%terl eaver
uses an 8 W 3Zmientaongy which de- i nterl eaves eight 32 bit interl eaved
address, control oOfrhe pagRagagerROSLIOLOD, oX GiirARediseget0if®8ecdATRNSM tt ed

I nformati on bl ack. =] r g]%ggr .are coupled to
the input of a%#’gggqgg?%gfg%@rkﬁ%]? € 3?%coe§tqg§mﬁé%§mt%§%pvers t he
addr ess pat t eriRIISiRged Selectivaccarlharsagaessugstginaivdingi® coupl es
the patterns tdestinati®hCadentipiér Odndhe selsliks FitRnhethat efanYheticmy of

- 20- 15 message. The information is typically coupled to the
paging terminal 102 via a Public Switched Telephone
Network (PSTN) 912 which serves to transport the
information from a regulator 914 such as a bank, credit
card issuer or the like. The PSTN 912 may be coupled to

20 ‘the paging terminal 102 and the regulator 914 using
conventional phone lines 910 or possibly a high speed
digital network, depending on the information bandwidth
required for'communicating financial transactions between
the regulator 914 and a plurality of one financial

25 messaging unit 906. Once coupled to the paging terminal
102, the information is formatted as one or more '
selective call messages and transferred 922 to at least
one radio frequency transmitter 904 for broadcast to at
least one financial messaging unit 906 located in any one

80 of a number of communication zones 902. The financial
messaging unit 906 may include an interface that couples
unencrypted. or encrypted information such as the secure
financial transaction message ‘to a conventional Smart

card 920 for effecting a financial transaction.

35 Alternatively, the secure financial transaction message
may be decoded and stored by the financial messaging unit
906 when the financial messaging unit 906 includes



the de-interl eaved address codewords matches any of the . addr ess
patterns assigned to the financial nmessaging-unit wi thin an acceptabl e
margin of error (e.g., the nunber of bit errors correctable according
to the codewowe 9osso8f uct ure sel ected), the nessage i nfornati eoTR8sk25682
correspondi ng i nfornmati on associ ated with the address (e.g., the

I nformati on representing the broadcast and recei ved sel ective cal I’

si gnal | i ng mesgg, sblmfélswaé d@rs%vueual ¥ndefb16sh A RS R ditl at ed
information) is t hen d ocfle t e dagg decod 832 and stored in a

message menory SS'U"ces' such dnd‘nt fte QFEC‘F‘?‘ % an address
associ at ed wth The—ﬁammahher@sagl pyounded fdme tmessﬁagmncxannf ormation

is coupled to hQQséB)I’PH% &31@650% Qﬁﬁ%eﬁlgﬁgrlé wif‘@é&kbx? ldag encoded

nmessage i nf or mat | on or rrat sul tabl e for

ef era ASCI |
st orage and® ?ﬁB’s’Eqﬁ%ﬁ? dl%b examp eAI FB? 284%8 \E1naneiads t war e
based si gnal ptuvesssction megsdwe n@plr&cedvaﬂthyatmmhmml val ent si gnal

20 processor haasag.eﬁew%& tdtﬂs mrc@ﬁaeeaaasraﬁdaééé 0 contenlte
financi al nessa uni t g;ti mia%a e rel [ nf rmati on.

Fol | owi ng, or Pri 8 e 3T ’r’!?r?"&r‘ r saa‘aa?’as%e%&%%%. aetdn\ﬁyt h the
financi al nesszgbmgsentta ¢dmh valueesokgs,i afediti ian ‘Gelll tv mossytondi ng

i nformatione 25Th§§5ﬁéb§£§‘é' é&ﬂﬁérﬁﬂ"eisa@ﬁéﬁs§tgf‘¥dtl§y Stuy eﬂﬂﬂ:{ﬁ@ﬂ y in the
message nenory_850. | at er decqodi ng of

t
t he act ual rresg‘ﬁﬁﬁaﬁ’?%%ra 1‘?%{{{'@ ‘ﬁng °°Pﬁéfm%'fﬂ:?félé%f" FeRSSIRE @Rbnat i on
t hat decodes i stbsegBan; relea&ECIOIf fundsubti avthorizaticn sf tcxsds t [

subsequent 30 tReesEGLBPAESN. ﬂowéerfanaacmsﬂe{—&éwcﬁ&?%ﬁe%@e the
menory nust beHsthgc red L0 % hat .- eff|C|ent hi gh speed

pl acement of t ﬁeregu éﬁﬁ r’F% i#%y i nf or mati on
associ at ed 1§ t Bcknowi édomenty mm thedifinanaiay, mes)saimg |1uatt139t0h3e direct 35

storage of nMespa@srekNERs BddiedEokeh BaBeaUERRds ard Y iRRIdLY) @gSoci at ed

\é\nx;g] ;22 ?ﬂgr e%sfolmr:let hecre sta% debit tra}/xsgggﬁir? J‘.:sOdaQ.LVPowed dent Ifier 852

However, if the financial transaction value is low, the
regulator may not requife an acknowledgment from the

20 financial messaging unit 906 before the received token
based funds are activated, or before a credit or debit
transaction is allowed. In case of a low value
transaction, the financial messaging unit 906 may only be
required to reconcile its fund or credit capacity one a

25 day, or week. .

The secure messaging system illustrated in FIG. 9
allows wireless return or origination of secure financial
transaction messages using a reverse or inbound channel
received by distributed réceivgr sites 908. These sites

30 are typically more dense that the outbound broadcast
sites 904 since the transmitter'power and antenna
characteristics of the financial messaging unit 906 are
significantly inferior to that of a dedicated radio
frequency base statlon and wide area transmitter site

35 .904. Thus, the s12e and weight of a financial messaging
unit 906 is kept to a minimum, yielding a more ergonomic
portable device with the value added function of not
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recei ved codeword to assign a type identifier to the codeword in
response to the codeword bel onging to one of a set conprising a vector
field and a set conprising a nessage field. After determ ning the type
identifier, woSssmesory controller 854 operates to store thePEYE8I8/25682
identifier in a second nenory region within the nenory correspondi ng
with the codeword. The above nenory structure and operation of the

de-i nt er| eavegegui pingt & physicalmmomnecttionage effeckt fimgaising the

message: menor ¥r§§%ac&90ﬁ§ & eé@ WhkdGRthitalaBe?2 adiikide BRIy,

controller are nore di scussed I n the pat ent s. |ncor orated

bel ow. car@oPRBHFRS 1 h%rﬁ &5t t RBSnESSUER TeIA%ipg system
i nformati on, assprefétrably adésigmpihitod sicgenmpdate hyw tpmwedd sEanvweol | er 816.

The sensibje ihﬁsﬁcﬁwrﬁésé ﬁc?efxﬁﬁ%b'sbs tha@Nifefhdd Cad&dds Sutttlas
al though it w reciate

her .sensible alert signals, such
as tactil e al @ pessag |3ﬁ€?¥? °§%e??ds é e&m a9, ated as
wel | . The audnhbmeméntinm@ralretammq:i @d’lbynahaoﬂmf:omcnmet er 816 to an

alert driver %Eﬂaﬂ’ﬂi&ﬂ tPansfck idh messBl geuamneu&ubé@e@éeeréf nhiRL e,

such as a spea t ransduce 8 e user can override the alert
si gnal geﬁBPﬁPFi s?ﬁrEEEﬁlﬁﬁu? Eé@FCFﬁfﬁé Rorft FEERARE | a
manner weltb keden i Sutheretirn X5 originfitd ot messages same ¢qiprethtticon can

be recall ed by reguweoyssf B0 B Ed) &3S 8h meaﬁagpatwifeﬁ%?aem@ur)on the
controller 816_recoy

rs the nessage informatio and
provi des the H&<¥ agfnf%rm% affa&edltmyag J‘;%r?’fle?h%%&%
presentation aheaedhsmkaposmm of rgleaseamingleCirdesprnily include |n

addition to H&%aa&aﬁe&!kagwﬁﬁ%ﬁpmaﬂ BRopert 8¥St €FBLIMSY | RUElY id] scussed
n referque tge messagé origination unit 1038. In these cases, the

low power secure financial messaging unit 906 comprises
an infrared or laser optical port, a low power proximate
magnetic inductive or electric capacitive port, or
possibly an acoustic, e.g., ultrasonic or audio band

20 acoustic transducer port, any of which operate couple
signals between the lower power secure financial
messaging unit 906 and the ATM 926, the point of sale
terminal 928, or the like. In this way, financial
transactions can be effected based on a remote

25 transaction request typically made'through a bank 914 or
issuer, as well as financial transactions locally
requested by a user having a suitable secure financial
messaging unit 906. It is important to note that local,
low power origination, confirmation, and authentication

30 carried out by the secure financial messaging unit 906
complements the overall system security since the
wireless transmissions are limited in range and
dispersion. In particular, transmission by an optical
device is line of sight and extremely directional, thus

35 thwarting any unwanted in;erception by an unauthorized
party. Similarly, if an acoustic or low power
electromagnetic device is employed for reverse or local
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7 and 8, and protocol previously discussed in reference to FIGs. 3, 4
and 5 may be nore fully understood in view 35 of the following United *

States Patents: No. 5,168,493 entitled sTine Division Miltiplexed

Sel ective Cawoo9ossosBystent issued to Nelson et al., No. 5, 3raT/ysyp2868iit| ed
-22- "Sel ective Call Receiver For Receiving A Miltiphase
Mul tiplexed Signal" issued to Nelson et al., No. 5,128,665 entitled

"Sel ective Calchafinghatbimgnizetivns,t dntercBptiion ¢f e, and No. 5, 325,088
entitled "Syncht . ect i s i (,a9 . | al ., all
of ‘whi ch a%gmg‘gg#éﬁgﬁ%?% t%&refcﬁi_' é:@j%lnclglhg géydéﬁﬁgﬁ' angei}c% #ggﬁg 2%? whi ch
are incor por atagakéegi af pihe FAEBIEEC YIRS 0. Referring to FIG 9,
a di agram shows a regaf@ing ths ERGiul] tsy sife bofiitni ¢atiny dareverallt h t he

present 104 i%x—%&kggaﬁgﬁimethoa@%z%am%aﬁrgpw@'ué%ﬂh peel ess

sel ective call ng system contraQ , _recejves 1 nformation
conpri sing a PEeEsentvén¥ertichssife feddevingndefinikions arejusefndii on

i dentifier andnaundewseafilimnciind terminalbggnasSoabssedjavithhe i nformati on
is typically h aﬂg% i Ra ' Public Sw tched
Tel ephone ﬁe%?%’%@%#@sg |d;%%§{1\%§ %:gl‘tg.%%é(njé%oft t he

i nf or mati on f COMENiegLians coRtrrRIares IR AR, Wit e Preseng j ssuer or
the |ike. 16he inoeNt2da. may be coupled to 20 the paging term nal 102 and
t he regul ator 914 ' . on | 5 (o] I%%i_st HH'% i bly a high
speed di gi tal h%?\%gﬁ?a%%pen |ng1(¥(}#61#%|§ ?‘%?oéri tl%%%bégn_ vm,g%h '
required for G&VeSELBg: FAgtRE RIRIIRS Q5 s RUPLOAsKPEt R AP 1ndivagualgyl at or
914 and a pl urcal icthenf enbbtyi rcexctiiflicates are issued by a

Certification Authority (Ca), which can be any trusted

15 central administration willing to wvouch for the
identities of those to whom it issues certificates. a
certificate is created when a CA signs a user’s public
key plus other identifying information, binding the user
to their public key. Users present their certificate to

20 other users to demonstrate the validity of their public
keys.

Confidentiality - The result of keeping information
secret from all but those who are authorized to see it.
Confidentiaiity is also referred to as privacy.

25 Cryptographic Protocol - A distributed algorithm
defined by a sequence of steps precisely specifying the
actions required of two or more entities to achieve a
specific security objective. :

Data Integrity - The assurance that information has

30 not been altered by unauthorized or unknown means.

Decryption - The process of transforming encrypted
information (cipher text) into plain text.

DES (Data Encryption Standard) - A symmetric
encryption cipher defined and endorsed by the U.S.

35 government as an official standard. It is the most well-
known and widely used cryptosystem in the world.
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25 nessaging unit 906. Once coupled to the paging term nal 102, the
I nformaticon is fornmatted as one or nore sel ecti.ve call nessages and
transferred 922 to at |east one radi o frequency transmtter 904 for
br oadcast to W09933031 east one financial nmessaging unit 906 IRETAISS25682 any
one 30 of a number of comuni cation zones 902. The financi al messagi.ng
unit 906 may include an interface that couples unencrypted or encrypted
information such aspifftie@siliman -fThermistid-Helimeh RoynRgoegtedtd a
convent.i onal t n r aNSAg

%?t%’éocol %o@e.&%g. Eﬁé E:H'QE SéznaQ:t%.cal @gih@!i.oﬂ sy % a(eco ded

Al ternatively, e sec I nanci al transaction rressag ilié
and stored by 4HEEFitRHOPaPTRRISRPYAIYING PagbiefnER Eee¥ehanci al
nmessagi ng uni tefdblist Wehared secret key over an open channel3-The

capabi l i tigs, :{ngsﬁ% g%%gdagg £Rd %Meorlo%’ EQFL% services, such

as found |na éls prowdedfor
the financi al neRkgtfialy Siqpatype Th Rt terérmg Whieh ¥Fseciptianss 5
return path. By méysafe epdanpligitabefcemuneitth aecoatiginatingnameityn

message i s recﬂxi’?%zﬁ%@é&&%a%}&é”gkﬂutwe MES SRAA Yol ?kbvgg whi ch decodes

and decrypts a cont secure, f1 nanci al ansacfi on nessage that
may r epr es¥ht hentdeatiemy, y8atakintegr iy tandoP°&éBPPu§hﬁﬁ¥ﬁn 10 This
nmessage cofd ent i s bisdreticoeg Pyocblemf+ e irdquirefi®@agagd ngmtheBOG

pendi ng conf | ré@?éér?éhdy.ox 1?1C‘Eth BPﬂufa y=guhsgapent i &l #ase Qe hugds or

aut hori zation o regul—ator,. If th T nanci al transaction
value is hi BFePl e Jr"'eé’l?ll&FHPdV\FPIb? yoHERiqult aagi EheRadd acknow edgment
fromthe finandiséctimsad agonerwapOfunctimi.ore the received token based

funds are activat edzlﬁptic Curve Cryptosystem (ECC) - A public-key
15 cryptosystem based on the discrete logarithm problem over

elliptic curves. ECC provides the highest strength-per-
bit of any public-key system, allowing the use of much
smaller public-keys compared to other systems.

Encryption - The process of transforming plain text

20 into cipher text for confidehtiality ‘or privacy.

Entity Authentication - The corroboration of the‘
identity of an entity (e.g., a person, financial
messaging unit, computer terminal, Smart Card, etc.).

Factoring - The act of splitting an integer into a

25 set of smaller integers which, when multiplied together,
form the original integer. RSA is based on the factoring
of large prime numbers. '

Information Security Functions - The processes of
encryption and digital signatures which provide

30 information security services. Also known as sécurity
primitives. '

Information Security Sexvices - The purpose of
utilizing information security functions. Services
include privacy or confidentiality, authentication, data

85 integrity and non-repudiation.



before a credit or debit transaction is all owed. However, if the

fi.nancial transaction value is |ow, the regul ator may not require an
acknow edgnent fromthe 20 financial nessaging-unit 906 before the received
t oken basedyd ygpsdasiar e activated, or before a credit or debectnses2ses2
transaction is allowed. In case of a | ow val ue transaction, the
financi al nessaging unit 906 nay only be required to reconcile its fund
or credit capacity og, S‘;EG- 20 +AAY E‘ﬁékform of a dIES §€£ﬂ5& dRsHagi ng
systemill ustrate

S grn or orl | ngtJd on of
secure financi at®*® r‘f‘?m&qcﬁlﬁ&g&ﬁ‘ég" %g° i’err TEPSEEHR T channel
recei ved by di stoinputatiomtei ver sites 908. These sites 30 are typically

nore dense that the g dcgsf{e est%ﬁl@.%h&gﬂtstéeﬁﬂé\?e tignsm tt er
power and ant enna % eristics %Jel nanci aL rressea | nrng unit 906
are si gnf f i PBHERR| S lsetCEQFhé? ‘Fr’av &Y AW81°F P T Fuency
base station anadswadfuneiion tandmforvatten cggrdbmtedhby, ohe size and

wei ght of a fi naEQbéiammmgeachuafttﬁQs@eIs’ixéhel%haeona gfaafwwan yi el di ng
a nore ergonomc evi ce val ue added nction of not

- 24- red?g ’?"ng]:hf ﬁﬁ%‘?‘&éﬁ"gc\f) ftion to effect financial
transacti ons such asKemnkstablighmemts- Amyiqcesscwbgreby acsharseshynents,

or purchasegy TEsc§éELuE@yrE‘e°c%ﬁwsnavaﬁasm to itwcdPef Ab2B| Yasendnegbt 0
accomuodat e Iow ower secure fi naggl al _nessaging unit 906 that include

devi ces such asSUPSEINERY FoWS%nit 1038 and transducer 1040 for
i mpl enenting the ret&ew mnanangamat-l Bheoset cafliprocesseaannd ahechanismst | on

nMessages USi Ng gnkeNeESSod¥e KO ¥Reablishment and the maintenance of
ongoing keying relationships between parties.

15 Key Pair - The public key and private key of a user
or entity in a public-key cryptosystem. Keys in a key
pair are mathematically r_elatéd by a hard one-way
function.

Key Transport - A key establishment technique where

20 one party creates or otherwise obtains a secret value and
securely transfers it to the other party oi:' parties.

Massage Authentication - The corroboration of the
source of information; also known as data original
authentication.

25 Message Authentication Code (MAC) - A hash function
which involves a secret key, and provides data original
authentication and data integrity. The MAC is also
referred to as a transaction authentication code, wherein
a message may contain at least one transactiomns. '

30 Non-repudiation - The prevention of the denial of
previous commitments or actions. Non-repudiation is

- achieved using digital signatures.
" Private Key - In a public-key system, it is that key
in a key pair which is held by the individual entity and

35 never revealed. It is preferable to embed the private
key in a hardware platform as a measure to keep it hidden
from unauthorized parties.
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channel 924 that is preferably accessed at a nerchant 10 916. Such return
or origination nessages are coupled to a regul ator or bank 914 via an
Aut omatic Tell er Machine (ATM) 926, a point of sale termnal 928 or the
li ke. Theswo aBMB1poi nt of sale termnals necessarily i nclPGEAISIS25682
transducers with reciprocal properties to those found in 15 the nessage.
origination unit 1038. In these cases, the | ow power secure financi al

nmessagi ng unit 906 mMYdd Xy - IANaiPibBicekedt system, Opti L8l eipaxt tkeyd | OW
power pr oxi matfh S% M%@.&E‘Cwb?gﬂciévﬁa@é Iﬁgﬁ_gfé’l C capaC| tive pOI‘t or

possi bly an acou rasonic O o0 band 20 acoustic
transducer port, arﬁﬂ‘#f-‘qmﬁeé’hcmf‘aﬁaammpe cryptopgaRhic hsysam that | over
power secure fdgweiﬁferentnkeyagfag m:fyﬁﬁfi)rﬁﬂé)thﬁdﬁa%ﬁﬁﬁudﬂle poi nt of

sal e ter m base% (et)hgnhl 5855#] thl Qﬁ%ni% typ| oa ]H gnsact i ons

can be effecte ransact 1 on reque y made
t hr ough a bankcmlf&tmnalﬂ-é’saérfeaﬁébhﬁl‘F° Levsramdnei 4R) t FBPMate) ons local ly
request ed by arheesfdiRyi this syste:hlaelmwrtﬂzé idiseeiibution SEStRgi ng unit

906. It is i t L Qi

confirmati onmg;ldts ut%g’nt%?%gtel ggég%ﬁégﬁe at@gbkg?ﬁ%egéégr gﬁ%llg];\iarbn-cfal
messagi ng uni tkEOETYPLogsaphYndAt She @%mqr%t BAVIREBRERY -'s"} r?é’@ t he
wirel ess tiansfield @ ciiyptbyabhg in thadasan@000 ydasgersi on.

oL 7 T AP b ORGSR g, Sl o,
unaut hori zed 2 t%rlttsﬁ SivﬁpFaFPyR-|$l‘é?Ffaco‘\:sﬁhélnéF IBWipBwegd
el ectromagnet i Thel@sdarrity efpRspetlsfbased vt sheoinkeaskability of the
- 25- integer factorization problem.
15 Symmetric-Key Encryption - A cryptosystem in which
for each associated encryption/decryption key pair, '
(e,d), it is computatiocnally easy to determine d knowing
only e, and to determine e from d. In most practical
symmetric-key encryption schemes e=d. Although symmetric
20 systems are efficient for bulk encryption of data, they
pose significant key management problems. Consequently,
symmetric-key and public-key systems are often combined
in a system to take advantage of the benefits of each.
_ Asymmetric-Key Encryption - A cryptosystem in which
25 for each party holds encryption/decryption key pairs with
varying strength, e.g., a shorter key may be used in
situations requiring less security, while a longer key is
used in situations requii:ing greater security. As with
symmetric-key encryption systems, asymmetric systems pose
30 significant key management problems.

Verification - The process of confirming that a
digital signature, and therefore an entity or a message,
is authentic.

The following examples illustrate systems that may

35 be used to implement a secure messaging system in
accordance with the present invention.
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channel conmuni cations, interception of the comuni cations is difficult
due to the limted range and duration of the communicati ons.

Regardi ng the security of communi cations, several 5 cryptographic net hods
are suitabl evw@soHdezg W th the present invention. The fol |xwWkgsrsesz
definitions are useful I n under standing the term nol ogy associated with
crypt ography as applied to wred or wrel ess comuni cations contenpl at ed

are digital dogumpaiany B46 Al SP“‘?%L’ secureCBibhhtagk hs chiidarl | 21 €9
i ndi vi dual B meRtsm #’F tﬁﬂf? %é':‘,’ gg‘%ﬁﬁﬂagfﬁ

Certification Aut or|t CA V\hchc. trusted

adni ni stratjon wi g X ée{?%’a ﬁ;fﬁtrpq %P'éeﬁ%’r"f?e o%'é‘ii Yo Rhom i t
i ssues certdificat J'SAE=1 SeCRLY 9r§ Bre SI gns a user's

bl key pl t ’P*"Fd%‘ﬁ'f’r‘? R J'n t
ltoﬁei IGCubI i ceies %@Fsep?gs'%?ﬁ %Fé’tmr% P‘fPE%?ﬁéa%éléo X5t reugz(ra; to °

denonstrate the validity of their public keys. . Confidentiality
- The result dfo lgsmsinage bher ghonature, Rdutot Af dossakthebfivlldmeirgwho are
aut hori zed® o see it. ‘Confidentiality is also referred to as privacy.

25 Cxypt ogr &phi €omptr & = Ha (M) stei batan intpgendhm defined by a
sequence of stepszpr&?%@r%ﬁes[?emapﬁpmglpheger kactions required of two or
more entities to &chieemrute R sk&ciHf ils.¥ecurity objective. Dat a

Integrity - The adsurGomeentha tionRaor dntegerhas 30 not been altered by
unaut hori z&d or uBknoVwmputEnss = X + e mo@enrypti on - The process of
transform ng encrgpt eCompute ¥ & ket menmedi pher text) into plain text.

DES (Data Encrypti7on BharnsigmtureAisyiees)ic encryption ci pher defined
and endorsed by the U S 35 government as an official standard. It is the
mz)gt wel | - knowa n@Rd W ORpY i & SEShmeU Y AhebefubAtiYeorOEhd.

20 message M it could be pre-computed prior to signing M
which occurs in steps (5) and (6). In this procedure,
the time to hash and generate a random number is taken to
be negligible in comparison with other operations
performed. Finally, pre-computation of certain functions

25 may be performed to speed up the computation of kP in
step (3).

- Any entity B can verify A’s signature (r,s) on M by
performing the following steps:

30 1. Obtain A’s public key Y, = aP.
2. Compute u = sP
3. Compute V= xrYa
4. Compute u+v = (x’,y’)
5. Convert x’ to an integer.
85 6. Compute e’ = r - x’ mod n.
7. Compute e = H(M) and verify that e’ = e.

The following example illustrates encryption using
an elliptic curve encryption scheme. Assume that Entity
490 A has a private key a and public key Ya = aP where P is a
generating point. Enﬁity B encrypts bit string M to
entity A using the following procedure: '

1. B obtains A‘s public key Y,
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Diffie-Hellman - The Diffie-Hell man key agreenent protocol provided the

first practical solution to the key di stribution problem by all ow ng
parties to securely establish a shared secret key over anc(_)rpen channel .
The 5 secur.i WP 9983Based on the discrete | og problem PCT{YS33/255
Signature - A data string which associations a nessage (in digital

form with the originating entity. This cryptographic primtive is used
to provide aufhers® i gensmates] andom dgteggrakd non-repudiation. 10

Di screte Log ProbBemB démputeguiR enda®. to find the exponent x in the

formula y=g[err] #Aeod B.comutiss& et &¥hog (X, Yhroblemis believed to be
difficult- and theShar® compufigsectii snmpfs £id®wd-way function.
Elliptic Carve Cr¢gpt Byséemia (S, ~ Sn)id iAc- key 15 cryptosystem based on

t he di screte logarithm probl em over elliptic curves. ECC provides the
hi ghest strengiienserfo(x) =pSHATE Grhl Puisnde- efxbys1EM-Tdfoni ng the use of
much snal 1dx) plsl i £) keys conpared to ot her systens. Encryption

- The process of transforming plain text 20 into cipher text for
confidentif@lity or madetdayively, if REANUcEHyptughphlyi dat used; the

corroboration g‘l torr‘;,g_nlg de'tfqg.%%?{soérg%%ﬂdéﬁt(:e' g., a person, fi nanci al
uter ., Smart- Card,

messagi ng unit; €O ermna etc.). Factoring -
The act of spli tt'hngzap_hgrlﬁggg into a 25 set of snmaller integers which,
pr

. : U .. . >
when mul tiplied tQogLhgf, privieé d %zfg'tgfen%lub'lﬂzeg%ong%f based on
t he factoqsng 0 ik__grﬂe rime nurbers. I ntormation Security
Functions - The p bcas egfgf ._ € cry}g)etis%r&narad digital signatures which
provi de 30 infor tPoft 84 U?H’Vl%e Vicesd So known as security
primtives. I nformation Security Servjices - The. Rur pose of
utilizing infor nat i3h R&dc SLEPRLRERCEF oFeRerRled K% Entity A as

follows:
20

1. Compute m = H(M), an integer less than n.
2. Compute s = nd mod n
3. The signature is s.

25 RSA signing as described above creates digital
signatures with appéndix. In contrast to the ECC signing
discussed previously, no pre-computation is possible when
using RSA. Note that the signing requires one
exponentation by the private exponent d.

30 Entity B can verify A’s signature S on M using the
following procedure:

1. Obtain A’s public exponent e and modulus n.
2. Compute m* = s® mod n.

35 3. Compute m = H(M).
4. Verify that m* = m

In RSA verification, one exponentation by the public
exponent e is required. e is preferably selected to be
40 64 random bits. Similarly, for RSA encryption, one
'exponentation is required with a public exponent and the
public exponent should be at least 64 bits long for '
minimum security. '
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include privacy or confidentiality, authent i cation, data 35 integrity and

non-repudi ati on. -27-

- Key - Avalue in the formof a data strlng used by i nformati on securlty
- functions to gpesdeaesCryptographic conput at i ons.  kermlsinegaent -
A key establishnent technique in 5 which a shared secret is derived by two
or nore parties as a function or informati.on contributed 3y or - .
associated with, ea hese redet.eryn ne e
resul ting val ue. ™ %e& o tﬁg(t#'hé%?é I{bodg% mésg%@éstshg %wd? shar ed

10 secret key %c&?@ssﬁﬁ&FFa’BFés?%”H\oﬂfﬁt%rlé’ E&FFFE’%edf‘ﬁ*th subsequent
cryptographi ¢ usseference to FEBy.\wilfe/rerdne oEherfthasy gkiTEsiseThand

- mechani sms  whic b,ﬁumaaltgyaféé@ﬁl ST Une? 39 LOR &%éﬁ%agad‘%%n%&n

ongoi ng keying relationshi et ween partle
publ i ¢ key &nd™5¥ i&[ E‘°§é @ to ke besy; adyantpgenod E?EI%I‘?J@WG&
crypt osystem Ié&yss:.imilarke;rypto@mphiad esdimniee b daklye redmbistedy a hard

one-vay = fUNdeQdriey of theKGdodid a1 ckGYaESLAR | ShTeNt techni que
where 20 one party create or ot erw se tains a secret value and

securely transfers PFfFGrE'ﬂ% BP netC patty ‘%’ﬁe galustgation shows ppidghe-
Aut hent i cat i on evEleblorko@bagtammodfa thimancialomesga@ing NI ®0IE0ANn al SO

known as dapa QYddrddhce wifh! PROIA LAY embodiment of the present
invention.
One possible embodiment of a financial messaging
unit 906 is a conventional paging device and Smart Card
920 combination as shown in FIG. 10. Here, a mechanical
165 slot and standard Smart Card connector 1042 are
incorpofated into the paging device’s housing so that a
Smart Card 920 can be inserted into the housing in a
manner that establishes electrical contact between the
card and the financial messaging unit’s 906 electronics.
20 Alternmatively, the electronics.required to implement a
Smart Card 920 are moved or integrated into the financial .
messaging unit 906 so the financial messaging unit 906
functions as a true wireless Smart Card or wireless ATM. .
Operationally, the incoming signal is captured by
26 the antenna 802 coupled to the receiver 804 which detects
and demodulates the sigmal, recovering any information as
previously discussed with reference to FIG. 8.
Alternatively, the financial messaging unit 906 contains
a low power reverse channel transmitter 1034, power
30 switch 1032, and transmit antenna 1030 for either
responding to an outbound channel query or genérating an
inbound channel request. Instead of the portable
transmitter 1034 (e.g., a low power radio frequency
device) and its associated components, the alternative
85 transmission block 1036 may contain either uni- or bi-
directional communication transducers, or preferably in a
l-way device, a message origination unit 138 comprising a
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25 Message Aut hentication Code (MAC) - A hash function whi ch

I nvol ves- a secret key, and provi des data original aut henti cati on and
data integrity. The MAC is al so referred to as a transaction

aut hent i cat.iwo swsssl wher ei n a nessage nmay contain at | cRESHUIIHRS682
transactions. 30 Non-repudi ati on - The prevention of the denial of
previous commtnents or actions. Non-repudiation is achi eved usi ng

digital si gnaftli"’aQSducer 1040 i¥ icipaedeyo- tha ﬁrcwi&éd}: lpoes sl @l it iS
that key Y3RRhE 0l d bl G0 bE | nelhsial gt 1Y and 25

never reveal e&ec g a key I n a hardware
platform as asvissble EaREQHF¢ESIiﬁﬁﬂéﬁtlcalf@6ﬁ4?ﬁﬁu&#ﬁﬁ|¥ﬂ§$r§aPFles

- 28- light emittliiy trhicsaééey(nﬂﬁ)r) axpréheé Dy Kby DededmMmaighetsct hat

ke in a a I
Cr);pt ograp l%i cfay& f?l c s degcr%i% Fgem capac%i“fferet%’t‘}ék)éys fo
encryption (eﬂeaﬂd dé@%}ﬁt|EFPQF%%ﬁ51théP§ePe?raERF(¥ﬁ %%«EQﬂﬂ:henatlcal1y

linked. It ispossibdgpatetsoialtnarstheazsblina the deddioniore ldrasbaic(e) .
Therefore, thig+ % ystemal lows the distri butlon of the public key while
t

keeping the private key secret. Public- ¥ cryptography is the nost
i nport ant advancen@ft 1PREfRMtEYF (A &WiEFbp 802 3AKVes théireet 2000

years. 10 theR%Acomingi ol yutreithg wakiieo- Eeyqaéxycm Ot aanexrred
after its i ”V%}tc%r% RenB ﬁfsiec{wéh%ﬁ Rﬁ”@r&sﬁ’é@é@&o anl'§ Security

of RSA is base the Tniracta er tactori zation
probl em 15 selegkiwe: Fpil I@C‘E?ﬁ:rr%ﬂ"r‘o The 'E?W%%t‘@%% fesrcer f or
each associ at adoanebnprisas depypiesmingeynpai 1006, and its associated

random access memory (RAM) 1008, read-only memory (ROM)

15 1010, and universal input/outpﬁt (I/0) module 1012. The
primary function of the selective call decoder 1004 is to
detect and decode information contained in signalling _
intended for receipt by the financial messaging unit 906.
Alternatively, in a 2-way implementation that includes

20 the optional reverse channel transmitter block 1036
and/or the message origination unit 1038, the selective
call decoder 1004 may also function as an encoder to
generate and deliver requests or messages to the
regulator 914, a user, or other on-line system (not

25 shown). -

Additionally, the financial messaging unit 906
comprises a secure decoding or -Smart Card function module
1014 that serves as a second financial transaction
processor. This module comprises control logic 1016, a -

30 message entry device 1018, a security code processor
1020, a secure ROM 1022, a secure programmable read only
memory (PROM) 1024, and a Smart Card input/output (I/0)
module 1026. .

Certain financial groups have propbsed standards for

35 effecting end-~to-end transaction security in the land-
line wired environment. The standards proposed for
securing electronic¢ financial transactions are based on a
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(e,d), it is conmputationally easy to determ ne d know ng only e, and to
determne e fromd. In nost practical . ~symetric-key encryption schenes
e=d. Although symetric 20 systens are efficient for bulk encryption of

data, they _wo#psgsiSi gnificant key managenent probl ens. Copegaskentdsy .
symmetri c- key- and public-key systens are often conbi ned In a systemto

t ake advantage of the benefits of each. Asymretri c- Key Encryption

- A crypt osystﬁg&_ﬂt i g 23 Je QBSB Qg&ﬁ%ﬁq‘ler "§§C%gt%€£%%gggjr¥ﬁtion key

pairs with varyl ng streng_th, e.g., s
situations reqBRFFfig{fcy SeIGTLGEOTNPT L S8YSIGoChkay fsPank, R&d in
situations requLsAmp gemsatatiessacsectiye twsansddtion thgtmedmprisessy sencryption

systems, asymMGLiLe SNGLATROIS IBcnshOidialbdseY MFREISEEL Pr obl ens.

Verification - gr ocess, of confirm ng t di gl tal signatyre, and
therefore ah eRFRR§AGFICN i Soymunicated 924 ko, @ requesting p 313 owi ng
exanpl es il | usardeeicy sswnts ashan AEM 8286be Irsedder kopestablish seclre

messagi ng syst giybilete a AGGRIARRIENW Ehe  FENARIGY! phRUEFNAOEts a
-29- Usi ng ECC. Al gorithis, a secure signature with hash
i s generated bﬁ%‘%ﬁtoﬂa’f‘ﬁe’q‘oolll%&ﬂ frgei gmrn%ﬁ'ﬁf? an 1dentipleatitthenerating
poi nt on the capde, aamd hesyumsdsr anvabue to Hbe placedc inetheas$masttgdazidhm such
as SHA-1. 49 920Mi$n@ Qldnsildtid HPolEsSiANeY RenPAubhbhtYcdtes the

Smart Card 920, the requesting party’s financial status

(e.g., account balance, credit évailability, etc.) and

either completes or denies the transaction.

Accordingly, in view of the above requirements, the

15 control logic 1016 operates to govern operation of the
components associated with the Smart Card function module
1014 to implement and maintain end-to-end'security in a
secure financial transaction message. The control logic
1016 insures that any contents assoqiated with the secure

20 financial transaction message are kept in their encrypted
state from a regulator 914 until they are actually
decrypted by the Smart Card function module 1014 or an
associated Smart Card 920. Therefore, sensitive
information such as a private encryption key, cash load

25 values, credit or bank account numbers, or the like, are
stored in the secure PROM 1024. Similarly, the secure
ROM 1022 may store processing routines that decfypt and
encrypt information exchanged between the Smart Card
function module 1014 and a regulator 914, merchant 916,

30 . or another Smart Card 920. '

The message entry device 1018 allows a user to
initiate a cash load request, cash transaction, credit
transaction, or the like. Typically, a user might enter
a request using a keyboard, a voice activated recognition

35 device, a touch-sensitive device (é.g;, screen or pad),
or other convenient data entry'device. In the present
invention, a user may request transaction based
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A has a private key a and a public key Y[err]= aP. To generate the

signaturé, Entity A does the follow ng: 10 1. Conpute e = H(M (e
is an integer) 2. Generate a randominteger k 3. Conpute R =

= (x,y) - WO9933831 Convert x to.an integer. 15 5. Conp&E@/spanisesz + o
nod n 6. Conpute s = k- ar nod n. 7. The signature is (r,s).

Since R = kp is conputed independently of the 20 nessage Mit could be
pre- conput ed pAnfermatitnnve communigated withrthe (finansdalomegndging. In

{hl s pr Ocedulreumt bbe, t sEEré® i}ﬁaihealidnaﬁaﬂéﬁtr@eésa[gﬁﬂ@oﬁhﬂuﬁbGB fért aken
0 be negli n_coppari sqn W t oper at i ons

Finally, pre- cgﬁgﬁfah%ﬂsgg Otg'feh aﬁgt ?gﬁ‘g mﬁf 15’@858?1‘ §?‘ﬁ§8{;¥% speed
up the conput ateothef smwrr—rcard 92%p (9) this way, the fdmenciaB can verify

A's signatuge ﬁ@s§£g9ﬂg%ﬂyt 906 dty Tike ahgoi-ﬁﬁlbwm Sh@.ll%w:.ngoa 1.

Corpute Ve Fyauser e gefedt Ellicin eronbactPiRNWdhouripconatiy. 5 o,
i nteger. 35 VJ-SJ-t@BerpﬁtEhléSlealr ATM¢ nod n. 7. Conpute e = H(M

and verify that e’ nethel?ase whdi® feile Qﬂh&ﬂcfﬁiﬂﬁﬁﬁfddlbﬁshhiteﬁos .
encryption using n elli RErypLion sche t pat
Entity 40 A ha& Ssp}f’g St %°€t%b aeng\ (I?'tg églgq?naél ﬂ?grégiggs gﬁ‘
gener at i ng 1poi SmarEntard @%@*%t@%ﬂ@ Q-Piﬁngpm'f!"eﬁs ase@ isegopdusi ng t he
fogl oW ng proceden®e message dendtrdtitirdicéupled B8IDtRE fagiandian] r

messaging unit to create a financial transaction request.
Once created, a portable transmitter 1034 coupled to the
secure message generator operates to broadcast the

15 financial transaction request to a selective call message
processor 1104. = A receiver 1204 coupled to the selective
call message processor 1104 operates to receive and
couple the financial transaction request to the selective
call message processor 1104. In this way, the financial

20 messaging unit 906 can perform financial transactions
without requiring a physical connection to a land-line
hard wired network or PSTN.

with regard to the implementation of a radio

frequency enabled reverse channel financial messaging

25 unit 906 as discussed herein, the invention preferably
operates using the Motorola ReFlex™ 2-way wireless paging
system infrastructure and protocol which is described in
detail in the following documents: U.S. patent
application number 08/131,243, filed October 4, 1953 by

30 Simpson et al. and titled “Method And Apparatus for
Identifying a Transmitter in a Radio Communication -
System”; U.S. patent épplication number 08/398,274, £f£iled
March 3, 1995 by Ayerst et al. and titled “Method And
Apparatus for Optimizing Receiver Synchronization in a.

3 Radio Communication System”; U.S. patent number 5,521,926
issued May 28, 1996 to Ayerst et al. and titled “Method
And Apparatus for Improved Message Reception at a Fixed
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2. B generates random i nteger k. 3. B conmputes R = kP. 4. B

conputes S = kY[err] = (Xx,Y) 5. B conputes c[err] = nferr]
flerr](x). 5 6. B sends (R c[err] ... c[err]) to A Wher e
flerr](X) = Skbudndel] |O and flerr](x) = SHA-1(f[err]-  pdwosshhsesterr]
x[err]i) 10 Alternatively, if RSA cryptography is used, the
followng definitions are pertinent: n is the nodul us. o d
is the private n ) if £XRARSAL 152t ion Sildder A M
is a bit stri n§§§§e@eﬂ§{’§%é%m’ v. 8 E’%%% ngié%é?%’fﬁe I S generated by
Entity A as 8¢Y@PPond2. Jfiled July £, &338y ﬁ’?e—rsf-f( e %‘n ial‘fgeger | ess

t han n. tiZlefonportwaisd Chyraverl] Prodiopol to Engbne'mﬁyeﬂsgnature s s.
25 . RSA sigabfd: ag) 862 CFlath iRt €ah8Sy d Jigdtlent appldRalkibas Wi th

e ob b ags £, My aas ThES 35 e W B e
requires one tit@epgomRnSpétenm dand Merhod fareAdtlpomeing Fre¥fiency Entity B
can verify A SchiaBaahl £n% Ofvdluty Meddiging NEOLbAN NP APdHiIeh
1. Cbtain A s public expopent e and nodulus_n, . .

are assigned to the assignee of the present invention,

and all of which are incorporated by reference herein.

10 It should be appreciated that the use of the instant
invention in other 2-way communication systems such as
cellular and radio packet data systems is contemplated.

Certain financial groups have proposed standards for
effecting end-to-end_ttansactibn security in the land-

15 line wired environment. The standards proposed for
securing electronic financial transactions are based on a
peer-to-peer closed loop system in which the sending
party (e.g., a regulator or issuer such as a bank, or
VISA™) generates a secure transaction that comprises a

20 wvalue amount and an authentication code. The secure
transaction is communicated to a requesting party via a
device such as an Automatic Teller Machine (ATM). In
order to establish an complete a transaction, the
requesting party inserts a Smart Card 920 into the ATM,

25 enters an identification code, and requests a value to be
placed in the Smart Card 920. The transaction processing
system authenticates the Smart Card 920, the requesting
party’s financial status (e.g., account balance credit
availability, etc.) and either completes or denies the

30 transaction.

In a broader application, the financial messaging
unit 906 may be adapted to communicate, sensitive
messages or data, as well as electronic funds transfer
information can be secﬁrely transferred to the intended

35 recipient device via a paging channel or the like.

Referring to.FIG.'ll, the block diagram illustrates
message composition and encryption equipment that could
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2. Conmpute n* = s[err] nod n. 35 3. Conpute m=HM. 4. Verify

that nt = m In RSA verification, one. exponentatlon by the public
exponent e is_required.- e is preferably selected to be 40 64 random bits.
Sinilarly, folYOR¥A3®Bhcryption, one exponentation is requif 82
publ i c exponent and the publ I c exponent should be at |east 64 bits. | ong
for m ni mum security. -31-

In view of the P® e (AP She premdses: pé pefinapeial inspitutdonctor e
messaging syst esend-skeanre kAkctiridhic fundketeanefép ﬁﬁ'ﬁorﬂa&t&%nsO&a of

ordi nary skill | dis h m
di scussed herelﬁ:[h al g‘ee%rrfstg# ('*J&tg'ggtjg 2 % é%éﬂéé/ &%age 0 ®di scl osed

or simlar cryp}ﬁﬁ?aphlc schenmes to insure conplete |ntegr|ty of the-
secure finargial trSsactfiaally, both dReéetrbAgndld dndds.cudtomdi€calls

11 ust ot Ton Shoug Aliglia by 16 ¥alol! 96 kol 0] A Bloded i IPTELATRES 20 NS

unit 906 in 10 accor ance MA the prefterre e present
i nventi on. ?SﬂPﬁiﬁ&§ﬁbPet€ﬁB§6FﬁéﬁF BYORCSF IR GWPUREF 430Rg @
unit 906 is a cnessxte Erceagngg atdy energpdidinbedmhittar 1104942 conbi nation

as shown in FI Geldot Y ©a1d %%@3 %koégﬁséi'oéhzf@do etz%rl‘.de A q Srmirftri].rs rd

connector 1042 are | ncor porate agl ng devi ce s hous
that a Ehar?eQEE?i@%ﬁ?qgﬁwgﬁgeFﬁ§€Ftea ?h%%tt$ﬁF#ﬁﬁuﬂﬁﬁfﬁg¢ éeCOdenanner
t hat est abl i sheen®|edelexmtliveoriaddt messagendifeributor, all being

functions of the selective call message processor 1104, a
subscriber database 1106, and a security code database
1108. The transaction processing computer 1102 receives

15 financial transaction requests and communicates with the
message and encryption processor 1104 to generate and
encrypt secure financial transaction message based on
information contained in the secﬁrity code database 1108
corresponding with the reguester and the transaction

20 type. The message processing and eﬁcryption computer
1104 also determines a destination identifier from
information contained in the subscriber database 1106,
~which allows the selective call message distributor to
communicate the destination identifier and its

25 corresponding secure financial transaction message to a
- selective call transmission service 904. The destination
identifier may correspond with a conventional paging
address, a cellular telephone address, or any other
address that uniquely identifies a destination associated

30 with the secure financial transaction message.

The message composition and encryption equipment
illustrated in FIG. 11 would typically be used on the
premises of a financial institution to send secure
electronic funds transfer authorizations to financial

35 messaging units 906 (e.g., “wireless ATM” devices) via a
conventional paging channel or the like. 1In the
following examples, the transaction information is
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card and the financial nessaging unit's 906 el ectronics. 20 Alternatively,
the electronics required to inplenent a Smart Card 920 are noved or
integrated into the financial nmessagi ng unit 906 so the financial
messagi Ng URd od43631 functions as a true wirel ess Smart QaoTasYs2s682 el ess
ATM + Operationally, the incomng signal is captured by 25 the
antenna 802 coupled to the receiver 804 which detects and denodul at es

the signal, rg &éé&'%s"i}ﬁ ISR $Andficial S éwé Yarldl S@ased with

ref erence to F rnatlvel theflnac rress Lt 906
cont ai ns W‘b{ﬁ\%’r q’%ci/ ﬁ%«?l 1P SHEH® %%&\g?’ggbcsw tch
1032, and transmmrmmd@ymwsmmedl thetarget rMﬂjm@ to an- out bound

channel quUer YeLAnSLEELaH | riges%cuvélsybowﬂﬂedaéy@eésgwtm laghead of the
portabl e %r smtt po radi o frequenc

devi ce) antl iB8Y gﬁbc?g?‘é%l %%%ﬁ%ﬂ# Pa?ﬁﬂga?‘ﬁgﬁﬁﬁ?ﬁ/e a5 &gﬁsé &8 on

bl ock 1036 mayheoustar ratabase @sisociated- with the mudasssingormuni cati on

tra{lsgggers 8bmPh €Ll Al Htdi eich mebswgs S!QVéﬁ&yﬁtéES&QQQ.sosbﬁtnat ion
uni conp

t ransducer ilbél ngc%?ﬂ‘%]d RagIAT. TSS5RE8 s 5P Ebﬁé’?grfr{%egyswglegﬂﬁ‘et??nanc| al

nessagi ng un| publbic Exlephane ¢lystemsuit abl e transducers are optical devices
li ke |asejg or The Nt 1098 tﬁﬂﬂa&dilaqde%aﬁggamﬁwﬁ@égbﬂ QWolkOoweL1Magnetic

t5r]:atlnglm'dsIsinglzC fle\r/fggo%rgfﬁgr &“SSE%d eﬁc%ggégﬁﬁ?%/é ;{'t" t’frﬁ%lsc 12 Hﬁ%ﬁﬂcergo: Ins
the audi o or ihtegxarnés the ﬁcmasgef:-nanual pransaet oy mrecessoe) 180Pt ch -
1002 serves t@ifhl&ChiddLddle JNHiIRG ealmusﬂghm:{g?\caﬁtfé@quency (RF)
energy controller.

15 Referring to FIG. 12, the illustration shows a
functional diagram of a wireless selective call signaling
system controller that. implements a combined l-way and 2-
way secure messaging system capable of signalling the
financial messaging units. '

20 The wireless selective call'signaling system
controller 1200 comprises the first financial transaction
processor 1100 along with a transmitter 104 and
associated antenna 904, and in 2-way RF systems, at least
one receiver 1202 system comprising a received signal

25 processor and at least one receive antenna 908.
Preferably, several of at least one receiver 1202 systems
may be distributed over a wide geographical area to
receive the low power transmissions broadcast by 2-way
financial messaging units 906. The number of receiver

30 1202 systems in any given geographical area is selected
to insure adequate coverage for all inbound
transmissions. As one of ordinary skill in the art will
appreciate, this number may vary greatly depending on
terrain, buildings, foliage, and other environmental

- 8 factors. '
' The wireless selective call signaling system
controller 1200 represents a closely coupled
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between the RF receiver 804, RF transmtter 1030 and a sel ective cal
decoder 1004. The sel ective call decoder 1004 conprises a proceSS|3g
unit 1006, and its associ ated random access nenory (RAM 100 only
menory (ROM WO, and uni ver sal i nput/output (1/0 mdﬂg@%ﬁ&ZThe
primary function of the selective call decoder 1004 is to det ect and
decode i nformation contai ned |£1 %iﬁgnal i n? i ntended for receipt by the
fi nanci al nessé@?ﬂﬁmﬁﬂ Fatiges of they cuerall,gegure PessAging s¥steRent at i on
that includes I8 phacbpteormiregnlateoes dkagnel bamlensedddidy dalrdlissaae,
and/ or the nmesgege) ophgi AGH viiht e %Q§§ongbﬁlfﬂ§%f d.né;alﬁﬂkx% ggeoder

1004 may al so functiLon as an encqder nerate an | ver requests

to
or messages toRFhd® ras?%&ﬁﬁ%ﬁ?ﬂ'19f4 EhﬁsEFg“%W1§ﬁ?ﬁa & ande system (not
25 shown). 5 ~associatediantsing 904e andahbeosht Nbsssigio weideives

conprises a seqype SPSOEHNJI Mnsdtfiehtty da feaﬁ\vémaﬁ%iulv%] relestOl! t hat

serves as a second flnancial, transagti on rocessor dul e

conprises cont PEFSREHRE SYTECS, PEOVIHEETagE B J;/“‘E%\Yf‘%’é'-dl@f@,"lgesééﬂri ty
code processormaintad@Othe RF:cnfaraBEivd0@Pe, oamdd cdthiee yEomdarorawoaldead only

menory ( PROV) ﬁggfa.zé‘néhé\: wr:.tnf%rs@rhee{;&é Op4h pé'tcc(ﬂx;e@tlofxafalnmgr]'ozes

Certain financi Y 0 stan ards for 35 effectin
end-to-end? ?rahgaﬁ Yﬁ%ﬁéﬁﬁlﬁ qr% %HEaPﬁﬁﬁ tran???ﬁ%?ﬂ|W§§5999Fronnent
The st andards petpesmdtlierregulagecurnndgtbeefinamial imssaigingt nahsact i ons
are based on aggps, . -33-

eer-to-peer ciosed | oop i n mhlch t he sendi ni
Eegulatof or issuer®3® rﬁﬁﬁgia nafive to the preé£d1n9P°Pera 1°n'

the selective ca11_51gna11ng system controller 1200 may
16 operate to encrypt, encode, and transmit secure financial
transaction messages received from a regulator, where the

a

first financial transaction processor 1100 has generated
and encrypted the secure financial transaction message,
and the éelectiVe call signaling system controller 1200
20 - further encrypts the secure financial transaction
message, for a second time. This increases the level of
security of an associated secure financial transaction
message by encapsulating it using a second, unrelated
encryption. Subsequently, the financial messaging unit
25 906 decodes and decrypts the doubly encrypted message,
'revealing the secure financial transaction message in its
encrypted state, and thus maintaining the end-to-end
- security required for a financial transaction.
Similarly, the selective call signaling system controller
80 1200 receives messages originating from the financial
messaging unit 906 and passes the secure financial
transaction message in its encrypted state to a regulator
for decryption and processing.
As a second alternative to the preceding operation,
36 the selective call signaling system controller 1200 may
operate to encode and transmit secure financial
transaction messages communicated between the regulator
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VISAlerr]) generates a secure transaction that conprises a val ue anount
and an authentication code. The secure 5 transaction is communicated 924 to .

a requesting party via a device such as an ATM 926. In order to
establish ang, &erpl ete a transaction, the requesting pagdiyusonassei S a
Smart Card 920 TATG t he ATM enters an i denti fication code, and

requests a value to be placed in the Smart Card 10 920. The transaction

processing sysiem gyt hentl %%i whllagion SN 308, $40nd g 10

party’ s financta t avai l |I|ty,
etc.) and éimerfmlétle TRsAERi@a R’?%:%Slsaﬁs&i':i‘%%t

Accordingly, ipeyhENtef Hawg@hemtéaqamasfmmteaheh%semrol | ogi ¢ 1016
operates to 90%?{;%%8%{ a:}é&%a%igg m?ssa Qhé %éf&&&f&é?dcamt h the

Smart Card fun mal nt al n end-t o-end
security i a signabing sYstemEPRErelhes Q%ﬁPﬁE§§S§e"—° TRSGRATR | ogi ¢
1016 i nsures t8aieaPive dilanaddeesscwitiedchd tdeculte Etnamei®D fi nanci al

transacti on ne t encr g%gn a regul ator
914 until theyéﬁ?"gg g%h% ﬁ&ssa@edg%% %&tet%%lvgrrart rd tE%mnctlon nodul e
1014 or an idenbifigend trensrn 2% rq‘ﬁ*@r‘%PQr geleghiye gl

i nformation Suﬁbs§§g& for \ticeiprCcbypthenfimancicidshebsadidy unvitl 1966,. credl t

or bank acgount, JUIbELSey etmefkgs,ﬁ%gfz%essa&i&@g GlikNodbCasEsads P

1024. Simlarly rocessi ng routines that
decrypt and theneqamtwﬁ Saddt F‘Sﬁséﬂeha‘i’ﬁi\éﬁflﬂé‘g\/\é f BREPmrt Card '
function nodul eiA8ddianeransagitiahomne8idge it dhanen8tgptéd stateananider
Smart Card 920 a%ntaﬁtst%ﬂsgagﬁaeear&&%&&;t@l&aﬂ% fodlger to

initiate a casﬁ P3a cash transaction, cre ransacgtion, or
the Iike. Typi Ehpapcial SAckAPNent A% with fhe prior %?F@t‘a"rk'efg’(fard, a
voi ce acti y@t egdelecogvétealil FHgnaddingesyatém urintseddieri Y200 efuxtthee. g.
screen or pad)ogerat%é E%*¥E&é§%@¥ﬁ@bSQ&eQa%f&d%?&%inaefksﬁ thd the present

I nvent i on, quest trans tTon
- 34- f1nanc1al nmessaging unlt 906 and passes ‘the secure

financial transaction message in its encrypted state to a
regulator for decryption and processing.

20 Referring to FIG. 13, the illustration shows the
various layers of a messaging system in a format that is
similar to the Organization Standards International (OST)
stack diagram that is well known in the electronics
industry.

25 With respect to the present invention, the network
layer 1302 is a point at which financial transactions are
created. These financial transactions arxre then
communicated to a messaging layer 1304 where appropriate
selective call messages are formed for inclusion in a

30 ‘transport protocol such as Motorola’s™ FLEX™ or POCSAG.
The channel signalling layer 1306 or transport layer
represents the point where the low level transport
protocols mentioned above are implemented. Finally, the
RF channel is the physical media on which the low level

385 transport protocol communicates the selective call
messages containing the financial transactions.
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I nformati on be communi cated with the financial nessaging uni t- 906,
stored in the financial nessaging unit 906 for | ater transfer to the

Smart Card 920 or gas_sed directly ) ‘to the Smart Card QZQCQUE%%% way,

t he financial% aging unit 906 acts |ike a portable AT

user to effect f| nanci al transactions w thout actually visiting a.
physi cal ATM In the case where the financial nessaging unit 906
acts |ike a portabl Befgwxring it ELF .nddi okhe afboyw 1diagram, shows Skwpicakr d
function nodul Q?égéﬂleﬁ%ﬁt£sfﬁfarﬁ:m“aﬂ£ﬁt&§sag1n§amirtf msea&aeedsﬂ@er at or

coupled to the a S t

transaction re gﬂ Qﬁeapr?ﬁergeeé é@egﬁmgﬂk %a }Fé %?:ﬁe%r?g% {:[g{ﬁ coupl ed
to the secur e nWbsAgackiREed #%eﬁaﬁe§1¥@%6@§§ﬁgﬁ-ﬁ§ Y8iti nanci al
transacti onsrewest(aéﬁoeeae&@ca lp&gaalflornemaagey of quaeaawbnilm A

recei ver 1204 cougggd tQ 5rr§af.§{),|e'pt Il"}?% Tls g@lw r%ass%%gg % 25 r)z 1é)4

operates to refBFVE"5Rd hanci al _transac to the
sel ective ssprchingafer pivt aslactivescalh addresflatdne Ifnbhei aI 20
messagi ng unit fQQﬁn&i&lpﬁééﬂéﬂrﬁg REIY detbbO8SEd idfress, ah8hewt requiring

a physi cal connecglgnlt?ement a"[f@o#% secu%i‘&‘? %éﬁe%an.t %rk ongSTN

Wth regard to PRR reqguency {ed reverse
channel fi ﬁancsaacwﬁsgagﬁhg‘:W%rﬁasllg@édaesau %W%W&Fﬁ at pingl®ent i on

preferably uepghat 86cothtlg dhcoddioF eetelal| widdgid ]ac&ouﬁ}ts\é\ll téné ess

pagi ng Sys S la@lcO I bed in

detail in the %ﬁ?ﬁh\%ﬁ.ﬁi‘ lh%%%r%{’?%q{%tgg% ?8 ?mgmdeslsg?}}? :éon nunber

08/ 131, 243, fiFdnaneis eFr@sqgg@rbwey@aga BPseft %ﬂtté! figancial| ed " Met hod

And Apparatus keansactiéfitidyéeolie Bimaasibl afesdsadingaaindtCo0®EUNI cation

by Ayerst db aPRcaanifsg AR \2 %6319%@5\%1%{“ doedbn meslBl ue 19°5
Recei ver Synchr&seidefenthe mayt gardh f@&ﬁﬁfﬁﬁ?dﬁﬁ dPdAcAS: U S. patent
nunber 5, 521, 93Gtivatedsu4o0s Nayd Athe m&rbofﬂgmcsianettmhsaanﬁlomtled

" Met hod message may be decoded 1410. Decoding as mentioned here
can represent the recovery of the secure financial

20 transaction message from the native selective call
protocol, e.g., from a FLEX™ or POCSAG data or
information word, or decoding can include the step of
decrypting the Secure financial transaction message to
recover its contents representing an electronic cash

25 token value, a credit value, a debit value, or other
information relating to a secure financial transaction
such as cryptographic message or session keys. According
to the content of the secure financial transaction
message, the control logic 1016 and piocessor 1006

30 operate to execute instructions 1412 pertinent to the
financial transaction being executed.

Referring to FIG. 15, the illustration shows a
typical sequence associated with requesting and
authorizing the electronic transfer of funds or debit of

35 funds by and from a wireless financial messaging unit.

A financial transfer sequence is initiated 1500 by a

customer calling his or her bank 1502, identifying
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And Apparatus for |nproved Message Reception at a Fi xed

- 35- g System Receiver"; U. S. patent application nunber

08/ 498,212, filed July 5, 1995 by Ayerst et al. and titled "Forward
Channel Protggebsiosr Enabl e Reverse Channel Al oha Tr ansni BEI76$98/:2568nd
U S. patent application 5 nunber 08/502,399, filed July 14, 1995 by Wang
et al. and titled "A System and Method for Allocating Frequency

gﬁhgngggisgingeag \%a—ﬁ\ém?%/gimim ety Hﬁmbai:"doﬁf?ﬁﬂéﬁfaqcmﬁﬂf assigned to
nventi_on .an 0 [ ' - ted
by reference I’ré‘rfg?"ﬂ‘."‘giﬁn {Soe, 1 Iﬁ?ﬁugsﬁén%p%?%%?%%fe%pt%toac{t%g Eggrg?r?hg
i nst ant | fieancéali Pransastidodposo fFauntemmpicaiian ke ShiTas .
L, 0 St At sl ) T
e proposgd. s ar, ' -end
groths ke ek ot v by oo el s anandz o

transacti o securi ! 1 > envr ronnent . e_st andards
proposed for and tbeusbpyoptiate @raountyinparatiomstRi3 ofde @ 9Xd on a

peer-to-peer GleReAdtb@OoPnsiyEddB i) sdijuehckhersenehty to efbadty the g., a
regul ator or issuer such_as a

ban r VI S e

transaction t (FHeCEERBAFsEEARSIRF v‘% L'fg’ear%ﬁﬁ?' ap%%%i% %ﬁ;n %cgt%l'gr?%ggg;.e
The secure  ther dikecti &n astixatnesssat &d fipapciel eAnsRFHAR Svi a a
gﬁwc grerp lsgtqg Z%tp?}r??ug??aﬁhcﬁélfﬁ{aﬂ&mi rt?_aﬁéz&'tioﬁm;equesxdw to establish

e . .requestin r e r
920 into the ﬁﬁﬁ%efglgﬁggﬁsa%nopo%’ﬁﬁe%n atf:rc?% g%d%‘?‘(tﬂégn&sdl éré;éécglLfga's]'?gﬁaa!n \‘/’.lacia1 Lg to
be pl aced the tHipageial tmrsacEion e Peamistedday # RREHPT  system
aut henti cat es #g83Q .SMavpicalty P 20equilite o8| YRehiBgfinancial

transactions when a party has sufficient funds as in a

15 cash load or debit request, or when a party has
sufficient credit available to compiete a transaction.
Preferably, upon approval, the financial messaging unit
906 prompts the user to wait for the transaction 1520 and
the system begins completion of the financial transaction

20 1522. - |

In a second case, the first financial transaction
processor denies completion of the financial transaction
based on the financial transaction request when at least
one of the financial transaction reguest is not

26 authenticated as originating from an authorized party and
the financial transaction is not permitted by a regulator
1516. Typically, regulators deny financial transactions
when a party has insufficient funds in the cash load or
debit reéuest, or when a party has insufficient credit

30 available to complete a transaction. If the regulator
denies the financial transaction, the reguest is
terminated 1518 and the financial messaging unit 906
returns to normal operation.

- Referring to FIG. 16, the illustration shows a

35 typical séquence associated with the wireless transfer of

funds or debit of funds by and from a wireless financial



party's financial status (e.g., account bal ance credit availability,
et¢.) and either conpletes or denies the 30 transaction. Inh a
broader application, the financial nessaging unit 906 nay be adapted to
comuni cat e, WRWFMHLve nmessages or data, as well as el eckTUMP ds
transfer I nformati on can be securely transferred to the i'ntended 35
reci pi ent device via a paging channel or the I|ike. Referring to
FIG 11, the Hegsadingadt fpubeEh: 8sl-way rd )2 W esicuren and

encrypti on equegniRiiidatdionc eylsttem. - 36-

be used on the pr erao%??.e@clo@x bienghe! anéﬂéiéi Uéf%‘bat&lo 1%‘59%2?9%” '

el ectronic funds t horizati ons messagrng-units.
via a paging dpars reoulRsor or| igguer 1°°k1n$ﬁ§b|‘?h%zﬂels}=lnl§§ﬂ-ﬁndl rect

branch and scusid&rﬂnﬁaiﬂ and sezueitgceoded(dyga, fpulsdiid Idia@ﬁ:h.&latér ansact i on
processor 0 F I i 3leBD a@cB{zﬁESi@?é °£i§%§faeéesd Q&t%ogéuﬁl. st].'lg

nessage proceSS| g and encryption conpute rve car
nmessage procesSHIERGiAl HSSS048T unAt PP&: 1The waquxe |’P@§§&§éngenerator a
first secure We thetndeheratesableaséchest £ irarmAldl reanagetdont ri but or,

~all bei C 4, a
subscr i ber _dat’s asedeo Vpa¥h, 1° cobBfiibifedtts (RSB SRIRE MR
transacti ol prefles HQ?Q%&HSU§¥Ft$TOE°FEE%1%%§ vexe FhkcisalectaNgagaidn
requests and amssssaye ghrexesisbr Lho4d exeﬁﬁﬁéﬁgf @"rﬁtx@lcmlbbtﬁﬁ BhRagessor

1104 to gener lgediifbs se12RELVA! cATS hEalbdd LML g0 ez 5a0e based
g %g y co at a 1

on i nfornation contaln SEcur|
corr espondi ng 4ﬁ§9+qﬁﬁ%qne&G€§FéﬁlﬁﬁdaPﬂet¥?eﬁﬁﬁﬁﬁﬁ(ﬁ%nanClal

transaction message and encapsulates the secure

15 financial transaction message in a selective call message
that includes a selective call address corresponding with
the destination identifier. This selective call message
is then distributed to a selective call transmission |
service in response to the destination identifier. The

20 selective call transmission service broadcasts the
selective call messagé to the financial messaging unit
906 that receives the selective call message.
Optionally, the financial messaging unit 906 may send a
first message prompting the user to insert a Smart Card

25 920 for funds transfer or the like. The bank would then
wait 1606 an appropriate time period 1608, then send a
data transmission comprising information with the account
number of the Smart Card 920 td be credited, the amount
of the transaction, and coded information to verify that

30 the Smart Card 920 to be debited is valid and not a
counterfeit 1610. Obviously, if the Smart Card 920 is
integrated with the financial messaging unit 906, steps
1604, 1606, and 1608 need not be performed. A bank will
typically record 1612 the success or failure of a

3 transaction upon its completion 1614.

In a financial messaging unit 906 having 2-way

capability 1616, the bank can wait for receipt of an
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20 type. The nessage processing and encryption conputer 1104 al so
determ nes a destination identifier from I nformation contained in the
subscri ber database 1106, whi ch allows the selective call nessage

di stributor t@qygoeemsgiinmuni cate the destination identifier antdirssogssss2
correspondi ng secure financial transaction nessage to a sel ective cal |-
transm ssi on service 904 The destination i dentifier may correspond

wth a conventlﬁﬁggéss t at un| 6180k ridi Slé%&dutrgcf@&):ﬂg addr ess, or

any ot her uely entl I es nati on associ at ed 30
with the securefmaRmAL PoRefgagggehat confirms,exgeytign of
conposi tion andtlmcf:manmledpmaplsantmn. i Wherst tind efinancia® 11 would -
Lypically be uSefainddfon is BURE3E2u0yAcohPPOCE! dd'Boklidhhgn {0 send

secure el ectronic fund% transfer orizatirons to fi nanC| al 35

nmessagi ng urfl t PRI Y W&SQ%‘*%TM 2469 cERS user gt thecopyent i onal
pagi ng channel Hinadm=id] kesshgingeunit 06| batfore etenfimancti® transacti on

i nformation is essaging unit 906 returns to an id/e state 1626 conposed
usi ng standard l?l nancl al conpy ters a“'g: i{ structures, and_the nessage
is encrypted ushtHEPTIREINAIN:c 1€ nonAkPPYLedoments ik HegeddetoatsPEe? devi ce

~and t r ansactpoedeteasypend dellpy Perikdy1626;si e dank mayhre-flaiti#te al ong

with their mglﬁgeaggggl_{de,_ssg%an@rlglsgggﬁgahgl n 164 user database associ at ed
with the processing Al ter eac rressa% IS encrypt ed, it is

sent li ke a nor mdt %é’g?r‘{p q’é’?s&ﬁet’flﬁ PREXRERFh

oAV A8 t he.
public tel ephorecedsistrze tOFIGs. 13kE6{i the ﬁsenamayalremaansant i on processor
1100 wi || bec st {ddd 1or YR InY EbnLRE 8L PNGRLARE 1 Gn, 1andNi sl

bank may receive a non-real time acknowledgment that the

15 transaction was completed successfully using an alternate
path, i.e., one other than the RF reverse channel. This
can be accomplished by either using a l-way or 2-way
paging device in a wired ATM machine, or by having the
user remain on a phone or other communication device

20 during the entire transaction. Additionally, a
distinctive audio alert pattern can be generated by the
financial messaging unit 906 to signal that the financial
transaction has been completed without error.

Additionally, if an address is detected that is

25 associated with a normal messaging function, the
financial messaging unit 906 will operate as a normal
raging device. However, if the detected address is
associated with a secure data transmission address, the
secure decoder module may be activated, the received

30 secure financial message may be decrypted, and the
information contained in the message would be processed
in accordance with either the contents of the message or
‘with the rules associated with-thé,received address.

Referring to FIG. 17, the flow diagram depicts a

35_-typical sequence associated with either authentication or
confirmation of a wireless transfer of funds, debit of
funds, or credit transaction between a wireless financial
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integrates the first financial transaction processor 1100 wi'th a

wirel ess selective call signaling system controller. 15 Referring
to FIG 12, $g illustration shows a functional di agr anp@fusvsikdse! €ss
sel ective ca‘f’ aI i ng system controller that inplenments a conbi ned
1-way and 2- way secure rressagi ng system capabl e of signalling the

financi al nessagi units, rel ess w8l §¢ lve caII sihgnal i ng
system . coﬂ??ﬁ?‘gé?g BN &’ﬂ%ﬁ §§gutltﬁ‘é°ﬂ AT A BYa a8 Pgn
processor 110@agl seguwe tdommunigasiont system. and associ at ed antenna 904,

?gge: Ceg \sA%nZF SyshedBderitd @@Shtain eaitafia&eﬁfaexiﬁhz% K¥He em conprising a
cessor eas 08.

Preferably, sg%ﬁPﬁFB?) ?@5&3%&’%8&?6%&%%% &{eaé}{ %nfi,%s%a be

di stributes over ga,mﬂaw,ammtareamemhant r@éé?ba% Lifke)| é‘ﬂdpower

trﬁgsm SfSI onstggoggj%%ﬁ%l%% m’)ég@émg uﬁg_aanglgl twmgjm ts 906. The

nunber of receiver syst ens ive cal, ar

sel ect ed tzapFayFEe O%ﬁlﬁhcgzg&%Qg&M}c%F?Sf%%P%én n ® %%él rlﬁ%sm ons.

As one of ordifdiarpcial|messaging anitwapd the et ecwielessi s nunber - may

vary greatly depandifgedén or ;;aymy @yslwml datgs, and|peies o Galieher

environnental 35 fac ss.sel ect ignalin
system 1°COI1I-‘FF51|]'P§& éﬂblqaﬁ 5 ¢l oé yS et é(Jilect%:(:lorl:"':s ° o
- 38- Transactiph epeottendlon SET)t ﬁeve%cepadl b:setwr%raﬂemg?mg system

In practice, F;jnhagkkaiotntfeies RFihesCiBd Ls€dbd ¢BPESgraphicet c.) nay not
want the reSponshnEELEZ Oioég“éﬁéh'“ @%1%h%et for effecting secure
electronic financial transactions in a wire-line
15 environment. The SET protocol may be easily adapted to
accommodate both l-way and 2-way wireless financial
transactions using the secure financial messaging unit.
Specifically, SET requires that in most cases a Smart
Card 920 device or other device operating as a Smart Card
20 (e.g., an enabled secure financial messaging unit 906)
communicate bi-directionally with a regulator to effect a
“financial transaction. Consequently, an conventional 1-
way wireless communication device like a pager cannot an
will not be accepted or approved for use as a wireless
25 financial messaging unit. However, using the features
discussed in reference to the instant invention, a
conventional l-way paging device, or any other device
(e.g., an electronic wallet) capable of being adapted for
operation like a conventional l-way paging device, can be
30 modified to include a local or wide area communication
capability required to “close the loop” with the
 regulator.
To further accommodate such financial messaging
units 906, the SET protocol is preferably extended to
35 allow non-real time confirmation and authentication of
financial transactions. Since typical SET confirmation
and authentication messages are much too long to enter
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RF infrastructure, i.e., the transnitter 104 and 5 associ ated antenna 904,
and the at | east one receiver 1202 system Consequently, a
conventional wreless nmessagi ng service provider or the |ike woul d

provide and ﬂ#s?t ain the RF infrastructure;, and the r egpeTrsysryds | d
utilize that 1329 rastructure in a conventional manner 10 to conmmuni cate

secure financial transaction nessages bet ween the regul ator and the

financial nes?% il '&mutsinﬁe sﬁ?ﬁét | v%pad or éﬁealf.késfsa}é:%fln%weho the -

precedi ng opera call signalin g%fit emcqntroller
1200 may 15 dJpsisimekes sRELgpbe eemutredlandher TRansdusr FO40 iRafBral
transaction msssages rcedeinedibnounbt rHpd disonsedheo egdrmrate revesse

financial tra A RrfAGAISAE S0 Dkl UR0REB1C6E the HkbeEOP! od {he

secure financi transact I Qn rressa e se ective call signaling

e,
syst em cont®r oI 6 pash the FRALHe c“r‘ﬂ:ﬂ?%@%@%ﬁr% ¥ naf@®al transaction
nmessage, for ae:m:ﬂnﬂ tifman Ebossti‘n:rm tramstievet ¥ selesxredii iy of an

associ at ed segﬁume rt%' al tBr&Qﬁé‘fétéfb'rMF Fasdag éaa@gtcaaféﬂ akhRg it

using a secon at e encrhgt I on. quen% financi al
messagi ng uni "3 SRRFYREECHGEEMER 'é’c‘?%/ﬂfs <88 b%a% FREBARFEssage,
revealing t he wm‘me fESTNNOL2| usinagShrtemmmatienslgfelecommnicatdoar ypt ed

state, andyql Nug, JE Nixdhy) mgatattefeaﬁalspafe g, FOSHI 1Y yad SqpiIged kol 2

fi nanci al transact 1.Qn. ‘éctive ca si gnal’i ng system
control I er 30 @W®diksei ves nessages originating fromthe financial
nmessagi ng unit 906 Guxkepidyesat 8ET sexansadtionndsasecurd mets artliyon message

inits encryptgd Slal & Q28 LRAUFLOA staéeorbﬁ%%éé@éﬁéé‘ @9% Fﬁ' ipdeasi ng.
As a second alternative to the recggj ngratlon, E ctlve cal l

signaling systefit@Rsoaiptedveh Bne?F& FRnsmi t
secure finencieffect theafiaancdal nesanspesioonmuFhiat etindstimsdow t he

regul at or during which the financial tramdaction must be completed

can be modified in instances where a financial
transaction such as a fund transfer (cash load) between a
bank and a financial messaging unit 906, between two

20 financial messagiﬁg units 906, or possibly between. a
Smart Card 920 at a first location and a financial
messaging units 906 or Smart Card 920 in a second
location inserted in a financial messaging unit 906 is
requested. ' |

25 According to the present invention, a conventional
selective call message is broadcast to a selected

» financial messaging unit 906, the conventional selective

call message containing a secure financial transaction.
The selected financial messaging unit 906 receives and

30 decodes the conventional selective'call message, then
Dresents a user with a notification that a financial
transaction is in progress, optionally indicating an
action required and possibly the type of transaction
being effected. For example, if a business traveler

35 needed more money during an extended business trip,
conventional wisdom dictates that he would visit a bank
or other source of cash. However, with a financial
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and the fi,nancial nessaging unit 906. In this case, the first financial
transaction processor 1100 at the regul at or has genelrat ed and falncgypt ed
t he secure ‘& cial transaction nessage, and the selective ca

si gnal i ng syst h?%%mlr ol l er 1200 operates to associate a FCIUSRASER cal |

address with the secure f| nanci al - transacti on rn::ssageI based oln a |
recei ved destination dentifier, then transmt a resulting selective
cal | nessag’ée?%?‘g+’é%é+‘ﬁ‘tt [RP 6 h&hei Rasiness fravedesgconld pesuesty

Subsequent |y, theréifiamdts dy redddngng pnearﬂé}fgemeﬂdb‘ér, ent8eisgl ective

call nessage, r [ a s& nits
encrypted gt at e@%# {ed efl}g%%:bﬁt gloﬁ?ng eg*f‘ Rg g}‘sg%ﬁ‘ggy ‘?gfﬁu red
for a fi nanSeaF 9 a"rﬁeoi'é’t itdmangday; ﬁs??’%’-’tﬁ |U6’|5'-t038§at ion, the 15

sel ective cad| BAlgexatiyelyst cifi chet bubinesi&ﬁ&vfelll’e&-het near ORE B o O

ece Ve MEsSa0CHo Bk ot S UATHARS they (LR1GHRL IESA0L0%, kdy S0 a0

t he secu ancl g transact I'on nessage IniIts encryp
'I[D gszes " regul a gﬁ?mf o%ﬁ%a&nm&ﬁﬁa%%%%é&'&%&" 29sing anyapwihen ef o
FIG 13, the ilinptt aleviceshewsht bs a toweh ismimilcdyer snpﬁtapm,ssagl ng
systemin a for% bdda 'v%:.ce rabBbh2f 162 é‘ éelﬁcg IQ?QI ¢aL! Py St angarg

| nt er nati onal st.ack diagram t known 1n the eleatronlcs
i ndustry. 28 casgw"c a}omﬁﬁéa%%%éﬁ’clq A9&ngrpBATate® et wor k
| ayer 1302 is amgmsage &ndvvonitabicsaacredulatis 3l aBing’ & locaX rgaixed.

These financi al | d ssaging | ayer
1304 where apprgﬂr; ?%ﬁgérp%eahgf%egggoﬁgma Bt al1£‘lorme asﬁzgloﬁl%

nessages are cl usi on
ina 30 transpdrt &P%(ﬂf SR EETRbRRE 128 s“["%r?]‘ ATEX®26 1| Ve POCSAG
The channel si gregulatpd Sidr th&ﬁGQenerampnret skeayee finafiefgrsents the

poi nt wher eqg hept oyl @MRIn eals Qrehat glui geati ”a?d B ©
age

I npl emented. Fin nne yS| ca on which the
I (r)r\?v | evel 35 tr%%lﬁ)%q"tveptc&ﬂ'acﬁl"gﬁﬁ @%@%msése%w&madcast
messages cont aite rithe redues&iogaEibaneisl iesaaging unit 906. The

requesting financial messaging unit 906 receives the
selective call message including a response to the

20 message in the form of the secure financial transaction
message 1702. Preferably, the selective call message is
broadcast from a wide area selective call signalling
system so wherever the requesting financial messaging
unit 906 is located, it will receive the selective call

25 message. After decoding the selective call message to
recover the secure financial transaction message, the
requesting financial messaging unit 906 decrypts a
content of the secure financial transaction message to
reveal instructions representing the actual financial

30 transaction. Several forms of the decrypted message are

_possible as defined in the latest SET specification, and

may comprise the following: a session or message
cryptographic key, a Diffie-Hellman key agreement /
exchange component, a digital signature in a singular or

35 impressed form, a certificate request, transaction
instructions such as a unit identification request, a
text or canned message_that should be presented to the
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- 40- Referring to FIG 14, the flow diagram shows

typi cal operat ion of a financial messaging unit in accordance “with
the preferred enbodi nent of the present invention. When activat ed
1400, the fi.n&edpA3IBNESSagi ng unit 5 906 (denoted as a pagerpdrousoes®si ty of
explanation) = operates "normally, " that is, it waits in a standby state
searching for its selective call address 1404. |If the fi nanci al

messagi ng uni tuserer?6d ids wvddresmeseigi finandidll mewka 1h§ dﬁi@%@s

security addressqidBing dhar 2el9e80ELILCF Y SNGLERILodddheRs

associated wt ount,
accounts, the aut}r‘?wé%ﬁﬁtd’}“’rr%s&BFnﬁlﬂﬂﬁl?l@b@ﬁa@@@%P@nt aesgetatred

financial traneithi tite nesange finantialt tradsatiionamessageangacti on. Once

t he financi al [ ete financi al _
transacti onérreggéﬁgg*%g wéesg%gal:?ing % é@ﬂﬁf Ilégr%csfrleu fg' gﬁ et e 1014 is
activated 1408SHFR ¥heeniwuOE A Bereranl (idantddication nypbengtPTN, be
decoded 1410. &ethehtiratscirandoredfienetion do@es!,cqr eg8nkatheon ecovery of

the secure fin SS e _seleqgtive call
protocol, e.g ggﬁ%im%o er hgﬂb%&:s%%%dj egl@o%ggreggﬂhflﬁa? wor d, or
decodi ng can i AePite ?‘hézﬁz yplues. (ong (Rf MFdinaryeekidlf imathe al

transacti om neastgeilb readidgcdisterh Stitantitdilss 1ieRr Qaeeﬁwg an el ectronic

h 25 token Cr. u Iu [ _ofher
|Cf11fS or mati on re%gﬁﬁl Py apn?etgu}[‘g&f ?ﬁ%ﬁbm% rta%sag One NECeFTH s
crypt ogr aphi c H%%%%g%“ cﬁh%é'f§§P6ﬂ°Eé9§ tyRe A1 @QSSlble-

Once the secure financial transaction message is
decrypted, the financial messaging unit 906 selects 1706
15 at least one of the optical, electromagnetic, and
acoustic transducers 1040 in the'message origination unit
1038 to communicate a response to the secure financial
transaction message. The financial messaging unit 906
then operates to contact 1710 the regulator 914 using a
20 local link 924 between the message origination unit 1038
and at least one of the point of sale terminal 928 or ATM
926 to communicate the response to the secure financial
transaction message. If the point of sale terminal 928
or ATM 926 is coupled via a land-line 910 to the PSTN
25 912, either these devices or the message origination unit
1038 can dial.a number 1708 representing the regulator
914. The number may either be a predetermined number
that is preferably stored in non-volatile secure ROM 1022
or EEPROM 1024 in the financial messaging unit 906, or to
30 increase security, a number that is received in a secure
financial transaction message. If a dial-up response is
required, the financial messaging unit 906 should not
display the return telephone number received in the
secure financial transaction message, but instead, should
3  display a message such as “CONFIRMATION REQUIRED,” thus
prompting the user to obtain transaction confirmation to
gain use of the credit or funds requested or funds
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to the content of the secure financial transaction message, the control
| ogi ¢ 1016 and processor 1006 30 operate to execute instructions 1412

pertinent to“;db%”?é financial transaction being executed. perusosnsss2

Referring to- the illustration shows a typi cal sequence
associated with requesting and aut horizing the electronic transfer of
funds or debit of b froma,wrel ess flnanc messagi ng unit.
A financial tr&ifst Feé ‘f@%gﬁ %hf’sgll Fé%%omi%iﬁﬁ’ﬁg? ynie 9§&st oner calling
his or .her bariddiBginaldant dependging on the type of financial -41-

thensel ves 15%%@&&1%:1\'%‘55@96feéc983?rtﬁé%lélﬁilator' Bhar Hﬁ&l Qthlé.Q@ and
requestl ng at fi.pancial ,transaction 1!?_-([)§g6 a _
6.5

I
communi cat i on ’f‘g "-He{:rcam% Pgl kbe fipanciat WL
After veri foyi repxial intenert pEothehguryenbneransiation,agtct-neagppr opri at e

account i nf or n@dph Siyatlidn H&@sagakwno comMeihi e da |é1|t1He&t s%faréeaﬂence of

events to effect the el.ectro nsfer. t he ntin
credit, or #fe o7 i qplstion °r‘Q‘s% gér,’aﬁcf? a rﬁaqq:l"gﬁls ?PS elO
approved when régu¥avnclefiermiagsathatntheqfimandinl mesgagdngi vaitd as
originating f rm ks AtdHntied apdl bY¥mAlHicatides fiHE e Gransaction.is

ransacti ot FRAELmRe andh AUtEeRerERERT. ( the SRS HEoelehst50a or
debit request ,messagrertca the fjinpncial megsaging munidy @dﬁﬁt agprhoribingt o
conplete a tragse@itith of thd ebgiabkia tPSRs2PPIsH Al ,Int Rkl nankéd|
ressagi ng uni t, ;008 R ATRLY WiSeU38kat Qotla s ds I Bl i 2L 8GEL s 1520
and
the financial messaging unit 906, and even a 2-way wide
. . 15 area communication device can securely conduct primarily
wireless financial transactions.
One of ordinary skill in the art will appreciate
‘that the preceding discussion regarding the claimed
invention in not meant to limit the system to a
- 20 particular transport protocol, wireless media,
cryptographic scheme, or physical communication device.
Consequently, the claimed invention and other variations
made possible by the teachings herein represent only a
few select ways that a secure messaging system for
© 25 communicating financial information can be implemented
using the unique principles taught in the present
invention. |
It is in the preceding spirit that we claim the
following as our invention:
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the system begi ns conpletion of the financial transaction 20 1522.

In a second case, the firstjf ' ction processor denies -
conpl eti on-of the financial Hllmﬁmm:nll)ullﬂmnbased on the financial
transaction (RfuéRsds; Wwhen at Feadt + " ofe df the financial pegusHEssRN
request is not 25 authenticated as originating froman authorized party and

‘the financial transaction is not permtted by a regul ator 1516.
Typically, regulators deny financial tgapsgéetions when a party has

i nsuffi-cient funds in the cash | oad or debit request, or when a party
has insufficient credit 30 available to conplete a transaction. If the
regul at or deni @s theseidmcﬁiaiamcriaﬂ.saesisaging hmitequesiprising

term nated 1518 and gh@laéngggéagad?&s%d%n@ teQ06ser; returns to nor nal
oper ati on. Referrln ])gsé Iustr tlons Ws,aB pi cal
sequence aSsociated i F ‘Fﬁ"e"‘ﬁ\? r& . gpupped at of
funds by and meadiboa fwegeencsy Fecrminoid

- 42- Eeﬁﬁ%é‘ﬂayr\ixtadéhctﬂtdﬁ gm%c\@@go@néo@pfeavewo Sar e
conmuni catlon syste |l etion of the financial transaction 1522
begi ns crr'é@'ﬁl g4+ Y99 Rfer | ooking up the destination 5

i dentifier and secur at patnderéeessor mabipledotoptheafinanci&ky) for a user
account 16@2 ﬁ%ﬁ%b@k@@n%i&@és&faﬁd% selet:'tE]@QCéé‘ilr@?éﬂﬂﬁg |t 906.

The secure nessagi ng stem f ener at.es cure financia
transaction rressﬁ'g@eﬁiﬁg%?\ ?El % yndk FBuP:H% W9 SRR a3 ect i ve

processor, the message orxrigination unit operating in at

least one of a reply and confirmation mode and an

originate and request mode to effect a wireless financial
15 transaction using a local area link.

2. The secure financial messaging unit according to
claim 1 wherein the message origination unit comprises:
a transducér_coupled to the-main processor, the
20 transducer operating to couple a secure financial
transaction message between the secure financial
messaging unit and a regulator using the local area link
to effect the wireless financial transaction.

25 3. The secure financial messaging unit according to

claim 2 wherein the transducer comprises:
an optical device that communicates information

comprising the secure financial transaction message in at
least one of a uni-directional and a bi-directional way

80 with the local area link for at least one of initiating
the wireless financial traﬂsacﬁion, authenticating the
wireless financial transaction, and confirming completion
of the wireless financial transaction.
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10 cal | signaling system controlTer where the selective call message
processor 1104 executes a con“m“lmllmlmﬂmu“l recei ves selective call
nmessage requ rising a i dentifier anq,ctl?lgs e
financial - Gﬁ%’rggn%gvgt i on nessage®and dncapstil ates the secure 9§| nanci al
transacti on nessage in a selective call nessage that includes a

sel ective call address_gorresponding w.t t he destipation [dentifier.
This sel ective cal I4 .negggg%qureiéu%%%% PEFPREBY %iﬁ LBFRECHRE TR |
transnissi on claigedy wheresnr shgoaptical (dryidess ompriisesi:dentifier. The 20
sel ective call transgpS3ightSALYEECoP! ORI Gdteddde 1ightSeheat LYgiggh!
nmessage to the fi qanCLaI messagi ng unit 906 that receives the selective

cal | nessage. ‘onal ly, the financial messaging unit 906 may send a
first ness&ge .pronpting the user to insert a Smart Card 25 920 for funds

transfer or the |lilke. THe Hackraoeighddien messa@&hglﬁﬂ_ﬁtaagémm%;!@ae time
period 1608, tt‘ien. send.a_ . ggta { ansi(”jn si.on conpri,sing informati on with
the account € e MBS St e SRRRPPETET %Zﬁ‘ct%cﬁggﬁ"éﬁlsted, t he anmount

of the transaction, amndlightsddenectont that tdetantisi Righg&t i80anhe Snart- Card

920 to be debifdred/dpeetais.not a counterfeit 1610. Qobviously, if
the Smart rd 920 is integrated with the financial nmessaging unit 906,
st eps 604, 1606, and 1608 need not be perforned. A bank w I |

typically record 16L.2 The secwresfinarciidlmesshgingsunibneecerdingigon its
COmEbel oy dotain2 pmereld Sik onseal a0 Sagiaad00 bt 2 vey
Case Y T e AAeBEagRERE IR 1ERY sty LAShE: 4PnBB secure
ultraviolet spectrum.
15
7. The secure financial messaging unit according to
claim 3 wherein the optical device comprises:
an light detector that detects light in any
spectrum.
20
8. The secure financial messaging unit according to
claim 3 wherein the optical device comprises:
an light emitting diode that emits light in a
visible spectrum.

9. The secure financial messaging unit according to
claim 3 wherein the optical device comprises:
an light emitting diode that emits light in an
infrared spectrum. '
30 .
10. The secure financial messaging unit according to
claim 3 wherein the optical device comprises:
an light emitting diode that emits light in an
ultraviolet spectrum.
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financi al transaction nmessagethat—confiTms €execution of the financi al

transaction. Wen the financi gion i s successfully conpl eted, .
an optional 5 nessage may be EE mﬂu&ulﬂwm[mthe user at the _
en

financi al WEW%{:;%!UW t 906 Isnanci al mes s ap¢1rgsodasdez 906
returns to an 1dle state 1626. Al ternatively, if no acknow edgnent is
received after a predeterm ned del ay period 1620, the bank may -

re-initiate 10 the,Qri fi ' ,%T[n%q Cll B
vari ati-on of the .oa'g'r'a |%n%%]| scu?’sle B n%é'iL Im'lhfgg?er'en(gfem'tto alglcggfﬂ?%.?&%, t he
user may remaiGtaip 3 whepRifntRe PR Ry IGRYICReCPIREIRESA transaction, and

t he bank may recenvaighhoemieting i diedecthonl edijuetagdmtliche i8
transaction %% t&f_ successfully using an alternate -—--path, i.e.,
one ot her than the reverse channel. This can be acconplished by
either 'usi®g a 1-way or 2-way pagi ng device in a wired ATM nachi ne, or
by having the ueer Thensedurs finsmialomessaging amimiaczbrdindetoce 20

during the entiyfyl AYSACHEAN A LORRLY coprisefl StInctive audio al ert
y the

pattern can be generate [ .financi al nessa |n%I unit 906 to signal
that the financial 2P BFRHEELF| BAVICR %?E‘H’BP%F%EF "t’?#ﬁﬁ‘“a&lf’ﬁr. :

Addi tional |y, ddmparisdddr ¢he secoeéefimahaiedt tirang88ctiswanessgeaniinhas nor mal -
messaging {UNCiddit ddafor p Lhi2GEHEL:{BRAAUNA0AIRL LaBRbetidda1oRRyA € A5 3
nor mal pagi hg device. However, . | Séqe deéggt ed addrgss J.s .,

associ at ed wi -t S LOCRAt FERaANK s R deREEsOne HRE Initdatipg decoder

nodul e may be tied iwidedesst idénancial etr@fsacidomw, eahthenticating thge may be
decrypted, and, {6 ess -(fi'ﬁfaﬂﬁﬁi' PEaf 0L A diR0 drlt EBRE IRSAY Gl 108

processed I n accor,dance w_th eifher.the contents of the nessage or
wi-th the rul eLhddtR Hredefs: ALRARCI_L FRARPASHIPBss. - Referring to

FIG 17, ttse flow diagram depicts a 35 typical sequence associated with

ei ther authenticati) fhe secePf#{dBdiON ResSayiis! @8k HRARTIRRgOELT UNS,

debit of funds, or credit transaction l%et ween a wreless financial
- 44- claim 12 wherein the acoustic device comprises: :

an audio transducer that detects audio energy in
an ultrasonic spectrum,

14. The secure financial messaging unit according to
claim 12 wherein the acoustic device comprises:
an audio transducer that detects audio energy in
an audible spectrum. |
25 .
15. The secure financial messaging unit according to
claim 12 wherein the acoustic device comprises:
an audio transducer that emits audio energy in an
ultrasonic spectrum. |
< _
16. The secure financial messaging unit according to
claim 12 wherein the acoustic device comprises:
an audio transducer that emits audio enérgy in an
audible spectrum.
35
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messaging unit and a regulator in either a 1-way or a 2- way secure

conmuni cati on system jjht ai n confidentiality of the

fi nanci al in&,grgﬂ;ggogpn bei ng e‘mmﬁmzmﬂﬂmlra host 5 (e.mT/USI2568BUeEr ,

regul ator, nmerchant or the like) and * the financial nessaging unit, all

transactions transmtted or received (comuni cated) between the secure

financial nessagingyUnje Yulurac eifghotdt | ing GATEVALEGLARL Ao PAJI NG
sa ed.

system ATM and point. o e term nal shodl d be encrypt he Secure

Electronic cIréRsacvhefeint dthse Frapssyser s &PS5y several maj or
financial entities dahi ebsctirtumagnetdt deypeegtiaphicommuniieakesques al ong
wth arule s cl : r | siqancl actions
' 2 wire- i ninfoPaflof NN fpe sBCREL Pldncidl e zae b Ra T s
acconmpdat & bBERS2gRaiR M A%y OB Qﬁeésuﬁ“?-?%’rﬁcmﬂymnal #Pdn&8aPtrons using
the secure fi dapetelionesseay mitinithe locaBpared ilialk orSEE degsiresethat in
DS Cases A FYRLhieiarifh dulOndadess inghORl dRdrfRcHISEAlI NG as a Smart

Card 20 (e.g:, an ena secur e financial messaging unit .906)
comuni cat e bRUGREBELFBRIRY \ChE MirelegguFapercial difansaction,” apdanci al
transaction. confegményl yomplettiony @ft theawiteless fiimanaiadl ess

comuni catjon.devicakike a pager cannot an w Il not be accepted or
approved for uSe as a wreless 25 financial nmessaging unit. However, using
the features di scussed in reference to the instant invention, a

conventional 1-wayipagitg skeurec finanabyl ahdesaging cait ac€erding aro
electronic vadhglh 43Paherel Bl Ui RARBREENLOI: devitRPiRiRdskLie 2
conventional 1- way pagl ng device, .can be m)dlfled' to I ncl uge a local or
wi de area conmmuni cat F‘oﬁagnet’c%pé’tﬁ%q t‘:fapééBF?Eaaf"’H: 'qE8SESt he | oop” with

t he ragul dnformation broddrdsatr threm &beobvvahtaresudiinki.nanci al nessagi ng
units 906, the SET protocol is preferably extended to 35 all ow non-real
time confirmation %rgld aut henti catj,on of _ -

The secure financial messaging unit according to
‘claim 17 wherein the electromagnetic device comprises: '
an electric field transducer that detects
20 information broadcast from the local area link.

20. The secure financial ﬁessaging unit according to
claim 17 wherein the electromagnetic device comprises:
a maghetic field transducer that broadcasts
25 information to the local area link.

21. The secure financial messaging unit according to
claim 17 wherein the electromagnetic device comprises:
an electric field transducer that broadcasts
30 information to the local area link.



financial transactions. Since typical SEF-eenfiTmation and

aut henti cati on nessages are much too | on r

- 45- manual | y usi ngl‘““? Mgﬁiﬁm the like (several
hundr ed kewss sopkmds woul d be r ) s L ransducer 104€cT/0s98/285682
message origination unit 1038 is used to generate reverse channel

communi cati ons under control of the processor 5 1006 and the Smart "Card

function modul e 10142 Flie secu®¥¥Bh8nciil Afeseitly tn2tdh8cbi@NSAUsST S
selected, it e_use en«;;ate D'}H\/F di al ing codes, then send
b‘ﬂ‘r

c1aThOD e U0 iy

the encrypted SORHMMPCERFER-Df lT'E'néL &8t BT REt & via the PSTN
912 using | nt ecoavepkaprnab| aeati ¢&lephone Umbrig laBdustideiiyt andar ds, .
e.g., V.22, V. Z3upYed4tolin acoddtdd itk@nsducer in tHY Ruk% fdnshdial
transacti-on ism egure not onl because, of ifs.encrypted state, but

because of & fiMtes "It e dsS0 i Rret-RAEA"E FHRAMAOR: E0BPEASERT abl i shed
to 15 effect tkRef pagureafinangisdctivonsathionimessagendonat ledstiomewhi ch

the fi nanC\iAzl blfaasaﬁij-e_ﬂrf&ﬁorﬁ?. %ﬁaphtebﬁdairec%ab.era!}gh?i:ﬁﬁt%gr (cash

I nst ances er I panci ransaction such as a_fuyn ans

| oad) between go%a& B§ﬁ§,§§ﬂF;§ﬂ% ﬁ%n Fﬁﬁ_nﬁggeﬁﬁnﬁfﬁﬁﬁﬁFf§§6Fgﬁetmeen two 20
financial ness@dredeani finaueialotngossrbignbcaukiemtdcatingmihe Card 920 at
a first |oaati mlramésa £iaei=al dtr_ansaaa_saﬂl %ﬁ”&&r&i&ﬂ@n@r céﬁ?iég%%ﬁd 920
in a second t] | nserg.ed in nanci nmessagi ng uni S
requested. 25 °F 9ﬁgA%%%?%é§%}éﬁ)afﬁéagrggﬁﬁ?a?FﬁP ion, a conventional
selective.call nessage is broadcast to a sel ected fi.nanci al nmessagi ng

unit 906, the convepsicormd seeheet f¥flancial messaging unit according to -
claim 2 wherein the local area link comprises an infrared
15 enabled point of sale terminal that is optically coupled
to an optical transducer in the secure financial

messaging unit for communicating information comprising
the secure financial transaction message in at least one
of a uni-directional and a bi-directional way with the

20 local area link for at least one of initiating the
wireless financial tramnsaction, authenticating the
wireless financial transaction, and confirming completion
of the wireless financial transaction.

25 24. The secure financial messaging unit according to
claim 2 wherein the local area link comprises an infrared
enabled automatic. teller machine that is optically
coupled to an optical transducer in the secure financial
messaging unit for communicating information comprising

30 the secure financial transaction message in at least one
of a uni-directional and a bi-directional way with the
local area link for at least one of initiating the
wireless financial transaction, authenticating the
wireless financial transaction, and confirming completion

35 of the wireless financial transaction.
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cal | nmessage cont ai ni ng a secmsactlon The sel ected
financi al nmessaging unit 906 recei vemﬂﬁ odes t he conventi onal
M

sel ective call nessage, then W|th a notific |on that a
financial - YOP¥¥3ttion is in optidnal Iy indicatf ﬁ&aét‘?"

action required and possibly the type of transaction bei ng effected.

For exanple, if a business traveler 35 needed nore noney during an extended
busi ness trip, 23nvEif saenre fingrrdndt neesaging yndt\decerdingita bank
or ot her sourcelafimcaswhetieisevihe luidal arleanatnkatomprises an low

40 r EBAE80k M ldy Wil pRIAE NG Sad1 8 (S RA kilabeauest

nore funds by caf”el ng a grearran
i denti fi cati oni€oBagngh#ca Rtgfdar?%ﬁoﬁ‘ﬁgntaslﬁetrans@ﬁﬁr & their

financi al nessagcngeufiiha®@ial nesidgimgauiniel fori éo:hdaminaﬂ@s traveler is
near an ATwlorinforﬂQ SnOéoﬁ?%f%fﬂawgﬂgpEechggysgﬂgnéigf ﬁ%ﬂgﬁs
any nu

request fromt he nanci a sag\&fg uni t
i nput devi ces. BgSRagE ént%ﬁc:\'teas%"n |anb‘3ﬁ"ﬂaﬂe°tl°n§<3eyad'¥9alad iyoi ce
recogni ti on dedirectbonaéhewdy keith lthe NaicalOageaeclinlberdr nanQiedlstmeagagi ng

unit 906 gener glee$ndeiat 108 SIS Sl QN e‘gJH%igg G4 using a I ocal
i nk 924 bet \/\/egn ih J'ﬁ@ssage 1or| ﬁl natflq%%ﬁﬁ%l% and at ‘?eas’t one of a

poi nt of sdfe PHFHF’HEFC@W%@%H’ essc Eipgpeial txapgagtdony)andhen
gener at es t he eenfilemingacoipiletifont e theat wipeless affendrietali S encapsul at ed
in a standard tran%gggf&,ve call signalling protocol nmessage and broadcast
to the requesting financial messaging unit 906. The requesting

fi nanci al nessaging unit 906 receives the sel ective call message

i ncl udi ng a respons2ét d’iehesecure financial messaging unit according to

15 claim 2 wherein the local area link comprises an low
power radio frequency enabled point of sale terminal that
is electrically coupled to an electric transducer in the
secure financial messaging unit for communicating
information comprising the secure financial transaction

20 message in at least one of a uni-directional and a bi-

. directional way with the local area link for at least one
of initiating the wireless financial transaction,
authenticating the wirelees financiai transaction, and
confirming completion of the wireless financial

25 transaction.
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20 message in the formof the secure financial—transaction message
1702. Preferably, the selective call nessa broadcast froma w de

area sel ective call signalling 6““‘““@ ﬁﬁ“\m ever t he requesting
financi al nmesggg ,% unit 90 recei vepdfigsosi@@st i ve
call 25 nesSage. %er decodi ng the Sel'ecti ve caII nessage to recover
the secure financial transaction rressage t he requesting financi at

[ aneact | on messagd {ome Selyrs EFRBEI MedriBanfothle a0iialle v

financial 30 t¢3bm§mc% |‘ﬂ6‘¥¢r93@v§hﬁl lpeahamatwlﬂe@ﬁwéesmség\s are
possi bl e as depbwes Fd8idErleaentySelabhedi dutdidtik, talder ma8RYnEONPri se

e fol | oWl g’ it 2558 il UR113080upn o8 YP' PULRALLS o RhunBalbLE £ Pl | mar

key agreenent 1gé C nature 1n_a si ngul ar
or 35 i npr éssethe gfeRuke cfélnPPFPé t ReF8RGERT “f!#farfé’&'cFPmunlcthBQruct i ons
such as a unitihfieiddiciidomprieiigSthe asecurd Binapiciadngednsresige t hat

shoul d be pre ,ﬁ%&%g%é %.r% & llg_-ast one of a uni-directiopal and’ 78, cétl ng

user 1704 of t ues ersl rressagln
that at |east @*@eﬁl@é@oWr wathoghandoeal areaal}tlﬁé‘ntfPEaﬁFoP\eéFtt‘%e
financi al tran:sminmm&rgcn;meduelesstﬁméimcfaacmnkaaamenal transact i on

message ishy O#&?éi?éiceacl: o ! g; QQ?E%gglsafﬁ%A%Qf ‘E:%}ih)sﬁgt%n et

such as en persona entication
and conf|rnat|€9P%%%R*PQEFQNR%%§&QP|Gﬁ the wirelgssfinaaeinrhg nunber or
t okens repr esettratgprEEisch . debit, or credit values. One of" ordlnary
skill in the 10 art will readily discern that this list is only
28. The secure financial messaging unit according to
15 c¢laim 2 wherein the local area'link conmprises an low
power radio frequency enabled automatic teller machine
that is electrically coupled to an electric transducer in
the secure financial messaging unit for communicating
information comprising the secure financial transaction
20 message in at least one of a uni-directional and a bi-
directional way with the local area link for at least one
of initiating the wireless financial transactionm,
authenticating the wireless financial transaction, and
confirming completion of the wireless financial
25 transaction.



exenpl ary, and ot her conponent essary based on the
transaction type are possible. Uiﬂm“ﬁ“ﬁiﬁt e secure financial
transacti on nRgIGHsHIsi S dec ci al nessagi ngcyisbe/ 2R
sel ects 1706 15 at Teast one of the optical, electromagnetic, and

acoustic transducers 1040 in the nmessage origination unit 1038 to-

communi cate a respajse 1%10 ggcﬁggu?lgn;ﬁgfgf|nqés%aging]%§%ctllﬁglégﬁgaage. The

financial nessagi ng, Uni €N operates tact
regul ator 914 SRFRFLSLBD qr{ﬁ:ﬁtePFnE 924 between the nessage origination
unit 1038 and at ressivioge aokelleetfioventadl messadgerindlaldings aor ATM

926 to communi Qé&@ré t'f‘:ra# Sagﬁ.s% 5@%18% Hégséggawgszeélecél g.' on

nmessage. |f the pornt term I s coupled via a
| and-1i ne L0 ‘E‘ﬁsﬂﬁae Resie Prgpdeagts frpm; fcWide A% R Sty eancdddge
origi nati on unsignallihiB&yetendi al a nunber 1708 representl ng the regul ator

914. The nunber- may ejd n r ferably
stored in non-volatile secure‘%&t\)/%%g% eide Sglgég%?"ﬁ)ﬁf; fi %anm al
messagi ng uni t Seggre oFinancigl fxppgastier MPEFAIY nunber that i s recef ved
In a secure fi nanmed-y;ttrmgs&htel secoeresffnantialb ttasagqriicasponse i s

required, e fL0aNCL AledBASAM B oi"che?0813004Vd 411 mesdllsWh] Bnd N

return tel eph secure 11 nancl a transacti on

nmessage, but instead, P%‘Fﬁﬁﬂ"d-”@‘s agPesEayea ingicaking jrrh at AN tRORE ON
REQUI RED, " thusf a @asmmnauj.drhandsan tathbhuicatiamse ta Finemfiialmati on to

gain use of th€r££§§E£1 éﬁ%¥iat@ﬁﬁ%§%ﬁdtﬂé L Q&?e financial
-48- tra erre |nanC|a messagl ng un|t 906.
Addi tional |y, HE%%WW%N%%?@%&@ SPARPASRE: al transaction being
effected, téhe regulator 914 may request
30. The method according to claim 29 comprising the
steps of:
selecting at least one of a optical, an
electromagnetic, and an acoustic transducer in a message
20 origination unit to communicate a respomnse to the secure’
financial transaction message; and -
contacting a regulator using a local link between
the message origination unit and at least one of a point
of sale terminal and an automatic teller machine to
26 communicate the response to the secure financial
transaction message, the regulator being an authority
that regquested the at least one of the confirmation and
the authentication of the financial transaction
associated with the secure financial transaction message.
30 '



I dentification of the finaﬁETﬁT‘nessag+ﬂg~unLt 906, a 5 serial nunber of
the current transaction, confirmati on nessage 1710

comuni cat ed either bef ore !‘"HMF, & | etion of the financi al
transaction., Ogce "%ﬂ reg es that the fi nargosesrseessagi ng
uni t 906- s aut hentic and connunlcatlons therefromare 10 confirnmed
and authenticated, the regulator broadcasts a nmessage to the financial
messagi ng unit 906_au or|2| exe oy shespe e qﬁﬁgctlon

I n this- manner, 3 t&% Bgd 2§ °r "o%%a%r eJe{"acomTéngca %o%u&i%w ce such as
the financi al shessa®f ng unlt 906 and even a 2-way wide 15 area

;:omruni ;:at ' on devi Ceré‘?éh‘ﬁﬁ@w Yeaendofié afim:-}tdnSactwhrel ess financial .
ransacti ons. aor di "
that the preceHFharh?%%h%n ol & Le0BEdcB b cofeddif il Ykl RARMec at e

$i%n regar PRy ivention in not
meant to |$ni reghdatgsiein tak deast paet PEUFB‘P W*%ﬂﬁﬁat SeLECEA¥E, wirel ess

ggdl a, “CfEHﬁ.QgéQ@ﬂél %ﬁ@@%iteﬁf aBly §he al o6aTM ik, attherebgvi Ce. .
nsequently, the ¢l ai i nvent i t s ossi bl e
by the teachi ﬁé;?ﬂé?%.ﬁ%e T esent o# Qﬁ!ai QS%Q{%A&;‘%‘}TQ ey coﬁﬁgg g secur e
messagi ng systbm fbnawabmma@ﬁlpﬁgaﬁﬁﬁahﬁ%ﬂl W%rﬁ?&t ﬁGﬁ“ESn be -

i npl enented ginHAbDglt PrankidiionPinessapgkes taught in the present

invention.1 It is in the preceding spirit that we claimthe

fol | owi ng'&s our invention: . . ..

CLAI M5 32. Thes@maihedi pRERTAERT Nk sk ify 30nCOMPELAHRT SRR
' steps of:

identifying the financial transaction associated
with the secure financial transaétion-message to the
15 regulator before allowing the secure financial messaging
unit to complete the financial transaction associated
with the secure financial transaction message.

33. The methoa according to claim 30 comprising the
20 steps of: |
identifying the secure financial messaging unit to
the regulator before allowing the secure financial
messaging unit to complete the financial transaction
associated with the secure financial transaction message.
25 _ .
. 34. The method according to claim 30 comprising the
steps of: '
identifying the secure financial messaging unit to
the regulator after allowing the secure financial
30 messaging unit to complete the financial transaction
associated with the secure financial transaction message.
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a wide area radio frequencyW 5 a selective call decoder

coupl ed to the wide area cy receiver;

financial tr rsepkin pr ocd \wg t he ' sel ecti y@-rmgbdnsdacoder
a mai n processor coupled t ncisal *10 -t ransacti on processor and the
sel ective call decoder; and a message origination unit-coupled

tothe main  — PCesnos stiif-deenadtenl Bbash Al Ublic ORPLAAG i N at

| east one of a reply .an tgenenflrmatlg e an or'i gl nate and
request- node t‘EP nisdng, ther 8FERE Pfhancial 15 transaction using a | ocal
area |ink. genZrathagsacuessdge arexuaistivgsagf iganied 41 accor di ng to

claim1 V\herelﬂigr{ga n3ge ori g| nation unit conprises: a
transducer coupled to thé nain cessor, the 20 transducer operating to

couple a sécure fi nagtacting af Leastk 9 A& 8BEiBRL ne®™ the secure
financi al - eXmssaypagnpetiict and an reguistticr transdueée iwcalmeysaygd | Nk

to effect the d(!irﬁ.:?aﬁ:siofd RaRe! Eb LERSPAd Y the méSsage reé.z%s% Geure

fi nanci al rress?%ang rll t according to claim?2 erernt ansducer
conpri ses: cial tragspetiPfiyeyice that communicates information
conprising the secur edntagtingl atre@sba:ltomrusmgsagkoca\lalmk betiwasai one of

a uni -direqioiad n?élqgaﬁeb'or.dlbiﬁﬁ{:%aﬂal!l Jane %t W BAst NEnd 06814 d i nk for

at |east one of_initi nanci.al transac 1 on,
aut hent i cat i n% 121 e‘%qf‘@f"e%%dfMaﬁ%&‘?%a%ﬁ§$&?Fo‘FP°]&4ﬁch rming
conpl etion regflatiosr Wieinpean aduthorcitt thatngaverns. the financial
- 50- transaction;
receiving a selective call message including a
16 response to the message, the selective call message being
broadcast from a wide area selective call signalling
system; _
decoding the selective call message to recover a
secure financial transaction message;
20 decrypting the secure financial transaction
message recovered from the selective call message; and
presenting a message indicating that at least one
of a confirmation and an authentication of the financial.
transaction associated with the secure financial
25 transaction message is requested.

36. The method according to claim 35 comprising the
steps of:
receiving at least one of a transaction

30 authorization and a transaction confirmation from the
regulator via at least one of the wide area selective
call signalling system and the local link, thereby
allowing the secure financial messaging unit to complete
the financial transaction.

-59-



'4. The secure financial rr'égggg_;?—ng uni t accor:ji ng to claim 3 wherein the,
havisioie  apectrom |HIMIMIMABENAE: oCcure' ¥ nanci o “ressaging
uni t accordi g&%’&‘fsﬁat cl ai m*3 whetei h the optical device cosEmisHRases2

an |ight det detects light in an infrared spectrum 10

6. The secure financial nessaging unit according to claim3 wherein the
optical device conpL,i sgs.: i ght eGlor s light
inan . ultraviol t7's‘g€%t"r‘e§r%°dlgccoragnb QQ.C &%&c&?&??ﬁgﬁ%%

messagi ng uni tstemsordi:ng to claim 3 wherein the optical device

conpri ses: igenthifging diee @itlankchial tHeagsdctiomhio theany :
spectrum 20 8 SEAMR o ClLakuPESFAMNG MNinesdsgPhgi Ng tO
cl ai m 3 wher eﬁ?g_’f"f}@tgﬁt Pgapg%iew cgaggln%%%sgggugg £ . alian F?g%t gelm' tting
di ode t hat Seniuniy jtghcomplgte the fimancigdctrappagtron. 9. The secure
financial nmessaging unit according to claim3 wherein the optical

devi ce conpri ses; ]ﬁﬂi_ i St L4 Ngh i e Ls taght in an
infrared spectrum 3?0 The met &&?Rﬁgigéc%éeg*%rflg% te‘a’JIa rssagléng uni t

according to sters &fm 3 wherein the optical device conprises:
an light enitting di GéRnthaiikdi tife |deghird fifAncial messaging unit to

10 the regulator before allowing the secure financial
messaging unit to complete the financial transaction.

39. The method aécording to claim 35 comprising the
steps of: : :

15 identifying the secure financial messaging unit to
the regulator after allowing the secure financial
messaging unit to complete the financial transaction.
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ultraviolet spectrum _
nmessagi ng unit according to claim3 wherein the optical device

conpri ses:
any spectrum

Wg 99/33031

an |

11. The secure financi al

i ght emtting diode that ‘enmts |asgpphikéibsessn

12. The secure financial nmessaging unit according

to claim2 wherein the transducer conpri f an acoustiec
devi ce that conmuni cates information rrpirlgl ng the secure financi al
transaction nessage in at 10 | epst-one- 01’* B -4k - €t 7-eckk onad - and a

bi -directional way

initiating t
wi rel ess financ
w rel ess financ
messagi ng unit

conpri ses: (
an ultrasonice$
according to
an audi o transd
25 15.
12 wherein the

that emts audi
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to

el ectronmagnet i
secure financi

- 16. The secure financi al
12 wherein the acoustic device conpri ses:
that emts audio energy in an

. WO 99/33031 ! .
claim YQRE?B'n the transducer conpri ses:

claim
an audi o transducer
audi bl e spectrum 35 ,

17. The secure financial nmessagi ng goriusseses2di ng
an

information conprising the

| east one of a uni-directional

messagi ng unit according to

c device that conmmuni cates
al transaction 5 nessage in at

and a bi - directional way with the local/Btea link for at |east one
of initiating?t e wreless financial transaction, aut henti cating the
w rel ess finarfc ansaction, and confirm ng conpletion of the
wirel ess finat 0 tra ?tf+1n. 18. The secure financi al
nmessagi ng uni§ accoyding go}, dlaim1l7 wherein the el ectromagnetic device
conpri ses: S~ a mopedig Ifi el d transducer that detects 15
I nformation broéﬁﬁ t fro mﬁg'fccal area |ink. 19. The secure
financial mesqagi ngf unit pcddRdirlg to claim 17 wherein the
el ectromagnetijc_devl ce coppi.sesd an electric field transducer
that detects r- ; )
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20 inforpati on broadcast fromthe |ocal area |ink. 20. The
secure financial nmessaging unit according to claim17 wherein the

el ectromagnetic devi ce conpri ses: a magnetic fielghinsdpssigser
that broadcaX%*28%nformation to the local area Iink. 21. The
secure financial nmessaging unit according to claim17 wherein the

el ectromagneti c device conpri ses: an electric field transducer

that broadcastg & information to the |ocal &'gealink. X o
-53- : o3 . 21 The securefing i al messaging unit accedr g
to claimZW@elnthﬁ 0 ea |link conprises a conventi onall e
acoustic tel ephohsqthfrt' i% hC ally coupled to an acoustic %
transducer in th e@rle di 1@,0 messafd ng unfg for comunicatingj i
information cegprisi @ sgcur finan?al tr&hsacti@ messagg i nlat®S
| east one © * \ = \ \ o
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of a uni-directional and a bi-directional way with the | ocal area |ink

for at least one of initiating the w reless financial transaction;
aut henticating the 10 wirel ess financial transaction, and confirning
conpl etion of the wireless financial .transaction. PCT/US98/85882 The
secure fimaft?&*#HBssagi ng unit according to claim 2 wherein the |ocal
area link conprises an infrared 15 enabled point of sale terminal that is
optically coypled ,, to an optical tran er in the secure financial
nmessagi-ng ung ry ni cating informa conpri sing t he secure
financial tran ' pSsa in at |le one of a uni-directional and
a bi-directiongl, gt 20 I g ar link for at |east one of
initiating the gﬂ:_. i Ee fin lal -~ 0N, au@entlcatlng
wirel ess finand ar|{rankgcty 8g7”and co ! e on ea\

- W rel ess financlal_tLransac 25 4. The Yecure fi nanC| al
nmessagi ng unit Acpofsi4g to aign gfein theft'ocal area link
conprises an infhjeddl |: ehpb! aly teller fachine that is
optically cou@ dj o an @p tra sducer i Ogt e secure fi nanciE
messagi ng unit Ofio nREpt |nfor tion cém A\ ng 30 the secure
financial trangaclih SS BBy t one o Offexa uni-directional and
a bi-direction ] t E% Io lin@ f ® at | east one of
initiating the =4 es 5 | m ut henticating the

w rel ess financial transac ¢ co |Qp 35 of the
wi rel ess financial trangefCti om o / -54-
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25. The secure financial nessaging unit according to claim2 wherein

the local area link conprises an | ow power radi o frequency enabl ed
poi nt of sale_term nal that- is magnetically coupled to ' %
transducer in'PR¥B3! secure financial nessaging unit for cow 6%6
i nformati on conprising the secure financial transaction message in at
| east one of a uni-directional and a bi- stpyectional way with the | ocal
area link for at |east one. of initiating the wirel ess financi al
transaction, 10 authenti cat ' ess financial transaction, and

f fnanci al trangacti on.

confirm ng conpl etion ofgthfp Wréle w '
26. The secure financialdne s&i rhg‘{",’%i t Jacc® di ng tp¥s @am2 Bherein the
| ocal area.l.ink compri s€s a wh < <fdDper Badio frig ency ena 3ﬁpoi nt of

sale terminal thatx isvejedriohEGEouped to g telectric trgnEducer in
t he secure finghe al nmeps&gi ndldgit[Tor cormuni% i ir%a#mation
conprising the sect& finanfi tramgacy jon 28 nes | eadtZone of a
uni -di recti onal an§8 ' dikecti onph wayQm\th the |ocal areallink for
at | east one owni tiating thepw reless finapcial transjction .
aut henti cating themY el es Tinanc|al trBns@ction, ~and """~ CEATTI™Mg "3
conpl etion of the M rel ess financipl 25 r,a'pa-&e-t-i&e-n. § '
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27. The secure financial nessaging unit according to claim 2 wherein the
| ocal area link conprises an | ow power radi o frequency enabl ed automatic .
tell er machi ne that is nagnetically coupled to a nmagnetic transducer in
5 the secure financial messaging unit for communicating . pefkA%Es ON
conprising tR®P¥EWe financial transaction =~ nessage in at | east one of a
uni -directional and a bi- = directional way with the |local area Frink for.
at | east one. of initiating the wirel esgyfj nancial transaction, 10

aut henticating the wireless financial transaction, and confirm ng
conpletion of the wirel ess financial transaction. 28. The
secure financial nessaging unit according to 15 claim2 wherein the | ocal
area link conprises an | ow power radi o f.requency enabl ed automatic
tell er machine that is electrically coupled to an electric transducer in
t he secure financial nmessaging unii.far.comunicating.. information
conprising the secure financial tfransaction 20 nessagd in at |east one of
a uni-directional and a bi- di t &1t q J fid | ocal area link for
at | east one of initiating thes W1 [ Qriansact i on,
authenticating the wireless finantikl & afd :+  confirmng

conpl etion of the wireless finagcial g ' + 29.
In a secure financial nessagi ngRuhit,
receiving a selective call ness g? i1
transacti on nmessage, the selecti cd

<conpriising t he steps of:
a Isecure financi al

. [}
Bei ng br oadcast from a
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decodi ng the selective call nessage to recover the secure financial
transacti on nessage; decrypting the secure financial transaction
10 message r&@&g&og fromthe selective call nessage; and pcTaS98/25682
presentinga- g i ndicating that at |east one of a confirmation and
an aut hentication of a financial transaction associated wth the secure
fi nanci al transacti-on nessage i s requggyed. 15 30. The net hod
according to claim29 conprising the steps of: sel ecting at

| east one of a optical, an el ectromagnetic, and an acoustic transducer
in a nessage 20 origination unit to conmuni cate a response to the secure
financial transaction nessage; and contacting a regul at or using
a local link between t he nessage origination unit and at | east one of a
poi nt of sale terminal and an automatic teller machine to 25

comuni cate the resppnse jo the secure financi al transacti on nessage,

t he regul at or bei ng aythority hat requested the at | east one of the
confirmation and & e aut hgntj on of the financial transaction
associated with t®€ sedure fifancia transacgi on mes@ge. 30 :
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31. The nethod according to claim30 conprising
receiving at |east one of a transaction
confirmation fromthe 5 regulator via at
selective -~ cal

the secure fiWM3MA4! nessaging unit to conplete
transaction associated with the secure
32. The nethod according to claim30 coﬂy'sing
i denti f.yi ng the financial
financi al
secure financial nessagi ts-eeﬁ$+e%e—
associ ated with the hak transac
The nethod according to fclai m 30 1ggfER! Si ng the
I dentifying the secure fj

allowing the secure fingncial MedSEeGING NI uni

transacti on associ atjed with t vigeure fina
25 34. The net Hod accordlng to claim3

4

et

S|gnaII|ng system and the | ocal
financi al

transacti on associ at ed
transaction nessage to the 15 regul ator

t he steps of:

aut hori zation and a transaction
| east one of the wi de area

t her,

i nk, p"d%)bsmrzs%bi oW ng

t he financi al

transacti on nessage. 10
t he steps of:
with the secure
éggfore all owi ng the
I nanci al transaction
;zm nessage. 33.

20 steps of:
t#t804 the reqgul ator before

R;p conpl ete the financial
al transaction nessage.
D conprisin

of : I dent i fyllng
regul ator after all ow ng
t he financi al transacth

S R e

st eps
agi ng 013 t he

ssaging unit to conplete
ecure financial

transacti on nessage.
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- 58- . 35. In a secure financial nessaging unit, a method

conprising the steps of: generating a nessage requesting a .
financi al wa bigact ion; 5 .selecting at |east one girngsoRRidssal
an el ectroneignetic, and an acoustic transducer in a nessage
origination unit to communi cate the nessage requesting a fi nanci at
transacti on; contacting a reguw/dfor using a local |ink between
10 the nessage origination unit and at | east one of a point of sale
termnal and an automatic teller machi.ne, the regul ator being an
authority that governs the financi al transaction; . recei ving
a selective call nessage including a 16 response to the nessage, the '
sel ective call nessage being  broadcast froma w de area sel ective call
signal l'ing system decodi ng the selective call nmessage to -
recover a secure fZnanci al t@ansaction nmessag 20 Z decrypfing
the secure financial tlgansact ion8 nessage recovered from tBe sel ect ™
call nessage; and O preﬁenti ng a nessage¢ndi cati ng'St hat at @ast
one of a confirmatfon and angut hentication of$the finari al :
transaction associ ate@&w th the cure financi al % t ransactzon rressaEi S
request ed. x =z | = -
Z =
(2 BT1]
FHIREE
2 b e I
oy o
Ag="| 128
© - r T
= ) © E
s = A - |z
-
239 LB |S5E
< ,_>a§3m—> ‘”l:.% —-1=
) © et < o= E
A\ (e
2 S N
2 3
A o
i
5| |52 i
Z 20 ] D=
o QE (7] Z0
- ey 17 0< oD . él.l.l
[ = ST 3 R ot -
< 2z ™<= C=™-o
o z3| l=o = e il
= Wy 2 W
S REINEREE
S g Y] f A w
87 (1° |/ S o
= ] = 2
- - Z =z
o Q o o
= = = =
Q Q O
< < 3 <
0@ 14 0" c
Lt L LUl wi
(%] (] 77} (7]
D o o o

SUBSTITUTE SHEET (RULE 26)



36. The nethod according to claim 35 conprising the

receiving at
confirmati on fron1the
sel ective

al |l owi ng the™
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39. The.nethod according to cl-aim35 conprising the - steps of: 15

I dentifying the secure financial nessaging unit to the regul ator after
al | owi ng th"w&@&:&'&:ﬁ fi nanci al messagi ng unit to conpl et gciisdshsgsanci al
transacti on. - : ' _
- 60- -

11/11

TRANSACTION RECEIVED BY FINANCIAL 1702
MESSAGING UNIT. CONFIRMATION _/
(AUTHENTICATION, ETC.) REQUIRED FOR

RELEASE OF FUNDS OR CREDIT.
* 1704
PRESENT USER WITH /
*CONFIRMATION REQUIRED"
MESSAGE.

Y

SELECT CONF.IRMATION MEANS
FROM ONE OF A TELCOM LINK 1706
(DIAL-UP PSTN), OR A LOCAL LINK /O

(VIA A POINT OF SALE TERMINAL,
ATM, OR THE LIKE) COMPRISING
EITHER OPTICAL, MAGNETIC
ELECTRIC, OR ACOUSTIC
DEVICE.

Y

IF TELCOM, DIAL EITHER 1708
PREDETERMINED RESPONSE W,
NUMBER OR NUMBER RECEIVED
IN CONJUNCTION WITH THE
SECURE FINANCIAL

MESSAGE

Y

CONTACT ISSUER HOST, IDENTIFY
MESSAGING UNIT, IDENTIFY .~ '] 1710
TRANSACTION BY SERIAL |/
NUMBER, ETC, GENERATE AND
SEND REQUIRED CONFIRMATION
MESSAGE

Y

RECEIVE TRANSACTION 1712

AUTHORIZATION FROM ISSUER
HOST, AND EXECUTE |/

TRANSACTION,
ACCORDINGLY.
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