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e Anyone knowing the user's public key can send the user a message
encrypted with that key and can be sure that only the user - who alone

has the private key - can decrypt it. This provides confidentiality.

e The user might also encrypt a message with his private key. This
cannot provide confidentiality, because anyone who knows the public key
can decrypt it. But the fact that they can decrypt it means the
message must have come from the user - who alone has the private key.
This provides integrity and authentication and can also be used as a

basis for non-repudiation - the digital equivalent of a signature.

s If a sender signs a message with her own private key and then encrypts
it with the recipient's public key, confidentiality, integrity,

authentication and non-repudiation are provided together.

In practice, things are actually more complex. In the first example, for
performance and operational reasons, the sender will choose a random
symmetric session key and use a gymmetric cipher to encrypt the message.

The public key will be used to encrypt just the session key. Similarly,
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3 using cross-certification instead of a hierarchy, but the end result is
[)road|y t Féiggmay decide to register her public key (and identity information)

with a Registration Authority (RA). - (In this description of prior art,
the usual names “Alice” and “Bob” are used to describe the roles of

signatory and relying party, respectively.)

® Using the information collected by the RA, a Certificate Authority (CA)

may then create a computer file containing Alice’s public key together
with information which identifies Alice and a validity period. The CA

signs the file with its own private key, creating a certificate.

® A CA’'s public key may in its turn be certified by another CA; and that

CA’s certificate will be certified by another and so on until
eventually there is a root, that ig, an unsigned (or self-signed)

public key whose value has to be known some other way.

® So starting from a root it is possible to traverse a certificate chain

to discover a public key value.

A set of public keys linked in this way form a public key infrastructure.
The simplest PKI has a single CA which acts as the root and which signs

all the certificates. It is also possible to build a PKI in prior art



Anybody with the right software can be an RA or a CA; whatever the |egal
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.® Not even an Advanced Electronic Signature (as defined in the EU

Electronic Signatures Directive) requires a certificate to exist in

respect of the matching public key.

A typical method in which a PKI is implemented in prior art is as follows.

¢ As well as agreeing to look after her private key, Alice applies her

ordinary handwritten signature to a paper application form which
references “certificate policies” and “certificate practice

statements” .

® Alice then constructs and signs a PKCS#10 object which she sends to her

RA. PKCS8#10 is an industry standard data format.

® The RA checks the contents of the received object against what it knows

about Alice and sends a certificate request to a CA.

® The CA signs, and sends to Alice, a certificate upon which any Bob in

the world can rely. The certificate will probably have an expiry date



validity. If he recognises the "issuer", and knows the issuer's public
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possess| omndyef of @at hee charge to access a directory. Bob needs to process the
chain by checking that the issuer name in one certificate is the same
as the subject name in the next, that all the signatures on all the
certificates check out, and that the validity periods within the chain
make sense relative to each other. There is a possibility, of course,
that no chain can be constructed which includes both the original
certificate and a certificate signed by any public key he knows

implicitly.

® Except, of course, that the original certificate, or any of the
certificates in the chain, may have been revoked. So Bob’s software
must now go in turn to an Internet address (URL - Uniform Resource
Locator) included in each certificate, extract the most recent
certificate revocation list (CRL) from that URL, and check that the
serial number of the next certificate in the chain does not appear. He

may or may not have to pay a charge for access to each CRL.

® As an altermative to the last three bullets, Bob can instead pass the
certificate to a validation authority (VA) which will do much of the
work for him, and return to him a signed go/no-go response on the

validity of the original certificate. If validation services are
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has the potential to alter the nature - and the econcmics - of the -

e-marketplace concept. The whole world could develop rapidly into a

single e-marketplace - an integrated e-econocmy.

The prior art does not easily enable subjects to participate in a public
key infrastructure with an ability to sign anything, anywhere. Key-palrs
-in the prior art are generally seen as part of a “managed identity” rather

than an extension of personality, independent of certification.

The prior art PKI is largely relevant only in a managed identity context
in which a subject is related directly with a single affiliate and the

- ddentity only makes sense within that context. For example, an
affiliation as an employee, as a customer of a bank, or as a vendor to a
major corporation etec. Having acquired or generated a key-pair, the
subject convinces a single business partner (a bank, for example, or an
employer, or a major customer) of the binding of the subject’s identity to
its public key. BAny particular individual would be likely to have

multiple managed identities outstanding at any one time.



certificate - and not wwth Bob - who relies on its correctness. In prior
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"advanced el ectronic signature". According to a first aspect of the
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is to bersippkiedant he reebyd mgd weneed yithbPwiard? g (HE FPYE of JPPal
certifigale fQbrWReRES Agaral source supplying the data indicated in the
first digital certificate. The first digital certificate enmpowers the

relying entity to gain access _to the person t 3 af, the descys bed entity
whi ch rdye @%e??%f@%%r% E’ilrn(’pﬁar(l:laﬂt%éﬁjé mc??% %ﬁdd@ﬁ%/;ge ref g‘rred toin
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use in the present document of the term “verification cer fecate”
term “digital signature” in the present document is a technique for

implementing the Directive'’s notion of an “advanced electronic signature".

According to a first aspect of the present invention there is provided a
method for supply of data relating to a described entity to a relying
entity comprising: generating a first digital certificate signed with an
electronic signature by a first signing entity and including: one ox more
attributes of the described entity; one or more attributes of the first
digital certificate which include one or more attributes identifying the
first signing entity; an indication of data relating to the described
entity which is to be supplied; an indication of one or more sources for
the data to be supplied; and one or more attributes identifying one or
more relying entities to which the data is to be supplied; the relying
entity forwarding the first digital certificate for processing; a source

supplying the data indicated in the first digital cexrtificate.

The first digital certificate empowers the relying entity to gain access
to the personal data of the described entity which may be held by a source

in a data store and may be referred to in this document as an empowerment



formwhich is attached to or logically associated with other electronic
data and which serves as a nethod of authentication. The first digital
certificawe osmyi3sicl ude any data which the relying entitycraBopoexspous!y
requested to be included such as a refference, nonce or other data. A
source can hold data or can refer to one or nore data sources. The first
digital certificate may be sent with an object signed wwth a digital
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di gi t algaeeranif irciahesdorebhes rmehgdbng eneithentibatispeond digital certificate
signed with an el ect roni c si gnat ure by a second signing entity and

i ncl udi ng: one or t utes of &4 i fdnt Ynd Rel ng the data
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certifieobte Was mewﬁ@tﬁ}@rerwsmd Fﬁbrb@ éﬁlr”l S tBE" Yot ITyi ng t'he second
Si gni n@resmretrydatand one or nore attributes identifying one or nore relying
entities to which the data is to be supplied. The second digital

certificate may b ferred to. incthis docurent -Ag.@ seusdem certificate.
The fi PsEOHITS é%%%ﬁég 1°grta “Cortificat es may be in the format prescri bed

by international and industry standards for certificates w th the
el ect r amkc isisgnatgirel usirhgt abe ey ks S@F?ﬁ‘tl(‘ibr%fbﬁwe"tTﬁbgrfedr‘ﬁ "fAd second
di gi t algsgerdi kigatese Myt aaliade sat be iseut es: whé clvnar @heseiionied enfito

| dent i f he fqgggrdlgggaleggkéz}flé&emﬁ£j} mStid@ek@tipedternty tsyich tHaesehamay be

asmgle a]il nbi.nation of ) D, 0 8
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di gi talg.certd,ficat @ MBYeRUEDHL, S et B deebiyi Mgyepiicbytdrosigenghe first
digital certi Ficate to obtain a second di gital certificate. The
TheAdata relating to the described entity may include one or more public

keys corresponding to private keys controlled by the described entity.

The data relating to the described entity may be supplied by means of a
second digital certificate to the relying entity, the second digital
certificate signed with an electronic signature by a second signing entity
and including: one or more attributes of a described entity including the
data which is to be supplied; one or more attributes of the second digital
certificate which include one or more attributes identifying the second
signing entity; and one or more attributes identifying one or more relying

entities to which the data is to be supplied.

The second digital certificate may be referred to in this document as a
custom certificate. The first and second digital certificates may be in
the format prescribed by intermational and industry standards for
certificates with the electronic signature using public key cryptography.
The first and second digital certificates may include attributes which are
gufficient to identify the described entity as well as the relying entity.

These may be a single attribute or a combination of more than one



relying entity may be authorised to obtain a second digital certificate
which is marked as qualified. "Qualified certificates" are defined in the
Directi vewobhessegond digital certificate nmay include onePOT/GRIRA4759
attributes of the first digital certBficate. At |east sone of the contents
of the first digital certificate nmay be copied to the second digital
certificate. The nethod may include the relying entity forwarding the first
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generate a digital signature using a private key wth a correspondi ng
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i ndi cated data, including the public key, is received by the relying
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can be c%(]a:g__%atgd wth a validity period which begins prior to the

generation of the di gital certificate. The period of validity nay be in
the past, prior to the

The second digital certificate may include one or more attributes
identifying the relying entity which are different from the one or more
attributes identifying the relying entity included in the first digital

certificate.

The second digital certificate may include one or more attributes
identifying the described entity which are different from the one or more
attributes identifying the described entity included in the first digital

certificate.

The described entity may generate a digital signature using a private key
with a corresponding public key and the first signing entity may include
the digital signature or a cryptographic digest thereof in the first
digital certificate and the data to be supplied to the relying entity may
include the public key. A cryptographic digest may be obtained using a
hash function. Once the indicated data, including the public key, is
received by the relying entity from the source, the digital signature can

be verified.

The first digital certificate and the second digital certificate may

include a period of validity. The period of validity of the first digital



generation of the digital certificate, or in the future or for a period
spanni ng the past and the future. The data indicated in the first digital
certificawe omsmyisssicl ude confirmation of a paynent or a delt/akoe/oktTsom t he
described entity identified in the forst digital certificate to the
relying entity identified in the first digital certificate. A second
signing enti ty may indicate in a second digital certificate a guarantee of
a debt |n g % guseeclogd éi’gaslt cgf’&lf&@étecﬁ&} infel @@tesh&tcbéiﬂg@ bh
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nore attributes identifying relying entities such that all second digital
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application has ner first digital certificate signed
with anaseldglc‘?t’ronl clgﬁstg%a lutr%g r%lﬁmft?r st signing entity application and

including: one or nore attri but es of the described entity; one or nore
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and meaps.f QL. sibpl ying-the. dabgaindi caded in the first digital
certificate fromthe data store.
The method may include generating and storing a list for the second
digital certificates, which is indexed by one oxr more attributes
identifying relying entities such that all second digital certificates in

the list relevant to a relying entity can be identified.

According to a second aspect of the present invention there is provided a
system for supply of data relating to a described entity to a relying
entity, the system comprising: a first signing entity application, a
relying entity application and a data store wherein the data store holds
data relating to the described entity; the first signing entity
application has means for generating a first digital certificate signed
with an electromic signature by the first signing entity application and
iﬁcluding: one or more attributes of the described entity; one or more
attributes of the first digital certificate which include one or more
attributes identifying the first signing entity; an indication of data
relating to the described ehtity which is to be supplied; an indication of
one or more sources for the data to be supplied; and one or more
attributes identifying one or more relying entities to which the data is

to be supplied; the relying entity application has means for forwarding



The system may be provided using a secure nessagi ng system across a
network, for exanple the Internet. The described entity and the relying
entity nmewous®4se$t ware applications to generate and si gnpPoFgsmges’sand
certificates. The data to be suppliedionay be held in a data store by a
source and the data store may be an el ectroni c database. A source may hold
the data store or may refer to one or nore further sources. The first
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entity FgFeusear kae ‘?ﬁtﬁsitoélFdi‘iléFn%éﬁFFfl?eéafjélgt 5° &B‘Fa???cglg%%(?ﬁal?}’ i'gital
certificate. The relying entity may be authorised to obtain a second
di gi t al pncertid isgat®r Whikehidsenmikaedeasequa} ikht£dnidhensesandndi gi t al

certifi SRSy R Fpgdl%qgly Q08 UL B b sl Ls.af abhe Jdebsincdi gid-ab

certificate east sone contents of the first digital
certifi®aré ﬁ‘éfaﬁé copi ed to the second digital certificate. The system
may include an internediate entity application to which the relying entity
appl i cakigRof@raan e the:idi ghtdeahag et bfdvaaée oo oipbayingaha daftrom t he dat a
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Or NDI €;ttributes of the second digital certificate which include one or more
attributes identifying the second signing entity; and one or more
attributes identifying one or more relying entities to which the data is

to be supplied.

The first digital certificate may authorise the relying entity to use the
first digital certificate to obtain a second digital certificate. The
relying entity may be authorised to obtain a second digital certificate
which is marked as qualified. The second digital certificate may include
one or more attributes of the first digital certificate. At least some of
the contents of the first digital certificate may be copied to the second

digital certificate.

The system may include an intermediate entity application to which the
relying entity application forwards the digital certificate to obtain data
from the data store. The intermediate entity may use a software
application to act between the relying entity and a source. 2n
intermediate entity application may generate the second digital

certificate.



attributes identifying the relying entity included in the first digital
certificate. The second digital certificate may include one or nore

attri but ewo o3@ersss f yi ng the descri bed entity which are di fecarasuwe/oirsom t he
one or nore attributes identifying tHe described entity included in the
first digital certificate. The described entity may generate a digital
signature using a private key wth a correspondi ng public key and the

first signing entity may .i.nclude _the djgi S ghal UEe-@htés Crypt ographic
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validit ? whi ch begins prior to the generation of the digital

erio
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certifigahe mBYrddohaldsy paanki kembhonief f argyayimats omtatdelsy tdufe om t he
descri hed (?{%ittgy .s-'gﬁgah!ef 24 L t%?;:zﬁﬂﬂi%t atjegt tdlerssd tinf ticAterd0 the
rel ying entity ideniified in Lhe first gholial.cenibbigaleentuiserand
si gni ng8AEFY FoREY AU €At e "2 second digital certi ficate a guarantee of
a debt ipnthdatbd PuesieeYi n 2 CFYRIOET Rt QIEEI T PR AtS > A chahge i n
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suppl i ed dat 5 é list may identify a first or second digital certificate
speci f yi*h§~tat'& whi ch is no | onger authorised to be supplied to the relying
entity. The generation of the list may include one or nore attributes
i dent i fipiengirsel iqigadnddrtifscate s the tdseord Eoftelat S ETHES M5t may be a
certifigGalBad aVeEAtdaoss viastaithD 08044338 PCTAGBO2Y 04758 fiZst digital
certificate or the second digital certificate may be that short period of
time during which a digital signature was generated. A digital
certificate can be generated with a validity period which begins prior to
the generation of the digital certificate. The period of validity may be
in the past, prior to the generation of the digital certificate, or in the

future or for a period spanning the past and the future.

The data indicated in the first digital certificate may include
confirmation of a payment or a debt due from the described entity
identified in the first digital certificate to the relying entity
identified in the first digital certificate. A second signing entity may
indicate in a second digital certificate a guarantee of a debt indicated

as due in a first digital certificate.

A change in previously supplied data may be indicated by the supply of a
list identifying a second digital certificate relating to the previously
supplied data. A list may identify a first or second digital cgrtificate
specifying data which is no longer authorised to be supplied to the
relying entity. The generation of the list may include one oxr more
attributes identifying relying entities to which the list relates. The

list may be a certificate revocation list.



The data store may have a neans of determning for an item of data
included in the data store information concerning or contained in a first
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indication of data relating to the described entity which is to be
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one or more attributes identifying the signing entity; either an
indication of data relating to the described entity which is to be .
supplied and an indication of one or more sources oY the data itself; and

one or more attributes identifying one or more relying entities to which

the data is to be supplied.

A computer program product may be provided with one or more of the

features of the first and second aspects of the present invention.

According to a fourth aspect of the present invention there is provided a
digital certificate signed with an electromnic signature by a signing
entity and comprising: one or more attributes of a described entity; one
or more attributes of the digital certificate which include one or more
attributes identifying the signing entity; either an indication of data
relating to the described entity which is to be supplied and an indication
of one or more sources or the data itself; and one or more attributes
identifying one or more relying entities, wherein the relying entities are
entities to which the data relating to the described entity is to be
supplied.
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relying entity nay be authorising the relying entity to obtain the
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whi ch r&ferendss i Eack fyes ﬁedléﬁlﬁﬂ aﬂert‘sﬁlgﬁ"a% &Peb%trﬁ?nﬁ%eé pEEesYiep 2
val i di t§iaitipElreirntiigdes sibmed iwibh oin thertrgenesatnonrefbyt hesidinghg al

si gnat useitivbire thanaone dhgiaxalnoﬁé geaﬁlmheemy Qeaeeeﬂﬁfeet eﬁl\&l@i #hcn

identifigs tha. Jdigital, ,ce .C The . si, be the
descri b(ée%s Efﬁ §Qr!{l?t b8 th% EM) Qéye 41%?% )]e cer ;tmcate may be

n
t hat horgtl%Bé }C;Hlfllcﬁtgﬁ’h&ﬁh 'R ‘Eﬁeg P‘?ilo ?“Q‘?‘?a?ﬁ?“el%%s gléﬁ@f:‘ityéﬂg “Re one or
nmor e attiIpHeg @ti%nﬁm yingpdiseted gerdd eérwailfdtat eftigebdigigener at ed given
in the dirgitadatsigiah W imRadrlCétidRaR ther tidde BHHAEratiBE of @west avail abl e

serial guyrbel c\@mﬁﬂcgé@ Qﬁeﬂa’iﬁdtﬁé’ﬁaél‘c%lnc?égtlgicgeltteaks SRLH S catg, to be

gener at,gd o(ranetrg1 J.on O% tthseg seria using each private key nmay be
recor de ccording“to a SIXthH a%lr?élé‘fur(ﬁ the present invention there i's

provi ded a systemfor providing a digital signature based on a digital
certifizgabkjectt hey dysti@megonphi sidigital signature which forward references

a digital certificate which has not yet been generated and then a digital
certificate may be generated which references back to the digital
signature and has a period of validity which includes the time of the

generation of the digital signature.

More than one digital signature may be generated which identifies the same

digital certificate. The signing entity may be the described entity.

The period of validity of the digital certificate may be that short period

in which the digital signature was generated.

The one or more attributes identifying the digital certificate to be
generated given in the digital signature may include a serial number. The
lowest available serial number which can be used for the next digital
certificate to be generated or the last used serial number using each

private key may be recorded.

According to a sixth aspect of the present invention there is provided a
system for providing a digital signature based on a digital certificate,

the system comprising:



WD 03/ 041338 PCT/ GB02/ 04759 14 a described entity application wth neans
for generating a digital signature using a private key corresponding to a
publ i ¢ kewp oBloe1338 gned data including: one or nore attri paraBodersdi fyi ng
a digital certificate to be generate®; a signing entity application having
means for generating a digital certificate with an electronic signature
and including: one or nore attributes of a described entity which are

sufficient to obtain_ the ic ke n i,b of the digital
certi f|BCQFECWJ?F‘&hentﬁF%Iﬁﬁ’aéPcoa%éo%rWlmrmea %tf%E g&[e%a@{cﬁegﬁlt i f H{Fﬁﬁa t he_ si gni ng

entity;signdtune uiindi e R e fEECTFERIPEHRT FOot FRE UIGYt alPc&tFFTi cat e
whi ch beghknsnciearid:eend hanmdfee atimbuods gémaridyinnaotigiftel diegiificate

certifigcatg; c_?ew@ﬂ{t%ldn a t&%nglgg |eE@-ityC gpdiibhciahend@ngenemat ecr abhemtide
0

gener atl on t he oS n i dedja th one or
more of? tfi&* tféafflrtéé‘cg% Hl&f (%1 gg ﬁé\c # g%ﬁérgggﬁggirﬁgntl

Accor diTRyet o-taiBehaEneh aaéﬁ%%"tlbﬁfl %Iﬁétﬁbf”é‘é‘ékhtar? nﬁ)‘g Lttt ke e ggow ded a
conput esubpl @ e Preoductorst artedbairsact Gip utish ta e adabl € cstorEeR nedi um
conpri Siﬂ?:ﬁu&@%ﬁat&r maﬁélci@bkﬁxﬁlé@g{c&mc@degg repansidnang pertfioy mang dnhe st eps

of : generdat g‘engilo I%E‘l a§§.cglq:§71 HE echgsc!h%gt@l Q(aﬂ:iy:?ftl%ag@}(vhcigﬁ rk%%mdl ng to a.
public e data inclu

es tifying
a di gi t%ﬁr der ttthf"i1 et1% Be %eé‘ﬁé?%fto&dof ég?ledrlﬁf e cegtdl frm? al’ CG%%?PI cate
si gned wiet Higirag| eoth didatesi gvaneraseByriiesitghi ﬂﬁleéﬂ‘f’r‘try ohnichsi AtdiGar ng: one
or nores@aihtiRutes of a described entity which are sufficient to obtain
the public key; one or nore attri butes of the digital certificate which

include one or nore attribuyt identifving the s t ;aRd an
i ndi cat®dYHEFT 88 di° PRPY Sty fh the a.%ﬁrte cgrtﬂle%:g{ég%e%\?\h%%%fb%gl ns

ear | i eragdean athébe ioFeseft géﬁ‘%?"&f’?on of the digital certificate; wherein
the digital certificate is generated after the generation of the digital

si gnat ui&oré&fgoggbg %Ev@rﬂ&géé’é@cﬁr efluct gmyehe ipredidedcimrthiOpecaredns e of

the features of the fifth asp f .t RYentd-9f. Rgcqf,ding to a
ei ght h SEPECT” 65F °THE pr e&seﬁtgﬂ'lo%\g}%n% on&t ﬁ‘ggr%s?%g;o% t(;Ie Qe digital
pgr Grmln the

certif i eAPEIIGnEAKI-EH ceadR e PFOTRE 9gnatiret FgAThg Seht FEy and
conpri seéhggeonetong ROAEgERL r§ispebercofsradestriivber] kemt FEFesRATEingonpre
attributgs iefxdyhecdi gigada agtd ithbtatiagwhineod netaiderotieiter eneifyabgri but es

I dent | fXICﬂl.%l ahl.e céfr&@mggtengllgé/ ’geﬂ&gt@@ '9@%&@1%‘ é)@'ib%l()gertlflcate ,
. signed with an electronic signature by a signing entity and including: one U
or more attributes of a described entity which are sufficient to obtain
the public key; one or more attributes of the digital certificate which-:
include one or more attributes identifying the signing entity; and an
indicated period of validity of the digital certificate which begins
earlier than the time of generation of the digital certificate; wherein

the digital certificate is generated after the generation of the digital

signature.

A computer program product may be provided with one or more of the

features of the fifth aspect of the present invention.

According to a eighth aspect of the present invention there is provided a
digital certificate signed with an electronic signature by a signing
entity and comprising: one or more attributes of a described entity; one
or more attributes of the digital certificate which include one or more
attributes identifying the signing entity; and an indicated period of
validity of the digital certificate which begins earlier than the time of

generation of the digital certificate.



validity of the digital certificate which begins earlier than the tinme of
generation of the digital certificate. WO 03/041338 PCT/ GB02/ 04759 15 The
i ndi cat edwpagioes3®f validity of the digital certificate nwgTasRb200759] at er
than the time of generation of the digital certificate such that the
period of validity of the digital certificate is all in the past.
Alternatively, the period of validity nay extend fromthe past to a future

time. The described entity may.be t Si gni.ng. ent it y. e digital
si gnat (e FRIigatsst ﬁ‘F’()z’des8¥ f‘faslgﬁhtéfd Oggtr i ?T.lé‘: é.%lﬁ%iyleﬁ%ggﬁ%yhn?%d Tngt ature
may uselapabltbenkey Eiyprsgrenshytiorhet dbgi ¢igiteb i taese rFé’;‘ihi‘%Pé‘ku € a

time st@apod Rdi ealiangy tdiethd meghfalgenanat¢or. i1AGESr &t rFget®Rr=&-ni nth aspect

of the ﬂ&@?ﬁﬁﬁvéﬂ}’,e@ﬁé QR ENEIE +51iBE QY @@ endlifgohatneS bgaatur £ fusinyg a
private key corresponding to the public key derived froma digital
certifi'cdfe as defined in the eighth aspect of the present' invention,
wherein the digital certificate is generated after the generation of the
di gi t al i geatirel ehhecyshgnes da¢ sigmclouditigy o shat wbPeligitdd but es

i denti fying.he; digisbal gerdid-kegta tqtheiganer atedelddrrbsiasigrathes ai m of
an aspect of the present inventjon . Qvi de - maRdnsysdemto

assi gn %3?%&“%1.% _Eg ecé:ﬁg?ﬁrc?ﬂﬁ}?b g%t 31%1%%% fﬁ%ﬁl@ﬁ%}%&dovﬁershi pis

saf equatidedstaTe i cpeingr 59218y HuPTHECEY Teans. According to a tenth
aspect of the present invention there is provided a systemfor transfer of
owner shid2o0fi8l eStd ARt REPRAS by, tHROPHsesE NgiveanionekBater dniwopidsdert y

si gned Wi Lh. AN ol &GLLONGoSL gnAlIe by Brilihafll icbYine usliigl kel
certificate generated and si ned with an_ el e Errlotqqlece?% aLure. bys cnthe
first eftqivyT TFAB WGP’ ECertifitat & incildi ng. an i rg’lﬁlcatl on of a second
entity puesehi chvelridon) edieretit dhprdgeFaly cPECYHGAT dfr 6 2Rt &A%, ﬁg‘?cat i on
of dat agamireficnSot anbedsiippl i ddntoirehe-heestarddedrta yndvgira: cgewrce or the

data itgself,.. Mhgrelid;the el et La0i 8 gprapeLtyiranskd e wi gehadategertificate
include a |1 nk means connecting the electronic property with - the digital

certificate. The 481 T, dight alsocer Ul Licabecsshoukiobeod Rbeppseted in a
brpad sense as _an dat a structpure \th ch is.d Sr%r?i% r&%}t@ dunfQr.mat,i on and
whi ch nE§Fiee 278 @Yr%tt?.m Thé“gath “SPFiicture 'rerailq"be, 3 exanp%he, an X509v. 3
certifi eateashirahs XMEIegrarfefurs 67 RecRiiffPAaty GH-IIP AR The |ink neans
may be a bit-stream generated froma serial nunber of the

According to a tenth aspect of the present invention there is provided a

system for transfer of ownership of electronic property, comprising: an

electronic property signed with an electronic signature by a first entity; ‘

a digital certificate generated and signed with an electronic signature by .

the first entity, the digital certificate including an indication of a

second éntity to which the electronic property is transferred, and an

indication of data which is to be supplied to the second entity from a

source or the data itself, wherein the electronic property and the digital

certificate include a link means connecting the electromic property with

the digital certificate.

* The term “digital certificate” should be interpreted in a broad sense as
any data structure which is used to contain information and which may be
signed. The data structure may be, for example, an X509v.3 certificate,

an XMI. structure or a combination of the two.

The link means may be a bit-stream generated from a serial number of the
digital certificate and an identifier referencing the transfer, the
bit-stream being included in the electronic property and the bit-stream or
an indication of it being included in the digital certificate.

Alternatively, the link means may be a digital watermark with a watermark



digital certificate and an identifier referencing the transfer, the
bit-stream being included in the electronic property and the bit-stream or
an i ndi cawoon/oef33gt being included in the digital certifi ®@awrasB02/04759
Alternatively, the link nmeans nay be ® digital watermark with a watermark
WO 03/041338 PCT/ GB02/ 04759 16 key, wherein the watermark is included in
the electronic property and the watermark key or an indication of it is

i ncl Udeg Ln eeelg' 91& %kte&n%&k' fd qa&ﬁmeé[ he, @h@%ﬁ@@ﬂ&u@rﬁ%ﬁéﬁt}{r BRY the si gned
by the st using a private lude%ubl i %/ pgr vate key pair and

the cor i"%"sepﬁ‘}ﬁ’di Ff@yp‘iFolaPc N thnﬁ%/cle?ﬁ on ot it i S Provided in the
di git al cegrififdteat e. The el ectronic property may be encrypt ed by the first
entity using the public key of a public/private key pair of the second

entity. . h%le?!r%gg.{:]%yogep{}pmﬁfft]ye g?éﬁegebﬁQQEYﬂ.tx%g oy sthandihg st peikitky using
a syrrrretrrca session k

lhe S| | crypted
usi ng t heY phbt |Pé‘bE P&FV%rtep%FVagfalfpungI ?ﬁée l?é’rr sé)% g%fg ‘%gi lség]g(%)ngrg%tr ty.
The di gitedilcatinnt Pfi tatle pregyinay enatira P oy %rtrlﬁﬂ‘:%ﬁl ch begins earlier
than the time of generation of the digital certificate. The digital
certificat %l%ogégepr%péﬁtﬁp%gﬁ@ LelistYc Ry Ochd eliadd Rgtity thimg pesiod for

the duratiaon of [ nthreol . Yy A
transf ePPEdS ¥ \g?:ondm% lc;p B oeoehd %@Cg e gpgg, sﬁr;ned with an

FoT AT cer t1f ircat %/ g?ovr
el ect r ORLESETSRih REOPYF tEy Y tbﬁr PRFTERTSY 93’6{'1}\’6 Jri"cgltu Y WPt cation of the
first entdetyjcancipiircatilor eésdihe lsecant thatdesypiomprel N eatdvehedf t he

third ¢bpldd Yne 3nd10atayt ¢ Bepsiippl/rE1idheydatia b0 dhe suppdieedingy include
the public key of a prlvate/publlc key pair of the flrst entity. The
transfer of electronic property may be_t{racked, ﬁ ﬁb”tl'tyeat} ving an
account TF%Iéiﬁﬁr‘Taileﬁe‘ﬁS/lftlﬁéteel“‘ééftJ?aaﬁr VBHEBET ST SN B Count Bei T

i ndr enenhed tbe tdeer ehsedetytignurf thegoaitalr sAsFéicdie-t he el ect ron| c
property. The account may be identified by a hash of the electronic

pr Op_e:jt g"he %89{ Qgrttl%lggtgln\%\}eﬁuvg AReLta leicfcl%ypﬁ@xﬁgatrélat'ﬂﬁt l:@rthEEer eis
provi de ransfer of awnership.of .e roni.c { roma
first é’ﬁ‘f’io[dyf?’p g‘ S%E&Eia"%ﬁﬁ ¥yie con‘:“‘pﬁL Shq— g the %Iel’cé: “ent t%ggr%)r% ng an
el ectrofirengfeopet-ty with an el ectronic si gnat ure; generati ng a digital
certrfrcate signed with an electronic signature by the first entity and

A ‘second digital certificate may be provided, signed with an electronic
signature by a third entity and including: an indication of the first
entity; an indication of the second entity; an indication of the third
entity; and data to be supplied. The data to be supplied may include the
public key of a private/public key pair of the first entity.

The transfer of electronic property may be tracked by each entity having
an account identified by the electronic property, an account being
incremented or decreased by a unit upon transfer of the electromic
property. The account may be identified by a hash of the electronic

property.

According to an eleventh aspect of the present invention there is provided
a method for transfer of ownership of electronic property from a first
entity to a second entity, comprising: the first entity gigning an
electronic property with an electronic signature; generating a digital
certificate signed with an electronic signature by the first entity and
including an indication of the second entity and an indication of data
which is to be supplied to the second entity from a source or the data

itself, wherein the electromnic property and the digital certificate



including an indication of the second entity and an indication of data
which is to be supplied to the second entity froma source or the data
itsel f, vwerosiom3Bhe el ectronic property and the digital cecuidBreatsIWO
03/041338 PCT/ GB02/ 04759 17 include & |ink neans connecting the electronic
property with the digital «certificate. The nmethod may include the first
entity sending the electronic property and the digital certificate to the
second entity,..The link neans. e 1St tated diQ@Qana seri al
nunber ”6‘!’33?‘%%‘3 %h”tg]cl farcer |?C?éﬁéhgneéggﬁf%négn%ﬁ%?ﬁ&gf er enci r?(gi t he
transf etrertifigatpi t - stream being included in the electronic property and-
the bit-streamor an indication of it being included in the digital
certifigat GarncAl 8F RatiNRl Ve tehesy bhkityeansiing thedplidtabnivabersrmtk with a
wat er mar ey, .. rein .th rimark J.sgidghuded in the electronic
pr opertilnléaghdé/tdﬁgl aﬁ‘/at 3%ﬁgﬁgai%§goé§@a%%oﬁgi catign of it is included in the
digital certificate. The nethod nmay include the first entity si %ni ng the
el ect r Ortec 1priopertsy mayshng Bipriveamessieyatdd &7PUR PRFIR THPETKYy "Pair and
t he corggsponQcngiriRubbimakey iaentddiéndiecatdnomn®fthiet tiamsprovided in the
aLa LAl et Lhoal sy LIRIRtRofIRYeddich i bherd, Ef,_@ tﬁaiuihysﬁdt&mim ing

e el ectronic proper ysi n pu c ke private key pair
of the ¥edBMF3ERPT 3F. lgﬁ?én ]?'ﬁ%u Stay” i%&%ﬁétgﬁe‘:&??rstﬁgﬁti ty enerypting
the el ekltteomitwvpilopdibeyl inksPerisats Pnidicpt A2 e T Wit f ‘éat%‘é%ﬁ ofi-key and
encr yptimgethansessicanarikay idihdddheén pulel eedcayniof pacyRrity &#°€/ pbl i ¢ key
pai r of the secopd &nbitiaicaciBe H gital iserddehi natrermyibave a validity
peri od whi cQ, be%i ns earlier than the tinme of generation of the digital
certifiCaréT M& digital certificate may have a second validity period
relating, to, the period for the duration of ‘which the rights in the
el ect r omheC mptigpenty iartudd thastesy edtithheigpirgolrmey e Ferter PP ¥econd
entity Qgtn%i RiNGva-seconst di gitiak/preestd kbgater siqgred cwirtdspandigigect roni c
Signat upg.RY Bt LM ;801 eARd 1d BEIddRGa 0 L0 LERLuONedt s ERRCLI ISt
entity;"an I'ndi‘cati on of the second entity; an indication of the third
entity; and data to -be supplied. The data to be supplied may include the
publ i ¢ Key metha® pry Viacéndubhe Eikey enphiy eBErYERenS itP8t TS B Fansf er
of el ectigRBi EndPrapelid kePByr bepirl ackedvdne eagciragntift yhhpecog entity.

The method may include the first entity encrypting . the electronic property
using a symmetrical cipher with a session key and encrypting the session

key with the public key of a private/public key pair of the second entity.

The digital certificate may have a validity period which beging earlier

than the time of generation of the digital certificate.

The digital certificate may have a second validity period relating to the
period for the duration of which the rights in the electronic property are

transferred.

The method may include the second entity obtaining a second digital
certificate, signed with an electromic signature by a third entity and
including: an indication of the first entity; an indication of the second
entity; an indication of the third entity; and data-to -be supplied. The
data to be supplied may include the public key of a private/public key
pair of the first entity.

The transfer of electronic property may be tracked by each entity having
an account identified by the electronic property, an account being

incremented or decreased by a unit upon transfer of the electronic



an account identified by the electronic property, an account being

i ncremented or decreased by a unit upon transfer of the electronic WO

03/ 041338wB@3/0@BB2/ 04759 18 property. The account may be pcdarmbi=d by a
hash of the electronic property. Accrding to a twelfth aspect of the
present invention there is provided a conputer program product stored on a
conput er readabl e storage nedi um conprising conput er readabl e program code

means for perform the ste f sthent bt Wnsi GRkpgAR €l ectronic
pr oper PYRATH: arrTF %c“t"l‘%t maypk"sl jﬁa tulrfg béf;lerkéatl ng a di gital certificate

si gnedpry#Rs¥tdEn el ectronic signature by the first entity and including an
i ndi cation of the second entity and an indication of data which is to be
suppl i %Qcéx%lLQGCOSQCQMftEFEdpE& b OPAA psauEnEeidrent en datwe it selckidasher ei n

the electronic and tidd koSl ddgRuhi Nk nmeans
connec PRI eﬁeplp c‘f‘rpc%’fi%at gtéﬁgrgﬂgg Eg’hp&% 4 dlgtﬁa@ certgjléf h(l:atg It is a

f ur t he EoBRYHSOPY FABSFEC T E“ﬁé’rﬁ? Pd? M7ant |f%ﬁ IEG“r’{fO:’r:’“(‘)lv ¥t hod and
syst emof orcrel ettstomncityvetdmgs AcebrdirAgd @rapetrIWr‘l”éélnFIh eé§‘ﬁ%‘%?P16f t he
presenty; iNMeRL | QRnbheriegi § aipiou deftidismichetgdedr wiileet rdritramdti ng in

whi ch t her ec aL ekiya@heafitrggnéﬂtgé‘}; a‘EIH MM@JI‘% QQ%lBQt:LQQdNﬁ tﬁ@dse%om urality
of vot &S ener at es ?1 q:rtijfl cate go t(g.e

certi fleé'é“t‘é’ Pﬂ‘élatﬁ’dég HRELPh QL cAtY FHent rTi C§PI on data %s to be
suppl i edtiwy tthen sagthreast Pedlhﬁo@tboﬁ‘ysetlé ideneit ?hﬁh%le\‘?‘&’fcé’r"cuﬁ’ﬁocﬁ’ﬁ’é*f% and
r ef er enaestHe0d 041 a10EeMRE LotoULRR8dE G 1liie medentdohhewtiporrbdat ecaneltsr t he

di gi tal, certificaf @heu Jick udes.theskgentification data itself, the digital
certlflc e also includes an indication of a voting key; the voter signs

the digital certificate with an electronic signature; the digjtal
certifiltat® 3 §urtiwar §t €8 FORASPEAIPhHJIByPIHERRUTHERTIRatT SAHody onl y; t he
vot er genesakes syatwotiorgelmssage vocingdi ng a vote; the voting nessage is
encrypted for reading by the counting body only; and a signature block is

generated _conbji nin e_di cgrt e.and Lheiovotidig pessage,;
wher ei 4 f?]rdcln anct V) tg%l hcﬁent}? % ccé:rt‘f’fel cate, t ncrypt ed voting message

and t h@rosidfiat e BR ok ﬁjr%t?é“rﬁc ve" lt“ﬁelrédihﬁgﬁtt%ga?lagﬁ Body. In sone
vot i ng asyséersaconf bedmt RorPunsite ey cdnf romlaFrldky R APEESIrT &°6F* t he
i dent i fjegatdian satiaiend ctbeirdigid akneenyiddicateimayaiancheldeeamnn i ndi cation

of the 3 glcat.glohcgg Ilg.gmg.%t.l.@aﬂ%g &Af jnmt § on Ofe thHGpVAEES She
authentication body to identify the voter uniquely and references to one
or more sources for the identification data and/or the digital certificate
includes the identification data itself, the digital certificate alsgo
includes an indication of a voting key; the voter signs the digital
certificate with an electronic signature; the digital certificate is
encrypted for reading by the authentication body only; the voter generates
a voting message including a vote; the voting message is encrypted for
reading by the counting body only; and a signature block is generated
combining the digital certificate and the voting message; wherein the
encrypted digital certificate, the encrypted voting message and the

signature block are sent to the authentication body.

In some voting systems confirmation is required from an external source of
the identification data and the digital certificate may include an
indication of the identification data and confirmation of the voter’s
right to vote and references to one or more gources that can provide the
jdentification data and the confirmation. Alternatively, .if the voting
system permits assertion of the identification by the voter, the digital

certificate may include only the identification data itself. Both the



right to vote and references to one or nore sources that can provide the
identification data and the confirmation. Alternatively, .if the voting
syst em pewpios®4B3serti on of the identification by the vot @cI/asue/odisgit al
certificate may include only the identification data itself. Both the WO
03/ 041338 PCT/ GB02/ 04759 19 identification data and the indication of the
identification data and references may be included in the digital
certificate, The identificatjon data.nmay _incl : of.g Nane,
addr essteeaat & GFLoh PER, *Hat FonE ll‘iasfor!l eor?g{f"llﬁe 3???%2?8%%85?&%8n%1#emer ship
of prohidfietrenteschas sws iefludh@ ipotiet HiTHE LY 6T e tHERFS ncl ude a nonce in the
voting nmessage in the formof an identifier applied by the voter to
| dent i f%ehihlgeﬁét.q%@ca&%% aé)éaefhaﬁQMcllid%Cl)ﬁléj%ramcfr&ndﬂmn&ﬁ@j lagtrdss, t Eevofi ng
e

nmessage.. T igital, certif cate mmay be e I he,ipubld ¢ key of a
publ i c/%'riti‘?atréath?ﬁ ‘dent |e§’Ig|L yfke;/?i)éa?c? ’o?%ﬁ%@%éﬁ%{?cgti on body. The

vot i ng wessageinblye betehcrypt ed using the public key of a public/private
confidentiality key pair of the counting body. An integrity block may be
fgr med Py obtal agggirfmqageashome Llile;rﬁnecyt)mt_:;adasséggiiha;klicemﬁ;gdfpat e, :

obt ai nin .di gest_of the enc e eSS . ang 69 RkHg the

di gest sl.‘%f‘?iégbﬁg‘ggg?%eﬁng? btgeg%é%%n%dﬁggﬁélg?’t her @g?egest obt ai neggf romthe
conbi natddRdam TeRECT S8Rt 1nt™ dPGeStT hRy " BE Thicrypt ed.  The di gest may be
encrypted using a private key of a public/private signature key pair that
the votede isSgusiingef@irivatd ngy tve @idvbeel tilbéng shgnablie Mevoek 2 The voti ng
key may Be ;Lhe Rubl &on@é(er&fiam:% kBHBLE £/ R ENatarsd@Raidice key . paire t hat

[
the vot®r is Using for voting. e authenticatio y contiyipd hat the
di gi t al "¥ErEi PIEAPE A P I cgﬁ%gy‘ﬁlél& % PH%%E?ES% %@x as /?’he voter sent

t hem ancersridehtigkedy Bievt i of giat tR @ BrDERY The aut henti cation body nay
decrypt the digital certificate and may obtain the voting key and may use
it rr{) 0 dgg[li){ﬁgg}if@ b§éac9@gw_rb% xl@clx%ﬁli,b% BSta’ﬂiultih@Qat idE@ésitOBf b;cmdy;rmwpaédso
conbi ne f he ehcrypte igital. certi. t& and Lbe, snaryRted Kotiog message
usi ng tﬁ’eglsté‘ﬁe?er%tl%%%ateasgﬁ?énbngt 3r%1§r?§9r$ay conpare the result with the
decr ypt awf siophiiggethn|Fderstsa SEri FIKERIEY PorcoFRE ot 2r ey be T<sued by
t he aut Bentineatiron biodyonbiFaeieuehertiecatdvdhabiodjatrty "0 St PUETPEEressage
includi pgs iB6:V QLG bS ensBfjtab JdUAbeEs pravatiegrst oaf a toheldi/girtedtecertificate,
the VOtL£E£J%%¥é ﬁé@epair that the voter is using for voting to provide the .
signature block. The voting key may be the public key of the

public/private signature key pair that the voter is using for voting.

The authentication body may confirm that the digital certificate and the
encrypted voting message are as the voter sent them and are linked by the
signature block. The authentication body may decrypt the digital
certificate and may obtain the voting key and may use it to decrypt the
signature block, the authentication body may also combine the encrypted
digital certificate and the encrypted voting message using the same method

as the voter and may compare the result with the decrypted signature

block.

A serial number for the voter may be issued by the authentication body.
The authentication body may construct a message including: the voter’s
gerial number, a digest of the digital certificate, the voting key, the
message being encrypted by the authentication body. The authentication
body may send the message, the encrypted voting message and the signature

block to the counting body.



nmessage being encrypted by the authentication body. The authentication
body may send the nessage, the encrypted voting nessage and the signature
bl ock to wbe3ooisat i ng body. WO 03/041338 PCT/ GB02/ 04759 2QTBO200150t i NQ
body nmay decrypt the nessage and nmay Mse the digest of the encrypted
digital certificate and voting key fromthe nmessage to confirm that the
voting nmessage i s an unchanged origi nal vote which has been assigned a
serial fMibeindingt iy auihabdyeat £10N nboshse ;memgpuﬁteiﬂga bogyst BRY:Hdecr ypt
and I‘ECOI’d 2«%& Ot I‘ Scé/rc\l_t §1ca'%%ca(?r%p Lg tok%/e ?OI’ gnrge sgggec%t c&fxfﬁsﬂe

present ere 1S rovi el ectronic voting In

whi ch ttH@ttet%‘? éfoéi'flg éfﬁf‘*’r‘?@ﬁt%%&fll ‘HFFhBB%‘?F 051%’61&P1t‘f°r1f@ HOR?, PEh8SE plural ity
of vot ersssigndre a s§sitad npudaprays kg avahefitgicebloncbedyi . | Teet eogeriagatey by a

vot er, ddyeadightaind eeEdddfl EgaterénGl uskes an indication of identification
data which i's to be supplied to the authentication body to identify the
vot er uni and references to one or nore sources for the

i denti f4€ g Jo%’ §8t% "GRGt REPHi gt dt® BEFITF THERT T e FOTRss l’Fhe

i dent i fenoatdesh adaystemt &l fleqtiiendli ghtale iperitichitbete axlesani ncl udes an

i ndi catdutheficatval bagy Kaycounhendglingliy alandcerdintaciay o ebngrssi ghed Wi th an

el ectr Oﬁls@eﬁl&‘}}?&igl%gbya thg: (4t @értﬁb@atedb&léréke&%?té ficat e hei g eRLcr ypt ed
for rea entic tlon bod e |n | uding a

a

vot e gener a’E ed By 1?%8&esota3rln 245t C’ngldent%/f'lég‘tlolS‘ei!~1 hg gﬁjcc Ped £or
r eadi ngGFBYtefe teo‘“thﬁ FH@%H@FtéﬁP yeodEneP &dertigiatiisr éo‘iﬂl’oéklcﬁﬁ i#dnhg t he
di gi t alrefer¢ndescat @nanck iwhee votirewy fes Sageidennheircek fort deteraiypt etedi gi t al
tcerz ihf icpl@tlﬁal th@t_t@ﬂlQ:EYGEtl%glﬁﬁléEi 12198 rm&sliaqeca@aq idhe ﬂ&?@t U:rht% blockiare _senéI

o the i_on n voting sys con i is require
from an&%t%r naf% S0ur Co mcq % fhe md“?:a T cgt [ )c()’nglcf?t 5 %Hnd ?héLgaQQltal :
certifiCates %Fﬁ'}?elwnﬁd%lgaﬁd “ilﬁﬁlatfhtafl%ﬂ:r(?f”‘i e IPYERE i Eﬁ?lv(?ﬁeﬂat‘%leand
confi r rigibml okrtifdcebt éeing eppyglrtet ofarotreadind rethe emcbsnttigabima bpdyror e
sour cesorflhata GaBigy avbéget he1ubdenti xta&agémadaa dyand Bes:coBhd MBREADN. | N

other vtk %x%ﬂge@lcr%ﬂéd f%%sﬁéédlﬁ%} 0 th LAenty £$é§afohﬁﬂ dg‘%aﬁ by the

voter is sufficjent an certif |cate t he

i dent i f9°€RETHT GEIK FYTEFFRI BBE hdlgtlﬁ%l |C85Y1’tﬁ"f:fi‘éeataf‘8 h&a’t’%tlﬁﬁdm?sﬁé‘ge'

i ndi catwheheBf thhesticdupitadf ftrthrbreedat ficand. thef erempest mayidsenésrsigaded in
t he di giniatheceighdftiveati@ochael ot ibiwat bothedat @tidy voAgl ude one or nore
of : name, address, date of birth, nationality, |length of residence,

non- mar‘&bershl tlngprohl bi t ed

n some systems confirmation is required from an external source of
the identification data and the digital certificate may include an
indication of the identification data and confirmation of the voter’'s
right to vote and references to one or more sources that can provide the
identification data and the confirmation. In other voting systems, the
assertion of the identification data by the voter is sufficient and the
digital certificate may include only the identification data itself. Both
the identification data and the indication of the identification data and

references may be included in the digital certificate.

The identification data may include one or more of: name, address, date of
birth, nationality, length of residence, non-membership of prohibited

classes of the voter.
The digital certificate may be an X.509 v.3 certificate.
The voting message may include a nonce in the form of an identifier

applied by the voter to identify his vote. The voting message may include

a random spoiler.



cl asses of the voter. The digital certificate may be an X 509 v.3
certificate. The voting nessage may include a nonce in the formof an

i dentifi ewooappisded by the voter to identify his vote. ThecraBmg4mressage
may include a random spoiler. WD 03/041338 PCT/ GB02/ 04759 21 The digital
certificate may be encrypted using the public key of a public/private
confidentiality key pair of the authentication body. The voting nessage

may be encrypted using. the public f ; i ivake, gonfidentiality
key paiﬁeo?yqplﬁégc%eurﬁ ?J‘ncga tﬁo‘%ﬁ' ..£ineﬁlé%¥%ég)ird i %1%16%%%? Qe&f roed by,

obt ai nigwglacairgaste sPriREnEfdrpty PUTgPt P cBP TP eEra™™ %ﬁt 4ining a

di gest -efibhenceneyy pheceyetimgtatssape thanelddailicni of & AEPHCgBET S The

di gest SCJEYdQ&iQQI%j Regd padr fdir thercodhgast bodht ai ned from the conbi nation
and the resultant digest nay be encrypted. The digest may be encrypted
using a private key of a public/private ke pair that e v .S using
for votAm@rEFHEBRPERtHY 8§ gfﬁé'f‘%? é’yb?%t@RFYngrﬁeéVSF ?nOf %g‘?/ eﬁ%%%téa “t he

publ i ¢ kieyref delreipidekeclopriivdbe sidgastturé ey snFaPFet NAE Th&EVHR%Er is

usi ng fos ¥etdiRGng The digktal orétdibbeat @apneg theiendr pptedheot divgshessage
may be gonfi ol LnSEN chbemsand way: e lhaked dyrihedsi gnature
bl ock. %@léﬁ%g?gﬁ&ge?ﬁb:‘iﬁ:ﬁog %gi bg .degry ted ﬁngﬁgﬁ;/ oting key may be
obt ai neth® GherUsBAY 35 TETYhi flﬁlen%ﬁgﬁra]tvﬁr% ]‘gelyoc&, e en%c!r pt ed %i gital
certif i matrethamdhe eotendryptied ot iRGIME SR VHEY taF st 9hat FH&d usi ng

t he sanme wetirdkas dahevesoherpudhtc theg stk toubhyc/peicorepaiettwre kehe

decrypt - §£gﬂﬁ@hgr%tggqgkusﬂgs§5} alorsrber for the voter may be issued by
t he aut’hentication body. A nessage nmay be constructed by the

aut henti cation body including; the voter's serial nunber, a digest of the
di gi t al Thec8igifailcateitisareviitd f° RETYP e NeSe s *Bet Ye]?\ecrc;‘?lﬁ?lerg‘ *By the
aut hent A< ahkorpteodyentTHeemess age, be tthekehéy yiteediopst v¥ry PAedsagéland t he

Si gnat ug €1k 0Ck ABY: e SERt b Yickbpot caUbiie Rhé Catian kbpdyyt be tdbeatodint i ng

body. The, NESsageIRYPe deciant o BYLie croURLLAG Rody and ddtes dicgest ~of
the encr pfged igrt certificate and thebvot wgﬂeléeg fromthe nmessage nay
be userd GRECHEFYRTChER PR FEEP R et eig8% i R Unchanged 6rlgi nal vote

whi ch heschibders &bsiaved wrdstrd abswiinbay sy comeraditheRt ieattowPhody. The
vot er' ssmuphewrmyibex decrypted and recorded by the counting body.

A serial number for the voter may be issued by the authentication body. A
message may be constructed by the authentication body including: the
voter’s serial number, a digest of the digital certificate, the voting
key, the message being encrypted by the authentication body. The message,
the encrypted voting message and the signature block may be sent by the

authentication body to the counting bedy.

The message may be decrypted by the counting body and the digest of the
encrypted digital certificate and the voting key from the message may be
used to confirm that the voting message is an unchanged original vote
which has been assigﬁed a serial number by the authentication body. The

voter’s vote may be decrypted and recorded by the counting body.

According to-a fifteenth aspect of the present invention there is provided
a computer program product stored on a computer readable storage medium
comprising computer readable program code means for performing the steps
of: generating a digital certificate, the digital certificate includes an
indication of identification data which is to be supplied to the
authentication body to identify a voter uniquely and references to one ox

more sources for the identification data and/or the digital certificate



According to a fifteenth aspect of the present invention there is provided
a conputer program product stored on a conputer readabl e storage nedium
conpri si nyoasopsBer readabl e program code neans for perf oPairrgpoziogrsst eps
of : generating a digital certificate,22the digital certificate includes an
i ndication of identification data which is to be supplied to the

aut hentication body to identify a voter uniquely and references to one or

nore sources for the identification data .andf.Qy L Ok Ltificate WO
03/ 041338L4s€7/ t%o?f‘ﬂlf?ébcaté?nid??cful esse(il%he‘?‘%fa'déel%{lf%?%ggik%ﬂnltcgg? Caq.ist self, the
di gi t aknckdesf e dndictdenr ofne|wHéRI dwYi ndigedRd Gh° SF9A Vo PhG KEYE® si gni ng
t he di git@lancerddtrbent eignaictibe aiy ehecbteni ensivghinacke piisthe! vot er ;
enlcr yp%g@@iéi?gtéjifgi.\:t@aﬁifgeﬁ)gfi Eﬂecaﬁ&_écn(ﬂlﬁcﬁ_aﬁdimybzhﬂyhegm&h?ﬁd egéiﬁlon P_Ody
only; generating a ,vQting nessage_in \ YPEbNGe voting
nmessag&°FHte F“@%\%ﬁgﬁgmcgﬁdf'%eac%%ﬁt’ i %Ibcr‘gg%,gg%@;vgger%ip g%i{\g .2 sl gnat ure
bl ock bwnBinicaepting badlygPrial %%FFP‘H’@aFeg/l@ﬁat‘%/ﬁ?e Vot g™ message: sending
t he enanypiadcaiwgittedte st ttheicating ndseagmcegptied Shst PREFYRESS G815 t he
si gnat ure. bhiacks t @ut e crpithendiiagt hazabodiyd thhes pyreposedlbenponeherent
i nfrastruct utr.e"t.\Mgli goh can be inplenented through the invention describes a
publ i ¢ *RECTAFFESTY 0¢tire (PKI) in the sense that it provides for a
relying party to establish the value of a public key matching the private
key heltte byrapnsédertpdicetersubp tms tregfarph Wheh g8 RMNSPECOXPERtE t he
prior aht coRstidclssafinEKls piviclcudéngnerastreentref (R¥GD esn &hd @pei ficate
revocation lists gFiLé)r i tebf L Gabeisraubhahte @ GASLic The
i nvent it(&)lﬁ?i%ttsgf?wre i es %n&&ggﬁ%ﬁg Cl YRLographv, hut fundangptal |y
chal | ef§&s™ %78 D IVEMT Shz I%\?i'shcfom a%o‘_"trit:L E’tlo & role of E’e s and certificates
in a workablw@aPKit gpbRids Tife PEIRFOREF ASHELEHSHF oifc AT hdPetifé Fnvent i on
enabl escgoesicaetd dheyandithetepessrbiilont 1iagsof CRRKl giigned kar ce¥ farttsv a
W dﬁ_ r%ﬁgﬁoﬁti%r&%ﬁﬁ! 9aL ain]y'laﬁﬁlasﬁ 1tk fdigks pﬂbimhmﬂéey@r [ght o be certifi Ied
Wthin a privacy enhanci r [ ; taph@Qe CcONtro
who carfrﬁ%é%?’%?’s bﬁgréug%%?e?tagﬁg%%mcfgggéwtggg&ﬁé%lto ﬁle%iunvgﬁtaibon enabl es
a met hodieofolgePE VP mpd AOTCI I e SpibIy ¥OREYSS Bt ™45y “pi ece of assured
personal data. In other words, an architecture for an e-marketplace which
brings #QoethetAe Biprehsn andc SRl hefatodn peasenalodaall Theot okers of
this mketplace. are thepdata, suly eols Lhamselygs:ongepaisonaleadata mves
i n t he Féfpover meni in rgstruct ure except. i %h t he ex%I Leldo apthotj sation
of the %?ﬁBFERH?OF(ﬂuSt public keys - to be certified within a privacy ar

framework that empowers the subject to control who can access ‘his personal

data, -and how and when. The invention enables a method of delivering, not
just public keys, but any piece of assured personal data. In other words,
an architecture for an e-marketplace which brings together the buyers and
sellers of personal data. The brokers of this marketplace are the data
subjects themselves; no personal data moves in the empowerment

infrastructure except with the explicit authorisation of the subject to

whom that data relates.

The invention also provides a payments mechanism integrated into the
personal data framework. Imagine the sale, empowered by Alice, of a piece
of persomal data of the form “Alice is indeed able to pay you the sum of
€100” . Usually, when personal data is sold, the database from which it is
derived is not altered. But this case has to be an exception, and some
database attribute, controlled by the seller of Alice’s personal
information, has to be altered by exactly - or, where commission or
interest are involved, approximately - one hundred. It now just takes a
small leap of imagination to see a payment as simply a piece of personal

data that changes when it is sold. So the invention also permits a secure



whom that data relates. The invention also provides a paynments nechani sm
integrated into the personal data framework. |Imagine the sale, enpowered
by Alice,wofo3m4pdece of personal data of the form"AlicePcCI/iBdpeddabl e to
pay you the sumof 100". Usually, whBn personal data is sold, the database
fromwhich it is derived is not altered. But this case has to be an
exception, and sone database attribute, controlled by the seller of
Alice's personal .. informatio has t o, _be e e Yipe OF, Where
conmi s&FEHR° a’i"?]i‘tlg?cetélfeaggyi Avorved,’ aﬁplfso%#érf)a%ggs&gng@ﬁ%%d‘i ed. It now
just takésasErushiel t¢ eapt o™ Rndfitn s (fﬁo‘f‘oth§e%"9£ab¥1’§ﬁ’m§ﬁtt s *§tHpfy a pi ece
of per sape), adatarehhat ighangesa wrenaitee Sorsgheh aSdekthe i nvention al so
permts a secure WO 03/041338 PCT/ GB02/ 04759 23 paynents architecture. By
extension, it |is also possihle to BT T I Ye e d@ptonthiyn a debt
due fr @W?Me&t%n‘%t 1§o}%ey O the e ‘.aylgﬁ‘? dtepg)glﬁtﬂf?' gh%zhée%/&%ngfo indi cat e gn

guar antiéEh frsfeseRds &0 F8Bt 2 PRBYH RENTL ORI HB THGBAti on are now descri bed,
by neans of exanples only, wth reference to the acconpanying drawings in
whi ch: Figurgglrd S 8 di agiqmmobs & sysianvofaedetdzvesy dakadett abefprtihe prior
art; Figure 2.is a fl ow di agram of the systemof Figure 1; Figure 3 is a

di agram of a system of delivery of data in accordance wth the present
invention; Figure 4 is a flow diagram of the overall systemof Figure 3;
Figure 5 is ®odiagr ammatiev dépyesent aticoRygremplr £181°% hé system in
accordance wth the present invention; Figure 6 is a flow diagram of part
of the syst eﬁqlggnf:e Bl QUre g3agril GHIEL sfstich 8 HAYrAN 6f Ar8YSl apréruanesor dance
with the presént _inventi on, Figures 8A and 8B are diagrans of two forns of
el ectroni c propertSyP Sith Hs'S6eiat'ed enpower nent certificates in accordance
with an aspect of the present invention; Figure 8Cis a diagramof an
enpower ment menté f4 cate famd diheramassodicabeskadystveree ertt FLywsst @i n
accordance with an aspect of the present invention;, Figure 9 is a flow

di agram of q:'ifl rst E_rSEtahgga%n{amén%g{lﬁ%gﬁre%fentQc%ﬁro%hI;_)Qrtpfofelzﬁ&tsgfgﬂlup igroperty

. gur? 5
in accordancewth an aspe _ _
accordance with the present invention;

Figure 6 igs a flow diagram of part of the system of Figure 3;

Figure 7 is a diagram of a system in accordance with the present

invention;

Figures 8A and 8B are diagrams of two forms of electronic property
with associated empowerment certificates in accordance with an

aspect of the present invention;

Figure 8C i1s a diagram of an empowerment certificate and the
associated custom certificate in accordance with an aspect of the

present invention;

Figure 9 is a flow diagram of a first method of transfer of
ownership of electronic property in accordance with an aspect of the

present inventiomn;

Figure 10 is a further form of electronic property with an
associated empowerment certificate in accordance with an aspect of

the present invention;



present invention; Figure 10 is a further formof electronic property with
an associ ated enpowernent certificate in accordance with an aspect of the
present iwoaabisas WO 03/ 041338 PCT/ GB02/ 04759 24 Fi gur e PLI/GB0284715h ow

di agram of a second nmethod of transfe of ownership of electronic property
in accordance with an aspect of the present invention; and Figures 12A and
12B are schenmatic diagrans of an electronic voting systemin accordance

wi th aspects of the present inventiop; Figure S i f a nethod
of el ect r oniTEoyst ilﬁggﬁ i f?a%“&&ﬁﬁ%‘??&“e"a/iat ﬁearl?da“[ée]te@?1 %’?t?hrgﬂ%r@re%fe)nt )

i nventi on; Fhwgershipdof slactimgr RSP ABIATSESTFE ORI AP MGPECY SEe i

accor dance Wtdiean iaspeabnpfanthe present invention; and Figure 15 is a

di agram of a nmethod of recording a vote in accordance wth an aspect of

the present invention. Referring to Figure 1, LLional syshem of
delivery of Ho4ats ‘6bj%ct 127 r?r?hsécthfeg??ﬁ%o? Y %e% {a:%f %%%gegg%lknom f?om t he

prior art issyshewin Feeppdence] wikp\asracts PEtEhGsRITSEPE tAERYSPém Alice 102,
and a second user, Bob 104. There are also provided a registration
authority ( ub96s & CeIgh Ldd-mabE QN me NS il ¥orCA)c MABiamdna validation

authority (VA" 110. In the prior, art t dat g,.0bj ect to be
del i vered i s*OEeITEr Vit &% 67 “Usa F%é/%tﬁ%%giné ey cryptography. In public

key cryptography, a public key certificate associates a public key val ue
with the certidureatse'is suibpectn ofhe meerdd ¢f cartimnisgly #6Fi§ a particul ar
person, role,.de¥ite woim ahhafeentdd ynd hatsadnixwahnsidhe agdrr espondi ng
private key. A public key certificate is digitally signed by a person or

entity called a certification authority. . A registration aut | LY LRA)
traditional | iSERaged® i herEdT 8hs® BEF IR’ érec%]ér £%catton gg%or?ty (CA)
and its subserthber sspeciterft fiq paceentappienesiits. There nay be nultiple RAs
for a CA. The issuance of a certificate nay involve a personal presence

for verifyi RalL cant; ' Lty Lbrough present aki Sraeh dujeat i fyin
%esf_yergg%g}gg\%%ﬂkécl, ths crh@eNthlY &braugh Rresent yi ng

docunent oes not . itself issue the certificates _may Al i date,
appr ovelbrrhref Bt °F GefETTiteatE Sﬁp}fnloc‘ﬁ”étfiergn}s}&elﬁ i o](r?@a%t ,Spc%&;ﬁeB &Eti hod of

del i ver1 repoms cerft ¥4 saee oft Bt SYAFth AficGel®. and a second user,

There are also provided a registration authority (RA) 106, a certification

authority (CA) 108 and a validation authority (VA) 110.

In the prior art system, the data object to be delivered is a certificate
for use in public key cryptography. In public key cryptography, a public
key certificate associates a public key value with the certificate’s

subject. The certificate’s subject is a particular person, role, device

or other entity that controls the corresponding private key.

A public key certificate is digitally signed by a person or entity called

a certification authority.

A registration authority (RA) traditionally manages interactions between a
certification authority (CA) and its subscribers oxr certificate
applicants. There may be multiple RAs for a CA. The issuance of a
certificate may involve a personal presence for verifying the applicant’s
identity through presentation of identifying documents. The RA does not
iteelf issue the certificates but may validate, approve or reject

certificate applications.

In prior art, the method of delivering a certificate starts with Alice’s
self-gsigned token (PKCS#10) 112. PKCS#10 defines a format for a message to
request the issuance of a certificate from a CcaA. The PKCS#10 token 112



sel f-signed token (PKCS#l 0) 112. PKCS#10 defines a format for a nessage to
request the issuance of a certificate froma CA The PKCS#10 token 112 WD
03/ 041338wb@3/@BBR/ 04759 25 allows the requesting entitypPCANGRIR0IG2, to
supply her public key and other val s requested for inclusion in the
certificate. Alice 102 sends the token 112 to the RA 106, which converts
it to a certificate request 114. The certificate request is sent by the RA
to the CA 108. The CA 108 converts it to a certl%l cat which it sends
to Ali cdlem9 tha| Fesuedpnd eRndy- (M8 el f 1 8PP T16° an e G°t0 Bob 104.

Bob t hestreendsueheeqgeertelf foatiecimrdharigethe Geatlxﬁalcii’él%t i 6%1%E%FFP§F ( VA
110, whisgh.ganverd so ite kA Bevakidat i@Rerespense ali8riticiBole teduesEi gure 1
shows the Or'ﬂxercertlflc G2E Q&Iesgnfs sQn{"ﬁghﬁfesR‘g@ée@hé neapapent heses. 144 gure 2

shows a f1ow i agram ﬁetradltlo t
descri b¥HvaBHovét A Fc‘"eerc,trléh‘faé?? %\lGSé’PfChsrlE; f’oiko Slllme %Eg 1PI rhg%e 51?5 201

and sengswdthits 202 ifbcaie R ThbarRAdclmn bel t1§4t h&oPoka? £8°3F *Bert i f| cate
r equest 203+ ahde seRdsn2 b he vapiddti bc atehaequesia) t bla @AicHThem@Ateonvert s

the cerfificatg [£qYsst, Lp.RLehk idy 68 €0205 raekSendsweOfne bhescestificate
to Allce Kli?cgls%%g 10} 80hee certifica g to Bob. Bob need to have the

certificHg ?/ﬁllf’ﬁsatl&dn%eﬁ% LERAs™ R&"C6rtiTicate to a VA 208. The VA
converts 209 the certificate to a validation response either confirmng or

denyi ngridtat 4 BRoweht Fidwaisydas vilthd. crifecivakl darskten 200eshFhserbisrsent by
the VA 10 Bab..210; aBBv@ dﬁ%é bed. @b dienenti gaka theeprosens fimvertton, a

nmet hod and syste rred fo as, t hod ,or systeni .
Thi s sy%‘fjeﬁf‘%{sseg JO% 9 ureké uglﬁn% ﬁéH?,@%é m?t?rﬁ%%&rggas F(% gure 1 for

conpar i Wlﬁtﬁaﬁes@ue%é%n‘b@d@ﬁ%‘?ﬁ ZP%gcﬁés‘"c‘?rlthbcﬁtﬁ TEMPEC of° BeTivery of a
certifimat eafomvese the qublficakeyregrsgit bgrapghytitioney e’ s @14 Btone
evi dent ¢ d Q%rﬁrf%@{ét tolIM@Bt | GNits sBels RestdhHeCtert ittocd tre tdeddby erppbof

Ce”'f'cat HQr LS, par ey, e :ﬁgzcéx'%l@-léiﬁécifdge@kent'ty
oLt 0L S L1ty e B ot

previ ou%‘P&y r%ﬁ ¥f*e‘i°€ﬂe“3%2\%ft%e ﬁeﬁfl?ﬁé n& Y‘—ﬁ %ﬂk %geﬁ%onse nfor mati on
about Abdnfer80®. oAldeppiB02haefds certébirs|ignadlibkefS V214 tBoh 304. Bob
304 sendssgohee tigkeme3d2 dhachangesdod aioa CA 308. The CA 308 converts the

token to a request 314 to one (or rmre) RAs 306. The RA 306 converts the

o0t L0 L IR RS0 0 I OR300 (TR, SULADELAS ek 2
are referred to as an empowerment method or system. This system is shown
in Figure 3 using the same structure as Figure 1 for comparison purposes.

The embodiment is described in terms of delivery of a certificate for use .
in public key cryptography; however, as will become evident, the present
invention is not restricted to the delivery of certificates only for this
particular use. Alice 302 is a described entity and Bob 304 is a relying

entity.

Referring to Figure 3, Alice 302 has previously registered 320 with an RA
306 and the RA 306 has information about Alice 302. Alice 302 sends a
self-signed token 312 to Bob 304. Bob 304 sends the token 312 unchanged to
a CA 308. The CA 308 converts the token to a request 314 to omne (or more)
RAg 306. The RA 306 converts the request to a response 316 to the CA 308.
The CA 308 converts it to a pre-validated certificate 318 which it sends
to Bob 304. As the certificate is pre-validated, Bob 304 does not need
the explicit services of a VA to validate the certificate. The functions
of the VA 310 are combined with the cA 308. Figure 3 shows the order of

these actions by numbers in parentheses.



to Bob 304. As the certificate is pre-validated, Bob 304 does not need the
explicit services of a VA to validate the certificate. The functions of

t he VA 31Woasm43681hi ned with the CA 308. Figure 3 shows tIreT@RIRN475D t hese
actions by nunbers in parentheses. W2603/ 041338 PCT/ GB02/ 04759 26 The

met hod 400 of the described enbodinent is shown in a flow diagramin

Figure 4. In the first step 401 Alice creates a self-signed token. Alice

sends 402 the token to Bob. Bob sends, 403 t o} CA.acThie iGA
conver Tis= 48dhacha0f siefibe GegcHard ?“@aéjé‘é n%aln%%ggejﬁlgg'%&ﬂt% he kragque‘;t_,L Lo a
RA. TheifAeconventismedBbrdthetemdaetlied APPSR ARITEENEEH07 ‘the
r esponsg, 4.0, §henCAoxbhe: LAcEonwen tenddBoshehe eshense &d?a pié- Fal i dat ed
certificate and sends 409 the pre-yalidated Lerbi{iscahe dequBabro Bhe

tradi t FOREF=SySfeiof the prior art and th ribed.gnbegi reat of the
syst enkbot ﬁh@ﬁ@cﬁt’%vetrﬁﬁe‘éoggli]f‘l‘?/éfleg?%sﬁs?o @ofc% s?%tgeéﬁ%egtﬁg? W th

ice
sel f - sirgstichge ad okerrrandrien @A vicnkeBEhs Po 8 SHRG S VAl F Fifed ég%?dfi cate
nanmi ng .Ali;Ge.AS SHBjfelis At thherdiageddtmdBedripdiedtonty £Phe first of five
steps in the enpowernment system of the described enbodi ment and the fourth

of six steps in the traditional syste I Sp. Gl L ERC Bigeguence turns
out toTh%\Féaf‘%ﬁlﬂnéhcsfﬁsﬁamcotfnggﬁ é:n%]%sa?} %% ?hee@éa%%vb\ggg%r?, ls%siz m300,
Alice 382 wyanew ook esxpcuth EhFPAMGIERTSE P of Bt bR T afisact i'on V_\F‘II ch of her
i dent i toes iasi:2npl oyee, atdxpayerh BankossssasrpmeralifeEeGRYME 2% ) to
assert. and which af hefeat!rihutas Aiikenmso-aby ppetsonal ttatayst of enpover
her RAnéx&]Gn - or RAS dis¢ Ss?/'sté%i Ne e 1BOBes 30hek SerdOWirent tdAid €hst onmer

. - to I

rol e wifthe tHEPTA™308S TRE"Certi I cate_pol icy reflects what he is willing
to pay,foerdbPEreiaAterfpiavel PRI ¥ “fodel in which liabilities are
understood and controll ed. Because there i. no requirenent for a
certifigateyto.exi-st obefgishAl teesnakeso hewef fastreacdiiay SINgAGLFFES - she can
sign her agreenment. dj. gitalhy, rathenothan bhRoodantwriet yenuiariny dhe
errpowerIr’i‘eFF:{"t‘Ae s‘?@%‘f“’eerﬁ“‘%% %%:C%t $ ,ridstelt .away fr lg}rqu]é)gg n&g{h%r(?fbeﬁuk
certif iccaberagsprirR ot ngh dged- dent Tty ' t owa a rreg) ani Zn%é hr gugh
whi ch acudasers ubjedbnym i-ck B02ssEiptiRer8ldh S RA Y0 FEVERF Y al T dat ed
persongle-dala bocd E6l drigdgepaityrRy Bob -364)RAsA-publdieciasy - values FeCones
just angther piece.ql Yalidal ediDeasonal datasdelteesadrthouphlichi s
process: THe ‘Sfpouer et SYst.em, of,,{ g, 068y bherkeBhadimentusisenon

" . model in which liabilities are understood and controlled. Because there 1ig
no requirement for a certificate to exist before Alice makes her first

ever signature, she can sign her RA agreement digitally rather than in

handwritten form.

The empowerment system 300 shifts mindset away from the notion of a
certificate as part of a managed identity towards a mechanism through
which a data subject (Alice 302) empowers an RA to reveal validated
personal data to a relying party (Bob 304) . A public key value becomes

just another piece of validated personal data delivered through this

process.
The empowerment system of the described embodiment is now considered in

more detail.

THE DATABASE

The described embodiment of the empowerment system assumes that personal
data is held in databases at one Or mMore sources. (The term databage 1is

taken to include directories.) Databases model what is going on in the



nore detail. THE DATABASE The descri bed enbodi nent of the enpowernent
system assunes that personal data is held in databases at one or nore

sour ces. Wole/otBBsn dat abase is taken to include directoriPeT/GBDAtIBHases
nodel what is-going on in the WO 03/ 021338 PCT/ GB02/ 04759 27 real world. A
change in a database reflects a change in the real world. The enbodi nent
only applies to those database entries which identify the subject- that

is, where_there is sufficient .infor i in._t t hStdAgui sh t he
subj ectrela}o%’r&gl’ ot hcgl?n U eefe T Stg?aétfggg!t:%gag%, h{%/.éhgi}eq%ofr dui r ement
that ddtbebaseeslingRt ey FRgLted B2 WRFECHHT Mt SPHSES ‘gkélé“‘h THE ﬁd%%.

Gener al dupj etherratcais, behaxpdetredit cubbiaisre infammagaen idy i spEENtf y a

subj ecty; s Thefigh! oW REL| ScafrduMBYl ReHeeXubaedtsf I0rnAL iealzaret. hl Theges  entry

in the personnel databas i ar 181 SALNaB AbdGBa b BREI Ng
Dat e of bt h X9631T: 7€ﬁeacrr§ taa% %eesgs%%‘g%Soat View Road Enpl oyee nunber

65193 Alcésded-uni que nunber at the Internal DF456781A Revenue Service
(Acnme hold this information to pay withholding tax) Alice's banker Rutl and
Bank Aldncensihankeaccanne aryEesd (Ache mbok dHaB08E208y tbhidernithfpranation in

or der tsOLLbEa%{t AI 15 %@ngw%ngé")anp‘irﬁa%@;néd \@Ega}&' AR agdel @88thling’'s
alice.earth I n% cne.com_"Allce' sé%oge e. i Ieragdn(eegi_ Al i ce@arthling. name
Ali ce' SHUBYKIHABRLHIBRT F8GF°15° 55003578 A5 °ce”™s cel | phone nunber +99 73
0578 2407 Alice's hone phone nunber +99 13 2553 8109 Alice's registered
domai n nane al ixe@eearthling. name The val ue of thelpsbErethikeys mat ching
O56DF57E4. .. the %r(ia%%t.e key under Alice's controlAJPEG file containing a
full face AD53 S Ié??%EABGG?& .. photograph of Alice

Home address 65 Southview Road

Employee number ‘ 65193
Alice’s unique ﬁumber ét the Internal  DF456781A
Revenue Service (Acme hold this

information to pay withholding tak)

Alice’s banker ' Rutland Bank
Alice’s bank account number (Acme hold 01081208
this information in order to pay Alice

each month) ‘

Alice’s work e-mail address h B alice.earthling@acme.com

Alice’s home e-mail address A}ice@earthling.name A
Alice’s work phone number +99 12 3000 3274

Alice’s cellphone number +99 73 0578 2407

Alice’s home phone number +99 13 2553 8109

Alice's registered domain name alice.earthling.name

The value of the public key matching 956DF57E4..

the private key under Alice’s control

A JPEG file containing a full face ADS53827D5CB88E575EAB6678..
photograph of Alice

A TIFF file containing a digitised FE4368AB543C55FDE653FB6...
image of Alice’s handwritten signature

A pseudonym 756384928475

Alice’s salary €60,500

Alice’s external purchasing limit at €100, 000

Acme



A TIFF file containing a digitised FE4368AB543C55FDEGS3FB6. .. 1 mage of
Alice's handwitten signature A pseudonym 756384928475 Alice's salary

60, 500 AWDma/os138xt er nal purchasing limt at 100,000 AcnPCWOE3/00752338
PCT/ GB02/ 04759 28 The data in the database entry for Alice Earthling
includes attributes which provide identification, authentication, |ocation
and authorisation. Note that a pseudonymis permtted as an-identifier. As

the A iﬁ%( ASrE exaiplagc dncl udes S&Féeﬁﬁiced%&ﬂﬁ%&pci&déssa@&%h@ése to take
several _vi of. .th e i.fferent, .i dent r..So for each

ws e enptry, each with a di , fi .
o ew ¢ AV Rt Ferb  hariRy | af ke et o et T, mh ot B R
cont ai ndo4P| thate 2 ghtPpuie s FRrPheEsEnts yrek¢@Stfi9fose in the primary
identifier which characterise the view It mght be necessary to use a
combi Natd @Re Of1 idLYAdrRULESHIE A cEXAEP L Eve RBNKG rANE: 26 ¢ OUNt s NBUHREE) e 8
const r Yok 2,31l & DL Yl deOt) flely Alnd, $RAlSaRILbHER. (T olo exampl e,
per sonnel nunber mgﬁt su]f:l ice. m_f%e exanpl €, ﬁll ce'’s sal ary w i
al ways $EPpateY sPe¥hespt SaiteEr el ML TIRT RS- R FI4GET esSEM A PIbE Sar t  of
t he predintates isdlatie wiwnibuesecepttinentuyanedgptt besei swthhi mtimhas her wor k
e-mai | adde esserasnidie cRdda0Bdi skdeny kider . 1Notignt hat nddhspop sobhdd by of the
public key, yalue QF'anﬁ%tuQ%.ih”Z%Q‘ e;!aﬂgi;é,' fbg:‘?ﬁ ahﬁl b EOL,)- gBki ng the

practical assunption_t e same y Ir W never e%ﬁgenerat ed twce.

Thi s deSTPFPtioR FEFEPTRE QAR HIT CasE” THIPHRAEN A6 FHOoF o POF t he
si npl erpsrasensyf nanesamt pishiphihibas &nl sheopeanpdssiBies\d ealdpcuisle it has
only onawatsrddubee @t st poddiatts | byt esprkhainaGDUHErbes &ipI iveapyrt of

i denti fier - Dat.abases.pf Jibe EQLdpd Usl, descty Red ALy eadyn exdsShe PRLYRSI vely
t hr oughout '1tahd% wor | d hpet Eo.ver nnent ng artnments and agencies, |arge
0 :

cor por at i 6ns and- - host e 8r €6t T ot gani sati on. THE CERTI FI CATE One way

of storing data about individuals is in the formof certificates. -In the
descri bedeertpodichentossiilies pécthoobubhii kedualise aicerd pkigate can be seen

as a digichad#)Skgnadofed Fa&ct pixal e K¥aéiicar dakahasen dHiScLaRanbe

ext endq{%yf garlltrh%l{ %ebgglb%dgeen%gggég i.cates relating to entities that are

This description is for the general case. The system also allows for the
simpler case of an entry which has only one possible view because it has
only one attribute or set of attributes that could be a primary

identifier.

Databases of the form just described already exist pervasively throughout
the world in government departments and agencies, large corporations and

most other sorts of organisation.
THE CERTIFICATE

One way of storing data about individuals is in the form of certificates.
In the described embodiment, in respect of individuals, a certificate can
be seen as a digitally signed extract of an entry in a database. This can
be extended Ffurther to include certificates relating to entities that are
not individuals. In the described system, certificates are the mechanism
through which entries become visible outside the organisation operating

each database.

A certificate in the described embodiment must contain information from a
single view of a single entry. As will be described later, it may also

contain other information. This is a crucial difference between a



not individuals. In the described system certificates are the mechani sm

t hrough which entries becone visible outside the organi sation operating
each dat awas/4id3gcertificate in the described enbodi nent POTIGRIQOIED N
information froma single view of a ®ingle entry. As will be described
later, it may also contain other information. This is a crucial difference
bet ween a WO 03/041338 PCT/ GB02/04759 29 certificate and a database entry.
A dat abase entry sits there w h aI I gplvg_thlanla
certi f femtiéicaePdentriTErei tc 5 t8ea %\éée G‘eglegy r%tp%g AL %bfi cate
nust cerndwai aqiahdyfoddsibté maky 3 G%Trﬁﬁff?%%e rE]FeatlfiﬁIQ "gbe? 18 comé“llect ed vi ew.
The i dgrgtlntgglnglle{;} a certificate is called the "distinguished nane". A
certificate nmay al so contain i nfornatl on fromthe predicate of the

sel ected view either the whole pre ogdeql@yf%n;g;lmt@ng sebsied of it.
There PCantEfi@tFaPiy PARE Befti 1 ca ahat cant alﬂs a distinguished
name. belqaetiGear The héepriéthcalt & |CﬁFB‘rfrf§f‘ DN *nd al n_authent i cat ors

(i ncl udiNg.inpetdinea Haervalruesitificoat vrs alaatcr?@ﬁﬁlsfer%f%m‘&t’rﬁih EhPT
identifjey Wer e,0N8 1 0L+ JH0Y £ou) 08 ek NEHey whelenbirédierse @meanm@FWé?c}e t hey

di2a

may be”User u F as a redund C 1$He EOLt @6atRIR, odly a

certi fFB‘%ﬁeé: fhidtn REESat %anﬁélaectg%ﬁlr% Q%uarnr%g?@{aﬁs the primary identifier, one
or nor digfinghéshest RePe-i dentifiers (common nanme, say) can be used by t he
bank to doubl e-check against ms-identification. A traditional certificate
known 1,0 tAguR, oeh@rp&eaaaea|ﬁﬁeﬁnaalsmmaeccomlnme¢nmeatw| ty but does
not identify.any pa %gka\;alﬁgg)yl RG-RBEL Y REno@Rkis YndAdnebyimgyentity is a
user of “B°EE) P?TI i's, someone who relies on the accuracy of the
contentlée%tflftlﬁéscertl ficate. The nodel’ s taxonony then devel ops as fol | ows:
A certificate containing as authenticator a public key which matches a
privat gukey Jdasesk ke Giceabiingrdiigietal fisrgratutesuisd, shasdey hisugetsl

veri fi cat| oL G&EdAL) CRL & ing %%Eﬂlafﬂleﬁtl G C&fmbid cabes careidicbkbremhigsued to

the pubTi ¢, or not, and either. qu d; O Peler The diffeeemcents
i rrporté[’ﬁ‘tg aﬂﬁ‘é‘léu%%oflﬁ‘é %rpgant% ? JMF;‘E?eccg{ 82?% S gnatures D I’el(".‘.ltl ve

treat s otbachidehabhiedif feopppp pgne, say) can be use

double-check against mis- identification.

A traditional certificate known £from the prior art identifies a subject or
describéed entity but does not identify any particular relying party oxr

1 i 1 1 £ i who
entity. A relying entity 1s a user of a certificate, that is, someone

relies on the accuracy of the contents of the certificate.
The model’s taxonomy then develops as follcws:

e 1A certificate containing as authenticator a public key which

" matches a private key used for creating digital signatures is

classed as a verification certificate.

® Verification certificates are either issued to the publig, or

not, and either gualified or not. The difference is important

because the European Union Electronic Signatures Directive treats
each class differently.

¢ The model assigns certificates to one of three further classes.

The classes are traditiomal, empowerment and cugstom. Further

information on these clagses appear later, but in summary:



The nodel assigns certificates to one of three further classes. The

cl asses are traditional, enpowernent and custom Further information on

t hese cl awoas/nappear | ater, but in summary: WO 03/ 041338 PCT/GEH24B4759 30
A traditional certificate identifies 3 subject but does not identify any
particular relying party. Arelying party is a user of a certificate, that
is, sonmeone who relies on the accuracy of the contents of the certificate.
This class of certificate is found extensively in Qriorbaﬁk“mnAd8ﬁ§t°”1
certificate identifs e thatitienglelcgriigipart yoahdt*5° SuBjatt and the entity
who signs the certificalfeis 89§ pakhenfiubj aaiind vhher cert¥dlvéay @3- An
enpower nent certificate i der}t iafl es,both.a Hekying sondRkt yndirdleessubj ect ,
and is signed by thé 8uBfECY. ® Enpower ment %pghcust mcerlifigates are
ei t her instantaneoudeorcdustry PErihe “PATR4Ft9 a?f@ér%yglcales are al ways
long term) The perdiadsoff vedtidi¢are of SeHnd MItEPtiyREOIL BBIYi fftate is
short enough to practically prevent nore than one signature being created
inthat tine with the same private Kkey. It is possible .tq c ny such
signatures with the samuspet varetfigale daFrhig the ‘%gr? o 1%%gv§%ﬁ%§?§@of a
long termcertificat @u]dict hamoselenalty enposenseme eertilieatomi ¥éatfi cation
certificates are classed a5 J:Ssyedetoidik@cpublic. In the nodel custom
certificates can be either qualified or unqualified while enpowernent
certificates can never be qualified. THE REG STRATI ON AUTHORI TY The
traditional notion of xa dBgichbat i@Bt atitdaoe i tdent FAps partdi st=e1ying he

descri bed systemin the faorm of .sources for. A, e petied. In the
enbodi ment, the reg?¥t¥aticon ATERDT ta§/l§flosr séggeitdvgélqggb?%gt is defined as:

The controller of a database... who has agreed with the subject to becone
an RA iR-deshest b &lieom sbiemicates ararel that | izgbanaRepuss Of ntry

for th%%%&’lit%%ﬁaf Qgre/%iu&egf ard %%wémn_sﬁérg{sr@ug ima/e;z?'(dcaﬁi‘@ﬁiﬁ@w In
respect o a girven su ect,._an .1 S k{ |r§4gct ﬂ}%&e#&htan

| ndi 1 o6f R PFRIGF RS THe o FFRTSHCS” IS ohs TolT ave: V0 08/ 041338 i vate
PCT/ CBOR2tH 4L B8 one signature being created in that time wit

key. It is possible to create many such signatures with the same private

key during the period of validity of a long texrm certificate.

‘In the model all empowerment and custom verification certificates are
classed as issued to the public. In the model custom certificates can be

either qualified or unqualified while empowerment certificates can never

be qualified.

THE REGISTRATION AUTHORITY
The traditional notion of a registration authority (RA) persists in the

described system in the form of sources for data to be supplied. In the

embodiment, the registration authority for a given subject. is defined as:

® The controller of a database..

® who has agreed with the subject to become an RA in respect of the

subject ..

e and includes in its database entry for the subject the value of

the subject’s public verification key.

In respect of a given subject, an RA is either a direct RA (DRA) or an

indirect RA (IRA). The difference is as follows:



31 A direct RA holds the value of the subject's public key as primary
data, updating it in accordance with events in the real world. To achieve
this, a DRAopneizabl y has sonme sort of contract wth the PabjGBIR/H0IT39CcOVer
notification in the case of |oss or Xonprom se of the correspondi ng
private key. An indirect RA has cached a | ongtermcustomcertificate which
contains the value of the public key, and has access to a current
certificate revocation |list (CRL) which enables the continuin validity of
such a certiéi eatierdcd e hehbckod. valORIAE &R BRPTHE ﬁe&ilblfﬁrlie}%’eg bel ow.) The
same or gani sgf. QQy”aaQQt Bt ARA | 1 besheehcOlviomeventy eattiendean | RA in

respect of a ot ubj egt, can have houi..al s having at | east
one DRA, al t'f‘l?ﬁ}&h 11 a?%lev%sg?lbl’ r%ggiﬁ@?!’l% have a DRA _and no |RAs.

This i s becausd tbﬁéﬁléj?ﬁ}stio lfé’@ﬁrfﬁﬁﬁéjr?tﬁﬂntlﬁletl?%fc?%%torfuc? Ur 8 where the
public key vabwgomise boothet cappedondinbexsvatssyect had a DRA in the first
pl ace, there could be no |longtermcustomcertificates for any I RA to
cache. If a subject stopped having a relationship with a.g DRA, then
it is likely® ®hatndirpct B2 has €9ehfd PolRFEEFTH €H§t't°6‘rrfeéretr"tfﬂ?a|‘t§at &5 oul d very
soon appear cifiaihe (GRLea1vi &0 thbepddRAs 1efiecind Bas werysqubckloprtdre subj ect
woul d cease .LQ haye A0y, JBALehall ORR] 5.6k I ekesTERS Gohbinakbing in the

descri bed s prevents a su
ei t her becaﬁ§%1’tdﬁéysctfbf‘é‘€t ah‘é%r%f"éatt ntbgngh g pg‘%;&é %g eq%ﬁ%%ne or

nore key pai fsrtdes bglagkled by one or nore DRAs. The mechani sm t hr ough whi ch
the DRA is sure of the subject's public key value is outside the

descriptiop Qi yen here angdidis HOta PREtinOkeddter dnypntdubiectlhad emaren hovever
pl enty of exanples in kgrl or art of howthis relationship can be

i npl enefit BXFPH AP Sy RA - DRA or IRA - has to have some method of
establishing the value of all the data itens it holds "for real"” on each
subj ectito B@bjdetiStart hevepubl 17 kieyrovAgalaw, hetieseat Seast IPaS PR eXiPeEFhg pri or
art in tthké ﬂs@@blé EPra %@%Iectn?@-@ﬁvé NObrA Nn@ n€a@rhs f | cai€ iSi Gaedsby
SOWEbOd‘%Qge' se. be h%mc recl %8§ &tf!rQﬂqr%t&x@ Sndmspecifibed weghanusmis

axi onatitEr e g eredleri veryt

wh th
nmodel dié;péﬁ‘é{%stéﬂppet%l ”&3?? abéi‘”ﬂb“&o]ﬁ%d @o?%&?l{lha 8%%3? {)%GSSghe e

PCT/ GBQ2u04 7A59 no longterm custom certificates for any IRA to cache. If a
subject stopped having a relationship with its last DRA, then it is likely
that all the relevant longterm custom certificates would very soon appear
in the CRLs which the IRAs check, so very guickly the subject would cease

to have any IRA relationships either.

There is nothing in the described system which prevents a subject having
more than one DRA — either because the subject has more than one key pair

or because one or more key pairs are tracked by one ox more DRASs .

The mechanism through which the DRA is sure of the subject’s public key
value is outside the description given here and is not part of the
invention. There are however plenty of examples in prior art of how this
relationship can be implemented. In fact, any RA - DRA Or IRA ~ has to
have some method of establishing the value of all the data items it holds
“for real” on each subject, not just the public key. Again, there is a
mass of existing prior art in this area. (“For real” means “not in a

certificate signed by somebody else”.)

The correct operation of this unspecified mechanism is axiomatic to the

whole model. Everything that happens elsewhere in the model depends on

this part being done correctly.



32 Figure 5 shows a representation of the RA 500 of the described system
The RA hol ds a dat abase 504. 506, 507, 508, 509 are single views of the
dat abase.wbasi4ms3ew 506, 507, 508, 509 has a distingui sheedcmaor2p169 512,
513, 514 for that view which is the pR2imary identifier. The views 506,
507, 508, 509 can also include attributes fromthe predicate of the

sel ected view of the database, including public key values, |ocators,

aut hori sers, Lte. In the deSClbedSSt d 1e| R
capabi IFLEPES 5 APC'HAR (BP &T¥Her & & ZD E@SO:QA% Qﬁ%[gd taséh'gag ga%gﬂ%sgh

cont r olTberRA dghds r?aliﬁitaé’ia?@ &4 - pr5(9€es T he'ab%® PFe HoFEse dreBack 5thj ect for
what evelat56880N Eddh 8w BEEr 507 r e beiosghan aRN stihgitished pelds5ihatldat a.
So, for;examml e tthgﬁf xﬂ%&%ﬁﬂ%ﬁ' ideparg ety efiedNiEce Farhdiviiags soenpl oyer

Acme will conti nue olcne Sqd he.pmn \/ vinQl L.agalnsto«t hg enpl oyee
dat abas8” " A’ RA> fcal |atlﬁ q de)%tgﬁouﬁtg%:efﬁgg tra}% ijrrocess]I éggrlys updat es

di gi t alsleyectddgmber 19§ ‘El?‘f‘ed%‘iﬂ?jaé%t ineheding Birdng ktePie ?&Sfe §-public key

(ei t heruthecanse, «@s.asDRe; detciipefir mokieng Re fowe Wy 4RLIMMAPIbecause it can
val i datg Lpe caghed certificate against the CRL), so it is always able to
check the signature. Inportantly, an RA can send a nessage to a certificate

authority (CA) which can result in_the %nl ng q: oEfVOk' ng a digital
certifi*Eak®. (OTTRETEEsESBR By StROpT &i &t atf" |t nan grrdnl sations - and

per hapsmanpstin engamroseds bs daice hithhehés pabiace %%’é?‘b’i’ fc’rV\W ALepRTCHARRWAS. I n
such casess, HeiNGE-8n FRAnyidd rhe thaei demnbads toatbéhrg senetivrneraebie. There

I'S no %e%ﬂoﬁnéf%‘ébéﬁ%ﬂﬁ denathe §é(§cth€£%§'%r R1808} Iaki ong 1WARsenwhol e
busi n ssion is ;ﬁr}é RPGRA .al t h%]% such g%ggglsgatl ons are

obvi oustloypr‘b‘be§'§| breme ys?a@ﬁlo del. abstracts a di gi tal
signature to the operation of a finite state machine called a signing .
devi ce.anThe airgnitigrdeMisel dwms ractassatdopaccesolantey ofedpbealdigie 1thi ch
correspondss iy, the usyal . Stﬁ{édai& A&t iHeNsfj ecan gl iicz eebTi (eetmad whi ch

increngnts with_ a granularit one.sgcond.. . The s]ggg% of st hgymachine is
def i ned 6y "t R& ?/%R%é of a"l\%e(:klrl ?t Wi ch can ¢ tgaesf rlomt?q;l_?L to time;

WD 03/ 041338-PLie @G??@&?S@lflﬁte taﬁé”\‘ﬁfl e c?fu’)an s@n’poﬁér HERYScErtiFicate
seri al dngrbethe whirchyure.

Importantly, an RA can send a message to a certificate authority (CA)

which can result in the CA signing or revoking a digital certificate.

The described system predicts that many organisations - and perhaps most
organisations within the public sector - will become RAs. In such cases,
being an RA will be incidental to being something else. There is no
specific requirement in the system for organisations whose whole business
mission is that of an RA, although such organisations are obviously

possible.
THE SIGNING DEVICE

The model abstracts a digital signature to the operation of a finite state

machine called a signing device. The signing device has access to a

source of local time which corresponds to the usual standards notion of
GeneralizedTime and which increments with a granularity of one second.

The state of the machine is defined by:

e the value of a key pair, which can change from time to time;



is an integer that increases before or after each signature operation; and
(optionally) by a set of values that enable intelligent guesses to be made
of data twolws/irses uded in an enpowernent certificate. HowcCrlaBommetsbne and
its state are inplemented is not defidsed in the nodel and are not part of
the invention, but it may prove helpful to think of a smart card or a

w rel ess device. There are m nor privacy advantages in increnenting the
serial number by ampounts ot her than unlty to obf uscate the rate. &t whi ch
Alice is effecti e yriwd 0§ TpERRLYBREIL KoLk Foetrattot 'gl? proceed as
follows: ~ The J(.jse%.hCl@ltla@éﬁ?%h&ih%n‘é@éé&solﬁeﬁcﬂe axoaaa;eﬁ ieren sighecwevi ce
increnments the e wer nent certificate (EC) serial nunber. For each of
zero or nore obj ggtflont’o “be si gned in turn it displays each object to

S
Alice, and recei \(@@;ﬁmﬂrﬂyher)y a decigi vrluephBtaliesnadienbtteldiginn. For each

obj ect that Alice van S?t%aéé%’} abfs 2BYie ther @eNi G anCargEatm Si gnature
bl ock over a dati s?ruc ure consisting of t he Obj ect to be signed; a

reference, by <&ti&laifinber and the hash of Alice s public key value, to
the EC about to be created; and possibly other information. The device
t hen dhepleaésmmlﬁg Sanfid MekionRreCreeamatitth id nbelddtgent iguessesdsdf t he

val ues '[8 1% noné: Qg@%f hd 8 EGiont %@tb@rmaw ;;J:QVE he-15€usa)d ahidruaber . These

|nteII|gen gues are co ut e romlnformalftl naIIyto
R AL S T nEPL R KBS 03 Y om

t he i ntierreiehyitmeltbe @pﬁ@nallumeFaFDMe@“O‘m%é’tH%’intE%n B FEstt AR féaf‘?om t he

i nf or mahkoftAl b€ anpeorl ded is( effeac teptedningorparhbidmt.el | i gent guesses) and
fromthe signature blocks of the signed objects. The period of validity of
the EC_is set to begi in at Lthe time taken at the start of the operation
(in thé FIFEPIRtRTaITEpBVEY PENG “ends one second after the GeneralizedTine
recorded at the end of the operation, or, with

® The device takes the value of the local time.

® The device increments the empowerment certificate (EC) serial

number.

e TFor each of zero or more objects to be sigmed in turn it
displays each object to Alice, and receives from her a decision

whether or not to sign.

e TFor each object that Alice wants to sign, if any, the device

computes a signature block over a data structure consisting of:
® the object to be signed;

e a reference, by serial number and the hash of Alice’s

public key value, to the EC about to be created; and
® possibly other information.

® The device then displays an EC confirmation screen with

intelligent guesses of the values to be included in the EC,
together with the EC serial number. These intelligent guesses

are computed from information provided externally to the device



Alice's approval, a longer period. The device appends Alice's signature to
the EC. THE EMPONERVENT CERTI FI CATE As an alternative to certificates
descri bedwprosjunizes art, the described system provides forCAdGBRIe/0$7530ftwar e
to send Bob an enmpowernent certificaie. This alternative mechanismhas a
nunber of uni que advantages that nean that Alice does not need to be
"issued" with a traditional certificate (or, indeed, any digital
certificate at all). Although Alice_has_not_b " Bortbidl a
certificate, herensgt twpar Evokedq 128 FHPTNTES lgte%glrg%il% i%%g?e Wi th every obj ect
she signs, butvdiueks always a certificate that her software has built for
her and that she herself signs inmmediately after signing the object to be

signed. The whole transaction can sonetines b mLet £l :cehcaRsdd ated in
the self-signedToerdsvire félat he, E*makPhg fhlé&s?ﬁmﬁ an associ at ed

of
obj ect unnecessany.c.giRe eescehbedtsysigent cakssy) h@%%ﬁ‘éﬁhﬁ SEBPFYST gned
certificates " eﬂ%acq{\geém%_ centifipates” . nimpewesarentvadentiy P€athesEean be
Sm Dby Whi

seen as a mech& i ch a_user, St hens: (2 gad Bpacaess to
thei r personal igate, t9 r?@?b]ﬂiar‘—rgt}f‘%elﬂr“ee%t%g ic tkez}/ which can.be,gonsidered to
orie seCoIl

be an ordi nary (phete Bfrspersidsal abodéia.an?heé‘dﬁener atron of an enpoyer ment
certificate inghydes:ihmiheldconiag stegs. endfRE B @E?’?tﬁ8nb€r$il gned, if
any, are signed,first, Wt aJf osnprdpesieter eneeaidvice FrerenpoRet e ft
certificate abouiL to be creat included in the data to be signed. The
enpower nent certPPIPEAE " SPTHen created and  si gned, with a backward
reference to the signature blocks of the signed objects (if any). The
fol | owi pg: iRbSHRRENORERSFaentmi ned in an enpowerment certificate: WO

03/ 041338 PCT/ GB02/ 04759 35 A distinguished nane that Alice asserts as

"issuer". The sane di stinguished ASaSubpecdr ardherndi sddcmgprdshed nanme
of the Peld aggFarty’s tel'hc_rg%%s ﬁaﬁefji%% ed nane, pr argr%i?é“m%@an resol ve

Ali ce' ssystiest pruyiishddr niaiset ® s2Tpiis £° 1KEY° val ue (of _to one or_nore_such
val ues) ccrAsReiicad nfisvalicthtyidegerimphgn oAe SEEBAT BEFEHETHE T1me taken
at the start of. the, Signidg QPekatd aa Badiendiangvite eattddéridHan two

certificate (or, indeed, any digital certificate at all) .

Although Alice has not been “issued” with a certificate, her software

still transmits a certificate with every object she signs, but it is
always a certificate that her software has built for her a?d that she
herself signs immediately after signing the object to be signed. The
whole transaction can sometimes be completely encapsulated in.the .
self-signed certificate alone, making the signing of an associated object

] i -gigned
unnecessary. The described system calls these special self-sign

3 : ”
certificates “empowerment certificates”.

. ' . .

EI[lpOWeIIIIEnt cerxr tlflcates can be seen as a meChaIllSm by W]:llc}l a user

empowers Ot]:lers to galrl access Lo thel peI OIlal data lIlcludlIlg thelx
h r S 7

public key which can be considered to be an ordinary piece of personal

data.
The generation of an empowerment certificate includes the following steps.

The objects to be signed, if any, are signed first, |
pbout to be created included 1n

with a forward

reference to the empowerment certificate a S
the data to be signed. The empowerment certificate is then created an

signed, with a backward reference to the signature blocks of the signed
r

objects (if any) .

. . . . ficate:
The following information 1s contained in an empowerment certific



seconds after that tine. (Optionally) a set of attribute definitions. For
each attribute definition, either an asserted value or the distinguished
nane of awoORA/ow3es hol ds that attribute value for the subjPeTtGB02/04759
(optionally) the distinguished name o5 an RA who holds the particul ar
attribute that is the subject's public key val ue. (I'f any) the signature
bl ock(s) over the previously signed obj ect(s) (If any) a random nonce or

ot her information provided by the rely % nonce is typically a
| arge nunDer® ghosi@ovating BRtg [EhpE ﬁléce @é %’?tﬁt %%I |1§5Yﬁﬁor edi ct abl e.

(optional Ly)nthe subj ot s: ol binkey Qbjare of the subject's public keys,
or a reference to such a"key. (optionally) policy information. Alice m ght

i ncl ude a°*stweedettingfishefangngr pbsds f9YivthPéRt%he agrees that the personal

informatiQgn asserted or referenced Lo theanpovarnent; cestificate may be
used, or the< pquSté'E%uwth lﬁ{c %he st'ates that it may not be used. She

may al so i ndHeatrguhehedFpre Ve afIéi%bltlﬁé‘elya‘faeltuegé?ﬁltat?‘ifn°6fm°§ecﬂ§ om
qualified cerdiuéd)cate using the EC The subj ect's signature over all the

above. There are, cj .gnees J GILMBEANESSerd Br Whi Ch
the si gnateurpe PR the gt rgi POVt mﬂ%&%ﬁ |%eaft %Q\?\?e%o%e%r be verifi ted) in

whi ch the sﬂgnaftal}rteOéa#ebélWEt%ra‘b‘t?P e BN BAMATAATRSPER £ Rot
di scussed f ugdcbeds arEpt ivanaldine.t he nodel allows for the possibility that

one or nore e a.tg,be provided are referenced
indirectly i ﬁOPt honall??ggav\@ﬁre aglér hgd?l cdgtﬂe rather than by disti ngui shed

name. The sEGoH ghdnh atdemuké yasriptoion, seitvec enwhsclrtkaowduptdrchhRA is to be

used for eac €l S GhEAhYs 9L i JHck i@ o heramesntenef such
i ndirection % %%i%%%am%/ GB02/ 04759O 356 (Sne gr (l)xy poi nting to anot her

proxy, and s%}’béﬁﬁtwhl ch mght in principle be inplenmented. On receiving
the enmpower mesipkisentyf igat elmdgamhesngalmedoﬁ)lapem (&P Haldm thA i ce, Bob has

feog::] opt I Onspar%lcu%ar g@é’rl‘bHé&E t%'agplsy tP@lshﬁye%tV\’Qaﬁubfe‘Lé %yh%luésser ted,  not
\Y
.® (If any) the signature block(s) over the previously signed

object (s) .

* (If any) a random nonce or other information provided by the relying
party. A nonce is typically a large number whose value until it is
generated is unpredictable. ‘

* (Optionally) the subject’s public key or one of the subject’s public
keys, or a reference to such a key.

* (Optionally) policy information. Alice might include a st;tgment of
the purposes for which she agrees that the personal information
asserted or referenced in the empowerment certificate may be used,
or the purposes for which she states that it may not be used. She
may also indicate her approval for the later generation of a custom
qualified certificate using the EC.

® The subject’s signature over all the above. There are circumstances
(basically, those circumstances in which the signature on the

empowerment certificate will never be verified) in which the

signature can be omitted, but these circumstances are not discussed

further.

Optionally, the model allows for the possibility that one or more of the
RAs which hold the data to be provided are referenced indirectly in the
empowerment certificate rather than by distinguished name. The EC might
identify a proxy service which knows which RA is to be used for each

attribute. There is clearly no limit to the amount of such indirection



bot hering to check the signature on the enpowernent certificate. At its
sinplest, the described systemacts as a nethod of transmtting

unaut hentwoasedi3per sonal data. If Bob is a governnent agemcy/GBud/odlspce
wants to be mailed an information | eafol et, then it does not nuch matter if
she is lying about. her nane and hone address. This sinple use of the
enpower nent certificate can also deliver the sane sort of benefits as

browser cookies. Mre usua if there an,ae anyhind,Sh.aned,ebj ect,
Bob nmay°ROProBHEREPEYY ER a@%?‘ﬁe psféyria?rﬁé Zsoogr;lht g%e@rrpoéer rrgﬁ% ceir;btl ficate

i f he PFasimmiend¢mdiegt er m custom certificate cached which contains Alice's
public key. He wll sinply pull Alice' s distinguished nane fromthe

e”poweroQ{EPécels %tlttx!acé%tpgwe:trﬁeﬂq ddreirpl-evania kongtighem cuséarmsrextinficate and
extract her Fké fc)uely f\[_omthere to check the signature on the signed

obj ect A2 AP 5t TVE ¢F-Bob may check the nature .using_an asserted
val ue lof tRebpubl Pesk&ymahd PPLSTesTIRbl {158 F &°PRE Fest®of the asserted
i nf or madokBerifbftarppck foht helgpkgmat or ebe hetdeye At Cr?ﬁtéfiL%at&f some use
because, if Bob caches enpower ment certificates, it can provide a session

mechani,sm | applJ.cat ,ons. uharge KEX:LeUOEald:on etnof s LrRORLanky That s,

Bob wi I assom irst visit to hi ;8gcond and
subsequﬁé‘ﬁtltl%ﬂnﬁ‘f%:edmﬁlﬁﬁﬂf‘l riﬂé'@‘(‘f@sséfrfl]1s gt govemtmen%( g;wmfl; Qngg{leéﬁny of

Ali ce' svapes sonad dafed @xace:pﬁorne\alcmubﬁféekeyihelali‘fedO%%HOEdWCBr‘&%Féﬁf Tepl ay
at t acksspRy: S UPPAY iaBgu@ Heengandf and eand adiséds .or Ty sirrdekigrg of oSl ncr easi ng

errpovver man:/[v r(t\‘ngﬁé IJer‘E@%:?Ca%grézﬂll aﬂémgfngferl fhALLRL s0ds ST bensTane a8t her
i dentifier (even pseudonym) on any visit, then she need not assert her

public %@Vs%cgﬂﬁféjquent visits. This mechani sm cannot, however, recover

from conprom se of Alice's signing device, or fromAlice rolling over her
key. | nudrBeudual 5¢, d@sesersonecneaeiospamandt digaed Pdpct hEob Segstdn”; in the

second (CRge, ttlgecl§§§:s \:9@ £BAsS Mkt Bowhe thgowqasst hidrii §4 cate aifyhé maband

expl anation to te it b O NN Lisnach e
consi derBBF & adv arﬁmaﬁ%récn (o] %Zﬁ%?&%&/ %&2}% Alg@gr?}?gcolq}ga]r@ezfd to

passmor"dklléa%@@lm&lt@Hcﬁgﬁrfijféh%‘-’r‘r’%he BP0 SRR 508K BETTY is that Bob
checks ¢dreisicqgnat Uriedorhet televerpovras B CEEToR| F?l’d”éﬁéc"’lfﬁ AR &Xb{?ﬁltl Rekey
val ue fami1flige that che-das crarhed snmarhengherim sistcnmoiictificate or
knows in sone other way (because he is her DRA, for exanple)

2. Alternatively, Bob may check the signature using an asserted value

of the public key and just simply believe the rest of the asserted

information (if any) if the signature checks out.

This is of some use because, if Bob caches empowerment certificates( it
can provide a session mechanism in applications where key revocation is

" pot important. That is, Bob will associate Alice’'s first visit to his
website with her second and subsequent visits, without necessarily getting
to know for sure any of Alice’s personal data except her public key value.
Bob can prevent replay attacks by supplying a nonce for each visit or by
checking for increasing empowerment certificate serial numbers. If Alice
asserts some other identifier (even a pseudonym) on any visit, then she
need not assert her public key on subsequent visits. This mechanism
cannot, however, recover from compromise of Alice’s signing device,.or
from Alice rolling over her key. In the first case, someone else can take
over the “session”; in the second case the session ends without the

possibility of any in-band explanation to Bob.

Despite its limitations, this mechanism has considerable advantages



This provides a nmethod of authentication that can cope with revocati on.
Once again, Bob can use a nonce or a serial nunber check to guard agai nst
repl ays. Bom3men3al so be happy to believe wi thout further PagsaBN0EEIt he
asserted information (if any) in the ¥npowernent certificate that differs
fromwhat he already has cached or otherw se knew. This use of enpowernent
certificates provides a nethod for subjects to inform RAs of changes they
need to make to their databases. .Archive of . the enpowerment certificate
provi deS™BFF AUl PAFBEGFa R Ghee By t e subj ect. 4. Most inportantly of
all, Bob can use the enmpowernent infrastructure to convert a
proper l3y- si gaechanpevebienty der thati Bt ehegksote chgramre ey th¢icate (or,
i ndeed,em%@&e@:m&ﬁ@%e@@?fi%‘d%é Qpi6e8rd ibfihGat Yy valld Soksaldcectnacilad hpart of the
S

descri be stem.and is expl ai ned.pe t.akeSe bhisS foute, it is
pr udentcaFB‘?‘%/ﬁflrﬁ‘tlﬁngﬁ%rgkc%%té)tm i\?lqég %‘tatg %:%rkrﬁg%t Iy %opi ed th%pobj ect

si gnat ufbecitsschke (lisf hemPRA FFhe*BRpOWwer nent certificate. THE CUSTOM .
CERTI FI CATE Just as Alice has a contract with one or nore RAs, so Bob, if
he wants,;tOuyos ML Ll ndlhoBMPOWRERBIRE cORbh | fHaaten icab® wtoustomtent i fi cate,
needs to ehaa\ég aBC?)nctzéna%tsev\A tnla oNeg.of AP[H GASber! PBad¥ O6CHRSrll Sagainst

strai gh?nfcorvgarla'. any fti bef or e ;Lhe e>‘<”p' Ly toff t.he enpowver tepf.
certifiteRE&YSorBds "eBFAT8sP° FEERY LGP 4f FET tl%e expl Ty of an | nstant aneous
enpoverameattedieitidring i) (1 £ zme) iasth%tﬁylp‘?"i'eﬁé‘gn%sceﬁél%ic%%,thBBtfil§Eﬁ’6% to a
CA an efpReWR-REd alceidy hheatsenhwdioehotheritas keeei ved and the CA signs and
returns an equivalent customcertificate, custom sed to Bob's

requirenments. There are no restrictions in the o] ' hoi ce of
CA, or BHsh&ik ﬁﬁn‘i?‘Pof’?Wélt(%er%\?%%feag?s inot he sc%?“?%&?r?ﬁ %llsb{%g%iﬁg us

enpover igatn RastoF icharges thei "Red it Tecky EP6FT 1B ERADW SFany dFt¥efent CAs he
sends the saRermdoOVRriIENtaceptdfidentae. aligt redrrdCAldnsdd®i /B i s executi ng
Alice' sSJg?Qggte, gi ven when she created the enpowernent certificate, for
certain of her personal data to be shared WD 03/041338 PCT/ GB02/ 04759 38
w th Bob. Her public key is a piece of ger sonal data \Mgi chf e, ulggulgehar ed
in thi stway. MoFRelTRSFFER Ao OB ESer | BB ThE et oY SYEPE" "I 4RV T I ng goes’
wrong, tdeonyrocessopads -anaha8obhmverrppsteqtd fetect®® fi TH¥ta™ r eason code.
The CA generates tdie s@fdeal muabefanOénd beswustermiceritd)i cathes bai Ag

crucial part of the described system and is explained next. If Bob takes

this route, it is prudent for him to check that Alice has correctly copied

the object signature block (if any) to the empowerment certificate.

THE CUSTOM CERTIFICATE

Just as Alice has a contract with one or more RAs, so Bob, if he wants to
convert an empowerment certificate into a custom certificate, needs to
have a contract with one or more CAs. The process is straightforward. At
any time before the expiry of the empowerment certificate (or as soon as
possible after the expiry of an instantaneous empowerment certificate),
and as many times as he likes, Bob sends to a CA an empowerment
certificate which he has received and the CA signs and returns an
equivalent custom certificate, customised to Bob’s requirements. There
are no restrictions in the system on Bob's choice of CA, or on how many
times (provided, in the case of an instantaneous empowerment certificate
that he is quick), or to how many different CAs he sends the same

empowerment certificate.

What the CA is doing is executing Alice’s mandate, given when she created

the empowerment certificate, for certain of her personal data to be shared



prepared and copies the enpowernent certificate serial nunber, the hash of
t he enpowernent certificate, the object signature blocks (if any) and the
nonce (i fwarngp4mss attributes in the customcertificate. ThreT@BROWISES its
own di stinguished name into the issue field along with a tinestanp For a
| ongt erm enpower nent certificate, the CA checks that the period of

validity of the enpowernent certificate will not have expired before the
time likely to assenble and sjgn a cust f i gat OL./Rl Ot 2t aneous
errpomer‘?’r’g‘ﬁ‘t B&ert I é’é%’glc {hE JC%\ 16CK '{)ﬁa%seoglr? y!ﬂ‘.&aEl ‘?’%ﬁ%oﬁ%%lg peri od of

time hat® Géis%éﬂysi nce the enpower rrent certificate was signed. "Reasonabl e"
nmeans that Alice's personal data is highly unlikely to have changed since

she si gngdsiheLapURLIBN: RS Likfidatepd or rhahhth0Rgbes s esRONEdTENT
certifi C%tcggs ae?lg : I’lSdt %nt ﬁn%gusesgr@sogﬁ%%g W Q:%rgl Jela%gltxec%dgf or which the

reasonabi e per 68 fas “not pass set lidity period
start tTheeCofomREaafs LB eitt F‘P‘B%&reof Hi%"es‘élf*lset"&sceﬁtﬁél%et ﬁa]? *Pme of the
enpower prephrarhif ¢gake. tHet heyoneseentapek i cats Beriad| warey. dpsl Josboof

| ongt er m&e@&&ﬁ@xﬁﬂ icki-eat:estONkYY obh e wabndikry pecked(itsamnt atd neewi | | be

set to the t §¥) Jle ELé) En ﬁﬁ% @JEH%RtééylafiéhteSL”H%Qr&A copies its

store- andlcFo lWar transact|ons eful far thet tart tine to be
set to APsPYFHIFBEATRIY 2R FPET PF rfe?su%g%g‘gta&ﬁfl%e%tf’fl e FEPi dity period
end time will be set to the enpowernent certificate valldlty period end

time, Ofort @ BdhoRath i@botdrint tdeatiBabtspentfdireshediretii cheaksiddatt Bob i s

named ag, ﬁké@ NG Pal thpbikdbe: %@P&%EQ@&%@%@ fidcatg.and nates &Beb as the
rel yi ng {) #}él n the customcertificate cLefl n§d rULlJ_I es, certain

changes® 18y BR AT 60 281 “B3h%s CuStom Certlglc mtted. [The anal ogy here
i st he issrprbitdcrry wwwew&r\caééhwaﬁﬁt cql?e PaFEeckRaMBat G EHeques t o
account halsdesblragesidd FheiGA Ichepkset hatncehehe rpowvermernt ceeritfifpeaties

subj ect s NANR. ARRcaiSRWEE” meBAdRhAF Q1kEeN beAlonaldifapl £hithe, valuieliynt o the
subj ect {1 eI d QF

fined | ,
changes 52 85RT | cengecgasrlngUSt Wﬁ%%%%[%fggg%%fé%%f%ﬂ%gtw%%%?el ggr mrgt 23. The

CA ignores (that is, treats as if they were not present) any attribute in
t he enpmvebn‘efntlogetqninf popHwe rndret cdrdd £ bediesagseinethntate@r etRperefer enced
to an RAsrtAsserkad(@dd vhiu eny akisiable QRPOVEMABNot BEEddd) | calesa have

benef i ts.l;tn tBQQraH@!‘iityoge;ﬂJ% ggﬂ@"@in@ayf %ebg&%ﬁncéltii@_@cate the same as
the start time of the empowerment certificate. Otherwise (and this will
clearly apply to longterm custom certificates only), the validity period
start time will be set to the time by the CAs clock. As an option, to
support store-and-forward transactions, it may be useful for the start

time to be set to a significantly earlier time.

The custom certificate validity period end time will be set to the
empowerment certificate validity period end time, or to an earlier time

that Bob specifies.

The CA checks that Bob is named as relying party in the empowerment

certificate and names Bob as the relying party in the custom certificate.

Within defined rules, certain changes to the presentation of Bob’s name is
© permitted. (The analogy here is the flexibility with which banks match

payee names on cheques to accountholder names.)

The CA checks that the empowerment certificates subject name and “issuer”
name are identical and copies the value into the subject field of the

custom certificate. Again, within defined rules, changes to Alice’'s name



and Bob not involving a CA Asserted public key val ues do have one use
within the infrastructure, which is expl ained bel ow. The CA then presents
t he enmpovwomesizeertificate to the RA identified in the ecpouRoersd
certificate as able to resolve Alice'¥ distinguished nane into her public
key. If this is a |longtermenpowernent certificate, the RAwIIl first'
check to see if Alice has revoked it. How the RA does that is* explained
| ater. (The instantaneous or |longtermstatus of the custom certificate is
i rrel eFARESFMEFESEny case, the RA checks the validity period of the
enpower ment certificate. The RA consults its database, extracts the val ue
of thetpubld ggkeesanehacherksethre aenponkeneRte CBItL pfdseatle any fatitrikiidns of
more t han On%mgé{%rjmgnt @ti@l afl i@t idasWhddn E.Eéfexeaﬁl”kaltﬂeﬁ wh&n gui ded by
nclu

hints $he has r ment %r g r r exanpl e,
asser t iFREERETAIUE T f*ssetﬁ nggm:ﬁbetgfvatl : ﬁ&?r%& rQi%ubll key), unti |

the si gratificaore tawe kansbierineHc BeFt Ofi st SO‘I’:‘Wé‘éR%tlt?ﬁt CEdY 1Fongt erm
cust omageridd neatiesodiing, attre Rfssadds] ptblisashy ofalivdre dogtavei P &8°t hat

COITpOSQth[;llql CH@HHHHE%@uP@”%m&l Il@b@dpl@inédhﬁefdﬂll lowng form("DN flag",
CA' s distinguished nane, custom certificate serial nunber, expiry date)

No | abel is added for an instantaneous custom cert£f| catde g];_l'e% m
i nst antfincBusher HGAGEET FPet APALCTIE T HETEHPGRET nent™® &&rtiF i cate

i rrel evantedmemetiins deciigiionts) aFdlRA @xaflvesritive’ %rﬁdﬁﬁié?%ﬁlﬁedcé?‘fff ficate
to see jifoifded §um_ryesie@s thecniRA S ar 1@yl dnbewqrmedi catelfdtere bobes,

i ncl udi_ng the _pu ke i Seout, of., t a ena M@ésueﬁaghat
Alice ﬁg‘s elhL the Sbt (f%e yto Lée{ Eg%ler%mq%fjst?% dﬁ%r?flgﬁfehgﬁg c&sjl RA adds

to eacﬁsa?’ﬁﬁ’llal&ﬂ?‘% létFﬁbe(lTthlﬂsﬁ PEPRTY PRt 1OFagE 5t distingui shed nane,
cust omeetiifdacaties seréEvannunbEr acexpisey it 8‘)’* Cheﬁbs I%Be‘falllgl*é’dded for an
i NSt antRRESUSFC LIS Mpoterieht | eatesickThe i nstant aneous or | ongterm status of
the enmpowernment certificate is irrelevant for this decision.) For |longterm

customcertificates, the RA caches the e &t en& bl fd &al emngand

r ecor dsTEHRA HEBRIHG oF° edfﬁSS Forrefit ra‘er i cat e and cust om WO 03/ 041338
PCT/ GBOR£04UT 50e dperts 68t fsetcal %ﬁﬁé??wse%f“P FRERS SR F€suer s”.
The RA gengs: tthecd altl ewingri nfash nat torn baskdddoby hengA: she s greladgdibl i ¢ key

val ue. ;. The. values bt any-«RE edi-c at@ratidmbhall @Sséaringhirehvituel 62 r esponsi bl e.
the: valize of the hash of, a public key), until the signature on the

.empowerment certificate checks out.

For longterm custom certificates only, the RA adds, to each of the

. attributes that compose the distinguished name, a label of the following
form (“DN flag”, CA’s distinguished name, custom. certificate serial

. number, expiry date). No label is added for an instantaneous custom
certificate. (The instantaneous or longterm status of the empowerment

certificate is irrelevant for this decision.)

The RA examines the empowerment certificate to see if it is named as the
RA for any of the predicate attributes, including the public key. It
pulls out of its database any values that Alice has empowered. For a
longterm custom certificate only, the RA adds to each attribute a label of
the form (*att flag”, CA’s distinguished name, custom certificate serial
number, expiry date). No label is added for an instantaneous custom
certificate. (The instantaneous or longterm status of the empowerment

certificate is irrelevant for this decision.)

For longterm custom certificates, the RA caches the empowerment

certificate, and records the mapping of empowerment certificate and custom



If a public key value is included anong the predicate attributes and Alice
has nore than one public key, the RA will choose one on the basis of the
publ i ¢ kewowalows3®r hash val ue that Alice asserted. This may/GBo2ieisonot be
the sane value as the public key val 1® returned above, because Alice m ght
approve with a signature using one private key the creation of a custom
certificate containing the public key corresponding to another of her
private keys. The CA is now able to check the signature on the enpowernent
certi fégatiBicatandenicdsnaBerif stPheRe dar®¥ &Ry ndFe RAS to be consulted, the
CA sends out the enmpowernent certificate in parallel to them along wth
the fifst zaPublisCoke¥ovalMeg riatssmadobpatherd knstcaRA. The RAs check the
empowerment certificate, including again its expiry and revocation status,
use the °di Btjaegai BHedc eIt he enpower ment certificate, or the public
key val ye, ;40 L6608 ikYathersubesStarcandieeatarnvidee valisesespansBdfore, for
| ongterm customcertificates they label watt flag" attributes, cache the
enpower nent certificate and map t he enpower nent cert'Lfi.%agees to,theg gustom
certifitat eubNat get hatlue He pridiped k&GRS FhEPTHEFUTed P S pUblic Koy

cust OMyLehdoict i Ak eondT@ybhie PeovEte dzbyildn cRicset fres oBhEe PRERATWHE

i ln: ti ﬁlglll irceﬁ% V&gué‘:ccjrcﬁéﬁl Vgliuﬁt ERgURShed aBsdr@ el nt ﬂgh@nr;%apum imeyket, Wth

all t attribute | nformatio c el hrcegdd hiigate to

i ndi caP® t¥FesTE (T ?‘ecaatsg%ﬁof)?ocligt%% v ghecﬁgg@gggﬁist ed, Lp;partigular, if
Bob hasigigkedrfore #igual FIFatCelt119 84t €7 5hd g?ﬁé CA T's "happy that. this
i s possiudldm cthe rChatmickstaihena 6he ifubédt &SHsCHHGFRPTIEE Wi f“FfPté‘erl‘? ability
limtation.the.d ewer. of what Bob has requested and what the CA is willing
to offer. The -policy Alice set in the ECw | also constrain whether or
not a customqualified certificate, can be genera he. Jjcy and
|i abi | Ty e Laart's PEoocHe Foe EHBIR T et eenﬁ.%ﬁﬂ“’reﬁ‘g%%tggtéﬁli&?fg% e

i ndependentdey $o. MiOtIErenDReIBATOTDRAFOLY BE SHTEL A hift (FpfEFi Res,

pl ayi ngnofdmdoherieakaassricacona petaicylwid hbeme aleta ehg Fhef &6t her, to
use one ﬁ%lst gn} qﬁar LifiGated 8y eknf OrGerANOthe Ras WA/ 4] 338 werment

PCT/ GBZ7 04759" 41 or to spread a gualified carbificatecld abidicy over two
or nor&eEREIcTher é°FEEURE T9portant cohstraint on the pol i.cy that the CA
def i negipninduesheiopomicerhs PIRYCE NG HerrsoHA" 8’ét’°§‘ep%‘ﬁ &y T%ni t ati ons
that Alhgee, def idediin dheswt éginahd ewpewetieritzlee? t | PFRAE 3 é°Carri ed
forvwarqc%£4é%m custom certificates they label “att flag” attributes, cache the

empowerment certificate and map the empowérment certificate to the custom

certificate.

Note that the public key to be included in a public key custom certificate
may be provided by an RA other than the RA who initially resolved Alice’s

distinguished mname into her public key.

With all the attribute information back, the CA now marks the certificate
to indicate the certificate policy that Bob has requested. In part}cular,
if Bob has asked for a qualified certificate, and the CA is happy that,
this is possible, the CA marks the certificate as qualified, with a
1iability limitation the lower of what Bob has requested and what the CA
is willing to offer. The policy Alice set in the EC will also constrain

whether or not a custom qualified certificate can be generated.

To gét the policy and liability he wants, Bob can even submit the

empowerment certificate independently to two or more cas, or to the same

cA multiple times, playing off the weakness in one poligy with the

strength of another, to use one custom certificate to reinforce another,



the customcertificate. Finally, the CA infornms the RA who resolved Alice's
di stingui shed nane into her public key the fact of transfer to Bob of the
cust om cewDioBioesB®e. The CA will provide the serial nunberPsTaEBRI0E759
enpower ment certificate and |ongtermicustom certificate, and say whet her
the longtermcustom certificate is qualified or not (so that Alice knows
if her signature was upgraded to qualified status as defined in article

5.1 of the EU El ect cS| S LY&)er ThE RAdLcsesi2@Gi fically not
told SRYIhFREEH §eq°a?g Stite% caec v, PH Cl:isiynolg.arto "d the anmount of any

liability imtation. (It |s none of Allce S busi ness what val ue Bob
at t achese#e ibi snd Ehpdricans kibpstwiatiht her the Bobiebrreushs Hasesitssptt it o ask

for onl, S@Omsggls&tflggtet heAr@o§§]§ga,Llel Predpsiate Bildicitivhestiad decencl uded.
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t he CAtB®lcuspem stegpiigetet he CA generates a serial nunber for the new
customcertificate, checks that the data of the enpowernent certificate is
consi S%?H&ll%”dt@@he&fbh@s dat &xa Rho dhelwsshbdmecerdisticatishehdeanters its
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enpoverenisicatd iifsi gadieris basiantanedas,Altibe Htome i hee dignay@gegéfer at ed
|5 checked.d PRKRaPUGal Matul Sasvvagﬂredaupraede&ler pined tidmeu606. |f the

enpower nt certificate is, term l| AN Li.0 o ecked 607.
If the Eéﬁﬁmﬁ.ﬁ,ﬁﬁgnefe\frteisf?lgg ngg OU.:l'E glé S Is éc,t)f pﬁlly i St

its valid t‘% pE%IOd t he
enpowermEHtinge et pbatte the préf @bt 88 a“ﬁdmt'r &CUP nid§ ¥8B5b°6647 The CA then
sets theavalitgi tynipeticad ofitt he ronsta@imAterd’isf PedressOB2anGlusditlls t he

cust om_GeLiidd €8LA ot Cel-R€oRA1 0B tnThe: RA processes the custom certificate
and sends Alice's public key to the CA 610. The CA checks the si gnat ure of
the enmpowernent certificate with the ubIJé;: %b élof tL f the data
r ef er r &bt Pyiguehe befower Hieht * T &5t F1c 8t &1° 03/ 041338
PCT/ CBQR2£L04758 akZiRdsest he kEAipg Udedend requests to the ot her RAs for the
data. The CA signs the customcertificate and transnmits it to Bob 612. The

CA al Sq:‘J.gGJ]c:'eorGWBshovgshg % Ql.aatgrg.ljr?%fd@ﬁ@- n@@ﬁocp%@ﬂ c%@ﬁ}g_edt @uBQ@' the CA.
The method 600 starts with the empowerment certificate belng sent by Bob
to the CA 601. At step 602, the CA generates a serial number for the new
custom certificate, checks that the data of the empowerment certificate is
consistent and copies the data into the custom certificate and enters its
name ag the issuer of the custom certificate. If any data is inconsistent

603, the empowerment certificate is rejected and returned to Bob 604.

The CA checks the validity of the empowerment certificate by first
ascertaining if the certificate is instantaneous or longterm 605. If the
empowerment certificate is instantaneous, the time since it was generated
is checked to make sure this is within a predetermined time 606. If the
empowerment certificate is longterm, the validity period is checked 607.
I1f the empowerment certificate is outside its validity period, the

" empowerment certificate is rejected and returned to Bob 604,

The CA then sets the validity period of the custom certificate 608 and
sends the custom certificate to the RA 609. The RA processes the custom
certificate and sends Alice’s public key to the CA 610. The CA checks the
signature of the empowerment certificate with the public key 611. If some

of the data referred to in the empowerment certificate is held in other



WD 03/ 041338 PCT/ GB02/ 04759 43 THE CUSTOM CERTI FI CATE REVOCATI ON LI ST Just
as the system provides for customcertificates, so too there are custom
certificawemevpsseati on |ists. They apply to | ongterm cust @cr/Geeifspcat es
only, because instantaneous customce#2tificates expire within a second of
their generation, so the question of their revocation never arises.
Through a nmechanismthat is about to be explained, a CAwll| becone aware
of any shange ¢ winf cefdtdcnesdiCkudad bina RONgberdnecust-am ey thfdicate

that i ttﬂ?@%ék&@%@rt:&&@é{éed%ﬁdttf}%ksr‘ﬁﬂ% 9@%%0130%9&" s tRefar e1Lha L exRiry of

t he | ongt ern1custon1cer ficate concerned. Also, Alice can at any tine
revoke &Ry 56f Thde E%ﬁ%ﬁ%ﬁﬁﬁn?a%bf???ffa? 5 she has signed, which means
that the corresponding | ongtermcustomcertificates nust al so be revoked.
Bob can al so ask for any longtermcustomcertificate in which he is naned
as relying party to be revoked. A CA maintains a separate custom
certificate revocation list (CRL) for each of its custoners, and each
custoner only gets to see its owmn CRL. Bob can consult his CRL anytine he
wi shes, can specify the normal frequency he wants CRLs updated, and can
even force the creation of a new CRL at any tine. Bob can also be asked to
be notified each tine a new CRL is available for his inspection. Bob can
archive CRLs so that he can later prove that a particular |ongterm custom
certificate was unrevoked at any particular tinme. Wenever a certificate
serial nunmber appears in a CRL, Bob will want to archive the revoked
certificate. If the enpowernent certificate that matched the revoked

| ongterm custom certificate is still unexpired, then Bob can resubmt the
mat chi ng enpowernent certificate and try to get a new | ongterm custom
certificate wth updated content. Wether he is successful or not depends
on the reason for revocation, and Bob can see the revocation reason code
in his CRL. Cearly, if Alice revoked the enpowernent certificate, then no
way is the infrastructure going to yield up a longtermcustomcertificate
to Bob. Alice has withdrawn that particul ar enpowernent to her personal
data. And a longtermcustomcertificate will not be recoverable if Alice's
di stingui shed nane is deleted. If only the value of an attribute or a
public key has changed, or if Alice



has sinply changed the way her personal data is allocated to RAs, then the
WO 03/041338 PCT/ GB02/ 04759 44 enpowernent certificate can usually be
resubm t two oafndi3a8 r epl acenment | ongterm custom certi fi cat @CalaBn0esy val i d
for the remaining duration of the emdowernent certificate. Bob can request
a longtermcustomcertificate at any tinme before the enpowernent
certificate expiry. Bob can even contract with the CA for the CAto

aut ormat remldugToM CERSFIGATR\REVECRIEON ISNEry time a revocati on occurs,

wi t hout Bob needing to start the exercise off. And Bob can present the
same enmpower nent cegglflgcgél e;o d|ffS rognéer :Lca r|n J LS, Ihggetlrre So, as
Alice rolTs “6vel” REF Key pair, or ¢ ‘' On narriage, or

recei veSuir™ peitd ke eptirtIeasi iy 1FFF‘ﬁ t ?Wﬂ?ﬂﬁ&?‘eto olronah%mgéESth or

noves hosase ficitesharigesbgdrane futbergneons euetpnc kangdd cergd eyeire vidin
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w il qui ckle% get revoked and replaced. Bob's address book will always be
up to date. Alice needs to tell just one of her RAs of her change of

ci rcunst ances, and everyone she has enpowered to know about those .
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élﬁ% gfr'ﬁy be re

listi nga? nMbers o previ ousl y-gener ated | ongt er m enpower nent
certificates still valid that she wi shes to revoke. (Instantaneous

enpower FeM meertkiihs catesamexpi swstehorerk yfight erretvvhedtrioor Biadti 0CRL)S 6ot he
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to fi ndTt¥FE=net Eﬁlvf‘?@téACRlﬁ’aH%%atéﬁd a&‘&s‘f’ﬁ)meﬁeé“r FPFF%&Y’F@ %‘”é?ralti'aclm Renb&FE, and
sends sf@ned smessates Belp cenctlsCAb¢ rskedidPi pry npeviDicdt forh bibme Rengy 6Bhds of
"enpoweigmeRbilable for his inspection. Bob can archive CRLs so that he can

later prove that a particular longterm custom certificate was unrevoked at

any particular time.

Whenever a certificate serial number appears in a CRL, Bob will want to
archive the revoked certificate. If the empowerment certificate that
matched the revoked longterm custom certificate is still unexpired, then
Bob can resubmit the matching empowerment certificate and try to get a new
longterm custom certificate with updated content. Whether he is successful
or not depends on the reason for revocation, and Bob can gee the

revocation reason code in his CRL.

Clearly, if Alice revoked the empowerment certificate, then no way is the
infrastructure going to yield up a longterm custom certificate to Bob.
Alice has withdrawn that particular empowerment to her personal data. And
a longterm custom certificate will not be recoverable if Alice’s

distinguished name is deleted.

If only the value of an attribute or a public key has changed, or if Alice

has simply changed the way her personal data is allocated to RAs, then the



certificate revocation". WO 03/041338 PCT/ GB02/04759 45 if a particular
enpower nent certificate nanes nore than one RA, Alice can send the ECRL to
any one oWwotohem33ghi s provides her with the ability to recokaBoopmpt of an
enpower ment certificate, at the gramlarity of the RA. it is even possible
to allow revocation at the granularity of an attribute. There is a

requi renent for. a revocation code "partial enpowernent certificate

revocat ieopdwermdft AbiiCiFidecd des tmahhy @catesubemtell dey apesisenatendat a from

one RA tl@ng@}ththﬁ:omth@théﬂtleloﬂt@.@zlfedat vdine kabehs Qmalihdly kliemied fata,

extract . the serial nurbers of unexpired customcertificates and send

si gned revo atron messages %6 the relevant CAs, with a reason code ' 'change
of RA". Every tinme a piece of Alice's data changes value in its database,
t he RABwpb|danexsuvese a hendtayel susbh acdvedf ignde it kng eride Ceftfose gmed

r evocat e@PowciR&HAG65: frOka ARy CHE T OBBLC 85 iebeﬁaaoetraz&r wEHS ol @k ftheat es

wher e EE %Nuéénﬁghéaalgreﬁﬁﬁc%gg d %ggcr%&ltaﬁsq, %9 @lM\é %@oqa‘tg tlgctn.yrs,

del ete ere ag i s set e re ute
change" withauliaBqRy needing; iy SEGRC FEEhGHESHtt OEl’cefl ﬁ‘%‘a Eiot]? Fe P§§%?n§rﬁhean RA

| ear ns &fme ehecwtenett chralifybiede, diffepprdt CeaudwirdetpeVigeatmon of all that
subj ect's unexpired customcertificates with a reason code "death of

subj ect'go |45 A wordRwhile. nesub {aéllxngolu@ﬁmgsegelemgwn”ﬁﬁn%sét ificates
only if the revocatlonéeaso nt certlflcate

wer
revocation , - "Chahge of  RAF ?Smﬁt]tll’“lf)d)tr mczhcg‘% °T PP T shbhs t he
di agr arﬁ“@‘feSFP@‘Eﬁee g \mhe?»e%ehe%ﬁjetlw ofr eHen Célémﬁsf erpterevideat i on |ists.
An enpohergrent cetén fdecat s cheyoeatizon the Sbrld Ohibls damanssd bt edibhyctAl | ce 302
to the Rﬂﬁ%lck-ﬂk}?g&b\t:ra@cﬁceﬁa§n@ ABPRIAY t&s@]p'lsetaaggeésnbm %bl?ﬁﬁ@%&r g of alt l
enpower [ ate custom certi ate reference to
their D?lmzfl 8%Irmbe‘{r*lg and a rg():(L)£ 39 jqrsg fie &#As i chl‘%%)ﬁ'uC as been
suppl i eﬂlrei"ﬁ‘ét%&e%@néaﬁvﬁrﬁf’ﬁ? Mteheas éﬁ&owﬁfedarﬁ? Errst 6Pr?ltte|t]f1‘i’sfel cat es whi ch
shoul d berquaveokeds fulfhesryt goen knewotat iren ragpeesd. f fbhs AbpLes382. The CA
310 keepSesy pofdel bt GRAELR id QMOEHEON InbSdrm/ O dar cachi sfleyi Ng enti ty such

as BOD 30 THE.| NERASTRUCTLRE, T0e..£IPOWSLIRI, LIS F 3sLLugLur e consists of a

secure (that is, signed

Every time a CA revokes a longterm custom certificate it flags the serial
number of the revoked longterm custom certificate to the RA who resolved

Alice’s distinguished name into her public key.

The following describes how the method works in detail.

* Alice is optionally able to maintain, through her scftware
functionality, constructs known as empowerment certificate revocation
lists (ECRLs). At any time she can present to any of her RAs an ECRL
listing the serial numbers of previously-generated longterm empowerment
certificates still valid that she wishes to revoke. (Instantaneous
empowerment certificates expire shortly after their creation, so the

question of thelr revocation never arises.)

When any of the RAs receives an ECRL, it extracts from the list the
serial numbers of all the empowerment certificates which it has
processed for Alice, looks at its mapping table to f£ind the matching CA
names and custom certificate serial numbers, and sends signed messages
to each CA instructing revocation on the grounds of “empowerment

certificate revocation”,



encrypted) nessaging and transaction systemlinking a set of RAs and CAs WO
03/ 041338 PCT/ GB02/ 04759 46 which offer enpowernent services to their

cust oner swoMBias of i npl ementing such transacti on syst @cE/GB/0wEsD |
described in prior art. As the CAs a#d RAs conmuni cate securely anong

t hensel ves, they in turn could exploit the same nmechani sns as we have
shown Alice and Bob to exploit. OANERSH P OF ELECTRONI C PROPERTY The .
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entity and,has been assigned to that entity fromanother entity.

El ectroni ¢ property can be of two types. Type I: The ability to view or
pl ayback the el ectronic property is not an issue. For instance, there is
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e Finally, if, through methods not defined in the system, an RA learns of
the death of a subject, it will cause the revocation of all that
subject’s unexpired custom certificates with a reason code “death of

gubject”.

It is worthwhile resubmitting unexpired empowerment certificates only if
the revocation reason was “partial empowerment certificate revocation”,

“change of RA” or “attribute change”.

Figure 7 shows the diagram of Figure 3 with the addition of the
certificate revocation lists. An empowerment certificate revocation list
701 is transmitted by Alice 302 to the RA 306. The RA 306 has a mapping
table 702 in which a record of all empowerment certificates and custom
certificates is kept with reference to their serial numbers and a record
of the CAs to which the data has been supplied. The RA 306 can inform the
CAs of any custom certificates which should be revoked further to a
revocation request from Alice 302. The CA 310 keeps a certificate

revocation 1list 703 for each relying entity such as Bob 304.

THE INFRASTRUCTURE

The empowerment infrastructure consists of a secure (that is, signed and

encrypted) messaging and transaction system linking a set of RAs and CAs



Let Alice assign to Bob ownership of sone electronic property. Omership
inthis context is used to include, absolute title, |easing, letting,
per m ssi owotod/ousses and ot her forns of full or partial ownershigBoef41spght s
to use the property. Alice uses the f#&cilities of the enpowernent
infrastructure. Alice signs the electronic property with a digital
signature and creates an enpowernent certificate (EC) for Bob. The signed
el ectronic property and the EC are, baound i.nk. i could be: A
bi t - st MRAG PERTT SEPUFEEFT SF T HE “ser ?cgl lrm%x g?“leg 'H%Q%géa%g a_ random
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certificates to two different Bob re fhe sank M1 ADPLLa Hobitg associ at ed
with acRRtSrBRIRS h°Y ﬁém‘élmeef%’?%lnslm% E|fl)$3)vperty. Assume that the el ectronic

proper teyppi®itysi ng a wat ermarki ng technol ogy which can be varied dependi ng
on a key. Then the key is wused as the link and is stored in the EC.

Ref er 1 i piiet 9:161 GUEEScdnré hobigst formof a link is illustrated. An
electronic property 801 includes a link 802 in the formof a serial nunber

803 for an EC and a random nunber 804. The serial nunber 803 and the

r andomTenbRlosow ARSSBEE GhBERRY FRT £Y0aTT &Py 0r Tay's to generate the
link, feoecexaupleopesinguonebanytieupeerehs 1ot 2teyRer 8rettT 6AT C property
801 and,thes lhyNkut3RZar eeshigi t ahd Yiesined tsichhiquesagmaiear ghebboiek =805

generat ed_by ALl C& HST NG DEI RELMALS Vi&fs1g @dcvabed.public key pair.
Such a digitar signature i's generated by encrypting the electronic

property 801, including the link 802, using Alice's private key. As
descri bsd prioyrersseystems, ppEeCie B YAVRRE ey 8F &St Vetieef&ttroni c property
801, i nekk@hngtihe whitnlka882%trand enciypssetidati gedbe slichthehepf ithate key.

An assagiat 8l BEmB08: ) SeCLealedn by phbbiey farnBab nakbs ineaakinesoBob to
obtain Alilce's g [ nd thereby verify the digital signature of the

ubl.ic_ke
el ect r SRS Popett ;%SS%iS.SXIf%e EC 806 includes, in addition to the usual
requi rements of an EC whi ch have previously been described, a |Iink 807

cor r espard Aghit cpddperty rik 8(Znenal herelused riowi evhEeperaly PRIPEI TT82Y i nk 807
i's genesat gd rfeEDQéBetntﬂgd Sfkkatodivaber. 8fi2cefortikepEpeB0H wydintdiede.andom
number <§x%ﬂ1p1¥é009§%,0‘%ﬁé’h%igg{n@'@%{e%ﬁ&mh as bonds and other securities,

land titles, music, pictures, multi-media works, etc. Making copies of

such electronic property is technically straightforward. The electronic

property can therefore be traded and delivered electronically if it is

possible to check automatically that a particular instance is owned by an

entity and has been assigned to that entity from another entity.

Electronic property can be of two types.

Type I: The ability to view or playback the electronic property is not
an issue. For instance, there is no commercial problem if a bond or
land title is viewed by anybody - the issue is to ensure that the bond

has been assigned by Alice to Bob.

Type II: The ability to playback is an issue. A picture should not be
displayable and music should not be playable unless it is done under

the authorisation of the rightful owner.

The described method and system of assigning ownership of electronic

property applies to both types but in different ways.



48 Figure 8B illustrates the second formof a link. The el ectronic property
801 includes a link 802 in the formof a watermark 808 contained in the

el ectroniwopsopsst y 801. The wat ernmark 808 has a wat er nmar PCrayB0809759
Conventi onal waternmarks have | ong beet#f used to authenticate docunents by
enbeddi ng an al nost invisible mark within the paper of the docunent.
Simlarly, electronic watermarks can authenticate el ectroni c docunents,
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802 i n diketwhectmopectyproperiey EGG e dmini Py Ri Linkease the link 807 is the ,
wat er mar k key 809 The generation of a digital signature and associated EC
are des&n? g in det ail in sections "The Signing Device" and "The
Enpoweren Cerlf rcate". In this embodi ment, the EC 806 includes the
foll owing: A nane assert ed by Alice. This maY be any nane including a
pseudonym  2Abparrohg tiseufalopred et (e (BOLT ’G‘i@e’ﬁr"frrﬁ]?ee EGt 39 But e
i dentifiers ;andod hRmB@MentrRA8 Ffrotinal dattheulat mskharmenyalagésstorad peri od
of validity Jn%oérheché'gl g élfecEQﬁl@lﬁ%béﬂdy GndPropesdy lyne Abine. A link

means. A nane_of the subj ect, 0 i;ki ca ggpﬂ\i optionally
be i ncl uded. nu*f‘ﬁ?lé odfouﬁ‘eol et ltsnown ls ngl %’%%éﬁﬁrﬁec%%é e ea gi ven
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capacity. Abperihad sefiataPrehecy %fi‘t’r“ﬁéeawrfelr‘:éhﬁ) ey Fgﬁée&s *Plided. This
coul d be a fdrai tiee penéod of use or a permanent assignnent of ownershl pin
whi ch case the period is open-ended. Alice's signature over all of the
above. A bit-string associated with a watermark in the electronic property.
Assume that the electronic property is using a watermarking
technology which can be varied depending on a key. Then the key is

used as the link and is stored in the EC.

Referring to Figures 8A, the First form of a link is illustrated. An
electronic property 801 includes a link 802 in the form of a serial number
803 for an EC and a random number 804. The serial number 803 and the
random number 804 may be combined in a variety of ways to generate the
link, for example, using one-way functions, etc. The electronic property
801 and the link 802 are digitally signed with a signature block 805
generated by Alice using her private key of a private/public key pair.

Such a digital signature is generated by encrypting the electronic
property 801, including the link 802, using Alice’s private key. As
described previously, in practice Alice may digest the electronic property

801, including the link 802, and encrypt the digest with her private key.

An associated EC 806 is created by Alice for Bob which enables Bob to
obtain Alice’s public key and thereby verify the digital signature of the
electronic property 80L1. The EC 806 includes, in addition to the usual
requirements of an EC which have previously been described, a link 807
corresponding to the link 802 in the electronic property 801. The link
807 is generated from the serial number 803 of the EC 806 and the random

number 804.
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val ues of the attributes defined in the EC 806. The attributes include
Alice's pwbloso4isey val ue and Alice's nanme as recorded asPOmGB020875bhe

el ectronic property. Additional attri48utes can al so be enpowered by Alice.
It should be understood that an attribute has a nanme or identifier and an
attribute value. The EC 806 contains the attribute identifier and the
attribute value i.s supplied b our. to Ly The EC
806 cortayits 8k g N SF tife © é%‘md %Oerén °§B ﬁl%f Tweéllggﬁldgglgcp%ﬁﬁogerty 801
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Qualified certificates are defi ned in the EU El ectronic Signatures

Directiye (Directive 1 199 C%nc’lu!iﬂl Qg 1gabadiment s gﬁ% EMSRMEorm

certifiGat & Say TiicPhd: or mofe attribute values of
Alice ®f Hw MéF?%@Hkl fhost hés I?Ggl?arjr&Vu?jﬁgﬁﬁdNﬁtEe SSlﬁﬁ%tlUir(? Y& al®the time of
Si gni ngeneddrednaymalofe tusenCiher THearakevof the relying party (Bob) which is
taken fromthe EC. A period of validity of the certificate which

corr esplonds 1tm0 zg.n_hew IFQLgquJ 8§| %@J Q&o@)faﬂd‘ &e- 806A1£)Q.{rlegged0f)y\@ﬁllbg| ty of
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happen alétezot:]rlrraét IlJ(.:r?'k 8%7 1s the watermark key 809.

The generation of a digital signature and associated EC are described
above in detail in sections “The Signing Device” and “The Empowerment

Certificate”.

In this embodiment, the EC 806 includes the following:

* A name asserted by Alice. This may be any name including a
pseudonym.

* A name of the relying party (Bob).

* One or more attribute identifiers and the name of RAs who hold the
attribute values.

* A period of validity for the signing of the electronic property by
Alice.

e A link means.

e A name of the subject of the empowerment certificate may optionally
be includéd. This could be the name of Alice if she is acting in a
given capacity.

e A period of validity of the ownership may also be included. This

could be a finite period of use or a permanent assignment of

ownership in which case the period is open-ended.

* Alice’s signature over all of the above.



wi t hout human intervention. WO 03/041338 PCT/ GB02/ 04759 50 Figure 8C shows

a schematic diagram of the enpowernent certificate 806 and the custom

certificawe 80®1338The EC 806 includes sone itens of i nforneCraBo2sniseh are

transferred to the customcertificate#810. These itens of information

i nclude the nane of the relying party (in this case Bob) 811, the link

807, the serial nunber 812 of the EC 806, and the period of validity 815

of the signature by Alice on the EC 806 (in order to ensure that the

correct public key for Alice at the tine of signi ng i S%rov' %?.gnld ;pihe EC
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Alice or Bob. Referring to Figure 9, at step 901 a link is generated and
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obt ai n.cefheriatts] bute values include Alice's public key. Alice then sends
904 the electronic property and the enpowernent certificate to Bob. Bob

receives the electronic p rty angd t t ickieal-gec@angh sends
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Directive (Directive 1999/93/EC). In ths embo 1men£, he custom

certificate may include the following:

e One or more attribute values of Alice as authorised in the EC
including Alice’s public key at the time of gsigning.

®* The name of the CA.

¢ The name of the relying party (Bob) which is taken from the EC.

* A period of validity of the certificate which corresponds to the
period of signing by Alice.

* A period of validity of ownership of the electronic property
which is taken from the EC.

* The value of the qualification, if there is one.

® The CA’'s signature over all of the above.

* The link means can also be copied from the EC and included in the

custom certificate.

Bob stores the qualified custom certificate as a certificate of ownership
of the electronic property. All the above steps happen automatically and

without human intervention.



certificate which binds the electronic property to the qualified custom
certificate confirmng that it is that electronic property which has been
transf er rw0.0303688/ 041338 PCT/ GB02/ 04759 51 This first emoodiBmeni7sef a
met hod of transfer is sufficient for Sype I electronic property. This
techni que could be used, for instance, to automate totally the paperwork
(the back office function) associated with the transfer of financi al
instruments, land titles, etc. Also, a device could be prograrmed to
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effici e@}( <dTRCHANI; $M. 2081 £%2NPlBeq Ay £ MRYgL£h00SE a random symmetric
session key and use a symetri ¢ ci pher to encrypt the el ectronic property.

Bob's public key is used to encrygt just the session key. Alink is
provi deBiguret heshelact oY CipFeieft y» 4575t eﬂ‘h‘éilf“FF%tOfeﬁﬁ‘t?&Pﬁ‘érﬁf and the
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be generated with reference to an empowerment certificate which is about
to be created, for example, the link may contain a serial number of the
empowerment certificate. At the next step 902, Alice signs the electromic
property using her private key. At step 903, Alice generates an
empowerment certificate naming Bob as the relying entity and including the
link. The empowerment certificate also includes attribute identifiers,
the attribute values of which Bob is authorized to obtain. The attribute
values include Alice’'s public key. Alice then sends 904 the electromnic

property and the empowerment certificate to Bob.

Bob receives the electronie property and the empowerment certificate and
sends the empowerment certificate to a CA to obtain 905 a custom
certificate. Bob stores 906 the custom certificate as a certificate of
ownership of the electronic property. The custom certificate includes
details of Alice’s public key which enables Bob to confirm that it was in
fact Alice that signed the electronic property. The custom certificate
also includes details of the link which is taken from the empowerment
certificate which binds the electronic property to the gqualified custom
certificate confirming that it is that electronic property which has been

transferred.
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speC|f|ed lice.in the EC 1 |ncIu Al ~Rublic ;4009. The
EC i nclfudgs dr? RS PERh ShdT ﬁ“§‘ port ?%J[]% I%l(r%%tls ng M% %ﬁ% jesn ]{pt ed

symet rdesatibeds §p ¥R efYPEODY elﬁ\ﬁf’iﬁ’ﬁlr spréﬁﬁ‘ﬁ)’pt“éd”hﬁ?? 3L BoB ¢ CptbIMF e

1008. Babhkricwsibi Srpnivhat eidogyul amdet venaflowbatie thareldee¥aypide t he

symet rd.£gl-1g€ssi on key 1004 and de-cipher the electronic property 1001.
Referring to Figure 11, a flow diagramis shown of the second enbodi nent

of the method of transfer of electronic pro e(rlgt]}/é1 Bob sends 1101 a request

to Alide WhicRPHEMGEES 388 LB iE key ™ t ARVERETC1. 102 Bob's

publ i c degyifidistee thenrgmpey ateself1030 & PhICTRALSERT é@r’Eﬁ@CF‘F‘hR:ol n the
el ect r anjpes prepes they A ice ERpLY pissedd Gbbt Heuel B kepnifc hps Ggentity
does not need to be verified by Alice. If Bob uses an empowerment
certificate, Alice can use the request to establish Bob’s public key from

a CA in the empowerment infrastructure.

Alice then uses Bob's public key to encrypt the electronic property using
an efficient mechanism. For example, Alice may choose a random symmetric
session key and use a symmetric cipher to encrypt the electronic property.

Bob’s public key is used to encfypt just the session key.

A link is provided in the electronic property as in the first embodiment

and the electronic property is also signed by Alice using her private key.

Alice may alternatively sign the electronic property before it is

encrypted with Bob’s public key.

Alice generates an EC and names Bob as the relying party as in the first
embodiment. Alice includes in the EC details of the link and the

encrypted session key.

Once Bob has received the EC, he obtains a custom certificate from a CA as

in the first embodiment. The link and the encrypted session key can be



including the Iink using a symmetrical cipher with a session key. Alice
encrypts 1105 the session key with Bob's public key. Alice signs 1106 the
el ectroniwopsopssty with her private key. WO 03/ 041338 PCPCEROD2047589 53
Al'ice generates 1107 an EC and includ®s in the EC the link and the
encrypted session key. The EC enpowers Bob to obtain Alice's public key.

Ali ce sends 1108 the si gned and encrypted el ectronic property together

with the EC to Baob. Bob tal 109acuto e figat stores it as
a certi°PPted ¢7BF GRnET §ﬁ| Fufth Tec %%aﬁﬁ cg%cr%og%grtt ik C%gs@&gn decrypt 1110
the el e:srtmcetwh?ﬁemwaa%erﬁéfkcr?é\ﬁ/so%|°§’n?)"r5‘1hw‘/%taéldk‘é%7‘taé?\ﬂ éna&beecr ypt the
SYNMEet fdeGal resie S5t afakey . armbot ban obeciny phe tdeesiwl bet PonfecyyPbts ty. TRANSFER

OF ONNERSEHL B, OF, BLECTRON £ PRERERLY JinyBicieaNs rassmhit hatopuses byhe above

descri bed fret hods to assi n .o ss1eo551@'yp of electronic property such that
owner sHEpCTRESE L JlrabHEd S1d°STan be proved by automated neans, a nethod is
required to transfer ownership (by sale, for instance) that prevents
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descri hed. gnr e,exdledoeidi ¥ . prOUpPas asBﬁfa&rb@tsedsormltehectméopnrasenm agerty XYZ
(i ch coul & be. & Tl MO . LLDANG! Al RSk 1248k MMns| Ldse 121 boRdoc - anyt hing
whi ch S exp et as a'bit- str|n£ en pro err%> as%lgnedto
hi m by O/B(IH?-'E%hlPBibtl‘ji Iﬁlﬁgryé’t{?%raﬁdf Peagt oq‘ec&ﬁh rs?n FeREFasHiBed above, i.e.

a qual iflegokedustom certificate . with, a link to the el ectronic property
XYZ-and naming Bob as the target. Bob now has the means to prove his

owner shi.p.,of %Yzhowgr&r&h@f Q'iQ@Jroﬁ@é”ﬁoQ@rt?aéx{d ad.Qubspynashgl |y aut onat ed

means wever ose Bob rans oper JeWhat is
to pr e\Fé‘ﬁf’W‘Fﬁ“}‘?Paoﬁ% B g a@alu(sﬁde %hedisﬁ%ongn %ﬁ? e%[; B?Séer?é fc'%l%zlf mul tiple

times silmebrdticiwrqmressybl e at no expense to clone electronic property and
its certificate of ownership. This nethod describes a techni-que for

transfef, Eb@étr%?é’%%ﬁeﬁtbl §oolil nek1Qfies T4 atgk anok iin addicti exe dbtews t he
trackin eLSh By e, GAREL LRk o RULNOT bk €5 oBeRfliL0gesg, I or

crimna |ﬁ§‘/bes Bats onsre?‘ﬁle exi st énce o rfg wer ment infrastructure is
assurredw@én%%leﬁFﬁg’te\ﬂn PR § VPRI GRY ﬁlﬁl&esr BFthét B7E-°8 1gi strati on

Aut hor idngr{RAd whectrongopkebdsey refoes riogludingsthe Liwsti@q2i rffsoﬁlhﬁttlaéhy :
provi deJ; a4 A :e4 tdibhoake p1dekhoyost yercCA)carbiy a1 ieoulsdnbenarebetvaed to as a

trletecL| an&é“% g&lbed above, in practice Alice may digest the encrypted
electronic property 1001, including the link 1002, and encrypt the digest

with her private key.

An assgociated EC 1006 is created by Alice for Bob. The EC 1006 enables
Bob to obtain certain attribute values specified by Alice in the EC 1006
including Alice’s public key 1009. The EC includes the corresponding
portion of the link 1007 and the encrypted symmetrical session key 1004
which is encrypted using Bob’s public key 1008. Bob knows his private key
and therefore he can decrypt the symmetrical session key 1004 and

de-cipher the electronic property 1001.

Referring to Figure 11, a flow diagram is shown of the second embodiment
of the method of transfer of electronic property. Bob sends 1101 a
request to Alice which includes Bob’s public key. Alice establishes 1102
Bob’s public key. Alice then generates 1103 a link and stores the link in
the electronic property. Alice encrypts 1104 the electronic property
including the link using a symmetrical cipher with a session key. Alice
encrypts 1105 the session key with Bob’s public key. Alice signs 1106 the

electronic property with her private key.



certifier. Another actor is needed which is referred to as a Trusted
Transaction Agent (TTA). This organisation has the responsibility to keep
track of woroansset i ons concerning things' carried out bypar/@wb/oasd to
report on the WO 03/041338 PCT/ GB02/ 038759 54 bal ance of the "things' - in
ot her words, keep account. These "things' could be "pounds', "euros' or
“dollars' or ot her “things' as long as they have an unique identifier. The

TTA woul d reser\ the tra t i a[r@lcehé/es report on
the baPahee 5pezas aiolorzt EtC dS@L%E%ﬁH%Sei:{‘%Bé% kﬂé‘% hk
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funds tran I, themis well understood and there are many existing
systems&te% rglggpexloég%%ndl y, It nmust be explained how a TTA can keep account
of electronic property i.e. the XYZs. The technique is to take the hash of
the elTesysmam QFp}W@pE&HIy,OE#MTWGCt%OEl%FYt his as the identifier of the
“things' about which the account is kept. A hash function is a one-way
functi an whickinapenarthat bigesatld popongepinibed ofethpdd rrot @5&i9hnto a

conpar %Mﬁémpsaﬁleheéw@a@lcI@agéﬁybbﬁclsmhwg)wmmseﬂamss tsheequdirgestand The hash

functi on hé‘s %P%g %{tké{a#efaa&earfs,tg%%aa Nt @@s{)lkéd%aemfgﬂ any way, an

entlrely 2drT fer ent est 0t
shoul d S¥PeEH8t Be Sfﬂ)%'s T Bf emthgcheeﬁeF%attppr?veng? or B tllgjfe tr?résifﬁ%%%cftt at have
t he samendi glestrom@everreX¥? it shoul d be easy to conpute #XYZ (hash of the
plaintext). Gven #XYZ it should be effectively inpossible to find XYZ
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assigned to him by Alice. Bob has a certificate of ownersh;p as described
above, i.e. a qualified custom certificate with a link to the electronic
property XYZ and naming Beb as the target. Bob now has the means to prove
his ownership of XYZ, where the proof could be carried out by wholly
automated means. However, suppose Bob wishes to transfer his property
XYZ. -What is to prevent him doing so to Carol Claudlne and Chloe? -
Selling it multiple times since it is possible at no expense to clone

electronic property and its certificate of ownership.

This method describes a technique for transfer that prevents this kind of
fraud and in addition allows the tracking of ownership where the competent

authorities need to do so for criminal investigations.

The existence of an empowerment infrastructure is assumed containing
within it the two kinds of actors: a Registration Authority (RA) which
could be referred to as a trusted information provider and a Certificate
Authority (CA) which could be referred to as a trusted information

certifier.

Another actor is needed which is referred to as a Trusted Transaction
Agent (TTA). This organisation has the responsibility to keep track of

transactions concerning ‘things’ carried out by a Bob and to report on the



So when Bob takes rightful ownership of the electronic property XYZ, his
TTA opens an account for himof XYZs using as identifier, #XYZ. H's TTA
credits Babosiosts3gd in that account. When Chl oe wi shes to pay/dBoeimBeb, she
will receive an enpowernment certificdte fromBob which is in effect an
instruction from Bob to WO 03/041338 PCT/ GB02/ 04759 55 transfer ownership
fromhimto Chloe. Chloe passes the EC into the enpowernent infrastructure
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el ectr opj & cREORLKLYso . Her account with her. TTA is not increnented because
she buys or for sone other reason has XYZ transferred. So instead she sets
up a balance with her TTA b assertl ng her ownership. This is in fact

equi val BFftoREdY héf Bi=ki he rﬁj‘Pi Bt 20FTA Fen deert3wabet propkaatyoniend

assert i prroesty hie eweyheo¥ngy.s hThe \N@Clkrsqtl@d@yte tiake.thdl heeh asserd s copyri ght

and phaéla&rswrggoﬁeetholmunlaeestw@eoaﬁscmlthengseetiﬁler ot here is no
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comparatively small flxed length bit-string which is the ‘digest’.

- The hash fiunction has the property that if the plain text is changed in
any way, an entirely different value of digest is produced by the hash
function. It should also not be possible to generate two forms: of
plaintext that have the same digest. Given XYZ it should be easy to
compute #XYZ (hash of the plaintext). Given #XYZ it should be effectively
impossible to find XYZ (the original plaintext).

A way of leocking at it would be to say that this is an account kept in a
unigque currency, whose name is #XYZ. This identifier is for all practical
purposes a unique identifier for XYZ - the chances of a collision are one

in many trillion trillion.

So when Bob takes rightful ownership of the electronic property XYZ, his
TTA opens an account for him of X¥Zs using as identifier, #XYZ. His TTA

credits Bob with 1 in that account.

When Chlce wishes to buy from Bob, she will receive an empowerment

certificate from Bob which is in effect an instruction from Bob to



fromthe enpowernent infrastructure that Alice has asserted ownership
rather than having it transferred to her from soneone el se; and. that
shoul d bewomwissent with the content of the financial |n®CmGED4757able 1
bel ow shows the bal ance of accounts i3 the names of'Alice, Bob and Chloe
as the ownership of the electronic property is transferred between the
parties. WD 03/041338 PCT/ (B02/ 04759 56 Table 1 Alice's TTA Bob's TTA
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Bob t oepdretmerEhlintrabhraduice i tonbe gEeERIEFA ﬁ’é‘shﬁ’éﬁip‘ oR 1% B°TRe fHansacti ons
(the enmpowernent certificates) that instructed each transfer so that it is
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the coudfice Ehbfiahse ttheiarea where nost of .-the cryptographic research has
f ocused. There are now avail able solutions which achieve very high |evels

of CryB %ghl C zt eerg J%:Lca%tF ctn%”' wggrsstnl?fln W?J Xoghg;f ano B§i£fedCOWDUt er
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i nterfatehpPrbwear (this step is faster but not so certaln because Bob may
trying to sell XYZ several times within the latency of the CRL).

Tf the transfer instruction succeeds then Chloe’s CcA will, as requested,
generate a qualified custom certificate for Chloe i.e. the certificate of
ownership that Chloe needs. Chloe’s account with her TTA under the
t1dentifier #XYZ will stand at a balance of 1, with the transfer
1nstructlon saved for audit purposes and for producing a statement of

account when necessary.

The way it works for Alice is different because she orlglnated the
electronic property. Her account with her TTA is not incremented because
she buys or for some other reason has XYZ transferred. So instead she
sets up a balance with hexr TTA by asserting her ownership. This is in
fact equivalent to her claiming copyright of the electronic property, and
assertion 1s the way ownership works today - i.e. Alice asserts copyright
and that is deemed to hold unless someone challenges it - there is no
requirement that she proves it before use. It should be noted that in the
case of, for example, a financial instrument, when Bcbk 1s arranging
transfer to him, he is expected to exercise caveat emptor: he can learn
from the empowerment infrastructure that Alice has asserted ownership
rather than having it transferred to her from someone else; and that

should be consistent with the content of the financial instrument.

Table 1 below shows the balance of accounts in the names of Alice, Bob and
Chloe as the ownership of the electronic property is transferred between

the parties.



aut hentication and confidentiality, and the handling-by an enpower nent
infrastructure of issues of identity and authentication. THE GOALS OF AN
ELECTRONI ORI MNGE SYSTEM Goal s relating to the ReliabilitgTadBozie7s€ount WO
03/ 041338 PCT/ GB02/ 04759 57 1. Nobodi¥ can vote nore than once. This can be
achi eved by each voter having a unique serial nunber, which nust acconpany
the vote. To prevent a Counting Organisation (CO fromcreating extra
votes, the serial nunbers are issued by a separate Authentication Agency
(AA) . TFBlprlevent the Authentication Agency from giving a non-existent
vot er [a serial number, the| merress (BBt ndEo8eT TP nunbefsyPeat Vot ers| can be
publi ghed. 2. Nobody can knpmedshtwhom a |patswsul ar persoruhas votedp This
can be achieved as fol |l ows} ca) 4xBY encrypbingkizne votiesdd byt he pub ic key
of the Counting Organisatibn-to protect fhn Vot -e—i-A—trans-—b)y—By

separ cttqrhglftaﬁeas(ﬁ?ﬁﬁ?‘? ng O ghhi sation from’the Authentifation Agencytto
preventowasydrie at the Count|ng Organisatijon finding out. (An alternative to
separ gt f5 PiSrshbias BY —poonynous di strubution” of |serial nunberp, but
this |s}3 ery expensive in cpnputing power,, and nakes a| transition-rather
than g Change-fromthe current system very difficult}—3—Nebedy—eaf
changd &2eete &R BeAst® Th( 8 can be achi eved by incl i ng, with the vote,
a cryptcm:gbaphl c digest signed by the voter. 4. The public has confidence

t hat ttng dataTs ot used for any purpose other than the election. In

an el ec}r% oni %llgl('lj,t I.ng %Sﬁﬁeﬁ@s Lhere swukge Q@aﬂé’eﬁc%&bws(tﬁ& k@gdoahauht t he
co i on
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count echoskhblanto doddew diectzRidt EFAT PvertYh%O%t %?CHWﬁE%&&“&f RGHEE2LT" his or
her OvvrhndCh@@&kcmgtowth& dulteertOtoened t dbilset:ofilneidebe cof WESPORUPIHG2EL vot es
for @Hé dahe.can hepublisheds swhighcyi |1 be nmeaningful only to the

i ndi VI ual voters. A nonce is a random nunber or other information
provided by a party, in this case the voter. A nonce is typically a large
nunber EMESERONIEIVRIINGti| it is generated is unpredictable. 6. Nobody can
duplicate another voter's vote. The nonce system prevents this. 7. Nobody

can seldy his,Qrchele ¥9t&es! b aleelaté GBEaggystem this

1.  The reliability of the count. This is theé area where most of -the
cryptographic research has focused. There are now available solutions
which achieve very high levels of cryptographic strength at the cost of

very high amounts of computer power.

2. The possibility of error at the interfaces. " Following the -
difficulties in the US presidential election of November 2000, . a lot of
thought has gone into this. :

3. Remote authentication of the voters. Identifying and authenticating
the voters is recognized as important, but little real progress has been
made in this area. The empowerment infrastructure described previously

can help here, though the problemg remain difficult ones.
The described method and system relate mainly to the interface between
authentication and confidentiality, and the handling -by an empowerment
infrastructure of issues of identity and authentication.

TﬁE GOALS OF AN ELECTRONIC VOTING SYSTEM

Goals relating to the Reliability of the Count



woul d require a random spoiler being included in the voting software. WO
03/ 041338 PCT/ GB02/ 04759 58 Goals relating to the Possibility of Error at

t he | nt ervaoe/08133&ver ybody' s vote gets through. Not everylradyGBoo4BmIKks t he
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post? Industrial strength assured-delivery m ddl eware, such as MXeries
(Regi stered Trade nmark of international_Bysine i o &ateh-0n) ,
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have a te m r&al for the officials, so that their electoral roll includes
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not on t EEY | e QLA n& Arlgabil= 0B theabasiose of identity,
age, r Aﬁgggﬁgg,&eﬁ;ae??oaﬁ%ﬁ%%t l(il%ﬁtcnot b%i r% excl uded frgfﬁsvoti ng. 13.
ldentity will be established at |east as well as under the present_ system
The basi?e s¥teirpariviet jo (FRETIWIPT ePeRedlt O¥a MAYBr A RIPEV "1 2% nust be
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14. The El ectoral Roll should be denmaterialised. When everyone can

establish his or her identity without it, the docunment its%If is no | onger
needed.3 WD (0BPedy] 338 PETECH)YPEA PEe cast. This can be achieved by

including, with the vote, a cryptographic digest signed by the voter.

4. The public has confidence that voting data is not used for any
purpose other than the election. 1In an electronic voting scheme, there
would be questions asked about the danger of collusion between the

Counting Organisation and the Authentication Agency.

5. A voter can check that his or her vote was counted. In an .
electronic gystem, if the voter includes a nonce of his or her own
choosing with the vote, a table of nonces corresponding to votes for a
candidate can be published, which will be meaningful only to the
individual voters. A nonce is a random number or other information
provided by a party, in this case the voter. A nonce is typically a large

number whose value until it is generated is unpredictable.

6. " Nobody can duplicate another voter’s vote. The nonce system

prevents this.

7. Nobody can sell his or her vote. In an electronic system, this

would require a random spoiler being included in the voting software.



59 Referring to Figures 12 to 15, a sinplified exanple of a nethod and
system for electronic voting is now descri bed which addresses the above
goals. PFwous®s$1332A and 12B show an el ectroni c voting systemGHERO475a whi ch
there is provided an Authentication #gency (AA) 1201 and a separate
Counting Organisation (CO 1202. A plurality of voters 1203, 1204, 1205,
1206 are shown. In Figure 12A the voters 1203, 1204, 1205, 1206

comuni cate with both the the €Q igure 12B, the
voters S b s %p%rror ! Qgteéf;cg AA 1201 and
nmessages destl ned for the CO 1202 are forwar b 1. ehal f
of the Svot eEEeAFOIY 9204 9°F505 196, "The T f}(') xho aSkAéh%%e 1€Aab| s that
vot er Aeirtel bRES Wikt gebqrrespd te vatdnpal HUnBReS FF%rﬁot hety he”1201

enpoverd; Rfedehct @ di@Ee dlBse addpRS and dakes ofherdia tvbte ki avtfalpsty inabitk

recor ds, of , t g, pLQNLDI 4160, 69885 ea TR 1041 30401 Abka) Rk o igemteon of

these dnd sen ice serla nbe e s the voting
nmessage RGPt Feset |T§Iad‘°r‘1dvf?ﬁ5r ﬁ8h%rélaglsoﬁlgﬁ I Be‘fsmgﬁfj%m%?e% \I:I:\#I]!.b% 2 ow?f hen sends

t 0 t he vG@L42@2an HpRever , th| s has the disadvantage that Alice nust wait for
the AA 1201 to confirmher identity before Alice receives her serial
number and g %JJ faH% Vot &gnAnatiher: G saskast agemi Sciehataokki cerngust send

nmessages to 120 d o 12B,
Al ceglrfﬁ’ée éﬁraquhcer %Agga e]llf%le EQ%@(;%%% s Mértah@n aéss %E :!'I:::Jh?grﬁas t he

advant aesgthar N ice T?%GSm‘tséEké%t 8ﬁ|"§/118f°i%d tﬁc?f'%??tt Bh ﬁ‘p’fn& &*HérVot e ad

t hat t hesCRd262ikas migldlayef agriackidrgssdd itbés I2@31ewn usi ng her .

el ectroni ¢ address. However, the AA 1201 nust not be able to read the vote.
So the :IYOOt € m'lscgoun elg%g)r %B;dl.%dléq;hghegztent:hgf QOstQtQ% bidsnnofnikheeA 1201 can

read it." Thi t he here. Referring to Figure
13, a Q‘ihéﬁr‘éPrt‘ﬁP% W5EETed 21T IR ﬁ%‘g oﬁm%tfloncasf“ Phy San%}egtt'g In the

di agr amtact imoes ke @asmmflwedasﬁeédﬁf’&éﬁ% W fhet PeURYES BT Hets 25Ghj ect s
are shoywoidt,Sekidheki psboeks. Alice (as an exanple of a voter) generates
an enpowernent certificate 1301 which desi gnat es the AA as the relying

entity and Alice enpowers (an a, ass 0 gtrgglnt:
certifitate 561 rrg Fafe® Oo&g‘r gg%Sl%otnef % ’hgt;r@tel %Lﬂga}l %? d recor ds
of the theohldsitrenickassws. AThipel}ing %tfftfl%wﬁtf Baa‘teatt’ FAaeht Ty Ri ce

uni quel sbr Abd eefatisasasserhst ithettheld®c@81 041338 PCTEGRDLY cm%lae who

have not asked the AA for a serial number (and, ideally, excludes'anybodyf

whose death has been registered).

Goals relating to Remote Authentication of the Voters

12. only authorised voters may vote. Using the empowerment
infrastructure, one can authorise someone to vote, not on the basis of a
fixed electoral roll but on the basis of identity, age, residence,

nationality, and not being excluded from voting.

13, Identity will be established at least as well as under the present
system. The basis of identity that will be used is a matter of policy.
Tt must be decided whether name, address and date of birth are enough.
Nationality and not being one of the prohibited classes need to be

empowered as well.

14, The Electoral Roll should be dematerialised.  When everyone can
establish his or her idemtity without it, the document itself is no longer

needed.



60 enpowernent certificate 1301 the public key 1302 of a private/public key
pair which Alice is going to use for signing her voting form Enpowernent
certificawedsmss3glescribed in detail in the section "The PETmBORONEAL
Certificate". This section explains how data my be asserted by the
certificate generator in which case the data appears in the certificate
and how data nay be enpowered by the certi ficate generator in which case

an indication of the data is given jn.the certific Eheq c8diddnf | cate
enpowe REEFHEDP fS PG iar £§ 1% 95()’b lmpt ﬁele Xé rgmgéa%og%q’o S6u %{e The

enpoweEre il ecerdn ifi E@Q@glgﬂrowﬁ%ﬁsar%dcﬁ?&% ﬁd‘i’??és?seéﬁﬁl P8 #56a° necessary
for processing the certificate, for exanple, the cryptographic functions

used. }Q?Lh SIPoverdgBnt o ehti fanCatL e i3l scisbgnpdehyiAbi oe wisimghdes private

k t e/ publ t f
(he  ORBOREFRERT oPbl PRERTS 130E o ha Ehpager fent Err oo o ry be an

X. 509 Pr@amwisptidn d§Pb. 28R cé BHERY S °f3‘0‘?steffﬁe12é)ﬁ'pojv§é)f‘rre]h?t tertrficate 1301
usi ng tshewpubkhcrikeye ofa, ttiee poterat BIQUbLAE cHFAS, dEIRS aPupisady PRt of the
AA. Thig.f esil L8 1281 & ensramiad empowesiRnteethe ficcate 12804.12Parti es may
have more th%nGOne(?1<i \Fésls\é%t e/ODl]!bLé c hpﬂJl, af @ meCXAM g i dentd al ity
key pai Po%3nd=8°s ure Ee Ir. ice cl e tes v%b:pg ssage 1305
whi ch (?Qn%%ﬂzn§rﬁofg°§éf‘¥%ﬁd ﬁ%irﬁﬁ’érAA 1Rer Oa‘oaihaign?éi ﬁeavoﬁ(%ﬁ%e spo?ﬁ and
vote. Azpenceoks a random nunber or other information provided by a party,
in this case Alice. Anonce is typically a |arge nunber whose val ue until

It is general e%jhéwsn 1 A %g{e ctabl £.nIhe 465Gl bed et Hod: ardussst em do not

require Al Tce nerate a Lt.wid | be
usef ul $6l%lnulmf’erst‘fé°%atr]i’tesm?olz%heé‘ﬁﬁw‘?rﬁn% ]hte?:g\?% as %He}%ggegotrcd\gé | f

she doesrhiot makstnalétzheak Fecordgelyidie PR PHERN Cllé%%ﬁsdeoﬂfhet%ri‘ fhe nonce
is i erJbeyﬂEH coRX fhaeent ofi tpplsenet atndensliofe hén sempthodukere oef bi9Tows:

One i npl, %l% YBY 1.4 mgsﬂgw@t&h@eﬁmlm@aﬁd eheosepaiteandam nonce for
her if she w shes and use a.z rothréogﬁ she does not - this has the
advant ag’éeth“ﬁ’tm?e?}t‘? foRcE§ feed W6t be publ i shed and only those who care

have their nonces published. WO 03/041338 PCT/ GB02/ 04759
. However, this has the disadvantage that Alice must wait for the AA 1201 to

confirm her identity before Alice receives her serial number and is able
to vote.  Another disadvantage is that Alice must send messages to both

the AA 1201 and the CO 1202.

In the case of Figure 12B, Alice 1203 sends her message to the CO 1202 via
the AA 1201. This has the advantages that Alice 1203 takes only one
action to complete her vote ad that the CO 1202 has no way of tracking

Alice 1203 down using her electronic address.

However, the AA 1201 must not be able to read the vote. So the vote must
be encrypted so that the CO 1202 but not the AA 1201 can read it. This 1is

the method and system proposed here.

Referring to Figure 13, a diagram is provided illustrating a method of
casting a vote. In the diagram actions are shown in dashed blocks with

rounded corners. Objects are shown in solid line blocks.

Alice (as an example of a voter) generates an empowerment certificate 1301
which deéignates the AR as the relying entity and Alice empowers (and may
also assert) in the empowerment certificate 1301 her name, address, date
of birth, nationality and records of the prohibited classes. This is

sufficient data to identify Alice uniguely. Alice also asserts in the



61 Another inplenentation nmay generate a nonce anyway and sent it to the
AA and the CO, and record it on Alice's conputer - This has the advantage
of bei ng woasloesss question for Alice to answer. Alice encrgptGBo2d069t he
voti ng nmessage 1305 using the public dey of the private/public
confidentiality key pair of the CO This results in an encrypted voting
nmessage 1307. Alice then applies a hash function 1308 to the encrypted

enpowerment certificate 1304 resulting in a di st 1309 rypted
enpove eI TR ERT T Arate A3P1“a§ﬁef5ﬂ’f}i’&ﬂgd‘r?yl %Y g & way T 2%‘%]".1% ﬁylcch maps

an ar biph kil yn lAOnge pisegeingofo pai frut emnliﬂﬁt }éﬁra"@*éﬂ?ﬁa H-vely smal |
fixed-length bit-stri ng which is the “digest'. The hash function has the

propert <;[whe?':t ezlltf ct he, ﬂca L tagé(tdesézslb(éﬁaﬂg%q{ﬁ.ﬂ aRY:nAAYectdBn efitier el y

differé fte o I'S_produced t he hashfunctl uld al so
not beEﬁWSﬁrﬂF@: Fﬁrbb%éﬁ“é"f W SForng % LBEAT ACEXT Fhat ﬁgvaeés% LZ‘J}igame

di gest byGineeneR iifti cahrogbretssordayvhich ewifphhe P2 (IARSA DA HE pl ai nt ext)
G ven #B.iirishauladabgowefifec by eleyempdiiposs byl ehd oeftifdci o phrewstPyiimal
pl ai nt e t : Ther elﬁ‘%ﬁﬁ%?&rﬁl‘o@lthed!iitfaeligrglvtaﬁpﬁ'.s 8¢ ashrifupstdrantichat may

b 8( mrarly h t t ed
Vot ng SHESASEE FHBTESHI RGTE S gl C TS T o7 e Camr vt ed vat ng

nmessagecurckhe two di gests 1309, 1311 are concatenated 1312 to obtain a
resultant concatenand 1313 of the two digests 1309, 1311. A hash function

1314 '%hea&lyouggnem L&e:l@pcrgptat marnwaiso Qont e t10 Wigesks 4309, 1311

resultin adl 1 £0 t n i b8id N an
i nt egrlanessﬁlrEfcﬁ?r °ce Sm%tgiiscfgg C'{;%% ?%%C%faqeng%%d t%%l%y?g%gn%rypt ed 1316

usi ng Aupgetogs 1|'fﬁ're|dvate key of the key pair she is using for voting. This is
the sane key pair for which the public key has been asserted in the

eWDOVVertcﬁIErl%mpo%@fnténftl G&tt&f;lé’a&la i1t he Abned g rnessl tsiah tdrepehatypted di gest
1315 is a gnature %Cblginééze AT 251318 LhieeRichyptad seamover ment

certifiCat’® bftel/ﬁe encry i'ng message 1307 and the signature

bl ock f@RW%rﬁ‘e?héeﬁﬂlf’ﬁat‘ée“Hﬁy now |og off. She does not need to wait for
a serial nunber and she does not need to send anything to the CO WO

03/ 041338 E@%@&Qk()égﬁﬁfi&e may be an X.509 v.3 certificate.

Alice encrypts 1303 the empowerment certificate 1301 using the public key
of the private/public confidentiality key pair of the AA. This results in
an encrypted empowerment certificate 1304. Parties may have more than one
private/public key pair, for example a confidentiality key pailr and a

signature key pair.

Alice also creates a voting message 1305 which contaings no serial number,
but does contain a nonce, spoiler and vote. A nonce ig a random number or
other information provided by a party, in this case Alice. A nonce is
typically a large number whose value until it is generated is

unpredictable.

The described method and system do not regquire Alice (as an example of a

voter) to generate a nonce. It will be useful to her if she wants to

check that her vote has been recorded. If she does not wish to check if

her vote has been recorded, then the nonce is irrelevant. Different

implementations of this method are as follows:

* One implementation may give Alice the option and choose a random

nonce for her if she wishes and use a zero nonce if she does not -
this has the advantage that zero nonces need not be published and

only those who care have their nonces published.



Referring now to Figure 14, a nethod is described which is carried out by
the AA on receipt of the encrypted enpowernent certificate 1304, the

encr ypt edwoaBiomg3sressage 1307 and t he signature bl ock 131PcfriraBmMliisee. The
AA decrypts 1401 the encrypted enpoweflnent certificate 1304 using the AA's
private confidentiality key. The AA uses the enpowernent certificate 1301
and the enpowernent infrastructure to establish Alice's identity and her
right to vote 1402. Alice's public key 1302 which she i S, ugitnqtfg vot i ng
whi ch she® adsefhesd Lnpl rRBEEAPOIGY nBIRETRET 5 PP 8™138171% 8150~ obt ai ned by
the AA. The :tAA xannattiecad the rerordptedn VOLiaE reusuge -13D¥s IFReEHRA can,

however, conflrmthats 40,4 WRe TRES2YRS L BHE 85 AlikeecSemdwenem and are
| i nked toget erl{p[')%? t he si g%lat%re bl ock 1317 whi ch has been received at the

AA. This confirmation is carried out by mrrori ng the process fc%{ugi ed out
by Al Réecofneapmtg b hash PEHRE MEATIENG® CoREH%R AT PHE thEdi Gests. The AA
appl i esravd@gpudiince toiiddd(81t ey khe mrcr yptebd EhpolEenestuléarit fRcat e 1304

resul tieggrmeg A 9estnekd0S abothe encrypted empowernent certificate.
Simlarly, the AA applies a hash function 1410 to the encrypted voting

message 1307 resulting in a digest 1411 of thhe encréle%%ed o\(ﬂ(ggﬂimanrgC nmessage.
The twhléryeker aPAYSS PARASI FEACEARa @R at 2 T 4TS YR St T a resul t ant
doncat esantkit4d3 G4t freul woradiges B6994093 091 £1 TtheAcrHIRE e FEPPHT™ER94 i S

appl i edet-0id:kgrconcat enand 1413 of the two digests 1409, 1411 resulting in
a digest 1415 of the concatenand 1413. The signature block 1317 received by

the AA, is decrypted, 1403 usin ublic a%egrgi%r_,ag/iqg ?%CgéggchMi ch

. g Alice's,
has beénPdBt arRed-2P462 ¥ Pﬁ?ﬁwﬁﬁefur\?ﬁf?ndgf“é Enpower nent  cer e. 1301.

The decfyptad sexndrte e bporekatiselyhaadi gelsiedotenght Rontetedaftt 2404, The
two di gast saigbsthe eaacabenmndeihlbas T464pcaarte tbanpdr Btk 485 &rdti f-- t hey
are t hq.ssélq%gggi Fn QBQVxLa"}?SaIPQH{iJ{ t bt theuAbrtdiatst hie py@iuce@SSages

are as Alice sent_themand are i d by the sighature black. 4317. The AA
then ad¥i GHs PSR TPSF Funber sg%ul ngeo é%ﬁé %o g% ructs (.jagmsssl%ag cont ai ni ng

Ali ce' oseriofl PhuiTsert TRPFEve s Erted Bt i cCXEY o VoTTng® “aRd the
di gest tof cAiduce' $0 emnesly precheenpomserent eevem #P cigt ehoultRePPLRISrHHTSLY he
nessage Whidivh ber AYiSa Ry (vt @rshgRat pienkeyr)andrizendset setdrelnessage WO

03/ 041%‘?{ fggglé%%gsogz%%shesénction that may be used.

Similarly, Alice applies a hash function 1310 to the encrypted voting
message 1307 resulting in a digest 1311 of the encrypted voting message.
The two digests 1309, 1311 are concatenated 1312 to obtain a resultant
concatenand 1313 of the two digests 1309, 1311. A hash function 1314 is
applied to the concatenand 1313 of the two digests 1309, 1311 resulting in
a digest 1315 of the concatenand 1313. This results in an integrity

block.

The digest 1315 of the concatenand 1313 is encrypted 1316 using Alice’s
private key of the key pair she is using for voting. This is the same key
pair for which the public key has been asserted in the empowerment

certificate 1301 to the AA. The result of the encrypted digest 1315 is a
signature block 1317.

Alice sends 1318 the encrypted empowerment certificate 1304, the encrypted
voting message 1307 and the signature block 1317 to the AA. Alice may now
log off. She does not need to wait for a serial number and she does not

need to send anything to the CO.



to the COalong with Alice's voting nmessage 1307 and her signature bl ock
1317. Referring nowto Figure 15, a nethod is described which is carried
out by tweompssrecei pt of the encrypted voting nmessage PCIGBO20INSI MeSsage
1500 (described in the previous para@raph) signed by the AA and the
signature block 1317 which are all forwarded fromthe AA. The voting
nmessage 1307 is decrypted 1501 using the private confidentiality key of

the COto obtain 1502 Allcesvot et he w r e;andus | er.
The nef&agEF  EERPYILGnEd Dy the® AR"i ho ec?es'rcry\ﬁ’d‘gé‘I 9% us?(r)%f%t he AK IEs)rg'/lpubl ic

key reshbtdmgniredeipt difgels eESOQ’tS‘F et“ﬁ@“’%?ﬂ?&ﬁe‘fer’féhftlcéé?t feats, Alice's
seri al cAupffiedledAngntksdhicess? pull ile keyndtore \):dpf:lﬁgwl?sd'zmmWelceo can
confirmthat the voting nessage 1307 is as Alice sent. it and is linked to

t he di gest 1509 of the e ower nent G e 1 DYt Al e
si gnat %'hg SERBIE7." 5° cjf}l(pted i %lﬂ%isr&g%rcr%gg ‘out b é/ tr‘; [ rl%)rél ,ng I he
pr ocesMarﬂﬁléat%lﬂonﬁydenbb%lﬁtm ke a“ﬁ’& PhesRA Ui SPpIYIRG haSh Tunct 1 ons

and congat efidt thg dnpewerthege ShérasEmectO@ehes e[sh@b]disae%]{lcis@g_dﬁqat*tﬁea%cr ypt ed
enpovenrIent; oneerd lJolteai4%zf ramiéde pRSSageeli6: whhen GB=apphikess &ohash

function 1510, to d. VOLI NG IES 20830 ves8 1 1BGaidd a di gest
1511 of °Fhe Wthhyspe %szgg%lé;%ﬁnehsesag%g’eme two di gest s 1509 1511 are

concat ewARERFI PB1P % 2 obtain a resultant concatenand 1513 of the two

di gests 1509, 1511. A hash function 1514 is applied to the concatenand
1513 ofrrehga tosneli gest sche 1&QQypihl Yotieguhtdsageiyoa. dityesrs 1846 of the
concat gnand. 15 he, i Enalogds 134 7ol RERIV E5hibynéhenEQyre

decry eh ?%%3%%‘51&& QhaStl g%@gt% g&ﬁ]%% %g g 2302, whi; ¢hs hasoheen
obt ai nédnf‘?%rﬁoﬁﬁ‘éhernﬁgstélﬁesﬁﬁ S om gecr ypted signature bl ock
is the a.gest of the concatenand 1504. The two digests of the concatenand
1515, 1504 can be conpared 1505 and if they are the sane this provides
confirmghion, fQrnihenCQ thati hsuty 8 i digrofRESs age ptddsksi 8aariectinairtanged

or nal_.vote d. h n . h Vo
03} 8I413A3;Lé\éﬁ’€|f/ %6?18%7 %n%lﬁlc%h%pgglr}cla g%ncé_eé‘na@k gn"ﬂHQQf g@¥t§ @hMA

nber for | S

obt ai newPPRida heshnEsagen 1598 t9 8 TIFEYREY §"RYFHTHE c‘\?\nr lhJL V\él%cg?ml vot e,

nonce amiuspmgl én d508esnd409 ef ofldedndfyp8ed empowerment certlflcate '
Similarly, the AA applies a hash function 1410 to the encrypted voting

message 1307 resulting in a digest 1411 of the encrypted voting message.
The two digests 1409, 1411 are concatenated 1412 to obtain a resultant
concatenand 1413 of the two digests 1409, 1411. A hash function 1414 is
applied to the concatenand 1413 of the two digests 1409, 1411 resulting in
a digest 1415 of the concatenand 1413.

The signature block 1317 received by the AA, is decrypted 1403 using
Alice's publ:Lc key for voting 1302 which has been obtained 1402 from the
validated empowerment certificate 1301. The decrypted signature block is

the digest of the concatenand 1404.

The two digests of the concatenand 1415, 1404 can be compared 1405 and if
they are the same this provides confirmation for the AA that the two
messages are as Alice sent them and are linked by the signature block

1317.

The AA then assigns a serial number to Alice and constructs a message
containing Alice’s serial number, Alice’s asserted public key for voting,
and the digest of Alice’s encrypted empowerment certificate. The AA signs

the message with the RA’s private signature key and sends to the message



As before the AA should publish (at least to an audit team) the identities
of the people who voted. There should never be fewer on this list than
nunber ofweoaBesizeast. In this way, one nmessage can be used@CTaBoRoO¥159

aut hentication and counting of a vot@® The process carried out by the
voter is straightforward in that only one conmmunicati on needs to be sent
to a single party, the authentication agency. The authentication agency

comuni cates with the, cqunti,n ENCYasslBL S 30 | dnaspaed i i ueaTRIRcEat | On as
a net work “Betedn°"% Fﬁ'éthag‘? ent i Xg‘% %n Efalsgse%cy and the counting agency can be

faster ¥¥8n the Internet, which a voter will be using. It should be
under st ood that where the termencryption is used this does not
necessagidoy | Phywthakidhe 1£sul hetmdaconkkgdenbealvhish niceceatiad efcPYpt ed
with a .t%rée'yggte ey, can.pe,degiupled by. anyana.boldong denenase espondi ng

public © Skhi€h"Hay be avai | abl’e, . Di fferent_hash. funstigas can be
used wi tdfisaridrs dostdie By ARt K5 a%ﬁ?a"hg SV %%1% s\f:rl‘eo%g %rlshat he fl%ncti ons used

are agrgedkbeiweehi¢therpaiti tarwaTirs Supt i8fpifi-vat e key technol ogi es used by
the different parties can be different as long as the other parties know

whi ch tgghq,gk%%m%%%agg{lﬂle%%ec@me%aﬂsdlﬁﬁéﬂ@%ﬁe phatatteechnol ogy. The

descri bed method ¢ stemrefer to.the t LLYd N9.QUleragidions  such
as encr GG RIHEY &PY T% SRR 19° R %ﬁﬁ%cﬁeg%e%%’?%%? t he cgnpuet er software

i npl enend¢matiicore Gfndt $weifet-hod carries out theses functions on behal f of

each party. Inprovenents and nodifications can be made to the foregoing

wi t hout 517ed§:%%£$§en9555 Qmiers capennfid hecbesentod msend itor. 2ANB 6341041338
047

A 9,082 LA i 1's t m ¥ Qfergﬁﬁi%af:gj a\.tl:.BQst 0O a
descri bEﬁY erﬁﬂﬂ(vn€3bt2)th?o :ng trélsgg Mth Oer pgx;v%le t ).

.relying entit 304) ¢ ising: generating a
first deefied] neeer 3% SRS Rt ca]ﬁeyel\fltgétvro(’:c)%xf‘gcgg&ghat ure by a first
signing entity and including: one or nore attributes of the described
entity (302 2N€cREi MDERAELE i1t es ebsidee 1507 st i gilied sevr titf prditi€ which
i nclude_one or nore,attrifubes: identifybAnt ot ddarsi gticngy ibki 4y by an
i ndi cat ilbfrh]‘eq toats oL eﬁ%i% e i entity (302) which is to be
suppl i e@?e signature block 1317.

This confirmation is carried out by mirroring the process carried out by
both Alice and the AA of applying hash functions and concatenating the
digests. The CO has the digest 1509 of the encrypted empowerment
certificate from the message 1500. The CO applies a hash function 1510 to
the encrypted veting message 1307 resulting in a digest 1511 of the
encrypted voting message. The two digests 1509, 1511 are concatenated
1512 to obtain a resultant concatenand 1513 of the two digests 1509, 1511.
A hash function 1514 is applied to the concatenand 1513 of the two digests
1509, 1511 resulting in a digest 1515 of the concatenand 1513..

The signature block 1317 received by the CO, is decrypted 1503 using
Alice’s public key for voting 1302 which hasg been obtained from the
message 1500 from the AA. The decrypted signature block is the digest of

the concatenand 1504.

The two digests of the concatenand 1515, 1504 can be compared 1505 and if
they are the same this provides confirmation for the CO that the wvoting
message 1307 is an unchanged original vote and has been assigned the

serial number by the AA.



an indication of one or nore sources (306, 500) for the data to be
supplied; and one or nore attributes identifying one or nore relying
entities wp3043138% which the data is to be supplied; the PemryiBIgoersdity
(304) forwarding the first digital cewtificate for processing; a source
(306, 500) supplying the data indicated in the first digital certificate.
2. Anethod as clained in claim1, V\/nerei n a source (306, 500) can hold
data or can refer to one or nore f er_source 6 t hod as
cl ai medbf re@tal murPet foF trhcs, el i = the |alrnse%l £r%91nflﬁ%q‘g)ésrﬁ% JLﬁl)dsmt he
descri lredm entei 2%y iE30bindd vAthelied’ %§’°E$fainﬁ%?f Ppd é‘ﬁ?lb‘ﬁ:e B2 @&Hims 1 to 3,
wher ei Retheidsl £s5ds. digital certificate includes a reference, nonce or other
data which the relying entity (304) has previ ously requested to be

included. 5. A nethod as n ly 19,44 N some
or al | 2sopeiHe ﬁéﬁﬁAr%ﬁ"&% d’i’?%q} H%t 315%/‘0 :Lbegne%tﬂg% 4 tjl |sdé§{@%% ed by
neans of tize secwird wdp gictad- cEReTd shatld PYIhES &S G E]?'h ty 1—(§351§) t he

second pdigi# @k €syelsi Edzat e signed with an el ectronic si gnature by a second
signing entity and including: one or nore attributes of the described

entlty(302 i ncluding the data whi BT M a]: [T el oY e
at t ri bUtes™ 6t “Fhe F&BWEH §ital” éler‘ﬁ}f"h?%‘{tg‘ Qﬁh@m coth 08 cIR

ch
attri bwes vYadent i Thei BEPoeRe C§‘é’€b‘ﬁ5d oBF g Aig° Vé’ﬁ?“f tlﬁ Stfﬁdg{?%%ﬁg?ﬁgﬂw
PCT/ GBA2404%EBY 066 comerdranipmenegedsr Foitseseritdentd FyIHG BFEYor “ffore rel ying
entiti %%thééélégticgl \a/gércds} t hhedabithehsidat ib€ Suppt cethurbeatesmat iodhas cl ai med

inclaim>s rein L TS gl 4t afbdichEcat € whﬁ%d&eﬁeﬁv@enrm yi ng
entity igﬁﬁ n‘E’t Sg%nsé’ the lFl rst I dtgﬁl) Co(;ertllcfl cat esto th alrntgansg

di gi taIt ePiRRE TR 1o A9RPRE ARG IS TR AR PR AT M 6.~ wher &1 h tﬁe rel ying
entity 1864)et, swhigt hovrdtsedvild btgirg-a second digital certificate which is
marked as qualified. 8 A nethod as clainmed in any one of clains 5 to 7,

V\ﬂer fe| M ng %CQ%‘deQL&JoB@ c1Rer i ddeCate tLaslMe8Rrane 1Gr usly enad bkbut es of
the fir St

not neé%ssarlly imply that the result is confidential, since data

encrypted with a private key can be decrypted by anyone holding the

corresponding public key - which may be widely available.

Different hash functions can be used within the described method and

system as long as the functions used are agreed between the parties.

The public/private key technologies used by the different parties can be
different as long as the other parties know which technology is being used

and can implement that techmnology.

The described method and system refer to the parties carrying out actions
such as encryption; however, it will be appreciated that the computer
software implementation of the method carries out theses functions on

behalf of each party.

Improvements and modifications can be made to the foregoing without

departing from the scope of the present invention.



certificate. 9. A nmethod as clained in any one of clains 5 to 8, wherein at
| east sone of the contents of the first digital certificate is copied to
the secowo odiogissal certificate. 10. A nethod as cl ai ned iPaTasBo2om=9of t he
precedi ng clains, wherein the nethods ncludes the relying entity (304)
forwarding the first digital «certificate to an internediate entity (308)
to obtain data froma source (306, 500). 11. A nethod as clained in claim
10, wherein the internediate entity Zj1’13438) generates the second digital
certificate. 12. A nethod as cl ai mﬁLTany one of clains 5 to 11, wherein
the second digital certificate includes one or nore attributes identifying
the relying entity (304) which are different fromthe one or nore
attributes 2 dertddf gemguedie eeldpcagrantity tp F04PsFRHcrddRFEH 108’ 155 st

di gi tal,  chfhbfdcate. 338 Anpetdiad: as clainmed in any one of clainms 5 to 12,

wherein the second. dig celd ki Catesipehudes ane10kcsBaie Alghatdnst es
i denti Fﬁ?ﬁﬁaﬁlﬁ% a_ ég%r ?%éel?aén(?%tfi%% sﬁiﬁ ch are different fromone or
nore at¥rfbUreEs sichEt F’F“if’itﬁ’ga’i“%}é Ge¥crrbed entit (302? i ncluded in the
first digitahe cempid iaéatﬁé?utiﬂ.OfAth%tdﬁéﬂr%dcefn&ilK%dBioﬁ any one of the
precedi ng clakns; msheretmidies «fesbes ifiedt enbital ¢802figerremaids a digital
si gnat ure using. & BLi VA3t foke¥reMihhed 160579 paNdhageipubl 4 amksy eandeyt;he
first signing entity includes the WO 03/041338 PCT/ GB02/ 04759 67 digital
signature or a cryptographic digest thereof in the first di gita :

certificat e 2rafelicheiqpaph 4352 Le Witadtktecd?%li"%‘?ﬁnﬁb%n{ﬂ %&x‘”%“éﬁﬁ)

i ncl udes theeputddicekey. 15. A nethod as clained in any one of the .
precedi ng cla B5aiWbesebh ddieor frdist salirgéd abogenbbf imat end Metadesba peri o
of validity. 161.e method as claimed in any one of claims 5 to 15, wherein
the second dF§rtal Certificate includes a period of validity,;17. A method
as cl ai med i9FecPaIRFLFEEFIRYEEF Bt WREF T The perid o ~validity of the
first digitalzoeertd izt thordathelsseedivdSerjiied certificate is that short
period @k tinRngdWrithgy Whboh fardigiihgl tiei ghatudeitaasegentiatediorls8. A

met hod P%%cgéﬁing?d in any one of the preceding clains, wherein the

a source (306, 500) supplying the data indicated inAthe first digital

certificate.

2. A method as claiméd in claim 1, wherein a source (306, 500) can hold

data or can refer to one or more further sources (306, 500) .

3. A method as claimed in claim 1 or claim 2, wherein the first signing

entity is the described entity (302).

4. A method as claimed in any one of claims 1 to 3, wherein the first
digital certificate includes a reference, nonce or other data which the

relying entity (304) has previously requested to be included.

5. A method as claimed in any one of claims 1 to 4, wherein some or all
of the data relating to the described entity (302) is supplied by means of
a second digital certificate to the relying entity (304), the second
digital certificate signed with an electronic signature by a second
signing entity and including:
one or more attributes of the described entity (302) including the -
data which is to be supplied;
one or more attributes of the second digital certificate which
include one or more attributes identifying the second signing

entity; and



data indicated in the first digital certificate includes confirmation of a
paynment or debt due fromthe described entity (302) identified in the first
digital cwotmsfisate to the relying entity (304) identifi e@CrrGro2e475bi r st
digital certificate. 19. A nethod as @l ained in claim18, wherein a second
signing entity indicates in a second digital certificate a guarantee of a
debt indicated as due inafirst digital certificate. 20. A nethod as

claimed in clains § mo LnSipRkLI ed data is
i ndi cated by"tHE gﬁ’beplaﬁ Ié%buwnf edt nt?if n? n&%ngp agéggéggé%l gital certificate

relating to B previishstye §a‘b"pll15eEI°cP§t§uPPl?i A nmethod as clained in any
one of the preceding clains, wherein a |ist (701, 703) identifies a first

or secqnd di,gjLal,4cer tc'lEthe?ﬁ @n é@%l § Vivhgredat enaMii €4t ksgnall onger

aut horised fo be su jt e ifet hod a
cl ai rret‘fei‘”hlfcllcaﬁz‘?naﬁﬁg‘%’ls%f the l\lﬁﬂ e&lggtﬁggige%eggéj%n jl:Sloxf%gtcﬁligj Igiﬂst (70?

703) i mektifdsabhéoortipred aﬁeFPPCE)L?tléktﬁldéﬁtllﬁ H§the relying entities
(304) to which the list (701, 703) relates. 23. A nmethod as clained in any
one of clai B o2 gg,clmh&j‘l ihnelaudes, whérddeneieatrehgingnentsitter (39g) aid i st

(703) for_the econ git r atgs whichnt s, 1:8dgxedaby one or nore
at t ri bGEEETE&R T gt relgec"ﬁgeénltg%%es 0037 641338 PCT/ GBO2/ 04759 68

(304) suehifisdt aII second digital certificates in the list (703) rel evant
to arelying entity (304) can be identified. 24. A system for supply of
dat a r%l ati NOnbthcd Sesakihed ianiig yné 3G2y14i0s @ woelyivbgreit ichy =304}, the

SYStem LOUPY SERG:fadd 18k HaNk0 o8 Mok adpbicl borncas ayang.cent i Ly
appl ica on and ata store (504) wherein the data store (504) holds data

rel ati rf@rfbfjtcﬁée described entity (302) ; the first signing entity
application has neans for generating a first digital certificate signed
w th amn.el et methd sk gnatiue® ibyatshent iafstlaigsghiteygsembiergimppl +9&Fi on and

i ncl uding. &n%hQrcoﬁQér?csaBErﬂkﬁukﬁaﬁstofil&lftald&%eﬁfhﬁdeem icbyidB83)theone or
nore attributes.o thet st_digital certificate which include one or nore
attri but°€s” &léﬁftraf y PR ffl rst signing entity; an indication of data
relating to the descrlbed entlty (302) which is to be supplied;

10. A method as claimed in any one of the preceding claims, wherein the
method includes the relying emntity (304) forwarding the first digital
certificate to an intermediate entity (308) to obtain data from a source

(306, 500).

11. A method as claimed in claim 10, wherein the intermediate entity

(308) generates the second digital certificate.

12. A method as claimed in any one of claims 5 to 11, wherein the second
digital certificate includes one or more attributes identifying the
relying entity (304) which are different from the one or more attributes
identifying the relying entity (304) included in the first digital

certificate.

13. A method as claimed in any one of claims 5 to 12, wherein the second
digital certificate includes one or more attributes identifying the
described entity (302) which are different from one or more attributes
identifying the described entity (302) included in the first digital

certificate.

14, A method as claimed in any one of the preceding claims, wherein the
described entity (302) generates a digital signature using a private key

with a corresponding public key and the first signing entity includes the



an indication of one or nore sources (306, 500) for, the data to be
supplied; and one or nore attributes identifying one or nore relying
entities wp3043138% which the data is to be supplied; the PemryiBIgoersdity
application has neans for forwarding €he first digital «certificate for
processi ng; and neans for supplying the data indicated in the first digital
certificate fromthe data store (504) 25. A systemas clained in claim 24,

wherein a source (306, 500) holds ; a.sdoe {bR4y Dirscadigiefler to one
or nor éifiuralhetgasGure ey E%@’?toﬁo"’l@?w%@g@% syste chaiyedzéa claim 24 or
cl ai m 25ycWieses n abfiects Asta t8j BhisHEP BRI 1 'S tgléﬁggescri bed entity (302).
27. A %xéagg&g§h&&§&ﬂ§ﬂkgp.any one of clains 24 to 26, wherein the first
digital certificate includes a reference, nonce or other data whia&athe
relying entity (304) has previousl detauibe dnahadeder@® the syst em
as cl ai¥ed ik aRyPDARE %]falgf‘gifﬁlsa%)éﬁ%)e%gg%ﬁ%r%ﬂd@@econd digital
certifigcate amipabdedetficake SAgpISAisng 1¥e°Uata relating to the descri bed
entity (302) to the relying entity application, the second, di?itgénd
certificate i%%@ﬁQi@&tQléﬂa@'ﬁﬁbﬁpn&ﬁ si ghaitmgr & 5y 18, SEEERE “8F GIWCRG entity
appl i catfon and i ncl'uding: WO 03/ 041338,{PCI71@Be2/ 04759 69 one or nore

attri butesitel RELYSEEFi BEd entity (302) including the data which is to be
supplied; one or nore attributes of the second_diqgital. ifd.cad @swhi ch

i ncl ude,@ne aOfethBE ensatlaiedt &5 LAt 3 ﬁbalt“héssg”élgﬁﬁl%%%i%éégenti ty, and
one or D] & i@%tin byt s cLdentityi rgromecare porder BpSPAg Pt es  (304) to
which the data is.to be g | [8d0a29 thnsyatem asidi ai degithh HEPAONE of

cl ai ns 28TH S %:° Wherei n t he systemincludes an internediate entity

appl i cawkersemeraitfidch the relying entity application forwards the first
digital certificate to obtain data fromthe data,storle, 50%ﬁéxe§9-tké system
as claimgd in amhdangs eflachai 18 24 tee 29, thEhBFSA Ihe-28Y5t ém | ncl udes nore
t han on%fggi\iang%%e% (504) bholdi agyidal acrelmthng inoluddteceriSEPtbHed Enfity

(302). em as cl ai I 0L, 20y, NenQfyClaombidhttoid0inviberein a
dat a payment or debt due froén% e des 304) idemtified in the

first digital certificate to the relying entity

first digital certificate.

. - .
19 A method as claimed in claim 18, wherelin a second signing entity

i£1 indicated
indicates in a second digital certificate a guarantee of a debt in

as due in a first digital certificate.

i i in
20 A method as claimed in claims 5 to 19, whereln a change 1

d 1 L £yin
previously éubplied data is indicated by the supply of a list identifying

i i i ta.
a second digital certificate relating to the previocusly supplied da

\ . in a
) 21 A method as claimed in any one of the preceding claims, wherein

1ist (701, 703) identifies a first or second digital certificate

specifying data which is no longer authorised to be supplied to the

relying entity (304) .

i i tion
5 - 22 A meﬁhod as claimed in claim 20 or clajm 21, wherein the genera

i i i £y the
of the list (701, 703) includes one or more attributes identifying

relying entities (304) to which the list (701, 703) relates.

. \ . s
23 A method as claimed in any one of claims 5 to 22, which include

] igi ificates
0 generating and storing a list {703) for the second digital certific )

. N , ities
hich is indexed by one oxr more attributes identifying relying entiti
WIll



store (504) has a neans of determning for an itemof data included in the
data store (504) information concerning or contained in a first digital
certificawe osloishs has referenced that item 32. A system a®cCriGBm®a’sbn any
one of clains 28 to 31, wherein a dat@ store (504) has a neans of
determining for an itemof data included in the data store (504)

i nformation concerning or contained in a second digital certificate which

provi des t he val ue of_ _t hat i AL s [ Y1 &AL +Oof
cl ai ms 384 §°%> Bihetdi R° "E‘ﬁle glghj‘ttergrﬁs ta é%gg%% ??lygﬂéegsglggadtﬂa%ﬁ has a stor age

means ft@raSttEéYﬂirwg‘SETettdnél?’o‘-’dl gt de EsetifisCat es referenced by the relying
entities (304) identified in the second digital certificates. 34. A system

as cl aijed insALORS: gtlpglyawsda%é 0288 Whed aleBcthed systensonc|wdes a

proxy entity appli h 13'5\& gentlty application or the
i nter n@dn”%\lt%n%n Y %pﬁ catt %%8%“\/\0/%?1 g first ggl tal _certificate to

obtaind ﬁi?ﬁtn‘aﬁnéﬁgsﬁééﬁyﬁpﬁ’élﬁ)t%1 @hrﬁ]a"‘tlé‘gs‘?%rléy B P2 othef proxy
entity appldteas i Goal herekbimstthe edatiaf $wae e(HhoUrd daesata 5@%?9\/&%%‘6‘5 35. A

conmput q;esp;ﬁgaaggtggpd@@b stored on a conputer readable storage medium

corrprl Si ng ut er_rea [ A Qkn g sthe steps
of : f)lsz 38 P (%gg?%%‘?g &tm 500 SneRaT gi]gf%: %:erf%ﬁ cate si gned
n

enerat.in
with ariiléF"e%ELt FofitEisign st B%/tlhan qu ﬁFﬂodn %l‘g[y and fneluding: one or
nor e atdighing esticly wﬂeset%davedn@ﬁ@lcﬂﬁlww) one or nore attri but es of the
digital certdnfi&akerahitebibutekud® tbalesearimEr entdtyr i3t es i dentifying the
Si ?mt ng( ggtz RS m@h%bgratt@&m@g%é 198 ﬁt:siga:il%lf@.l agfmglt:@tg haigescri bed
entity IS to u ifpre
sour ces (306md'5‘:1?0)m%r°rt R da? anQDtus 7 aegL %Ylm%q%%aé g Ql%n??%;EE ek
i dent i fyi ng aonendcakirre of efafiangeEriirg |t€sthe( §6§L‘5rlﬂ°8dvﬁﬁt&ﬁytﬁ82)d s to be
suppl i ed. 36.s fo degktyadiieertificate signed with an el ectronic signature by

a signing entify AR QFPELS bhGroreNEu@Eed D66 Atsob) bidreshofdasa dests i bed
entity (302); e or re attributes of the digital certificate which

0]
su ed; an
i ncl ude one *"8F Wore™attri butes identifying the signing entity:
one or more attributes identifying ome or more relylng entities

(304) to which the data ;s to be supplied;
the relying entity application has means for forwarding the first digital
certificate for processing; and
means for supplying the data indicated in the first digital certificate

from the data store (504).

. 25, A system as claimed in claim 24, wherein a source (306, 500) holds

the data store (504) or can refer td one or more further sources (306,

500) .

26. A system as claimed in claim 24 or claim 25, wherein the first

signing entity is the described entity (302).

27. A system as claimed in any one of claims 24 to 26, wherein the first
digital certificate includes a reference, nonce or other data which the

relying entity (304) has previously requested to be included.

28. A system as claimed in any one of claims 24 to 27, wherein a second
digital certificate is provided for supplying the data relating to the
described entity (302) to the relying entity application, the second
digital certificate signed with an electronic signature by a second

signing entity application and including:



either an indication of data relating to the described entity (302) which
is to be supplied and an indication of one or nore sources (306, 500) or

t he dat a woveloit3zand one or nore attributes identifying omeT@wBmOIEIr el yi ng
entities (304), wherein the relying @ntities (304) are entities to which
the data relating to the described entity (302) is to be supplied. 37. A
nmet hod of providing a digital signature based on a digital certificate

conprising: generating a di |taI t ur a Yoo th
cor r espondi Nt 8° &CTHubTFERES OF h escrlgb 5‘3?%‘9#% %2\6 tiIQCligﬁengot hor e

attri but es idrsat viidbngs aFOdPglstu@P%eé‘rtl f| cate to be generated; generating a
di gi t al oxeebtiddre adta-rShgnadoni tHe asroel etibl oali cestigiiabte ehhyh dnckidgnprry
entity and.ingl ngl.lﬂg:esoﬂﬁngifj}mgetlﬁt géaoaat@ls_:,n@flg andeser izhed entity (302)

which are sufficient Kk e r but es of
the digital o Pffi%ae W%lglé%esi rllé‘fn%éigyl e 8neo§¥rr%°%lél’ 5?{ r&guf&etgtll%éentl fyi ng

the signing &) tse whheh dhej frficcat €@ PRrPBRi6f validity of the digital
certificate which begins earlier than the tine of generation of the

digital o cerfificat e, wharehn.they d;hglctfalclgﬁfst bfiwate, ivhegenernd ed after

h f.th 3 759 71
N

si gnat use: iEErAtRe i eRiTORat SRRt Chei Uant |df1?é"sa3t RECSEERHT it %ﬁta dt%tf‘ i cate.
39. A netdodhasiach aitped {304¢) ai m 37 or claim 38, wherein the period of
validity of the digital certificate is that short period in which the

di gi tal ,si gnature das 0ENGLA'el90n.Adeibag a8 ol Bbnsdd.puane one of

claims 3 nor e %xiejc; édtentlfa\élnl’l] the

di gi t al SEEER| Fcdades t‘“@r‘bé:hjén%preaflé"tf b?li?er(rr’?ﬂ Re#PgTt A “§i°gnat ure i ncl ude
a seri athedaberibed lentAtyret38d- as cl ai med in clai m 40, wherein the | owest
avai l abl e serial nunber which can be used for the next digital certificate

to be geper ages%stgrﬁ h@lall@ﬂ%ﬁ H?ecth%%'é'@fI NLeks Usd Y, 6ache{ bVvaita key is

recor degtori (504) gé ea.mmeggs 8% Od\.{alt(éig:n?i ing Cyogl ;[.r?lltetln g)r}a g{ae 199&%@(101% @hgl gl tal

data store (504) information concerning or contained in a first digital

certificate which has referenced that item

32. A system as claimed in any one of claims 28 to 31, wherein a data
store (504) has a means of determining for an item of data included in the
data store (504) information concerning or contained in a second digital

certificate which provides the value of that item.

33. A system as claimed in any one of claims 29 to 32, wherein the
intermediate entity application has a storage means for storing second
digital certificates referenced by the relying entities (304) identified

in the second digital certificates.

34. A system as claimed in any one of claims 24 to 33, wherein the
system includes a proxy entity application to which the relying entity
application or the intermediate entity application forwards the first
digital certificate to obtain information specifying to which data store
(504) or other proxy entity application the first certificate should next

be forwarded

35. A computer program product stored on a computer readable storage
medium, comprising computer readable program code means for performing the

steps of:



certificate, the systemconprising: a described entity application with
nmeans for generating a digital signature using a private key correspondi ng
to a publwo okmy133t he signed data including: one or nore @CTIGRIANESI
identifying a digital certificate to We generated; a signing entity
application having neans for generating a digital certificate with an
el ectronic signature and including: one or nore attributes of a described
entity (302) which are_ sufficient to qgbtain LG key; epPra NOre
at t ri hFEBRETGERY He S4FYF alrs T s e’:lecse’ljtgene\%h‘f%h ?%c%ﬁglé&méfﬁg é%}&amrr%%e gt tributes
i dent i fsjibmipat ket Wivganddgoetedi®g: and an indicated period of validity of the
digital certinki gat@rvhitthibbegi o aedadcirébed Rapithd393)me of generation of
t Pe di giht al _cert imt)g:gaatft%'rﬁgm%eg,m tg%m@igagm abregrithid el iiscgekesat ed
after the generation of, the _digital_.s] t A43. A conputer program
pr oductorsT‘%‘?eeatB‘ffbﬁt‘E%r‘?ﬁlﬁ?‘_celrfyr”égc?tgﬁlSel%gtglg aeﬂégtyrr'egi um.. conprisi ng,gonput er
readabl e pr cgtber cadéndisansot 6f KR oA HY gﬁethes BT 8FY Gen I’a?I hg a
di gi t alwnskgnat us eeusiung) iad paridy at enkesatdon rafs pRRdiTNECT0 “aurFabl3%€ key, the
si gned gt a,4 REL udi-agi-RAe; amgnore attributes identifying a digital
certificate to g:? moggna rt%gglgd'es eQ@.[LR/‘Ha??’ghePQI/@QZé%Zﬁ enfZeg@nerating a
digital cer t1fi cate signed wth an el'ectronic signature by a signing
entity @84 itecFiHimghe sifé2ots fBr¥ Y8368t es of a described entity (302)
which are sufficient to obtain the public key; one or nore attributes of
the di gid.al cergiddicatewhbate sngleidetonen «<lechomecasignkbuteely iadent i fyi ng
the signin LY | hdi.cated period of validity of the digital
certi f?sclgfl%l%?\%%%}{ﬁgy ng?cnogggi%%keg tQan t.Ped tioe f(3g§)n,erati on of the
digital cer®if PEJIES WHErBT Tt e digita ecertl?ﬁp,cate i _generated after
the generati®oe of wdse awfirgbetas of ghatdigdtal certificate whick include one
or more attributes identifying the signing entity;
either an indication of data relating to the described entity (302)

which is to be supplied and an indication of one or more sources (306,

500) or the data itself; and

one or more attributes identifying one or more relying entities
(304), wherein the relying entities (304) are entities to which the data
relating to the described entity (302) is to be supplied.

37. A method of providing a digital signature based on a digital
certificate comprising:
generating a digital signature using a private key corresponding to a
public key, the signed data including:
one or more attributes identifying a digital certificate to be
generated;
generating a digital certificate signed with an electronic signature by a
signing entity and including:
one or more attributes of a described entity (302) which are

sufficient to obtain the public key;
one or more attributes of the digital certificate which include one

. or more attributes identifying the signing entity; and

an indicated period of validity of the digital certificate which
begins earlier than the time of generation of the digital

certificate;
wherein the digital certificate is generated after the generation of the

digital signature.



44, A digital certificate signed with an electronic signature by a signing
entity and conprising: one or nore attributes of a described entity (302);
one or nowe eawsrBHutes of the digital certificate which i rcrai»20ms9 or
nore attributes identifying the signifig entity; an indicated period of
validity of the digital certificate which begins earlier than the tine of
generation of the digital certificate 45. A digital certificate as

clained in claim44, wherei |n|cate fogr0f the
di gl t aP8cer fi Te[tglg{iea%rf&glrhedhll I{lhalll Y%e@eup%{orgdtl'gfn gf?é Hgé Al

1% hédat 1,01, Q of the

di gi t akigerturé wsat be ggerFad ijli”tcél iqeatif¥aec Hpe %78 HEhEd CPR ST m 44 or
claim45, wherein the described entity (302) is the signing entity. 47. A
di gl tal Cer%‘ étﬁ@heaé%lgkt@éﬁg dl@lt@-rﬁ)’? eRa-1@fim dsqi Wherddntihedferiodhst ei n t he

di gi tal certi 8ofC%Jh %”Clt“fiecsér% J0E stappd palcablng.dt he i i enef

gener at RO IEe:18 nature using a private key corresponding to
t he pul@hgxﬁalkéygr@éw%aﬁﬁegﬁf%ﬁ?eé digital certificate as clained in claim
44, wherein the digital certificate is generated after the generation of
the digihtal o siORat B &1athes Shogdoslaba énehedingo Tnewrremmriheatts i but es

pdent Ly thtm!bgua' SSLAAALEALE 4:0:b0 denmiabedcoif slusystem ! or

transf & OWNers roni c opert r| sing: WD 03/041338
PCT/ GB@2YTIH?59the7§1§htaell StV IBFJO“B% F (%6]1) Erghed with an el ectronic
signature (805) by a first entity; a digital certificate (806) generated
and signed W hbca ebenkiad Gn SiagRadoyr ghdngithend iLowdsteatdifgble herigilgi t al
cer Ui T.6als (£08) Lnchyding AR clndlaati on.of casecond entilgedsoauki ch the

el ectronic property (801 transferre an - of data which
isto B8 ?t?pﬁ??%dlSFS Tefféfz" 5%15'8% “8htY eac?rpé:m gtes%u (I}%J gg&ltr%gddata itself,

wherein the el ectronic property (801) and the digital certificate (806)
i ncl udeza | iankyseansof 802yiB07)a cophedt khapathes daeed rank cligitperty  (801)
with the digital ekt g;gtg@rt@o“&@p&}lg 50. The systemas claimed in claim 49,
VWTEFEII; gggéglkng rn%agy 45891éat19zlw1th means for generating a digital
signature using a private key corresponding to a public key, the signed
data including:
one or more attributes identifying a digital certificate to be
generated;
a signing entity application having means for generating a digital
certificate with an electronic signature and including:
one or more attributes of a described entity (302) which are
sufficient to obtain the public key;
one or more attributes of the digital certificate which include one
or more attributes identifying the signing entity; and
an indicated period of validity of the digital certificate which
begins earlier than the time of generation of the digital
certificate;
wherein the digital certificate is generated after the generation of the

digital signature.

43. A computer program product stored on a computer readable storage
medium, comprising computer readable program code means for performing the
steps of:
generating a digital signature using a private key corresponding to a
public key, the signed data including:

one or more attributes identifying a digital certificate to be

generated;



is a bit-streamgenerated froma serial nunber (803) of the digital
certificate (801) and an identifier (804) referencing the transfer, the

bi t - st r eawplmaiom338 ncl uded in the el ectronic property (801pcarcBoziogrso
.bit-streamor an indication of it belzng included in the digital
certificate (806). 51. The systemas clained in claim49, wherein the |ink
nmeans (802, 807) is a digital watermark (808) with a waternark key (809),

wherein the  waterimark i ncl ud 1€n erd e (801)
and t h&= Fatepat KRBV §6’”9%1f6?at§nsjfgﬁ1§| cat t|rijlot?llltloflg!m?lcoltnég|ngn% 8%%% |$1 t he

di gi t alsigeira ehiigat end §o6}udiB2: The systemas claimed in any one of clains
49 to 51, wheeedn ke awkeoiweniicapiopeited 801y (30| ghicd £895) by the
First entity,WsidiG.a ciVale ke yuaticupubl i c/private key pair and the

correspondin pubI ic key .or an o fesls eog,gyélplgg 1faet H& digital
certificate mogg . @ eéf'ﬁlb‘m S Oflm[‘!glté's déi g?%eggf%tféng one‘b‘% clainms 49 to 52,

wherein the Orel“‘é’?ﬁ %ﬁ?@%?%ﬁ@?’f‘i}fﬁ’ﬁﬂ)ff‘el?%ﬁﬁ?ﬁ)‘f' by the first
entity usi ngan el qatibl irerked o6fvad ipit o€/ e @mlé‘-akefgﬁr’p?aﬁfcaéﬁ 1€l second
entity. 54. Je,5)st-eiAsned ahfBdmk NofCbahdnab3on Wietied Bighalel ectronic
property (10 %%] is encrypted (1003) by the first entity using a

symetri cal Wth a sessi on ke 100 Qnd heesersa Lon key, (1004) is
encrypt"@ﬁr‘(“lﬂ)@ § d‘@&i“ﬁjg EREMHEDTS ¢5KE ‘%}/‘ Y BFrVater fobTic kéy pait of the
second &pttaly sighBurfhe system as cl ai rred in any one of. cI ainms 49 to 54,
wherein the digital certificate (806) has a validity period which begi ns

earlier, thaggr c% l g@rﬂfflg%egﬁgtnlegmﬁfh theidigidal fgnbiddeca e (806).
03/ 0413:?8 P /d 359 74 56." The systemas clained in any one of cl a| ns

49 to 5939HW1%F8F11WE (& "d’mﬁr’t AP9ertificate (806) has a second vali di ty
period rel atinsgot grrReatpabited $or tRrerdaratrPoitof>Wiich the rights in the
el ectroni c pieper tipre( BGk)ibaree ¢f ahsfdioied. B¥rifflvetsyitemiasivdeabp®d in

any On%rofnoft—l %.lt%llﬂ’ﬁegolcﬁﬁtlmgé ena &gn&ﬁ@@?ﬂlﬂygl tal certificate (810) is
provi ded, si g’lned%vmat h.an.elec tfr\pr].f‘LS.lt : Qn?ﬁé”cﬁgﬁ@ayféex@(f?catt@ fhegntity and
|

including: an in HEAET o oF I'rs f%/ %t r]: fcatl on of the
second ReERE LRIy thapfhe; W&ec%ﬁ BRI Phe T c?lghrtai §° and“tara to be

supplied. 58. The systemas clained in any one of clains 49 to 57, wherein
the dajza ton hegStppliet dipgludesitbeepuhl dikeys,(8i8)eioftie prdicated public
key

period of validity of the digital certificate ends no later than the time

of generation of the digital certificate.

46. A digital certificate as claimed in claim 44 or claim 45, wherein

the described entity (302) is the signing entity.

47. A digital certificate as claimed in any one of claims 44 to 46,
wherein the digital certificate includes a time stamp indicating the time

of generation.

48. A digital signature using a private key corresponding to the public
key derivable from a digital certificate as claimed in claim 44, wherein
the digital certificate is generated after the generation of the digital
signéture,
the signed data including:

one or more attributes identifying the digital certificate to be

generated.

49. A system for transfer of ownership of electronic property,

comprising:



pair of the first entity. 59. The systemas clainmed in any one of clains 49
to 58, wherein the transfer of electronic property (801) is tracked by
each entiwgobavisggy an account identified by the el ectroniPcTBpREISy (801),
an account being increnented or decr®ased by a unit upon transfer of the
el ectronic property (801) 60. The systemas clained in claim59, wherein
the account is identified by a hash of the electronic property (801). 61. A

method for transfer of owners r c 1 a first
entity to a SeloHtr &hts £V P &OQF Slg g% &??r‘?g g%ﬁjﬁ/{ é%&%?‘n%dr?g]oz? alnrs

el ect r dapPe) ﬁ%yoﬁeﬁltrft(%ﬁyw t h an eI ect ronic signature (805); generating
(903) a digid abgtent béitdat ete808)6) sggredted thd agioned edth o él%ﬁtﬁfﬁafﬂr e by

the firstaentety, and fﬂ%ltuéhtﬂgy Arnkngiggati arrofrichbe @espnscentingyamnd an

i ndi cat,l f. data which . is .to he I s c iEkrom a
sour ce “Bf* f%éoﬂa?’? BT, e%e¥b‘:| n%#}%% ; éejctl(rggénjib%11 rs%%giigf(r:g%i)y gnd t he

di gi taltréé?%qrf’?‘éataéld TIBGB?l‘iaﬁE:‘Prh(Té Y3 f‘iﬁl‘i’f’eéﬁs °( connectl ng the
el ect r ereicondreopetst rop 80 tpunmiet b tthe Eitgi tedeléertificate (806). 62. The
met hod as cl.gikped: itReCdRiBrHLc Wgeetn (Bbe) mathoe bngltatlesrcheicafier st

entity &‘8?9 ](n%b ga;a) 1; emgilr%Ct(ééjzm GoPr %Bﬁﬁéé{;lﬁéoclﬁe andtbe dbghdeaty

certifica second. ent |; . The nethod as clained in claim
61 or ciB4tm"BsR Fé?htatlh‘éertllﬁ’tfatﬁe %Os? (802, 807) is a bit-stream
generated froma serial nunber (803) of WD 03/041338 PCT/ GB02/ 04759 75 the
di gi t alsocer tivki spdtem( SOL)annd an didentds|, | erere804gher bfrdr samingsthe 807)
transfer, ,thg BLLsSf [EAM.PEL BYod mclsgpfa(i hﬁnnﬁel%e £J:9ct# enbcayieperty (801)

and the bit-strea an i ndicat e e gigital
certifiCatet{868) @0651 ’%han ldfsﬁodsoas CBIO re e?%m!c |LL£% gr%%fgpalt?ﬁ gz

wher ei rbltthetqqaﬁkbelr?@ah%clclé@@ inggm en‘-%ctafoafﬁupffaPe%é(t ettar R°( 868) with a

wat er mafrik - keyean869)an imhepeian thetwatiewmarklud808in ke iddgltrled in the

el ectr Qi ¢ipPIRpRer tans( 801) and the watermark key (809) or an indication of
it isincluded inthe digital certificate (806). 65. The nethod as cl ai ned

in any one of clains 61 to, 64, wh%reln t he th iﬂg{:gldaens tgngl o
entity Bi-gni WG EOUPP thelaint 1o él‘brlic?pewli‘ifel’f‘é%’f) gF13/ate key of
a publ iig/ priimtel keyrepuink 4308) t hich a watermark key (809), whereln the

watermark (808) is included in the electronic property (801) and the

watermark key (809) or an indication of it is included in the digital

certificate (806).

52. The system as claimed in any one of claims 49 to 51, wherein the
electronic property (801) is signed (805) by the first entity using a
private key of a public/private key pair and the corresponding public key

or an indication of it is provided in the digital certificate (806).

53. The system as claimed in any one of claims 49 to 52, wherein the
electronic property (1001) is encrypted (1003) by the first entity using
the public key of a public/private key pair of the second entity.

54 . The system as claimed in claim 53, wherein the electronic property
(1001) is encrypted (1003) by the first entity using a symmetrical cipher
with a session key (1004) and the session key (1004) is encrypted (1008)
using the public key of a private/public key pair of the second entity.

55. The system as claimed in any one of claims 49 to 54, wherein the
digital certificate (806) has a validity periocd which begins earlier than

the time of generation of the digital certificate (806).



correspondi ng public key or an indication of it is provided in the digital
certificate (806). 66. The nethod as clained in any one of clainms 61 to 65,
wherei n twe o3met3bod i ncl udes the first entity encrypting ECOEB20MES9

el ectronic property (1001) using thelpublic key of a public/private key
pair of the second entity. 67. The nethod as clainmed in claim66, wherein
the nmethod includes the first entity encrypting (1003) the electronic

property (1001) using a s trical ciphep ¢ ) Wit h ssirgn key
(1004) 58nd ERErSHTFRGS T1 thé"§ess] gﬁ f{%ég‘}sl%gg%?%g’tvﬁm? ﬁe ublic key of
a privateiyaibrertilayatsai(0Qf hag e SeERGNHR B FY yPor .r%aetlﬁ%ét%"og as cl ai med
in any peRed kot | ieNBuft it of7yhivheries rithes idigiet electeprid PERETY806) has a
val i di ty,period. whiceb.ggins earlier than the tine of generation of the
digital certificate (806). 69. The method as clainmed in any one of clains
61 to 68, wherein the digital certificate (806) hgs5g S cogglgalidity
peri od 57el atfrAgSYSFeRIRE chEreed GRYtIRE GurderBh 8f “WRr ch™tThe Tights in the
el ect r @benpraOgErdly cet8B1datar €810 ahs fraoreded, 7019nFR Bt HOGLASTPaf ned i n
any one;gf.iGhai (H6led @ 6Qrankerielynaidiencietihed anntididesidrhet sgeond entity
obtai ning a secon Lgital., certific ( Sik9 s thaan electronic
signat_Pgéi§T§}t%q8258hfsdu%ﬁ%%%vha%%thn%%ﬁ%?n : gﬁqind%cation of the
first eREFEAFLPBIT tharFiiRdiTatFon 2BE fé Wb 537981598 PCT/ GRO2/ 04759 76
second entity (811); an indication of the third entity; and data to be
suppli ed. 7hneThesvmmt hodiasneal ai nig ome afycledes g ©f S7newiBtein the, wherein
the da'clj[a%att?o t%g PRl iednincludas gaﬁl&um%%k@y ok 81 )10t Appsiakey publ i c
0 e

key palr Irst entity. 72. The method as clained in any one of

cl ai s P8IT 1Y Fie WFEF T the transfer of electronic property (801) is
tracked by each entity having an account identified by the electronic
proper tsp . ( 80hk, sPdteACEOUNL i iy anynere wEntladmeriddee FéasertrBy™ £h6nit upon
transfern Qfed heeeli0et LN CorpEoPLr Y1 8Q1)rackda vhheadrethoityaBacingi aed in
claim L?b %%%iggéntIgledqyCgﬁgﬂéhééEfog§£¢%f%b§¥ky befa,héﬁsgc9$uﬂfh§efﬂg6Ctr()nlC
proper t3 °C8U1)"""74."°K" cdnput e _pr ogr am pr oduct st ored on_a conput er
readatﬂ#§c§%mﬁﬂ§@% or decreased by a unit upon transfer of the electronic

property (801).

60. The system as claimed in claim 59, wherein the account is identified

by a hash of the electronic property (so1).

61. A method for transfer of ownership of electronic property (801) from
a first entity to a second entity, comprising:

the first entity signing (902) an electromnic property (801) with an
electronic signature (805);

generating (903) a digital certificate (806) signed with an
electronic signature by the first entity and including an indication of
the second entity and an indication of data which is to be supplied to the
second entity from a source or the data itself,

wherein the electronic property (801) and the digital certificate
(806) include a link means (802, 807) connecting the electronic property

(801) with the digital certificate (806).

62. The method as claimed in claim 61, wherein the method includes the
first entity sending (904) the electronic property (801) and the digital

certificate (806) to the second entity.

63. The method as claimed in claim 61 or claim 62, wherein the link

means (802, 807) is a bit-stream gemerated from a serial number (803) of



medi um conpri sing conputer readabl e program code neans for performng the
steps of: the first entity signing (902) an electronic property (801) with
an el ectwomBo4sBgnat ure (805); generating (903) a digitalPCrasroiisat e
(806) signed with an electronic sign&gture by the first entity and
including an indication of the second entity and an indication of data
which is to be supplied to the second entity froma source or the data

itself, wherein the el ectronic property (801 the di git gertificate
(806) itheldigdtal |5eRkiears (E8b *80%) lé%éﬁ%%é%lf ‘38%6% e%ltc?%%itc{s?r operty

(801) wirtdstdre thegitalstrest phiratiecl@Ee)in Fhe ARBIRGM H‘Q?Peﬁ‘f%é nic
voting i, W b tdiecsn akearmAnaidiesat ickat t Grindcdyl @204 tha &eiihtt ng body
(1202) ,cegpgf.aagé u(rgqjlsjty of voters (1203, 1204, 1205, 1206); a voter

1

generates a di grtal certificate (1301), the digital certificate (1301)
includes an indication of identification data which is 't bel.sgppl ied to
the autshent iTrat hehoBorly claixgd) it GlaHeMLi P tAE" vot P Bt %B‘él v "and
ref er eReess t @o@Nes0an 1DEEISAUAT estEonarkhésdsdewitvf ¢ cmteorefakey &A% .or t he
(Cjil gi ta:whgggm ;t&lg%a%e£‘a%gi)gdg?‘clngg%&m tdentidljeeaidmn giia:tpartit(s_ei)f , kt he
lgital certiticate SQ_I_nc lL.cal Iy Ain WGkl Ng Key
(1302) ;2PEhERS JRETE" keyt Lseo di §f Al l%ée%r%tgf | cg?gt( %Ol%l)alvﬁtdh an el ectronic
si gnat WieitafD<e3 H4£3538 (PEP/-GB02/ 04759 77 the digital certificate (1301)
is encrypted (1303) for reading by the authentication body (1201) only;

the votgr geperalesaday QliNGdes sageordcl 30)1alinelendingsa wetrein thhe voting
message (1305) iS.enct L QL e aslon O Y etdi8 rospURL-bpgthody (1202)
only: é“ﬁéﬁagsﬁ?é%‘é‘% ur gh%f%g% %?L%%g) Siés)r{mgngﬁag d cggjpiaghn&e?heﬁg:i gi t al
certifiGate {oE3613 BIRPENESY SEi f “Ré%c g&'{ f3%%}j PEWherein the encrypted

di gi t al cczeespdridéad @uplBONYY hen amdigptied o of i ifgPresdsget™ 130/ 94kt t he

si gnat WL :bkncke( 1s0kY) are sent to the authentication body (1201). 76. A
method as claimed in claim75, wherein confirmation is required from an

exter na€!6 .sou{‘k?eem(ejiihc}dhgs icqur;[lteidf iigaat[niyogned% acl%@.gs teqetcgiégsi,t@ilerein the
method includes the first entity encrypting (1003) the electronic property .
(1001) using £he public key of a public/private key pair of the second
entity.

67. The method as claimed in claim 66, wherein the method includes the
first entity encrypting (1003) the electronic property (1001) using a
symmetrical cipher (1104) with a session key (1004) and encrypting (1105)
the session key (1004) with the public key of a private/public key pair of

the second entity.

68. The method as claimed in any one of claims 61 to 67, wherein the
digital certificate (806) has a validity period which begins earlier than

the time of generation of the digital certificate (806).

69. The method ag claimed in any one of claims 61 to 68, wherein the
digital certificate (806) has a second validity period relating to the
period for the duration of which the rights in the electronic property

(801) are transferred.

70. The method as claimed in any one of claims 61 to 639, wherein the
method includes the second entity obtaining a second digital certificate
(810), signed with an electronic signature (814) by a third entity and

including: an indication of the first entity (817); an indication of the



certificate (1301) includes an indication of the identification data and
confirmation of the voter's right to vote and references to one or nore
sour ces twetosoars3provi de the identification data and the eomféBoamsison. 77.
A method as clainmed in claim75, wher®in the digital certificate (1301)
includes the identification data itself and the assertion of the
identification data by the voter is sufficient. 78. A nmethod as clained in
claim 75, wherein both the identification data and_ the jndicati of the

i dent | Bpeend eRtidat A8dnd 18 SPUREELCHPE %ené?hrdleﬁnul(r%yf h%dd?g%at g%’ %nerti ficate
(1301) supi@LieA. net hod as clainmed in any one of clains 75 to 78, wherein the
identification data includes one or nore of: nane, address, date of birth,
nationglity,. |length,of i e =NBershi b1 ofc p6 ohinBiéedtet asses of
the votd:. #9° rfq%%?,%gdgg%%gﬁgﬁngﬁpﬁéaw one Of (¢l aLng 75,1,0,179,,aher ein
the vofefa fonkf (BBl igdnifcedrh tlhf’?ep\l}"roltllcngeymégss ge (1%%%5 in the formof an
i dent i brér ofapid ifedsthynthe-voter to identify his vote. 81. A nethod as
claimed in any one of clainms 75 to 80, wherein the voter includes a random
spoi ler,in Hﬁgﬁ’&%&‘%s@ﬁéﬁgﬁ £1305)cne82: Aaimf BockA1c|@iereth ithe any one of

clainms 75 to erein the digital certifi 01)+ ; wed usin
the pubfFresiesy briaetS5abT i B‘?yidt at(é@lc)oﬁfgi%g%%el%%? settdcdes 1%21?5%‘&% °

' ty key pair
aut henticcatritondrpdyi¢a Po1dhe WGP B3P BET/ E%é&/ c?ﬁ%é“pu?é ¥IPIA et hod as
cl ai mrednkbhRernyedne ofcrebsedrdy7d undt 8onvhemnefer thethey ot ¢HFRESsage (1305)
IS encgp\ég ed using .the public key of a public/private confidentiality key
pair of the counting body (1202). 84. A nethod as clained in any one of
clains 75 to 83, wherein an .int e%rity blv&%k ist[éormed by abt ai ni ng A
di gest 7B1309PeorettRg BnEt e ™ Fgit dF ' CBFEFTT cat &I304)"” obtaining a
di gest ny131dashodf tthe drctyptiederapsting8fissage (11307) and conbi ning the
di gests (1309, 1311). 85. A nethod as clained in claim84, wherein the
di gests, ( 13%9@0“1&%} Sk YIRENET s+ A faUEL heEoiiugestrebdIR) sodiaakned from

the conbination and ‘the resultant digest (1315) i r (1316). 86. A
met hod &€ €T &P AT QAP E5 aé?rl %ip%c’f’ﬁe“{ di %e)smt ‘?ﬁ%%g)é%fgg%r%r f;’Elot ed

(1316) =rspagrfa private key of a public/private signature key pair that the
voter is usidi@ fDfstvelding semprovicde) tdncebicynetisr prédegtk ({018 1WAh an
electronic signature (805);
generating (903) a digital certificate (806) signed with an
electronic signature by the first entity and including an indication of
the second entity and an indication of data which is to be supplied to the
second entity from a source or the data itself,
wherein the electronic property (801) and the digital certificate
(806) include a link means (802, 807) connecting the electronic property

(801) with the digital certificate (806).

75. A method for electronic voting in which there are an authentication
body (1201), a counting body (1202), and a plurality of voters (1203,
1204, 1205, 1206);

a voter generates a digital certificate (1301), the digital
certificate (1301) includes an indication of identification data which is
to be supplied to the authentication body (1201) to identify the voter
uniquely and references to one or more sources for the identification data
and/or the digital certificate (1301) includes the identification data
itself, the digital certificate (1301) also includes an indication of a
voting key (1302);

the voter signs the digital certificate (1301) with an electronic

signature;



87. A nethod as clained in any one of clainms 75 to 86, wherein the voting
key (1302) is the public key of the public/private signature key pair that
t he vot erwD3M08i388) for voting. 88. A nethod as cl ai med i nramyGBR®4730 cl ai s
75 to 87, wherein the authentication’lody (1201) confirms that the digital
certificate (1301) and the encrypted voting nessage (1307) are as the

voter sent themand are |inked by the si gnature bl ock (1317). 89. A nethod

I d I 88, th d t
(1461) The dbg: e eorrteate: rafi] e ek A R “garho ey (1302)

and usegrei puthentieer Yt b@@no&?o%hénéifgnature bl ock (1317), the
aut henti catiwe bedy ¢d@d}enlasoociogbisresge Héchﬂyﬁk@dnai@iVP*afFf certificate

(1304) and thg @g@wméqag@t 1885 MBS Sagevhded0 (130431 g trbedsanmey tiet hod as
the voter apd g 2\1% 5) Lhe result with the decrypt ed signature

bl ock (SCAB4379 69 hol?:i Hs*cTai med in any one of L5, 75 to 89,
wherein a sex isagmatiaatRieck ot 3tRb WoPBreTPEed SSURIGIBY ttchr?e att Aent i cati on body
(1201) .cHtirRamet hodiasndl dietedting vesdage 9G20%er ei n t he aut henti cation
body ( 1201)wffe99§¢§ '?:Hgte?lc@yﬂ,%ﬁsag@t@15&H}}1fﬂ%&EMdimga) t haeveteeybtedseri al

nunber fonb PE- AL gidial 1685 tifd cahe tot e voting key
(1302) V 3 ne® "?essa Je %@%og'gm %g&eﬁcry& ed by The atithentication body

(1201). aaree{a@/ceaﬂ%%%cﬁ 2/ 04759 79 92. A nethod as claimed in claim
91, wherein the. authentication body (1201) sends the nmessage (1500), the
encrypted vot imegndm%agalﬁéd?aaﬁ) cBfid 74 hensiegnatanteridgok {=13¢q)ired t he

counti nLgconogry i ) s epbfr%hg%eﬂglﬁlcatlr&ddé{h ch@idne9&igivherei n the
counting bo I 202

d 6 d _th
i gost TES88IF LREY) et Yol diar Al et T4 eaee and e o ﬁ“é@ae% 4 (T202)

from t heonfpsegen C(fl’él%)vot:@r csoﬁﬁﬁrtmtt’ hgtete TRt RECHeSSage P1dBY is an
unchangeshraei ghaalcanopeowibié cthehagetheéiraasst gaea amdselrd abnfimrbeior(-1507) by
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78. A method as claimed in claim 75, wherein both the identification
data and the indication of the identification data and references are

included in the digital certificate (1301).

79. A method as claimed in any one of claims 75 to 78, wherein the
identification data includes one or more of: name, address, date of birth,
nationality, length of residence, non-membership of prohibited classes of

the voter.

80. A method as claimed in any one of claims 75 to 79, wherein the voter
includes a nonce in the voting message (1305) in the form of an identifier

applied by the voter to identify his vote.

81. A method as claimed in any one of claims 75 to 80, wherein the voter

includes a random spoiler in the voting message (1305).

82. A method as claimed in any one of claims 75 to 81, wherein the
digital certificate (1301) is encrypted using the public key of a
public/private confidentiality key pair of the authentication body (1201).
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voting key (1302) is the public key of the public/private signature key

pair that the voter is using for voting.

88. A method as claimed in any one of claims 75 to 87, wherein the
authentication body (1201) confirms that the digital certificate (1301)
and the encrypted voting message (1307) are as the voter sent them and are

linked by the signature block (1317).

89. A method as claimed in claim 88, wherein the authentication body
(1201) decrypts (1401) the digital certificate (1301) and obtains the
voting key (1302) and uses it to decrypt (1403) the signature block
(1317), the authentication body (1201) also combines the encrypted digital
certificate (1304) and the encrypted voting message (1307) using the same
method as the voter and compares (1405) the result with the decrypted
signature block (1404).

90. A method as claimed in any one of claims 75 to 89, wherein a serial

number for the voter is issued by the authentication body (1201).

91. A method as claimed in claim 90, wherein the authentication body
(1201) constructs a message (1500) including: the voter’s serial number
(1507), a digest (1509) of the digital certificate, the voting key (1302),
the message (1500) being encrypted by the authentication body (1201).



applied by the voter to identify his vote. 101. A systemas clainmed in any
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signature block (1317). 109. A systemas clained in claim 108, wherein the
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voting key (1302);

the digital certificate (1301) being signed with an electronic
signature by the voter;

the digital certificate (1301) being encrypted (1303) for reading by
the authentication body (1201) only; )

a voting message (1305) including a vote generated by the voter;

the voting message (1305) being encrypted (1306) for reading by the
counting body (1202) only; and

a signature block (1317) combining the digital certificate (1301)

and the voting message (1305);

wherein the encrypted digital certificate (1304), the encrypted
voting message (1307) and the signature block (1317) are sent to the
authentication body (1201).

96. A system as claimed in claim 95, wherein confirmation is required
from an external source of the identification data and the digital
certificate (1301) includes an indication of the identification data and
confirmation of the voter’s right to vote and references to one or more

sources that can provide the identification data and the confirmation.
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102. A system as claimed in any one of claims 95 to 101, wherein the
digital certificate (1301) is encrypted using the public key of a C
public/private confidentiality key pair of the authentication body (1201);

103. A system as claimed in any one of claims 95 to 102, wherein the "
voting message (1305) is encrypted using the public key of a i
public/private confidentiality key pair of the counting body (1202).

104. A system as claimed in any one of claims 95 to 103, wherein an
integrity block is formed by obtaining a digest (1309) of the encrypted
digital certificate (1304), obtaining a digest (1311) of the encrypted
voting message (1307) and combining the -digests (1309, 1311).

105. A system as claimed in claim 104, wherein the digests (1309, 1311)
are combined (1312), a further digest (1315) obtained from the combination
and the resultant digest (1315) is encrypted (13186) .

106. A system as claimed in claim 105, wherein the digest (1315) is
encrypted (1316) using a private key of a public/private key pair that the

voter is using for voting to provide the signature block (1317) .



body (1201).
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107. A system as claimed in any one of claims S5 to 106, wherein the
voting key (1302) is the public key of the public/private signature key

pair that the voter is using for voting.

108. A system as claimed in any one of claime 95 to 107, wherein the
digital certificate (1301) and the encrypted voting message are confirmed

as the voter sent them and are linked by the signature block (1317).

109. A system as claimed in claim 108, wherein the digital certificate
(1301) is decrypted and the voting key (1302) is obtained and used to
decrypt (1403) the signature block (1317), the encrypted digital
certificate (1304) and the encrypted voting message (1307) are also
combined using the same method as the votexr and the result compared (1405)

with the decrypted signature block (1404).

110. A system as claimed in any one of claims 95 to 109, -wherein a serial

number for the voter is issued by the authentication body (1201) .

111. A system as claimed in claim 110, wherein a message (1500) dis. =
constructed by the authentication body' {(1201) including: the voter's
serial number (1507), a digest (1509) of the digital certificate, the
voting key (1302), the message (1500) being encrypted by the
authentication body (1201). ’

112. A system as claimed in claim 111, wherein the message (1500), the
encrypted voting message (1307) and the signature block (1317) are sent by
the authentication body {1201) to the counting body (1202) .

113. A system as claimed in claim 112, wherein the message (1500) is
decrypted (1506) by the counting body (1202) and the digest (1509) of the
encrypted digital certificate and the voting key (1302) from the message
(1500) are used to confirm that the voting message (1305) is an unchanged
original vote which has been assigned a serial number (1507) by the

authentication body (1201).

114. A system as claimed in claim 113, wherein the voter’s vote is
decrypted (1501) and recorded (1502) by the counting body (1202).

115. A computer program product stored on a computer readable storage
medium comprising computer readable program code means for performing the

steps of:
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generating a digital certificate (1301), the digital certificate
(1301) includes an indication of identification data which is to be
supplied to the authentication body (1201) to identify a voter uniquely
and references to one or more sources for the identification data and/or
the digital certificate (1301) includes the identification data itself,
the digital certificate (1301) also includes an indication of a voting key
(1302) ;

signing the digital certificate (1301) with an electronic signature
by the voter;

encrypting (1303) the digital certificate (1301) for reading by the
authentication body (1201) only;

generating a voting message (1305) including a vote;’

encrypting (1306) the voting message (1305) for reading by the
counting body (1202) only;

generating a signature block (1317) combining the digital.
certificate (1301) and the voting message (1305);

sending the encrypted digital certificate (1304), the encrypted
voting message (1307) and the signature block (1317) to the authentication

body (1201).



