;ﬁ$%&e§ezE>>?th|BtD6&ETthi -1- *@&00002* *159159* SERVER- BASED COVPUTI NG
COLLABORATI ON ALLOW NG MULTI PLE CLI ENTS TO SHARE APPLI CATION I N

COLLAB mﬂm PLI CATI ON 5 BACKGROUND OF THE | NVENTI ON 1. ’mﬁ@’[mm
the Inve ﬂm sent invention generally relates to a server-base
conmputi ng ( SBGJseol | aboration technique, -and 10 nore particularly t §00g02*
centralized SBC col | aboration systemusing a proxy server that allows

mul tiple renote users to share an application operated on an SBC server and
to collaborate with each cdEreErReBAEDP @MEUTIAGI 00LLABORATIOESCr i ption of

Rel ated Art In recent _years, a _so-called SBC (server-based conputin
systemthat all O%ngﬁé%rwlglsp&EeFF@%S ay &by ré?%%ﬁoé’atmoﬁ}:%‘ﬁ& at ed

on the renpte SBC server cammechedaborite gretraer Kpbht @igdont he SBC br owser
of the 20 SBC client term nal has been devel oped. In the SBC system a

hi gh-1 oad application a executed in the server, instead of in the client
termnal, angd the execution scgQetsdcynbr anstid teA@be client term nal

t hrough the network. The user Tan US€ and execute 25 the application on the
server as if the application is installed in his/her own termnal.
Basically, the pelgatiop hetyeen the yser and the server is one-to-one
correspondence, and each user inplenents the application on the server

i ndependently. Since the W9 gmesert nimeEntd0nspapeya¥laceaiatesesheo executi on
screen in respon ) .the § L p ion I perfarnmance term nal
such as a PDA, éégv%g‘%ﬁ§§¥ P%Hé§ecd%eagﬁ5i%P%%%%?égﬁﬁ%ﬂmﬁéfggﬁ%ﬁﬁbf*%%tion.

r 7 -2 FIG1d i inbustpatEesud arétywoe ka starictiliecdf SBhecaddrvenatboal SBC

t Th i onal, SBC syst i ncl ud SBC ser.ver 3_furnished
W th SBC m dl GHaT & Cogih Pelbp™ i oilci g Caf bl TFary LappLF AP, and an

SBC 5 client 1l0Gsacsessidfaget ant bepSRGSenhvepedatdd aiglant BBC server

and to collaborate with each other on the application.

15 2. Description of Related Art

In recent years, a so—-called SBC (server-based
computing) system that allows a user to solely use an
arbitrary application operated on the remote SBC server
connected to the network through the SBC browser of the

20 SBC client terminal has been developed.

In the SBC system, a high-load application is
executed in the server, instead of in the client terminal,
and the execution screen is transmitted to the client
terminal through the network. The user can use and execute

25 the application on the server as if the application is
installed in his/her own terminal. Basically, the relation
between the user and the server 1s one-to-one
correspondence, and each user implements the application
on the server independently. Since the client -terminal

30 simply receives the execution screen in response to the
input manipulation, a low-performance terminal, such as a
PDA, can be used to execute an intricate high-grade

application.



networK 4. The SBC client 106 has an SBC browser 105, through which the
user (not shown) of the SBC client 106 can renotely execute the application
1 working on the SBC m ddl eware 2. 10 Wen executing the application 1 on
the SBC server 3, the user of the SBC client 106 mani pul ates a nouse, a
keyboard, a tablet, joysticks, and other input devices to input

informati on. The SBC browser 105 transmts the user's input manipulation to
the SBC 15 m ddl eware 2 operating on the SBC server 3, via the network 4

(ST1). The SBC ni ddl ewar er 25 supphigstidiesd BpuktiBAk Pit AldtRRei BEOERAL I ONn
received fromthe SBC browser 105 to the application 1 that is working on

t he SBC mi ddl ww&paveptoresTHBC Fhateppl Thearcrsrent exetluts®s skietemrotess based

on the input manhpul@dd o igHcOLEREEPM dgSIgRALED, DL 191 H38RI «REFL BF OVi des
t he update screen information, which represents the execution result, to

t he SBC mi ddl wwgapapl¢ STR)intypdncies e shiigatieapptiatat ismseeAnt ndrshst i on,
the 25 SBC mi dd r Lt a S infaor {0 o the SBC
client 106 \r:%a %Eﬁgtg\%ér I?%%?%%hf%utﬁ%eﬁggi g%ﬁ%}edﬁt}ﬁrt éhs br owser
105 of the SBC ckientk 1496 TSTSBY clBynt dff¢ahragat e poecsesse85, t he user

can use 30 and e t.he . appli 10 Q he r te C server as if

he/ she i s usi ng%gﬁgg }glvlmclacthl %ﬁei ﬁg%%l Pneog]: isﬁo%iﬁg %Eg%c isg t cif)%r.lgBlaogﬁ cally,
any appl i cati onceanrapeteiye exactthe thd abpl3cSBhiselr werrkingsohotige a88dt 1S

operative on the, rati ng system (QOS) corresponding to the SBC m ddl eware
2. Such appl i caf“ilaﬁ YT (fde, but are not limted to, editor software, DTP
(desktop pubd i shing) sof twmre exCAD:{ PNy abpdiashtish desingthesebt war e, and
gane software. The SBC m ddl ewar e i far exar‘rgl Met aFrane (registered

trademark of G PRFXeBydt &€ UPRE. ?,g %S@ﬂ FLugh @Wi%%ﬁﬁ Ry, AT&T),

Tarantel | a (reghshsseds tianghRaRak 8fta30Qs, GG obad, (IrRObsherethju@denar k
of 10 G aphOn Corporation), etc. The SBC m ddl eware 2 used in the
conventi onal SBEEEYSeRNEA IiNPUGe 3T ENELR 019 hERBoPRF XY SElat 0P ndi vi dual

users utilize the.appliLaHONsE-08 Jt.rkitﬁjts%n%ﬁﬁl%idrﬂ%p%ﬂ@e%cf rom each
other. Accordingly, it is difficult I5 for the current SBC m ddleware 2 to

al low nul tibt e BRAIEeVaIR & POSTEBIPAItQURIUNE EREcEk®E/ahe afpRi EA¢ion 1 to
col l aborate in pealftine whh the sane execution screen on

The SBC middleware 2 supplies the input
manipulation information received from the SBC browser 105
to the application 1 that is working on the SBC middleware
20 2 (8T2). The application 1 executes the process based on
the input manipulation information designated by the user,
and provides the update screen information, which
represents the execution result, to the SBC middleware 2
(ST3) . Upon receiving the update screen information, the
25 SBC middleware 2 transmits the update screen information
to the SBC client 106 via the network 4, which is then
displayed on the SBC browser 105 of the SBC client 106 (ST
4) .
- By repeating these processes, the user can use
30 and execute the application 1 on the remote SBC server 3
as if he/she 1is using an application installed in the SBC
client 106.

Basically, any application can operate on the



their SBC browsers 105. On the other hand, a techni que of allow ng 20
multiple users to share an application available on a Wb site for

col l aboration is disclosed in JPA 2000-112862 and JPA H11-25042.

Furt hernore, JPA H3-273443 discloses a technique of distributing the
execution screen to nultiple clients in rasponse to the key mani pul ati on by
aclient to 25 allow collaboration, under the [imtation of a single
application actually operating on the server. However, these techniques
cannot be i nedsat edervappl3i ed tongersyern- hasede conpit iong th&B&Perating

col | aboration, which i n the basis of parall execution of intricate 30
and advanced reﬁ%?%e“épgqsﬁcgpfﬁﬁi‘p n@eh‘gr éﬁ z%%c &H‘tdﬁﬂﬁaﬁﬁ‘ae%erﬁu.d‘SUM\MRY
CF THE | NVENTI QdppllcatichsThaeehds e butt airs Ast Objrecdedotot heaprasent
invention to provide a novel SBC coll abgration systemthat_allows multiple
SBC clients to SREF8%E ZPpI i %f*?ﬁ?f?uggéﬁaf?%b G TRESr ehdY el SBEUSEFVer

and col | abormat eawhddd RGPt BEF twdEK] RAJUEEMOTsd M&a8%i sti ng SBC system To
achieve the object, a proxy server is placed in an arbitrary region on the

network that connects th&hSBEBSRvE Aidendl +F pl orspEaplentMetafransr oxy
server 10 nakes £opi£s.,Qly Eggdgﬁgggga%tb@@r§§r§§gkéﬁ§chhg?%py single SBC
p e

client on the S Clserver, and distrlbutes the copies to Cclients
partici pating i fvitiaiadoMNesborkt famutingaddr&Ton, Tateatploxy (segisdrerednt rol s

the use of the. splau.albanskbohicd iexeeut eotheann Leablony, 1 and

dynani cal |y swi t'ches the manipul ation right a ents in
response tdla réeesin GQogprtati@BC dticents. These arrangenents al |l ow each

of the SBC clients parti ¢ipati | Dt essi] of || ion to take
part in the nanipulation%% %%gq%%%Ff%§f§o%.ué§?lﬁ¥'%ﬁg gg%%c t%ﬁn%}he
i nvention, an SR coldtahoreationiesyshe o5 fHe\HotddtidhetIBBC iewlik-abasnt i on

system i ncl udes_an SBC.server. furni.shed.with SBC m ddl.eware capabl e of

instal lation ofu%ﬁf%nﬁ%lﬁééFié%? %PﬁﬁﬁfﬁgﬁPPy 6Flg§€ ggFeﬁ?Ev%%nnected to the

SBC server via anddpdigliendr Erdn ¢aimicehy ruskcdédeliapplyi, cati 0f, diafrd calpr oxy

server inserted_between the SBC server and the S%ggclients,in an arbitrary
0

regi on on tie nEYWdrie SHATERF SRy St eraEe PYePUt B3P ES a

mani pul ation rig@htert® @vecubemifielagPkkeatit®NtHO a?upfliifzﬁ{:ic&Bq old ent, (D)
receives first 30 jinput manipulation information fromthe first SBC client
and transnits tFRIfAFEEEeNpAt TR PMealt6R TR e PERCHBIYhe WBERsBRver to

cause the appligadioracopkewexesutoead, and (c) receives an application
execution screen fromthe -5
On the other hand, a technique of allowing
20 multiple users to share an application available on a Web
site for collaboration is disclosed in JPA 2000-112862 and
JPA H11-25042. Furthermore, JPA H3-273443 discloses a
technique of distributing the execution screen to multiple
clients in response to the key manipulation by a client to
25 allow collaboration, under the limitation of a single
application actually operating on the server.
However, these techniques cannot be immediately
applied to server-based computing (SBC) collaboration,
which is on the basis of parallel execution of intricate

30 and advanced remote applications and centralized data

management.

SUMMARY OF THE INVENTION




SBC server and distributes the application execution screen to each of the
SBC clients. The SBC clients constitute a session group for collaboration
using the application on the SBC server. The 5 proxy server controls and
manages transfer of the manipul ation right anong these SBC clients
constituting the session group. The manipuation right is given to only a
single SBC client; however, coordinating the |ocation of the manipul ation
right allows the multiple SBC clients to 10 coll aborate to work on the
common application operating on the SBC server. The proxy server copies the
application execution screen produced as a result of the manipul ati on of
the application by the SBERISLERE wHENS & RRAREEI 2f i B1F PYeErBht, and

di stributes the;copheso®ftd heoe%8EUL I QI eSC @%@ncBPléﬁ'@rJt@L%BGQ%EY&n SBlat
clients. Wien receiving a manipulation right transfer request froma second

SBC client who @ééswactulkumlentP§ aalrntshéonahrpalan ianpliicghiont he proxy
server transit %5?%&&@@%@ 2bh0be rsﬁgd“se%%ilséﬁcﬁ dAq4eRtata. &%gh first

SBC client to ing out the transfer of the nanipulation rig Upon
recei ving an aceephaptheerr omakiihe @se s2f IBE ekiehing tIRE pyekpmser ver

transfers the mani pul ati rd r the fi.rs lient to_t econd
SBC client. 25 By coordi ?a%ﬁ?%‘%‘ﬁ% ?I%n%%éercltén% ?ﬁ%‘%usre‘r%gfﬁfr ﬁ(sic ?%%Gcof t he
mani pul ati on ri ght aatatiemaryxyegeovern el habeont i dretamongemustipd e SBC

clients is reali.zed using the existin C.m ddleware. In the second aspect
of the inventi oﬁ,éeas%’?%%(g 255 g‘@ié%‘?i? gsaEf%BicélFﬂ artetf FECREeR“ARSSBC ser ver
furni shed wig h SBKesi calbiesmarod capabpel iofatioat abtedn arkenfutan aybatrary
application and a uraljty .of SBC clients connected, tg the SBC server via
a network is pr 86?5&1 ‘c’agléhéyllen:%o%r% és%é:r FEF Ve €S SEE LY RantBul at i on
right controll eecphas @ s 3BOBOL Pehdd iR ticePitigy exeeuke the application
to a first SBC client, rranigu,l ation information relay unit that

(b) a ]
recei ves first FRPpUEPHEHFTIAN-atPoRSLFHir (FEE BROBY B&E&Gt FRYTFPES the

application frogsther finsStnaBBoutht £t @Rttt tansRddsed heef iaf:?_li&é‘@iﬂn,
mani pul ation information to the SBC server to cause the application to be
execut ed, ahtl (ENdaRveIBERLlInSYEESRRE dihst FRPUPREa bt THeBei dB_n@ihe

execution screegpgf1ieh@apnhi 9@&%&%4 romat he h0s SBS el sahd.ti sdd but es
t he execution screen to each of the SBC clients. The execution screen

di stributor hasThegepyripniaemenas eblpesachecéxbeati®sh 3éL8EA correspondi ng
to the number of.{he.98G iGld 8AL She ALGH JNGPEOX YA a‘%%%nléouﬂéﬁ@ré{gé:yc

distributes the copies of tthe execution screen to the respective
clients partici pat ting naniphdaséesi oh, theheprpdiranieati on rate and the

response abjlity between Itnh%nngssgé,y%f and Egge?g%ncll ia%ngégcan be

mai nt ai ned hi gh. When receiving a mani pulation r transter 20 request
froma second SBGLtabaratiwmo sgeesmnid poovriidetl yTha\dBQ lwe Liaho part & on

right, the nanigyggéécgkéﬂd%@g an SBC server furnished with SBC

middleware capable of installation of an application, a
plurality of SBC clients connected to the SBC server via a

25 network to remotely use the application, and a proxy
server inserted between the SBC server and the SBC clients
in an arbitrary region on the network. In this system, the
proxy server (a) glves a manipulation right to execute the
application to a first SBC client, (b) receives first

30 input manipulation information from the first SBC client
and transmits the first input manipulation information to
the SBC server to cause the application to be executed,

and (c) receives an application execution screen from the



controller transmts the manipulation right transfer request to the first
SBC client to inquire about the transfer of the manipulation right. Upon
receiving an 25 acceptance fromthe first SBC client, the manipul ation
right controller transfers the manipulation right fromthe first SBC client
to the second SBC client. Since the transfser of the manipulation right to
executing the application is controlled by the 30 mani pul ation right
controller, collaboration maki ng use of the existing SBC system can be

realized. BRI EFsBES(RIWEH GNACK: JHE JRRAW NeS applAdediopbipretstideat ures, and
advant ages of the invention will becone nopre apparent fromthe foll ow ng

det ai | ed descri PEFRP wiiteFerBadli e s ufetrBRSwi th the 5 acconpanyi ng

drawi ngs, in which FIG Il kpst £8{ &6 A caRYERLEONAlse3BCoRYSESM FI.C 2
illustrates the network structure of an SBC col | aboration system according
to an enbodi meneoblalti@tiinpesiew, tthEPPLACPEENY Werther SBS feweat-edhBet ween

clients to share an application on the SBC Server and col |l aborate with each
ot her on the appérimtliagnionFr&yhB dmong Fhesk SB@grldrands thaspiouxtinger ver

used in the SBC _col | abarati y Ln. . 2 illystrates
an exanpl e of tﬁ}ggsﬁ%sclo%l ggglrlét ?%kgéngfd%\%ggrlgghg%? géﬁ %L%eggg%,n f:%dl éjr?tli? FI G
5 i s a sequenceadsagylamsBor cdtant | rpwever¢cacoyradinaiiingt hbeSB&ation of

col l aboration; FIG_ 6 .s.a diagram.us tQ | ain .t he avj or_.20.of the
syst em when st aﬁl’? AR ISBE R of T4 %ra‘;tqiogﬁ : %Egdm]gtligqleuggga 65THR eXanpl e
of the confio matéodrawsrxtewtbowoebl drabteatbmnost &gl idakGon8opsrat idigagham
used to explain the behavior of the system when outputting an SBC screen
during the SBC 58°c¥HY &i56V&fion; FIG 9 is a sequence diagram for

transferring the mani pul atieoprokghéeBramgophes SBe dppantari&hG 10 is a
di agram used to explain the behavior of the s%st em when transferring the
mani pul ati on 30S¥PERELOTNFISEreER APTITURAT dFed BRSEXGRH &16f m?%%p%%ﬁ&\% for a

mani pul ation rightfd apghacakceaess +1RNERE! 611 ddB Wildnusheahes: g Lxampl e of
the rejection w ndow, and g

15 right, and distributes the copies of the execution screen
to the respective SBC clients.

When receiving a manipulation right transfer
request from a second SBC client who does not currently
have the manipulation right, the proxy server transmits

20 the manipulation right transfer request to the first SBC
client to inquire about the transfer of the manipulation
right. Upon receiving an acceptance from the first SBC
client, the proxy server transfers the manipulation right
from the first SBC client to the second SBC client.

25 By coordinating the transfer and the current
location of the manipulation right at the proxy server,
collaboration among multiple SBC clients is realized using
the existing SBC middleware.

In the second aspect of the invention, a proxy

30 server that is inserted between an SBC server furnished
with SBC middleware capable of installation of an
arbitrary application and a plurality of SBC clients

connected to the SBC server via a network is provided. The



FIG 12A illustrates an exanpl e of the wi ndow for a collaboration

participation request, and FIG 12B illustrates an exanple of the rejection
wi ndow. 5 DETAI LED DESCRI PTI ON OF THE PREFERRED EMBCODI MENTS FI G 2
schematically illustrates the SBC col | aborati on systema according to an

enbodi nent of the invention. The SBC col | ghoration systema includes an SBC
10 server 3, SBC clients 6A, 6B, and 6C connected to the SBC server 3 via
the network 4, and a proxy server 10 placed in an arbitrary region on the

network 4. The gBEx§esyBFerd dofphkiEds shed avirah i SBG fididlawakecant MGt IS
capabl e of introducing arbitrary 15 applications operative on the operating
syst em cor r espo@rfigdt e e MBBEPH] Y Sariehs. tThexsBESitdgl eRpt EC&EPbe any

known SBC ni ddl waapee: E&Chseef o henSBC ) iaeﬂ]taaigub@@i&m i§@9r959¥\§ﬁr 5, and
C y us

SBC col | aboration aid 7. The user pf the SBC client can renote e the
application 1 2gedavtwelSBEOay darewsee A nsthr spgut thanigBCationser 6 and the

network 4. The S redi | Si - ; I o] i.o0n
process nanaged§ggofgrﬁ‘£e£%;r}gxo$t gglrg\c/gkg?go%%t ﬁgkz%%%gb%?%tr%& LC?EJ%LB%OCI i ent
6. The proxy sefBErclients angsarepgnbes viden fiihet SBOWPS meeripeiasiamd t he SBC

clients 6A, 6B an ...rhe .pr ver. 10 has mani.pul_ation_j nformation
processor 11 an&ngoglg‘? lzinortz;%t %2% %%é\tsi%ﬁ‘iegr t%z?‘gﬁee }Peniab)ﬁ’ AFF o T
i nformati on probessrecitledr andsses almtexeansdohasertkar tdismanbpubatitert of the

application that is,ingut t hrough the 30 SB b{lowser 5 of, th§ SBC .client 6.
On the ot her haf8Sthe® &t IeﬁSng‘?%nsccroer‘?ﬁS | 5R€ 12PRi5EEd8Bs FEAT & 1Shput

t hr ough t hel®BCseal kabosatanan dakdr Tolte < ahler ekethieisi0ldcakenats os@peyrat i ons
anong the SBC clients 6... -9 The SBC clients 6A, 6B and 6C, which are
connected to t h&NSBREESETM&E S via the network 4 and the proxy server 10,

constitute a session groumd exeeQBdoetddiden aoktaboiaid QRsSassbPR wsithg t he
application 1 operating 5 on the SBC m ddleware 2. This group is referred

to as session gtBap FOP4GF EHE eBeCHRiGR (rrean SRerEFRANI4NgAto 6B aINd 6¢ are

illustrated forpiigesake @fe gBAVEN &NGE; showeVERe Ho:3OPULsGerfour or nore
SBC clients may be included in the session group I. Athough not shown in

FIG 10 2, hanyudifeerbnidisdsdbuheyrdifpsopansher coimesesytiont #erSBC ser ver
3 via the net“DEE éh@ngeéﬂgéﬂiagngéeéﬁ%ﬁnf%op%gticipating in the session,

the communication rate and the response ability between
the SBC server and the SBC clients can be maintained high.
When receiving a manipulation right transfer
20 request from a second SBC client who does not currently
have the manipulation right, the manipulation right
controller transmits the manipulation right transfer
request to the first SBC client to inguire about the
transfer of the manipulation right. Upon receiving an
25 acceptance from the first SBC client, the manipulation
right controller transfers the manipulation right from the
first SBC client to the second SBC client.
Since the transfer of the manipulation right to
- executing the application is controlled by the
30 manipulation right controller, collaboration making use of

the existing SBC system can be realized.

BRIRF DESCRIPTION OF THE DRAWINGS




conduct col | aboration working in parallel to each other, using the
application 1. The session ID given to the group and the user 15 ID given
to each user participating in the session are registered in the proxy
server 10 in advance through, for exanple, contract or reservation of the
session. At the reservation or the registdymation, the IP address and the
port nunber of the proxy server 10 managi ng and 20 controlling the

col | aboration are given to the SBC client 6. The proxy server 10 is a
virtual SBC server if being seen fromthe SBC client 6, and is a virtual
SBC client if being seen fromtge SBC server 3. Foqg t he SBC 25 server 3,
the client that uses the dP5% 88 FOR 1 598 TRES s AFVGREAFSF, *hnd'S t does
not mater at alinhem:iBmywiIBCoetbmdtodRelppgreet thensessi ep10swiny | or
which SBC client is currently executing the application 1. Although

nul ti pl e SBC cl fehtsled tdpficryPaxeR uthent Feadppli cariBirtioBywabhtthshs in the
session group | gcthfpdRedld arapingdre rpRHpUhation right is controlled by
the proxy server 10, and therefore, the situation in which the entirety of
the session group | uses Rlge appliesitiadies] aascnvelnginalcSPensysten;10
stands, fromthe viewpoi nji;0f >t he; SBG SQIVehea3ne &ﬁ(@t%%hr&%iaathor ation
on the application 1 by nultiple SBC clients is realized using the exiting
SBC ni ddl ewar e 2B€ herllabprathasi sysirscisfcicoatiog of anembodoment’ of the
correspondence n.th Lent ggg t ni i 0 i cation.
FIG 3 illustr a? ggg\%&b%ndc%h%%gga?n 0 tS%gvg?&(%uisrgstré\fgC% dlgfe%&?%%r?%?!c?xy server
10 has a clliGnt SB@psgrynr endSmhdtiplee SBC rdiempautin forckrt he SBOw|thent s 6A,
6B, and 6C, 10 erver .input _port 16 for.receivin n i.pput _fromthe SBC
server 3, and agg(?i%]hjtend:ast gcﬁaggaﬁ% %t &plp%é‘c?ﬁ?%r?’ rﬁi?it%‘ﬁ gggu?e?ﬁ%r &%nt s
6A-6C, in addittenldmodtdi® mwanhpehet icoheirnbar olé i applircacessor 11 and t he

col | aboration controller F#é[ he client informatio tored in the client
dat abase 15 18 i ncl udes, otS1§ MAEE 429t #He %rg CoRTPEY ISErEH Ds
registered for pasdii pald 8BCI BollwbEeISbANsy POSES WIS, ithherd P nunber and
the port nunber of the SBC server. A portion or the entirety of the client
informati ods al so storédGn%th algsyap sxamgpleripd Epﬁe%?ci nput port 15

sorts the packets)idmnsfibhedrbhom thrnsBCoR! H1entshs®d S@eas;t 0 supply them
to either the mani pulation information processor 11 or the collaboration

control ler 12, dependi ng fdf -t Rel®chtIRMENGE EhrITRRt KOs stastipg and

mani pul ation i NEQFPRLAPRURT @RESSEE cbh1laRekddesy @ mani pul ation information
transmtter 25 and "an SBC browser screen distributor 21. The nmanipul ation

information transmitter F3GhuAct$ chsliagramresey thiexplasn Wherbehasdion ng
i nput mani gy atjenf L apene Qhed N& SBG 30+ £ 1 SHY %oq__’lablggam pul ation

information transmtter 25 transmts thi's i nput manipulation to the SBC
server 3. The SBC browsefI&cr éehl Hisinetiegt oan 9xantlst cifbihes t he execution

screen of the ap h ajtqgn w@h&&i§rp%8q§%ggratfolnl sitﬁrrgugh t he execution of

t he application based on the I nput manipulation in e SBC server 3, to
each of the SBC clients GAG.6B anc 8CagThe SBEI browserlasor ted kirstuwdoput or

BT oy o7 2 ¢ LR A S50k, LI, G 205 peseeagel e
sessi on, prdSor tolldmitsibnibuti on of the execution screen.
FIG. 9 1s a sequence diagram for transferring
the manipulation right among the SBC clients;
FIG. 10 is a diagram used to explain the
behavior of the system when transferring the manipulation
30 right;
FIG. 11A illustrates an example of the window

for a manipulation right transfer request, and FIG. 11B

i1llustrates an example of the rejection window; and



The manipul ation information transmtter 25 includes a packet deternination
unit 26, a packet 10 transm ssion unit 27, and a mani pul ation information
discard unit 28. The packet determ nation unit 26 determ nes whet her or not
t he packet supplied fromthe client input port 15 is a packet transmtted
fromthe SBC client that currently has theg.manipulation right to 15 execute
the application 1 (hereinafter, referred to as the "privileged user"). If
the packet is transmitted fromthe privileged user, this packet is

transmtted by the packetrig.anghi $5i@dtnitcls 2 &Rarkdle: IBCreer¥ekddy | f the
packet is transnmitted froma user other than the (?rivi | eged_user_ 20

(hereinafter, ré&PBr#ctPYFRRLAERON R & PaieeR " Jeusitdh, 2 Aef Kaniinf ati on

i nformation di s¢ardstiite2@ndegsapals 6ﬁ1it§1ep§6$§&ti6ﬁ9ﬁﬁl@bag_the packet as
being transmtted due to error mani pul ation. The col | aboration controller

12 includes a 25 coll aboration user authenticator 31, a coll aboration

session manager 32, MI%EBObéWﬁIbﬂnoﬁaﬁﬁ%P&tﬁﬁggpi Bl orpaptTal | er 33.
The operations of t n € A
illustrates an exanple of the SBC 30 col | aborati on browser 41 opened on the

SBC client 6. The SBC coIEl orzaggggmggdiqy}ﬁg%zhﬂ%%%t% it%%dsgé an SBC

browser 5 and an SBC col I'aboration ai e rowscr 5 displays the
execution screenollasoratie SBEtanofsercordil?y sy e@nkrmbvbindnthas heen
produced by the, SBC server 3 the result of the exegutio f the
application 1, &RECELHikd T&ﬁdggf:s?‘?}r OFG THH™ FES POy SETVETCSIGR ARE t he
users partixl pasenget I8 t IBBCCalllabos adA ,06Bs easd 08C cadnrfechiedwse thwe QRIdat e
execution screen in real i ngl on the SBC brawser 5. The SBClﬁgllﬁll[ab%{ation
aid 7 includes 8°5%8%i 0 4hfBPnBEFEH haneP 422 it 6h S5 e 3612 panel
43. The sessi onihni@ramiitrarpanelid? dmshef aetexapd e, a 10 parti ci pant
list 52 and a nessage w ndow 53. The Lp rticipant list 52 lists the users
who are participating in %¥eS8&sEFofe %ndiscggFﬂbs?% i 8Rt pri vi | eged

user to which theqapaidrd ati @Rikh OE DQJ0NEsor Ther MRERANEG Wepdow .83
di spl ays, for exanple, the session record. The active
15 applications operative on the operating system
corresponding to the SBC middleware 2. The SBC middleware
can be any known SBC middleware. Each of the SBC clients 6
has an SBC browser 5, and SBC collaboration aid 7. The
user of the SBC client can remotely use the application 1
20 on the SBC middleware 2 through the S$SBC browser 6 and the
network 4. The SBC collaboration aid 7 assists the SBC
collaboration process managed by the proxy server from the
standpoint of the SBC client 6.
The proxy server 10 is inserted between the SBC
25 server 3 and the SBC clients 6A, 6B and 6C. The proxy
server 10 has a manipulation information processor 11 and
a collaboration controller 12. The manipulation
information processor 11 processes data associated with
manipulation of the application that is input through the -
30 SBC browser 5 of the SBC client 6. On the other hand, the
collaboration controller 12 processes data input through

the SBC collaboration aid 7 to control the collaboration

operations among the SBC clients 6.



15 cont'rol panel 43 has a manipul ation-right request button 54. |f any one
of the ordinary users of the SBC clients 6 wi shes to execute the
application 1 during the collaboration session on the SBC m ddl eware 2, the
ordi nary user clicks the manipul ation-right request button 20 54. The
transfer of the manipulation right triggered by the click of the

mani pul ati on-ri ght request button 54 will be explained in detail below In
the exanple shown in FIG 4, the manipulation right is currently given to
M. Tanabe who is the userh®fse25c5Bén€d it 6BAandhec pthgrchuaees of the SBC
clients 6B and 6C onI% [gaveth]ge br owsi nq:[ri %ht. Since the browsing right is
automat i cal |y gFOBREEECAITC (Hhe G8Er D% idcVpat FRg T5HHoFE degBP ok t he
privileged user phagytferheowsi Nngohbatuand khesmeni gt irer EbSilcting
Accordingly, bi-directional. 30 communication occurs between the privileged
user of the SBC2cFPeRPTREMT ERESPPOYF IS FBE aPPligfTiona luaParaedtd onal
communi cati ofl 0gGUERe DeMeRMH B PE OXY BRIV Bhod BN HRGHAf tHhes ordi nary
users of SBC clients 6B -13 and 6C. At the begi nning of the collaboration
session, the mafAepaieridPud dght Ineyibe 4y vaAYbYhI¢R FHOX}1sBETePA1PR 0 t he
user that first aﬁﬁcgé.sﬁse tirlqu@rt9§¥e§gfélrerth%os£19 5o€aécim}e%§e§8§5'°”’ or
alternatively, the rnitial privileged user may Be determned | h advance.
FIG 5 illustrahesegesemqfencarse,t heuralld abgeatBoncpraodgesssaysbag t he SBC

col l aboration s sho i 2 e -SB ' S ugh t he
10 proxy ser ver)‘{%?mé%% Jtr}h%%egéf\o/%rg%o(%rg'a%}%#%gﬁenog@tsﬁl\gggs?%t gﬁfbr
the col | abot@ti an (&1 1diSTFedentThessidogrexaapten hdheansertefl SBGMAE i ent 6A
requests a conng éi on ser\#' ce tﬁ t he desi Qat eg ort_(not shown) (?f t he
proxy server 10 % TI%5Ve THe VeBnBEL T BN LS redligst?s £rmde SERYBhigh t1e sBC
col | aborati on ac8nduet ddidabBCacobh abnfidingoAanbporsErel4ko Ehenhpsthar server

10 carries out client authentication for the connection request fromthe
SBC client 6A (8f18Y. 5 R 1CREERE hut henti cation, the col | aboration 20

user authenticator 31 of fhe spkexynSED (vehO tbeeré Vi@sodandsehe l ket he
password, and the I P address of the SBC client 6A fromthe client input
port 15. The cofPaBbYeR iGh S3§8r ast RARGICAPEF1BT T diiss S§SERR™ DTS abor at i on

sessi on nanager r3¢i ke €N MhbhErs8s d<aelrD1 0 The £BldraRokatbagh 25 sessi on
manager 32 accesses the client database 18 to extract the reserved session
ID for this sesSK8HPH? oFPNIBASEICHNEIIRFVESAPRnafbEIe sresehenpr dkyth&erver 10

accessed by the gBC-£d4 &M o@Athghfe?ﬁﬂx%QQB?xﬂ%esﬁséd&&e%néﬂértﬁez then
retrieves the user IDs of the registered participants 30 based on the

extracted sessiBArtDunken lod G5erprTxwiserer SBE manaminobAnfs i ncluded in
passwor d ard f b e R i SO
The proxy server 10 is a virtual SBC server if
being seen from the SBC client 6, and is a virtual SBC
client if being seen from the SBC server 3. For the SBC
25 server 3, the client that uses the application 1 is the
session group I, and it does not mater at all how many SBC
clients belong to the session group I or which SBC client
is currently executing the application 1. Although
multiple SBC clients actually execute the application 1 by
30 turns in the session group I, the location of the
manipulation right is controlled by the proxy server 10,
and therefore, the situation in which the entirety of the

session group I uses the application 1 as a single client



col | aboration user authenticator 31 transmits an authentication adnission
notice to the SBC client 6A (ST17) . During this process, upon the success
of the 5 authentication of SBC client 6A the collaboration session manager
32 updates the session information, such as the session ID, the user 1D,
and the client I P address. Along wth theupdating of the session
information, the collaboration mani pul ation-right controller 33 gives the
10 mani pulation right to the SBC client 6A, which has first accessed the
proxy server 10sfandshefool lthkorationisessi ahe 8BU sHpdaires .t he

mani pul ation-right informatio t this point of tjne, the_user nane
TTanaber i 5 di sAPRYEALSEN e FOPFRGIP Hoerher SBet CAH B BRe 1P 15
address "192. 168uil@igle 3BT td1ecpastigipanti zbdsts by (198e RiGing)swf the SBC
col | aboration aid 7A of the SBC client 6A. Then, the SBC client 6A waits
until authenti cREFEHEHRTS Ite t@@ﬁeP%és@%ﬂ%éPﬁFéfb%@sonaPé @B?r‘p?%‘tcﬁlf
(ST18). Simidarkyrrbhsoiditie BBEwELH el OBARM AL 1HRK&20p608PESE IQN tO
the proxy server 10 (ST19), and are subjected to the cli en%3 aut henti cati on
(YES in ST20). KEhergrepliRati®®.client authentication has been conpleted for
each of the SBC clients n ] y ek SM.LS

aut henti cati on adm ssi onGEf%oQta'i g'seQ?%u%ﬁ%t sg)ézg_%%%% C?:Jf%%rla%i%?hg}féa?% | r eady
in the session £8T2¢¥.10Thdinet peoranesrsfr tlRehaat dentiandt edpusepsriarle

di spl ayed one b n . 3 LCi IS 2 e SBC_col tion
aid 7. For exarr%f)g,g?gg%%lg%cgﬁhélé%ig%é&&eé%aén%%er%}s “t ﬁé’s%g?g(?’ent 6B
i s aut hent i@t ed, seheenisieputapertel 6 giqr Makeanuiay af inpetSBCom| tlentSEEB i s
added to the partici t list 52.0f t BC clent 6A (ST22a).. At the sane
fe. the nams Sraiabet GreBacREl Penatrrea t Thep diea e 15° cen)
and the nane " Nakaourtte afli8BEscbheft, GR @ddetjiod he rchewmpat pulatpiaon ) are
di spl ayed on the participant list 52 of the SBC ¢lient 6B (ST22b).. Then,
SEC o1 ont 6A anBraRt o RrogBSRAT (A Chit R ORR BohEEg e 5
participants isigonpheted €nST2380angk SR dpredhen, tihe19BetchbeabaeR (1. €.,

the privileged user) transmts a col]aboration start instruction to the
proxy serve}> 101 S¥2%yudemhe ByoRGt skiMidied1 GOy eblie viSive B | W% &hSon

start instructieag{Sl@Add rdpheduesis:ildne 140t SBGsR v, Babowsi@ t the SBC
col | aboration service (ST25). The SBC server 3 perforns the authentication

process for thet8er¥f ceviRafuést thdhaRRCH %S PUTRET seSsiivh SSCaPETYASt rfuct i on)
transmtted frop,iReoProxXkreenelrdQ; (FT26k. cUPof: SRR t96nt ¢ also
authentication (YES in ST26), 15 the SBC server 3 transmts a notice of
starting col | abkare@dnint d-Neh&BEr exyveerdrer 10 (ST27). Upon receiving the
notice, theyproxy server @) (hapgM {$idhis ROLECE1Q all LhexsBC clients
6A, 6B, and 6C of the participating users (ST28). Wth this notice, the
start of 20 col Fabosmittad ifyometloe dRE i1 iehEsnessages wWiondvrpEy giemedeh of
the SBC clients_6 prt%égq‘ Coudstddd ust-at.ged; it S7129,ang,ST30) . In
parallel to start :&ﬁ% t he cggl gBor atél on, to%{én gh%qslgro\(/égrsgg tFansmfs
full-screen (orcohkahoratiigin gageyoPken iflor dapendinm drhéhpr ogytewtyv et 10
(ST31). Upon re%ﬁgvé&g‘é&e full-screen information (ST32), the proxy server
3 copies the ful'l-streen i'nformati on according to the nunber of the
partici patidfg users, and Thestwenbptbstidre iodprestiodn tdmdegkbrstt een
information to the, SBC clients . 6B .a 30.6C (,ST33)...Then,t he
i 'strbut ed f ol FREbRaeh o RO RACT ST S 0 SN B Qd S iHe “SBE B7 VLS 54,
5B, and 5C of tBBCSBowddrenicgebi\, dB6B ributobC21r eBpeataniehyat 584 and ST35).
FIG 6 and FIG 8. illustrate the.g,é)ovez-d scrjcbed .
information transmitter 25 functions as a relay unit, and
- when receiving input manipulation from one of the SBC
30 clients 6, the manipulation information transmitter 25
transmits this input manipulation to the SBC server 3.
The SBC browser screen distributor 21 distributes the

execution screen of the application, which is produced



-16 col'l aboration start process (ST23 through ST30) and the full-screen

out put process (ST31 through ST35), respectively, fromthe standpoint of
the system behavior. In FIG 6, the SBC coll aboration aid 7A of the SBC
client 5 6A of the privileged user transmts a collaboration start
instruction to the proxy server 10 (as indjcated by the arrow (1)). The

col l aboration start instruction is nmade by, for exanple, clicking the start
button 61 in the collaboration start confirmation window, as illustrated in

10 FIG 7. The sysbeghme kxecdasigneds sthd hablt et cod Inhewabhoanst art
confirmati on wi ndow Is opened only in the SBC col | aboration aid 7A of the

privil eged user ifPuE MarsEIAtient 1BAFNY MEC KEEVEFrdt o cashealt Hee ptRixy

server 15 for theiggesi O, diahAi scCapfe detepBRLOM AliQR WightitocSxecute
the application 1 inplies the right to start the coll aboration.

Alternatively, ©ERehed|dapotvatioh 3¢arthidnfiakaat Feapied mfowheagxdetbianed in
the SBC collaboLgliah & dhel ApplBeatlth Heladhd LoeuhgnbLCaL aghSEC

clients 20 6A, 6B, and 6C. e latter case, even | e ordinary user
who does not havéiehes neawitudiszeitongr tyhtseslsiioks phowdld dber ati on start

button 61, thisdigggibﬁeﬁﬁ{%&tkgg é%?ggﬁgﬁggkpg th t he authentication and

confirmati on processes carried out aborati on user 25
aut henticator 31 and the T Irelndpal & biomemifpuat ion- tragtdmicartr 6| er 33.

Consequently, the collaboration i.s_after all stayt by th rivil eged
user. The coIIaBBF;F?%ﬁI%ﬂ%%#ang?F%ﬁW%Qﬁ$ﬁ°§ PﬁﬁéiggdagpaFﬁggclient i nput
port 15 of ihe ptaxymbesmar uhlr and &H sUpphiedlioidhencokhabosat i on
session manager 32 (as indicated by the arrow (2)).. The col lLaboration
session nanagerd%§c$€§HFEngﬁ¥hgh§e%%ﬁ Iqﬁtﬁﬁéé%gEﬁPQiﬂ9lﬁo?? nunber of the
proxy server 10deabrmhied wHeeheel baboiatdnenpackd? SUpiticdNgkeMCthON IS
received, and confirns that the session identified by the retrieved session

ID is nonactivatédSbeitR} T 8V fortT Gt BAELEt FornsmHd ot FaBorhe i i

sessi on manager c32eft SEhLOMU BBt Pendiseihel Raniph1ddh@Priiyhkeged user who
has transnuted the coll aboration start instruction (process (3)). The

col | abor at i bh s€¥8Feke ndifag@PLl3gativfui ediesrinpbien Iuaferaetior® as the
mani pul ation-ri gRti oI hRler33. Waethe daligemnl Pl AR tEl9REoRf i S
session currently bel ongs
privileged user, this packet is transmitted by the packet
transmission unit 27 to the SBC server 3. If the packet is
transmitted from a user other than the privileged user
20 (hereinafter, referred to as an "“ordinary user”), then,
the manipulation information discard unit 28 discards this
packet, regarding the packet as being transmitted due to
error manipulation.
The collaboration controller 12 includes a
25 collaboration user authenticator 31, a collaboration
session manager 32, and a collaboration manipulation-right
controller 33. The operations of these elements will be
described below.
FIG. 4 illustrates an example of the SBC
30 collaboration browser 41 opened on the SBC client 6. The
SBC collaboration browser 41 is comprised of an SBC

browser 5 and an SBC collaboration aid 7. The SBC browser

5 displays the execution screen (i.e., the SBC browser



10 to the user who has requested to start the collaboration (as indicated
by the bi-directional arrow (4)). Upon receiving a positive result, the

col | aborati on session manager 32 acquires the password of the user who has
requested the collaboration start (as indicated by the bi 15 directional
arrow (5)). After the password is acquired,, the collaboration session
manager 32 requests the SBC server 3 to start the SBC col | aboration
session. The SBC server 3 executes client authentication fromthe user ID,
the 20 passwordgct&ien POk iRHTHEE erd RE08BC§hY Bhe3 SBRT Gerv@h K tdaNsMi ts a
response to the session start request to the proxy server 10 (as indicated
by the bi-directlonegsuitr O €BY)SxFBItithe ofaklee APRIGI9EEAPRNEE, TP} Ocess ( 6)
is indicated by i r s r r e fromthe
SBC server 3 |scg%ljfeeu£ airgi gg%%k?}g‘g{?% k{yﬁ\eﬁrhgoﬁa@%orsaetﬁt‘%% ggssggﬁ%}r%nager 32
via the server uspus Egﬁjﬁ’ttlciﬁatm ‘goliheboril foPr sEsxi srsrangecar8? t hen
transmts a Sses foly pr ut_ LS 308 8 and 8C
of the SBC cﬁsl e%% W% u’ﬂﬂra %al}sﬂ%r?dlsgg n%l er%e artowg” A\%e) Ié’B‘I:
session start nbtamsaersS suppl i ed to the SBC coI I abor ation aids 7A 7B and

7C of the respective SBC_ ¢l ndi cat ed, by_ t.he _ar.r ows - 8)),
and di splayed in the nes g@ﬁ ffgﬁ%bf SFéSHF‘?é) AyiPoLhdefRed e%%?’iﬁoél of FIG

4, the nessage 1hfodmtGeln @bﬁéatu)rarhaanbeeﬁl-sé acfdrﬁﬂ"oll pafsnOAICathe On the
ot her hand, the SBC middl eware 2 starts g he a Iicatiﬁn 1 in response to

the session staf®SFEJUeTOFRE T i RAtSd by "Ehe 1T GXAMBY$: The application

1 outputs tihe fphttsenRen (e6tt 2 4t & @bsﬁé@@)wﬁddwhﬁs appi cation (as
i ndi cated by the arrow (10)). The SBC server 3 transmits the full-screen

i nformation to PHBECEGHRAGE lﬁﬁﬁt5%013p9§rst the BESYhelior G¥§ BeFvEriPRFirgs

i ndi cated by thenafqOwdskibh, Lmiﬁﬁn@aaﬂsrcuw&tswwme@édsxsae&t ed. FIG
8 illustrates the system behavi or when the SBC browser scréen is output.

The oper ati onal "pidtdds wamulﬁtmrerlghtsb@h@ms y TAgphredaged Hardevt he
output of 15 the f&qu]?%g,rsee@okné}ggnqgaité OLEhle”QEQéPJrF £ecBiher Thhe S88%i on

start and the outfput of the execution screen resulting fromfhe execution
of the applikatcontdol Thaednty ki femendpulstidratrighén rogupsit thutgonhe

full -screen inf i t t e i.nf.o t 0
copi ed and di st?l5 gﬂi%%poggﬁeggﬁg{egl%ggﬁgggu%ﬁﬁe% il Egga%p%lﬂc%t |%on
execution screenigmny tchexepdat ethpappilenatientd ctdxe_nganhpul ation of the

application 1 'éoff q:%ftggg Q!e %{érp%ﬁthﬁAﬁﬁé’rﬁc{}ﬂl §X9| a ion will be

made u5|ng an exanp outpu Jcreen rnfof fation. 25 First,
t he appli catl ono#d siaaryt @delnyclh@csSBﬁesmamépuBatIDrr—e:S.ghIHSEe@mesménﬂﬂSSi on

start requ ggn th % g e as_the f,g] - SCr nton des%f

mi ddl ewar e 8‘85 Lt%e AT SRPERYSe H‘H’eréﬁ ’dh‘?%%ﬁ

transmts the f thé - cSJchﬂ@@fl nhermumﬂamﬁohhelgmu tneajuebagbutﬁﬁh togetiheér with
its attribute, to the proxy,server, as indicated by the arrow (2)). The
server input poP® ¥& ﬁ lBr%‘?(VJS]B?\?éLP “10 supplies the full-screen

information and the attritbutBe @sari®ld saswhhen pord. aynhae, m&@mdl%tq@ay
-19 unit 22 of the SBC browser_screen information distributor 21 (as

i ndi cated by t hE*HtY dvi CEFFSRTHe BBEC browker S¥13&8n "PRf OF nelts dtP i Stri but or

21 inquiregf ghe caldnbgrat Tod ST 0BePBNGHeha32BabeUtedtd BB and
destinations of the full-screen information. The col | aborati on sessi on

manager 32 ret rPevIE% REVEeEEE RFINS 18Fd TEERE | BB Infd $58e8TFS HIE HHBTSBC

clients 6 is automatically given to all the users participating in
the session, the privileged user has the browsing right
and the manipulation right. Accordingly, bi-directional -
30 communication occurs between the privileged user of the
SBC client 6A and the proxy server 10, while a
unidirectional communication occurs between the proxy

server 10 and each of the ordinary users of SBC clients 6B



partici'pating in the session fromthe port nunmber, and supplies the
retrieved destinations to the SBC browser 10 screen information distributor
21 (as indicated by the bidirectional arrow (4)). The SBC browser screen
information distributor 21 copies the full-screen informati on as many as

t he nunber of the destinations at the copylamit 22, and delivers the copies
to the SBC clients 6A, 6B and 6C (as 15 indicated by the arrows (5)). The
proxy input ports 8A, 8B and 8C of the SBC clients 6A, 6B and 6C receive
the full-screenandfe@mati on and supply this to the SBC browsers 5A, 5B and
5C, respectively (as indigated the arr 6)).,.The SBC 20 browsers 5A,
5B and 5C display the fquIQC- stgleeg%g]rrﬁrf r}%P%\S%Bé.%%zéjt HiArg To°BF & CY, when
the full-screenthafmamphilenioh thght may &l pagenilsy dirgphbayed oartdre 15BC
browsers 5A, 5B and 5C of a(lle_‘l t?e $arti ci pants, the 25 coll aboration is
substantial |y ab8i FABIECTHEr FUTTefFaTSEF b S8R SERVEBALL i
currently has thelleshuaalsion, roghilicanaxecul ¢, the appkisat peivilleged

mani pul ates the nouse, the keyboard, or other devices to execute the
application 1 t HFBUGEY RE SBECHFHIREISAYVETSE). The input 30 mani pul ation

informati on of the nouse,picheskeybeafshrand QLBEENLE\WLCEB el S recei ved at
the client input Eort 15 of the proxy server 10, and supplied to the

mani pul ati on i nFeFhARITATHOPaREATEE B ULE I fhEnEBrean IJ@bREREROR NT TR | on
-20 processor 1 o ‘?mpﬁ%ﬁ Gde}.ewﬂe“%\%gggﬁféﬂés 23y %Bféggkbar?éc{}g&%leat' on

information transmtter et ermnes er or not cont ai ni ng
the i nput nehi ppkexy oreamflér nand ofhch&BCheenver ahsriet véd fnovthe he

pri vi | eged user .payi 0Q. LN 18O Yl ald A Libl of STy ol 4§ he packet is

transmtted fromthe ordi nary user oes not have the ni pul ation right
(NO in ST37), the nmani pulTenonfonferamtlicon teseaed amiSBC28lieésctaiAls t he

i nput 10 mani pulation information. 1f the packet is transm.tted fraomthe
privil eged user rf % asfgg%fac%‘l%n psféecrlyelt “t rgénghn? siﬁs&%nﬁﬁﬁ? B % r nr?rspm ts
this packet to shew9BGSeaheeprdxy S38)er. 1PackREl5 det®rarichaheoctiamit 26

determ nes the 15 source of th acket by _Lnquiri of ,the_coll aboration
sessi on rran]a%er r83USHy 1haags f%g%}% i ﬁ'gﬁl f)%ﬁaalq%&?ﬁlaﬁt ai:(gn% Bl Itg‘F 33
about the sessigBcl&1ldrpatbhChpRiddig 4aserhé Dsro:anderhiercuo r&itries
privileged user IDwith respect to the received packet. Through the 20

det er ni nati on p?‘dEe%Jsl,entthé‘uEHﬁPEh‘Faaﬁjioéh EPpt B?ﬁa‘f&&?@ﬂ&ﬁsﬁ?%%ﬂ XE el ays

t he packet to thee SB{C sariver daopdyiayhen the packet has been transmtted
fromthe privileged user who has_the mani pul ation right. Those packets from

the ordinary users are dildc&R8edlitrordéienbipd el Wige COLLFRMTARACR i on of

the applicatg onudef ramReCFhagr i NCYISicTbeptodpesd QR NOr r8BE R dthleOn or
an unconsci ous touch on the nouse or the keyboard. Upon receiving the input

mani pul ation. | AFSF i GhepPBasEREH byErch&hEr THi ad&@ssuér the ReB&SBC 30

server 3 executgs;ihe appirbmathon-ilihasedpep ptde: impuir,aeRs PIlkdi-90 on
information (ST39). As the result of the execution of the application 1,

t he execution sépeerpythansdapedr JheegBesser vee @ ltladnsatien tIrsaipdat ed
screen manager 32 to confirm the session ID. The collaboration

25 session manager 32 accesses the client database 18 to
extract the reserved session ID for this session group,
based on the port number of the proxy server 10 accessed
by the SBC client 6A. The collaboration session manager 32
then retrieves the user IDs of the registered participants

30 Dbased on the extracted session ID. If the user ID of the
SBC client 6A is included in the retrieved user IDs, the
collaboration user authenticator 31 checks the password

and finishes the authentication (YES in ST16). The



-21 informati on of the updated (or changed) portion to the proxy server 10
(ST40). Rs has been expl ai ned above, once the execution of the application
1l is started, it is not necessary to transmt full-screen information,
instead, 5 only the differential information resulting fromthe execution
is transmtted. The updated screen informatjon is received at server input
port 16 of the proxy server 10, and supplied to the SBC browser screen
information distributor 21. Upon 10 receiving the updated screen

information (STéd)1abdeatSBa beevsettisaiaen tbpf 91 Meddrymidissthi but or 21 nakes
copies of the updated screen information at the copy unit 22 as many as the
nunber of the paPEReRpHiati@ruedPsSsSiof rPeiciere thie Tpicddehb $he SBC
clients 6A, 6B apd;®C (ST42). The SBC 15 clients 6A, 6B and 6C incorporate
t he updated screen information into the full-screen information and di spl ay
the execution result of tHW&Ei&FplReatPHILass t HEOSB 9 rowsess SA tBB and 5C
(ST43 and ST44) auPhOLe dNE ROBY 30d dlerdebnyetye Al lhoundaled. 2l 5 een
information are the sane as those of the full screen information explai ned
with reference mon&e I, wwdptasathorsdssionhénfoindtiss, oniithedls ¥ | ong as

the brivileged Ysel,gond NUgs GX8p Il Lhenanhl I GAl Ol BLEpS ST -

t hrough ST44 are repeated, and the execution 25 screen I's spl aye
SBC clients 6A, whBhatite 6@datingabf tihme . sestsips snufdrinetenh, f thet he SBC

clients to merel ve displLay _function.to, browse .t.he ecution.of the
intricate and a&é%‘n]%%%ragﬁ%ﬁni (%3? |¥%1ﬁﬂ?tnlorn§arllgg?cn%?r\{%c?léc?ﬁsggu%h‘{?s ?dﬁwe cost
for installx i onastsureriagerenhtoto afid isGat cobsnt oA herhiedpesas | f4ers$BC

l'i ent b duced, Aft the t i SSi f the full- .
nformation at FRECBRGH irimg KVt AE Ces i loOToMT§ Ehel el SEraso™

and updates the manipulation-right information.
At this point of time, the user name “Tanabe” is
displayed as the privileged user, together with the IP
15 address “192.168.10.17, in the participant list 52 (see
FIG. 4) of the SBC collaboration aid 7A of the SBC client
6A. Then, the SBC client 6A waits until authentication of
the other session participants are completed (ST18).
Similarly, the other SBC clients 6B and 6C make
20 connection to the proxy server 10 (ST19), and are
subjected to the client authentication (YES in ST20) .
Every time the client authentication has been completed
for each of the SBC clients 6B and 6C, the proxy server 10
transmits the authentication admission notice to all the
25 SBC clients that are already in the session (ST21). Then
the names of the authenticated users are displayed one by
one on the participant list 52 of the SBC collaboration
aid 7.
- For example, if the connection request made by
30 the SBC client 6B i1s authenticated, the user name (e.g.,
Nakamura) of the SBC client 6B is added to the participant
list 52 of the SBC client 6A (ST22a). At the same time,
the name “Tanabe” of SBC client 6A (i.e., the privileged



-22 information resulting fromthe execution of the application is
transmtted. Accordingly, the data Traffic is light, and the satisfactory
conmruni cation rate can be naintained. Since the screen information is
copied for the 5 delivery to the respective SBC clients, the procedure in
the proxy server 10 is pronpt. As a whol e,14he SBC col | aboration system
according to the present invention has high operability and response
ability with respect to the execution of the application. 10 The SBC cli ent
of the privil egededsesndartiagambe " NERdR2t bENSEE Oht 1 4RI WEr €S . N e
di splay and an input device to execute the intricate and advanced
appl i cation i nsP&NI BE# FHEAHE Y e AP eI BHE 8y 8F. thRPiiFIPaged! t¥ero<an
mani pul ate the appkheasson-1aenicl shhesepnl)i catican §s5c 19 st ah! gdaidhd he SBC
client itself. The execution record is concentrated in _and nanaged by the
SBC server 3, afdifht PRirvfeit oAtLhe'SHETALCERLOROFOT edduitbes management is
greatly reduged, ELG ;3 9:44d ust E@ﬁﬁ?e@ec?e&"{%@%eaﬁé §feyransfer 20 process
of the mani pul apl on right anmong nultiple users participating in the
sessi on. The SBC clients B®Rn/hitbeghBeCGlidnd proxy.-ser vidre poivahegede SBC
server 3 are all_invo i.nthe i (ST5 o] 154 y.,of the
ordi nary users éfse?%eté%%riﬁse%t gggﬁg}gﬁ§x6%t%g{ie%%grr%ggﬁégté?otrhe
transferring therpapi petatn A r(EPhB) t dlexeeoke sbevapdll catedned the
clicking the manipulation-right request hutton_34, furnished in_the SBC
Col | aborat i on ard.=EHEw Th SFPE oh TR e Rk ANBERBHOFFNES ransf er
request i s 10ansBrt sefvéd 3 e 3Baptoxle SSBY &¥o1l1l@boklpdion ecainliceg (EDe5) .
mani pul ation right transfer request (ST56), the proxy server 10 inquires of
the SBC client 6A of the ﬁlﬁtsgﬁt F?r}ﬁé?\ﬁ ﬁgggar{ggeyh% PhECEFEMSfer of
the mani pul ati oprbt@hé £STThe servZse ThenuSBE ¢thenti SA thrqyesesowf the
privileged user whether the nmanipul ation right transfer request i5s
accept abl e (STSS}:?‘rFoW%@(‘%’r?ﬁIlQP_) tﬁ’éarh'ﬂ‘iﬁtﬁ@pafF% 11"1'i1eglﬂrc’t"‘ﬁ’aﬁgif%ﬁ?r_r]é3que_st
wi ndow i |l ustratedobn. Fifen Ehbckss openefdt autAehPecaBGcqQlvkaboragtag) aid 7A
of the SBC client 6A. In this exanple, "Suzuki", the user of the SBC client
6C i s reques?i nghPoPBE EETYeANST EFALIM e mBACPEF RT HFATGRE. If the
mani pul ation ri aB&;aﬁE@fﬁ@n LBAVRS plSAGeRbabi @ (fB9)i nysde8) . the
privileged user clicks the "OK" button™71. 10 If the privileged user does
not wish to tramsFervite Weninptlaei o e iRFRKY( NEXVer ST58Yanshets RETECT"
button 72 is cligked, {n hihe gxagpte.Showa kR FE& a%%%*&e @“H{?x{li?”' ation
right transfer request w ndow i's opened only in the 157 ¢ol' T abor at i on
aid 7A of the pphviiegstimsgeusérse($Td8e BBChcthintnBAce, Hohevetart lod
mani pul ati ri gnﬁf [ r.eq | W, may en i e
col | abor at ioé(;bn a?ggl% t rl(;%&gﬁ%%g%#r%gfgq?l hé:H%B!&g% al\odéentwgqgﬂat %?o%g%%& as an
advance announcefrebie 038G hd ienaashrtiofoughe 6Gundipul ldtustural6dr ighEIG.l # t hi s
case, clicks of g@%"%aﬁbﬁoéon 71 or the "REJECT" button 72 by the users
ot her than the [SI’IVI | eged ‘user are discarded by the proxy server 10 after
the confirmati on of the usBempakrbldél tte guartihggelte usdrlabblraoiigh, tires
sel ection of ei Eﬁr butto itQ the. 25 %‘%Hi_gul ation right . transfer request
wi ndow, the res% sTTE e TRBETTYS 4 PREST r KisfRIE SPHERS iAfSul at i on
right is trasnihtethdtion tthe tbBG d:tvenrterbArt DOt ETFINAXYpsar vete I ngST59) .
Upon receiving the response fromthe privi,l d user (ST60 t he proxy
server 10 deter ﬁpﬁeéu%_%ﬂ?&eﬁe?n ¢ o loflhésﬁgg)nsf@?e é’f(‘rof‘PfegﬁﬁYﬁ]btﬁoati on
ri ght has been acpgeps ethd $T81) scadsh timFostbt Soh hecetaiang nat tied meddt to
the SBC offents BALDNoUIN B6,{BT82se.C 2HE08! &1 S0l Lk ool 3R] e on

the full-screen information to the SBC clients 6A, 6B and

30 6C (ST33). Then the distributed full-screen information is
displayed on the SBC browsers 5A, 5B, and 5C of the SBC
clients 6A, 6B, and 6C, respectively (ST34 and ST35).

FIG. 6 and FIG. 8 illustrate the above-described



-24 col'laboration aid 7 of all or a part of the SBC clients 6A through 6C
(ST63 ar_d ST64), depending on the result. If the manipul ation right
transfer request nade by the SBC client 6C has been rejected, the transfer
rejection window 5 is opened in the SBC col | aboration aid 7C of the SBC
client 6C. If, on the other hand, the mariygH ation right transfer request
has been accepted, the participant lists 52 (see FIG 4) of all the SBC
clients 6A through 6C are changed to, for exanple, "OBSERVATION. Tanabe 10
(192. 168. 10. 1) , c&BSHMWATIIONNs t Nk gpnarcee s 1 92TAH 8- Hirkdbuh, SWAN PAUAATHAN:  Suzuki
(192.168.10.3). _The order of the partici list 5 not matter as

| ong as the facfYof IHEL T QHEPRE BFCTHTE Rgﬂlgbu*f}éﬁq”@%‘ g&gﬁf ‘is clearly

indi cated. The Legaid®RQfy,t BeomBtipWrahtppint Kt dmy shetdd hérghlioght ed or
enphasi zed by a_different color. Besides the announcenent on the
participant 1istPsPIG¢tfe tPE&nSPercHfLaREaranT prithtPoRtr thAt SBayciient

di spl ayed, tsppgethese V!Hehftrﬁ_%ilécﬁ@d B ra tRahEmOfs hec38a8boRI&F Yt ien the
message window. 20 FIG 10 illustrates the system behavior at the tine of
transfer of thelhamptitien 6 ERgHRroxsBeeEVrEnt0 6@ Aaddapted dovrdiiepul ati on
right transfer reguest c}f)r.o‘fhtahgo%&&lﬁi@goéeéfgnir?étd:u_%@i%ﬂ &Qemm@&%@,
server 10 (as indicated by the arrow (1)). The client 1 nput port 15 of 25
t he proxy servefod(exammdle eslibeimmriinsulssacdnoytitgn 6tlr anstee request to the
col | aborati on i L.QN=r | contd: . . et her ;W port
nunber and therr%{)]%g%qa}sathgnaég?{é%s@dgﬁafré%!ﬁgﬁ?:gs&é#%%’t g ézri\%%‘l}v]\;]% Eé)d. 9%lhe
col | abor atilen nBIG puld.ation-right controller 33 inquires of 30 the

col | aborati on session maﬁgl er 3§en§1boaut btehg sgsgéc?nsol Qhand 1glhe user I D. The
col | aborati on session nma %e?y§ 892 8Fs FPReTREE SO PPD 5HA the user 1D
based on the potédlubdhertiocandtaet warsirhetexh raaidetk LBsopenédieonly in

col | aborati on - 25 ni pul.ation-right ntroller 33.(as indicated by the
b1 d rect; onal aFtowHCRL LHRREEDHh iy RORE b RHLBHFR GRS ot For l e 33
retrieves the cemeefliicprd Bh) egesk useyr flibstraseddmedsessi phokP {ddverpr ocess
(4)), and transmts 5 the nmanipul ati.on right transfer request to the
current pridilef®f tHh&esesshgt- i & the G@ég' of'§ FErSBe et et TERG A%t hi s

exanpl e (as indigahed Bnet BEpAL EOM D)) impheePriey ripput tHOsta @A ok the SBC
client 6A supplies the manipulation right transfer. request to the 10 SBC

col | aborati on af@lEREES PRI RREVTANY VERE  aF RV EPPOrFRECTEFAI | abor at i on

ai d 7A opens thgomBiniidhi Qindd@Mayt LRNSHERed BGHaS Waadey 1dddiskhrahed in
FIG 11A. The response to the manipulation right transfer, which is input
through the mantpis atfi.ofBri ght t¢ arfsfPd EbguRstherd-lgpRgowsBEF siicaismi tt ed
fromthe SBG clpgntsbA Lo khe B Aok Sekver 10sd asdandigated bythgyarrow
(7)). The client 1nput port 15 of the proxy server 10 supplies the response
to the col | aboragéenrvheagiopal aet s ghe BaniPwldtdion3zighs ¢hidikeattéd by t he
arrow (8)). If ]%gg nsg Le sbqrc Sn2@1t hg acy negs of dihed sansfer of
t he mani pul at i Ozl;lgﬁ% t, C&t hen t%ggco ttalglor at i oniascrraﬁtl%tsﬁl at |s18n‘f r{igﬁlt *

control l er 33 uperatess thireughr rleamtaynhienichegetousmd kbpfandat¥ansnits the
updated privile r. | t] 0 I l.ie 6A t hrough 6C
(as indicated b§9¥%éeéssarsr 8\%%%@)4@%@ ﬁgEZ%éﬁ%%%%ggobeg%%Eents t he
rejection &S thauthentsifeartprt Be aal [theorcal L apo remiopumatipnt &t ggt—rdghtr ol | er
33 maintains the current ivil eged user | and .transmts a rejection
notice to the SBYE ollgLﬁatr gé't%%?%%lsenﬁggé X3 cn%r%‘la%l?lrgﬁ?fﬁ T3 gan teét('.‘%r ansf er
request. 30 Thealr atyartegubypoid pr8Aiflbgedghs&C of the SBC clients 6A

t hrough 6C supply the ne rivi ed user information or the rejection
ot 60 ot ho SBC col | abaTB: PR STREARR, RSty r P SeRRCHT VISP ch
t hen - 26 di sphayciHdeltieansigpuhegatd abi 60 ti6s Wrioxfyasekiieh cel edndy t he
arrows (1 ) . Returning to FI.G, 9, once the nmanipul ati i ght has been
transferr egz,o) t hEURRW St 10 %Bﬁe%"]t}?é’ror(aflb?ne%%ﬁﬁﬂoé‘, “‘%gtaﬂ%r r'%f the SBC
client 60 mani pidadasd bg apeserdwhg2keybores diolantdoebhesn | syusiodevi ces to
execute the application 1 through the SBC browser 5C (ST65). The input

mani pul ation i MPIAFERG OF FETF+EIRMiMCedctdhelHPeRFdservEre BRPTand t he

mani pul ati on i nf.griEt i3 cheapsdif @irve® 16, det erticheshwhes heindhae ipacket
containing the input manipulation information has been transmtted fromthe
privileged user (ST66). If the packet is fromthe privileged user (YES in
ST66), the manipulatior_ information transmtter 25 relays this input

mani pul ati on



15 information to the SBC server 3 (ST67). The SBC server 3 executes the
application 1 in accordance with the i nput manipulation information (ST68).
I f the packet is fromthe non-privileged user (NOin ST66), the

mani pul ation information transmtter 25 discards the packet at the 20

mani pul ation information discard unit 28.-ihe SBC 'server 3 transmts the
update screen information, which represents the execution result of the
application, to the proxy server 10 (ST69). The proxy server 10 receives
and copi es the gpdatethsoneanod5isnfaefdipiddgnans sanyias tthatngnber of the
participating users, and distri gut es_a co%,to gach of the SBC clients 6A
t hrough 6C ( ST76°8RECSTHEGNFHESEE 1T eift'S 16KCE NP HTRMPT6E T8 plaly ™ t he
updat ed executi aat+$65e8dN, He:hbe rSBE, bfomeensablrifsgn2C, respectively
(ST72 and ST73). 30 The system behavi or during the copy and delivery of the
updat ed screen FAf6#AREFBIPTHhESSELPRIBRFIEEN 3dedts? beanfiifmeohianessobni t h
FIG 8, and §hegexplanation dfaer 896, Wid e embhigd +Hhengxecution of the
application -27 1 by the new privileged user continues until the

mani pul ati on ri ghtlekeeurssiorbgiteoh Sastmigrden dbFekess aidd)t.he request is
accepted, and steps STOS iy ouGh-SI/3 Ale J.eah el byl LhoUdl, onLy dhe
privileged user provided wth the manipul ation rlg%t‘%an sctuar y execute

t he applicati ontheonol hab@BBCiser manid;latient-ocabt orprofraliernddi whe tdtdron
right can be ch ed_any ti t he h tiation between. the ivileged
user and the or%ﬂ%arp?/ Jl%“lluastg?) g Fﬁ%ﬁeoggggisoﬁea?%%%.c ﬁeenlt%ga]??%onn nd
transfer of1@hetnanhpulsdn omor hght requeestexat tol sealricorhe ebébsbyedyidy t he
col | aborati on nipul ation-right. contraoller, 33 of the proxy server 10, and
the burden on {Tﬁés Jccfalteﬁ%{ Ibg itcge?%Jd—Lf@ér&.Ctllgnﬁgg%?]iﬁwes(é?éf ﬁﬂ%nl ocation of
t he mar _~i pul at reBefvghd ,a tieiexesutéan tscraencoilihe-apphi easssh 1 i s

copi ed and delivered to _all the Sség%lients 6, and displayed in real tine.
Seei ng from t heMeRaRghot nEGHIERR RESSVYEFd30t { Hee US%Ent P hEES execut es

the applicationrdqghsstdle t9RSTo0NaBO-H U stak-er (é@%rﬁi@é&te&eb%:efhel@ﬂ— and
the basic specification of the existing SBC m ddl eware 2 on the condition

of one-to- cOLFRSHHIMAINEETR¥L Wekh- t he client and the execution of the

application is not changetkdthhepgahpdianent jdgscrddbedrabove, the session
25 is started when all the candidates (or the registered users) participate

in the session, cAhaRHEA AT 6§55 seluRHRgSand 2t hedusatseriNgeRBYI BT Jal so
descri bed based(on. i s (ExARBLecoHONRYRIu: hNgeSySLEMITRY e ggsigned so as

to allow a user belonging to the session group to 30 participate in the
col | abor ati on haktwayes tldegh ehehertiglagdon| Arehi theaser fhe pire vi | eged

user havi ng, hep 0By pul atian bk gkufi: Slrakhe! b collahorat Lon. b.ng

generating a co ration start i1nstruction at his/ di scretion,
whi | e checki ng thansmoygis sstraispease ofo tihe seheiopastdm paatusst The SBC

cerLs S0 onc BEof AP dIntB (Bpiaid it vp L5 eandtates ari s pate
col | aboration. (6)). For the sake of convenience, process (6) is
indicated by the bi-directional arrow; however, the
25 response from the SBC server 3 1s actually supplied to the
collaboration session manager 32 via the server input port
16.
The collaboration session manger 32 then
transmits a session start notice to the proxy input ports
30 8A, 8B, and 8C of the SBC clients 6A, 6B, and 6C (as
indicated by the arrows (7)). The session start notice is

supplied to the SBC collaboration aids 7A, 7B and 7C of

the respective SBC clients (as indicated by the arrows



The sys$tem can al so be designed so that the privileged user pernits or
rejects the participation of a user belonging to the session group |I. In
the operations of this exanple, the SBC client 6D (not shown) activates 10
the SBC col | aborati on browser 41, and makes a connection request to the
proxy server 10 during the collaborati on-déssion. In response to the
connection request, client authentication is conducted. Then, the

col | aborati on session manager 32 of the proxy server 10 retrieves the 15
session | D based8bn, tarel idippiaped t imueemes ange deirsiowi R8s (aketHdr. tdhe
session identified by the retri sessi.an | S. GQi-Ng:0 t he .sessi on
i'sS in progress, k? h%h%o%ag]g%r%a?%%fgnhn%’pﬁtngt ?%%Arqseghgkgﬁt ?% 4%902%%%%%@
the current prixitegesh ssartk®’ andrincanssdts the 20 col | aboration

ticipati t toth ivil d s C client 6A). The SBC
Gl ont BA rocel vas the pat FERpHETTn PRoCre SHA B LSACEor | SHOFE | on ai d

7A opens a ol | aheraidionapashi Ci patidasponequest tivd ndawibhl yssratedniestFl G
12A. 25 The privil eged user germ’ts or rejects the participatjon request by
clicking the "OkesbtA4GRIEE 8Y the *REYECH ) buThorPR3 IFATEHR bariPdtsat i on
request wi ndow gdygiAg t-hereession. tid ihheiparbigdpald enikequssicdtSon
rejected, the collaboration session nmanager 32 of the 30 proxy server 10
transnits a rej éesi PlifetiedebyotiheIBE (LPeht BIF (34t SRE¥SFade t he
participation f%gyﬁﬁité RN a5 edNg ne8LhARA A ORRAEE LG PALIRR
rejection window ilTustrated in FIG 12B is opened in the SBC col ['aboration
-29 aid 7D therSB® cifi ¢he BOPxY fsanver' OR" (dutinsh BLedsb¥| ke oy per mi t

the participati f the i ) I i sessi on manager
32 of the pr oxy(?gle)(r))v‘erﬂ’l(}ﬁggd@g{lﬁ%’ugce%re %%@EE%# f%é’sﬁ%%é%g“ ent 6D to the
participant user |D |ist.FIS.mil Lahesusites the pyoiem dehegiotwheyudst s t he
SBC server 3 to tput the full-scre i nf o ti.0 f. |y
execut ed appl i cgg¢o Y& e " The JSIBC?%rsjtgru\%e’r&ggté%%sa%lpégﬁhé%%?e -screen
information to thewprioxyIser @ets 16yd.1yThepSB& btowsah ithéoowgtuorf

distributor, 21 of t proxy server 1Q .transmts the full-screen information
to the SBC & ieﬁ{‘e6%’e][1h_§tcr%§§ b%g%r%ae nttlglae%]oa%eaytia%itﬁgt hE S He C)glessi on
hal fway. Thus, tbher€wriErheesaephit W sticeenebstibsplaayed pastheirBBC br owser
5D of the SBC client 6D. 15 The co%l bor at i on_ sessi_on ﬁana r 32 al so
transnits the upddt et H&E EHARCT i ARPLORR PRt (THE clients 6A

through 6D. |In gaghe@dndda sSBkatolhab@iabueniad dshe’ AulhreugberdD, the
participant |list 52 and the nmessage wi ndow 53 (see FIG_4) are updated. For

20 exanpl e, a neB5RER TIBSERVATPER T NRe@d 192596 GRAPTMRELCRIdEY i n t he

participantyd i SkopZed aih I8 LtREHLEL] R R SBCtHE SBG ¢l,i @Rt16Dd:s thecor ded
together with the tine in the session record of the nmessage wi ndow 53. To

fini sh the sessPBRli¢HE Py PFEFREER ECRRGN2B Fioft (sieyreehBeT Herth 45e SBC

client 6, or altgrpadinglipuibReosessiaR laa?s;b@aéicm shed thposghur Wi ndow
different fromthe collaboration start confirmation window (FIG 7). In the
latter case, naRidgrEPutiaght ACPPERINGIGH ExXRAPRRtIRIEdd Peamedt Wbt i on
stop menu to be,di splayed o&“oh@ﬁu@&%&%ﬁ' egi - Gorafid iR¥o8Rhecdd Ng the stop
key, the session is stopped. Upon receiving a session stop request, the
proxy serve#5 10 di sconnedtigsthetperapwificafiignsbsstanted omn the SBC30 SBC
server 3. 1N NG SLTeledpol 08 APRNLCELLONo 45! 2360YEd ddbddie
activated state. erefore, when_ t he proxy server 10 again connects itself
to the SBC servéhe3iniwrigigpagkeaspded fiud lpertreen hen ddlel 4B6ratddievwea® be 5
resuned fromth tatus,.at .the ti f e di scopnectd :

above- descri bedge ndlﬂcta,te?h8§u£%er Oﬁrﬁtog]f (?LZ' pri vﬁgggglédgg%‘%&lees 2used to
establ i sh the | tnkndyettveamet fiel procyeserinépri@t bovd atheh8BEnseiadkerage  but
the proxy server 10 may hold.a i ndependent ¢client ID 0, password in
associ at i onf i tﬁo?ﬂgh%%&ﬁ%gaE?Snait %’ugcéet’a%ﬁi J%ﬁe t%reo}iyia%%.rg‘?%el@B%%

col | aborati on sysgesmted Syaphki aabde (20 )t.heheaseors finpudspoft ediicHt | on,
medi cal treatnent, design, arch%ecture, c%ﬂstEUfti on, and_so on.. In the
actual scene he proxy server supplies e rfull-scrleen iniormation

and the attribute, as well as the port number, to the copy



15 of collaboration, SBC clients 6 with the mininum functions, such as a
display and a sinple input device, are prepared. A high-load application is
installed and executed in the SBC server 3, and the execution screen
information is distributed to all the SBC clients participating in the 20
session in real tine. The session record_and the |ocation of the
mani pul ati on right are managed by the proxy server 10 in a centrali zed
manner, which greatly |ightens the burden on the respective SBC clients.

Any type of terghpal2Zes ceewshd HhewRd SkirBen 2on SBmAMLOWS 8L st SUSIAS
deskt op PCs, note-tyge, personal conputers, PDAs, cellular phones, etc. can

be used as the 3BC!%YiBHtEcaBFdsPhptle &dditig (Bhk- SBC col | aboration aid 7 to

these term nal devices, SBe egt! Bhowadd QR riesnl eakdZod U5 RYsBRIRERIArary
application operating on the renote SBC 30 server 3. The proxi server 10
and the SBC col PAbbr@tizss &ifdtheofollvdogBtieni eegsipramenggari Zedlpptany one
of, or any conbipation of: Hardwar e SQffiMaLe .80 firmuate, |4y, -31 the
SBC coIIabo?gtioﬁgé?dﬂ%B%g bu?lt by sof&“are?egﬂdgi&gcolFggbré??on aid
program may be sobiakbiatimncempsier meadalire3? ecotdiavgsnebeusessiurciD s t hen
distributed to Cgli e £,V , e..SBC.col.l aboration aid 5
program may be é?gfﬁ? Jﬁté%grgﬁ1 %é£€?%%y%éér%%§ %i%%ﬁ? %he network to the
SBC client. Wepareatipead ngy isothevesessiohe fEBC cod Ipahxar atumbar aiahd/
installed in the SBC client 6. conprisgs. the _follow i ructions: 10 (a)
causi ng each of S?Iﬁ%agﬁctc S &REET n%e(% S CAfa Tt RS I%Oc%eoﬁgéfbﬁo"%‘?ﬁ pul ati on
ri ght when lthe pepxgn sarfivemagivesdidte iabpul at (4 inidghtted by fiHesbiSBC
client; (b) causing each _of the clients to display an execution screen
of the appl i cat RORSEHLTALS “EFas Dt od NPs SR o CHRETD EO 558 ol SR THATGATY he

first SBC cliengibasimxeaubedcbbeeaippld Galioseradid i(FhreausbNt £Laghyof the
SBC clients to display transfer of the manipulation right when a second SBC

client has acquf?etl® HETgRi Bl BF APSHHRELPPOM E HESF CPRY IBEF A4 effd 20

The SBC col | abopat { @dRitthe? cBBYed UFd Ree €RAPEL SEndN&A NSBIr Hed i an @fs
all owi ng each of the SBC clients to produce a manipul ation right transfer

request as recedBdkgatasy by FBRy2TF¥Sal (59 hg t he SBC col | aboration aid in the

exi sting SBC client termmal o 88 Va5 RA$EHLS5sLOMaHItINY €0k FabQr adgcon
becones avail abl e using an application Qperatlgg on the renote SBC server.
To realize the PFoRYLSEPvebBhind it iiaceivantisBEwol1sgerat tofopradgoam i s

installed in thgmﬁ)r%&ﬁ@rtyl?gj tc]'h&é%@@ﬁ%@@gf@tgzp’n sRf ggaag&’corrpri ses the

foll owing 30 instructi causi ng the proxy server to give a
mani pul ati on ri ghtpeativeliyr as SBBigldtedt banbhg athewsBC6E) i eTlts;SED) causi ng

t he proxy ve %Q recekyi fd C t - mani atj.aon j.nformation
fromthe f?ﬁgt éﬁ c%gbﬁgf F% %%?é%fﬁﬁgb???s h?ﬁ%ﬁfﬂﬁgkggﬁlg.%€%$l
information to page SBC server to cause the application to be executed; and
(c) causing the proxy seryver, when r i ving_.an ecuti.on_5 screen of the
application fromthe SBCngPsg%?gf%Dgﬁgir?buY@??ﬁ%m%ggégt?856%%reen to each
of the SBC cli entSormBytiionsbdl thagintitesé pagetionsispiatybd pn oty s@&Cver,

server-based coppyling ool 8ROLALIAN e 82Lh 2S5k MG Lhe exld g SEC

25 collaboration is substantially available. The privileged
user of SBC client 6A, who currently has the manipulation
right to execute the application 1, manipulates the mouse,
the keyboard, or other devices to execute the application
1 through the SBC browser 5A (ST36) . The input

30 manipulation information of the mouse, the keyboard, and
other devices is received at the client input port 15 of

the proxy server 10, and supplied to the manipulation

information transmitter 25 of the manipulation information



10 As Has been described above, according to the present invention,
multiple SBC clients can share an application operating on the SBC server
and col |l aborate with each other on the application, while utilizing the
exi sting SBC m ddl eware planed for one-to-one 15 correspondence between an
SBC client and the execution of the appligafion. During the collaboration,
t he updated screen information resulting fromthe execution of the
application is copied and distributed to each of the SBC 20 clients. This
ar r angenent guaﬁa@@@@sort he +esponse ability of the SBC col | aborati on
system Al though the present invention has been described based on the
preferred enbodi ments, tHES RFERET P HIBLEPT tkf 126 ChebBSexanpl es, but

includes 25 varjousoumdisidncahicgnsaensh sulstii Btdons Rakhanebe B by a
person skilled in the art, wthout departi ng fromthe scope of the present
8

i nvention. Thi sopat@nttiepprickati evrisizagedhoninhitt cainylehtomenefit of
the earlier il f p ) i.¢at 1.Qk -.108396
Gl mﬁoﬂﬁgﬁ?@a nd@l ﬂ@&%ec%%e&tgg m G bgg\rfg%yggoo%e%

filed April 10, 2002, e entire contents o are i ncor por at ed
by reference. hagBy\WAE m8nChal 4D SightA(§83Ver -Ifasbed panpelt i iy

col l aboration s o L.Si pg. . S r.furnish Lt h

m ddl ewar e capa%?%r?%#gtﬁg’g#at ?]g% %%hlgﬁ%ggpg%%/ga‘ﬁoor# e% §g6\r’\ﬂé‘%‘ﬁ y%%(%f SBC
clients cor_nechedipwl dtienSBCoser W in §Ta&7het viog knandpuéabtehy use the

application; and 10 a proxy.server inserted between the SBC server and the
SBC clients in éﬂ%%?‘baf P& VPEQT On” %?ﬁegﬁg?%ﬁ,&\ﬁnéw}l the proxy server

gi ves a marni@ul adhDpuldigleh tafexection.t € appl paeidtonst aranfmistedSBC
client, then upgn receiving,15 first in man| ation information from
CheTi 1ot SBC DPT@htig BIeiieacs e 1OES: Bt FHem FUFaPRORCT nf or et | on t o
the SBC server tgagamisssilheuappl 2T aid-03mi6sbehexqaitked, tangngisgag i butes an

execution screen to each of the SBC clients when receiving the execution
screen from t heSSBERE s@TvEl : 2. The server-based conputing col | aboration

system according to clai makkeWhgsed i@ iBRO%Y 1 eI/ ctiBR2AES and 25
controls transfer of the manipul ation right anong the SBC
source of the packet by inquiring of the collaboration
session manager 32 and the collaboration manipulation-
right controller 33 about the session ID, the
participating user IDs, and the current privileged user ID
with respect to the received packet. Through the
20 determination process, the manipulation information
transmitter 25 relays the packet to the SBC server 3 only
when the packet has been transmitted from the privileged
user who has the manipulation right. Those packets from
the ordinary users are discarded in order to prevent the
25 manipulation of the application 1 from becoming
inconsistent due to error manipulation or an unconscious
touch on the mouse or the keyboard.
Upon receiving the input manipulation
information produced by the privileged user, the SBC
30 server 3 executes the application 1 based on the input
manipulation information (ST39). As the result of the
execution of the application 1, the execution screen is

updated. The SBC server 3 transmits the updated screen



clients. 3. The server-based conputing col | aboration system 30 according to
claim1, wherein the proxy server nmakes copies of the execution screen, and
distributes the copies of the execution screen to the SBC clients. -34 4.
The server-based conputing coll aboration system according to claiml1,
wherei n when the proxy server receives second i nput mani pul ation
information froma 5 second SBC client that does not have the manipul ation
right, then the proxy server discards the second input nmanipul ation

i nformation. 10ibfoihetiker wér thaseddaierpubirnghenddédbaoattion sy stiam

according to claiml1, wherei th 0 server rece i pul ati
I Rl AL A Al Iy o P 07 S iR M R

mani pul ati on ri ghe, etd@rtitdne opr exy SgFMeIatibansmd sddiecmmnipul atign 15
right transfer request to the first SBC client to_inquire about the
transfer of thelRERFPRIGIGOAARFRLE Bl ITFeTsER vER LHESdd OB o bt FRRF

col ' aborati on sygi MmO AGFerdhAgat O AN Don WSS BN neheRohhendr oxy server
recei ves an acceptance of the transfer of the manipulation right fromthe

first SBC clientxe¢Welqt ddy t§8pe@ttEehnsfers the nmanipulation right to the
second SBC client. 25 7. T‘he%gﬁxté&gé/@feén”%ﬁ%?ﬂa%ﬁ"@%”_réee%Saetr ver and

a plurality of SBC clients connected to the SBC server via a network in a
server - based coapuvengiryst eortt he SBCheepveky bedrued ddni shedswwnlieSBC

m ddl ewar e Capa%.ett?% ib’l%&@%f'caééP&enOrilnggr@ﬁ%&é?&ﬂs‘&%b&@&pi XYool Ver

conprising: a mani pulation right contro ives a mani pulatron right
to execut e the appéiciaig dinet opdaféd sicreen3snEBGnaticent(ST4limantpul$Rd on

oL on " et A RSN BB P PR OB o
the updated screen information at the copy unit 22 as many
as the number of the participating users, and delivers the
copies to the SBC clients 6A, 6B and 6C (ST42). The SBC

15 clients 6A, 6B and 6C incorporate the updated screen
information into the full-screen information and display
the execution result of the application on the SBC
browsers 5A, 5B and 5C (ST43 and ST44).

Since the copy and the delivery of the updated

20 screen information are the same as those of the full-
screen information explained with reference to FIG. 8,
explanation for them will be cmitted. As long as the
privileged user continues executing the application 1,
steps $T36 through ST44 are repeated, and the execution

25 screen is displayed on the SBC clients 6A, 6B and 6C in
real time.

It is sufficient for the SBC clients to merely
have a display function to browse the execution of the
intricate and- advanced application in real time.

30 Consequently, the cost for installation and management of
applications in the respective SBC clients can be reduced.
After the transmission of the full-screen information at

the beginning of the session, only the updated screen



5'the first input manipulation information to the SBC server to cause the
application to be executed, and an execution screen distributor that

recei ves an execution screen of the application fromthe SBC server and

di stributes the execution screen to each of the SBC 10 clients. 8. The
proxy server according to claim?7, wherei4pd-he execution screen distributor
i ncludes a copy unit that 15 makes copies of the execution screen for the
di stribution of the execution screen to each of the SBC clients. 9. The
proxy server accofdimgtion aeauintingwhemmeithet hee@0t imanigiulcati on i nf ormati on

| it includes; a determnatj it that,, i.vi ng_i nput
rani pul 8t on | nPEPRAE BT POmTAAY BT iR ASCEHHERLE, et BFRnEE Wid her or

not the receivedsi Dpgthit Mamidthat 5001 s THoT®t commusidda chi Fstei Opuitbe
mani pul ation informatjon 25 transmtted frogmthe first SBC client; and a

di scard unit thBEINFEIR%E FeRERNTRGL T TIPS ednfPrBR t itk iFeCoPHERatorr it is

negative, discapdsivdey receainedebpoet: faRIBEULALERRs | M BRLESBurs8Gnl0. The
proxy server according to claim9, wherein if the determnation result
represents that tPRePFRERISEEYSEnplit 1 Pt P@Cat PEN2 | WiV thenSPS the fir st

i nput - mani pul at @My aps 38 idH QLEREL OfbcdRERG! RS EROI U ALORL|, B Of gL i On
relay unit transmts the received input manipulation information to the SBC
server. 5 11. Thesphbdly cen@di LAty o3l igsensk adlpd I tywiwéithi neswrt rtecei vi ng

a mani pul ation righ er er est...f:ram.a second SBC client that does
not have the na%#%u %é%g%§%§Sﬁt?ggﬁghﬁﬁﬁ%ggﬁgfion right controller

transmts th®e 10 mani pul diieo8BEi ghient afsftée peguebtgac uske havstg SBE
client to i“q“i&Sn§ﬁﬁ&ﬁtfé%?r35395£56u5¥e£3%%193Qi£&§5¥£yoﬁnd an input
device to execute the intricate and advanced application
installed in the remote SBC server. The privileged user
can manipulate the application as if the application is
15 installed in the SBC client itself. The execution record
is concentrated in and managed by the SBC server 3, and
the burden on the SBC client for resources management is
greatly reduced.
FIG. 9 illustrates a sequence of the transfer
20 process of the manipulation right among multiple users
participating in the session. The SBC clients 6A through
6C, the proxy server 10, and the SBC server 3 are all
involved in the session (ST51 through ST54).
Any of the ordinary users of the SBC clients 6B
25 and 6C makes a request for transferring the manipulation
right to execute the application 1 by clicking the
manipulation-right request button 54 furnished in the SBC
collaboration aid 7 shown in FIG. 4 (ST55). The
manipulation right transfer request is transmitted to the
30 proxy server 10. Upon receiving the manipulation right
transfer request (8T56), the proxy server 10 inquires of
the SBC client 6A of the currently privileged user about
the transfer of the manipulation right (ST57).



right. 15 12. The proxy server according to claim1l, wherein when

recei ving an acceptance of the transfer of the manipulation right fromthe
first SBC client, the manipulation right controller transfers the

mani pul ation right to the second SBC client. 20 13. A server-based
conputing col |l aboration nmethod conprising2he steps of: inserting a proxy
server between an SBC server 25 furnished with SBC m ddl eware capabl e of
installation of an application and a plurality of SBC clients connected to
the SBC server via a netwhek SBQ cetmielon dagut hes appliheabironilgyad ng a

mani pul ation ri he 30 application to a fist SBC client anong

ht tq execute t
the plurali~y ogs?’ﬁew & itgﬁt AR IR A HE pF Oy © SRS EREPSThatS at t he

proxy server, fheséptdl anspul Bdi @kampfler mehé amrRdueedn byidhe first
SBC cl i ent -37 and _transmtting the first input mani pulation information
fromthe proxy $EfVeFeR FalMesSBERAW el ligteatiee ihd Igpplitats ciparshe

executed; and maki fge Y €910hb8R EXGL WHONASEE e@le Act BeianapPli cation at
the proxy server to distribute the execution screen to each of the SBC

clients. 14. ThehiereammasedSeawputi idiecoPrabof atiopBrerhéen F@deor di ng
to claimi13, TUuLLhels COPIE-3! Blet Hi RIRRS o thg'ﬁ(éﬂg)élﬁalﬂggﬂﬁm%g%l{] ght to

browse the execution screen to all of the SBC clien a second
i nput mani pul at tbe narfiouiattion Fiolpr ddweedebyreqestond 8BCeptileie (YRSt does

not have the 15.ga§;¥' | ati,Qn_r.i ' di e WPEOX v t he
second i nput mafil pu g%si ’otﬁehl%n %;L?rg%?%egi %%%E !‘T‘Egdgéer%/%r-%gse u?:gér%ﬁp{]i'ng
col | abor at iladn nE&f hote 2 iaddegdidngsdo ddeai not 3yidhurtcheracefpri shag t he st eps

ookl % 19 2 Seeeld SR cLugnt 1, Riodics, 2 fmp Al atonarLall 7 gnsr e
request and traasntitédng the mani pul ation 25 right transfer request from
the proxy server to the fjrst, SBC.glenhche LAGML® #OQUL Lhe, Lrpnster o
t he
right transfer request window is opened only in the SBC
15 collaboration aid 7A of the privileged user (i.e., the SBC
client 6A). However, the manipulation right transfer
request window may be opened in the SBC collaboration aids
7A through 7C of all the SBC clients 6A through 6C as an
advance announcement of the transfer of the manipulation
20 right. In this case, clicks of the “OK” button 71 or the
“REJECT” button 72 by the users other than the privileged
user are discarded by the proxy server 10 after the
confirmation of the user ID of the privileged user.
Through the selection of either button in the
25 manipulation right transfer request window, the response
to the inquiry about the transfer of the manipulation
right is transmitted from the SBC client 6A to the proxy
server 10 (ST59). Upon receiving the response from the
privileged user (ST60), the proxy server 10 determines
30 whether or not the transfer of the manipulation right has
been accepted (ST61l), and transmits the determination
result to the SBC clients 6A through 6C (ST62).
The transfer result is displayed on the SBC



mani pul’ati on right; and when receiving an acceptance of the transfer of the
mani pul ation right fromthe first SBC client, 30 transferring at the proxy
server the mani pulation right fromthe first SBC client to the second SBC
client. -38 16. Server-based conputing collaboration | ogic incorporated
in and executed by a proxy server insertedpetween an SBC server that is
furnished with SBC m ddl eware capable of installation of an application and
a 5 plurality of SBC clients connected to the SBC server via a network to

renotely use theoapabdeaticonail AroseiMebrbasgsr € WPUeNgpsyst £Mtd kg
col | aborati on Ioglc co r|5|ng instructions of: causing the proxy server to
give a mani pul atPEAIED §G (IFTOF0aRA §Te4) -SEEPERTRE rrevsBC i ent s;

causing the prox¥eSgiv&ulaMien teget WG skl Stedidiit (BRI B yléﬁé Ahe
information fromthe first SBC client, to relay the first in

mani pul ati on i nEbte®E i Gh ae PrRenSBO eoder the erarathgeappt @rathOMo be
executed; angd 15;causidg sphenpr é&rl‘é%'bra‘é’ﬂ&ﬁ' J8ESIVIR9. A0 cution

screen of tHhe application fromt server, to di st ribut e e execution
screen to each olieme &BCIdi entshe Zﬂ:hler hAnger vies Tigaspdlesbhputiight

col | aborati on ai g neer RaRLed b, AdLexeauted, by each of SBC el qnts

connected via a h& server Server
furni shed with SBC(sraldHISradée oﬁpah]l echef SBE chi¢ratd @A ahrofiganc@pd cati on,

t he ser ver-based co t| ng .col L aborati Q the instructions
of : causing each ?)?g%) GRECE| PARTR fl Rglﬁg\é}f{g@ g[’@él%PSn of a
mani pul ati aro ri gh@zvﬁmnohe prOBs/EmmNgl MeBariex mavRpukatiome)right to a

first SBC client; 30 causi ng eacho B ients to display an
execution screel SFFEHE LG PEAE BN ltgf?aﬁ g %r% hsmil& 86?df3Fo§Jf- pr oxy

server when thepfitsdiBE aikens2 hseLxeeuhgdtéhaaapphiycati one ARd of
the transfer of the manipulation right is clearly
indicated. The location of the manipulation right may be

15 highlighted or emphasized by a different color. Besides
the annocuncement on the participant list 52, the transfer
of the manipulation right may be displayed, together with
the time, as a part of the session record in the message
window.

20 FIG. 10 illustrates the system behavior at the
time of transfer of the manipulation right. SBC client 6C
transmits a manipulation right transfer request from the
SBC collaboration aid 7C to the proxy server 10 (as
indicated by the arrow (1)). The client input port 15 of

25 the proxy server 10 supplies the manipulation rightz
transfer request to the ccllaboration manipulation-right
controller 33, together with the port number and the
client’s IP address (as indicated by the arrow (2)). The
collaboration manipulation-right controller 33 inquires of

30 the collaboration session manager 32 about the session ID
and the user ID. The collaboration session manager 32
extracts the session ID and the user ID based on the port

number, and returns the extracted IDs to the collaboration



-39 causing each of the SBC clients to display transfer of the manipul ation
ri ght when a second SBC client has acquired the mani pulation right fromthe
first SBC client. 5 18. The server-based conputing collaboration aid
according to claim17, further conprising the instruction of: allow ng each
of the SBC clients to produce a 10 mani pzE+4 on right transfer request as
necessary.

CAFU A Ay, . A AL AU AS, . AIS AUS, . Ay. Ay. A A R Al Uf. AUS, . A{ S. AS. A’?.Af.Af.A@.A
@.AQ@. AF.A,. Amana@laa&ﬁn%gnusmm@owe@ AR ASs A rRiA@EreAale . @ . A@xabr :
a~# zupkf a\V\]ca %c CJ&ica ca]g g L%E]

a] ca] ca] ca]calc ‘f o4 {a) oa) ' d ERTCAPRET T AEPeR L ATt ta] c<al ¢
al# $ - VWFSb@ght{cdntrOLler 33 retrieves the current privileged user

% @} xsni d_Z]c]ca] ca%ca] cal ca] ca+c§1]> cat]' cal ca] ca] ca] ca] cal ca] ca] ca] ca] ca] ca]
ca] ca] ca] ca] ca] ¢8] £ a5 ESFLe rocess (4)), and transmits
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] ca] ca] ca] ca] ca] ca] ca] ca] ca] ca] ca] ca] cal] ca] ca] ca] ca!\
txy}" "t (#) #- #{ P§LEDISg9E a1564) c Afeh] ¥ dAPcHFeR] *fa)EE @&Fca}éar]%aﬁa; cla] ca] ¢/
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).,/ 1/ EORYOR11112{ vpkfa\ W ca] ca] ca] ca] ca] c*a] ca] ca] ca] ca]ca]ca]ca]ca]calc
a] c’\a] c”a] ca] ca] ca] ca] ca]y ®apsi] erpealrealtc 8Rhcaf e £B2c 2d29RE 20%2222+3>37

3[ 3\ 33345J5K5| 5%2?@?7&78& 8g_k_f§§?ga412]ﬁc ﬁ@]gg%lc ec;ta]r ]_‘ %c C@r]ca] cal ca]

ca] cal ca] ca] ca] cal ca cal caJca]ca]c 9<<< =6B7BCC
PCCCCKDLDc ¥ EEEB6 HotHHNgdaltibhJdid 7A (as indicated by the arrow

J} xsni d_Z] c] ca] Eﬁ}s g%cca%ocla] G2 ga} cra] c%gﬂ] 88]3ca] tcha‘] C%lnc%]ﬁa]c ca]gcf,lac] cal ca]

ca] ca] cal ca]ca] ca
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] cal cal cal 561 1] TIRBH MOGHEVEIITT P ERERRRE PG SEoEnnMF LS 1 7] o] ca] ca]
ca] ca] ca] ca] ca] ¢apea] ﬂa]di:ag]hca}mear]l@ra:]plﬂ.]a&abﬁa]:c@l]cad@@]scfa]rcaé@@e]ﬂa] ca] ca] caj
ca] cal ca] cg%ia] cal A aaaaanbebt gc cdd} xsni d_Z] c]

ca] ca] ca] cajtal 8&]@%‘7‘&%%&% c%%&]lga] S c%ﬂ]lt?a‘]tc ST HC&Fca] cal
ca] ca] ca] ca] ca] sal-ead cal diddl daageheseeseeht! Ardh L{fh Yf fI‘he client

gggghhhAi wi i ' j gk} xsni d_Z] c] ca] ca] ca] ca] ca] ca] ca] ca] ca].ca] ca] ca] ca] ca] ca] ca]
caj ca] ca] ca] ca] &%]’E*a]Roa‘]tcé]508]fc*é%‘%a]IEP&]YcéFEEfEaiQ:aQ%H%RIeFI EBB RS2, G { {

|W| @} >~~~~i to the collaboration manipulation-right controller 33 (as

indicated by the arrow (8)). If the response represents

20 the acceptance of the transfer of the manipulation right,
then the collaboration manipulation—-right controller 33
updates the current privileged user ID, and transmits the
updated privileged user information to all the SBC clients
6A through 6C (as indicated by the arrows (9)). If the

25 response represents the rejection of the transfer, the
collaboration manipulation-right controller 33 maintains
the current privileged user ID, and transmits a rejection
notice to the SBC client 6C that has made the manipulation
right transfer request.

30 The proxy input ports 8A through 8C of the SBC
clients 6A through 6C supply the new privileged user
information or the rejection notice to the SBC

collaboration aids 7A through 7C, respectively, which then
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10 determines whether the packet containing the input
manipulation information has been transmitted from the
privileged user (ST66). If the packet is from the
privileged user (YES in ST66), the manipulation
information transmitter 25 relays this input manipulation

15 information to the SBC server 3 (ST67). The SBC server 3
executes the application 1 in accordance with the input
manipulation information (STé8). If the packet is from the
non-privileged user (NO in ST66), the manipulation
information transmitter 25 discards the packet at the

20 manipulation information discard unit 28.

The SBC server 3 transmits the update screen
information, which represents the execution result of the
application, to the proxy server 10 (ST69). The proxy
server 10 receives and copies the updated screen

25 information as many as the number of the participating
users, and distributes a copy to each of the 3BC clients
6A through 6C (ST70 and ST71). The SBC clients 6A through
6C display the updated execution screen on the SBC
browsers 5A through 5C, respectively (ST72 and ST73).

30 The system behavior during the copy and delivery
of the updated screen information has already been
described in conjunction with FIG. 8, and the explanation

thereof will be omitted. The execution of the application
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the manipulation right can actually execute the
application 1 on the SBC server 3, the location of the
manipulation right can be changed any time through
negotiation between the privileged user and the ordinary

10 users in the session group. The location and transfer of
the manipulation right are controlled comprehensively by
the collaboration manipulation-right controller 33 of the
proxy server 10, and the burden on the SBC client 6 is
reduced.

15 Regardless of the location of the manipulation
right, the execution screen of the application 1 1is copied
and delivered to all the SBC clients 6, and displayed in
real time. Seeing from the standpoint of the SBC serxver 3,
the client that executes the application 1 is the session

20 group 1 (or the proxy server 10), and the basic
specification of the existing SBC middleware 2 on the
condition of one-to-one correspondence between the client
and the execution of the application is not changed.

In the embodiment described above, the session

25 1is started when all the candidates (or the registered
users) participate in the session, and the process
sequence and the system behavior are alsc described based
on this example. However, the system may be designed so as
to allow a user belonging to the session group I to -

30 participate in the collaboration halfway through the
session. In this case, the privileged user having the
manipulation right may start the collaboration by

generating a collaboration start instruction at his/her
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but only wait until the priviTeged user starts the
5 collaboration.
The system can also be designed so that the
privileged user permits or rejects the participation of a
user belonging to the session group I. In the operations
of this example, the SBC client 6D (not shown) activates

10 the SBC collaboration browser 41, and makes a connection
request to the proxy server 10 during the collaboration
session. In response to the connection request, client
authentication is conducted. Then, the collaboration
session manager 32 of the proxy server 10 retrieves the

15 session ID based on the input port number, and determines
whether the session identified by the retrieved session ID
is going on. If the session is in progress, the
collaboration manipulation-right controller 33 checks the
current privileged user ID, and transmits the

20 collaboration participation request to the privileged user
(e.g., SBC client 6A). The SBC client 6A receives the
participation request, and the SBC collaboration aid 7A
opens a collaboration participation request window
illustrated in FIG. 12A.

25 The privileged user permits or rejects the
participation request by clicking the “OK” button 81 or
the “REJECT” button 82 in the participation request window
during the session. If the participation request is
rejected, the collaboration session manager 32 of the

30 proxy server 10 transmits a rejection notice to the SBC
client 6D that has made the participation request. In this
case, the collaboration participation rejection window

illustrated in FIG. 12B is opened in the SBC collaboration
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session manager 32 of the proxy server 10 adds the user ID
5 of the $SBC client 6D to the participant user ID list.
Simultaneously, the proxy server 10 requests the SBC
server 3 to output the full-screen information of the
currently executed application screen. The SBC server 3
transmits the full-screen information to the proxy server
10 10. The SBC browser information distributor 21 of the
proxy server 10 transmits the full-screen information to
the SBC client 6D that has been permitted to participate
in the session halfway. Thus, the current execution screen
is displayed on the SBC browser 5D of the SBC client 6D.
15 The collaboration session manager 32 also
transmits the updated participant information to all the
SBC clients 6A through 6D. In each of the SBC
collaboration aids 7A through 7D, the participant list 52
and the message window 53 (see FIG. 4) are updated. For
20 example, a message “OBSERVATION: Maeda (192.168.10.4)" is
added in the participant list 52, and the participation of
the SBC client 6D is recorded together with the time in
the session record of the message window 53.
To finish the session, the privileged user may
25 forcibly shut down the SBC client 6, or alternatively, the
session may be finished through a window different from
the collaboration start confirmation window (FIG. 7). In
the latter case, making a right click, for example, causes
- a collaboration stop menu to be displayed on the SBC
30 client 6, and by selecting the stop key, the session is
stopped.
Upon receiving a session stop request, the proxy

server 10 disconnects the port of this session from the

"10%
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5 resumed from the status at the time of the disconnection.

In the above-described embodiment, the user ID
of the privileged user is used to establish the link
between the proxy server 10 and the SBC server 3, but the
proxy server 10 may hold a independent client ID and a

10 password in association with the application 1 to
establish the link.

The SBC collaboration system B is applicable to
the various fields of education, medical treatment, design,
architecture, construction, and so on. In the actual scene

15 of collaboration, SBC clients 6 with the minimum functions,
such as a display and a simple input device, are prepared.
A high-load application is installed and executed in the
SBC server 3, and the execution screen information is
distributed to all the SBC clients participating in the

20 session in real time. The session record and the location
of the manipulation right are managed by the proxy server
10 in a centralized manner, which greatly lightens the
burden on the respective SBC clients.

Any type of terminal device with the existing

25 SBC browser, such as desktcp PCs, note-type personal
computers, PDAs, cellular phones, etc. can be used as the
SBC client. By simply adding the SBC collaboration aid 7
to these terminal devices, SBC collaboration is realized
using an arbitrary application operating on the remote SBC
30 server 3.

The proxy server 10 and the SBC collaboration

aid 7 of the SBC client 6 are realized by any one of, or

any combination of hardware, software, and firmware. If
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the network to the SBC client.

When realized by software, the SBC collaboration
aid 7 installed in the SBC client 6 comprises the
following instructions:

(a) causing each of the SBC clients to indicate the
location of a manipulation right when the proxy server
gives the manipulation right to a first SBC client;

(b) causing each of the SBC clients to display an
execution screen of the application that is transmitted
from the proxy server when the first SBC client has
executed the application; and

(c) causing each of the SBC clients to display transfer of
the manipulation right when a second SBC client has
acquired the manipulation right from the first SBC client.

The SBC collaboration aid 7 may further comprise

the instruction of allowing each of the SBC clients to

produce a manipulation right transfer request as necessary.

By simply installing the SBC collaboration aid
in the existing SBC client terminal, server-based
computing collaboration becomes available using an
application operating on the remote SBC server.

To realize the proxy server by software, an SBC
collaboration program is installed in the proxy server.
The SBC collaboration program comprises the followirg
instructions:

(a) causing the proxy server to give a manipulation right
to a first SBC client among the SBC clients;

(b) causing the proxy server, when receiving first input

~@109%&' ()- Y1\ @ 10%H&' ()- Y1! @ 109%&' () - Y1!
~@ 10%

&b@yanm%m ()- 10
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manipulation information from the first SBC client, to

relay the first input manipulation information to the SBC
server to cause the application to be executed; and
(c) causing the proxy server, when receiving an execution

5 screen of the application from the SBC server, to
distribute the execution screen to each of the SBC clients.

By installing these functions in the proxy
server, server-based computing collaboration is realized
using the exiting SBC system.

10 As has been described above, according to the
present invention, multiple SBC clients can share an
application operating on the SBC server and collaborate
with each other on the application, while utilizing the
existing SBC middleware planed for one-to—-one

15 correspondence between an SBC client and the execution of
the application.

During the collaboration, the updated screen
information resulting from the execution of the
application is copied and distributed to each of the SBC

20 clients. This arrangement guarantees the response ability
of the SBC collaboration system.

~ Although the present invention has been
described based on the preferred embodiments, the
invention is not limited to these examples, but includes

25 wvarious modifications and substitutions that can be made
by a person skilled in the art, without departing from the
scope of the present invention.

This patent application is based on and claims
the benefit of the earlier filing date of Japanese patent

30 application No. 2002-108396 filed April 10, 2002, the
entire contents of which are hereby incorporated by

reference.



10ss 10ss!kS 10%s& ()-nl!S 10%m& ()-nl!tS 109 ()-ni! pS 10% 1 & ()-nl
+EsdBM7 ! 1k 109& ()-fS109&Z& ()-3 109%&Z& ()- @AGLOYZE () -

1092& ()-z@ 109@2& ()-~D}} ?M7 113 -109&& ()-3 S109&Z& ()-y 109&& ()-!-~y
109 ()-3 " 109%& ()-'a 109 ()-f@WNaz[<M7 '13 .109%& ()- (GLO%Z& ()- Sk
(GLO% ] & ()-S3 & 109@& ()-!"109&Z& ()-! p"d& ()-a5avK@!! 10Z 10Z 10Z
8100Z& ()- 59100Z& ()- @1f 10%Z& ()-!31f 10%CC& () -/ 109Z& () - ZX6VK@

111 10%me ()-111109% ()-1!110% ()-119%10%1& ()-11110% ()-1s@ 10%& ()-rP
1, @L0%r& () - ! awAfeTS dOATME® 16% 8 ()- 10 10

1011 109& ()-1!110%M m & ()- 180 [<rP1, "gl0%m& ()-'ty 109& ()-!tXy

109 ()-'f 109& ()- S 10%& ()- S10%M& ()-7?WU3rP1!f/S 109%& ()-!k/ S
109& ()-! (10%m& ()-!~ (L109WJU& ()-!#f 109& ()-!~#f 10%NTN& ()-rPL!f/S
109& | ~

1. A server-based computing collaboration system
5 comprising:
an SBC server furnished with SBC middleware
capable of installation of an application;
a plurality of SBC clients connected to the SBC
server via a network to remotely use the application; and
10 a proxy server inserted between the SBC server
and the SBC clients in an arbitrary region on the network,
wherein the proxy server
gives a manipulation right to execute the
application to a first SBC client, then upon receiving
15 first input manipulation information from the first SBC
client, transmits the first input manipulation information
to the SBC server to cause the application to be executed,
and distributes an execution screen to each of the SBC
clients when receiving the execution screen from the SBC

20 server.

2. The server-based computing collaboration system
according to claim 1, wherein the proxy server manages and
25 controls transfer of the manipulation right among the SBC

clients.

3. The server-based computing collaboration system
30 according to claim 1, wherein the proxy server makes
copies of the execution screen, and distributes the copies

of the execution screen to the SBC clients.
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manipulation information.

10 5. The server-based computing collaboration system
according to claim 1, wherein when the proxy server
recelves a manipulation right transfer request from a
second SBC client that does not have the manipulation
right, then the proxy server transmits the manipulation

15 right transfer request to the first SBC client to inquire

about the transfer of the manipulation right.

6. The server-based computing collaboration system

20 according to claim 5, wherein when the proxy server
recelves an acceptance of the transfer of the manipulation
right from the first SBC client, the proxy server

transfers the manipulation right to the second SBC client.

25
7. A proxy server inserted between an SBC server and a
plurality of SBC clients connected to the SBC server via a
network in a server-based computing system, the SBC server
being furnished with SBC middleware capable of

30 installation of an application, the proxy server

comprising:
a manipulation right controller that gives a

manipulation right to execute the application to a first
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execution screen of the application from the SBC server
and distributes the execution screen to each of the SBC

10 clients.

8. The proxy server according to claim 7, wherein the
execution screen distributor includes a copy unit that
15 makes copies of the execution screen for the distribution

of the execution screen to each of the SBC clients.

9. The proxy server according to claim 7, wherein the
20 manipulation information relay unit includes:

a determination unit that, when receiving input
manipulation information from any of the SBC clients,
determines whether or not the received input manipulation
information is the first input manipulation information

25 transmitted from the first SBC client; and

a discard unit that, if the determination result

of the determination unit is negative, discards the

received input manipulation information.

30
10. The proxy server according to claim 9, wherein if the
determination result represents that the received input

manipulation information is the first input manipulation
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transmits the received input manipulation information to

the SBC server.

11. The proxy server according to c¢laim 7, wherein when
receiving a manipulation right transfer request from a
second SBC client that does not have the manipulation
right, the manipulation right controller transmits the
10 manipulation right transfer request to the first SBC
client to inquire about the transfer of the manipulation

right.

15 12. The proxy server according to claim 11, wherein when
receiving an acceptance of the transfer of the
manipulation right from the first SBC client, the
manipulation right controller transfers the manipulation
right to the second SBC client.

20

13. A server-based computing collaboration method
comprising the steps of:
inserting a proxy server between an SBC server
25 furnished with SBC middleware capable of installation of
an application and a plurality of SBC clients connected to
the SBC server via a network to remotely use the
application;
- giving a manipulation right to execute the
30 application to a fist SBC client among the plurality of
the SBC clients from the proxy server;
receiving, at the proxy server, first input

manipulation information produced by the first SBC client
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from the proxy server to the SBC server to cause the
application to be executed; and
making copies of an execution screen of the
5 application at the proxy server to distribute the

execution screen to each of the SBC clients.

14. The server-based computing collaboration method
10 according to claim 13, further comprising the steps of:
giving a browsing right to browse the execution
screen to all of the SBC clients; and
when second input manipulation information is
produced by a second SBC client that does not have the
15 manipulation right, discarding at the proxy server the

second input manipulation information.

15. The server—-based computing collaboration method
20 according to claim 13, further comprising the steps of:
allowing a second SBC client to produce a
manipulation right transfer request;
receiving at the proxy server the manipulation
right transfer request and transmitting the manipulation
25 right transfer request from the proxy server to the first
SBC client to inguire about the transfer of the
manipulation right; and
when receiving an acceptance of the transfer of
the manipulation right from the first SBC client,
30 transferring at the proxy server the manipulation right

from the first SBC client to the second SBC client.
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5 plurallty of SBC clients connected to the SBC server via a
network to remotely use the application in an server-based
computing system, the collaboration logic comprising
instructions of:
causing the proxy server to give a manipulation
10 right to a first SBC client among the SBC clients;
causing the proxy server, when receiving first
input manipulation information from the first SBC client,
to relay the first input manipulation information to the
SBC server to cause the application to be executed; and
15 causing the proxy server, when receiving an
execution screen of the application from the SBC server,
to distribute the execution screen to each of the SBC

clients.

20
17. A server-based computing collaboration aid
incorporated in and executed by each of SBC clients
connected via a network and a proxy server to an SBC
server that is furnished with SBC middleware capable of

25 installation of an application, the server-based computing
collaboration aid comprising the instructions of:

causing each of the SBC clients to indicate a

location of a manipulation right when the proxy server
gives the manipulation right to a first SBC client;

30 causing each of the SBC clients to display an
execution screen of the application that is transmitted
from the proxy server when the first SBC client has

executed the application; and
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causing each of the SBC clients to display
transfer of the manipulation right when a second SBC
client has acgquired the manipulation right from the first

SBC client.

18. The server-based computing collaboration aid according
to claim 17, further comprising the instruction of:
allowing each of the SBC clients to produce a

10 manipulation right transfer request as necessary.



