;e3ee a\c@l e6>eTejt < - 5 S E P 2002 ELECTRONI C WVATERVARK | NSERTI ON
DEVI'CE BACKGROUND OF THE | NVENTI ON The present invention rel atesStSE&P 2002
el ectroni insertion device suitable for digital imges, and
parti cul aj‘“Mll\@ﬂmm\@“#ct ronic watermark insertion device for inserting

el ectroni nto digital imges. “Recently, illegal copies of
digital inmagesC®l¥e becone an inportant problem Unlike anal og i nages,
since digital imges are recognized by Os and 1s, they can be repeatedly
replicated without any degradation in inmage quality. This inherent feature
has causedﬂwmmﬂ“wﬂﬂmwﬁt to digital inmage copyright holders. In order to
prevent su plication, it is considered to prepare a
reproducti on systiem t hat encrypts digital imge data and has a valid secret
decryption key whereby encrypted digital inmage data can be reproduced.
However, after the enéﬁ?ﬁﬂ-‘ﬁ@NIics W%@&ERH@‘ BEVEGE cannot prevent
subsequent replication. In order to prevent digital inages from being
illegally used or replicated, the nmethod has been considered of burying
special information (hereinafter referreq1tod¢s ~el ectroni c waternark
data") in a digital image f ; ‘?@pﬁg: NYEH%F?%CIuding vi si bl e

el ectronic romark data and invisible electronic.watermark .data are ---
S S°E P 2002 EoREenaPhy MOV HY RPLEGET ERoPR GHPRCFBRLA: YA haidbes.
The vi si bl I roni er Leh. tain pecial characters or
synbol s coi %ﬁ%&\ﬁﬁrééﬁgﬁ?méﬁg%%g%éggog?gﬁgfﬁgmsghgégg’Tﬁpg'electronic
vat er ark Gahau odr ads 10%180eoAYal b eRiih A3 pLRe AdYAUAGE OF
visual ly warning users to prevent m sappropriation of ifgital 1mages. An
exanpl e of sy WinG SUiGlYy Vb &8t Lol 8CHAPBHRa MRt €HEBI Kidaktdll Snfiged osed in
JP- A- 241403/ 1996. This patent publication discloses a nethod of placing a
vi si bl e wat ereIdntary 2 divh§al ¢opges Ihi aigethodimapeisshavef ddieoss eps of
supplying an original digital image, supplying a digital waternark image,
and super i mposinygten vapesbbek. ounllhkeoangilngl images,, winkeutdichibglng t he
chromaticity of pixels of the original inmage upon watermarking, to create a
wat er mar kedmagege . afdi seoeghbdedsbyghfsagndr Lzed theyt lvan ttee nemgyetedbut i ng
step includes the step of varying the brightness (not color) of respective
opaque pi xdleplicatedtwlbaertdanyagedradasiracinpinaae analdspondfhgsto t he
original image. In this nethod, only the brightness of pixels corresponding
to opaque pPoMerAft cfeaterer BAFcCrEBEAnEFRaatld™egey £9 H Hetahatmagsi bl e
el ectronic watermark data i s synthesized with the original inage wthout
changi ng t IFOPRBT I RPbAeREs.  The scaling val ue of varying the pixel

bri ght ness CQHPQ%%&érdggengvgﬁt sﬁcﬁ §l§e§a&0%%plication, it is

considered to prepare a reproduction system that encrypts

digital image data and has a valid secret decryption key
whereby encrypted digital image data can be reproduced.
However, after the encryption is once decoded, this system
cannot prevent subsequent replication.

In order to prevent digital images from being illegally
used or replicated, the method has been considered of
burying special information (hereinafter referred to as
"electronic watermark data”) in a digital image itself.

Two types of data including visible electronic watermark

data and invisible electronic watermark data are



- 3 color conponents, random nunbers, pixel values of eleclgﬁqi F*ﬁtﬁfnark
data, or others. The prom nence of the watermark is determn E 2
scaling value. In, invisible electronic waternmark data, electronic
watermark data is buried in an inmage, in consideration of degradation of
imge quality. Since the inmage quality'&egradation is not substantially
negligi ble, the waternmark cannot be visually recogni zed. As descri bed
above, since special information, which can be recogni zed by an author, is
buried as the electronic watermark data, the author can be specified by
detecting the electronic watermark data even after illegal replication.

Mor eover, information about replication disapproval may be buried in an

i mge. In such a case, when the reproduction unit, for exanple, detects the
replication disapgyoval i nformation, the reproduction bg%a VIR or the

equi val ent CeR1HETRLs BS SIEFIRPIIHF fRtSigaHe dRER tomtdigitad: dvpegs.
ropl i cati on BhevaAERR medma T 4 (T FETNEET i ol o LAPREA A8 Sone
peci al i nPUPEo s stk S SEhEL ST hERda L n b oshE, e ot
Bita) of preal Baraly herlid AR Sl SEbraRtE W R Rty (RRRA! nayan | ST

net hod, thgeghteld MHSL MUK I H8) Be8MmAs eRs hAivaRFRYBIoEr om i mages.
For exanple, information regarding LSBs of pixels will be mssed using a

| ow- pass fivlils@ial TKherd idRy Qe £S6b Opreventesaidaspabpsibheowobyne of

i nformati on not adversely affecting the image quality, thus reducing the
vol ume of dalgd.talhiisnagrans that the el ectronic watermark data is lost. As a
result, the problemis that it is difficult to re-detect the electronic
wat er mar k datam elaupINo.o31hiBSRid§94ushovssahdeheleckanpie shtemmark

el ectronic watermark burying method. This publication discloses the nethod
of buryi ng &peciifd clisdlosedi bm BY-HsPAY40RE188hr elatisoraiemieen conti nuous
frame i mages and detecting the area where degradation in inmage quality does
not occur éerigrriaubdiselesen aspERPEr REJPLACHBEI phalgt as upon
reproduction. According to_this nmethod, a s .reconstituted

speci fyi ng @ TR f9R ot | ShIthRd BURPEd Bpig ﬁgit_h@dt rersigita odr dgtut
he. cor r copbitag. porereht Shd i PRABLHRS L ARty T BedRp ATy YAsbeh T 005
di scl t ing thesf f3 \ ' d th
buryi ng | AR b oy TRUBLRnbE00r g BEACL SRrORaE thah Ehet rdency

T A W LT S A e
| ow pass fidt efigZisagtsthbeobygiadli deabel pahi ¢atddhdrking, to
create a watermarked image. This method is characterized
in that the image-creating step includes the step of
varying the brightness (not color) of respective opaque
pixels in a watermarked image to correct pixels
corresponding to the original image. In this method, only
the brightness of pixels corresponding to opaque portions
of electronic watermark data is varied so that visible
electronic watermark data is synthesized with the original

image without changing the color components. The scaling

value of varying the pixel brightness component depends on



I n anot her exanple, the nethod of frequency-converting i mrages §n@EPe’mUZ
burying electronic watermark data into portions with strong frequency

" conponents of a video signal after the frequency conversion (see "N KKEI

El ectroni cs", 1996, 4.22 (no. 660), page 13). In this nethod, since

el ectronic watermark data is buried intd frequency conponents, the

el ectronic watermark data is not |ost through the conpression process or
filtering i mge process. Moreover, using the random nunbers with a nornal
di stribution as electronic watermark data makes it difficult to prevent
interference between electronic watermark data and to destroy the

el ectronic watermark data without significantly affecting the entire inmage.
In the electronic watermark data burying nethod, the original inage is
first transformed into frequency conponents by the DCT (discrete cosine

t ransf or ne®PbAY FOBPOREPLEeFaFROFy DHMBENS hikjiKedal YREI® f hi gh frequency
range are sel ected, as The el ectronic

as f (1), f(2), ..., f(n).,.
vat er mar k ¥RESETRPAF, Wﬂf%}‘,’“a.r.k. ‘W(t%) o QW% PG (IR RRA ¢RI O
di stributign having an_ ayer of .0 a dispersjon of 1. The formula,
B G e "R imat S A et maedl o) e Bl Fativor . 1 o
calculated to _qbtain.respective (i.)s. Finall e i eln which the = 5
STE°P 5002 - Ta TaPuBLPIRy B lnatEoas: wahe ek, datay ERetEt based on
t he freque nent.__i i fLi.). i . it d . F(j)., . Moreaver,
t he el ect r‘?)%%é%%&&n?%r (rafn?%f ggr%u%leé%tl)gct%d%ﬁ%érﬂﬁr{g ?%r?%ﬁgé#%ﬂ%% ﬁg
met hod. | ngLhi i EGL i ; 0 th, t he aed oinal 14 €  gl,ectronic
wat er mar k g%pgaggﬁgi% atognwgl I tdé) (%ueé}g%ﬁy =1, 2, gh{@ %élgan%sctl&ggl%lom. First,
the inage ﬁ@%kﬁidﬁitﬂ%ne|i%Ctr{d¥1isﬁ1ty@$aﬁfﬁﬁﬁ{llﬂ.§dai@gi:§g£‘@Dé,er ted waterhaeguency
conponents through, for exanple, DCT . Values corresponding to f actor
val ues , fchnhok bef vishglly recognidddy), each containing an el ectronic
watermark, are set as F( 1) , F(2), ~~~, F(n) , respectively .
The formul a AsWdesicribed idbove (iginde f{pdciak tmfermatisong #hishawdnF(i)
to extract the electronic watermark data Wi). Next, the statistical
simlarityb€ etowegrizagd )owrah Wudhos, obs dvwededyasheheéoklowicngnfior nul a
including a vector inner product. C=W"' w/ ( WD X wD ) where W= (W1),
W2). "'. wetermgrk gtH., We)aughor 3y )be\grecifidedbbyl dese¢iing of a
vector W wD = the absolute value of a vector w__and the s%/LnboI ~
repr esent s tR® ialReIt TRTGERI 2 LA A ER o2V SRi REFeEi i8Ry C is nore than
a specific value, it is judged that the el ectronic waternark. 5 SEP 2002
data is i n“&PINGEE- Xt at c?r%?}‘ée%bo%-%‘ﬁ#bﬂ%daﬁ@flﬁoﬁ?péﬁgf‘él?ﬂe el ectronic
wat ermark data is ried i i JAg I ti n hor hol di ng
an origi na%%isr?fé)eroggﬁfiec @%%i%i@mg% %gt glf“‘t:slggbeége gg gn Ciglléltee’gal

repli cat e. i NehADOYS: JmALE 0 duliBE NOfok NakaiBaW! T @3 1RGLY igicnal i mmge,

t he aut hor, _ original i nage owner, can detect inmage data doubted
as an illegaly,repld £ eai ¥6¥alt DREHERABIUAL | @ReURhricdRAGRH &yypial

cannot detect electronic watermark data because of the absence of the
VTR or the equivalent can be restricted by informing the
user that the detected information is reproduction
prohibited data, or by operating the replication
preventing mechanism within the reproduction unit.

As one method of burying invisible electronic watermark

data into digital images, special information is buried as
electronic watermark data in portions not substantially

affecting the image quality, such as LSBs (least

significant bits) of pixel data. However, according to



original imge. To overcone that problem an inprovenent of L
abovenenti oned nethod for the term nal processing has been prgﬁgigg)ZDHZthe
i nproved nethod, the original inage is divided into bl ocks each having K

pi xels x K pixels. Electronic watermark data is buried or extracted in

bl ock process units. In the electronic whtermark data burying process, AC

frequency conponents are set as f(1), f(2), ~~~) f(n) in a frequency
i ncreasi ng order over a frequency range after the discrete cosine
transformation. The electronic watermark data, w(1), wW(2), ~~~, w(n) are

selected fromthe normal distribution having an average of 0 and a
di spersion of 1. In order to obtain respective (i)s, the fornmula of F(i) -
f(i) +a Xavg (f(i) )-~Xwi) is 5 SEP 200Z 8 calculated, where a is
a scaling factor and avg(f(i)) is a partial average obtai ned by averagi ng
the absol utthimimethed. t hheeeperirondd) wesermagks dara Mani egeasd lyhi ch

el ectronic watermark data is buried can be obtai ned fromthe frequency
conponent s KRR Eed (fyonsinagesit HO&d SKAIRIP(i 1 NIRIESLioRi CoRarddmer k dat a

i s detected accorglnf to the i Iomnn% gpthod This nmet hod dqes not require
any origi natSPsegk. PHxeils Wé} I PRSI USARE 8 dOWrBASE Fdtdeiar Khdat a
candi date w(i ~~~ er the frequency band
wher e electﬁqéﬁ% ﬁﬁTBFﬁﬁF%OBapgoggﬁFaﬁk afﬁﬁggﬂgsvgﬁﬂpgcf d to a discrete
cosine 17ans{pOIRALeR, hOE LASAyeasy GRRRBRGRLS Bl iRghe qdEihly F(2).

F(n) in a fréqguency rncreasin € average o val ues of

three adj aC«?@? ?éa{}% hgl the ‘()%tl%'éat £ m;\% F(flh)_l_sv\?\ A% tt‘?xbac Rayd 1 al

aver age avg ectronic wa data i°s ‘obt ai ned by

cal cul ati ”%i@@t%@hh@%ﬁ%e&%&%@ ZatWl ids '10':5(1.4 ) Mls V@Y, Nareover, the

sumWF(i) is obtained by calculating wWi) for each frame according to the
above- nent i gagd1bAr fel anahexte tike @lfaticitlitcalo HeMdeaiddty theet ween w(i) and

WF(i ) - 5 S EP 200 g _is obtained by calculating the following formula
i ncl udi ng agl¥eeiohicnmartepiedkctdata.C = W ~ w/ ( WED X wD ) where W =
(WF(1), WF(2), ... WF(n)): w= (W1, W2), w(n)); WD = the absol ute val ue

of a vector WP-ABNo.t 3543301199 \sdlows @natheectecrampleamd ttthee synbol ~
represents an inner product. Wien the statistical simlarity Cis nore than
a specific ¢abasrontic yatedyadk rurving aatheshofdiig radetathian wat er mar k
data is in a buried state. ) .

discloses the method of burying specific information by

using the correlation between continuous frame images and

detecting the area where degradation in image quality does

not occur even when substitution is performed in

peripheral areas upon reproduction. According to this

method, an image is reconstituted by specifying an

identification data buried area using the signal dropout

portion and conversion information upon reproduction and

then by correcting the corresponding portion.

As further another example, JP-A-No. 30466/1993
discloses the method of converting the frequency of a
video signal and then burying information with signals of

frequencies lower than the frequency band of the converted

video signal. In this method, a broad band-pass filter



Fig. 3 shows a prior art electronic watermark inserting devhd§ 1
t he-above-nenti oned nethod. Referring to Fig. 3, the input inaé%Egigqng

transfornmed fromthe tinme region to the frequency region by nmeans of the

di screte cosine transformation unit 320. The el ectronic watermark burying
unit 320 inserts the electronic watermirk-data 340 in the resultant data.
The buried electronic watermark data is transfornmed fromthe frequency
region to the tinme region by neans of the inverse discrete cosine
transformation unit 350. Thus, the output inage 360 with the inserted

el ectronic watermark data can be obtained. However, the prior-art device
may insert evenly and repeatedly electronic watermark data even in an inmage
W th - 5 SEP 200Z the sanme. Fig. 4 schematically shows the concept of
burying electronic watermark data in a frequency region. The frequency
spect r um 48xtgracts t the eprtginalcvideer FhgRadavhibar §i hgwopesat fbhtes
formed by adding the frequency spectrum 420 of el ectronic watermark data to
the frequefditiagidnthe BHTrisguidpridéicatierafptig-a specific region of an
i nput i mage does not depend on the tyRe of eI%ctronic wat ermark data. Wen
the el ect roni'd® @REFRRF keHAPRLBur FPRgMEEBLEs 8T STREPPRFREACPV BF BEDSi nes,
the sane electronic &ﬁ%ernahk dat a ii aqain.buri%d on %hg grequgncy -
spect rum of HE 3R W RREGREAY 3PSy POGSTY OBdFi ¥aTeFParke 85fe BF ct roni ¢
wat er mar k j i ' o] [ pper b portion
correspond&ﬁ%gfgg?%g%%ggiég&gﬁguﬁfgggggﬁkggﬁg SEEEF% ?ﬁeaf&géégncy spectrum

440" after édi%éyraﬁegrpmeeﬁeq%%t% an%%q%acxséggi‘%ﬁﬂ he spectrum

is converted Tnto the tinme region, uryi ng noi ses becone larger, so

that inmagesz pd&t £HRN882€d 9%t 4L.he S%S.e 660TNORARES 1 3Fachnpirage of _
electronic watermark data is inserted as very feeble noises, conpared with

the origi ngheti®ge 3Nfcks eN@cttHonud hateetr@h dadab)sabhuiea eneo However,
there is the problemin that if noises repeatedly integrated are large, it
may be sensededyehbe bunponends,t e ledaditigric degeadatrkodata isaget
quality. - 5 SEP 2002 11 SUMVARY OF THE | NVENTION I n accordance with a
first aspectosf theoughemnhieoromprerssion prodeted oan féll¢etriog dmageer mar K
i nsertion device, conprising:

process. Moreover, using the random numbers with a normal

distribution as electronic watermark data makes it

difficult to prevent interference between electronic

watermark data and to destroy the electronic watermark

data without significantly affecting the entire image.

In the electronic watermark data burying method, the

original image is first transformed into frequency

components by the DCT (discrete cosine transformation) 703.

n pieces of data with high values over high frequency

range are selected as f£(l), £(2), -, £(n). The electronic

watermark data, w(l), w(2), " w(n), are selected from a

normal distribution having an average of 0 and a

dispersion of 1. The formula, F(i) = £(i) + ¢« X |£(i)| X

w(i), where ¢ is a scaling factor, is calculated to

obtain respective (i)s. Finally, the image in which the



di screte cosine transform ng nmeans for subjecting an input 'ngi%t a
di screte cosine transformation; electronic watermark burﬁ?&i §ﬁ[ﬁﬁ

inserting electronic watermark data into data transfornmed by said discrete
cosine transform ng neans; el ectronic watermark detecting neans for

det ecting whether or not said electronf® waternmark data to be inserted by
said electronic watermark buryi ng neans has been already inserted into said
i nput inmage; and selecting neans for selecting said transforned data from
said discrete cosine transform ng neans when said el ectronic watermark
detecting neans detects that said electronic watermark data has been
already inserted into said input inmage or for selecting output data from
said el ectronic watermark burying neans when said el ectronic watermark
detecting neans does not detect that said el ectronic waternmark data has
been i nser td@qtent@iwriepnark ndaka hacburind ferobbpjieed hgsedtensel ected
by said selecting neans to an inverse discrete cosine transformation. In
accor dance Whe FEPERHY GpReredE iRevRAGRNEf&h, 18herRsEEtpERdi el an

el ectronic termark insertion device conprising: discrete cosine
transform Teans for subj ecting an input inage to a discrete cosine
transformatiQp;. el ectropic fe rk d ] r fecting whet her
or not eIectS@%ﬁ%?Yﬁ?fefﬁ%?ke 3 gg$%EBe$%§§%?825nﬁggabégndgﬁ?ggﬁé i nserted
nto sai d ippul-d{IRgerqclfe! EQNL 6, MRECHIBAKG0ALA BREECHLROCTRARS for

sel ecting electroni T wat er fmar ata, IC oeS not afrect sard i nput inage
by data inseeddod, wben £bdofhechbonifal@! BhEaEkedekent LngaIBAAA-ACt eCt s
that said el ectroni c waternar ata is already inserted into said I nput

i mge, or fodtsebeciiagtaai,digl egheeai ¢ waternark- datp destard nagdded when
said electronic watermark detecting neans does not detect said electronic
wat er mar k datRiisti ngget eflagst eosghdninputlenagenic wabeBmbrk 2602 12

el ectronic watermark burying nmeans for inserting electronic waternmark data
sel ect ed bycemvelreédcindni €reghencyr kotpbaesdisethiroggheafiori pkempdea
transforned by said discrete cosine transform ng neans; and inverse

di screte cod¢he Yainsborcpirmgspeaddnbotosfibicderi Ngluesa ifitld .wihi(eh .sard

el ectronic watermark data is buried by said electronic watermark burying
means, to ah(nhveesehdropitaiaingsitie eleghEPo i RatitdeIMaxkacédrdafdedR th a
third aspect of the invention, there is frovided an_el ectroni c wat er mar k

insertion dé(iee, F&8npri'si nhin br tAROPRAAN TP st DRt EEHIRR T Y ibans for
subj ect 119 Pt T3ge 12 @) Oythoaqnaly LN ¥TCARER G o
extract the electronic watermark data W(i). Next, the

statistical similarity C between w(i) and W(i) is obtained

by the following formula including a vector inner product.
C=W "~ w / (W X wD)

where W = (W{(1), W(2), =, W(n): w = (w(l), w(2), ',
w(n)); WD = the absolute value of a vector W; wD = the
absolute value of a vector w; and the symbol * represents
an inner product.

When the statistical similarity C is more than a

specific value, it is judged that the electronic watermark



el ectronic watermark burying nmeans for inserting electronic w§ Elrgégﬂzta
into data transformed by said orthogonal transformconverting ans; :
" electronic watermark detecting neans for detecting whether or not said

el ectronic watermark data to be inserted by said el ectronic waternmark

buryi ng neans has been already inserted7into said input inmage; selecting
nmeans for selecting said output data from said orthogonal converting neans
when said el ectronic waternmark detecting nmeans detects said electronic

wat ermark data already inserted into said input imge or for selecting

out put data fromsaid el ectronic watermark buryi ng means when said

el ectronic watermark detecting neans does not detect said electronic

wat ermark data inserted into said input inmage; and nmeans for subjecting
data sel ected by said selecting neans to an i nverse orthogonal

t ransf or natdada is -i1b éSER2D8A 18tdtre accordance with a fourth aspect of the
invention, there is provided an electronic watermark insertion device
conpri sing: Ghehcjmvs -meraisdedn eoiived ¢ iviteredite fokecubdprtei ng an i nput
image to an orthogonal transform conversion; electronic watermark detecting
means for EEEMGK idiheks RURRC e} EQ rdvhi 3@ erb@reffeehive veennserted

has been already inserted into said input inmage; electronic watermark data
sel ecting AEafRlRpT s"B?Jé?':’cI?%ga%l%’éjtS?bﬁ‘f%c %?%‘?n%we%% Aighteh iBagenot

affect said input inmage by data jhsertjon en_said el ectronic watermark
det ecti ng %@aﬁfg TEARE ec?h?ﬁ A ﬂfi?%%ir éﬁ?ﬁ%‘f%r mrk - 5 S E P 200

In the above-mentioned method that requires an original

image, the author, that is, an original image owner, can
detect image data doubted as an illegal replicate. However,
the reproduction unit in each terminal cannot detect
electronic watermark data because of the absence of the
original image.

To overcome that problem, an improvement of the above-
mentioned method for the terminal processing has been
proposed. In the improved method, the original image is
divided into blocks each having K pixels x K pixels.
Electronic watermark data is buried or extracted in block
process units.

In the electronic watermark data burying process, AC
frequency components are set as £(1), £(2), -, fgn) in a
frequency increasing order over a frequency range after
the discrete cosine transformation. The electronic
watermark data, w(l), w(2), ', w(n) are selected from the
normal distribution having an average of 0 and a
dispersion of 1. In order to obtain respective (i)s, the

formula of F(i) = £(i) + @ X avg (£f(1i))--X w(i) is



14 data is already inserted into said input imge, or for sd§c§E@'Eﬂgﬂ
el ectronic watermark data to be inserted when said el ectronic waterna

' detecting neans does not detect that said electronic watermark data to be
inserted is already inserted into said input inmage; electronic watermark
burying neans for inserting electric wat®ermark data sel ected by said

el ectronic watermark data sel ecting neans into data converted by said

ort hogonal transform converting neans; and neans for subjecting data into
which said electronic watermark data is buried by said electronic watermrk

buryi ng nmeans to an inverse orthogonal transform conversion. - 5SEP
2002 15 BRI EF DESCRI PTI ON OF THE DRAW NGS Thi s and ot her objects, features,
and advant ages of the present invention will becone nore apparent upon a

readi ng of the follow ng detailed description and drawi ngs, in which: Fig.
1 is a bl ockabi¢ulatedi | whereati ig @n ssladdmdofiactwat emndaavalaft(al Y hsksti on
devi ce according to a first enbodi nent of the present invention; Fig. 2 is
a bl ock di agyreartiplsavarpag ahtaieedr by eveatgingr khganhspasdeti on devi ce
according to a second enbodi nent of the present invention;, Fig. 3 is a

bl ock di agré@tiesusdtr 4hrag ROpRLEr 2ddeceptctPohi &) waPBr ABARedadNa Whikdt t i on

device; and Fig., 4 is a diagram expl ai ni a t hod, of buryi ng el ectroni-e€
wat er mar k d%fé Yer1g V?é&ﬁgﬁ6§ 83%8.15 bilrfed can be obtained Trom

the frequency components where f£(i) is substituted with
F(i).

Electronic watermark data is detected according to the
following method. This method does not require any
original image. It is merely required that electronic
watermark data candidate w(i) (where i = 1, 2, ***, n) is:
known.

Over the frequency band where electronic watermark data
contained image is subjected to a discrete cosine
transformation, the frequency components are set as F(1),
F(2), ', F(n) in a frequency increasing order. The
average of the absolute values of three adjacent points in
the watermark data F(i) is set to a partial average
avg(F(i)). The electronic watermark data W(i) is obtained

by calculating the following formula.
W(i) = F(i) / avg(F(i))
Moreover, the sum WF(i) is obtained by calculating w(i)

for each frame according to the above-mentioned formula.

Next the statistical similarity C between w(i) and WF(i)



- 5 S E P 2002 16 DESCRI PTI ON OF THE EMBODI MENTS Enbodinents‘o g% a? nt
invention wll be described belowwth reference to the attached agg
(First Enbodi ment) The first enbodi nent of the present invention will be
now described with reference with the drawings. Referring to Fig. 1, the
el ectronic watermark data insertion devi®e consists of an input inmage 110,
a discrete cosine - 5 S EP 200Z -17 transformation (DCT) unit 120 for
transformng an input inmage froma tine region to a frequency region, an
el ectronic watermark inserting unit 130 for inserting el ectronic watermark
data into data converted into a frequency region by neans of the discrete
cosine transformation unit 120, electronic watermark data 140 to be
inserted by the electronic watermark burying unit 130, an el ectronic

wat ermark detector 180 for detecting whether or not the electronic

wat er mar k dist ®Pbitgoined big e¢a kel at bngatke ot plevingnfohpuliastneleddosy ne
transformation unit 120, a buffer 170 for tenporarily storing data output
fromthe didere@tebsimeer raReEeeHation unit 120, a sel ector 190 for
selecting data fromthe electronic watermark burying unit 130 or data from
the buffer 170 in response to the output fromthe electronic watermnmark
detector 180, an nve se dIS %hﬁ) transformation (inverse DCT) unmit
150 for transforﬁlng ata“fro e sevggt 190 froma frequency region to
a time region, and an output imge 160 to be output fromthe inverse

di screte cosine transformation unit 150. Next, the operati on of the

el ectronic mﬁ%gﬁ,{ﬁed@ﬁw@zgyﬁqfw%gew ce hﬁ:t'tqlv% i, Fw v!r%?fod,escri bed

with referenc di screte COSI ne transfor n ('DCT)

unit 120 org hpgpnakky CORNET hEsbiGtbNPHIubMBECa 14Qckbemya tife - ¢

absolute value of a vector w; and the symbol ° represents
an inner product. When the statistical similarity C is
more than a specific value, it is judged that the
corresponding electronic watermark data is in a buried
state.

Fig. 3 shows a prior art electronic watermark inserting
device employing the above-mentioned method. Referring to
Fig. 3, the input image 310 is transformed from the time
region to the frequency region by means of the discrete
cosine transformation unit 320. The electronic watermark
burying unit 320 inserts the electronic watermark data 340
in the resultant data. The buried electronic watefmark
data is transformed from the frequency region to the time
region by means of the inverse discrete cosine
transformation unit 350. Thus, the output image 360 with
the inserted electronic watermark data can be obtained.

However, the prior-art device may insert evenly and

repeatedly electronic watermark data even in an image with



region to a frequency region, The converted data is input to l%ﬁ;ﬁcﬂ]ﬁﬁ' C
wat ermark burying unit 134, the el ectronic watermark detector d

" buffer 1?0. The electronic watermark burying unit 134 inserts electronic
wat ermark data 140 to the converted data) At the sane tinme, the electronic
wat ermark detector 1.80 detects whet her-1®- not the el ectronic watermark
data 140 is in an inserted state in the input data. The buffer 170
tenporarily stores the output data of the discrete cosine transformtion
unit 120. ' The selector 190 selects either the output data fromthe

el ectronic watermark burying unit 130 or the output data fromthe buffer
270 based on the detection result of the electronic watermark detector 180.
That is the selector 1.9c7 selects the output data fromthe electronic

wat ermark burying unit 130 when the el ectronic watermark detector 180 does
not detect the samput data and sel ects the output data fromthe buffer 170
when the electronic watermark detector 180 detects the output data. The
dat a sel ect edFbyg.t Aessbemattdicaldy sivomss gdved caneedte cfuttputydiingpge 160
transfornmed fromthe frequency region to the tame region by the inverse
cosi ne transleckurndr watermsgk Aatdeday ipdraRncy grfgiamherThehe i nput

i mge 110 does not contain the electronic watermark data 140) the - 58S E

P 2002 - 19 EFEEBPBAYC SRECEAVEY K4 thA0 the i HEGRPIh waleiwt ab@e

110. In thi nhodi t, .the huff 170 i d t h i t data t
be sel gct ehBBgYﬂ(ﬁQI ggl‘l’«?@tt&p%lg% \ﬁ'e'{qﬂ“e éfoatj(f‘fglrrfg io‘fﬁ%n ‘?r%g‘élgcfeﬁ’ o\rllvoof at ﬁe °

i e of t he BREAETEnAe o PaaE sy i G 1a g dchng 1gTafhey s
ligibl ! t f.f 7 i i t ) -Next,

7eglibly shmin Lhe UG LRGN b0 AMALET 4 Seoantk Frbol g e

reference taol healt aghed AN nes. JBISIA IS Hif Fdpe 2or tOEeLRELLAN C

wat ermark data infsertion device consists of an I nput” | mage I screte

cosi ne trangheiRlrdN dd¥al) wdd @0 Xt Fensd OFi ek | ARLA &ﬁrﬁggngr om a
time region to a frequency region, electronic watermark data B245 to be

inserted, elpeeidedy G aNgiafftamedaibotal 28fk$ ortitet eahé nglabetdeicor not
the electronic watermark data 245 is inserted into data output fromthe
di screte cosiatenvaarksfdartrmtiomgain R220iednor| e r bnequeater spe&tdama
sel ector 290 for selecting the electronic watermark data A240 or the
el ectroni ¢ wdt emeimagiatwil 8248 ta e oouhky deneted onlf etliet semem t he
el ectronic waternmark detector 280, an electronic watermark burying unit 230
for - 5 Slpgirgdc watermark data is buried twice or three times,
the upper black portion corresponding to the buried amount
becomes larger in the frequency spectrum 440' after the
burying process. When the frequency region of the spectrum
is converted into the time region, the burying noises
become larger, so that images are emphasized with the
noise components.
Each piece of electronic watermark data is inserted as
very feeble noises, compared with the original image and
is not visually recognized by a human eye. However, there
is the problem in that if noises repeatedly integrated are

large, it may be sensed by the human eye, thus leading to

degradation in image quality.



-20 inserting electronic watermark data sel ected by the el ect-rgn'@d}F'E %pg%
wat ermark data selector 290 into data transfornmed into a frequen e

" by means of the discrete cosine transformation unit 220, an inverse

di screte cosine transformation (inverse DCT) unit 250 for transform ng data

output fromthe el ectronic watermark bhlryi ng unit 230 fromthe frequency

region to the tinme region, and an output inage 260 to be output fromthe

i nverse discrete cosine tr ﬂl\ﬁfﬂﬂ’ kﬁ“l‘iﬂ; \tN%é&é"wt t he operation of the
Wi e

el ectronic watermark data burying unit escribed with reference to
Fig. 2. The discrete cosine transformation (DCT) unit 220 orthogonally

transfornms the input image 210 fromthe.ti.me reqgiaon to the.frequenc .
eaton The: I ardRice AR ot aadh ot e AEerbRl e e Mg afd ar i dhopicn
uni t Z%t@ﬂdrmihgerﬁéﬁ@émw]b@mpﬂﬁﬁ%ﬁark detector 280. The electronic

wat er mar k detector 280 detects ether or not there is the electronic,

wat er mar k datdascsse sosing Bpasierming seans fqr yhiecting an inpyb LBRZS IOy ® HISEreitSitfar k
data sel ector 299a§§bﬁ%§mel ectronic watermark data based on the detection
result of the electronic watermark detector 280. That is, when the

el ectroni ¢ wateetrosic kw adetearkl btiscn ®me280fod opsrtimg eldetaid wateembrkoddte imatdatarar k
data B245, the el ecét{r onid(:b vvat(g(i].fnark dat a, sel.ect.or 290 selects it. Wen the
el ectronic vvaterﬂ:ﬁﬂl ORRCP Yt gptefgﬁnag@ésé?%nmgme%n% E P 2002 21

el Iect roni ﬁ W%'lle‘étrﬁﬂib kwel@trAarkt Mecﬁithﬁlé:ﬁig\i ?va%ﬁﬁgr\khdﬁéﬁam_s abeediarelé@fdnic

sel ects the el ectronic watermr at a 40. Because 't he input inmage
converted into a™fEwadndsa rt‘gg’Fdﬂsqr@dd’é’t@t‘? glgetronic watergark bupying PE?%B%PV

wat er mar k i nf or mptdiOflrealy iR¥eEd hiFsRPRpE: ihRBeen@f the input image. However,
where a watermark image 1s buried in a part of divided bl ocks of the input

i mage, the misslstting imdans nfari enicciibgusaid Bhesdiemedn dple deom ovaed] diparefe cosine

i nformati on abou A9 | Onj I LVI J 30
i nserts el ect ronlhc m%@?gﬁnf%gggﬁggggflgg%géﬁ@& a;f%lﬁﬁélfgg@ét@réj {ée%(\%@s?%}érégért&laﬁat a
sel ector 290 i nt saidrldctragie. waldtrmarlndee das decsicalehéy asstekinte aaid figpuramagnonni t
250 transfornms the output data fromthe el ectronic rmark burying unjt
230 {1 om the T r odUaRES TERBN i 0 SEHFOecHBBI: ORPGARICK REH TR B B

out put i mage 260¢lebiME t WRGrhiiR @G0 ManaioRE NidtK detatta i 46hiav d1bctidic
frequency conponents does not adversel(%/ affect the input inmage. Hence, the

i nput i mage whi cRapT@eTkolda hastsar gisaded ko widipppomageiiider mar k data B245 is
not substanti i : : LG s Lo and
'S out put wi (TG0 RR e T FEP il Sk RS fn LRkRe ISR FE
process tine of tiesfeimgationoni ¢ wat er mar k

In accordance with a second aspect of the invention, there is provided an electronic
watermark insertion device comprising:

discrete cosine transforming means for subjecting an input image to a discrete cosine
transformation;

electronic watermark detecting means for detecting whether or not electronic
watermark data to be inserted has been already inserted into said input image;

electronic watermark data selecting means for selecting electronic watermark data,
which does not affect said input image by data insertion, when said electronic
watermark detecting means detects that said electronic watermark data is already
inserted into said input image, or for selecting said electronic watermark data to
be inserted when said electronic watermark detecting means does not detect said

electronic watermark data is inserted into said input image;



detector 280 and the data selector 290 is negligibly short. If the process
 timeis - 5 SEP200Z-22 not negligible, a buffer is comdriGP §fpe
i nput of the electronic watermark burying unit 230. The buffer tenporarrtly
stores the output data of the discrete cosine transformation unit 220 and
then inputs it to the electronic wat erffark data detector 230. Thus the
process tine of the electronic watermark detector 280 and the el ectronic
wat er mar k data sel ector 290 can be cancel ed. Were the bl ock coordi nates
are known, the electronic watermark detection can be performed according to
t he above- neriectvoed wewdrodilnntinglmeans forohsentirgpessaropid waterrhénk depedeleatedtblyock
coordi nates are kn . However, it Is needed that the block size (k pixels
x k pixels), con?f’é&g‘?ﬁ:ﬁoflﬁl %(aﬁeﬂn?rﬁ(e‘iﬁi%ﬁ%gtf%f%ﬁ%s, "B? égfar %ﬁ?sjl()%etdeg}/rﬁ?@
data, and the |i§fcrateoking\WansfoHtinginidags;m@tli on are predeterm ned between
the electronic watermark inserti ng) devi ce and the detector. If the

i nfor mati on fYersalisareto cosiae t FnsipryaRg yneagst Br nsnpiasing | dadyntoy Whigh isaisdt ed.

In the above- nenti lpgatalal : O 1O ¢ &k :
di screte cosine %llr‘eggf?%r mat | g{nke ﬁ%ﬂrgﬁﬁsragd;ﬂgﬁioﬁggct r u%cgr}ggl g gn@&ns’

resol ved by per f toran ingerse disogtereaking drnsfomnasioni ncl udi ng Hadamar d _

transformatign_ (Hadanmar d-\Wal sh .t ransf t.ion vel et trans tLon,

i £ ple T estl BOCBHIE b i RS, OTcec P etoms diFe 1 r AR A ay
t r ansf gaahi@insddashdgvide; teamesihg.ansf or mati on, gradi ent Hadanard
transformation, and the - 5 SEP 2002 - 23 |ike. Each above-nenti oned
enbodi ment s RBRLSIRE RIS EONETBIEPEHY PHINDISHHNE B |IMRYL1BAES WQualt eRRgoRal
data. However, the Gonseilveriod he invention is not inpaired by burying
visible electronic watermark data. Moreover, in each embodi nent, the

scal i ng par aglec@enie arpt¢rmasle burvingimeprsnios dateiting ¢lestennis wetermad: daje éntadata

addi ti onal water f : isual quality of
data. The vvaterng%&%égfé&e%%cggﬂ%}%géﬁgzﬁégjogé(?g{rf\;| rllggI I?lgxrkshe nor mal
di stri buti oneledsomie seatcimeak adetecting trheansr fos atetecting evitdtioar drasott ked adecohage

in that since the arrekel ctrgni.c wai&%rrr%&g 1d ta.is rtlot uried in an Lmage
plural number of "RICHBETS GG LA S IPBHES DYi L&/ CHEATT NAITTRH QUG Hieans has
Moreover, the prBs@tirehdy BREKQInfAAITiRpht iwiafg& el ectroni c waternmark data

visually or invisibly. Hence, the degradation in inage quality of the
particul ar péq;lpqtmg means for selecting said output data from said orthogonal converting means
when said electronic watermark detecting means detects said electronic
watermark data already inserted into said input image or for selecting output data
from said electronic watermark burying means when said electronic watermark
detecting means does not detect said electronic watermark data inserted into said
input image; and
means for subjecting data selected by said selecting means to an inverse orthogonal

transformation.



where the sane el ectronic waternmark data is overwitten can be avoid dgﬂy
. detecting the presence or absence of the sane el ectronic Wat-eﬁréﬁpdﬁ
within an inmage with reference el ectronic watermark data. Even the original
i mage copyright hol der cannot insert ejgctronic watermark data to the
original image twice or nore so that the author personality right can be
substantially maintained validly. - 5SEP20QL 24 CLAIMS 1. An

el ectronic waternmark insertion device, conprising: discrete cosine
transform ng_neans for sﬂgjecting an i put_ingg a discret& cosi ne .

et
t r ansf or mat i §h 2COrERCE GHitL aiatEh mepget 9h e e %Ehst?lf”@r isj pre¥ided g EFLEMiGNi ¢
vat er myflerpiati@inkdHion 8&kid ddndialgy med by said discrete cosine transform ng
means; el ectronic waternmark detecting nmeans for detecting whether or not
sai d el ect r orirthogenaé tnaasfrma sonvertingomeinssior swdediipgsai inpwl igeee dhpe otheganahr k
buryi ng nmeans ha e Jnserted into said input inmage; and
sel ecti ng neans lggsgﬁ?géﬁﬁﬁgxéaid transforned data from said discrete
cosi ne transfecifonig Meddrmavihadetevting mleand rfoni detestingr mhethetl edre giot Nglectrmics
detects that said electronic materngrk gata ha$ been al ready. inserted into
said i nput i mage "GFrIak 4y o IREPriGA AT Pelrgady Bsericd gtostant npRLmage;
vat er mar K bureydoignideRRE bR NdasistleQbfC e Cor'eI S iNe! MedRInRE tagmABAREad0es
not detect that said electronic watermark data has Deen inserted into said
i nput i mage; and whithhdodsarot sififsplesaid nepul dmags bly eleta insprfiosaivdien shidcelpetepnireans
to an inverse di I ' 12 rgni c wat er mar k
i nsertion device%ﬁéﬁﬁﬁgg&ﬁﬁﬂﬁﬁg%%?§éaaﬁg?g?%n%gFgIe %gkgﬁﬁ?gpmaternark
detecting neans decides that the corresponding electronic watermark data is
buried in said input inmage, when a statistical simlarity Cis nore than a
specific value. 3. The electronic watermark insertion device defined in
Claiml, wherein said electronic watermark detecting neans: obtains an
image with said electronic watermark data converted into a frequency
conmponent; cal cul ates and extracts electronic watermark data Wi) using the
formula Wi) _ (F(i) f(i)) / f(i), where both an original imge and

el ectronic watermark data candidate wi (where i =1, 2, ... n) are known,
where f( 1), f(2), ... f(n) to which electronic watermarks are
respectively buried in a frequency range correspond factor values F(1),
F(2), ... F(n); calculates a statistical simlarity C between wi) and Wi)
using the formula, C= W~ w/ (WD X wD), where W= (W1), W2), ... Wn)),
w= (W1, WmM2), ... m(n)), W = the absolute value of a vector W and wD =
t he absol ute value of a vector w, and the synbol ~ represents a vector

i nner product; and - 5 SEP 2p(~ 25 detects that said electronic

watermark data is in a buried state when said statistical simlarity Cis
nore than a specific val ue.



4. The el ectronic watermark insertion device defined in Cai mJ], Hsﬁﬁé '
_said electronic watermark burying neans: sets AC frequency corrpg sm 1

), f(2), ... , f(n)) in a frequency increasing order over a frequency range
after a discrete cosine transfornationg sel ects el ectronic watermark data,
w1l), mM(2), ... , w(n), from nornal di ¥t ri buti on havi ng an average of 0 and

a dispersion of 1; and calcul ates respective (i)s using the fornmula, F(i) =
f(i) +a X~ f(i) ~x wW(i) (where ais a scaling factor) so that an image,
in which said electronic watermark data is buried, is obtained fromthe
frequency coudpiensalready inseitedhirft¢ s3id inpud irbagei, pufoedelacting fafd $lectBonidhvetermark

el ectronic waterpark insertion device defined in Claiml, . wherein.said

el ectroni c water ﬁ%?’ :30 bkifr %S%e%n%vgﬁ% :Sa@e%SCt?&’el‘f P’Ve@geu ﬁ‘yglgtg%%gﬁf%s (‘P‘ES I_QLOt) ,
f(2), ..., f(n))détectahitraileveyonit dagamarkgdas de be tnveted i nleepdonayertedrige
after a discrete cgsine.transfornation; sel ects el ectronic watermark data,
W 1), w2), .. SHCIRRUEIMAZe, 6y 5 normml distribution having an average of 0
and a di sper gjegfiosit waterdagk 6 AbB% foP SMRATHVAedthe ks HAG seRERHIK,
F(i) =f(i) + a X avg ~ f(i Wi) (where a is a scaling factor and avg
f(i) is a parti asa@\é@car@emwam@@tkutdetav%ﬂlwggomem(Si inteytdateh cerveagil e said

poi nts) so that i i i ] onic watermark data is
buried, is obtai P ediranshd ré’%ﬂ%rﬁg g‘ceglﬁrsg%‘int in which f(i) is
substituted wedahs Firishbjebting\date lisotwitich said@leetronickwitasedrk idata idduvried by said
conprising: discrete cosine transform ng neans for, subjectjng an input
image to a di scr 8PETYYS| WatePRy s?’BWﬁ‘éﬁi'g‘ﬁ?nSelt%c?? oﬁ’i‘iVErSG\/aPQ#‘%&“RPcféatnégll'an
means for detect tdiepdi@t her or not el ectronic watermark data to be inserted
has been already inserted into said input image; electronic watermark data
sel ecting neans for selecting electronic watermark data, which does not
affect said input inmage by data insertion, when said electronic watermrk
detecting neans detects that said electronic watermark data is al ready
inserted into said input image, or for selecting said el ectronic watermark
data to be inserted when said el ectronic watermark detecti ng neans does not
detect said electronic watermark data is inserted into said input inage;

- 5 SEP 2002 26 electronic waternmark burying neans for inserting

el ectronic waternmark data selected by said electronic watermark data
selecting neans into data transforned by said discrete cosine transformng
nmeans; and i nverse discrete cosine transform ng neans for subjecting data
into which said



electronic watermark data is buried by said el ectronic watermark burying
~nmeans, to an inverse discrete cosine transformation. 7. The el CS

wat ermark insertion device defined in Claim6, wherein said el B%ZUUZ
wat er mar k det ecting neans deci des that %he correspondi ng el ectronic
watermark data is buried, when a stati i cal simlarity Cis nore than a
specific value. 8. The electronic watermark insertion device defined in
Claim 6, wherein said electronic waternmark detecting neans: first

orthogonal |y converts an image with said el ectronic watermark data into a
f requency corrponent CBMEIP’d@ESCBﬁPEl@Na(@Fél‘IEEQRAMNGS\/at ermark data Wi)

usingthefo ) hoth. an ori e
and el ect ronl dv&h% ?gojé%é af%%tg{% %}i{ %c{v\(ﬂpgagv%%f@e presej}t Hﬁ'e t1or9 legﬁog?eq
known, nvdte Fﬁnafgér&)lpcalﬁ é2éa,d1ng of the fo)lowmg/matahdeiee@ipmgla?dwvd\ﬁhgr@:irkﬁzhﬁhe
respectively burjed i uen range correspond factor values F
F(2), ... F(f)8 k& elhq%ﬁkeélagr afsupipgn letio Wteénsr@t d@ rinsfgtion ﬁﬁ\a%{N
US' I'ng Ta&%ralﬁ %‘ﬁﬁrst@nﬁoxﬁnen‘fvofth@%sént"i@)entlmere W= (W1), W2), ... Wn)),
(W 2), w( n = the absolute value of a vector W and wD =
the absol ut e Figal s @be@pkvé@g@rn wlusémung e asotiopic wateappiksdaia gnserijac dejice
i nner c watermark data is in a
buri edBét%lﬂﬁ?eihv%gE&Sogggﬁlgg)gﬁegﬁE@?bﬁqsﬁr}ktﬁg\?{nﬁght is nore than a specific
value. 9. Thé&igllest abiick dag@mritistrativees toron-adesleaonike fvaretharkn déik ahsaron
wher ei g said electronic watermark burying neans; sets AC frequency
compon&RYiES@d1)  f(2), ... , f(n)) in a frequency increasing order over a
frequency rapge 4afst£aiagract §§ﬂ1@ihﬁ1g0@§ie&ﬁ>dtdfaﬁlﬁ§ﬂl’gr@édt&ﬂw weleBfilrk ®hL6VEoNi C
watermark data, w(1), w(2), .. w(n), fromnormal distribution having an
aver ag@CBFeWYéi’ﬁ’@Ida di spersion of I: and calcul ates respective (i)s the
formula, F(i) f(i) +a X~f(i) ~Xwi) (were ais a scaling factor) so
that an i mage, in whi ch said electronic watermark data is buried, is
obtained fromthe frequency conponent in which f(i) is substituted with

F(i). 5 S E P 2002 27 10. The electronic watermark insertion device
defined in Caim6, wherein said electronic watermark buryi ng neans: sets
AC frequency conponents (f( 1), f(2), ... , f(n)) in a frequency

i ncreasi ng order over a frequency range after a discrete cosine
transformation;



selects electronic watermark data, w(t 1 ), wW(2), ... , w(n), fL
di stribution having an average of 0 and a dispersion of 1; and @SEH?Q@Z
respective (i)s using the formula, F(i) =f(i) +a Xavg ~ f(i) ~ X wWi)
(where a is a scaling factor and avg fé') is a partial average of absolute
values of f(i) at three adjacent point % so that an inmage, in which said
el ectronic watermark data is buried, is obtained fromthe frequency
conmponent in which f(i) is substituted with F(i). 11. An electronic
wat ermark insertion device, coqgéisin . _orthogonal transform converting

[

means for subjecting anDERERIPTRQHOFIHE BYIBOIRBMENTES ansf or m conver si on;
el ectronic [ i : Lhserti ~el.e I at a
nto data tr HOPERIGD S e bR eTtRP Mhfin, W He A Qe EAET W iy VERAROZH uf

el ect r ottdchedvditasvimgt K det ecti ng means for detecting whether or not said

el ectronic M@;ergg%k dat% to be inserted by said el ectronic watermark
buryi ng meanS KhEMPRAA) eady inserted into said input imge; selecting

means for sefrgre ird EnfRdineiit dtuhe $aésdntl BAtEH Fi10bE RGP Badcribed R tdieefi®RANS
when said el ectronic waternmark detecting nmeans detects said el ectronic

wat er niitR teadrawingse Kejerring & Figd i the elesgtaonic wapumarkndageinsertipg degies eensistgof
out put iy tronLc watermark burying neans when said
eIectr%ﬂ?%ﬁ&gégghg?kggéﬁéagﬁoﬁgbneans does not detect said electronic

wat ermark data inserted into said input inmage; and nmeans for subjecting
data sel ected by said selecting neans to an i nverse orthogonal
transformation. 12. The electronic watermark insertion device defined in
Claim 11, wherein said electronic watermark detecting neans deci des that
the corresponding el ectronic watermark data is buried in said input image,
when a statistical simlarity Cis nore than a specific value. 13. The
el ectronic watermark inserting device defined in Claim1ll, wherein said
ort hogonal transform converting neans perforns a discrete Fourier
transformation, a discrete cosine transformati on, a Hadanard-Wal sh
transformation, or a Karhunen-Loeve transformation.



14. An electronic watermark insertion device conprising: - 5-§ ISE’PQ?@BZ
28 orthogonal transform converting nmeans for subjecting an input 1 nmage

an orthogonal transform conversion; electronic watermark detecting neans
for detecting whether or not electronic_yatermark data to be inserted has
been already inserted into said input inage; electronic watermark data

sel ecting neans for selecting electronic waternmark data, which does not
affect said input imge by data insertion, when said el ectronic waternmark
detecting neans detects that said electronic watermark data is al ready
inserted into said input image, or for selecting said el ectronic watermark
data to be inserted when said electronic waternmark detecting neans does not
detect that said electronic watermark data to be inserted is already

inserted into said i nput i - electronic_waternmark burying neans for

i nserting eIé@Pﬁﬁ?rﬂﬁﬁéfﬁhﬁﬁgﬁg éP%%Ye%gédf%§ Loans ?%Eig%ngﬁ wWaPBtmar k
dat a selectk%%'%pqujint qgtgrgogvgréeqabgrégﬁghgrtgg qgal transform
converting mears: and reans 1 orosu jec?ing data 1 m o ¢h* sal'd el ectronic

wat er mar k d%&%dtﬁ:o‘ﬁ% ﬁ%*ipé'rﬁgli:}g ﬂs&ﬂm{lgueo%g{gﬁgg?gumggt- ns to an

i nver se orthogonal ra orm conver si on. oni ¢ wat ernmar k

i nsertion d%‘ﬂe‘@c&gﬁiﬁ%%&ﬁﬂkn&&ﬁa M%;ewtéawn%ﬁ%aomo termark -

det ecting neans at said electronic watermark data to be inserted

i's buried i&:%@idéﬂd(}p%eémeb Wheans St othslicdérets £8s1hy C is more than
a specific value. 16. The ele6¥ron|c wat ermark inserting device defined in

Claim 14, whelRidt sandk 0ot hegopal 201 a9sé Ot FoL 08 VwatéAdaPRaAS tRe hor i a
di screte Fourier transformation, a discrete cosine transformation, a

Hadamar d- Waleh inssrsted ey i tite €l eatKanbhaneaténexekt bangingnahien.l 304
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an electronic watermark detector 180 for detecting whether
or not the electronic watermark data 140 is inserted into
data output from the discrete cosine transformation unit
120, a buffer 170 for temporarily storing data output from
the discrete cosine transformation unit 120, a selector
190 for selecting data from the electronic watermark
burying unit 130 or data from the buffer 170 in response
to the output from the electronic watermark detector 180,
an inverse discrete cosine transformation (inverse DCT)
unit 150 for transforming data from the selector 190 from
a frequency region to a time region, and an output image
160 to be output from the inverse discrete cosine
transformation unit 150.

Next, the operation of the electronic watermark data

burying device shown in Fig. 1 will be described with
reference to the drawings.

The discrete cosine transformation (DCT) unit 120

orthogonally converts the input image 110 from a time
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electronic watermark data 140 is inserted in the input
image 110.
In this embodiment, the buffer 170 is used to
synchronize two data to be selected by the selector 190
with each other, in consideration of the process time of
the electronic watermark burying unit 130. If the process
time of the electronic watermark burying unit 130 is
practically and negligibly short, the buffer 170 can be
omitted.
(Second Embodiment)
Next, the second embodiment of the present invention
will be described with reference to the attached drawings.
Referring to Fig. 2, the electronic watermark data
insertion device consists of an input image 210, a
discrete cosine transformation (DCT) unit 220 for
transforming an input image from a time region to a
frequency region, electronic watermark data B245 to be
inserted, electronic watermark detector 280 for detecting
whether or not the electronic watermark data 245 is
inserted into data output from the discrete cosigé
transformation unit 220, an electronic watermark data
selector 290 for selecting the electronic watermark data
A240 or the electronic watermark data B245 based on the

detection result from the electronic watermark detector

280, an electronic watermark burying unit 230 for
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inserting electronic watermark data selected by the
electronic watermark data selector 290 into data

transformed into a frequency region by means of the

discrete cosine transformation unit 220, an inverse -
discrete cosine transformation (inverse DCT) unit 250 for
transforming data output from the electronic watermark
burying unit 230 from the frequency region to thq time
region, and an output image 260 to be output from the
inverse discrete cosine transformation unit 250.

Next, the operation of the electronic watermark data
burying unit will be described with reference to Fig. 2.

The discrete cosine transformation (DCT) unit 220
orthogonally transforms the input image 210 from the time
region to the frequency region. The transformed data is
input to the electronic watermark burying unit 230 and the
electronic watermark detector 280.

The electronic watermark detector 280 detects whether or
not there is the electronic watermark data B245 inserted
into the input data. The electronic watermark data
selector 290 selects electronic watermark data bésed on
the detection result of the electronic watermark detector
280. That is, when the electronic watermark data detector
280 does not detect electronic watermark data B245, the
electronic watermark data selector 290 selects it. When

the electronic watermark data detector 280 detects
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electronic watermark data, the electronic watermark data selector 290 selects the electronic
watermark data A 240,

Because the input image converted into a frequency region is detected, it is not needed
to bury watermark information all over the space range of the input image. However, where a
watermark image is buried in a part of divided blocks of the input image, the missing
information about a block can be restored with information about another block.

The electronic watermark burying unit 230 inserts electronic watermark data selected by
the electronic watermark data selector 290 into an image. The inverse discrete cosine
transformation unit 250 transforms the output data from the electronic watermark burying unit
230 from the frequency region to the time region and then outputs the output image 260.

Inputting the electronic watermark data A240 with no frequency components does not
adversely affect the input image. Hence, the input image which previously contains the
electronic watermark data B245 is not substantially subjected to the electronic watermark data
insertion and is output without any change.

In this embodiment, it is assumed that the process time of the electronic watermark

detector 280 and the data selector 290 is negligibly short. If the process time is
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not negligible, a buffer is connected to the input of the
electronic watermark burying unit 230. The buffer
temporarily stores the output data of the discrete cosine
transformation unit 220 and then inputs it to the
electronic watermark data detector 230. Thus the process
time of the electronic watermark detector 280 and the
electronic watermark data selector 290 can be canceled.

Where the block coordinates are known, the electronic
watermark detection can be performed according to the
above-mentioned embodiment. It is not necessary that the
spatial block coordinates are known. However, it is needed
that the block size (k pixels x k pixels), conversion rule
to frequency regions, electronic watermark data, and the
like are known. Such information are predetermined between
the electronic watermark inserting device and the detector.
If the information is leaked to the third party, data may
be illegally replicated.

In the above-mentioned embodiment, original images are
subjected to a discrete cosine transformation (DQT). The
frequency spectrum may be resolved by performing
orthogonal conversion including Hadamard transformation
(Hadamard-Walsh transformation), wavelet transformation,
multiple resolution, sub-band method, discrete Fourier
transformation, Haar transformation, Karhunen-Loeve

transformation, gradient Hadamard transformation, and the
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like.

Each above-mentioned embodiment shows the example of
burying invisible electronic watermark data. However, the
concept of the invention is not impaired by burying
visible electronic watermark data.

Moreover, in each embodiment, the scaling parameter can
be selected from scaling parameters that add an additional
watermark value that adversely affects the visual quality
of data. The watermark value can be selected according to
the normal distribution.

As described above, the present invention has the
advantage in that since the same electronic watermark data
is not buried in an image plural number of times,
degradation in image quality can be avoided.

Moreover, the present invention can deal with electronic
watermark data visually or invisibly. Hence, the
degradation in image quality of the particular portion
where the same electronic watermark data is overwritten
can be avoided by detecting the presence or absepce of the
same electronic watermark data within an image with
reference electronic watermark data. Even the original
image copyright holder cannot insert electronic watermark
data to the original image twice or more so that the

author personality right can be substantially maintained

validly.
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1. An electronic watermark insertion device, comprising:
discrete cosine transforming means for subjecting an input image to a discrete
cosine transformation;
electronic watermark burying means for inserting electronic watermark data
into data transformed by said discrete cosine transforming means;
electronic watermark detecting means for detecting whether or not said
electronic watermark data to be inserted by said electronic watermark
burying means has been already inserted into said input image; and
selecting means for selecting said transformed data from said discrete cosine
transforming means when said electronic watermark detecting means
detects that said electronic watermark data has been already inserted into
said input image or for selecting output data from said electronic
watermark burying means when said electronic watermark detecting
means does not detect that said electronic watermark data has been
inserted into said input image; and
means for subjecting data selected by said selecting means to an inverse discrete
cosine transformation.

2. The electronic watermark insertion device defined in Claim 1, wherein said electronic
watermark detecting means decides that the corresponding electronic watermark data is
buried in said input image, when a statistical similarity C is more than a specific value.

3. The electronic watermark insertion device defined in Claim 1, wherein said electronic
watermark detecting means:
obtains an image with said electronic watermark data converted into a frequency
component;
calculates and extracts electronic watermark data W(i) using the formula W(i) = (F(i) —
f(1)) / f(i), where both an original image and electronic watermark data candidate wi
(wherei=1, 2, ... n) are known,
where f(1), f(2), ... f(n) to which electronic watermarks are respectively buried in a
frequency range correspond factor values F(1), F(2), ... F(n);
calculates a statistical similarity C between w(i) and W(i) using the formula, C=W - w
/ (WD X wD), where W = (W(1), W(2), ... W(n)), w = (w(1), w(2), ... w(n)), WD = the
absolute value of a vector W, and wD = the absolute value of a vector w, and the

symbol - represents a vector inner product; and
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4. The electronic watermark insertion device defined in Claim 1, wherein said electronic
watermark burying means:
sets AC frequency components (f(1), f(2), ..., f(n)) in a frequency increasing order over
a frequency range after a discrete cosine transformation;
selects electronic watermark data, w(1), w(2), ..., w(n), from normal distribution having
an average of 0 and a dispersion of 1; and
calculates respective (i)s using the formula, F(i) = (i) + a X | f(1) | x w(i) (where ct is a
scaling factor) so that an image, in which said electronic watermark data is buried, is
obtained from the frequency component in which f(i) is substituted with F(i).
5. The electronic watermark insertion device defined in Claim 1, wherein said electronic
watermark burying means:
sets AC frequency components (f(1), f(2), ..., f(n)) in a frequency increasing order over
a frequency range after a discrete cosine transformation,
selects electronic watermark data, w(l), w(2), ... , w(n), from a normal distribution
having an average of 0 and a dispersion of 1; and
calculates respective (i)s using the formula, F(1) = f(i) + o X avg | f(1) | x w(i) (where
o is a scaling factor and avg f(i) is a partial average of absolute values of f(i) at three
adjacent points) so that an image, in which said electronic watermark data is buried, is
obtained from the frequency component in which f(i) is substituted with F(i).
6. An electronic watermark insertion device comprising:
discrete cosine transforming means for subjecting an input image to a discrete
cosine transformation;
electronic watermark detecting means for detecting whether or not electronic
watermark data to be inserted has been already inserted into said input
image;
electronic watermark data selecting means for selecting electronic watermark
data, which does not affect said input image by data insertion, when said
electronic watermark detecting means detects that said electronic
watermark data is already inserted into said input image, or for selecting
said electronic watermark data to be inserted when said electronic
watermark detecting means does not detect said electronic watermark data

is inserted into said input image;
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electronic watermark data is buried by said electronic watermark burying
means, to an inverse discrete cosine transformation.

7. The electronic watermark insertion device defined in Claim 6, wherein said electronic
watermark detecting means decides that the corresponding electronic watermark data is
buried, when a statistical similarity C is more than a specific value.

8. The electronic watermark insertion device defined in Claim 6, wherein said electronic
watermark detecting means:
first orthogonally converts an image with said electronic watermark data into a
frequency component,
calculates an extracts electronic watermark data W(1) using the formula W() = (F(i) —
f(1)) / f(i), where both an original image and electronic watermark data candidate wi
(wherei=1, 2, ... n) are known, where (1), f(2), ... f(n) to which electronic watermarks
are respectively buried in a frequency range correspond factor values F(1), F(2), ...
F(n);

calculates a statistical similarity C between w(i) and W(i) using the formula, C
=W - w/ (WD x wD), where W = (W(1), W(2), ... W(n)), w = (w(1l), w(2), ... w(n)),
WD = the absolute value of a vector W, and wD = the absolute value of a vector w, and
the symbol - represents a vector inner product; and
detects that said electronic watermark data is in a buried state when said statistical
similarity C is more than a specific value.

9. The electronic watermark insertion device defined in Claim 6, wherein said electronic
watermark burying means:
sets AC frequency components (f(1), f(2), ..., f(n)) in a frequency increasing order over
a frequency range after a discrete cosine transformation;
selects electronic watermark data, w(l), w(2), ... , w(n), from normal distribution having
an average of 0 and a dispersion of 1; and
calculates respective (i)s the formula, F(i) = f(i) + o X |f(i)| X w(i) (where o is a
scaling factor) so that an image, in which said electronic watermark data is buried, is

obtained from the frequency component in which f(i) is substituted with F(i).
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calculates respective (i)s using the formula, F(i) = f(i) + o X avg L[If(\i,\)bj X W&) (where
o. is a scaling factor and avg f(i) is a partial average of absolute values of f{(i) at three
adjacent points) so that an image, in which said electronic watermark data is buried, is
obtained from the frequency component in which f{i) is substituted with F(i).
11. An electronic watermark insertion device, comprising;
orthogonal transform converting means for subjecting an input image to an
orthogonal transform conversion;
electronic watermark burying means for inserting electronic watermark data
into data transformed by said orthogonal transform converting means;
electronic watermark detecting means for detecting whether or not said
electronic watermark data to be inserted by said electronic watermark
burying means has been already inserted into said input image;
selecting means for selecting said output data from said orthogonal converting
means when said electronic watermark detecting means detects said
electronic watermark data already inserted into said input image or for
selecting output data from said electronic watermark burying means
when said electronic watermark detecting means does not detect said
electronic watermark data inserted into said input image; and
means for subjecting data selected by said selecting means to an inverse
orthogonal transformation.

12. The electronic watermark insertion device defined in Claim 11, wherein said electronic
watermark detecting means decides that the corresponding electronic watermark data is
buried in said input image, when a statistical similarity C is more than a specific value.

13. The electronic watermark inserting device defined in Claim 11, wherein said orthogonal
transform converting means performs a discrete Fourier transformation, a discrete
cosine transformation, a Hadamard-Walsh transformation, or a Karhunen-Loeve
transformation.

14. An electronic watermark insertion device comprising:
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orthogonal transform converting means for subjecting an input image to an
orthogonal transform conversion;

electronic watermark detecting means for detecting whether or not electronic
watermark data to be inserted has been already inserted into said input
image;

electronic watermark data selecting means for selecting electronic watermark
data, which does not affect said input image by data insertion, when said
electronic watermark detecting means detects that said electronic
watermark data is already inserted into said input image, or for selecting
said electronic watermark data to be inserted when said electronic
watermark detecting means does not detect that said electronic
watermark data to be inserted is already inserted into said input image;

electronic watermark burying means for inserting electric watermark data
selected by said electronic watermark data selecting means into data
converted by said orthogonal transform converting means; and

means for subjecting data into which said electronic watermark data is burigd by
said electronic watermark burying means to an inverse orthogonal
transform conversion.

15. The electronic watermark insertion device defined in Claim 14, wherein said electronic
watermark detecting means decides that said electronic watermark data to be inserted is
buried in said input image, when a statistical similarity C is more than a specific value.

16. The electronic watermark inserting device defined in Claim 14, wherein said orthogonal
transform converting means performs a discrete Fourier transformation, a discrete
cosine transformation, a Hadamard-Walsh transformation, or a Karhunen-Loeve

transformation.



