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(57) Abstract: Disclosed is an authentication device 
that produces a level of security against active attacks. 
Said authentication device is provided with: a key stor­
age unit that stores L (L > 2) secret keys Si (i = 1, ..., L) 
and L public keys y; that satisfy y; = F(s;) for an nth-or-
der (n > 2) multivariate polynomial F; and an interac­
tion-protocol execution unit that executes an interaction 
protocol with a verifier to prove knowledge of L - 1 se­
cret keys Si satisfying y; = F(s;). The interaction-protocol 
execution unit executes said interaction protocol with 
the verifier such that the verifier does not know which 
secret key Si was used. 
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