Drawings

: Shopping application
Terminal sorver
101. Enter an account and a
password for login
>

)
)

Payment application
server

102. Login verification
succeeds

103. Establish a first
login state

107. Link address of the payment

)

104. Generate device identifier
information, and establish an
association with the first login state

105. Synchronize the login state

=

application
-
108. Access the payment
application
-
111. Application access response
-

)

)
)

106. Establish a second
login state, and
associatively store the
second login state and
the device identifier
information

109. Calculate
device identifier
information

110. Acquire the
corresponding second
login state

FIG 1

1/3




Terminal

Shopping application
server

application

107. Link address of the payment

Payment application
server

105. Synchronize the login state

106. Establish a second
login state, and
associatively store the
second login state and the
device identifier
information

108. Access the payment
application

A |

202. Query validity of the first login state

-

203. The first login state is valid

111. Application access response

FIG. 2

Trusted login apparatus

I

I

| Login state generation Login state

| module synchronization module

L % _________ \_ _
31 32

2/3

| )

)

201. Associate the first |
login state with the |
second login state |

109. Calculate
device identifier
information

110. Acquire the
corresponding second
login state

|
I
|
|
I
204. Determine that both |
the first login state and

the second login state |
are valid



Login state generation Login state synchronization
module module

ri

! N

> 5] 2

: a0 =
Login state management f

module

Thd

Trusted login apparatus

Login state establishment Login state receiving
module module
52 \
53 51
Accessmrggz?gement —/_ Trusted login apparatus

3/3



