WO 03/083601 PCT/ US02/ 33648 1 Methods, Apparatus and Program Products for
Wrel ess Access Points Background of the Invention The description which
fol |l ows pwesuprsmwses know edge of network data communi cat ipemausameBessv t ches
and routers as used in such communi cations networks. In particular, the
description presupposes famliarity with the I SO nodel 5 of network
architecture which divides network operation into |layers. A typical
architecture based upon the |SO nodel extends from Layer 1 (also sonetines
identified as "L1 ") being the physical pathway or nedia through which
signals are passed upwards through Layers 2, 3,4 and so forth to Layer 7,
the last nentioned being the |ayer of applications programm ng running on
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network architecture. The disclosure also presupposes a fundanental

under standi ng of bit strings known as packets and frames in such network
comuni cat i ddackgrowsePofitheslnvention i s a fanm |y of specifications created by
the Institute of 15 Electrical and El ectronics Engineers Inc. for wreless
| ocal area networks in the 2.4-gigahertz bandw dth space. 802.11 can be

thought of as a W%Eeﬁ?ﬁ@f&%%hicﬁ(?MseE%%Bﬂo@é?ﬁﬁ%ﬁieﬁgfagdme@wgw'étﬁs to

each other and to t rnet at very high spee any cunber sone
Wi ring - basiaramupicatiohasiner switcrsisoandfrolieve as useddinesischpbomendriicet®ntso its

base station. Wth 802.11, electroni¢ devices cag é@l K. 20,6\)2_‘ ﬁ% h ot her
over di st ancedwerksabbpartiodar thadeseripian preguppesesiarulidgibyvitiiiedROaodel, st o

than song wi 6fer‘f,atvr\]/8|;i¥\glr(\wl9h@lf(_g%h?<g{ ?fvﬁie‘émétf/&ﬁ( oP&‘QtiSi%%nfb%QgrsSO,@ Wﬁélaccess

i ncreasingly known as el ative I nexpensi ve. net
poi nt can bearghitehiird baseabapdn FEOSCantbdal ExtenBRHED20DAPArSTL (AT doMEtiIRRS083601

PCeTUs02/ 336ifdlgntified as “L1") being the physical pathway or media through which signals are
passed upwards through Layers 2, 3,4 and so forth to Layer 7, the last mentioned
being the layer of applications programming running on a computer system linked

10  tothenetwork. Inthis document, mention of L1, L2 and so forth is intended to refer
to the corresponding layer of a network architecture. The disclosure also
presupposes a fundamental understanding of bit strings known as packets and

frames in such network communication.

The 802.11 standard is a family of specifications created by the Institute of

15  Electrical and Electronics Engineers Inc. for wireless local area networks in the
2.4-gigahertz bandwidth space. 802.11 can be thought of as a way to connect
computers and other electronic devices to each other and to the Internet at very high

speed without any cumbersome wiring — basically, a faster version of how a
cordless phone links to its base station. With 802.11, electronic devices can talk

20  toeach otherover distances of about 300 feet at 11 megabits a second, which is

faster than some wired networks in corporate offices.

Devices using 802.11 — increasingly known as Wi-Fi — are relatively

inexpensive. A network access point can be bought for about $500 and will

RPS920020151PCT1



2 coordinate the comunication of all 802.11 equi pped devices w thin range
and provide a link to the Internet and/or any intranet to which the access
poi nt i s WDnk®ske01 The cards that | et a | aptop conputer or parhesn2/stews ce
"plug” into the network cost $100 to $200. Sone personal comunication
devi ces cone enabled for 802.11 5 comuni cations w thout the need of an
additional card. Wreless 802.11 card® and access points are flying off

t he shel ves of conputer suppliers. People want and find easy connectivity
wi th 802. 11- sdcardihatelther codmusication lof ak 808 riksequipped devikepwithinopngeaadf or mal

S o s Pk e e S St e oo loh RS ee RoRRekS o e
i s having pr?ﬁ@%{aﬁth%@étgp t&&éoﬁqante@_owpyqugle@tg “Blig2 b HEBASNOMIBE &

comuni cat i on. eading rapid ge students are setting up
net wor ks i n $160 to $RDONSoarapersanhatcanmraanickbibikdevines comemsiabiedibr a2.11

Franci sco are buil ding 802.11 networks to cover thejr neégg%rhoods.
St ar buck® CofgMMupiGatigrs Witheyt thanegsof an gaditippalca Vﬁ'ﬁ‘ﬂ?ssl RAFds@ngr s,
are installi ; r j [ ' .
hotels, in ag‘%gggﬁ Smﬁgﬁl‘g@iglpﬁéﬁé;?%én@ssqfEQ@??}eég?%ﬂgr%yﬁ cgrlme?:?t(@m 'Intd has

been repor t egbytdoaneciivity2AHBOZ. he-standaed pridugto [BuehusitwgrksiarehBsknbaoal
area networks rose by 150 percent, accordi neg to Synergy Research G oup.
Cahners | n- whorefynial namssss adthpe Wirkfass neiwedd g Keeomedradreses. idsm

sees the numgbilggdg%cméﬁ)ogésoﬂgm%grs I n business growng from®6.6

mllion today TO nore on by 2006. Feeding this trend is the
fact that alnost a quarter of all workers in small or nmedi umsized

busi ness are nobil e workers, spending at |east 20 percent of theirtine
avay frdtht he of fPrayiding peirewch wirglgss speed pbrmedestPrigeds hayiRgasotosinghy

70 ) R B U b e SRl Tk SRS WIAS D 350
peopl e i nst agdreadichg rapiIRY €olege bludieityvard setting Lipdastworkicintheie deasas tanend
will inevitably spill over into the hone networking market.
cafeterias. Folks in some parts of San Francisco are building 802.11 networks to
covertheir neighborhoods. Starbucks Corp., United Airlines Inc., and Holiday Inn,
15 among others, are installing 802.11 networks in their shops, airport lounges, and
hotels, in a nod toward their customers’ desire to stay connected. It has been
reported that, in 2000, the number of people using wireless local area networks
rose by 150 percent, according to Synergy Research Group. Cahners In-Stat
Group, a Scottsdale, Ariz.-based market research firm, sees the number of
20  wireless data users in business growing from 6.6 million today to more than 39
million by 2006. Feeding this trend is the fact that almost a quarter of all workers in
small or medium-sized business are mobile workers, spending at least 20 percent
of theirtime away from the office. Wireless e-malil is their prime need, which is why
mobile computing products with always-on e-mail capability continue to sell so well.

25 In early 2002, it was estimated that between 25,000 and 50,000 people install and

manage 802.11 networks every day.

The wireless trend will inevitably spill over into the home networking market.

A majorreason is price: The cost of access points, equipment that connects to the
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A major reason is price: The cost of access points, equi pnent that connects
to the RPS920020151 PCT1 WO 03/083601 PCT/ US02/ 33648 3 wirel ess network;
and net wowb a3nssnf ace cards, or N Cs, that make the |ink pemvesen3scihe PC
and the access point, is dropping. Those [ow prices catch the eye of
shoppers, which is V\/ny the hone market grew 20 percent in the last quarter
of 2001. 5 Successor technol ogies to302.11 are on the horizon. One is
ultra-wi de band radio technology or UAB, which uses a w de spectrum

t echnol ogy awirdless nqumﬁkr, an@nemlsmrfmwr@a onNites, j,haimkeélp@h'm( beiweeni | | be
per haps ten er than 8 ffer, fromso S
exposur es déb@ @é’d‘%h Ieeaccﬁﬁﬁtqﬁ’@? é’r’qp\ég\g ?@]oﬁgl'BW focersag?PtBhfitF%&éfgrf?y
function di rgﬁ%}] f system
central processors anrﬁ net Wﬁ?@?gs@%%%%z?#%{%@ﬁ Lﬁgﬁ%?f(s) rf?soe{né a
real dil emme001.presents. Once again, information technol ogy

adm ni strators and users are caught between ease of use and requirenents
for security. There are two rraj or problenms with wireless today and which

can be agti cipat e%’u%%\/s\ﬂé?ﬂ%{cj e@ttegdﬁﬁféﬁéj&’?the%ligﬁ t@% |saulir t\&’ieeOf ten

15 it is inplenen security at eot I's that

the out-of- Bdm}rla@hb@@hubldgyo@mWanhloﬁuédseaMdtssmmnrtmwtécrﬂmbgymrrown are
conpletely ineffectual. According to Gartner Dataquest, about thj

percent of d?QW%fdPrﬁaﬁﬁféé dafgiatp V&%'&'H’ﬁé?@?d ndWB W heRarhapstendmes ’J@%%g;
W rel ess net p@ﬁ Koo % S)r/]eq uﬂyffo% gbmlo ftﬂeﬁs%%%efwfgp%d&rcﬁbed fme:lgeﬂ?\ngﬂ'?érness

or cafe next eSS netwo usl ness be 1 n

trouble. W rl§hl¢§ﬁl0lt&l(ﬁ‘%ﬂ@ﬁd© feargiency furiatioh,direltly oh chipasvigch perfbim bthdro a
new t echnol ogist Jdynpic sport: war driving. The gane is all about seeing
how many0 potfeRetiens %lé-‘l*g@% systemrcasdray §mﬁ955NSI anchaetwosk RERARSEOE play is a

| aptop, a wireless PC card, and sone software. War driving has been w dely
di scussed in the technical press and on

And there's the problem, and a real dilemma it presents. Once again,
information technology administrators and users are caught between ease of use
and requirements for security. There are two major problems with wireless today
and which can be anticipated as remaining into the future. One is that all too often

15 it is implemented without any kind of security at all. The other is that the
out-of-the-box security options, if the consumer switches them on, are completely
ineffectual. Accordingto Gartner Dataquest, about thirty percent of all companies
with a computer network have some kind of wireless network, either official or
rogue. Furthermore, if the business or cafe next door has a wireless network, the

20  business might be in trouble.

Wireless is so wide open, infact, that it has given birth to a new technologist

Olympic sport: war driving. The game is all about seeing how many potential targets
canbe found. Allthatis needed to play is a laptop, a wireless PC card, and some
software. War driving has been widely discussed in the technical press and on

25  technology web sites, and does occur on a regular basis. The new hobby for bored
teenagers and technogeeks is to drive around with an antenna and GPS strapped

to a laptop hunting for wireless access points. While most are not maliciously
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25 technol ogy web sites, and does occur on a regular basis. The new hobby
for bored teenagers and technogeeks is to drive around with an antenna and
GPS st rappeds/osxwon | apt op hunting for wirel ess access poi mCI/USMYBIcas nDSt
are not maliciously RPS920020151 PCT1 WO 03/083601 PCT/ US02/ 33648 4
attacki ng networks and are carefully preventing thensel ves from accessi ng
the network and any of the files contdained therein, not everyone is so
polite. One of the nore popul artools used in war drivi n?, Net St unbl er,
tells you thatackogesstwpdisandrresarefivdy heaveatiog yipemeeives fromaateassingribe

nunerous other bits of 5 [nformation. tStunbler is also a great tool for
R ni st r at GIEWOR frd any o EnieF ot Tisrith Aot £ o EosSa8ig: ne s whi ch
have been connected in their organizations. One user picked up twenty

access points during a quick drive down Hi ghway 101 in Silicon Valley.
Anot her user, cr uDseoigheheré popular tablsdisedin war drivirigy NeétSturmdotet, talis yay the

antenna made from an enpty Pringles brand potato chi,p can found 10 al nost
si xty accessa‘-‘;‘}@ﬁﬁt@'ﬂtt’i‘amﬁxt”‘ﬂ?t TRAGEYPNAG '§r?@@%fesdvén 'W"é@é‘sr‘?@?‘?ﬁé}"ﬁ Aniffer

for Ll tidhrlaieh e IRBler K alsb® SRR GARTRAdinistiatd t%@gga@@g:

AirSnort is a I nux-based tool t rires to recover encr
These and napgusplumautidrized araecéseglointavahichbhavenbedre damnectest in Aheliough

organi zations still nust be vigilant about securing their main 15 |Internet
gat eway, t heoreanlgav%rtSeOﬁswﬁ%P@ke$ dp %&MB‘PQ?@S\HOFEE dudnga qvﬁkdﬁ'ﬁﬁaoweer s

the i ' . . . 2 Ho
many of t hoddONRE7 1R El ARG VIByBancite isel o g R T AAGe] GEPEATHERA |, ™o

not, your iadcugiadanahtennk madeirbmearedringty Prirggiesibrassl pottatoahiseamfoangour
main Internet gateway is. Until 802.11 and UWB are nade and proven, secure,
smart ntd wordmeshaigy ascess RAINTS inibirly MBIUtSs. dsmetis andrgless netwpréseiferiaroy ees
| acki ng aut ' | L fk | e ; .y, store,
bay & v r ol asbUE i decifiaffoffhe cding Bababite AT RSB A SHERIY a2
power it up lgenxBasadiobithatfiaes torapdbwmrencsption keysThese and many more tools

are freely available on the Internet.

Although organizations still must be vigilant about securing their main

15 Internet gateway, the corporate perimeter is expanding wirelessly. How many users
access the internal network via a VPN or other means of remote access? How

many of those users have wireless networks athome? Are they secure? If not, your
internal network is vulnerable, regardless of how secure your main Internet gateway

is. Until 802.11 and UWB are made and proven secure, smart network managers

20  willkeep worrying. Particularly where employees lacking authorization to do so go
to their friendly computer supply store, buy a wireless access point, bring it to their

place of employment, and power it up connected to their employer’s intranet.

It is important to note that access nodes or points today generally function

at Layer 2 and have no knowledge of Layer 3 addressing, while the edge router

25  which they are connected to has full knowledge of Layer 3 addressing. As
technology has advanced more and more function has been incorporated into the

access points. Forexample, originally these were simplistic “wiring concentrators”
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It is inportant to note that access nodes or points today generally
function at Layer 2 and have no know edge of Layer 3 addressing, while the
edge routwo 038836nhi ch they are connected to has full knowpedgsozs3cumyer 3
addressing. As technol ogy has advanced nore and nore function has been

I ncorporated into the access points. For exanple, originally these were
sinplistic "wiring concentrators" RP$920020151 PCT1 WD 03/ 083601

PCT/ US02/ 33648 5 such as the | BM 8228 which was a conpl etely unpowered
product . Todsiychdsdbe |BRR228wiioh mas acompletaly uapewergdaroguawl oday theset h

full know edge of th ayer. 2. Or di.um Access, Contr ol Q),,...adgr esses
of the devi C%gcersﬁgplr%bp{qilmg&% %@%’%W‘W@ﬁ?%ﬁ%'”ﬂ?%&%‘?é@@‘%@ﬁ 29?{. 5 1n
the future tmgamn%%és‘ﬁ GBQ%IS(MN@)E Babihasad beiHe @vidddthapaie ddpineRidd to
Processors (as separately described in the literature), wll becone fully
Layer 3 awathem,berthegwimléss omwireédpect to knowi ng the | P address of end

stations connected to them O course today, an edge router already has
this knowl edge of I P addresses of end devices connected directly to it.

Today al} edge ”qgelﬁeafﬂﬂjréQhé%‘éc%tééemgéigf?%& RSV of MR R0kt Netwerkbe,

via the network, connected to a Managenment consol e using a
messagi ng prPtoeessorsiavseparatelyplescribdt inchk lidrahgewilt béranhe tully L(eHEMB) . | n

the future all access nodes will have this capability. Summary of the

| nvent i on 15AYRE, BRASHTYIMESRECHA knaw'r@éh%'Ppef&f}sg%of&?&'bﬁtatmwﬁe?% k
adm ni strat r ' | : rlggﬂ,ﬂ

unaut hori zegﬂ,’O @génég?}g%ﬁ"r’ﬁ% ??%%ge%lyéd%%z(?%@f %gglaﬁﬁgﬁﬁéﬂge segg aléto)t I,fnor
networks. A Addrebsgs plirepasdevicest coreieats ddirelstlyetonit. niddanalbbdybeoges @naphi ¢

| ocation of an unauthorized access point. The present invention also has
as a pulPoseSHRABCEASS BoRdes MBY% theurarakiity 4e be. ¥ia the NehNae FORRPEBAEP 8 t he

activity of gof Ak Mnafigdthamt AHdofes dsingCs FircssBYINYt profd¥dl known as Simple
Network Management Protocol (SNMP). In the future all access nodes will have

this capability.
Summary of the Invention

15 The present invention has as a purpose enabling a network administrator or
manager to identify the presence of a rogue, or unauthorized, access point, thereby
assisting in enhanced security for networks. A further purpose is to enable
determination of the geographic location of an unauthorized access point. The
present invention also has as a purpose enabling a network administrator or

20  manager to control the activity of a rogue, or unauthorized, access point. The
present invention also has as a purpose enabling a network administrator or
manager to automate the control of a rogue, or unauthorized, access point, thereby
assisting in enhanced manageability for networks. The presentinvention also has
as a purpose enabling a network administrator or manager to control the

25  accounting or billing for activity exchanged with a network through a rogue, or
unauthorized, access point, thereby assisting in enhanced financial security for

networks.
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present invention also has as a purpose enabling a network adm nistrator or
manager to autonate the control of a rogue, or unauthorized, access point,
t hereby weB®83isng i n enhanced manageability for networ ks PCTHES0ps3msent
invention also has as a purpose enabling a network adm nistrator or
manager to control the 25 accounting or billing for activity exchanged with
a network through a rogue, or unauthdrized, access point, thereby
assisting in enhanced financial security for networks. RPS920020151 PCT1
WO 03/ 083601 PCT/ TSt BBpdses abe purssied by meikeds, apparptussanskbrogranepriodosts

apparatus and program products ich i tor access points through which
data can be ‘éﬁ'éhﬁ%é@r%‘%eﬁsgoﬁﬁ‘é?%%hV‘W?)'&%ﬁ?‘iaﬁ"f‘n %‘ﬁgﬁﬁgﬁi 'L’b%n%@@égs

poi nt, and c : LB )4 ot ; } i af
bescr | pt 1 on pniihan BFGAafREcbis ol BRI Corblis Ry RO SaBed g
been stated,psihhers will appear as the description proceeds, when taken in

connection with the acconpanying drawi ngs, in which: Figure 1 is a
schematic representation of a network installed within a facility, 10

i ncl udi ng V\Déb%* Ebiseﬂpﬁgﬁpd’fttﬁé [ﬁ,)é%iﬁgg and a server conputer system and to
S

whi ch an” unauthorized access pol nt been attached; Figures 2, 3, 5 and 6
are sinplified flow charts show ng steps perforned in the network of
Figure 1; Figure 4 is a schematic representation of a wireless access point
such as 15 may bBomgetiheeurosea of the invenlion kavinghpen stafgdgoiherswilaaPredi ch

i ncor por at es ce

D o o e O o R AR B Gah P oot oA
appropri ate @agifds,imM&hierstems of Figure 1 to
Figure 1is a schematic representation of a network installed within a facility,
10  including workstation computer systems and a server computer system, and to
which an unauthorized access point has been attached;
Figures 2, 3, 5 and 6 are simplified flow charts showing steps performed in
the network of Figure 1;
Figure 4 is a schematic representation of a wireless access point such as
15  may be functional in the network shown in Figure 1 and which incorporates a
network processor; and
Figure 7 is a view of a computer readable medium bearing a program
effective when executing on an appropriate one of the systems of Figure 1 to

implement the steps of Figures 2, 3, 5 and 6.
20 Description of the Preferred Embodiment(s)

While the present invention will be described more fully hereinafter with
reference to the accompanying drawings, in which a preferred embodiment of the
present invention is shown, it is to be understood at the outset of the description
which follows that persons of skill in the appropriate arts may modify the invention

25  here described while still achieving the favorable results of the invention.

Accordingly, the description which follows is to be understood as being a broad,
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I mpl ement the steps of Figures 2, 3, 5 and 6. 20 Description of the
Preferred Enbodi nent(s) Wile the present invention will be described nore
fully herwomafsmoi with reference to the acconpanyi ng dramcmgsp2/dis4shi ch a
preferred enbodi nent of the present invention is shown, it is to be
understood at the outset of the description which follows that persons of
skill in the appropriate arts may nodifythe invention 25 here descri bed
while still achieving the favorable results of the invention. Accordingly,
t he descri pttieanhingidisclésare divecied to petsongofiekill indbe appropiaig ads manshoot as
RPS920020151, PCT1 WO Oﬁ/ 083601[ .PCT/ US02/ 33648 7 teaching disclosure
directed to [BIRGMEOPNEBreseNtINYGINORnhr opriate arts, and not as limiting
upon the present invention. As briefly nmentioned above, a problemw th the
proliferation of the 802.11 standard is that it is easily possible for a
person to set up As biieft) mestiagedalsoys)aproblBnt witlathegiratiiekation dffitoei802 Ha

I nformati on technol,ogny (I.'T) organi zatjon res&gnsi bl e for managi ng the

net wor k knov#tagdamsdainatit is gasily passiblefos giratsploRpl MPA wielgee 8CeSSRAM: s may
be (and wsual. r ) i : ' -he. to
Che. notudr k- 2P MiEEOM L ARaib G p LR TS ki oo RIERT, Lp.
it may be dimbhaginy thendeiak kRhoringyabolditqUikisys agrébiemsicansé suttahcddesy are
there or how they are configured. This can var dependi ng"fnupon t he

speci fic typroigt na@acegéar&wa"u@m)dp@eowwr@ﬁéxﬁégoﬁwwgtg VeHd 86G8SSn, as
di scussed m)lrothaWem pkgeﬁr?d.ng?{atl% idi trhre?e}\ﬁ. solutions for sinple access
? u er %or I'm

points are to uSe ar software) on a nobile conputing
devi ce such as a notebook or personal digital assistant (PDA), use signal

strength 15 neasurenents to determ ne when the user is getti n%; closer to or

further away fronfVhen susbeaccegsipaints amiPHewR hBiAvde AEfAdacetediag BYndex
;Opgi gﬁ] 5”,[ ge%deé;r}/ihgﬁr&%ﬁ%@?ozr%%g Wity drS ttRdte BPALK B FERonfi#H8. Thid BAvafAUI T es
depending upon the specific type of access point deployed and the network
sophistication, as discussed more fully hereinafter. Current solutions for simple
access points are to use Net Stumbler (or similar software) on a mobile computing
device such as a notebook or personal digital assistant (PDA), use signal strength
15  measurements to determine when the user is getting closer to or further away from
an access point, and make manualreference to an index to determine if the access
point is an unauthorized "rogue”. vThis requires a person to periodically sweep

through a facility to find any unauthorized access point.

This invention provides several ways to locate unauthorized access points

20  quickly, without the necessity of having a wandering user.

Referring now more particularly to the Figures, Figure 1 illustrates a network

10 having a server computer system 11, a plurality of authorized access points 12

which may be either wireless or wired, and a plurality of workstation computer
systems 14. Each workstation computer system 14 is coupled to the network,

25  eitherthrough a wireless connection or possibly through a wired connection or both.

Depending upon the size and scope of a facility, managed networks may have a
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through a facility to find any unauthorized access point. This invention
provi des several ways to | ocate unauthorized access points 20 quickly,

wi t hout twe mmsmesity of having a wandering user. Referri mgTnsne/swsie
particularly to the Figures, Figure 1 illustrates a network 10 having a
server conputer system 11, a plurality of authorized access points 12
which may be either wireless or wired8 and a plurality of workstation
conputer systenms 14. Each workstation conputer system 14 is coupled to the
net wor k, 25 maix bletypeh b systemsian@itypas efoeorisctions.orTheowsikistationsrroay bea

hnaged. net viAREOTaPTIRHE YRS DY i b Sy P g tanses BB 648
8 m x of typt%%d?‘fon%?&é‘é?@oﬁ&@niﬁ)f@ﬁér%{st(%@Wh&%vic@gﬁawlgéfﬁde@%\g”ﬁy be

not ebook conputer systens, personal digital assistant systens, advanCed
function teheptawer 1Qdvktigpther acdasstpoiets. syst ens, or ot her devices

capabl e of accessing the network 10 through the access points. 5 Access to
the network 10 may cone through an authorized wirel ess access point 15

and, 1n ghe 1% USALQSS ARtk 1%%%3%95%#99&'%ﬁﬂe@wré@ggsﬁyeé sel ess

access point 16. e rogue access po have been establis by an
i ndi vi dual opoigt 1B.andiatthedlustratealrietivbek, kirougle dg@nauthoeized ssrogoe efiretdss

i nformati on technol o%y managenent. | n accqordance w Lh soneaé)@ur%iges of
thi's i nventi/EeSEMOINIEdethectooyR ashESs BERY i16rHNaY havr Peey setabizhed bpa Mt 16

Is a goal to : ' | - fron, at
| cagt Jone, - PONSHEEBEReLEREfing wiRoAASKAGRRRGH BeliEeRha f intdHiftoh
equi pped wi ttechndlagy mahggémentvin atasdance witllseme bugspses ofthisinveattionpthet o t he
network 10. This or these workstations also have nonitoring software

i nstal | 89, sdrtACtRN apd losatipmeldhe rogleacGess PRBENBds 8 goadp deackgMPYsher
gathering informati on about all wreless access points with which the
system can conmunicate. In addition, and in accordance with this

i nvention, the sytagbr)ance with the present invention, at least one, if not a plurality or
even all, of the workstations 14 is equipped with a facility for wireless or radio
frequency connection to the network 10. This or these workstations also have
monitoring software installed, such as Net Stumbler, which is capable of detecting

15  and gatheringinformation about all wireless access points with which the system
can communicate. Inaddition, and in accordance with this invention, the system(s)
also has/have reporting software installed which is capable of passing the
information gathered by the monitoring program back into the network 10 and to the
servercomputer system 11. Figure 2 represents schematically the functions of the

20  software installed on a workstation 14 in accordance with the aspects of the

present invention here under discussion.

Where it is desired that a minimal number of monitoring and reporting

systems are used, the number may be reduced to what is known mathematically as

a dense set. That s, a set of systems close enough to all points where a rogue

25  access point might be located that at least one system will detect the rogue. For
a small building or area, a single system may provide the dense set. For larger

areas, a plurality of systems as shown in Figure 1 are more desirable.
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al so has/ have reporting software installed which is capable of passing the
I nformati on gathered by the nonitoring program back into the network 10 and
to the swowemsmonputer system 11. Figure 2 represents sclrematSonadehy t he
functions of the 20 software installed on a workstation 14 in accordance
with the aspects of the present invention here under discussion. Were it
is desired that a mininmal nunber of nohitoring and reporting systens are
used, the nunber may be reduced to what is known mathematically as a dense
set. That is, a sEhepfeseptinyestien goateamdalgs that the infpenatien gaesehaberfue 25

[ 1 ght_be | h | ola 1l d .
fogue. For " ackeainois FpnEOdy 3redthelaaR iR E¥uges Libtaibton BGH A ohE  dense
set. For |argeigtr re@erﬂw/(eﬁhéﬁalsea‘;or%ﬁ@%f@stﬂattﬁ@%itbnn st ad' ©

nmore desirable. ° RPS920020151 PCT1 WO 03/ 033601 PCT/ US02/ 33648 9 The
present i nvebe executed peripdiealysas diatingdishdchrommentionoysly hEnes thbsoeftwargccess

poi nts dgt ect eg%}lgé a vvoréstat i on will incl uds I.nf or mat lbon. abohjt Si gnal
strengt hS THEIGH BEEXECHRY QAER B NANLYS 0B6RE SAY ALERANMA! PERBERDAPYSSPAG
software mayi, Q@oiaﬁ%&ﬁﬁ Bﬁré%sﬁ%' Burden dbre Ui sde df k@M SREttigHOUS! Y-
Thus, the software 5 'mg e executed once an hour or once a day during

nor mal busi nEzecutingribe sworitoringoscdtwaird magpresjuirg tampexardyg settimglibe adetwaonk ot her
uses of the workstations. Executing the nonitoring.,software may require
tenporarily 6 qcﬁgcﬁ‘ﬁgmg;‘()\ABF RN'r‘?|ﬁ$Seﬂ'?t§E(@C%a!F‘EP @Na erept {ads é‘i&ai?'%rerface
into a diffey T | 1 [ rface
56 that - hor nfomaNBAMER reERIG the iRleRieB s et oAl i ation Bdhuis) The T 2C
as to be0out sardie tbee auitkbrneErssughf soasto be omsideathe awasensss dfonostor motallimay

al so include an initial check of the activity of the access oi nts sensed,

in order tha‘t’s%'ﬁgMﬂni@(if‘gﬁ'@‘?haﬁﬁdﬁﬁliﬂ"é@rﬁﬂt‘@t@aﬁ’ﬁ‘eﬁé%H}ﬁ%ﬁf"l'té(toéﬁ) access

Sg: In P ;?t S\ﬁ'e . ;#Ziipf%%e?’os@ﬁ,nﬂlo?d&ﬂrhgféi@ﬁél%retnﬁtm'é%eferH\érlntls. cBh B¢ dipropiatdit @

calibrated.

Using a single workstation to monitor will provide two data points: whether
15  there is a rogue access point and the signal strength of the rogue access point.
Discussion will follow later in this description of the potential advantages of using

multiple monitoring stations.

As monitoring occurs and information is gathered, the information is

reported through the network to the server 11. The information transmitted may be

20  encrypted or otherwise sheltered against inappropriate access. The serversystem
has software installed which receives the reported information, maintains a list of
authorized access points, and compares the reported information to the list. The
server system thereby identifies any rogue or unauthorized access point, such as

the point 16 in Figure 1, which has come within communications reach of one of the

25  monitoring workstations. The server system also stores information about the

reported signal strength.

The responsible IT organization will know the location of each workstation
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15 there is a rogue access point and the signal strength of the rogue
access point. Discussion will follow later in this description of the

pot ent i al wadsastsages of using nultiple nonitoring stati orET/UA82/83A8t Ori ng
occurs and information is gathered, the information is reported through
the network to the server 11. The information transmtted may be 20
encrypted or otherw se sheltered agai A8t i nappropriate access. The server
system has software installed which receives the reported information,

mai nt ai ns a 14 st befablado ketdrmdnk Hed docatiooi (sheyldavel wookgtatiars be meobiep byt ed
information to the Jjst, The server systemthereby identjfies any rague or
unaut hor i zeda%b%%ghbﬁﬁﬁf‘,al %Eﬁf‘ﬁﬁ?@? thhréplggieglac%sq %ouﬁs&up aiﬁ"%?‘ﬂ"itﬁ 1Egs
come within i &at i .on : f | & O i ons.
The. server siad LarinaheCt SRR Sorafior arki1fe KpdRRl St ergha sl fe

strengt h. Theetees@oobabbgué acoegapvingthetocatibh damwgubactessipoiohcan beach
wor kstati on RPS920020151 PCT1 WO 03/083601 PCT/ US02/ 33648 A 10 14 or be
abl e to Bet edeferminedat FigyeeBirgrrassnby sehermatigalystha: fupstions abie ggftwgre

anal ysis of : ' ' s the
poi nts 15 dhg%ilébﬁ?hezéé@@gw%gﬁ{mﬁnﬁsa[cl%ﬁ?%érr%%t\?gﬁec%ztggp ? ﬁ%é?tgt)bgﬁpgd

si gnal strengtbgstisif,. the detection of a rogue access point, the |ocation of
a rogue access point can be 5 determ ned. Figure 3 represents schematically

the functions of the software installed on the server system 11l in

Contempl ates. t hat [ IharBs0r Rrr o ot PlasttE e BberdRneRER S B ARl B 7

contenpl ates tha S descr

activities asnhrRéd®lyROchhERitRSSspEGAdiSg ARERES acticst holhi @istriblteaitafough0 an
area to be nonitored and which are specifically not connected to the

net wor k10 Sucén aigartp begueritorpdiand whigh aregineeifigallyaet aonpreteditatha Rk about
relative si gﬁ@cl(? @'-Z m tcggs 8&Htsr\mIYpr%%%ese}da‘it[bnlaﬂﬁﬂ)trh%oﬁ 8586t?e|%\'/é3£]gﬂ§1"e

been positio
strengths and may assist in locating points which have been positioned somewhat

remotely from authorized access points. Additionally, monitoring stations which are
inactive as workstations may likewise be distributed through an area to be
15 monitored specifically for the purpose of monitoring areas which may be somewhat
remote from the usual distribution of fixed or mobile workstations. Information may
be selectively gathered about monitoring stations as well as access points,
providing additional data points for analysis. Such information about other clients
may be monitored and reported, and the server system may use such information
20  to locate — or not locate — monitoring systems as well as rogue and authorized

access points.

With the workstations and server system cooperating, the present invention
implements a method in which monitoring access points through which data can be
exchanged with a network occurs, an unauthorized access point is identified, and

25  thelocation of the identified unauthorized access pointis determined. This follows
from equipping each of a plurality of computer devices to detect access points
accessible to the device and to report to a server computer system the identity of

detected access points. Monitoring comprises intermittently and periodically
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renotely from authorized access points. Additionally, nonitoring stations
which are inactive as workstations may |ikew se be distributed through an
area to bwolb3/08mnitored specifically for the purpose of mpartusoz/ssg4@r eas
whi ch maybe sonmewhat renote fromthe usual distribution of fixed or nobile
wor kstations. Information may be selectively gathered about nonitoring
stations as well as access points, pidviding additional data points for
anal ysis. Such information about other clients my be nonitored and
reported, andetelmirsmy Wer asgitadlity rdyaceses poitis,i whichrean be itermiteintly angl - or
not |locate - monitori syst.ens,as we|l .as rogue and authorized .access
poi nt s. Wthp?rh@'%&kggﬁrmggaWS E@'lﬁgﬂlﬁ‘%ﬂt CRESSoPRING iBYg MAHEripe ellent

i nvention i : ' i ' | i hit SytizRrapugh
whi ch dat a Cgﬁe'o‘%g@r me"?(% [’;ﬁ%‘l%%eﬁ I%wnéei?a wor E)ré?é L{@'%ﬁﬁ;ﬁ? hgﬁr?%zt%ﬁ aglccess
poi nt is i deohadtherzedacteds pointid doratbyaongparingthé demtity ofexonitvaied hocessed
access point is determned. This follows frome uig&igg@each of

plurality of PeiBifithea dafabpseel duheriaskaccaes RS s Hated é*_é%'@%ﬁi@a@f@nt he
devi ce and t%eﬁﬁﬁ%ﬁ Ejg%ﬁtﬁgriggﬁ\pé%ﬁegg BBikE d8¥§tg§ﬁ%’rng%ﬂ(iﬂ%ﬂ%é ‘0&3%?? SﬁtaeCt ed

access points. rrses rntermt eriodica
RPS920020151pldtAlity \OD dddDtdp @kvices/ AISOR midcH 8epdit dkaeetion of nige tidentified

avai lability of access points, which can be intermttently and

peri odi cal | yuoRtBprized AecassePUMai | ability of access points by nonitoring at
predeterm ned regular intervals or at randomirregular intervals.

| dentification an wunauthorized access point is done by conparing the

identity of nonitPeeis pereisthe ppesdtitsissubsion, idfdrataaisn cohcauintpan aecksaccess
points. Deternmining the |ocation of an identified unauthorized access
poi nt i éodoneo'bngwaedre@sen%allydtaéﬂvews Quchepassive a¢quisition otiphgrmation
devices all of ' t . i L '
access poi nt Meygplerpal Bty GhERL I 3F oBsirb e oEERAIIrE an HEPEy BBl e
concerni ng agedt?ibedhereinafter. While information obtained passively may include the MAC
address, signal strength and at least some configuration data for an access point,
it will notinclude the IP address which may be necessary to establish control over

15  the access point.

The presentinvention contemplates a sequence of steps by which an access
point identified as a rogue access point may be further identified. A “listening”
client continues to monitor traffic through the access point, monitoring the packet
stream to determine either an IP address of a client connecting to the access point

20  orwatching a DHCP occur. Information thus gathered is supplied to the server,
providing sufficient information for the server to make a determination of whether
the access pointis in fact within an enterprise intranet. If the access pointis within
the enterprise intranet, then the server sends a message to a connected client
directing the client to use active means to determine the IP address of the access

25  point. This is done by an interogation technique, where a special ICMP packet is
sentto the access point directed to the MAC address but broadcast to the subnet.

The access point will reply with its IP address, which is then sent to the server.
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10 point is obtained essentially passively. Such passive acquisition of
information may present difficulty where it is desired to reconfigure an
access powpotosas3eotescri bed herei nafter. Wil e informati onpalrtEozasbis
passively may include the MAC address, signal strength and at |east sone
configuration data for an access point, it will not include the |IP address
whi ch may be necessary to establish céatrol over 15 the access point. The
present invention contenplates a sequence of steps by which an access
point identified Seftware@lmoawemth@dumtior@deseribem hwemaxdmmi'sfribgmdm
"listening” client contnﬂues to ni t.or t af f hc t hr oi nt

moni tori ng t YRErPHSINGICOnRYtELEargb é'f"ég'ﬁsﬁ'@ thedi Sé\(r? nd'a f%@é esﬁQP]CI i ent
connecting tog }/hﬁaa"f‘%% FRr®Ynk Meﬁre%hﬁhg'&% é}th@"‘épw%gfértlon r?glfsfynﬁT%F Kon

t hus gathered s supp |ed to e server roviding sufficie I nformation
for the servsgrveosyshdm, eamehersysiem:) p@ﬁomahbeequemr&as&msanses in
fact within an enterprise intranet. he access point is w

ent er pri8e i &9 dndt aPprpRiatento hertyRe °§ éYﬂ@”hOWBsi’!@Eﬂé ﬂ?%s%ﬁ‘ﬁ%rﬁn'éd’ﬂséa' Q,CFI ent
directing the client to use active nmeans to determne the |IP address of the
access 25 point. This is done by an interogation techni que, where a speci al

| CMP packet is S,Qntextem;lilhlgl a@mssqunoi i adtorelahed with toltreerMiépettisi rog shisbut
broadcast to the_ subnet access point will reply with jts |P address
whi ch is thelAvertan 'ﬁd'“ﬁﬁ@t%’é'ﬂﬁ@“fe4#@?66?@9%55%'%%?@8@6@?e at

PCT/ US02] 33648 1425004016 APRLARSAHANE RelWi 11 Ebh AR A5 EEABR LS ©

maybe distri rs ‘usi ng corrpu readabl’ Ia su as the dis

shown in Fi geléme?ltswfm@haW‘Béd&IﬁWécﬁ@rﬁtbr\/iafeefa‘obecthndWO%@bl?X@@th'ermbrdmghelther
a workstation systemor a server system causes the systemto performthe

sequencé@ shuiiplesscannggtiens orinfedners22. dhaansesppriat 20 has a prnnephdidabley st em
to which t I Al

Secor dance vETROBI B Gultin, T Bbidinay bERTKATRA RN BR B RRibmdted | o

4, where theb@toeenthedwollievels oEinesrddey dNdiccat ed at

Industry consultants have defined a network processor (herein also
mentioned as an “NP”) as a programmable communications integrated circuit

15  capable of performing one or more of the following functions:

Packet classification -- identifying a packet based on known characteristics,

such as address or protocol;

Packet modification -- modifying the packet to comply with IP, ATM, or other

protocols (for example, updating the time-to-live field in the header for IP);

20 Queue/policy management — reflecting the design strategy for packet
queuing, de-queuing, and scheduling of packets for specific applications;

and

Packet forwarding -- transmission and receipt of data over a switch fabric

and forwarding or routing the packet to the appropriate address.
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20. The access point 20 is a node in the network 10, connected to certain
other elenents through a wired connection or interface 21 and possibly to
ot hers t wowglos3t01 wi r el ess connections or interfaces 22. Paa/mowawss poi nt
20 has a connectivity table 24 stored therewithin. The table may be stored
In a network processor interposed between the two |levels of interfaces 21,
22. Industry consultants have definedl@ network processor (herein also
mentioned as an "NP") as a progranmabl e conmuni cations integrated circuit
15 capabl e of perAwnougmhméefmnnqmsancaccuraéeﬂes¢rmuqm@fﬂh©basmmsatumet

I f t ket b h

i N AR Rt R I i
I th \

ComDLY 4 sy et oo asml b i

refl ecting turwgémamlcatlom lmgaildvwong paMc&kmgtaahsrpgevudeslqhaudleg|n softivare

schedul i ng of packets for s ecific a I|c ons Packet forwardi ng - -
t ransmi s3i ontORRIEXeSLRHIN Qﬁr Ware NF%SC‘F?W Brt?t"f pﬁﬁﬂje'frlprrﬁ)é‘?ra?ﬂ

routing the p | ciffﬂp

03/ 083601 Pﬁ%ﬁ%‘g&‘%ﬁ” 28 %P@E\oa}tgﬁafﬂi s%ﬁ??‘ﬁugtgus‘gﬁ’ggg%ﬁl%’icur a%e
descri pti on ploctbsingaleisigriseaThesss capabikitied gari\llésabtehefﬁblelnlt spatabnémgihes,
capabilities and benefits of NPs are yet to be realize Net wor k

pr ocessors c'&ﬁfqaﬁér@%’@hﬁ%&Mdoﬁrﬁv'éiﬁda%’l XECUHPR QE GO ©$KSin a broad
range of applications by allow ng networking tasks previously handl ed in
software 5 to be executed in hardware. In addition, NPs can provide speed

i mprovenents  t hr deglorRipetiidssotsiams exsantéd a@bpatbmlel tak fdhdamiehtsdl edtwork
processi ng andkﬁll‘ peline processing desi ? These capabilities can enabl e

ef fici eh® sechyitingplgritar netwvatssda dee sarpgiiipen thal P Yy 8ia 9e PCepi BiyRigdcut i on

of conpl ex t @a%‘a%uhhes offered by an NP are real-time processing, security, store and forward,
switch fabric connectivity, and IP packet handling and learning capabilities. NPs
target ISO layer two through five and are designed to optimize network-specific

tasks.

15 The processor-model NP incorporates multiple general purpose processors
and specialized logic. Suppliers are turning to this design to provide scalable,
flexible solutions that can accommodate change in a timely and cost-effective
fashion. A processor-model NP allows distributed processing at lower levels of
integration, providing higher throughput, flexibility and control. Programmability can

20 enable easy migration to new protocols and technologies, without requiring new
ASIC designs. With processor-model NPs, network equipment vendors benefit

from reduced non-refundable engineering costs and improved time-to-market.

In accordance with conventional network operation, nodes in the network 10

maintain connectivity tables containing addresses of others nodes with which

25  communication can be established. Depending upon the characteristics of the
node in which such a table is maintained, the table may be known as a routing or

trusted neighbor table. Such tables are periodically refreshed based on broadcast
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Net wor k processors are expected to beconme the fundanental network 10
bui Il ding bl ock for networks in the sane fashion that CPUs are for PCs.

Typi cal wapmalbsicnti es of fered by an NP are real -ti ne proc@®sIiusg/3xecurity,
store and forward, switch fabric connectivity, and |IP packet handling and
| earning capabilities. NPs target |1SOlayer two through five and are
designed to optim ze netmnrk-specific14tasks. 15 The processor-nodel NP

i ncorporates nultiple general purpose processors and specialized |ogic.
Suppl i ers aradvarisgmegntsef detestagosingactivityp rbeindesestinvantion takesadvantage

Fashi on. A proeEasoitigaarones apiCBREr tled pio M AbRI B8 A RER itkte cver o
of i ntegrathofornPpritedsing d¥ @dseribbrapegaput, flexibility and control.

Programmabi ity can 20 enabl e easy m gration to new protocols and
technol ogi es, without requiring new ASIC designs. Wth processor-nodel

NPs, network equi . vendors benefit fromreduced non-refundabl e

engi neering cost S\Rg'ﬁ‘g}"'isrﬁ?r Qrotui%heo@?&ﬁcg%?{tﬁ?r’?r% }r}ygnﬁgn%‘e{%under
conventignal g; SREMBLOMat, BASeriddid HiGaR8bMYdsisl 4 ceARANiBINBtwork
connect i gi tydltegﬁggg*%ont a?h&%@aéddressres'of Sthers nodes w th whi ch 25
conmuni cat i omanageiment coabbles bat.intbepgatd, ngsingoBNMRR arhapex tsophisticatedof t he

node i n which ﬁuph a tabl e :IS mai nt ai ned,, nown .a

routing or EFNRIONESHENGMITSIESS BT SSRACWIrE heseégé)fl? g‘og’ggi gﬁh%aﬂqzﬂl/ IR 3P1%es hed
based on br Qﬂg&g?daéioﬁ?é%%%@%ﬁém&te\épaé’&fﬁgﬁﬁﬁﬂé LBE{%%F\?% andto

adverti senent etected connectivity. e present inventTon takes

advant age ofosifortthe tatestegtries ahd trsgietdaffieflowm boabhabhalactivitle s bacteds dértigl of an

intelligent node to perfaorm processing as descriped aboye. Wth this as

backgrogﬂd, ofRenieircaessoilte "Wfag’sgdf‘t%irrlﬂgéHPPdﬁOE%iéyﬁhééjrev'C@' anhesi on

contenpl ate : : 04 ; ' i r k

ranagenent | cnasrsRiBoPERl Hefidbe HERRRARRLTe od e L Andfale
monitored as above.

If immediate action is desired, then through SNMP and other techniques,

either Layer 2 or Layer 3filter tables (as appropriate) can immediately be set to

15  denyassesstothe network. Ifitis desired to attemptto apprehendthe intruder, the
location of the rogue access point may be determined using the signal strength
techniques described above. To “stall” the intruder, the filtering tables can be set

in either the Layer 2 or Layer 3 case to route the traffic exchanged with the rogue
access pointto a secure server, which can be programmed with a series of scripts

20 giving an intruder the feeling that they are gaining access to the network.

Depending upon the capabilities of the management program and the
access point, it will be possible in many circumstances to identify the manufacturer
of an identified “rogue” access point. With the manufacturer identified, it will be
possible to access, from an appropriately constructed table, the default

25  configuration and password of such an access point. With the default password in
possession and assuming no alternative installation by the personnel who “put the

point up” on the network, the management system software can access the security
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techni ques, the wireless access or wirel ess edge nodes. The goal in this
interrogation is to determne the |atest addition to the Layer 3 routing
t abl es amwotos/osisoni tor the | atest entries and their traffipcTiuSonsices
abnormal activities such as denial 10 of server access. Alternatively, if
interrogation is of a Layer 2 device, then the "trusted nei ghbor table"
woul d be interrogated for the nost redént entries and traff ic nonitored
as above. If inmediate action is desired, then through SNVP and ot her

t echni ques, feaitdrberofLingeac@ssr pbiay end3rédonfiguret Hid echm paprizgyonat e can

i medi ately be set to 15 deny assess to the net I is desired to
attenpt to a@&@@f*@if@gtq{EPLitWQrau”H’érrUStqqﬁe'QMtt?%'ﬁs Of%%p‘?%wyé%ég%esﬁm nt

may be deter si.ng ty tqﬁ;ﬁp s ges ve. To
"stall" the gl%nBF% B ’b@ ﬁ“\?‘erfét eri hgﬁt él}ggh 'logtﬁ% in el erﬂt ﬁa@gLayer
2 or Layer %matlémlh@mwkmaagéméﬁt@mw@wed Théde mhragapest coatrolss s
point to a secure server, which can be programmed with a serjes of scripts

20 gi Vlk n§ anmaytinclade finpaciabeontrals sHel astebaraing fenacrass %ﬁcwe%StS@Cﬂde i
net wor gorﬁ{orf‘%sﬁ@? gg eggasbq@ﬁfﬁg éﬁﬁ{en? %ﬁaq{eﬂ?emmgo plﬁg {)ﬁ#‘ya” the

access poi nt frany Cl cunstances t he
manuf acturer of an identified "rogue" access point. Wth the manufacturer
identified, it will be possible to access, froman appropriately
constructed t abl elan@fﬂm(ttngl@oﬂff tl’gmmeinbﬁnathus pﬁ%’@@l@rthe(ﬁb"ﬁlﬁ?éhtoan

access point, Wth t a n 0
alternative 'Pﬁesrf%ﬂqt%p]e rguh@‘&i égsp'é ’OM%E@%‘?%’ ﬁ%@ihﬁ? F&m&gﬁrﬁt he
net wor k, 1 headedsageiimt) inte 8 @t@ﬁ@éé‘tﬁﬁl@s%ﬁ rafeemsort b@teﬁmmﬁﬂdfﬁshlon to
RP8920020151 PCT1 WO 03/ 083601 PCT/US02/ 33648 15 features of the access

poi nt ai@ r edetefminerittherearggrysentpes monitgrdhel traffis flovelsomithgss newy estriasout i ng
converted | b TUe bRy natdie paitEv R nebvall iR usR Bkl 63
net wor k managestsH rotfiRg BAH Srudfid riefghbol fsies aNReREAtrudaN tFatfie and either

shut them down by appropriate entries into the tables or route their flows to a

secure server toinitialize a sequence of events to apprehend the intruder. These

15  steps are as illustrated in Figure 5.

Further, and in alignment with other goals of this invention, the identity of the
access point if reconfigured will be added to registers of ports for which charges
are allocated and usage and access charges will be accumulated against that port

identity. The relevant steps are illustrated in Figure 6.

20 Once again, and as mentioned hereinabove, programs effective to
implement these steps while running on a system such as the server 11 may be
distributed by writing onto appropriate computer readable media, such as the disk

shown in Figure 7.

In the drawings and specifications there has been set forth a preferred
embodiment of the invention and, although specific terms are used, the description

thus given uses terminology in a generic and descriptive sense only and not for
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5 may include financial controls such as charging for access as well as
security <controls such as establishing system nanagenent determ ned
passwor dswo oBgssnt ant characteristics of this invention traI/isezBisde t he
abilities to interrogate the routing tables in an edge router or the
trusted neighbor table in an access point, interrogate these tables in a
random or deterministic fashion to 106deternine if there are new entries,
nonitor the traffic flow fromthese new entries to determne if they are
havi ng i ssuepsunposés bhémitatiowr k, such as service denial, and, through
routing and trusted nei ghbor tables to filter the intruder's traffic and
either shut them down by appropriate entries into the tables or route
their flows to a secure server to initialize a sequence of events to
apprehend the intruder. These 15 steps are as illustrated in Figure 5.
Further, and in alignment with other goals of this invention, the identity
of the access point if reconfigured will be added to registers of ports
for which charges are allocated and usage and access charges w |l be
accurnul ated against that port identity. The relevant steps are illustrated
in Figure 6. 20 Once again, and as nentioned herei nabove, prograns
effective to inplenent these steps while running on a system such as the
server 11 may be distributed by witing onto appropriate conputer readable
nmedi a, such as the disk shown in Figure 7. In the draw ngs and
specifications there has been set forth a preferred enbodinent of the

i nvention and, although specific terns are used, the description thus

gi ven uses termnology in a generic and descriptive sense only and not for
RPS920020151 PCT1 WD 03/083601 PCT/ USO02/ 33648 16 purposes of |imtation.
RPS920020151 PCT1 WD 03/ 083601 PCT/ US02/ 33648
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17 dainms: 1. A nmethod conprising the steps of: nonitoring access points

t hrough which data can be exchanged with a network, identifying an

unaut hor iwed3agxwess point, and 5 nonitoring traffic passi mgTiusopssghs t he
identified unauthorized access point. 2. A nethod according to Claiml
further conprising the step of determ ning the geographical |ocation of
the identified unauthorized access poilAt. 3. A nethod according to one of
Claims 1 and 2 further conprising the step of applying traffic filtering

t o nonitoredCtaiméfi c passing through the identified wunauthorized access
point. 4. A method according to one of Clains 1, 2 and 3 further conprising
the steps of: responding to the identification of an unauthorized access

point by dejer mﬂnﬁ@hé&%o@ﬂ%ﬁn@%ﬁéteﬁ@@ﬁdef ault configuration password
ss poi nt,

for the 5 unauthorized acc and addressi ng the unauthori zed
access poi nt usi ngohherintehacdds peistbrelighnehichatatgaiani ey eacitaesedt Wih at o,
reconfiguring the access point into an authorized access point. 5 A

met hod accor'al‘?t%’rﬁ’o one of Clainms 1 through 4 further conprising the step

of accunul ating c f J:g% : twork resources
identified to th'ggﬁ%gm%gﬁﬁﬁtﬁgﬁfﬁa;rgfze g@%ﬂtféggepoi nt. 6. A nethod
accordi ng to one mbnibririgwmaffic passimgthréughhies klentitiddeursd thorided actess pbint.ng an

unaut hori zed access point conprises conparing the identity of RPS920020151
PCT1 WO 03/083601 PCT/ US02/ 33648 18

2. A method according to Claim 1 further comprising the step of determining

the geographical location of the identified unauthorized access point.

3. A method according to one of Claims 1 and 2 further comprising the step of
applying traffic filtering to monitored traffic passing through the identified

unauthorized access point.

4. A method according to one of Claims 1, 2 and 3 further comprising the steps
of:
responding to the identification of an unauthorized access point by
determining the make, model and default configuration password for the
5 unauthorized access point, and
addressing the unauthorized access point using the default password and,
on gaining access thereto, reconfiguring the access pointinto an authorized access

point.

5. A method according to one of Claims 1 through 4 further comprising the step
of accumulating charges for access and usage of network resources identified to

the identified unauthorized access point.

6. A method according to one of Claims 1 through 5 wherein the step of

identifying an unauthorized access point comprises comparing the identity of

RPS920020151PCTH1



nmoni tored access points with a database of authorized access points. 7. A
nmet hod according to Caim6 wherein the step of nonitoring conprises

equi ppi ngweashswhi a plurality of conputer devices to det e®CTASOEI®4POI Nt S
accessible to the device and to report to a server conmputer systemthe
identity of detected access points. 8. A nethod according to Claim®6
wherein the step of nonitoring conprid8s querying network nodes for recent
entries into node identifying connectivity tables maintained at the nodes.
9. A net hod mooiloidarcess pointsvithl eatiatmbaseanf adthatizediaccessepsintsy of
nmonitoring is perfornmed intermttently and periodically. 10. A nethod
according to Caim9 wherein the step of nonitoring is perforned at

predeter m nef. * oMl Rinb#hE)Bl o leinfs WRidhe 136 SRFK BB oriA o Giaer ei 0

the step of nonitoring I's per randomirregular 1nterval's. 12. A
met hod accorelgyuigping éach of 2 phaaliy noft b@mpump advickest ta alieteat gadcless pgmmg,r aphi c

| ocation of an identifjed unauthorlzed access point co ri ses |ng
the | ocati ondcesssilglothadeyige 3ndée FRRATEIC aRANVIELOmpYtens s\;ﬁméhe f‘gﬁkgnp

detection Ofd%ﬁ?&e'dd%&mﬁg %gﬁémaut hori zed access point. 13. A method

according t ‘the step of applying traffic filtering

conpri ses denyi ng access to the netmnrk t hrough the identified unauthorized
access point. 14. par at us conpri si ng RPS920020151 PCT1 WO 03/083601
PCT/ US02/ 33638 1A m%ﬂ‘@@ﬁfﬁ@ﬁ@f”@ls@@é'ﬁﬁ‘ 63\/*}%?%6'9% s{am M RIEONG BRSPSt o

sai d System@é&y% \hdoM$oBes s PRBYN: SAfethts HBEE RlenbBf it édhriedlitiy4Bles™m and

a network;
maintained at the nodes.

9. A method according to one of Claims 7 and 8 wherein the step of monitoring

is performed intermittently and periodically.

10.  Amethodaccordingto Claim 9 wherein the step of monitoringis performed

at predetermined regular intervals.

11.  Amethod accordingto Claim 9 wherein the step of monitoringis performed

at random irregular intervals.

12. A method according to Claim 2 wherein the step of determining the
geographic location of an identified unauthorized access point comprises
comparing the locations of a plurality of computer devices all of which report

detection of the identified unauthorized access point.

13.  Amethod according to Claim 3 wherein the step of applying traffic filtering
comprises denying access to the network through the identified unauthorized

access point.

14.  Apparatus comprising:

RPS920020151PCT1



5 programinstructions stored accessibly to said conmputer system and
cooperating with said conputer system when executing on said conputer
system twomsfsicor access points through which data can beceashzspesl with a
network, assist in identifying an unauthorized access point, and nonitor
traffic passing through an identified unauthorized access point. 15.

Appar atus according to C aim 14 wherell® said conputer systemis a

wor kst ati on conputer system and further wherein said programinstructions

i nclude an accesacpoipaterisystemifi cati on program cooperating therew th when
executing on said systemto identify access pajnt ccessible ugh said
interface; and a % ?étﬁ%’rr?]l Hﬁeﬁcﬁgr%ﬁﬁ&?@ﬁgﬁgt isﬁlﬁpvﬁiltsﬂe@a%ﬁdi BE%\H%gcgti on

program and &rﬁn\uﬁfda%on%hﬁm BtRR e R @R EYNEMAh B aindtwik: R O Teport
through said intertace to a renote server conputer systemthe identity of

accessed5poi nts. dégrappastatctonacstored] ageessitdy donsaid aamepwien systiech @ddput er
systemis a server conputer system a‘nd further erein.said program

i nstructi on $ORASHANGWIYBRID CORIRNESEYRIEM Wherex 'E@%é@tﬁ&%?‘ﬁaf%ﬁz‘?'@m th
uhen sai d_PraghadracBes BbinditheuorbAhn it ih bR dERaRGEN vt dior ed
access points accessible to sard s%/stem 5 through said interface. 17.
Appar at us acassistiingdértifging aof uruthoszetbaeoessloiah éntiunohiter tcaffippassing a
geographi cal | ocation determn ni r%g ﬁra%rgam eff,egti ve when executing to
derive the RUINLaN idesditied sinayinosiced R5Ge$PPPEd access point. 18.

Appar atus according to one of Clains 15 through 17 and further conprising
atraffic filter controlling programeffective when executing to

sel ectivel y 1%posépparitustascoeding tafGlain ddcvhergd said tornpetenetystenk i r ough
an unaut hori zed node. RPS920020151 PCT1 WO 03/083601 PCT/USQ2/ 33648 20
19. Appar at uokstedparampier skeeprand further whereigsgityiogrgmyRgtrycliops iclude

conpri si ng' r ol ; i J t he
compri i N aflaQNSinREGAIRENSH bRIgra L oBBBRamERAE W wifed ERRARAG LA
said system to identify access points accessible through said interface; and a
5 reporting program cooperating with said identification program and with said
system when executing on said system to report through said interface to a remote

server computer system the identity of accessed points.

16.  Apparatus accordingto Claim 14 wherein said computer system is a server
computer system and further wherein said program instruction include a node
identification database cooperating therewith when said program is executingon
said system to identify unauthorized access points accessible to said system

5  through said interface.

17.  Apparatus according to one of Claims 15 and 16 and further comprising a
geographical location determining program effective when executing to derive the

physical location of an unauthorized access point.

18.  Apparatus accordingto one of Claims 15 through 17 and further comprising
atraffic filter controlling program effective when executing to selectivelyimpose a

filter on traffic exchanged with the network through an unauthorized node.

RPS920020151PCT1



unaut hori zed access point by determ ning the make, nodel and default
configuration password for the unauthorized access point, address the 5
unaut hor iwed3agxwess point using the default password and, Pom/ugaz/sicng) access
thereto, reconfigure the access point into an authorized access point. 20.
Appar atus according to one of Clains 15 through 19 and further conprising
an accounting control programeffecti 20 when executing to accunul ate
charges for access and usage of network resources identified to the
identified unauthorized access point. 21. A program product conprising: a
conput er readabl-e medi um and program.instructions storg? on said nedi um

u

accessi bly t#%a cOnprialys acsoetingioang ffaims \pdhigveh 18,88 hithey COMPLISESs t em-
Ao Y . NN n
notwor ke 1 qaaPRFGTERBRE iadeikh SRedling) Fedthal6 v ARG g drian™

passi ng t hr oyghuthBezedlerticeés gsbinnayt Hetdramtingcees sndkel, nhodeR andAdpfaadlr am
product according to Claim21 wherein the programinstructions further
conpri se i nseonfiguration digssword fof othgetusiawihnsizeHe ageeisr Ashinte akddresat thén of

Lo one of q UFAMHSRE ELER A0 AR Bhtayfbas Rt AN RBIMATS s ' "
conpri se i nsihehstbi RDNAGHRCthE R cbSs BBt ntbradf Adthofizdd &6dgr@ pdit. noni t or ed

traffic passing through the identifled unauthorized access point. 24. A
program product according to one of Cains 21, 22 and 23 wherein the

RPS920020151,PCT1, WO 03/ 083601 PCT/ USQ2/ 336 21 pr.aar iLnstructions
further corrp? se AR@?V" e}CSR'rsd}%QtPé)@gi ?§4Q'6‘Sﬁ§§BWH§RJg%tnﬁgbmi]ecfgﬁhcmsﬁ&i on
of an unaut hgk a&%nﬁﬁgsémraﬁrdgramf@@ﬁ@éWh@m Bedulifg P&cunitgielchanss fetlef aul t
configuration password forthe unauthorized access point, and address the
access and usage of network resources identified to the identified unauthorized

access point.

21. A program product comprising:
a computer readable medium; and
program instructions stored on said medium accessibly to a computer
system and effective when executing on a system to:
5 monitor access points through which data can be exchanged with a network,
identify an unauthorized access point, and

monitor traffic passing through the identified unauthorized access point.

22.  Aprogram product according to Claim 21 wherein the program instructions
further comprise instructions effective to determine the geographical location of the

identified unauthorized access point.

23. A program product according to one of Claims 21 and 22 wherein the
program instructions further comprise instructions effective to apply traffic filtering

to monitored traffic passing through the identified unauthorized access point.

24.  Aprogram product according to one of Claims 21, 22 and 23 wherein the

RPS920020151PCT1



5 unaut hori zed access point using the default password and, on gaining
access thereto, reconfigure the access point into an authorized access
poi nt. 25¥0A3p83wgr am product according to one of C ai ns 2PCcrhrsousfs44
wherein the programinstructions further conprise instructions effective
to accunul ate charges for access and usage of network resources identified
to the identified unauthorized acces8lpoint. 26. A program product
according to one of Clainms 21 through 25 wherein the programinstructions
further conppicgeamnsstructdnsisrtbéf cenmprise instrundioparaffectige itdeespangd toothe
nmoni tored access. points wth at abase of guthaorize ces oi nts.
RP8920020151'dP@§I‘ ation ofan unautﬁoﬁze access pmnﬂ)ydeciermln?ng%ﬁe ma ererFand
default configuration password for the unauthorized access point, and address the
5 unauthorized access point using the default password and, on gaining access

thereto, reconfigure the access point into an authorized access point.

25. A program product according to one of Claims 21 through 24 wherein the
program instructions further comprise instructions effective to accumulate charges
foraccess and usage of network resources identified to the identified unauthorized

access point.
26. A program product according to one of Claims 21 through 25 wherein the

program instructions further comprise instructions effective to compare the identity

of monitored access points with a database of authorized access points.
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