1 Synchronizing Server and Device Data using Device Data Schema FlI ELD OF
THE | NVENTI ON [ 0001] The present invention relates to databases and 5 nore
particularly to synchronizing data stored on a device (e.g. a handheld
wirel ess device) and data stored on a server using a device data schema.
BACKGROUND OF THE | NVENTI ON [ 0002] W rel ess conmuni cati on devi ces including
cellular 10 tel ephones, personal digijal assistants (PDAs) and the |ike
often store data on the wi reless devices for applications provided by the
devi ce. TheSgathronjzasgi sSeuvers andh Deperat iDetaof ushaon Pevése deataes
or provide BQ étable i nformation. Such data may include an address book, 15
appoi nt nent E8F®Rdar, task list, menos and a dictionary to assist with
text entry using the device, anong other data. Oten this data is al so
stored renotekypf tenrike TwvERlress devi ce such as on an enterprise server,
a personal conputer or other renote storage device. For exanple, address
book 20 and calendar data may be shared between agpllcatlons on the mpbile

wirel ess dedP@8ldnd si'RFI PrEPPEF cAIEHE iGbvirgéacPA B &itebssiese and
cont ext . s Dakd kS JWRiicalil w181 Otfc?dsﬂrﬂcﬁrogﬁifll? S8t QMR 5rf’lbé eéev\ﬁ‘gé abl e

(e.g. for an address book) ‘may store a plurality of records re a
record 25 ddki.pes @ dﬁmmdhﬁldm Whraddsessdamdcebnnumicdatan S¢QH¢d(Hdnars)
havi ng one aor nore fi el ds f.or stoayn (e.g. First nane, M ddle nane,
Sur name, Ti £f&) eéoﬁﬁéﬁg AGArESs aﬁ%sﬁﬁ §¥9Tel ephone Nunber, Fax, Home
Nunber, Email address, etc.).

BACKGROUND OF THE INVENTION

[0002] Wireless communication devices including cellular
10 telephones, personal digital assistants (PDAs) and the like
often store data on the wireless devices for applications
provided by the device. The data may assist users with
operation of the wireless devices or provide portable
information. Such data may include an address book,
15  appointment calendar, task list, memos and a dictionary to
assist with text entry using the device, among other data.
Often this data is also stored remotely from the wireless

device such as on an enterprise server, a personal computer

or other remote storage device. For example, address book
20  and calendar data may be shared between applications on the

mobile wireless device and similar applications provided in

an enterprise context. Data is typicélly stored in a
database comprising tables. A table (e.g. for an address
book) may store a plurality of records {(e.g. where a record
25 defines a contact with address and communication
particulars) having one or more fields for storing data
(e.g. First name, Middle name, Surname, Title, Company,
Address, Business Telephone Number, Fax, Home Number, Email

address, etc.).



2 [0003] Data may change in a variety of ways. A new record nmay be added
or an existing record deleted. Data wthin one or nore fields may be
changed. Cccasionally, a new field nay be added or an existing field
deleted. Fields 5 in a record may be used to define a key useful for
identifying the record within the database table. Changes to the key may
al so be desired. [0004] Oten changes to 3he data on one or nore of the

W rel ess deyj nd t re S e device need_to be.10 synchronized to
refl ect the\tggglﬁed S §£t8 %S?he&%{?@e on ™ al 3?rtlﬁtéyde9/$cewsa.yys' A7 new

Synchroni zatkenrdfl hde @al aaddydoeauranbyeciymiy cakktpgdchmigasedmdeata t he
data between the wreless device and renpote storage device and resol ving
any confli ¥E&§hiBy R oRf zBEEEN Tt de PRy f BEmedianidas -es@F§rasonal by, oder

the air) Ofnbl g:MhehRMEIadded N8y Vi CLEDS: 1 flgVEesI ARYCPELEQUPEed LG the
renote storage device using a serial or other re-based connecti on:
Synchr ond zatiinonai sretygpdcahby peef orsed ito actofidencer wikiely aupedudcolfofor

est abl i shing co ni.cations between the wire] ess _and renot 0 storage
devi ces andgfigp%mﬁi c Efnﬁef:ﬂﬁgct’ﬂ | BRF rﬁaﬁj‘%a&eprib{i%ﬁ% &ﬁ?@%e?s
fl exible andopeh@ ke yamak &l18%s hdewees reld@ make changes to record fields
and keys is desirable. UVMARY OF THE | NVENTI ON [ 0005] Met hods and

apparatus for the synchronization of 25 first data stored to a wireless
devi ce and J000Ad dat &#*t&fordPndes Fenbhé d@hidceCr enNbe ST it hefeithe

Sorers Seshasn. I dale LR elin 1ol i i Sl OBk T be
synchr ol zasiyochrChanrges to defileetddtle sdhemmednysttzece of the data on
all of the devices. Synchronization of the data may occur

by communicating changes made to the data between the

wireless device and remote storage device and resoclving any

conflicts. Synchronization may be performed wirelessly

15 {i.e. over the air) or in a wired manner if the wireless

device may be coupled to the remote storage device using a

serial or other wire-based connection. Synchronization is

typically performed 1in accordance with a protocol for
establishing communications between the wireless and remocte

20 storage devices and for communicating the changes. Defining

a protocol which is flexible and permits a wireless device

to make changes to record fields and keys is desirable.

SUMMARY OF THE INVENTION

{00051 Methods and apparatus for the synchronization of
25 first data stored to a wireless device and second data
stored to a remote device are described herein. Schema
describing the data to be synchronized is maintained by the
device. The schema is provided by the device to assist with
the synchronization. Changes to device data schema may be

30  transparently handled by a synchronization server. In one




30 transparently handl ed by a synchroni zation server. In one 3 enbodinent,
a nethod for synchronizing first data stored to a nobile device and second
data stored to a renpte storage device conprises receiving a schema from
the nobile device describing the first data; matching respective instances
of 5 the first and second data using the schema; determining differences
between the first and second data in resp’bnse to the matching; and

updati ng at ne _o first and second data i.n response_ t he
differ ences?hﬁggg%‘%nghegehaetﬁ%%& hfreprr aspects e nL%%lngrso%ed%gn%f%re%O ©
conput er pragmaiprEodsii s patd Ssatbhdbaaappaertd ad hoseemefe ostdbhagy
skill in the art. BRI EF DESCRI PTI ON OF THE DRAW NGS [0007] In_order that
the inventi BRVAES BETPEAFRSy FRGRISFStD0d, SERBBAI FeRis tote tHePi R etV dRcar e

i|1ustratedghy . -1B;%8Yy 8t 4a! %%nﬂaﬂ, e ACCATPANYL G fF aW GSanlds WECh:

[0008] Fig. 1 is a block diagramwnich ilTustrates ~ pertinent conponents of
a wirel ess tbenuhicsti emdnesaookd cbafd gusédgt otfi@cidditeates sgachronniagi on

f data bet bi | i rel devi d t t devi 20
conpri si ng NTCREEPRFESONART Th° acdorgartl wERORR CBifodt eREoBF Ehe

invention. [BO0GHe Midkcring; aahlioekddi-aeantof 18 HF ehephed 34 rehessirst
communi cation device adapted for inplenenting an enbodi nent of the

i nvention; 28d] 86tONdFdgta3ips rasproweciigr thef dépecaeners -for over the air
synchroni zation in accordance with the invention; [0011] Fig. 4 is a pseudo

code-1ike despbetionAbsen ahdl tddld2zatisprciessinBiiehydidie SehemRogat a
10 computer program product aspects will be apparent to those

of ordinary skill in the art.
BRIEF DESCRIPTION OF THE DRAWINGS

[0007] In order that the invention may be readily
understood, embodiments of the invention are illustrated by

15 way of examples in the accompanying drawings, in which:

[0008]‘ Fig. 1 1is a block diagram which 1llustrates
pertinent components of a wireless communication network
configured to facilitate synchronization of data between a
mobile wireless device and a remote storage device
20 comprising an enterprise server in accordance with an

embodiment of the invention.

[0009] Fig. 2 is a block diagram of a preferred wireless
communication device adapted for implementing an embodiment

of the invention;

25 f0010] Fig. 3 is a flow chart of operations for over the

alr synchronization in accordance with the invention;

[0011] Fig. 4 is a pseudo code-like description of an

initialization session including schema data from a mobile




4 device in an over the air communication directed to a Sync Server of
Fig. 1; and [0012] Fig. 5 is a representation of an exanple of nessage
traffic between a wireless device and a server for 5 synchronizing data in
accordance with the operations of the flow chart of Fig. 3. [0013]

Thr oughout the appended drawings, |ike features are identified by Iike
ref erence nuneral s. DETAILED DESCRIPTICN‘&O [0014] Fig. 1 is a block

di agr am of (of ) ni_cation tem 100 which.in udes evi ge 102
whi ch connﬁﬁlca esri%?oug ] W'F eFdSs COBMRIHIC E%%F%Jfﬁﬁ é

I S a schenatkegvdiragram:af, a,pb@ﬁerred nobi | e device 102 adapted in
accordance with an enbodi nent of the 15 invention. Mbile device 102

preferably |ncludes a visual display 122, a keyboard 132, and optlonally
one or nore [O8&%d| i ar yifnpup/ oﬁ?pu'i‘ (T9RYC TR e Fiies D8 aeaCK2BPLGhi 66

coupl ed to aeggat;reoltlxearffl@eo&%érplé%lkélegéod%%&' edan&oaréé’weérgayency

(RF) transceiver circuitry e.g. communi cati on subsystem 111 1 ncludi ng an
ant enna ﬁnoﬁynsh@wmﬁZlPQOEBFaTym<ﬁﬂdqmdaﬂme(MEMHotheroperehbodﬁedfasha

central processing_unit . r m croprocessor 138 which runs operating
syst em and EESWi5§Fr5no§ogggér§'stored to 25 the station 102 in a menory
conponent such as flash nenory 124, other ROM (not shown) and RAM 126. The

control | er [eoLBINnor mahirpuebBitol oy erpderepey atikaninfspohiiie: de¥heared02,
wher eas si gnal proceSS|n operati ons aSSOC|ated W th communi cation

functions aP&St ¢pESEMLY SpeProliks TRTEFENREe numerals.

DETAILED DESCRIPTION

10 [0014] Fig. 1 1s a block diagram of a communication
system 100 which includes a mobile device 102 which
communicates through a wireless communication network 104,
Fig. 2 1is a schematic diagram of a preferred mobile device
102 adapted in accordance with an embodiment of the

15 invention. Mobile device 102 preferably includes a visual
display 122, a keyboard 132, and optionally one or more
auxiliary input/output (I/0) interfaces 128, each of which
is coupled to a controller. The controller is also coupled
to radio frequency (RE) transceiver circuitry e.g.

20 communication subsystem 111 including an antenna (not

shown) .

[0015] Typically, the controller is embodied as a
.central processing unit (CPU) or microprocesscr 138 which
runs operating system and application software stored to
25 the station 102 in a memory component such as flash memory
124, other RCOM (not shown) and RAM 126, The controller
will normally control overall operation of mobile device
102, whereas signal processing operations associated with

communication functions are typically performed in the RF




5 transceiver circuitry 111. The controller interfaces wwth the display
122 to display received information, stored information, user inputs, and
the like. The keyboard 132, which may be a tel ephone type keypad or ful

al phanunmeric 5 keyboard, is normally provided for entering data for
storage in nobile device, information for_transm ssion to network 104, a
t el ephone nunber to place a tel ephone call, commands to be executed on

bi |l e devi - . Rl iff t ] ;170
128 rmy | nok BAESR=10 G BP thet | evi CEoT STOAVgRt] ri et e Sct iy

options intaegraphprtay user it edispea(Gitdcivyd dae flynizhe ongof Enared
[ 0001] M croprocessor 138 also interacts wth additional device subSéstenB
such as a di8pPapataon: g ySedshiitory apd iheorikener it skevkerrdt 6P a

. random accessg ( rakd 14 [ o] /
128, a serigﬁlggg?FMiggéwg Q%%%%%rd 13%?5% ggggﬁérQ%gz%U%#ng%ngﬂgﬁgkﬁgg,

a short-Yangevbormdni cdtsi ome rnaisdyst emdAljedaindfany ettberinglevigea for

bsyst LIy, desj gnated, at. 142.. S f.the 20 subsystens, shopn i
Fig. 2 perfOFRECammi cAPPORS T AHCEE " F HREDTBRS: OWndPEas GHIRH SUSSy stBrs

may providenekesikgentds, of esrsewbse humskirors. J¥eiably, tspaBhsHOSY st ens,
such as keyboard 132 and display 122, for exanple, may be used for both
communi cat | 6RATFERgded S lirct sEPsUt 8t cAnagobrider idRyixe25l toxt andspageibsy

comuni cat f Uret FomaC oo giezslQox _
Such a5 3 caFeurace o LA | 7ot iBrEe: AU SRl ST by 4

n1croprU@eswheel3&rig¢h&mféeabtg sbor eciviax ipey sirst estlstbivgsuphians
flash memoty 124 M Y Ad8rnatively, B8 2 o8ROy MBI Yy  the

software.

[0001] Microprocessor 138 also dinteracts with additional
device subsystems such as a display 122, a flash memory 124
15 or other persistent store, a random access memory (RAM)
126, auxiliary input/output (I/0) subsystems 128, a serial
port 130, a keyboard 132, a speaker 134, a microphone 136,
a short-range communicatiohs subsystem 140, and any other
device subsystems generally designated at 142. Some of the
20 subsystems shown in Fig. 2 perform communication-related
functions, whereas other subsystems may provide “resident”
or on-device functions. Notably, some subsystems, such as
keyboard 132 and display 122, for example, may be used for
both communication-related functions, such as entering a
25 text message for transmission over a communication network,
and device-resident functions such as a calculator or task
list. Operating system software used by microprocessor 138
is preferably stored in a persistent store such as flash
memory 124, which may alternatively be a read-only memory
30 (ROM) or similar storage element (not shown). Those
skilled 1in the art will appreciate that the operating

system, specific device applications, or parts thereof, may




30 (ROM or simlar storage elenment (not shown). Those skilled in the art
w Il appreciate that the operating system specific device applications,
or parts thereof, may 6 be tenporarily |loaded into a volatile store such
as RAM 126. [0002] M croprocessor 138, in addition to its operating
system functions, preferably enabl es execution of software 5 applications
on device 102. A predeterm ned set of ap%l i cations which control basic

devi ce operat.i i i t least data_and vopice. conmunjcation
appl | catronB® wiTeoiet Ty Tathas e B aq on LOTEE S5 R PRER] 1 maw
manuf acturel2A.preferred application that may 10 be | oaded onto device 102
may be a personal information manager (PIM application having the ability
to organi ze (ﬁnf manage data itens_relating to the user such as, but not
limted to, [9098] al{t CRRBESEFAGOLI MF2Be- mill | 2ddiERARr tevents, ¢BFEBLHAA s,

appoi nt ment g, 884 tRHCHIHIS. Sﬁ; o Haf 45 8, | %naﬁﬂ@soreﬂgyu%i@{mc‘%fplé595§§r@re

avail abl e on” devi ce 102 and M 162 to facilitate storage o M dat a
itens and otbedicatdrmati om [BGG3e THOPI M appl i catdere pniefied abbgt hasft he
ability to d and receivgi;ggtaitems via. the wirel ess network. Ln 20

preferred eﬁ%g’gilﬁsﬁtl?nﬁl M 8 i t R Rr R sediiESsI y I EEgr af’Bﬁ,rationg’

synchroni zedncandiugdat @ vi addir wireless seiworkeiveth themoabikeidgvice
user's corresponding. data _itens stored and/or associated with a host
conmput er sySPEhLCRRéPaBy créati ngoanadt¥orledl Hosttalohslit @ onleddieceld2 25

wi th respecly,t.9,guct é%&%mfi@%ﬁré? espegh-akly . §93RH3LQUSIWNEL & t R host
COI’TpUt er syst emI's the nobile
10 be loaded onto device 102 may be a personal information
manager (PIM) application having the ability to organize
and manage data items relating to the user such as, but not
limited to, instant messaging {IM), e-mail, calendar
events, voice mails, appointments, and task items.
15 Naturally, one or more memory stores are available on

device 102 and SIM 162 to facilitate storage of PIM data

items and other information.

[0003] The PIM application preferably has the ability to
send and receive data items via the wireless network. 1In a
20 preferred embodiment, PIM data items are seamlessly
integrated, synchronized, and updated wvia the wireless
network, with the mobile device user’s corresponding data
items stored and/or assoclated with a host computer system
thereby creating a mirrored host computer on device 102
25 with respect to such items. This is especially
advantageous where the host computer system is the mobile
device user’s office computer system. Additional
applications may also be loaded onto device 102 through
network 100, an auxiliary I/O subsystem 128, serial port
30 130, short-range communications subsystem 140, or any other

suitable subsystem 142, and installed by a user in RAM 126




device user's office conputer system Additional applications may al so be
| oaded onto device 102 through network 100, an auxiliary |I/O subsystem
128, serial port 30 130, short-range comuni cati ons subsystem 140, or any
ot her suitable subsystem 142, and installed by a user in RAM 126 7 or
preferably a non-volatile store (not shown) for execution by

m croprocessor 138. Such flexibility in %pplication installation increases

the functionalit vice_10 1( Pr OVi hanc on-.device
functi ons, Eébodﬁﬂﬁﬁ%%gfﬁ%-r8|a%%%pSantﬁgﬁ%, gﬁoggthqnggr é%gﬁ%ﬁé, fgé:cure
communi cat i exeappliic®at ibgns miay cpralies selrectii@ni ¢ corher geckupctions and

ot her such financial transactions to bhe perfornmed using device_102. [Q004]

In a data c GRRGHCEEL 8N rDfE 2l E 08 ved dIeGRaS sher  fOngsigneeitynesdage,
an e-mai | nmegsage, 062 WebdPage, doyl pad Wehhg%@e%{ QGessed by FapERabLAALT on

subsystem 111 and input to m croprocessor 1 Croprocessor

preferabby commuhdcaprioressleedsi gnakitfionseut put bothli spl &pri22xangler, to
auxiliary 1/0Q device 128. .A gser of dgyic%.102 may al so %i congos% dat a

i tems, such &§"E mai T e S&GeS Y o PER AT " Susiy k&EYEGafd F35CitACNLC
conj unct i on cuiminle rdies Fhay-thizh Antha pesisé bl yuawxEbhan¥iki Ocdarseetidfs these
conposed itens may be transmitted over a conmuni cation network through

comuni cat i & SEBSPITER 1ELNGr dsieiae rid¥ge conmuni cation 20 subsystem 140.
[ 0005] For voice comuni cations, the overall operation of device 102 is

subst ant i al o) MHbAT, EXCEPEokfiah; EE: ohegeled 51 gnal s, upuldobey outpyr to
speaker 134 and S|gn§15 or transm ssion wogld be generat ed 9 m cr ophone
136. 10 as a text message, an e-mail message, or web page download
will be processed by communication subsystem 111 and input
to microprocessor 138. Microprocessor 138 will preferably
further process the signal for output to display 122 and/or
to auxiliary I/0 device 128. A user of device 102 may also
15 compose data items, such as e-mail messages, for example,
using keyboard 132 in conjunction with display 122 and
_ possibly auxiliary I/O device 128. These composed items may
be transmitted over a communication. network through
communication subsystem 111 or short range communication

20  subsystem 140.

[0005] For wvoice communications, the overall operation of
device 102 1is substantially similar, except that the
received signals would be output to speaker 134 and signals
for <transmission would be generated by microphone 136.
25 Alternative voice or audio I/0 subsystems, such as a voice
message recording subsystem, may also be implemented on
device 102. Although wvoice or audio signal output is
preferably accomplished primarily through speaker 134,
display 122 may also be used to provide an indication of
30 the identity of a calling party, duration of a voice call, .

or other voice call related information, as some examples.




25 Alternative voice or audio |I/0O subsystens, such as a voice nessage
recordi ng subsystem nay al so be inplenmented on device 102. Al though voice
or audio signal output is preferably acconplished primarily through
speaker 134, display 122 may al so be used to provide an indication of 30
the identity of a calling party, duration of a voice call, or other voice
call related information, as sone exanple%. 8 [0006] Serial port 130 is

normal |y i nt.ed.i.n a per l. digit assi stant (PDA)-type
Communi vat | WOWEUERipd, BRI e haLa T onhi) Shenl cokn (¥ hBerpgpa
conput er i sddgidesi raayiestaalthei Epopit ghal cosPiPobenion Seetrake pebt LBAch

enables a user to set preferences through an external device or software
appl i cat i on SAREPERNFAS 1ORe daidebi | fti 862X0f dE\EdECr02 BYPIHRA di &g f ér

i nformation Qr.: twar e ngloﬁgﬁj Kol evi&gﬁ& her an ihﬁgth q
W rel ess cg%ﬁﬁ%%%g%gona%gtmork. % Aterna eqégﬁ%loadégat% y, 10 Pgr
exanpl e, 5be ensbd etso koadsan ehor ypdt onpkefe et geviloudl0? anhr engkeraal

direct and thus reliable and trusted connection to thereby proyide secure
devi ce comm®T'eAS i ﬁQﬁﬁ%ﬁr%ﬁﬁﬁQfa%%E%o%oﬁﬂﬂn?EEFPGﬁst§8b§9gﬁéﬁgiﬁéeéf

Fig. 1 is a% addititanal opptdpnalr-ocampenRentovhi cheprayt 488 o Leftware
comruni cation between device 102 and different systens or devices, which
need not neceysdioEds b&osi AEVacedelPdesothEor Exampltdirsiudisy st emit40 epsy

i ncl ude an i r vi.ce ssocl.ated_¢ircuits an onent,s, Qr a
BIuetoothTMéQﬁﬁﬁﬁﬁ%%§%$%nnﬁgggfg'to Eﬁ%vfh§?éﬁa%%nﬁﬁﬁP§§q%a %é?hmgg’
simlarllg-efahl etkaysienmsbandsdeviieedoaddl uaet cotddidt sord keggbater edvice
trademar k of %Iuetooth SIG Ing. £0017] Mobi | e device 102 may consist of a
singl e unit}o through a direct &and thus reliable and trusted

connection to thereby provide secure device communication.

[0016] Short-range communications subsystem 140 of Fig.
1 is an additicnal optional component which provides for
15 communication between device 102 and different systems or
devices, which need not necessarily be similar devices.
For example, subsystem 140 may include an infrared device
and associated circuits and components, or a Bluetooth™
communication module to provide for communication with
20 similarly-enabled systems and devices. Bluetooth™ is a

registered trademark of Bluetocoth SIG, Inc.

[0017] Mobile device 102 may consist of a single unit,
such as a data communication device, a cellular telephone,
a multiple-function communication device with data and
25 wvolce communication capabilities, a personal digital
assistant (PDA) enabled for wireless communication, or a
computer incorporating an internal modem. Alternatively,
mobile device 102 may be a multiple-module unit comprising
a plurality of separate components, including but in no way
30 limited to a computer or other device connected to a

wireless modem. In particular, for example, in the mobile




such as a data communi cation device, a cellular telephone, a

mul tiple-function communi cation device with data and 25 voi ce comruni cati on
capabilities, a personal digital assistant (PDA) enabled for wreless
comuni cation, or a conputer incorporating an internal nodem
Alternatively, nobile device 102 may be a nultiple-nodule unit conprising
a pIuraIity of separate conponents, |ncldh|ng but in no way 30 Ilnlted to a

conput er ot her vice connected fo_a w s nodem In particular, for
exanpl o, 1 n BHESRoNT 16 SQBUTER I bok i agramier TATSoe L TaY | FARCULT b
circuitry and aHteHia MYy bel TRIABRIAL RS A £adhe i B0IRMANI infhatnhafBy
be inserted into a port on a |aptop conputer. In this case, the |aptop

conput er wo@ﬁ&|hﬁﬂ%ﬂﬁ?¥¥Qﬂsﬂﬂ%®'aSPRé?anr@ Lamiqmuﬁqmpqﬁﬁ@ auki:| Faig

Us, and contrall er y the r |t ha
connunlcateggﬁﬁ?h -?ﬂ% 1%§95Er s t pe” e odleg he %on%ﬁ?% ?<7 cpu

It is al$o0 cepbespdat ahd hale ancompméemuxﬂliﬁﬁprUngl@ﬁantonﬂﬁblméfnnhyy
capabl e of w reless connunlcatlon may be 10 adapted to connect to and

ef fect i vel y T§8¢dRe 'Hdrithbl the re lﬂmvéplgl AOFT r GOERE B edhav éF Pa
si ngl e- uni t +g@Vvi SSupsuch ascepe Hf EQO%%w%ﬁﬁéibﬁg AV & o HPI8E - MoBbhe

devi ce 102 communi cates in and through wreless comrunication network 104
and Rel ay 1@6tkﬁeﬁEWmCCQStﬁmpbetedoshaPeﬁsammmﬁt&ncbmaoyheklbgunpmehe art
wil | underst%nd t hat ny mnr% ess arri.er %rotoco s to

conmmuni cat i ONs nayrggl §i n§ TGSt TEPRSS eF@mmuNéF%g? ac@%gs P

associ ated Wdhlpt@dslmsozfd»rheéctort@sahdofeffré@wlea@w%smﬁaé hesief 85 deviRee
102 requires a Subscriber, 20 Identity Mdule or "SIM card 162 to be
i nserted i nti&agggeiver circuitry and antenna of a single-unit device

such as cone of those described above.

[0018] Mobile device 102 communicates in and through
wireless communication network 104 and Relay 106 to a Sync
15 Server 108. Persons of ordinary skill in the art will
understand that many wireless carrier protocols to support
communications may be used including GSM, GPRS, etc.
Network access 1is associated with a subscriber or user of
device 102 and therefore device 102 requires a Subscriber
20 Identity Module or “SIM” card 162 to be inserted in a SIM
IF 164 in order to operate in the network. Device 102 is a
battery-powered device so it also includes a battery IF 154
for recelving one or more rechargeable batteries 156. Such
a battery 156 provides electrical power to most if not all
25 electrical circuitry in device 102, and battery IF 154
provides for a mechanical and electrical connection for it.
The battery IF 154 is coupled to a regulator (not shown)

which provides power V+ to all of the circuitry.

[0019] The wireless link shown in communication system
30 106 of Fig. 1 represents one or more different channels,

typically different radio frequency (RF) <channels, and




|F 164 in order battery-powered to operate in the network. Device 102 is a
device so it also includes a battery IF 154 for receiving one or nore
rechargeabl e batteries 156. Such a battery 156 provides electrical power
to nost if not all 25 electrical circuitry in device 102, and battery IF
154 provides for a nechanical and electrical connection for it. The
battery IF.154 is coupled to a regulatorl@not shown) which provi des power

Ve 10 all OfskBRSHEaILId o LO01S) The el gss Link shaun J o communi ggt on

system 30 represents one or e chanhe

typi cal |y dibbernentdswid® fioequengy (IRF) cbhaneel sis agd linitassoekabadce
protocol s used between wireless network 104 _and nobile device 102. An_RF
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application software and data therefore 105 such as an address book, task
list and mBAds SeELipgnd 105TRpeyehé ssyRehr oRiczedonnertegdppbiycaiidfindea

mai nt ai ned .0, . te i ex 5 j\di n [ , il
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102. Syih@ network controllers.

[0020] Mobile device 102 includes application software
and data therefore 105 such as an address book, task list
and memos etc. Data 105 may be synchronized with
application data maintained in an enterprise context,
15 providing, for example, email, calendar and other services
in an enterprise network to the mobile device 102. Sync
Agent 103 provides an interface between applications 105 on
the device and Sync Server 108 coordinating synchronization
of data 105 with Sync Server 108. Sync Agent 103 receives
20 notifications of record changes from those applications
105, converts the data to a format for communicating to the
Sync Server 108 and formulates a sync requests toc the Sync
Sexver. In the opposite direction, the Sync Agent processes
commands from the Sync Server and applies any changes to

25 the application data stored on the device.

[0021] Relay 106 provides a bridge between the wireless
network 104 and a data network, such as the Internet,
coupling Sync Server 108 to the wireless network. Relay 106
provides a variety of services including protocol

30 conversion and routing.




Agent 103 provides an interface between applications 105 on the device and
Sync Server 108 coordinating synchroni zation of data 105 with Sync Server
108. Sync Agent 103 receives 20 notifications of record changes fromthose
applications 105, converts the data to a format for comunicating to the
Sync Server 108 and fornul ates a sync reguests to the Sync Server. In the
opposite direction, the Sync Agent proce commands fromthe Sync Server

and apnl s [3guashanass.Lo sza.Lhe appl i caly op datg syored oncl he geyice

[0021] Rel a provides a e Wi el ess - Snet\wor k and a

dat a netmorhppSuehtasnth@nhmcmdrﬁ 11coipd | g SymgerSer V@B . 108rt extiple,
w reless network. Relay 106 provides a variety of services including

pr ot ocol 3§y€8nﬁﬁ%¥%ﬁ1%ﬁﬁi?%ﬁ?PF§ SYOO2 FEBAETRE SSer S 1108 BPB@FH%ElQH
interface bebweento2RPlicAti¢n 1%@@@665@8&%99@“%&1%/5% aeruor&pe%tf%he
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format for endln d V|ce 10 Thi s rmatted, data along with,
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accordance wohhundehitBdt i 08 PheVi gedc byaglavi cel onnect @rccla%aan@lem W@kh
operations are perfornmed for conmunications in the opposite 10 direction
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responsi bi l i ice canector |s to convert reco Ica
XM, tol@ fdnmabtubatfdevsgecl&%qb&s&md&@&@&m@ﬁ,im@mvt@e—ﬂemiae Devi.ce
connector 112 is designed to support different versions of device software

[0023] Devicg Connector 112 contains specific
information about a mobile device 102. A main
responsibility of device connector 112 is to convert
records, typically in XML, to a format that device 102
15 understands and vice-versa. Device connector 112 is
designed to support different versions of device software

as well as other device types, based on an XML document.

[0024] Enterprise Administration Server 118 provides an
interface to <create and maintain User Configuration
20 information 120 stored to a database accessible to Sync
Server 108. Enterprise Administration Server 118 provides
Ul configuration for setting field mapping,
enabling/disabling of sync databases and other related sync
configurations. This information 120 is periodically polled
25 by Sync Server 108 for any changes and for sending to the

Sync Agent and/or asscociated connectors.

[0025] Application Connectors 110 respectively interface
between a back-end source server 114, such as Microsoft
Exchange® or Lotus Notes®, to the Sync Server. When record

30 changes occur within the server’s database 114, the




as well as other device types, based on an XML docunent. [00241 Enterprise
Adm ni stration Server 118 provides an interface to create and maintain
User Configuration 20 information 120 stored to a database accessible to
Sync Server 108. Enterprise Adm nistration Server 118 provides U
configuration for setting field mapping, _enabling/disabling of sync

dat abases and other related sync configdPations. This information 120 is

di cal | |l 5 yng Server 108 for es an for sendlng
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dat ab / f t f t I dat ab
Gevi oo 102, SBynoSeior 1065 rOGRLE PHiS M GBEGHBRECL 0% 1 EREPSFHFMany

data fromt tael yARRItLC at # & @Q@nﬁﬁbQﬁcé%Qoho cfo%e@@;\élrceno Aso deger hBgdce,
further belomlln accordance with an enbodi nent of the present invention,
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cart of operations synchroni zf ng-data on a wi r device®such as
st ati on1Q02 schrdhaa tsaecSJ_,rrd: reepter SLO8 agecde\alscelpmrc mantsa)wz@ts@ﬁ ver 15
dat abase 114 |n acco%rance wi.th an enbodi nent of the

low synchronlization process.
[0026] Fig.. 3 is a flow cart of operations 300 for
synchronizing data on a wireless device such as station 102
and a second remote storage device such as source server
15 database 114 in accordance with an embodiment of the
invention. At step 302, sync configuration of device 102 is
undertaken. Upon detection of services with synchronization
needs, Sync Agent 103 checks whether sync configuration
information is present on device 102. If this configuration
20 information is not present, Sync Agent 103 sends a ‘Get’
configuration command to Sync Server 108. Sync Server 108
responds by sending configuration information to the device
102, This configuration information identifies the
available data sources (i.e. “Exchange” connector 110},
25 databases (e.g. “Address Book”) to synchronize with {i.e.
114), wuser sync settings {(from 120) and a series of initial
field mapping tags as available. The series of field tags
allows the synchronization operations to perform field
deltas (i.e. comparisons at the field level to determine
30 differences in data) to minimize over the air traffic

during eventual synchronization.




invention. At step 302, sync configuration of device 102 is undertaken.
Upon detection of services with synchroni zati on needs, Sync Agent 103
checks whet her sync configuration information is present on device 102. If
this configuration 20 information is not present, Sync Agent 103 sends a
“Cet' configuration conmand to Sync Server 108. Sync Server 108 responds
by sending configuration information to ttAe device 102. This configuration

A

“information i ifies the _avail able, data sources (i.e. "Exchange:!

connect or 1£8§3?e35 dat% gb}scecsor(cga.ngc.e "h eggengl?‘s)ent 0 %%Occﬁ;}[be aﬁzeojvc/vi the
(i.e. 114) inwserisyinc sSeidimngs Afgien 129) danddadsanites afo iphised: thel d
mappi ng tags _as avail able. The series of field tags allows the
synchroni zafiloM opérat iBIFSa o2per fidien Birechrogéizedd on . Bhagdnpdtisofis oyt
the field | . t er mi.ne ; I re L.n gLnipl.ze t he
air traffic%yggriggqg%engﬁal1?3%2%&%§izgg?§ﬁ% 1§§BF§6%§fg%Ehg%co? gﬁ%é'mﬁth
t he presknt Fedodiimgnt coi ftilvmrativent i art, sytreghr od@4at | ®pncs BAgended1DAt o

two phases: .the. sl.ow sync phase and the synchrgni zati_on phase. Tge s| ow
sync phase HEAFITESe. BOFor & Lynch¥B 2 PFOAGEEr o L8 FoRrGwi Ag. the.
configurati enabaledst @pc 4seSyNe AgefetBitiidi tihdhhaes the: shawsxesn
operations for each of the enabled databases in a sequential nmanner. ‘cllhe

initiating SSpsc gt 103 samds adn’ |dintitdlaldee corpmnand o tohet ISy ngync
server 108 Q. lALtigfe ttoheirﬁ'toi"&ée%’ “&é?@ffﬁss%gg'é%B&QQFtQSd}Qaggﬁab%ﬁs to
be used. This sl ow sync process attenpts to rge srmrlar records”between
t he Soule Setwetrstlitandet hesedeviTtd s102] owesoing ngroeessd ordnptet s tbf
they exist. Records existing o nly one side are reflected_on the
merge similar records between the Source Server 114 and the
device 102, resolving record conflicts 1if they exist..
Records existing on only one side are reflected on the
corresponding side. During this slow sync process, records
15 are not deleted. Rather the result of this slow sync
process creates a mapping history so the Sync Server 108
can uniquely identify records between the server and the
device. By using a mapping history, any updates, additions
or deletions of records from one side will cause the
20 corresponding record on the other side to be updated during

the eventual synchronization phase.

[0028] In addition, any user configuration change by

Enterprise Admin Server 118 and its store 120 may be

detected by the Sync Server 108 and reflected to the device
25 102 and connectors 110.

[0029] As mentioned above, the slow sync process
attempts to merge similar records between the server 114
and device 10Z2. In order to compare records stored in
different data stores (e.g. one on device 102 and another
30 on source server database 114) the schema for the database

is. required. Database schema may be described in a variety




correspondi ng side. During this slow sync process, records 15 are not

del eted. Rather the result of this slow sync process creates a mapping

hi story so the Sync Server 108 can uniquely identify records between the
server and the device. By using a mapping history, any updates, additions
or deletions of records fromone side wll cause the 20 correspondi ng
record on the other side to be updated d&?lng t he event ual synchronlzation

phase. [002 a n
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schema nmay b@hémgcrd%eungnTdmwanm@&yaIAza@ﬁowayghaaerl&ﬁndidxngy trloe hhekup
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know edge to do the record-based N cases where 10 sc ena 'S
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SCNEMANEO Uz ga%lg% %%q%etermlne which schema to use may be required.
A configuration setting and/or administered security policy

may be useful to govern such a decision.

[0030] To reduce the number of records fetched from the
15 device 102 or sent to the device 102 during the slow sync
phase, a record-grouping approach is used in which a group
of records is represented by a hash value of a content of
the records. The hash wvalue of a group represents an over
all hash of the records in the group. During the slow sync
20 process, server 108 matches (or not) the group data sent
from device 102 with the corresponding group data generated
using the schema at server 108 to determine which of the
device records (i.e. from data 105) need not be fetched to
server 108, which of server 114 records need to be sent to
25 device 102 and which of the records between the two are

conflicted and need to be resolved.

[0031] In accordance with an embodiment of the
invention, every group is given an ID. The group ID ranges
from 0 to Number of Groups - 1. Each record within a table
300 has a unique RecordID within its database. Individual

records are assigned to a group in response to the record’s




A configuration setting and/or adm nistered security policy may be useful
to govern such a decision. [0030] To reduce the nunber of records fetched
fromthe 15 device 102 or sent to the device 102 during the sl ow sync
phase, a record-grouping approach is used in which a group of records is
represented by a hash value of a content of the records. The hash val ue of
a group represents an over all hash of tlRe records in the group. During

t he sIOM(syg%Sgg%?pﬁc?%§ ei%& %% gge% (or not) the group data sent

from devi ce e corr spdn ng ‘group ‘data generated using the

schema at server 108 to determ ne which of the device records (i.e. from
data 105) need not GsodetTihed Recos@Taod 0&umibd choDfGs@upyer 114 records
need to be sent to 25 device 102 and which of the records between the two
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is known, n th the fecor ongs nown as we ons
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operation (MOXD) does not guarantee a good balance in terms of the number

of records r..group iS._easy to co [ 0033] Cenerating a grooup data
val ue fron1ﬁﬁ83%écord eBFra§1§9y ggéhﬁe1eY%4 dfFﬁmaEU%rg§F9gBP Rfdys.
However, tO0a group may be determined in a variety of ways. However, to

10 make the determination of the group data value a relatively

easy process, the following assumptions are considered:

Record order does not matter within the group. Thus
no record sorting is required to calculate the group
data value and no matter how records arranged within
15 the group, the group data wvalue should be the same

with every arrangement; and

The record (or instance) data wvalue for each
individual record is based on the hash of the record
fields. And no matter how record fields get
20 arranged, the record data wvalue should be the same
ae is made possible since all the record fields tags

are unique by definition.

[0034] Thus regardless of how a record’s fields appear
in a record and the records appear in the group, the group
25 data value is the same. In the present embodiment, a hash
function defined on the record fields is “exclusive or”
(XOR) for generating the record data. And the hash function
defined on the records to determine the group data value

from the record hash values is XOR as well.




10 make the determ nation of the group data value a relatively easy
process, the follow ng assunptions are consi dered: Record order does not
matter within the group. Thus no record sorting is required to calcul ate
the group data value and no matter how records arranged within 15 the
group, the group data val ue should be the same wth every arrangenent; and
The record (or instance) data val ue for d8ch individual record is based on

t he hash of ecor fi.el ds.. And tier_how record,fj.el .
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schema is a nuneric value 5 to describe certain fields within a record
whi | e * Recof@nfigagkdi som VdlcuedgBseri bl alherehe nBpped MNagieds wi'thAPR a

record. As gn exanple s oL ac i I S\ nf.i e the

devi ce 102 V\A‘lénl’ e, Ir stéw, af1!§astgl kﬁ%ﬁgaﬁgﬁ CoKe anyﬂag#{'l[ e Jgf?ra eﬁp

the " Key0 ha®ecwtid’ e Hadwh contains of all the mapped fields within the
record fro contact (e.g. Address fields, emall, web page,

various phone numbers, etc.).

[0036] As noted, in the present embodiment, database
schema is provided by Sync Agent 103 in the initialization
15 command (step 304), if possible, to start the slow sync
phase. The schema indicates to Sync Server 108 the device’s
current database structure. A database can have multiple
tables, and each table is associated with its table ID and
schema, which describes the record format with field 1ID,
20 field type (key or non-key). Fig. 4 is a pseudo code-like
description 400 of an initialization session 402 from
device 102 in an over the air communication directed to
Sync Server 108 including schema data. For each database to
be synchronized (i.e. Database 1, Database 2 .. Database W),
25 database configuration schema information (e.g. 402 for
Database 1) is provided. Database configuration information
402 includes a unique ID 404 for the database and, for each
table (object) therecf, a unigque Table 1ID 406 for the
table, a table default indicator 408 and table schema 410
30 comprising one or more FieldID and Key attribute indicator

pairs.




10 "Record' hash contains of all the mapped fields within the record fro
contact (e.g. Address fields, email, web page, various phone nunbers,
etc.). [0036] As noted, in the present enbodi nent, database schena is
provi ded by Sync Agent 103 in the initialization 15 command (step 304), if
possible, to start the sl ow sync phase. The schema indicates to Sync
Server 108 the device's current databasé’structure. A database can have

ggLLLglemhl?Bbgggcﬁpges%ﬁﬂgaggggré%forna %ge%QYlégdlbg 48 eSé%hggyﬁga(key

or non- key)areﬁaypr@ariyiqnﬁnHKdCDﬂEalkﬁ&dwwﬂﬁstﬁviﬂg‘%ﬁhﬁéraﬁuch as
initialization session 402 from device 102 in an over the air
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25 dat abase conflguratlon schema information (e.g. 402 for Database 1) is
provi ded? D&Eaba§@rm@hﬁbg@raﬁi@meWﬁb@Bﬁgtd@mcréﬁﬁd ncl udes a uni que |1 D 404
for the database and for each table (object) thereof, a unique Table ID

406 for th tabl e def aul t. jnd 408 ble schem 410 30
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[ 0037] CommgeirGatri om&&etﬂ@@m@ﬁvgcegiaa anthaser veralhis asedtyppeabhyl
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an Initialize command to serv |ncIu group as ues an
optional0 records creating a mapplng for future synchronizations

(Step 306). Server 108 first starts with a comparison of

group hashes to match records.

[0039] If device 102 does not send the database schema,
server utilizes an XML mapping for the corresponding
15 database available from an applicable application connector
110 to calculate group hash 'values. However, if device 102
does send the database schema e.g. 402, server 108
calculates record key hashes and record hashes based on the
received schema from device 102 and then the group hash
20 wvalues for all of the records of the applicable

corresponding source server database 114.

[0040] Server 108 them compares respective generated
group hashes and received group hashes from device 102,
Sexrver 108 métches respective groups and group hash wvalues
25 based on the Group ID. If two respective hashes match then
server 108 considers that the corresponding records from
that group match. Persons of ordinary skill in the art will
appreciate that an XOR operation to generate a hash will
not guarantee unique hash values for every set of records.

30 There is a chance, though generally remote, that two groups




dat abase schema (step 304), the server side, in response, starts the slow
sync phase conpari son process to match 10 records creating a mappi ng for
future synchroni zations (Step 306) . Server 108 first starts with a
conparison of group hashes to match records. [0039] If device 102 does not
send the dat abase schema, server utilizes an XML mapping for the
correspondi ng 15 dat abase avail abl e fromli&n appl i cabl e application

connect or t - e o) sh-yal ues. ve if device 102 does
send t he da%%%asgoégkggggé.dgg4g%FQ%ErV§§nloﬁp E%F%ul%?gé r%%ofﬁﬁkegaHSShes

and record Hasheschasedeanrtise RRCeidelt Sehea dHeamm da\d ceectilZzeandati Ben
the group hash 20 values for all of the records of the applicable
cor r espondi RGSbdrEe RErShGS dBR%base 118 g 002ppasksver ofog heherR edhpates

respective geperaied  grop B@ﬁﬂgs?ean%f | vedgronp, hashes oEr Omzﬂeﬁmgge
102. Server 108 matches respective groups and group hash values 25 based
on the GouperB. a freawra especti véthashes gmitugh hdwn vabueelnd08sbonsi)der s

that th I d t hat tch. P f di
K11 i (e GFETRIHTS JERborat bo haRYarP XCFE BRBFEEHoR™ 6 GEREvad o"a Rash

will not gwanarteesdngque hashrypbhes f@iceverY il e I eI te30 Thare
is a chance, though generally renote, that two groups 18 are considered to

mat ch when i°#™P&&€dbot h do not have identical records. An additional check
to reduce false positive matches may include a conparison of the count of

Count wi th 1RC4aT0tn Rash el ueIChar Sho e R Ter rarive RaohofalEEE hay
be genel@t ed¢hen ahsgrormdchasie or more differences among the records of
each respective group. In response, server 108 queries
device 102 to provide keys and field hashes for each record
in a groups that does not match. Records may be matched
based on the Key Hashes of the records. The Record Field
15 Hash may be used to determine whether a particular record
conflicts with another record provided the two records

match and share the same unique ID and share the same key

hash wvalue.

[0042] In response to the matching process, server 108

20 determines which records may be:

¢ Added to device 102 if the records exist only on

server 108;

e Updated on device 102 if they exist on both server
108 and device 102 sides but the conflict 1is
25 resolved in faver of the server 108 (i.e. server

records win) over the device records; and

e Fetched if either the records exist only on device
102 or exist on both device 102 and server 108 but
the conflict is resolved in favor of the device 102

30 such that device records win over server records.




val ue using a different function may be generated and conpared. [0041] If
two respective group hash values do not match, 10 then there are one or
nore differences anong the records of each respective group. In response,
server 108 queries device 102 to provide keys and field hashes for each
record in a groups that does not match. Records may be matched based on
the Key Hashes of the records. The Record?Fi el d 15 Hash may be used to

determ ne a pakti.cu r rd |ct i,t h anot o]
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both server 54408 3pd zdevi ce 102 sides but the conflict is resolved in
favor of the server 108 (i.e. server records win) over the device records;
and Fetched if either the records exist only on device 102 or exist on
both dev?ce [#0243nd s&iwer P08 iHutusttmtsmdnfa | cressagbenl vedchangayopb 06f

the device 1Q2 _such dewyjce co wi_n _over ver, .recards. 19

[0043] This sl g\?vasyn%ég?%%egl\yzccr%%ﬁes£§§%i és’teé:r‘rfrf [ ?gé lr%al|51ps!ccr¥:gac]¥rl_é1 r Ege

bet ween t hesdemvesyrandihhati adanbaipned ghasd hasdews Te. aAt ddiBePokBEsibhe
records are cansidered ) , ,

and device session for merging mapped records completing

the slow sync phase. At 502, Device 102 sends an initialize

10 message with optional database schema and group hashes. In

response to a determination of which group hashes received

match the group hashes determined by server 108 using the

database schema, at 504, server 108 sends a get record hash

request for a particular list of groups that have no match.

15 [0045] At 506, device 102 sends the record hashes.
Initialization is completed with a response from server 108
(508). At 510, the server having completed the mapping and
determined which new records to send to the device, which
records to request from the device and which changes to

20 make to device records, appropriate commands are sent to
the device and a response received (512). At 514, device
102 sends the appropriate records and receives a response

(516) completing the initialization and record updating.

[0046] With reference again to Fig. 3, after the
25 databases are initialized, future changes may be
synchronized using the map, sending the changes in the form
of commands, for example, over the air in a session-
oriented protocol (step 312). Preferably over the air
transmissions are minimized and field level changes sent

30 with appropriate commands to amend a respective record to




synchroni zed. 5 [0044] Fig. 5 illustrates a nessagi ng exchange 500 between
devi ce 102 and sync server 108 illustrating the slow sync initialization
phase as well as server session and device session for nergi ng mapped
records conpleting the slow sync phase. At 502, Device 102 sends an
initialize 10 nessage with optional datahase schema and group hashes. In
response to a determ nation of which gro hashes received match the group

hashes det enifiedl by, SelVer 108qusing,ddie pdghabase, SapenBe 8k, 20 sglver

108 sends a get record hash reques or a partic groups that
have no mat clevite [D@ZB]nkanQﬁ;tﬂeVBcenﬁﬂQ shadgeshenﬂfcmag hashes sync

Initialization is conple mnth esponse from server 508 At 510,
the server H&AYGT n§5b|$gpﬁﬂ@reﬁ%%%?nmﬂ@ﬁ mﬁpcﬁ ABRPFECEPds

to send to tclﬂl%n@@w Cc%s &\Bméctr e6Qr dsh iy d LAMESt séhemttﬂy%n deyi ereandnhi ch
changes to 20 nake to device records, appropriate commands are sent to the

devi ce ahd @ymgsm@feyré@eﬁ/ehat@llzmodem 5Iadigédiied dedabsswds mhg be
approprlateckggg §e%n% ﬁﬁﬁéﬁ%é%lkﬁggﬁgﬁ> §516 conpl eting the

initialization and record erence again to Fig. 3,
after the 25 databases are initialized, future changes may be synchroni zed
usi ng the nH©®04%andi ng liche spangesummaﬂmzéuMdn ebrcamaadabaker mxanple,
over the air in a session- oriented protocol (step 312). Preferably over
the air tr&?SHEESEGNYRE e i nimi zed and field I evel changes sent 30 with
appropriate conmands to anend a respective record to 20 reflect a new

field change. Fither AALh e Oral Uhal el BB A0Zhi AT N2t e Such

changes and may send
10 ¢ the database is QOTA disabled and becomes OTA enabled;

* the database Sync Type has changed;.
e the database schema gets changed;
s new schema is added to the database; and

¢ the sync server 108 forces initialization by sending

15 an initialize command.

[0048] Re-initialization for one or another of the
above-noted reasons is illustrated as step 314. Persons of
ordinary skill in the art will appreciate that such step
may occur at other points in the illustrated operations as
20 these events may occur asynchronously. Though not shown
explicitly, device 102 may be operated to add a database or
change the schema of an existing database. Such events may
initiate slow sync phase operations (Step 304-310) and any

necessary configuration requirements (step 302).

25 [0049] Advantageously, over the air (CTA)
synchronization as described may effectively synchronize
various databases including contacts, tasks and memos using
different sources such as Lotus Notes or Microsoft

Exchange. Additional application data such as ‘Email




requests immedi ately (in a progressive node) in response to changes or
col l ect the changes and send themto the other 5 sync party in a batch
node. | ndividual databases may be configured for progressive or batch
node. [0047] Slow Sync initialization for a database nay be comenced
when: the database is OTA enabl ed but n%h initialized; 10 the database is
OTA di sabl ed and becones OTA enabl ed,; thhe dat abase Sync Type has changed,;

t he dat abas rge ch : Sche i d ; and
t he sync se%$§?E%§§ fo%%gs ﬁ%ﬁ%ﬁglﬁggﬁéon bgﬁggﬁd?ggg f%gaﬁgﬁﬁﬂgkgﬁggg'
command. [ 0048 R&AI nptrbébrrati da fablenetor syothwsniofe t ke valdeeynobed

reasons is illustrated as step 314. Persons of ordinary ski in the art
will apprec@ﬁ?@%ﬁﬁ5198ﬁ§3%ﬂ L9h8r ot AETBEhet BopﬁﬁgeFﬁLhHeemploys

i ITustrat ed roparat i ons1 a2Ad dNeggrevanis MY:oaCWn agynehr onougkvi ntheugh
not shown explicitly, device 102 may be operated to add a dat abase or

change the solkgnatle aiextseffijcdatBbageer Suoptévénesd negcoiti hpatd islkow

Lt omont SOCRCEs o) M5B P08 aa sl BL il v Sager e RS LoTALCD

synchroni zatthen asildesdrd bethigpys ef { €ein vel yasyRchrenizegedabirows 1datrabases
i ncluding contacts, tasks and nenos using different _sources such as Lotus
Notes or M &PosE&FECVEXchaRgRIant dithBias appiatcat ABRLAGARISuch dd© EREA 21

Settings' anpdotERhl Hibterss g@%u@k%ﬁegﬁssWW%HH¥B&¥¥Lti&meogﬂﬁuﬁEQEﬁ%o
is able to Synchronize a variety of

10 databases within a given sync request or session. The

protocol supports batch or progressive sync, configurable

on individual databases to synchronize records following a

slow sync initialization. Each database can be configured

to support: 2-Way Sync, 1l-Way Sync to Server and 1-Way Sync

15 to Device. Sync Agent 103 on the device can support

multiple services. Device connector 112 can support

multiple devices and software versions, using an XML field-

ma?ping document. The protocol and operations can support

3™ party developers.

20 [0050] The above-described embodiments of the present
application are intended to be examples only. Those of
skill in the art may effect alterations, modifications and
variations to the particular embodiments without departing
from the scope of the application. The invention described

25  herein in the recited claims intends to cover and embrace

all suitable changes in technology.




dat abase configurations. Sync Server 108 preferably enploys field |evel
deltas for each record in order to mnimze 5 over the air traffic.
Further, optim zed record handling aggregates nultiple changes of an

i ndi vidual record such that nultiple changes within a batch are nerged or
filtered to renove redundant changes where applicable. The OTA protocol
supports sinultaneous synchroni zati on ofzﬁultiple 10 databases within a

gi ven sync Eigg@gt or session. The protocol supports batch or progressive
sync, configurable on individual databases to synchronize records
following a slow sync initialization. Each database can be configured to
support: 2-Way Sync, A-¥WayhS¥ngpdrfSeiaerband kafnerSyhsr 15yhenhbewieengSync
Agent 103 on,the device can support nultiple services. Device connectar

112 can suppb¥Ftt Halei prergavitCes MNP t4RFE-S ARG oFRTORSE Agtanskhied

field mappLags doeHes! stdbeqhr abosoL agflopperaytons can support 3rd party
devel opers. 20 [0050] The abobve-descri bed enbodinents of the present

application are intended to be exanples only. Those of skill in the art
may effe%t al terati ongeceadithigcatd onscarta vafie i obbet o ndlel rar t deulae
enbodi nents wi t hout d %%rEﬁggnngggl%q%sic%%% of the application. The

i nventi on described 2 hgreln Pn “the 1éfit €3 -€Faims intends to cover and

enbrace all suitable changes in technology. 22 Cains 1. A nethod
perfornmed by a server mhachdyvgchrespattgvef irsdt ddaies sbar ethé o fa raxbi bed
devi ce and second data store%6 to a,renpte storage device conprising: 5

recei ving a schema fr&fCORE AELA 8548 tde schema;
determining differences between the first and

10 _ second data in response to the matching; and

updating at 1least one of the first and second

data in response to the differences.

2. The method of claim 1 comprising maintaining the
synchronization of the first and second data in response to

15 the matching.

3. The method of c¢laim 1 or 2 comprising recelving
group matching data representative of groups of instances of
the first data; generating corresponding group matching data
for groups of instances of the second data using the schema;

20 determining group-level differences between respective group
matching data for the first data and the second data; and
wherein matching respective instances of the first and

second data is responsive to the group-level differences.

4. The method of c¢laim 3 comprising requesting
25 instance matching data for the first data in response to the
group-level differences; generating corresponding instance

matching data for the second data -using the schema;




describing the first data; matching respective instances of the first and
second data using the schema; determ ning differences between the first and
10 second data in response to the matching; and updating at |east one of
the first and second data in response to the differences. 2. The nethod of
claim11l conprising nmaintaining the synchronization of the first and second
data in response to 15 the matching. 3. 2¥he method of claim1 or 2

compr i i ng FECLYI 0o OTQHR JRLEN N, dalg fenresent ablye al oroups.of,
i nstances o e fIrst data: gener at’i ng correspondi ng 'group nmatchi ng Gat a
for groups distastanaes obfi nighedsiesoddrdatioe ustingtt hetschend; 2 deéesndni ng
group-1level differences between respective group pmatching data for the

first data St RESs et dat B2t gRENIwidrei FefReehi Vg rasheitrde GinstAfces

of the first; and a%%CQﬂQxﬂﬁiadhéar%%Poﬂééﬁgné9véh%oQHQHQ'£ﬁ¥€én9éii§Ggﬂces-

4. The nmethod of claim 3 conprising requesting 25 instance matching data
for the Jirdiffiatentasresponse to the group-level differences; generating
correspondi ng i nstance matching data for the second data using the schens;
23 determ ning énst e-lev. Icgiffere ces tween,respective, . instance

) éhﬁa. E

& ‘me Rbd tha8econdT dat &"EHd Wherdtn F&PERI ng

mat ching data for the fTirst

the respecthyechisganses obrtbre first aadasesangrdapambschespoastyerbe the
i nstance-level 5 differences. 5. The nethod of claim3 or 4 wherein the

group matchitfiy ER®PTbr HRERf i rSITRiat L ANd 1§EEEF tEechi hySHat ¥ G of

corresponding groups of the first data and second data.

10 6. The method of claim 4 or 5 wherein the instance
matching data for the first data and instance matching data
for the second data comprises respective hash data of
instances of the first data and second data from

corresponding groups of the first data and second data.

15 7. The method of any of claims 1 to 6 wherein the
first and seccnd data are stored to corresponding tables of
respaective databases, said schema defining a database schema
for said respective databases and said respective instances
of the first and second data comprising records of said

20 respective databases.

8. The method of any of claims 1 to 7 wherein
updating comprises communicating at least some of the
differences to update the first data in accordance with an

over the ailr session-oriented protocol.

25 9. The method o0f any of c¢laims 1 to 8 wherein
updating comprises receiving at least some of the
differences to update the second data in accordance with an

over the air session-oriented protocol.

10. The method of «c¢laim 2 wherein maintaining




the second data conprises respective hash data of correspondi ng groups of
the first data and second data. 10 6. The nethod of claim4 or 5 wherein
the instance matching data for the first data and instance matching data
for the second data conprises respective hash data of instances of the
first data and second data from corresponding groups of the first data and
second data. 15 7. The method of any of @tains 1 to 6 wherein the first
and second data are stored to corresponding tables of respective

dat abases, SATd i%%R8hm defining a database schema for said respective

dat abases and said respective instances of the first and second data

conprising recordetetrmsaitg 20 dnespest | veedlat abiases. s8corldle neibed ohnany
of claims 1 to 7 wherein updating conprises comunicating at | east some of
the differencestrdnapdhteneghatsifaetdaraei Atatbsr aRABESH £R BRI2EGeFDENe

ai r session-oriepted. ppgt9col,. 25.34.He p@fé}?da@fo@%%/ %%ng%pge%sﬁenﬂ

wherei n updating conprises receiving at |east sone erences to
updat e the secondrilatbedinpactocdancendith an over the air session-oriented
protocol. 10. The nethod of claim2 wherein maintaining 24 conprises:
determ ni ng changes to.the second data .,and_,tra I hg_at ast soggpof

r

elv chahges 1o ' qinéttl Ig
the changes to up&ate thE FPFESidth T abtoi'datde® wE h2GHO698RCEnY
session- 5 orienggdopeet @gel aiantsdOcedvihei shodgesréeodde hhastipdatangn
accordance with an over the air session-oriented protocol and updating
the second data in response.

11. The method of claim 10 wherein said transmitting

10 is responsive to a progressive mode and a batch mode.

12. The methed of c¢laim 2, 10 or 11 wherein said
receiving, matching, determining and updating define a slow
synchronization phase and said maintaining comprises a

synchronization phase.

15 13. The method of claim 12 comprising performing said
slow synchronization phase in response to a change in the

schema.

14. The method of any of claims 1 to 13 wherein the
steps of receiving and updating are performed using a
20 wireless network coupling the server and mobile device for

communications.

15. A method performed by a mobile device for
synchronizing first data stored to the mobile device and

second data stored to a remote storage device comprising:

25 storing at the mobile device a schema describing

the first data;

communicating the schema to a server adapted to




the second data in response. 11. The nethod of claim 10 wherein said
transmtting 10 is responsive to a progressive node and a batch node. 12.
The nethod of claim2, 10 or 11 wherein said receiving, mtching,

determ ning and updating define a slow synchronization phase and said

mai nt ai ni ng conprises a synchronization ghase. 15 13. The nethod of claim
12 conprising performing said slow syncBPonization phase in response to a
change in the schenmm, %4 The net hod of .any of cIaig; %:to 1$.mh€rein t he
steps of receiving and2ufdat FEGPEFE B f FNFSPng A 204 r et B5%E nethdr k
coupling the server apdcaibi | @adevi cesi®g EBEMURICGRa0NSand 5. déc8ehhed
performed by a nobile device for synchronizing first data stored to the
nobi | e device and seféhdedgpacst Seddasy athenbiesst sRdgsFonitedata in

conprising: 25 storin%eggohgg mpbi ke gg%hggng;sgggna describing the first
e Sc apte

data; communicating t ema to a server a to 25 match respective
i nstances of the first and second data using the schema and determ ne
di fferenzes between thedhkisy aid kezsndadate iof tbkspdisstt candesandedi ng;

and 5 updating at |least_a one of the first _and second data jn response to
the differences deterﬁ?ﬁ@dlﬁyr%ﬁﬁgQﬁﬁ\ﬁﬁ.tq%.dﬁii?ﬂ%?ﬂ%% §?£%¥%}ﬂ$§58y
conpri sing mai ntai ni nghtheerver.

16. The method of claim 15 comprising maintaining the

synchronization of the first and second data in response to

10  the matching.

17. The method of claim 15 or 16 comprising providing
group matching data representative of groups of instances of
the first data to the server, said server adapted for
generating corresponding group matching data for groups of

15 instances of the second data using the schema; determining
group-level differences between respective group matching
data for the first data and the second data; and matching
respective instances of the first and second data in

responsive to the group-level differences.

20 18. The method of claim 17 comprising providing
instance matching data for the first data in response to a
request from the server for generating corresponding
instance matching data for the second data using the schema;
determining instance-level differences between respective

25 instance matching data for the first data and the second
data and matching the respective instances of the first and

second data in response to the instance-level differences.

19. The method of c¢laim 17 or 18 wherein the group

matching data for the first data and group matching data for




synchroni zation of the first and second data in response to 10 the

mat ching. 17. The nethod of claim 15 or 16 conprising providing group
mat chi ng data representative of groups of instances of the first data to
the server, said server adapted for generating correspondi ng group

mat chi ng data for groups of 15 instances gf the second data using the
schens; deterntnlng group- | evel di ff er edBes bet ween respective group

mat ching daf, f%@&!}ﬁ;}“ﬁ%&f“c?onié‘%ﬁ&? %%%gg @?&% aﬁlgsﬂﬁt%{}'tt t RE

respective |nstances 0 Secon responsi ve
group- | evel cdrtéependesg @00iBs dhethet hodsof datai and7seoondi aang. provi di ng
i nstance mat chi ng data for the first data in response to a request from

the server for spandi_n stance tchin data for the
Socond data usi D0t herSERBRENOG B oG S 1ot ah e euBt S o P of BREESCS
bet ween resaaﬁthyﬁg25atastf@@cech@atﬁmsrtg gata atz%t tlh@t&ﬁ&étmga&ala@ddahg
second data and matching the respective instances of the first and second

data in ?esponseth® t$@?¢¢%taﬁ%@aleﬁﬂmpﬁﬂﬂﬁﬂneﬂﬂﬁﬁﬁctmye'Th@sﬁetﬁ@daofoélalm
17 or 18 wh tc dat the, first data and grqu
mat chi ng da?ﬁg#gnégg ‘e seggndqﬁa%a ﬁpglses f%spggglvg hasq;dat§r§P

CorrespondlDgrgé@pbﬁd@ﬁgtbEOﬁpBSbfdahé andssecand datiase2BndThetaet hod of
claim18 or 19 wherein the instance matching data for the first data and
i nst ance natchingEdata 5 for the second data_conprises respective, hash data

of instances of “the fIFsMeERPT Sfd FBEoNH BaEATFr dm Tor4RsBBREFHY §PSups

aL the f;Lsflgﬁﬁaaﬁads%%%%@dd%%%aaﬁ%LsE@E%dm%@OQOP£e§§MnQEn§|@hﬁ§e§5oE0 20
erein e
10 respective databases, said schema defining a database schema

for said respective databases and said respective instances
of the first and second data comprising records of said

respective databases.

22. The method of any of c¢laims 15 to 21 wherein
15 updating comprises receiving from the server at least some
of the differences to update the first data in accordance

with an over the air session-oriented protocol.

23. The method of any of claims 15 to 22 wherein
updating comprises transmitting to the server at least some
20 of the differences to update the second data in accordance

with an over the air session-oriented protocol.

24. The method of <¢laim 16 wherein maintaining

comprises:

determining changes to the first data and transmitting
25 at least some of the changes to update the second data
in accordance with an over the air session-oriented

protocol; and

receiving changes to the second data in accordance




first and second data are stored to corresponding tables of 10 respective
dat abases, said schema defining a database schema for said respective

dat abases and said respective instances of the first and second data
conprising records of said respective databases. 22. The nethod of any of
clainms 15 to 21 wherein 15 updating congrises receiving fromthe server at
| east sone of the differences to update Re first data in accordance with

an over the air sessiap;or] e ro ol . The . f f i B
15 to 22 wherein updg%?n&v%%%pgpgesg?gaﬁgﬁl (thﬁfggﬁﬁggsg%§§?¥§ﬁ Igggt

sone 20 of the dupfletengeshéofiipsatdatheiseeondodata in accordance wth an
over the air session-oriented protocol. 24. The nethod of claim 16 wherein

mai ntai ning co i ses, determ ning changes . to the first data and. ..
ransi (41 ng 2505t | B8t MEGhET0lo HeL EhEngds J1e ke 52t potLBEERATAAPY | n
accordance W thedpoR¥etet b al pre§essoNver n8AtednaProbeeh; m8Ad, recei ving
changes to the second data in accordance 27 wth an over the air

session-oriented protocol and wupdating the first data in response. 25. The
nmet hod o cl ai m 24- whEhei meddiaf t PAnstAaimng 6i s24 esponsdpvesherain said

progressi ve e;aRd a bateh, mode. 26, ;The of jm 16, 24 25
wher ei n sai%g?ge%?ﬁfng,@connﬁhlcaﬁﬁgg %ﬁg'upgg?%ﬂgggefiﬁéﬁgggloﬁ 526w
synchroni zasyoohpbaseathdnsapdasai nkadni sgidonpaiaesaiaingynechmpni zati oa
phase. 27. The nethod of cl 'n1§6 conprising initiating said

synchronization phase.
27. The method of claim 26 comprising initiating said
10 slow synchronization phase in response to a change in the

schema.

28. The method of any one of claims 15 to 27 wherein
the steps of communicating and updating are performed using
a wireless network coupling the server and mobile device for

15 communications.

29. A server for synchronizing first data stored to a
mobile device and second data stored to a remote storage

device comprising:

a communications system for transmitting to and

20 receiving messages from the mobile device;

a2 processor coupled to the communication system for
processing received messages and messages for

transmitting; and

a memory coupled to the processor for storing

25 instructions to configure the processor to:

receive a schema from the mobile device

describing the first data;




10 sl ow synchroni zati on phase in response to a change in the schema. 28.
The nmet hod of any one of clains 15 to 27 wherein the steps of

comuni cating and updating are performed using a wireless network coupling
t he server and nobile device for 15 communications. 29. A server for
synchroni zing first data stored to a nn&%le devi ce and second data stored
to a renote storage device conprising: conmuni cati ons system for

transmtting to and gQ+LgCcei\dNg /msages, v éJ“*@@bi{ﬁede¥£f§t.agad

processor coupled to the conmunication systemfor processing receiv
nmessages and nessages skgendt datrsmutstinng ;thand caemanory coupled to the
processor for storing 25 instructions to configure the processor to:

i h f t h bi | j d i bi the first data; 28
ot ch reapect 1 ve | not SREBETOReL n 11 1EAPHF | SBEBABSBat 4TI gt 1he SEREm:

determ ne differencessbebweerathe i relspande secend dakan;nasnesponse to the
mat ch; and 5 update at |l east a one of the first and second data in

response_to the differences. 30. The server of claim?29 wherein the
instruct?ons confi guPeIEhE pibcdesHit td Mt afn Wive &yHEhr GG afPERANGS

the first and second data hf i-33poAse 4o LA MAlGh.hc L0 respective

i nstances. 31. The server of cla wher ein

30. The server of claim 29 wherein the instructions
configure the processor to maintain the synchronization of
the first and second data in response to the match of

10 respective instances.

31. The server of claim 29 or 30 wherein the
instructions configure the processor to receive group
matching data representative of groups of instances of the
first data; generate corresponding group matching data for

15 groups of instances of the second data using the schema;
determine group-level differences between respective group
matching data for the first data and the second data; and
wherein the instructions to match respective instances of
the first and second data are responsive to the group-level

20 differences.

32. The server of claim 31 wherein the instructions
configure the processor to request instance matching data
for the first data in response to the group-level
differences; generate corresponding instance matching data

25 for the second data using the schema; determine instance-
level differences between respective instance matching data
for the first data and the second data and wherein the
instructions to match the respective instances of the first

and second data are response to the instance-level




instructions configure the processor to receive group matchi ng data
representative of groups of instances of the first data; generate
correspondi ng group matching data for 15 groups of instances of the second
data using the schema; determ ne group-Ilevel differences between
respective group matching data for the fjrst data and the second data; and
wherein the instructions to match respecgpve i nstances of the first and
second dat agake-regpeasi ve to the group-level 20 differences. 32. The
server of -claim31 wherein the instructions configure the processor to
request instance matching data for the first data in response to the
group-| evel difPérenéls; sgeveratd coraiespdhdiimgréhst aheegmatiphinagctang 25

for the sec d using the schema; determ ne instance- |eyvel differences
bet ween resggg?iagﬁfngbgmégﬁ%ﬁc Bl dgyi If-8HP HR §§ %Rgdg?é%ﬂékﬁhgge
second dat asandnéhelagian ddngriistsd raedponsi & mBslchghbe bespeski¥pohAghances
of the f%rst and second data are response to the instance-Ilevel 29

di fferentes9r88PSTRE §BRVELLSE ER&RnABY WREPBFANABKA-group matching data
for the first data and group matching data for the second data conprises

respective hash data 9heCQERGEPORM NG 513 HOUPS 9% Lhe, hﬁskhgaﬁﬂg%ggce

second dat a. 34..The server of claim 32 or 33 whereln t%e i nstanc
mat chi ng damatfbinghdatiar Siorddthe affidr § tnsdaine ean@t thehgndat matfbinghdasacond

data conpri r ective hash data of _instances of the first data an
second data%E?onfﬁgo %%??%%pd%%?%g Yr8ups® o tqﬁ§H§QEﬁv?kﬂﬂ§f%hd%§§@on8%
dat a. instances of the first data and second data from

10  corresponding groups of the first data and second data.

_ 35. The server of any one of claims 29 to 34 wherein
the first and second data are stored to corresponding tables
of respective databases, said schema defining a database
schema for sald respective databases and said respective

15 instances of the first and second data comprising recordé of

said respective databases.

36. The server of any one of claims 29 to 35 wherein
the instructions to configure the processor to update
comprise instructions to configure the processor to transmit

20 to the mobile device at least some of the differences to
update the first data in accordance with an over the air

session-oriented protocel.

37. The server of any one of claims 29 to 36 wherein

the instructions to configure the processor to update

25 comprise instructions to configure the processor to receive
from the mobile device at least some of the differences to
update the second data in accordance with an over the air

session-oriented protocol.

38. The server of claim 30 wherein the instructions to




35. The server of any one of clains 29 to 34 wherein the first and second
~data are stored to corresponding tables of respective databases, said
schema defining a database schenma for said respective databases and said
respective 15 instances of the first and second data conprising records of
sai d respective databases. 36. The server,.of any one of clains 29 to 35
wherein the instructions to configure tﬁg processor to update conprise

i nstructi ongoh@:gaRki @HEEp-BReBE8EEES0M At Atk ANSRiL rad t@n%E%u&??Bh% dgvi ce
at |east sonme of the differences to wupdate the first gata i n accordance

with an ovefFopfégdire tdesdimicendanted pedeoméhe Iharfes sy vehe obeanydone
of clains 2 iLn..the instructions to.configure the processor to
dakg, SHaMOERRN; £ RE ARSLEShRMS e RuSotbedats, houPuRERTE

update 25 conpri se’ins I"ons to-confi 0 €from

the nobile deévsce adtdedsi somerahnthe wifherenceseko thpdatia t Besseegnd
data in gccordance with an over the air session-oriented E(otocol. 38. The
server of cPaRP86IWREPEPRCLRe anfs trardlivenschanF tonthguitrshedpkacassor

to maintai ngeeRPHLEEe! RSIHHICE ) ORS, O tﬁ@n%EQ“r§%%£§%ﬁué¥ﬁ%§¥§dt rg%ESE?Lne

changes to the second data and transmit at |east sone o e changeés
updat e the afpflrspddatatha aecondadeeawihhraspowee.the air session 5
oriented protocol; and receive changes to the first data in accordance
with an over the3$ir §Egsiqp-oriente% pr ot ocol 3 nd ugdate t he second data
in response. 39. The server”of i ai M-38 WhatBi n *¥ai d”"tRES nst i ohEet o

configure thesprocessas tiot radisiiidurdy €thi0 pespessbye t® & RARHIeSShYe
node anijoa bat ch npde.

responsive to a progressive mode and a batch mode.

40. The server of c¢laim 30, 38 or 39 wherein the
instructions to configure the processor to receive, match,
determine and update define a slow synchronization phase
capability and said instructions to configure the processor

15 to maintain define a synchronization phase capability.

41. The server of claim 40 comprising instructions to
perform said slow synchronization phase capability in

response to a change in the schema.

42. A mobile device for synchronizing first data
20 stored to the mobile device and second data stored to a

remote storage device comprising:

a communications system for transmitting to and

receiving messages from the mobile device;

a processor coupled to the communication system for
25 processing received messages and messages for

transmitting; and

a memory coupled to the processor for storing

instructions to configure the processor to:




40. The server of claim 30, 38 or 39 wherein the instructions to configure
the processor to receive, match, determ ne and update define a sl ow
synchroni zati on phase capability and said instructions to configure the
processor 15 to maintain define a synchronization phase capability. 41.
The server of claim40 conprising instru gions to performsaid slow
synchroni zati on phase capability in resé nse to a change in the schena.

42. A robi | e device foersnachrontgengdingd gdatace2 Séﬁ{&f?ateeEBEiH?H'g' e
devi ce and second data stored to a renote storage device conprising:

communi cat i ons syst emther firghsdiatiei:-ng to and recei ving nessages fromthe
nobi | e device; a processor coupled to the comuni cation systemfor 25

processi ng received a nmessages for transmtting; and a ry
coupled to the procegggg%gggtsﬁg¥?Ha§h%ﬁ%t£8c9i§ﬁfqﬁ§c:#ﬁ&% et(i’h@‘gg:TR

processor to: 31 defireepattibe Mekiteaddevice enscherd: deserkbisgd Hbea
first daéa; 5 10 transm.t the schema to a server adapted to match
respective instances §Ffiffe iRt &HFdeSecondndat fetigiigia hedsEhernanand

det er m ne differencesbeQ%%@%eQﬁRﬁefifééta?&dﬁgﬁgﬁﬂdcﬂﬁ%@:h? £8§B&§§§ £8

the matchi ng; and update at |east a one of t irst and secon ata I'n
response to the diffetércostdbtieon mad by

update at least a one of the first and second
data in response to the differences determined by

10 the server.

43. The nmobile device of «c¢laim 42 comprising
instructions to configure the processor to maintain the
synchronization of the first and second data in response to

the match of respective instances.

15 44. The mobile device of claim 42 or 43 comprising
instructions to configure the processor to provide group
matching data representative of groups of instances of the
first data to the server, said server adapted to generate
corresponding group matching data for groups of instances of

20  the second data using the schema; determine group-level
differences between respective group matching data for the
first data and the second data; and match respective
instances of the first and second data in responsive to the

group~-level differences.

25 45. The mobile device of c¢claim 44 comprising
instructions to configure the processor to provide instance
matching data for the first data in response to a request
from the server to generate corresponding instance matching

data for the second data wusing the schema; determine




the server. 43. The nobile device of claim42 conprising instructions to
configure the processor to maintain the synchronization of the first and
second data in response to the match of respective instances. 15 44. The
nobi | e device of claim42 or 43 conprising instructions to configure the
processor to provide group nmatching datg representative of groups of

i nstances of the first data to the serv 9, sai d server adapted to generate

correspondi ngsgEAUR-TBLENI Nty P8t & d1Qke O OURS,@E NI NSTANCES: Ofe 201kl 58e0Nd
data using the schema; determ ne group-level differences between

respective geoopinet chitty farather fhestfidese datd ahd tdeegecomataatad and
mat ch respecg%gﬁ hns&ancestpf t he H!rst and. s cong.daEa ig res ogsby to
the group- Vel &PFf &FEREEET 55 UE LAHE SOl | & %eli FRC of eI SPfPRg data
conprising ihnstkpehkensot eheonbkgunecthevpnogesser-«hecprovi de instance

mat ching data for the first data in response to a request fromthe server
to generg;e correspondi ng i nstance matching data for the second data using

the sche det effir neTB2 MaRsitldhc@evevel odi iflerighctd Bet isenvhespeet the
I nstance ”8&8@b”%@4%&ﬁ1ﬁ9rd5€§ %b&sHjﬂﬁtﬁiﬁgg ggggf%ﬁﬁPdggéﬁ% A0 cnTRLe

h
the respective Tnstances of t irst and secon a 1n'response to the
i nst ance- | edekadifofrerdncesecédnd 6dathe amnipirliecdeviccpaaft ioteai madd datd50f

wherein the rou tching data for the, first gata nd group t chi ng
data for {hEOBEEERATATY SRAHPPeQY FE8pEAEPyednkenand: SobPRcEr8spondi ng
groups of the first data and second data. 47. The nobil e device of claim45
or 46 wherein the7. The mobile device of claim 45 or 46 wherein the
10 instance matching data for the first data and instance
matching data for the second data comprises respective hash

data of instances of the first data and second data from

corresponding groups of the first data and second data.

48. The mobile device of any one of claims 42 to 47

15 wherein the first and second data are stored to
corresponding tables of respective databases, said schema
defining a database schema for said respective databases and
said respective instances of the first and second data

comprising records of said respective databases.

20 49. The mobile device of any one of claims 42 to 48
wherein the instructions to configure the processor to

- update comprise instruction for receiving from the server at
least some of the differences to update the first data in

accordance with an over the air session-oriented protocol.

25 50. The mobile device of any one of claims 42 to 49
wherein the instructions to configure the processor to
-update comprise instruction to configure the processor to
transmit to the server at least some of the differences to

the first data to update the second data in accordance with



10 instance matching data for the first data and instance matching data for
the second data conprises respective hash data of instances of the first
data and second data from corresponding groups of the first data and
second data. 48. The nobile device of any one of clains 42 to 47 15
wherein the first and second data are. s%ﬁred to correspondi ng tabl es of
respective databases, said schema defini"ng a database schema for said

respective databasesnandi-SgkdskBaPEEE LY elNBLBREES10f the first and second
data conprising records of said respective databases. 20 49. The nobile

device of any one_of clainms 42 to 48 wherein the instructions to configure
t he processor to2lupdihe cowpiilse idest¥aeti of f orladeceidd ngwlieomin hetber ver

o 25 oM el hendl e enegh o update dhey gt det g gcqordance

wi th an over e alrr session-o pr ot ocol .

any one of cbapmtsd?d tinASrumhiesed ntbhedénsthingdi AUrsardg@£oabi giHe Fhest
processor tqQ update conprise instruction to configure the processor to
transnit>to9fhe 8BAVEFaREMiEadt dBAEToFONEeOdi ther BhaBgeEoLOt HRARERSEDGat a

to update thg-sggongddat ani Ny ace &gﬁagewﬁtfl 3 erpthe air  on-
session-orient ed protocol? 51. fﬁe nobi | e g%v%ceq§$gﬁlEP%14J'wh3$gF%OPhe
i nstructionsrientedf pgatecthe processor to maintain conprises instructions

to determine changes to the first 5 data and transmt at |east sone of the
changes to updat 2the hgec%gg.Qata 'n.accorggncegmjth sg over the air,
sessi on- orient ed*pr ot 8ol M52 ISThETEET e HeviCk P cPai n' BT HhEr ePA1Eai d
instructionsnkorttansnkt BF e trasRenEl VEré 0 12 PRWIBESI ¥8 a progressive

10 mode and a batch mcde.

53. The mobile device of c¢laim 43, 50 or 51 wherein
the instructions to configure the processor to define,
transmit and update define a slow synchronization phase
capability and wherein the instructions to configure the

15 processor to maintain define a synchronization phase

capability.

54. The mobile device of claim 53 comprising
instructions to configure the processor to initiate said
slow synchronization phase in response to a change in the

20 schema.

55. A machine readable medium comprising program code
means executable on the server of any of claims 29 to 41 for

implementing the method of any of claims 1 to 14.

56. A machine readable medium comprising program code
25 means executable on the mobile device of any of claims 42 to

54 for implementing the method of any of claims 15 to 28.

57. A telecommunications system comprising the server

of any of claims 29 to 41 and/or the mobile device of any of




10 node and a batch node. 53. The nobile device of claim43, 50 or 51
wherein the instructions to configure the processor to define, transmt
and update define a slow synchroni zati on phase capability and wherein the
instructions to configure the 15 processor to nmaintain define a
synchroni zati on phase capability. 54. ng nmobi | e device of claimb53
conprising instructions to configure thé processor to initiate said slow
synchroni zati ghnphasecinsjesponse to a change in the 20 schema. 55. A
machi ne readabl e nmedi um conpri si ng program code neans executabl e on the
server of any of clainms 29 to 41 for inplenenting the nethod of any of
clains 1 to 14. 56. A nmachine readabl e nmedi um conpri sing program code 25
nmeans executable on the nobile device of any of clainms 42 to 54 for

i npl ementing the method of any of clainms 15 to 28. 57. A tel econmunications
system conprising the server of any of clains 29 to 41 and/or the nobile
device of any of 34 clains 42 to 54.




