- 1 SEM CONDUCTOR | NTEGRATED CI RCUI T AND | NFORMATI ON
PROCESSI NG APPARATUS CROSS REFERENCES TO RELATED
APPLI CATI ONS The present invention contains subject
matter related to Japanese Patent Application JP
2004- 201075 filed in the Japanese Patent O fice on
July 7, 2004, the entire contents of which are
i ncor porated herein by reference. BACKGROUND OF THE
INVENTION 1. Field of the Invention The present
invention relates to a sem conductor integrated
circuit and an information grocessing a&garatus and
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BACKGRCUND OF THE INVENTION
1. Field of the Invention

The present invention relates to a semiconductor
integrated circuit and an information processing apparatus
and more specifically relates to a reader-writer apparatus
capable of performing data communication with a noncontact
integrated circuit (IC) card without any contact and a
semiconductor integrated circuit included in the reader-
writer apparatus.
2. Description of the Related Art

Noncontact IC card systems using noncentact IC cards
have been commonly used recently in automatic ticket gates
at train stations, security systems and electronic money
systenms.

In such a noncontact IC card system, for example, 1f a

user holds a noncontact IC card against a reader-writer




IC card and the reader-witer apparatus. Mre
specifically, in such a case, the reader-witer
apparatus emts el ectronagnetic waves to the
noncontact IC card via an antenna unit. The
noncontact I C card rectifies the voltage induced in
the antenna unit in the noncontact IC card in
response to the el ectromagnetic waves and uses this
as a driving power to operate without a battery. Such
a reader-witer apparatus includes an antenna unit
configured to performdata conmuni cation with a
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di sposed outsi de the sem conduct or
configured to perform data communication with a noncontact
IC card and a semiconductor integrated circult connected
with the antenna unit. The semniconductor integrated circuit
executes programs of various processing for performing data
communication with & noncontact IC card accordingly. The
programs are stored in an internal memory included in the
semiconductor integrated circuit. The internal memory in
the semiconductor integrated circuit also stores other
various programs and data items (refer to Japanese Patent

Unexamined Patent Application Publication No. 11-25003

illustrated in Fig. 2}.

SUMMARY CF THE INVENTION
Recently, the amcunt of data handled by semiconductor
integrated circuits has been increasing. Therefore,

structures for storing data not only in an internal memory




integrated circuit have been proposed. However, if
data processed by the sem conductor integrated
circuit is directly stored in an external nenory, the
data can be easily exposed conpared to data stored
i nside the sem conductor integrated circuit.
Therefore, data could not be stored very security in
an external nenory. A senmigonductor integrated
circuit and an informati on processi ng apparatus
according to an enbodi nent of the present invention
are capabl e of storing data securitg in an externa
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to be stored in an ernal menory di sposed outside
protB8s P SOPHUEEAE according to an embodiment of the
present invention are capable of storing data security in an
external memory.

According to embodiments of the present invention, a
semiconductor integrated circuit includes encrypting means
for generating encrypted data by encrypting the data to be
stored in an external memory disposed outside the
semiconductor integrated circuit, write means for writing in
the encrypted data in the external memory, reading means for
reading out the encrypted data from the external memory, and
decrypting means for decrypting the readout encrypted data.

An information processing apparatus according to an
embodiment of the present invention includes a semiconductor
integrated circuit and an external memory disposed outside

the semiconductor integrated circuit. The semiconductor

integrated circuit includes encrypting means for generating




integrated circuit, wite neans for witing in the
encrypted data in the external nenory, readout neans
for reading out the encrypted data fromthe externa
menory, and decrypting means for decrypting the
readout encrypted data. Accordingly, by encrypting the
data to be stored in the external nenory, the data
can be safely stored in the external menory. In the
sem conductor integrated circuit according an
enbodi nent of the present invention, the encrypting
nmeans enerates the encrypted data by perform ng
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In the semiconductor integrated circuit according an
embodiment of the present invention, the encrypting means
generates the encrypted data by performing encryption in
accordance with the storage lccation of the data to be
stored in the external memory, and the decrypting means
decrypts the readout encrypted data in accordance with the
storage location of the encrypted data.

In the information processing apparatus according to an
embodiment of the present invention, the encrypting means
generates the encrypted data by performing encryption in
accordance with the storage location of the data to be
stored in the external memory, and the decrypting means
decrypts the readout encrypted data in accordance with the
storage location of the encrypted data.

According to an embodiment of the present invention,

data can be stored security in an external memory by




encrypted in accordance with the storage |ocation of
the data. Consequently, for exanple, if the encrypted
data is copied fromthe external nenory onto another
storage nedium it will be difficult to decrypt the
encrypted data wi thout knowi ng the storage |ocation
of the encrypted data in the external nenory. As a
result, data can be security stored in the externa
menory. BRI EF DESCRI PTI ON OF THE DRAWNGS Fig. 1
illustrates a schematic view of the structure of a
reader-writer apparatus according to an enbodi nent of
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BRIEF DESCRIPTION OF THE DRAWINGS

Fig. 1 illustrates a schematic view of the structure of
a reader-writer apparatus according to an embodiment of the
present invention;

Fig. 2 illustraﬁes a schematic view of the structure of
an external interface unit (1);

Fig. 3 illustrates a timing chart; and

Fig. 4 illustrates a schematic view of the structure of

an external interface unit (2).

DESCRIPTION CF THE PREFERRED EMBODIMENTS

Embodiments of the present invention will now be
described in detail with reference to the drawings.
(1) Structure of Reader-writer Apparatus

Fig. 1 illustrates the overall view of a reader-writer




an external nenory 4 disposed outside the

sem conductor integrated circuit 3. The externa
menory 4, for exanple, mnmy be a nonvol atile nenory,
such as a flash nmenory. In the sem conductor
integrated circuit 3, a central processing unit (CPU)
5 controlling the entire sem conductor integrated
circuit 3 is connected ta gn.dnternal nmenory 7, which
includes a read only nenory (ROM, a random access
menory (RAM, and an electrically erasable
progranmable read only nenory (EEPROM), an encryption
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tothe - 7 outside via the antenna unit 2. The
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recei ved fromthe external noncontact I C card via the

int ot enaa it duiZ andi s upiestédieco digi inzechsl gnahotw 7,
t he denodul ation unit 11. At this tine,

which includes a read only memory {ROM), a random access
memory (RAM), and an electrically erasable programmable read
only memory (EEPROM}, an encryption circuit 8 configured to
carry out variocus encryption processes, as described below,
an external memory interface unit 9 configured to control
reading and writing of data in the external memory 4, a
modulation unit 10, and a demodulation unit 11 via a bus 6.

The modulation unit 10 and the demodulaticon unit 11 are
connected to the antenna unit 2 via a transmission unit 12
and a reception unit 13, respectively. For example, the
modulation unit 10 modulates data to be sent to an external
noncontact IC card under the control of the CPU 5 and
supplies the signal obtained as a result to the transmission

unit 12. At this time, the transmission unit 12 sends out

the signal supplied from the modulation unit 10 to the




t he denodul ation unit 11 denodul ates the signa
supplied fromthe reception unit 13 and sends the
data obtained as a result to the CPU 5. The

sem conductor integrated circuit 3 according to an
enbodi nent of the present invention has four nodes for
readi ng out data fromand witing data in the externa
menory 4 di sposed out si de. tthe. sem conduct or i ntegrated
circuit 3. The processes of witing in data and
reading out data fromthe external nenory 4 are
performed by the CPU 5  of_the sem conductor
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the supplied address information in the storage area

res&itt@§ exterpalgmenory 4. - 8 Wien reading out such
stored data fromthe external nenory 4, the CPU5
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| ocation of the data to the external nmenory interface
embditte®: M the SptdsEnt t hevext esnahafefdliy modes for
reading out data from and writing data in the external
memory 4 disposed outside the semiconductor integrated
circuit 3. The processes of writing in data and reading out
data from the external memory 4 are performed by the CPU 5
of the semiconductor integrated circuilt 3 in cne of the four
modes set in advance by the user. The four modes will be
described below,

In a first mode, the CPU 5 of the semiconductor
integrated circuit 3 supplies data to be stored in the
external memory 4 to the external memory interface unit 9
and, at the same time, supplies address information
indicating a storage location of the data in the external
memory interface unit 9. At this time, the external memory
interface unit 9 writes the supplied data in a storage
location corresponding to the supplied address information

in the storage area of the external memory 4.




interface unit 9 reads out the data stored at a
storage location corresponding to the supplied
address information in the storage area in the
external nmenory 4 and supplies the readout data to
the CPU 5. In a second node, the CPU 5 of the

sem conductor integrated circuit 3 supplies data to
be stored in the external gremory 4 and address
information indicating the storage |location of the
data to the encryption circuit 8 before supplying

these to the ext er nal erface unit
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I ot he sexded nabdapmy @rU 5 of the semiconductor
integrated circuit 3 supplies data to be stored in the
external memory 4 and address information indicating the
storage location of the data to the encryption circuit 8
before supplying these to the external memory interface unit
9.

At this time, the encryption circuit 8 calculates the
exclusive-CR for the supplied data and the supplied address
information and supplies the data obtained as a result as
encrypted data to the CPU 5. The CPU 5 then supplies the
encrypted data sent from the encryption circuit 8 and the
address information corresponding to the encrypted data to
the external memory interface unit 9.

At this time, the external memcry interface unit ©
writes in the encrypted data in a storage area in the

external memory 4 corresponding to the stcorage location

indicated by the supplied address information.



To read out such encrypted data fromthe externa
menory 4, the CPU 5 supplies the address information

i ndicating the storage |ocation of the stored
encrypted data to the external nmenory interface unit

9. At this time, the external nmenory interface unit 9
reads out the encrypted data stored at a storage

| ocation corresponding to tdhhe supplied address
information in the storage area in the externa

nenory 4. Subsequently, the external nmenory interface
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encryption circuit 8 according to this enbodi nent,
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address informati on as hi gher-order
data stored at a storage location corresponding to the
supplied address information in the storage area in the
external memory 4. Subsequently, the external memory
interface unit 9 calculates the exclusive-OR for the address
information supplied from the CPU 5 and the readout
encrypted data so as to decrypt the data and supplies the
decrypted data to the CPU 5.

In a third mode, the CPU 5 of the semiconductor
integrated circuit 3 supplies data to be stored in the
external memory 4 and address information indicating the
storage location of the data to the encryption circuit 8
before supplying these to the external memory interface unit
9.

At this time, the encryption circuit 8 calculates the

exclusive-OR for the supplied data and the higher~order bits

of the supplied address information and then performs data




bits used for calculating the exclusive-OR
Subsequently, the encryption circuit 8 supplies the
data obtai ned from perform ng DES encryption to the
CPU 5 as encrypted data. In response, the CPU 5
supplies the encrypted data supplied fromthe
encryption circuit 8 and the correspondi ng address
information to the externahgnmenory interface unit 9.
At this time, the external nenory interface unit 9
wites in the encrypted data in a storage area in the
external nmenory 4 corresponding to the storage
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At this time, the external memory interface unit 9
writes in the encrypted data in a storage area in the
external memory 4 corresponding to the storage location
indicated by the supplied address information.

In this way, the address information indicating the
storage location in the external memory 4 and the DES
encrypted data encrypted by calculating the exclusive-OR are
stored in the external memory 4.

When reading out encrypted data from the external
memory 4, the CPU 5 supplies address information indicating
the storage location of the encrypted data to the external
memory interface unit 9. At this time, the external memory
interface unit 2 reads out the encrypted data from & storage

area in the external memory 4 corresponding to the storage




data and the higher-order bits of the address
informati on. Then, the decrypted data is supplied to
the CPUS5. In a fourth node, the CPU 5 of the
sem conductor integrated circuit 3 supplies data to
be stored in the external nenory 4 and address
information indicating the storage |ocation of the
data to the encryption cirgyit 8 before supplying
these to the external nenory interface unit 9. At
this tinme, the encryption circuit 8 calculates the
exclusive-OR for the supplied data and the )
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extbhdhtakefoby thengupphiedsaddressatnbar mbieAting the
storage location of the data to the encryption circuit 8
before supplying these to the external memory interface unit
9.

At this time, the encryption circuit 8 calculates the
exclusive-0OR for the supplied data and the higher-order bits
of the supplied address informaticon and then performs triple
DES encryption on the resulting data. In this case also,
the encryption circuit 8, for example, uses the higher 21
bits of the 24-bit address information as higher-order bits
used for calculating the exclusive-OR.

Subsequently, the encryption circuit 8 supplies the
data obtained from performing triple DES encryption to the
CPU 5 as encrypted data. In response, the CPU 5 supplies
the encrypted data supplied from the encryption circuit 8

and the corresponding address information to the external

memory interface unit 9.




In this way, the address information indicating the
storage location in the external nenory 4 and the
triple DES encrypted data encrypted by cal cul ating
the exclusive-OR are stored in the external nenory 4.
When readi ng out encrypted data fromthe externa
menory 4, the CPU 5 supplies address infornmation
indicating the storage Logation of the encrypted data
to the external nenory interface unit 9. At this
time, the external nmenory interface unit 9 reads out
the encrypted data froma storage area in
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unit 9 perfornms decryption of the encrypted data.
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in the external nenory 4 after the data is encrypted
nemd®y the the CPU 5 supplies address information indicating

the storage location of the encrypted data to the external
memory interface unit 9. At this time, the external memory
interface unit 9 reads out the encrypted data from a storage
area in the external memory 4 corresponding to the storage
location indicated by the supplied address information.
Subseguently, the external memory interface unit 9 performs
triple DES decryption on the readout encrypted data and
decrypts the data by calculating the exclusive-OR for the
resulting data and the higher-order bits of the address
information. Then, the decrypted data is supplied to the
CPU 5.

When set to one of the second to fourth moedes, the
semiconductor integrated circuit 3 stores the encrypted data

encrypted by the encryption circuit 8 in the external memory

4, When such encrypted data stored in the external memory 4




encryption circuit 8. However, the present invention
is not limted, and, for exanple, the data may be
encrypted outside the seniconductor integrated
circuit 3 and then the encrypted data nay be stored in
the external menory 4 in advance. (2) External Menory
Interface Unit The external nenory interface unit 9
wi Il now be described in deétail with reference to
Fig. 2. For exanple, in the first node, the CPU 5 may
supply data (DATA) to be stored in the externa
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theldem20o08tpubs thisgehtpdsel ectiisi gnahd(EESy toet he
external nenory 4 and an OR circuit 21. In response,

encthet OR aktauinky Bdé seondsdt he dataswteteatompmodysiigha
(WR) fromthe CPU5 to the external nenory 4 as a

advdata-wite command signa

{2) External Memory Interface Unit

The external memory interface unit 9 will now be
described in detail with reference to Fig. 2. For example,
in the first mode, the CPU 5 may supply data (DATA} to be
stored in the external memory 4 and address information
(ADR} indicating the storage location for the data (DATA} to
the external memory interface unit 9 together with a data-
write command signal (WR) of a write instruction for the
data.

AT this time, the address information (ADR) supplied
from the CPU 5 is input to an address decoder 20 included in
the external memory interface unit 9. The address decoder
20 generates a chip select signal (ECS) for assigning a
memory chip among a plurality of memory chips included in

the external memory 4 for writing in the data based on the

input address information (ADR). Then the address decoder




(EVR) . When the data-wite command signal (EWR) is
output fromthe ORcircuit 21 in this way, a switch
circuit 22 sends the data (DATA) supplied fromthe
CPU 5 via a data bus to the external nenory 4 as

out put data (EDATA). In the external nenory interface
unit 9, the address information (ADR) supplied from
the CPU 5 is separated intg,4 higher-order bits and

| ower-order bits. Then, the higher- order bits are
directly output to the external nenory 4, and the

| ower-order bits are output to the extern
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fromthe CPU5 is input to the address decoder 20 in

t he, @xd ernal - emMaiiamnd N erndaeer i tudic The addressress
decoder 20
information (ADR) supplied from the CPU 5 is separated into
higher-order bits and lower-order bits. Then, the higher-
order bits are directly output to the external memory 4, and
the lower-order bits are output to the external memory 4 via
a timing control unit Z3.

As a result, in response to the data-write command
signal (EWR) from the external memory interface unit 9, the
external memory 4 writes in the data (EDATA) from the
external memory interface unit 9 in a storage location
determined by the chip select signal (ECS) and address
informaticn (EADR) from the external memory interface unit 9.

For example, in the first mode, the CPU 5 may supply
address information (ADR) indicating the storage location of
data to be read out from the external memory 4 to the
external memory interface unit 9 together with a data-

readout command signal (RD) of a readout instruction for the




generates a chip select signal (ECS) based on the
i nput address informati on (ADR) and out puts the
generated chip select signal (ECS) to the externa
menory 4. In the external nmenory interface unit 9,
the address information (ADR) is separated into
hi gher-order bits and |l ower-order bits. Then the
hi gher-order bits are directly output to the externa
menory 4 and the | ower-order bits are output to the
external nmenory 4 via the timng control unit 23. In
the external nmenory interface unit 9, the data-
datgeadout conmand signal (RD) supplied fromthe CPUS5 is
input , to the timn ntrol. it 23. Th j,m n .
cg\?ﬁ O Suni it 23 trﬂoeu?ap% ¥ he r?ﬁrﬁ}a%&é)tna-@eﬁgaouﬁlg}plled
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menory interface unit 9. Then the readout data is
sclSUPPLi@eat o(the) exbernal cheaBry: hakerface um terd At
this time, in the external nmenory interface unit 9, -
extdPnal hgeflat @ {eadrotitefiomthe €xd efdate SBNDE FohnaSion
input to a data processing unit 24 including a cash
(ADRENMDE Vs 24Ar aneld aindechypté onociecub it 248nd | hovdrsorder
case, since the readout data is not encrypted, the
bitslat &processimigimito@% dilriect lage directly output to the
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external memory 4 and the lower-corder bits are output to the
external memory 4 via the fiming control unit 23.

In the external memory interface unit 9, the data-
readout command signal (RD) supplied from the CPU 5 is input
to the timing control unit 23. The timing control unit 23
cutputs the input data-readout command signal (RD) to the
external memory 4 as a data-readout command signal (ERD).

As a result, the external memory 4 reads out data from
a storage location specified by the chip select signal (ECS3)
and address information (EADR] from the external memory
interface unit 9 in response to the data-readout command
signal (ERD} from the external memory interface unit 9.

Then the readout data 1s supplied to the external memory
interface unit 9.

At this time, in the external memory interface unit 9,




supplies the data to the CPU 5. Wen the sem conduct or
integrated circuit 3 is set to the second node, the
external nmenory 4 stores encrypted data encrypted by
cal culating the exclusive-OR In this case, for
exanple, the CPU 5 may supply address information
(ADR) indicating a storage |ocation of data to be
readout fromthe external pgnory 4 and a dat a-r eadout
command signal (RD) of a readout instruction for the
data to the external nenory interface unit 9. At this
in the external nenor erface unit 9,

th
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externa menory 4 via the timng control unit 23. In
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readout command signal (RD) supplied fromthe CPUS5 is

enchPpréd b9 Ethect it NGy conerokcunsiv@3orThe tim ng
control unit 23 outputs the input data-readout
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information (ADR) indicating a storage location of data to
be readout from the external memcry 4 and a data-readout
command signal (RD) of a readout instruction for the data to
the external memcry interface unit 9.

At this time, in the external memory interface unit 9,
the address information (ADR) supplied from the CPU 5 is
input to the address decoder 20. The address decoder 20
generates a chip select signal (ECS) based on the input
address information (ADR) and outputs the generated chip
select signal (ECS) to the external memory 4. In the
external memory interface unit 9, the address information
(ADR) is separated into higher-order bits and lower-order
bits. Then, the higher-order bits are directly output to
the external memory 4 and the lower-order bits are output to

the external memory 4 via the timing control unit 23.

In the external memory interface unit 92, the data-




As a result, the external nenory 4 reads out encrypted
data froma storage |ocation specified by the chip
select signal (ECS) and address informati on ( EADR)
fromthe external nenory interface unit 9 in response
to the data- readout command signal (ERD) fromthe
external nmenory interface unit 9. Then the readout
encrypted data is supplieg-ta the external menory
interface unit 9. At this time, in the external nenory
interface unit 9, the data read out fromthe externa
menory 4 is input to the data processing unit 24, In
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interface unit 2. Then the readout encrypted data is

supplied to the external memory interface unit 9.

At this time, in the external memory interface unit 9,
the data read out from the external memory 4 is input to the
data processing unit 24. In this case, since the data read
out from the external memory 4 is encrypted using the
exclusive-OR, the decryption circuit 24B in the data
processing unit 24 decrypts the encrypted data by
calculating the exclusive-OR for the encrypted data and the
address information {ADR) supplied from the CPU 5. Then the
decryption circuit 24B supplies the decrypted data to the
CPU 5.

When the semiconductor integrated circuit 3 is set to
the third mode, the external memory 4 stores encrypted data

encrypted using the exclusive-OR and DES encryption.

When using DES encryption, data is encrypted in 64-bit




readout command signal (RD) fromthe CPU 5, the

sem conductor integrated circuit 3 reads out the 8
bits of data and also the other bits of data
encrypted as a unit wth the 8 bits of data. Mire
specifically, for exanple, as shown in Fig. 3, the
CPU 5 may start supplying address information (ADR)
"000006 (hexadecimal)" indgcating storage |ocation of
data to be read out fromthe external nenory 4 at a
timng Tl and then start supplying (activate) a

, dat a-.readqut co nd_si gnal RD). to.t,he external .
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unit 9, the address information - 19 (ADR) is
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bits. Then the higher-order bits are directly out put
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output to the external nmenory 4 via the timng
CPUComaolsunmit 23pplying address information {(ADR) "000006
(hexadecimal)" indicating storage location of data to be
read out from the external memory 4 at a timing Tl and then
start supplying (activate) a data-readout command signal
(RD) to the external memory interface unit 9 at a timing TZ2.

In response, the external memory interface unit 9
starts supplying (activates) a walt signal {(WAIT)
instructing the CPU 5 to wait until data is read out from
the external memory 4 at a subseguent timing T3.

In the external memory interface unit 9, the address
information (ADR) "00C006 (hexadecimal)" supplied from the
CPU 5 is input to the address decoder 20. The address
decoder 20 generates a chip select signal (ECS) based on the
input address information (ADR) and outputs the generated

chip select signal (ECS) to the external memory 4. 1In the

external memory interface unit 9, the address informaticn




According to an enbodi ment of the present invention,
the address information (ADR), for exanple, is a
24-bit data, as described above. The higher-order
bits, for exanple, are the higher 21 bits of the
address information (ADR) and the |ower-order bits,
for exanple, are the lower 3 bits of the address
information (ADR). The timjng_control unit 23 noves
back the value of the |lower-order bits of the input
address information (ADR) by a predeterm ned anount
using an internal counter circuit and supplies this

(ADFh| y@ @%p@ﬁ@téqtéﬁﬁ9|hhﬁh@FyOHdEAsbat?eéaﬁtlOW%F PReEer
timng T2, the external nenpry interface unit
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external nmenory interface unit 9 during the period of
addbkeBENYnformation (ADR) .

The timing control unit 23 moves back the value of the
lower-order bits of the input address information (ADR) by a
predetermined amount using an internal counter circuit and
supplies this value to the external memory 4. As a result,
at the timing T2, the external memory interface unit 9
outputs the value "000000 (hexadecimal)" as address
information (EADR)} including both the higher-order bits and
the lower-order bits to the external memory 4.

In the external memory interface unit ¢, the data-
readout command signal (RD) supplied from the CPU 5 is input
to the timing control unit 23. For example, during the
period of timing T3 to T4, the timing control unit 23
outputs the input data-readout command signal (RD) as a
data-readout command signal (ERD} to the external memory 4.

As a result, the external memcry 4 reads out, for




T3 to T4 in response to the data-readout conmand
signal (ERD) sent fromthe external nenory interface
unit 9. Then, the external nmenory 4 supplies the
readout 16 bits of encrypted data to the externa
menory interface unit 9. At this tinme, in the externa
menory interface unit 9, the 16 bits of encrypted
data read out fromthe extegnal menory 4 is input to
the data processing unit 24. The data processing unit
24 stores the 16 bits of encrypted data in the
internal cash nmenory 24A included in the data
exappbeeskt gt tanpf 2uCropbsdgddht | §rothe $FeT 9T cbntdblon
unit 23 noves back the value of %he | ower - or der gits
speeiF1Pé PRpthe agdreses e hk of Hetd on FADR) 2By &1e address
. _predeterm ned ap sing the .internal counter
inferpahten ah%D%hng@@O@h#Eg%%@%%l%i% heSenfy of 1Al the
menory 4. As a result, for exanple, at,a timng T5,.. .
et RRALIRERRET TBRGT " Fhit Bt hos ORTLI® ble pTS. Ahvar Leining
" 000002 hexadeci nal ),' a d i pf I on )
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ta-read command signal (ERD) to the
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t ng 16 to T7. As a result, in response to the

dat @-fead otmconmmng o signan{ ERRnd rpmdher exdernalt 9,
menory interface unit 9, the
the 16 bits of encrypted data read out from the external
memory 4 is input to the data processing unit 24. The data
processing unit 24 stores the 16 bits of encrypted data in
the internal cash memory 24A included in the data processing
unit 24.

Subsequently, the timing control unit 23 moves back the
value of the lower-order bits of the input address
information (ADR} by a predetermined amount using the
internal counter circuit and supplies this wvalue te the
external memory 4. As a result, for example, at a timing T3,
the external memory interface unit 9 outputs a value "000002
(hexadecimal)" as address information (EADR) including both
the higher-order bits and the lower-order bits to the
external memory 4.

Furthermore, the fiming control unit 23 ocutputs the

data-readout command signal (RD} input from the CPU 5 as a




external nenory 4 reads out, for exanple, 16 bits of
encrypted data froma storage | ocation specified by
the chip select signal (ECS) and the address
informati on (EADR) "000002 (hexadecimal)" fromthe
external menory interface wunit 9 during the period of
timng T6 to T7 and supplies the 16 bits of encrypted
data to the external nenoryjinterface wunit 9. At this
time, in the external nenory interface unit 9, the 16
bits of encrypted data read out fromthe externa

nory 4 are input to the data proceSS|n unit 24. The

dat%ﬁﬁ%@ Processiay uhi P2k Stiohlestt he*aecprtsnot memory 4,

encrypted data in_ the cas nory, 24A included in the
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16 bifs of encrypted data to the external memory interface
unit 9.

At this time, in the external memory interface unit 9,
the 16 bits of encrypted data read out from the external
memory 4 are input to the data processing unit 24. The data
processing unit 24 stores the 16 bits of encrypted data in
the cash memory 24A included in the data processing unit 24.
As a result, a total of 32 bits of encrypted data is stored
in the cash memcry 24A.

In a similar manner, the timing control unit 23 moves
forward, in sequence, the wvalues of the lower-order bits of
the input address information (ADR) using the internal
counter circuit and supplies the values to the external
memory 4 in seguence. As a result, the external memory
interface unit 9 outputs a wvalue "000004 (hexadecimal)}"™ and

"000G06 (hexadecimal)" in sequence as address information




address information "000004 (hexadecimal)" and, at the
sane tine, reads out 16 bits of encrypted data from
anot her storage |location specified by the address
informati on "000006 (hexadecimal)." Then the externa
menory 4 supplies the two sets of 16 bits of
encrypted data to the external nenory interface unit
9 in sequence. As a resulty,,for exanple, at a timng
T13, 64 bits of encrypted data will be stored in the
cash menory 24A included in the data processing unit
In response to this, the decryption circuit 24B

EA%)r f G U DESY dé@ﬁrkypitm%nhmmh*eomelbu it pfaehckypt bawer-
data stored in the cash nenory 24A, for exanple,
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timng control unit 23 stops supplying (inactivates)
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signal (WAIT) is stopped is way, th

memory interface unit 9 in sequence.

As a result, for example, at a timing T13, 64 bits of
encrypted data will be stored in the cash memory Z4A
included in the data processing unit 24.

In response to this, the decryption circuit 24B
performs DES decryption on the 64 bits of encrypted data
stored in the cash memory 24A, for example, during the
period of timing T13 to T17. Then the decryption circuilt
24B decrypts the 64 bits of encrypted data by calculating
the exclusive-COR for the data obtained as a result cf the
DES decryption and the higher-order bits of the address
information {ADR) supplied from the CPU 5. The decryption
circuit 24B extracts 8 bits of data corresponding to the
address information "000006 {(hexadecimal)' sent from the CPU
5 from the 64 bits of decrypted data. Then, the decryption

circuit 24B starts to output the extracted 8 bits of data to




CPU 5 stops supplying (inactivates) the data-readout
command signal (RD) to the external nenory interface
unit 9 and latches the 8 bits of data output to the
data bus. Accordingly, the CPU 5 is capabl e of
readi ng out data stored in the external nmenory 4 via
the external nmenory interface wunit 9. Wen the
sem conductor integrated-cikBcuit 3 is set to the
fourth node, encrypted data encrypted using an
exclusive-OR and triple DES encryption is stored in
the L8812 ExLET N8 ng%‘cff%yté- b this casg, data g r %q_q}'%y 717,
fromthe” éxternal nenory 47 n the same manner as 8\
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sigeXcl usbyer OR forkherdat antwobe shocedaéd uthe 9 and
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laténgds cahéng »i24 dthedstorageplocati oheofiatherdata. Wien
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AcctvhiidgimpdeshenCPypti on tspalpeefof nedaddyngabeul aétagstored
the exclusive-OR for the data to be stored in the

in ek¢ecnpbrnehoryndrand vhe blddresseindbriatdon interface

unit 2.

When the semiconductor integrated circuilt 3 is set to
the fourth mode, encrypted data encrypted using an
exclusive~-OR and triple DES encryption is stored in the
external memory 4. TIn this case, data is read out from the
external memory 4 in the same manner as the above-described
third mode.

(3} Operation and Advantages

The semiconductor integrated circuit 3 is capable of
performing encryption in accordance with the storage
location of data to be stored in the external memory 4 by
employing the above-described structure.

For example, when the semiconductor integrated circuit
3 is set to the second mode, encryption is performed by

calculating the exclusive-0OR for the data to be stored in

the external memory 4 and the address information indicating




i ndicating the storage |ocation of the data and by
subsequently perform ng DES encryption. Wen the

sem conductor integrated circuit 3 is set to the third
node, encryption is perfornmed by calculating the
exclusive-OR for the data to be stored in the
external nenory 4 and the address infornmation

i ndicating the storage |location of the data and by
subsequently perform ng triple DES encryption. The

sem conductor integrated circuit 3 wites in the

encrypted data obtained as a result of the encryption
the stouests i MG RN &t érfifal dafehor P& Rt ﬁiegll\%%?,d%tcﬁ@r

. encrypted data stored in the ext 4 1is ., .
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or Integrated circuit 3 reads out encrypted

sem@al@iudd fﬁl@egﬁ@é@a&f@mn 4 & nsdesponse: 11, Brd mode,
dat a-readout - 25 command signal fromthe CPU 5, the

encEXtErnal: Yoil@rfaces1 M dc Shdechypisctieive-OR for
encrypted data and supplies the decrypted data

the Ot @d ned ty diherdectypiione proeess hendhe CRUA Shéds a
result, the CPU5 can directly use the data

address information indicating the storage location of the

data and by subsequently performing triple DES encryption.

The semiconductor integrated circuit 3 writes in the
encrypted data obtained as a result of the encryption
process into the external memory 4.

In this way, the encrypted data stored in the external
memory 4 i1s encrypted in accordance with the storage
location. Therefore, for example, 1f the encrypted data is
copied from the external memory 4 onto another storage
medium, it will be difficult to decrypt the encrypted data
without knowing the storage location of the encrypted data
in the external memory 4. As a result, data can be safely
stored in the external memory 4.

When the external memcory interface unit 9 in the
semiconductor integrated circuit 3 reads out encrypted data

from the external memory 4 in response to a data-readout




supplied fromthe external nmenory interface unit 9
W t hout decrypting the, data. Furthernore, when data
is witten in and/or read out fromthe interna
menory 7 in the sem conductor integrated circuit 3
i nstead of the external nmenory 4, data-wite command
signal s, data-readout command signals, and address
i nformati on addressed to_the internal menory 7 are
output fromthe CPU 5. According to this enbodi nent,
these signals and information are not sent outside
the sem conductor integrated circuit 3, By preventin
comgang fePReediFoNt RBE FRUehnalhSt PUEEGRELORCTAEY NterTace
.sem conductor integrated circuit 3 fro being sent
unlpyp sfaeTYRES sERf cGRAGEPEFY At bgr aPEdSEPPLUFE B the
security of the dat tored inside the sem conduct
dec BobhRatate cPPEAFRcd Py HAFntBTRGHt ABCOFAPRGS: bot hBe CPU
ove-descri bed st ture, data to be stared,in the
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storage location _of th I .fo :
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: pal 4 onto anot her storage nedium it
dec§?F?£E§ 8?%?§§E¥f to decrypt the encrypted data
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data in the external nenory 4. As - 26 a result, data
fro%gghgeiﬁgéyﬁhgyméh%E§d7'@ntBﬁeeééﬁﬁB@hdﬂ%ﬁ@&yinﬁegfﬁﬁed

in the sem conductor integrated circuit 3
cirdGgerdi ngsteabhbg enodikmeRhalf REmexaNRl edaskowestihe
command signals, data-readout command signals, and address
information addressed to the internal memory 7 are output
from the CPU 5. Accoerding to this embodiment, these signals
and information are not sent outside the semiconductor
integrated circuit 3. By preventing data related to the
internal structure of the semiconductor integrated circuit 3
from being sent outside the semiconductor integrated circuit
3, the security of the data stored inside the semiconductor
integrated circuit 3 is maintained.

According to the above-described structure, data to be
stored in the external memcry 4 is encrypted in accordance
with the storage location of the data. Consequently, for
example, 1if the encrypted data is copiled from the external
memory 4 onto another storage medium, it will be difficult
to decrypt the encrypted data without knowing the storage

location of the encrypted data in the external memory 4. As




address information of each item of data (encrypted
data) stored in the external nenory 4 in the interna
menory 7. In this way, the sem conductor integrated
circuit 3 can recognize the storage |ocation of each
data itemstored in the external nenory 4 and can
easily read out the data from the external nenory 4.
(4) Qther Enmbodinments In_the enbodi ment descri bed
above, as illustrated in Fig. 2, only the decryption
circuit 24B is disposed inside the external menory
interface unit 9. However, the present invention is
a repilti mated, C%doearﬁ%%w%nf@ﬁrpmql ctit t TR O Heg 2 al Yo Ty
be di sposed in the external nenory interface unit 9X
4. as illustrated in Fig. 4 (conmponents in Fig. 4 that
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the external memory 4 and can easily read out the data from
the external memory 4.
{4y Other Embodiments

In the embodiment described above, asg illustrated in
Fig. 2, only the decryption circult 24B is disposed inside
the external memory interface unit 9. However, the present
invention is not limited, and an encryption circuit 24CX may
also be disposed in the external memory interface unit 9%,
as illustrated in Fig. 4 (components in Fig. 4 that are the
same as those in Fig. 2 are indicated by the same reference
numerals).

The operation of an external memory interface unit 9%,
as illustrated in Fig. 4, for storing data encrypted only by
an exclusive-OR in an external memory 4 will be described
below.

For example, a CPU 5 may supply data (DATA) to be

stored in the external memory 4 and address information




At this time, in the external nmenory interface unit
9X, the data (DATA) supplied fromthe CPUS5 is
supplied to an encryption circuit 24CX in a data
processing unit 24X. The encryption circuit 24CX
cal cul ates the exclusive-OR for the supplied data
(DATA) and, for exanple, the address information
(ADR) supplied fromthe CPW;5 via a timng contro
unit 23X. The data obtained as a result is sent to a
switch circuit 22X as encrypted data. In the externa
menory interface unit 9X, the address information
(ADRIADR)G seipptted e orh ¢ P TR S 1 5070 rfplutt i it e addiesls to
decoder 20X. The address decoder 20X generates a chi

the &ofiertnah gHAICTECS)E D o the’d e iy egsth 2 data-
inf ti ( A d ts the | ted chj
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d texternal menory interface unit 9X the address
2“4nformation (ADR) supplied fromthe CPU5 is
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ce unit 9X, - a-wite command signa
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I'm ng control unit 23X. The timng control unit 23X
supPUH put Sathe siatar Wwad e £omMaRgnsi gnatnd RIdrdost he

external nmenory 4 at a predetermned timng as a
information (ADR) supplied from the CPU 5 via a timing
control unit 23X. The data obtained as a result is sent to
a switch circuit 2ZX as encrypted data.

In the external memory interface unit 9X, the address
information (ADR) supplied from the CPU 5 is input to an
address decoder 20X. The address decoder 20X generates a
chip select signal (ECS) based on the input address
information (ADR) and ocutputs the generated chip select
signal (ECS) to the external memory 4. In the external
memory interface unit 89X, the address information (ADR)
supplied from the CPU 5 is separated into higher-order bits
and lower-order bits. Then, the higher-order bits are
directly output to the external memory 4, and the lower-
order bits are output to the external memory 4 via a timing
control unit 23X.

Furthermore, in the external memory interface unit 9X,




data-write command signal (EWR) . \Wen the data-wite
command signal (EWR) is output fromthe timng contro
unit 23X, the switch circuit 22X, in response, starts
sending the encrypted data supplied fromthe
encryption circuit 24CX to the external nenory 4. In
this way, the external nenory 4 wites in the
encrypted data fromthe extgrnal nmenmory interface unit
9X in a storage location specified by the chip select
signal (ECS) and address information (EADR) fromthe
external nmenory interface unit 9X in response to the

the date virf 4 ° comfrier 31 gl (@%VQS%%m%l$? ¢Rethe CPU 5
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At this the external nenory interface unit
the 9%t 8FALE SmeMPBY YL NG, to the CPU 5, a wait signa
(WAI'T)

In this way, the external memory 4 writes in the
encrypted data from the external memory interface unit 9X in
a storage location specified by the chip select signal (ECS}
and address informaticn (EADR) from the external memory
interface unit %X in response to the data-write command
signal (EWR) sent from the external memory interface unit 9¥%.

Next, the operation of the semiconductor integrated
circuit 3 for updating data encrypted by an exclusive-0OR and
DES encryption and already stored in the external memory 4
will be described below.

For example, the CPU 5 may supply data (DATA) for
updating 8 bits of data already stored in the external
memory 4 {(hereinafter, this data is referred to as 'update
data') and address information (ADR) indicating the storage
locaticon of 8 bits of data to be updated by the update data

(DATA) (hereinafter, this data is referred to as 'updated




instructing the CPUS5 to wait until the update data
(DATA) is witten in the external nmenory 4. Then the
external nmenory interface unit 9X directly outputs
t he higher-order bits of the address information
(ADR) supplied fromthe CPU5 to the external nenory
4. Subsequently, the external nenory interface unit
9X nodi fies the |ower-ordes bits of the address
information (ADR) in sequence using a counter circuit
included inthe timng control unit 23X to read out,
n, sequence bits encrypt ed data n
dath t%dt%%t%X%Jaﬂ%ih%e%%%rﬁatg FarbryTatang TRaRcho?
. St the r ead [ in the cash nenory
wmté Th tﬂﬁlggt%8%%%§es§¥ﬁéggnq@k24x When the 64 bits
of t at d
ot e T TR ok nerary TaAe o Py e e ox
stagfeg(rg&ﬁségglﬁ redbt 24BXoiinsthe data progessipgrunit

esponse, performs’ DES decrypfion on the 64
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cal cul ates the exclusive-OR for the data obtai ned

is aktereperfofpkngxPES, s degeypti,on. and the higher-order
bits of the address information (ADR) supplied from
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data processing unit 24X overwites the updated data
outpOckuded hihghbe-64abirtsiol dat andeatypted byftheation
decryption circuit 24BX wth the update data supplied
(ADRF opupt he=@PUrbm Subseénueht by, thheeenerypl i nanciycdit
24CX in the
Subsequently, the external memory interface unit 9X modifies
the lower-order bits of the address informaticn (ADR) in
sequence using a counter circuit included in the timing
control unit 23X to read out, in sequence, 64 bits of
encrypted data including the updated data from the external
memory 4 and then stores the read out encrypted data in the
cash memory 24AX in the data processing unit 24X.

When the 64 bits of encrypted data including the
updated data is stored in the cash memory 24AX in this way,
a decryption circuit 24BX in the data processing unit 24X,
in response, performs DES decryption on the 64 bits of
encrypted data. The decryption circuit 24BX calculates the
exclusive~OR for the data obtained after performing DES
decryption and the higher-order bits of the address
information (ADR) supplied from the CPU 5 to decrypt the 64

kits of data.




data processing unit 24X cal cul ates the excl usive-COR
for the overwitten data and the higher-order bits of
the address information (ADR) supplied fromthe CPU
5. In this way, 64 bits of encrypted data are
generated by perform ng DES encryption on the data
obtai ned as a result. Subsequently, the externa
menory interface unit 9X. dprectly outputs the

hi gher-order bits of the address information (ADR)
supplied fromthe CPU 5 to the external nenDry 4 and
nmodi fies, in sequence, the | ower-order bit
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sem conductor integrated circuit 3 and the externa

M dedhently, the external memory interface unit 9X
directly outputs the higher-order bits of the address
information (ADR) supplied from the CPU 5 to the external
memory 4 and modifies, in sequence, the lower-order bits of
the address information (ADR} using the counter circuit in
the timing control unit 23X. In this way, the external
memory interface unit 9X rewrites the 64 bits of encrypted
data in the external memory 4. After rewriting the 64 bits
of encrypted data, the external memory interface unit 9X
stops supplying the wait signal {(WAIT) to the CPU 5.

In this way, the encrypted data in the external memory

4 is updated. The readout operation of the external memory
interface unit 9¥X illustrated in Fig. 4 is the same as the
readout operation of the external memory interface unit 9

described above.

In the embodiments above, the reader-writer apparatus 1




di sposed outside the sem conductor integrated circuit
3. The present invention, however, is not limted, and
enbodi ments of the present invention may be enpl oyed
in various other information processing apparatuses,
such as personal conputers, nobile phones, and
personal digital assistances (PDAs). In the
above-descri bed enbodi nents; conbi nation processing
for calculating an exclusive-OR to conbine data to be
stored in the external nenory 4 and address
information indicating the storage |ocation of the
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sem conductor integrated circuit 3. The present

perbONENt EORput BOYEVREH118 PRénEEM 4ed, pandoNali Qugiodher
storage units,
assistances (PDAs).

In the above-described embodiments, combination
processing for calculating an exclusive-OR to combine data
to be stored in the external memory 4 and address
information indicating the storage location of the data is
performed. The present invention, however, is not limited,
and for example, combination processing for calculating AND,
OR, NAND, or NOR may be performed instead. Before carrying
out such a process, a transposition process for moving each
bit of the data stored in the external memory 4 to a
different lccation or moving each bit of the address
information indicating the storage location of the data
stored in the external memory 4 to a different location may
be performed. Furthermore, the transposition processing may

be performed on the data obtained by the combination

processing.




such as a ROM and hard disk drive, may be used to
store data outside the sem conductor integrated
circuit 3. In the above-described enbodi nents, the
encryption circuits 8 and 24CX are used as encrypting
means for generating encrypted data. The present
i nvention, however, is not |imted, and various other
structures may be enpl oyeds, Li kewi se, in the
above-descri bed enbodi nents, the external nenory
interface units 9 and 9X are used as wite nmeans for
witing encrypted data in the external nenory 4 and
m%wt%%w%w@ﬁ@WWWﬁ%%m%%me%y
ext er nal nennr% 4. The present jnvention, h%/ever is
n
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gendPLEghat 8- LI pEHRt ASPAPT IBINGresent invention, however,
is not limited, and various other structures may be employed.
Likewise, in the above-described embodiments, the external
memory interface units 9 and 9X are used as write means for
writing encrypted data in the external memory 4 and readout
means for reading cut encrypted data from the external
memory 4. The present invention, however, is not limited,
and various other structures may be employed. In the above-
described embodiments, the decryption circuits 24B and Z24BX
are used as decrypting means for decrypting the encrypted
data in accordance with the storage location of the
encrypted data. The present invention, however, 1is not
limited, and various other structures may be employed.

It should be understood by those skilled in the art

that wvarious modifications, combinations, sub-combinations
and alterations may occcur depending con design reguirements

and other factors insofar as they are within the scope of
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a central processing unit for controlling operations
of the sem conductor integrated circuit; means for
generating encrypted data by encrypting data to be
stored in an external nenory disposed outside the
sem conductor integrated circuit, the encrypted data
being generated by carrying out at |east conbination
processing for conbining_the data and address
informati on indicating the storage | ocation of the
data; an interface unit for controlling read/ wite
data fromto the external nenory; and nmeans for
de@%gCW%m%ot}tﬁat%W%%l%}/t% he' ¢t ef f ace unit
in accordance with the storage |location of the
encrypted data; wherein the central processing unit
controls data-witing by providing the interface unit
with the data or the encrypted data together with the
address informati on when the data or the encrypted
data is stored in the external nenory, and the centra
processing unit controls data-reading by providing
the interface unit with the address information so
that the interface wunit reads the data or the
encrypted data corresponding to the provi ded address
informati on when the data or the encrypted data
stored in the external nenory is read. 2. The

sem conductor integrated circuit according to Claima1,
wherein the conbination processing is conputing an
excl usive-OR for the data and the address information.
3. The sem conductor integrated according to Caiml,
wherein the encrypted data is generated by encrypting
dat a obtained fromthe conbi nati on processing. 4.

i nformati on processi ng apparatus conprising: a

sem conductor integrated circuit; an external nenory
di sposed outside the sem conductor integrated circuit;
and an antenna connected to the sem conduct or
integrated circuit; wherein the sem conduct or
integrated circuit includes, a central processing unit
for controlling operations of the sem conductor
integrated circuit;




means for generating encrypted data by encrypting data
to be stored in an external nenory di sposed outside
the sem conductor integrated circuit, the encrypted
data 35 being generated by4carrying out at |east
conbi nation processing for conbining the data and
Claims&xddress information indicating the storage |ocation of
the data; an interface unit for controlling read/wite
data fromto the external nenory; and neans for
1. dessnyipbndgianceyptetcidat aomedthdy the interface unit
in accordance w.th th torage..location of the, .
e VAL Waceng UHEr e iToliRd oBgatom o cetbrdl ety iearated
circuitcontrol s data-witing by providing the interface unit
with the data.or the encrypted data together wth.the
eS0T PRRGPHRE PORTRRG o hoonig, RS B sl bR external
memoljatigpdsedsdnside the sehcopgtictom mtegratedr gircuidnithet drengeet Kata being
rocessin unjt, controls.data-readin rovi.din
generditg & st 8O SR (BT Ta Y Seee Py G ARrTUI e data and
addrestshra’brmétla:g Esiammrn@amesturﬂgb isaasicks of the daat;a or t he
encrypte a_carrespondi n he .provi ded address
A BiERass bClm i ERRERaf e hEREP YR eie Tl BOLEY, an
i Medritfordd@y il emermtad daga rezdhy the intéréadenindimatdoatance with the
0CESSi apparatus, according to Claim4, wherein the
storagggﬂ%pq{h?ﬁgﬁe %}’B@Qéjéf%g i s computing an excl usi ve- OR
f\ptiertin ehdledratrad pa ok senaddr @sgolsrfat-watingtoy providiigehe interface unit
, i nformat,i on processin aratys accordi to daimd4,
with thGg e e e BHRF e Bl OB RT TS Tl Stoc o LYt Hiryceta or
the entigbRdabtaisntsted IroMetdxerasimemet] and preasassl prgeessing unit controls
data-reading by providing the interface unit with the address information so that the interface

unit reads the data or the encrypted data corresponding to the provided address information
when the data or the encrypted data stored in the external memory is read.

2. The semiconductor integrated circuit according to Claim 1, wherein the combination

processing is computing an exclusive-OR for the data and the address information.

3. The semiconductor integrated according to Claim 1, wherein the encrypted data is

generated by encrypting data obtained from the combination processing.

4, An information processing apparatus comprising:
a semiconductor integrated circuit;
an external memory disposed outside the semiconductor integrated circuit; and
an antenna connected to the semiconductor integrated circuit;
wherein the semiconductor integrated circuit includes,
a central processing unit for controlling operations of the semiconductor
integrated circuit;
means for generating encrypted data by encrypting data to be stored in an

external memory disposed outside the semiconductor integrated circuit, the encrypted data
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being generated by carrying out at least combination processing for combining the data and
address information indicating the storage location of the data;

an interface unit for controlling read/write data from/to the external memory;
and

means for decrypting encrypted data read by the interface unit in accordance
with the storage location of the encrypted data;

wherein the central processing unit controls data-writing by providing the
interface unit with the data or the encrypted data together with the address information when
the data or the encrypted data is stored in the external memory, and the central processing
unit controls data-reading by providing the interface unit with the address information so that
the interface unit reads the data or the encrypted data corresponding to the provided address

information when the data or the encrypted data stored in the external memory is read.

5. The information processing apparatus according to Claim 4, wherein the combination

processing is computing an exclusive-OR for the data and the address information.

6. The information processing apparatus according to Claim 4, wherein the encrypted

data is generated by encrypting data obtained from the combination processing.




