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The present invention relates to -multinedia systens using nass storage
el ements such as conpact disks 5 for accessing protected information,

-and to the application f_such systens to personalized transaction
managenent . I"TERACTINEIIW MWQ?%MTHWA\&SJEHecent

devel opment conbi ni ng conputer and nmass storage such as ~ conpact di sk
(CD) technology for efficiently accessing works 10 including .

encycl opedi as, vendor catal ogs, nati onw de t el ephone listings, |egal
and- t echni cal dat abases, video games, audi o recordings, SndhwdeobI
recordings such as full ngt h, movi es. Such systems avoid the probl ems
of accessing IargéTH%aHF?? 13 QFVGBF§°Bv§PlPEF§pﬁBnD“FtﬁPGd for

exanple, 15 systémsmasing massrstopadei dlémehtst shchnasaconpagti iili.%&%t

i gh costoof R0F AeSihgind BRoERHEY ThiorkStichy i to B BkTicptich i

case of firstofusuch| systenshto personalized thenéactiopamanegenbumf hone

video rental release 20 w ndow. It is-known to encrypt
stored data for perni! tisifitinedidSg yeaﬁﬁosrenayrbx E9agyn2Klageaut hor i zed
raccess. It is al so kncmg 8 ch e users accorg % e quantlty of
dat a development c ining computer and mass s orage as

compact disk (CD) technology for efficiently accessing works
10 including encyclopedias, vendor catalogs, nationwide
telephone listings, legal and technical databases, video
games, audio recordings, and video recordings such as full
length movies. Such systems avoid the problems of accessing
large gquantities of data over telephone lines, for example,
15  which include severe bandwidth limitations and significant
utility charges. A major problem in this field is the
prohibitively high cost of purchasing the stored works
outright, particularly in the case of first-run full length
movies in the first part of their home video rental release
20 window.

It is known to encrypt stored data for permitting
use thereof only by those having authorized access. It is
also known to charge users according to the quantity of data
that is decrypted. See, for example, U.S. Patent No.

25 5,050,213 to Shear, which discloses a database metering and
protection system and method.

A problem with the prior art, even as advanced by
the disclosure of Shear, is that point of sale mark-ups are
difficult and impractical to apportion according to use of

30 the data. For example, a movie recording might be procured
for unlimited private viewing, but for first run full length
movies the charges would be very high as compared with
viewing rights for a limited period such as 24 hours.
Present marketing systems are not set up for handling both

35 kinds of transactions for a single mass produced copy of a



that is decrypted. See, for'exarrpl e, U S Patent No. 25 5,050, 213 to

Shear, wWO9$/2963%c| oses a dat abase netering and pr ot e MATAIS9SH4022 M and
met hod. A problemwith the prior art, even as advanced by
t he di scl osure of Shear, is that point sal e mark-ups are difficult

and inpractical to apportion according to use of 30 the data. For

exanpl e, a4 YHRY ru&a %&9%% pract ;¥ 'esdbaqavate

vi ewi ng, Dut for first reé:full 3%[ #est e, chaf ges woul d be '
very high uses ?ld“?qjg?lt 1# policingdpirated such as
24 hours. copiedDr edints nmaviye tmantkestyss { £ors matmasetpmﬁetshaﬁdhl ag both

35 ki nds. f f i of a WO
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2 particular work. Also, there is no practical way to both nmet er

aut hosi zed uses of t'ﬂl’élﬁwé’dl%‘&\/riseﬂpt#¢d:|f@r;ﬁm1edimediwpsrsteihthatany :

mar kets f gy p?ﬂ ﬁiﬂ@tﬁ%ﬁ s liﬁéi@&iﬁgn m)V| es are not
ately serve

bei ng ade}u tfere 1s ed for a
mul ti medi for xatakkers 'm%&mfé barapporkianed; eggom&nqdu ng _

conpensat wu‘ga dﬂettmd @’ﬁ;ﬁd’mtwcﬁﬂfsbe apportioned according to use of
the stored works.
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3 : ‘WO 96/29639 - The present invention neets this need byPEFEIEP¢P497
an interactive nultinedia systemfor providing personalized transacti on
managenent. |n one aspect of the inventiong the 5 systemincludes a
transaction termnal having a termnal drive unit for accessing at

-l east one mass storage el enent cont ai ni ng recorded data, an audi o/ vi deo
output interface for feeding portions of the recorded data to one or

nor e out put- devices, a transaction i gugiMARYe for bidirectional 10

el ectroni c conmuni cations wth an external facility, and ~ term nal

cont ol means for act | uall NgegnRUl ket 1L hists entihddf by BE301athg

interface in response t a transa
facility (TP@n meugaqtﬂueamrgimedipr system fmdnm\ﬁrd:ﬁnmpemmgtsedor

bldlrectlonal SRBHR!. Cafho et NSvéhe!
i nterface J;hcféﬁ% % tagag rgcesgh Bﬁﬁggﬁg forkggg?g?atln h?ggnﬁagge
st orage & emB¥steninclyudes a%t‘FBﬂnFﬂFG erminal havwing a termipal

VSP??LS| a?nd ﬁpﬁ]@ ﬁﬂ:[tr:] r@éfraaaegss gf athieast &i@mﬁswﬁh elemfent
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vendors and tfur feedimd apertipnscefsthe trecorded data ctnrmhatongmbreng
el brent s, an@ USRS ARELEES. ECErphBakEicy Juthckhd £F higlrelbigify
parti culldr vmmmbngunbcatlonss wjshoan mcm aacihity, sandage
elements. As 4&hflinal control means for activating the output interface
' and the transaction interface in response to operator input:;
a transaction processing facility (TPF) having a database
processor and a terminal interface for bidirectional
15 electronic communications between the transaction interface
" ' and the database processor; means for correlating the mass
| storage element with a transaction involving a particular
one of the vendors; and means for metering use of the
element based on particulars of the transaction. The TPF
20 can have a provider interface for bidirectional electronic
communications between a3p1ufality of vendors and the
database processor; the means for correlating being
implemented for identifying specific vendors having rights
in the elements, and the means for metering heing
25 implemented for crediting particular vendors according to
'usage of the associated mass storage elements. As used
herein, the term "vendor" means an entity that directly or
indirectly ﬁakes a contribution to the value of the mass
storage element. The contribution can be related to the
30 creition, production'and/br sale of the mass storage
element. The term "metering" means limiting the use as to
the amount of the recorded data permitted to be read from
the terminal drive unit;'the number of times the recorded
data is permitted to be read, the time duration of the use,
35 or the duration of one or more periods of time within which
~ the use is permitted, or any combination thereof.



herein, the term"vendor" neans an entity that directly or I ndirectly
makes a wWOI6R9d39%t i on to the val ue of the nass St or agpCERAUSY6204027 The,
contribution can be related to the 30 creation, production and/or sale of
t he mass storage el enent. The term,"netering” nmeans limting the use
as to t he amount of the recorded data permtted to be read from

the termnal drive uniit, the nunber of tines the recorded . data is
permtted to be read, the tine duration of the use, 35 or the duration of
one or nore periodsThe terminplhcentgpinmeans can have & handheldd, or any

conbi nat i pgméter 88htrol unit ¥Or98ed889ing at least a portion of the
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terninal REFREPr input. . Preferably the gransactipp ferminadi ynit for
recei vi nginéludest aakeypr memoryf fobestoringpaseroauthprrizabion: daltay tidhe

aut ot 700 CROREREeR Jeith paRE ARG, She EREFoL heahd 1B MREARG At
i nhi bi ti nbeast some|eperatiensopfr theofidrst drivei npitdunlessnitheunl ess the
user inpyjggmt mﬁﬁtanaeeﬂsbegﬁpﬁadeeaﬁiﬂa?ogmﬁhggn_ of iﬁhhor' zation data.

The system can further i nclude neans 0 ( _tpng the key nenory using
the trans3utherization dataso The-sYgtay F2h: fEtheraingAudecmeansy key

_coge, t]tlefdif abing thecRéyehenbfy ubtngbthResteansaceieREinteidaed.ny an
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updat i ng ¢cderelatingathe masssstoragecelementsSinciundingecan dmdeix offor
ef ficientyyy | SPAESTANA "HabBCstELaGk "d1ements authorized for use under
respective ones of the key codes. Preferably the system is
capable of updating the index based on use of the mass
15 storage element, for efficiently implementing the metering.
The index can further include identification of vendors
having prospective rights in the'autho:ized_use of the mass

storage elements.

The mass storage element can bé one of a

20 multiplicity of elements having the fecordéd-data
corresponding to:idéhtical information and inciuding a work
identifier, the terminal con;:bl means being operative for
signaling the work identifier to the TPF using the
transaction interfacé, the index having for each of the

25 elements a unique seria1 identifie:, the'means for
correlating the mass s£ofage elemént'fufther including means
for locating a particular serial ideﬁtifigr in the index
using the work identifier and key éodé_as'éignaled from the
terminal drive unit; and heans_for reading the particular

30 one of the vendors from the index'by association with the
seri§1 identifier. As used herein, the phrase “elements
having the recorded data corfesponding_té identical
information" means any of (a) the_saﬁe_data is identiéally
recorded on each of the elementéal(h) the same data is

35 recorded on each of the elements as ﬁodified by one of a
plurality of fixed functions (such as by encryption); and/or




The index can further include identification of vendors ' 6104027
prospect i vOYPPER3%i n the authorized use of the mass st orage e?enents.
The mass storage el ement can: be one of a 20 multiplicity of elenents
havi ng the recorded data " ~correspondingto identical information and
i ncluding a work identifier, the term nal control neans being
operative foge) thesisams idata Hes \cecoxdedt On eachoofhthepelements he
transaction %géh witﬂi'F Amjf OnfSFmEeEonof the 25  elenments a
e means -

uni que serla TTier, correl ating the nass storage

el enment further |nclud|ng means for ocatin articular serial
identifier in the i ndeXThe teﬂ!ﬁﬂﬁ}t?ﬁ?wﬁPﬁlVﬁﬁngl i&ﬁﬁqgaf as
si gnal ed frogplagrogatiny Anduthiorizatién Eéﬁ ﬁﬁﬁlﬁ&ef or 'I\h%ad( déwice

particul ar 3 one of t He- vendors_fromt as atlon Wi t he

serial i8ent FARcPe an engeded. card, ﬁé pﬂ?&sgﬂ&ﬁ%ﬁ S eing r?aﬁqﬂ;é’}flﬁ

recorded dat FoxoEis gptkeychudecﬁtam thei capdntpi the teaminal, of (a)
§ent|
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plurality ofdhmmaéituihe(ttansamtdem bqrnﬁoa&psaonpe operative Ytor - WO

96/ 29639 aring the key code to aeglﬁra$§I#U§%669£@5§ization

5 (c) t FeTORe tairsr ed on e el enents t oget her
with addiot i ocedeshi @ash iof the authorization,godes, cexresponding &P Lkey

interface foOigeparate user account. Preferably the key device includes

read-write memory elements for storing transaction data.
The system can further include a plurality of sale terminals
for use by at least some of the vendors to communicate with

15 the TPF, each sale terminal having a key reader for reading
the key code from the key device, the TPF having means for
updating an index based on transactions with one possessing
the card. Alternatively, the means for correlating the mass

~ storage element can include an index of key codes :and

20 authorized mass storage. elements associated therewith. When
the mass storage element has the unigue machine-readable
serial identifier, the terminal drive unit including means
for signaling the serial identifier to the terminal control
means, the means for correlating the mass storage element

25 can also use the work identifier and key code as signaled
from the drive unit in identifying the vendor.

. The mass storage element can be selected from the

group consisting of a CD-ROM disk, a CD-I disk, a CD-R disk,
a CD-V disk, a video CD, a Photo CD, a CD-DA, and a DVD

30 disk, the terminal drive unit being a compact disk drive.
 DVD disks are in an emerging technology. As used herein,
DVD disks are those capable of storing at least 3GB of
recorded information. DVD disks are variously formatted as
SD, HDCD, and MMCD. The term "compact disk" as used herein

35 refers to each of the above disks as well as future .
varjations thereof. A When the mass storage element has the



I nterrogating an authorization key device. The key device 5 can be an -
encoded Won9d/i2963Be key i nterface being operative for sPgwAIsseInZ? key.
code fromthe card to the term nal control neans, the user input

i ncluding insertion of the key devige. The transaction term nal can be
operative for conparing the key code to a plurality of authorization 10

codes, ea ¢ ifachindedaiie %Eiﬁﬁ C &ﬁmﬁﬂg Sk ernimgparaie user

account . Pre era key devi.ce |nc rea ite nenory el enments
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associ at ed Wwignaled finom thes tamiagel drdvertunit withuni que
machi ne-r eéstabhe mentﬁareza ofd e fixﬂex faﬁad el el 'f’é‘ad’:}}ki Lg! uding

means for, s al ing t erlal |de e term ontr ol
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t he 20rk thenmeansr farddompanidig.as 'mlegrzdxﬂdll iderftifidccgh ibe albarin

i denti fyi he n st epent can be

sel ected Prggﬁtﬁ‘% q.% ngs fl?r Si ]Tinﬁg%{a ﬁ%ﬁ%ﬁﬂa D1 disk, a
CD-R di skincludingce bax godea naadm'.com Anstex €an dmclutte stared DVD 30
disk, theusel Feeaatel Wdsddiiiatedl With i@rﬂls “digpiriers, (AP 0! Sks

are in an energing tech used rern, e those :
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used herei.n 3§F refers to each of the above disks as well as future

varlatlon§ Bh When the mass storage el enent .has the

Preferably the system further includes a plurality
of sale terminals for use by at least some of the vendors to
communicate with the TPF, each sale terminal having a serial

20 ID reader for reading serial identifiers associated with

mass storage elements and optionally a key reader for
reading the key code from the device, the TPF having means
for updating the index based on communlcatlons from the
vendor terminals.

25 The recorded data of the mass storage element can
include vendor information, the transaction terminal further
including means for recéiving and storing information
updates from the TPF using the transaction interface, usage
of the mass storage element including feeding the one or

30 more output devices based on a combination of portions of
the recorded data and the information updates. The usage
can include selecting and ordering catalog items, the -
updates including catalog updates, the system signaling and
confirming catalog orders using the transaction interface.

35 Preferably the transaction terminal further includes a key
memory for storing authorization data to be compared with
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6 . . uniYOI6RU3Ai ne-readabl e serial identifier, the term né&ms”m‘a?l ve
unit including nmeans for signaling the serial .identifier to the

term nal control neans, the:means for gorrel atii-hg the mass storage

el enent can include an index of 5 serial identifiers associated with
particul ar veiues %npiﬁa,nSthe cohtrolompansndnhibit ing adnripastn@one

| | f
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particul ar omedetémimﬂicportiom oficthedautherizatden: 4&5:1-0 grmtqﬁahby
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signaling the'se

I udi
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identifiers, dita for veRifying Sﬁeﬁehtaaitycldfdm fasrorigtiok)iandg a

user 15 account and cr count ing togthe u

feo data.  means for fﬁnhﬁ%m aF " Lpet) sl Aok, ¢ e 28rmina)
plurality drive ?ﬁhi%ttﬂmessl atf measteabpoa:ttiloms:f sthee ‘hdadeér vendors to
communi cat e t he TPF,_e a rial 20 | D reader
for reading 2’%}{1 ?‘al’e?ﬁl‘r'?€$€°§ g@& §%§8Q%Wéwn‘%s€aestorage el ement s
and optionally a key reader for . reading the key code fromthe device,
the TPF¥ving means Whenrthgdmapsgsteragel@lenenty i oM@kidati ons

‘;r;gg‘ tsthgr e n\iFI\E’ﬁ?}liéiﬁir”éfseleﬁénts having the)dcnfdélr ddiea agpom! he
d identical Enformation, each of the elements preferably has a
unique machine-readable serial identifier, the terminal
drive unit including means for signaling the serial
15 identifier to the terminal control means based on use of
each- of the corresponding: elements, and the means for
correlating the mass storage element includes an index of
serial identifiers authorized for use by particular users;
and means for determining uses of the elements by comparing
'20 a particular -serial identifier as signaled from the terminal
drive unit with serial identifiers of the index..

Preferably, the system further provides means for

_determining use of pirated counterparts of the elements,
including means for storing data corresponding to successive

25 uses of elements having particular serial identifiers; and
‘means for determining incredulous uses based on one or more
of an elapsed time between success1ve uses involving the
same serial identifier, the occurrence of simultaneous uses,
and geographic distances between locations of successive

30 uses. The mass storage element can be a CD-R disk, the
serial identifier being recorded together with other
recorded data on the mass'storage element. ' |

_ The system provides protection against

_unauthorized use of specific cns such as full length movies.
35 Because the mass storage elements each have the unique

machine-readable serial identifier, validation of each



I ncl ude vendor information, the transaction termnal further I ncl udi ng
means f OWO962863¢i ng and storing information updat es Pcomsbéie0TPF usi ng
the transaction interface, usage of the mass storage el enent including
feeding the one or 30 nore output :deviges based on a conbi nati on of
portions of the recorded dat-a and the information updates. The usage
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In another aspect of the invention, a memory

15 system incorporates the drive unit, an output interface for
feeding portions of the recorded data from a main data
region to one or more output devices, and means for
signaling the machine-readable serial identifier from a
region outside of the main data region to an external

20 device. The drive unit can include a movable data head for
reading at least a portion of the recorded data as well as
scanning the serial identifier. The system can include a
drive unit controller having an operator interface and means
for accessing authorization data, the controller'inhibiting

25 at least some operations of the drive unit unless the user
input matches a predetermined portion of the authorization
data. A single auxiliary data tra¢k can contain a plurality
of auxiliary data bits of the serial'identifier. Preferably
the single auxiliary data track includes at least 200

30 auxiliary data bits. The serial identifier can include
approximately 2000 auxiliary data bits. The serial
identifier can be located within a leadout region of the
mass storage element.

The system can be operative for determining use of
35 pirated elements, having an index of authorized serial
identifiers, a comparator between serial identifiers of the




15 identifier to the termnal control nmeans based on use of
the corresp¥REpRW3R-ements, and the means for correl ati ngpﬁ%ﬁ%&',g
storage el ement includes an index of serial identifiers authorized for
use by particul ar users; “and means for glet er ni:ni ng uses of the elenments
by conparing 20 a particular serial i dentifier as signaled fromthe

t erm nal indevandnigeriadl identifieratsignaledf from theedrive unit

ey unfBF, BEEETRII Yodi Wk e E1BROREL, stordfie’ieBdibace o
cor r espondi ngssocdatess stith Ahe umsofauenemisonamngtpé%%me i al

Identifiers; ei?%sed tifﬂ'élgo% twdenchscabiiTve D8kR0WIEHS theesamsed on one
or nore el apsed tine between succesat ve uses |nv%iV|t£‘the
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possi bl e before 1t can ena m_g %|Inklu’&0f P

‘through usag&he Wl Qﬁ'ﬂg’-%«gﬂﬁﬂﬁa?ead rom the drive umit
corresponding work identifier of the index.

In a further aspect of the invention, ‘a method for
15 reading mass-produced recorded media while preventing
unauthorized uses thereof, includes the steps of:

(a) producing recorded copies of particular ‘works
on respective media elements.

(b) providing on each element a unique nachine-
20 readable serial identifier.

(¢) providing a device for reading the recorded
media from the elements in conjunction with authorization
data, the device also having means for reading the serial

identifier:;
25 () maintaining an index of valid authorization
' codes associated with part_i_oular ones of the serial
identifiers; '

_ (e) reading the serial identifier in connection
with attenpted reading of a copy;

30 (£f) receiving a proposed authorization code;

_ (9) conditionally enabling the authorization data
to the device based on natohing the proposed authorization
code with a valid autl_;_orization code from the index for the
particular serial identifier of the copy; and
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identifier can include authorization status information such as

whet her single or nmultiple uses of, 4 he el enent are authori zed.
Preferably at |east a portion of the serial identifier can be altered
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updatlng t he authorlzatlo status information. use herein, a
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i ncl ude pr oxi m auxiliary ata
|dent|f|eF“EHHrEEaFSEBt}&VﬁFFhln a | eadout reglon of the nmass storage
el enent . The system can be operative for determ ning use of -

35 pirated el enent fhehmethgdaeanndeclaieatheo Fuitheicstp of

maintaining at least a counterpart of the authorization

15 level for a particular copy in machine-readable form on the
copy. Either of the above methods can include the further
steps of encrypting the works in connection with the_step of
producing the recorded copies, and decrypting the work using
a portion of the authorization code in connection with the

20 step of reading the copy.

In a further aspect of the invention, a mass
storage element includes a substrate; a main storage media
on the substrate for storing a multiplicity of main data
elements that are readable by data head means from a main

25 data region when the data head means moves in a
predetermined main path relative to the substrate; and an
auxiliary storage media on the substrate for receiving and
storing a plurality of auxiliary data elements that are
readable by auxiliary head means from outside of the main

30 data region when the auxiliary head means moves in a
predetermined auxiliary path relative to the substrate. As
'used herein, the main data elements are mass-stored data of
the type to be read by a data head of a conventional compact
disk drive when the data is recorded on a conventional
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9 i ndex and serial identifiers signaled fromthe drive unit for
determining uses of the elements, storage fpr data. - associated with the
uses, and nonitoring at |east one of ~ elapsed tine between successive
uses W th tW5diskdenBMMm,Wm pkls, ismoyementpbifc the

di stances - t t f
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by conpa$i nginvolvivgurokation iof thedisk and pesitiening the apx
COfreSDO”d'UﬂeﬂﬁrﬁehﬁﬁnkbE'%bdasdiﬁg'ﬁﬂk”auxiliary -data eleh&ntﬂl”ther

aspect of the i1 nvention, a nethod for readi ng nass- produced recor ded

of ¢ 1@ PEVENT! Mune, malh dpka.d dﬂﬁ%@?@é T puPsraREIaLLY, B

on respecti venhypdin ehatamr The main storddge mpediadcap be adaptednent
a uni que nacfine: r - c)
or ovi di ng a gég gg%ivriigd q’ed fdeac%éj?ﬁeﬁts by press molding( The
10 main storage media can be adapted for receiving the main
~data elements by selective radiation. The main data
elements can be optically readable. The substrate and the
main storage media cah'be.configured as a rotatable compact

disk.

15 The auxiliary storage media can be adapted for
- being recorded and read: by a single auxiliary head. The
‘auxiliary storage media can be a magnetic coating. The

auxiliary storage media can be adapted for receiving the
| auleiary data elements by selective radiation.

20 ° - A mass storage drive incorporating the mass
storage element can further include means for removably
supporting the mass storage element; a data head for reading
the main data elements; auxiliary head means for reading the
auxiliary data elements; and drive means for moving the

25 substrate in a predetermined path relative to the data head
and the auxiliary head means for operation thereof. The
data head can be an optical head; the auxiliary head means
can also include a magnetic head that can write at least
some of the auxiliary data elements; and in any:case; the

30 auxiliary head means can include an optical head.

The auxiliary head means can be provided by the
data head being movable in a predetermined auxiliary path
relative to the substrate for scanning auxiliary data. The
mass storage drive can include a head circuit having a main

35 amplifier with an output for signaling main data elements in
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(d) maintaining an index of valid authorization codes associated with
particul ar ones of the serial idenfdfiers; (e) reading
the serial identifier in connection W th attenpted readi ng of a copy;
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10 ariv ehr%&&m phgpuks, Fhe, main, Amplifigr, ca
aut ho8i zainhchudeda. first frequency rns@hmsabhﬁﬁﬂutﬁwaiﬂnrrpﬂsstngmthétted
uses of

d I
(a) form ngiPhaseadgge?Eﬂltndl u&a §§t or| zg'tj'a(%ﬁt f&‘iﬁ;ﬁ] %2’1' S %r part I cul ar

copi es; second frequency response for passing the auxiliary data

elements while effectively blocking the main data elements.
The main amplifier can have a first reference connection for

10 balancing the main output relative to a'data threshold, the
auxiliary amplifier having a éecand reference connection
effective for balancing the auxiliary output relative to a
serial code threshold of the data head when the data head is
reading auxiliary data elements. The mass storage element

15 can be a compact disk, the drive means including means for
rotating the disk.

The invention further provides a method for making

a serialized multiplicity of mass storage elements having
the mass-recorded data, including the steps of preparing a

20 master record, recording counterparts of the master record
onto respective main data regions of a multiplicity of mass-
storage elements, generating a unique serial number
associated with each recording master, and writing a serial
code corresponding to the serial number on each

25 corresponding mass-storage element outszde of the main data
region, thereby serializing the elements. The method can
include encrypting the serial number, the respective serial
codes of the elements'corresponding to the encrypted serial
numbers. The step of writing can include selectively

30 radiating the mass storage elements. The counterparts of
the master record can be stored within respective main data
regions of the mass-storage elements, and the step of
writing serial codes can include selectively altering the
mass storage elements outside of the respective main data

35 regions. Each mass storage element can have a control
region outside of the main data region, and the step of
altering the mass storage elements can include selectively
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‘conventi onal step of altering can further include rotating each of the
disks, modulating a laser etcher with counterparts of the
15 serial codes, and directing radiation from the laser etcher
within the leadout region of each of the disks.
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11 wonea9439di sk. Simlarly, the main path i s novenenpcwiusbéiesoz? type
i nvolving rotation of the disk in conbination with tracki ng novenent of
t he data head of such conpact disk Jﬁgive. Correspondi ngly, the
auxiliary path is of the type 5 invol g rotation of the disk and
positioning the auxiliary . head neans for accessing the auxiliary data
el enent s. The main data el enents can be substantially read-
only in character. The nmain storagedgnggnﬁgn be adapt ed for receiving
the main data el enents by press nmol di ng. - The 10 nain storage nmedia can be

adapt ed for receivi t he el enment s sel ective radiation.
The main data &gﬁgﬁt an aﬁtggr %P BFr 23¥: ﬂ@t adyantages, g ¢ he

mai n st or afethedpresentbénventignr wdlls bamuabdﬁtemmmﬁstood ritth 15
The auxi | 8F¥r éhgéagg gﬁg|§°$%gwq§gaaux ry S orégﬁﬁﬁg%{%ﬁ%gﬁﬁgeand read-

by a single auxi|iar
magne®i c eeaemngnYinq drawingsl,i ¥ hyrgrorage medi a can be adapted for

receiving the auxiliary data elenents by sel ective radiation. 20
A mass storage drivEL 9H€Gr§0|i&t Anpickerialsblock diggrgam @foent can

further lmluﬂﬁea&ane¥§eé Q@Vpbkhonalizéupﬂathl Adesd Ftorditd %o
el enent ; data hea the main data el enents; auxiliary

head nean ?opr?ﬁﬁagnénYﬁB%§°n' auxiliary data el enents; and drive neans

for moving the 25 a r h relat to the data

head and the au; %éréﬁhggdgngé%gg%g EBB% Xﬁf% QFE ggéi.éﬁﬁy :

10 unit using a serialized mass storage element for use in the f
system of Fig. 1:;

Figure 2 is a main program flow diagram of the
system of Fig. 1:

Figure 3 is a program flow diagram for
15 initializing the system of Fig. 1;

Figure 4 is a program flow diagram for playing
movies on the system of Fig. 1;

Figure 5 is program flow diagram for a billing
portion of the program of Fig. 4;

20 Figure 6 is a plan view showing a remote control
unit of the system of Fig. 1;

Figure 7 is a functional block diagram showing an
alternative configuration of a portion of the system of Fig.
1;

25 Figure 8 is a block diagram of a processor section
of the system portion of Fig. 7:;

Figure 9 is a block diagram of a CD drive section
of the system portion of Fig. 7:

Figure 10 is a block diagram of a video section
30 of the system portion of Fig. 7;




data head can be an optical head; the auxiliary head neans
PREURRFRTE,

i ncl ude a- GBI head that can wite at |east sone of

data el ements; and in any case, the 30 auxiliary head neans can include an
opti cal head. The auxiliarygshead nmeans can be provided by

t he data head being novable in a predeterm ned auxiliary path
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data head, the circuit having a separate aUX|I|ar out put for
signal i ng the auxiliar yFigure el%nﬁht% pictorial schema iagram ghowing

auxiliary amgll fsaﬁrezfﬁuve colitiqusationagri thar nisk! Arive kmitior Fig.
anplifier can
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second frequqnagy response for passing the auxiliary data -~ elenents while
effectively blocking the main data el enents. The main anplifier can
have a first referencenﬂgut!nizwﬁéoa gﬁaphashowﬁng ththqnhivinxnmevels

relative to a data t re e u r i CEHQ
ref erence coﬁ'ﬁd@ﬁ o)t é‘%);ééjq % %%p}%?&bg aﬁg‘l ﬁg 'Fﬁe auxi i ar;# out pc?f
rel ati vaot o mass stonadge elenentirefiBid.ok?t he data head when the data

head is reading auxiliary data el enents. ,The nmass st e el enent 15
can be a conpact disk, EiuEeil4 %%aﬁsthEFGHﬁﬁgd#é&ﬁ?ﬂﬁ§%°éangrQRaI|ng

the disk. alternative configuration of a portion of the disk drive
unit of Fig. 12; and :

Pigure 15 is a detail plan view showing further
15 details of the mass storage element of Fig. 11. '



The invention further provides a nethod for making a serialized

mul ti pl i wiotegr2ed39nmass st orage el enents havi ng t he nmasspcrmsseenzzat a,

i ncluding the steps of preparing a 20 naster record, recording
counterparts of the master record to respective nmain data regi ons of
a multiplicity of mass- storage el’enents, generating a unique seri al
nunber associated. wth each.recording naster, -and witing a seri al
code corresponding to the serial nunmber on each 25 corresponding
mass-storage el enent outside of thppgBRYPPROR ~~ region, thereby
serializing the elements. The nmethod can = - i ncl ude encrypting the serial
nunber, the respect ve ser e eI nt s corresponq.ng to

ft
the encrypted seria reﬁﬁﬁﬁeﬁgve?ﬁé°§tg 93 & c 3n TG imed
selectlvetyaﬁéactﬁdnaSysgemhehatsisspartgeuahrﬁynbffedﬂﬂwecGumlemparts of
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the mass-stora ing s Qan
i ncl udle sEiQ%t|%E§y°§IFQP|ﬁgavﬁEgsv anayétémsﬂégesyﬁssunﬂg dincdiuftesofa t he

respect i verafkactbn Eémiﬂanomﬁ naEaﬁ& ABgR18V25300 mbfTRYr GQ" J}fl‘& a
nai n,data re and the step

control rhg on _out si i e g g
altering ¢f@ REs? §?BY§§E QPQQEWYSrESﬁiVEEPuGe adfrcof spepkers 15AND
92/29639 Tnd a transaction ?nit 18. ?he tﬁRﬁE&HﬁQGhOﬁQRE 18 inclﬁdes
1 altegrin e.contr egjo eac The st altering
is prefer@b 3”5%?#% ﬂESVFnQE‘EI?f?@ gﬁ?l 9"’?555889 a sgl 5%%&1’”5?5 he nain
dat al@ egi shorage petenentng2 whichncanobel at high-tlensityt opticali diskdj acent
the main ¢@hp, the drive unit 20 having conventicnal means (not
shown) for reading information recorded on the element 22.
CDS are particularly advantageous as mass media for
distribution to a multiplicity of users in that they can be
15 mass-produced by pressing from a master recording. The
direct copying such as by pressing initially renders the
copies indistinguishable from each other. The present
invention provides for tracking individual copies of such
mass-produced works for permitting a variety of initial and
20 subsequent transactions involving the works.

In an exemplary configuration of the system 10
shown in Fig. 1, the terminal drive unit 20 includes means
for reading a unique serial number or code 24 that is formed
in or on the mass storage element 22, the means being

25 designated bar code reader 23. It will be understood that
the bar code reader 23 can be provided as an extension of
the tracking range of a conventional playback head of the
drive unit 20 as an alternative to having a separate
stationary (low resolution) head. Further, many

30 conventional CDS have an inside track carrying a bar code
that is mass-produced together with the mass-copied data,
the mass-produced bar code identifying the particular work
that is reproduced in the CD. The conventional bar code is
used in existing inventory and stocking schemes, and is not

35 intended to be read by ordinary CD players. As shown in




5 region. Further or alternatively, the step of alterin |
further stS¥QIRIFtering separate gub regi ong of - thegcon?#gﬁl%?é‘gﬁ%gk
corresponding to respective portions of the serial code, and spacing
the sub-regions sufficiently . apart withmn the ‘control region for
preserving functionality 10 of the control region. The mass-storage
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where: 1denti.ncaﬁcgur¢ee the paptitaulazl work;ksd thatnthe avork and
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di sk drige the bar code reader 23. It will be understood that other
methods of producing the serial code 24 are possible,
including by application of an adhesive label, and by
‘directly molding or pressing bar code elements into the CD
22 using movable die elements that are electrically driven

15 under computer control. Also, the serial code 24 can be
recorded together with other mass-stored data when the mass
storage element 22 is a CD-R (recordable) disk. Further,
other locations for the serial code 24 are possible; such as
radially inside or outside of the mass-produced bar code.

20 Moreover, it is preferred that at least a portion of the
serial code 24 be alterable fot recording status information
as further described below. Accordingly, and with '
particular reference to Fig. 1A, a portion of the serial
code 24, designated read/write serial code 24', is formed as

25 a magnetic stripe using means well known in the credit card
industry. Correspondingly,_an important and preferred
configuration of the system 10 includes the terminal drive
unit 20 having the.bar code reader 23 including a magnetic
read/write head 232, and a main read head 234. The drive

30 unit 20 is adapted for removably receiving the element 22,
being configured as a rotatable compact disk having a
substantially rigid substrate 222, on a disk drive 236, the
main read head 234 being movable inwardly and outwardly
relative to the disk drlve 236 for accessing tracks of main

35 data elements that are pre-stored in a conventional manner
in a main storage ‘media 224 on the substrate 222. The
read/write serial code 24' is formed in an auxiliary storage
media 226 of the element 22, the auxiliary storage media 226
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initializing the systemof Fig. 1; Figure 4 is a program

fl ow di agram for playing novi es on %%e systemof Fig. 1;

Figure 5 bz%oqmééw& gﬂf&aﬁs %éé@/writ&%é&&%?i the program

of Fig | gure 6 an 'vi ew show n fenote control

uni t of t Maghetic material for the auxilfary $#2Eﬂ%97m¢§g% 226 ctpPona

bl ock di awisﬂaowag s¥trial colld Portiion Z?Dﬂfctaﬁwﬁé' Pied R8rpape of the
system of Fj ock dlagran1of a

processor egt Pa:r?cess’ f&’ﬁ?&%%,mfoﬁﬁ%? #-_l?s i lenentations

Figur& 9 Mhea'elilmcdnldn &g [pontdifora oFD the \semllcmde 24 Dé altenBable|n

POt On 0UFish obmeemproted eat eiid Wikidh 157 bl Ehafl Py Brhed Vi de0

section 3 0 en1por I on
from the remainder of the code 24 as shown in Fig. 1A. The

content of the serial code 24, including serial number,
status and accounting information can be from approximately
10 200 bits of information up to approximately 2 Kb.

The transaction unit 18 also includes a key
interface 26, a transaction interface 28, and transaction
controller 30 for operating the terminal drive unit 20 in
response to operator input and signals received from the key

15 interface 26 and the transaction interface 28. The
controller 30 includes an input interface 32 that can be
wired to a joystick unit 34 for playing video games and the
like, the input interface 32 being otherwise responsive to a
wireless remote controller 36 that is shown in greater

20 detail in Fig. 6, the remote controller 36 having a numeric
keypad, transport controls, a mouse equivalent and possibly,
a few special purpose keys.

An important feature of the present invention is

local memory for managing authorized access to the mass

25 storage elements 22. In one embodiment, the system 10
includes a key memory device 38 that is insertable into the
key interface 26. The device 38, which can be slightly
larger than a credit card, has machine-readable data stored
therein, including a personal identification number (PIN)

30 and a key code that is interrogated as further described
below in connection with Figs. 2 and 4 for permitting
authorized access to restricted data portions of the mass
storage element 22. The restricted data is preferably
encrypted by means such as utilized by DES and described in

35 FIPS Publication No. 46 (NTIS), incorporated herein by this
reference. As also further described below, the key device
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nmet hod and apparatus for produ0|ng a preferred formof the mass storage
el ement of Fig. 1A : Figure 1® is a’ “pictorial schematic
di agram show ng 5 an alternatlve configuration of the disk drive unit of
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urther 15 etails of the mass, storage, el enept E

96/ 296395 The terminal 12 is con Oﬁﬂ§é§i5ﬁb?? one of ¥

16 multiplicity of ‘such tiiﬁﬁﬁhfiltw as indicated by dashed

lines and the designation 12' in Fig. 1, the system 10 also
' including at least.one'transaction-processing facility (TPF)
40 that intermittently communicates with the terminals 12
10 over a suitable terminal network 42 using a terminal
interface 44. The TPF 40 also. includes a database processor
46 for controlling and monitoring the terminal network: 42,
the processor 46 being also connected to a mass database
memory or index 48, a service terminal 50 and, optionally, a
15 provider interface 52 for communicating with a plurality of
vendor terminals 54 over a counterpart of the terminal
network,.designated provider network 42°'.

. Each vendor terminal 54 can include a vendor
interface 56 and a counterpart of the bar code reader,
20 designated 58. The bar code reader S8 reads a unique serial
" number (which can contain a code corresponding to the title
of the work) from each mass storage element 22 for tracking
individual copies of each work. The bar code reader 58
corresponds to the bar code reader 23 of the transaction
25 terminal 18, except that the mass-recorded information of
the element 22 need not be readable by the vendor terminal
54 when the reader 58 is active. The bar code reader 58 can
be implemented for reading labels on cartons containing
multiple copies of the mass storage element 22, the labels
30 . identifying the work and a range of serial numbers on the
elements 22 therein. As shown in Fig. 1, an exemplary
configuration of the terminal 54 also includes a key
interface 26' that corresponds to the key interface 26 of
the transaction unit 18, but need only to read the PIN for
35 identifying the user, for permitting a direct correlation of
a particular user with the mass storage element 22 in a



The present invention is directed to a nmultinedi a transacti on system

that is Weosi2eaarly effective and versatil e, i1 nexpeRCTAS96/aM027 casy to
use. Wth reference to 5 Figs. 1-6 of the drawings, a nultinedia system 10
i ncl udes a transaction termnal 12 Zaving a tel evision nmonitor 14 which
can be a conventional TV receiver, a palir of speakers 16, and a
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present vention provid for _trackin I'vi dual “copi es of such
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transact i p@scanVvohelaget hﬁewﬁgbikers 16 or, alternhtiviel$c#® mdnaural
configurati gﬁgf the system1 shown in Fig. 1, the termnal drive

unit 20 iR nmeans for reading a unique serial nunber or code 24
that is forned in or on the nmass storage el enent 22, the neans being
25 L ed, e rh RS 28.ynl t W1 be understood that t he bar
code reade [ ext ensi on of t he tracki ng range of
a conventi onal playback head of the drive unit 20 as an alternative to-

having a separate IR anaexemRlary| setrupoptetosplhéax. ther systemddy 30

convent i apgl FLHS havehanusail gackivel eRer ﬂ-aﬁsacéabncm!ﬁt 18, e i S
mass- produced to nass produced bar

code i derk$PO¥ g ﬁrn??ca%artgésgeyo ePﬁEYaagvriEﬁr aéucéd "startowps The:
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schej@s, 2§ 4 SpPPhted installation manual. (In the alternative
configuration of Figs. 7-10, discussed below, the key memory
device 38 is omitted, functions thereof being provided
internal to a counterpart of the transaction controller 30.)
The start up CD 22' and installation manual guide the

20 (untrained) user through an installation process using the

remote controller 36, no keyboérd, mouse, or other computer-
like device being required.

The installation manual explains how to make the

preliminary connections to the transaction unit 18 in order

25 to view the start up CD 22'. Also, because it is necessary
to turn the transaction unit 18 and the TV monitor 14 off
when making the final connections, the manual serves as a
handy reference where the installation setup shown on the
startup CD 22 can be copied. The startup CD 22' is normally

30 retained by the user to serve as a troubleshooting guide and
operational reference after the installation has been
successfully completed.

Information (e.g. name, address, credit card
number) required to access the services provided by the
35 system 10 are provided to a trained customer service




35 intended to be read by ordinary CD players. As shown in
06/ 29639 W0 96/29639 . PCT/ US96/ 04027 Pcrmsmuwpl

17 Fig. 1A the serial code 24 is located in the annul ar space of
the CD 22 that can also contain the convengaonal bar code. One nethod
for producing the serial code 24 is by | aser-etching a reflective
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i ar
be made available for consultation by telephone once

as transaction unit 18 is connected to the TV monitor 14. -

: The transaction unit 18 plugs into an ordinary 120
volt AC outlet, a modular telephone jack, the antenna input
of the TV monitor 14, and any other related home
entertainment device, such:as a VCR. The user connects the
20 transaction unit 18 to power and television video, and also
- installs batteries into the remote controller 36.

To use the startup cD 22', the user turns on the
transaction unit 18 and TV monitor 14 and places the startup
CD into the terminal drive unit 20. The startup procedures
25 on the CD utilize voice,_graphioal diagrams, and full motion
video to demonstrate the installation in detail. The TV
monitor 14 then displays a welcome message along with an
overview of the operating'instructions. The user then
chooses installation options from the configuration guide on
30 the CD and a parallel configuration guide in the manual.
The user is instructed to copy the correct installation
connections into the startup manual's installation guide,
including hookups to the telephone, TV monitor 14, power,
VCR, cable box, etc. Then, with power off, the user hooks
35 up all of the connections in accordance with the
installation guide and turns on the transaction unit 18. as



I ndustry. Correspondi ngly, an inportant and preferred configuration of
t he systwm9sR9é3mcl udes the terminal drive unit 20 havcrgiseeiesonr code
reader 23 including a nagnetic read/ wite head 232, and a main read
head 234. The drive 30 wunit 20 is adapjgd for renovably receiving the

el enent 22, bei ng configured as a rotatable conpact disk having a
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call is then established over the network 42 as described
above, for sending the necessary information from the TPF 40

15 +to the transaction unit 18. Communications between the TPF
40 and the transaction unit 18 are secured by appropriate
data encryption. The use of public and private keys for
encryption/decryption is contemplated in the present-
invention. Public/private key protocol is available:under

20 license from RSA Data Security Corp. of Redwood City, CA,
being described, for example, in U.S. Patent No. 4,405,829
to Rivest et al., which is incorporated herein by this
reference. Information downioaded from the TPF 40 to the
transaction unit 18 is displayed'onto the TV monitor 14 for

25 confirmation by the user. If any information is incorrect,
the user can then correct it on-line or place a follow up
call to the 1-800 operator. When this screen is filled in
and correct, the transaction unit is ready to play.

With particular reference to Fig. 2, the
30 transaction controller 30 is firmware-programmed in a main
routine 100 for appropriate operations with the mass storage
element (CD) 22 in one of several formats. Following the
one-time initialization that is described below in
connection with Fig. 3, control is passed to a normal start
35 step 102 and upon loading of the CD 22, the terminal drive
unit 20 is activated in an initial play step 104 for reading




controller 30 for operating the termnal drive unit 20 in to
oper at or i r'¥AO62¥3F?si gnal s received fromthe key 15 interfacgcégagﬁ@ﬁ e

‘transaction interface 28. The controller 30 includes an input
interface 32 that can be . wired to a jogstick unit 34 for playing video
ganmes and the l'i ke, the |nput interface 32 being otherwi se responsi ve

to a Wi r geader’ dnficrmatiicr|from the hed 23, sthat inforwatdon deing ai |

in Fig. 6, t t |
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slightly . Sgﬂislm:édﬂ% aaé‘é@fhse&asaobaswaebbmeﬁewa &6 arnteject

t herein, personal .ident catj on_nunber a key
code that isSt@Pe) at@!?rhsr?‘m’f?%é %% H‘?ti@ﬁmai 5&?5%) sﬁ:e(po Yion with
Figs. 2 and 4 for permtting aut hori zed access to restricted data
portions of the nass Thetmahiwercaitinet 100. firthersinclndesia set-up

DECT 210 ), e M Ry Aol Kbl 4 e B0 SRS 1
referendd. Afox detiyminingiasetien theotransackd pnjupile 18 has begn
28/296393é n# ]]ize If so, control is pRs&edSee/ &2 hormal start
prefera has read Wite nenory: for st orage ,and
: step 10 ; otherwise, a set-up routine 11 is performed as
shown in Fig. 3. 1Inthe set-up routine 114, a test startup
CD step 116 blocks further processing until the-startﬁp CcDh
15. .22' that is formatted for initialization is present. Next,
a message prompting insertion of the key memory device 38 is
sent to the TV monitor 14 in a key prompt step 118, followed
by a test key step 120 for determining the presence of and
valid communication with the key memory device 38. (As
20 indicated above, the key memory device 38 is omitted in the
- alternative configuration of 'Figs. 7-10, discussed below.)
If the valid communication is established within a -
predetermined time limit, control is passed to a test TPF
call step 122; otherwise, an error message .step 124 -
25 appropriately signals the TV monitor 14, with control
-returning to the test startup CD step 116.

In the test T?F_call-step_lzz, the set up routine

114 waits for completion of a data call with the TPF 40 as
described above, the PIN and other personal data beihg

30 transmitted over the transaction network 42 during the call.
The received data is stored in flash memory (of the key
memory device 38 or elsewhere in the transaction controller
30) in a user data update step 126, the data also being
displayed on the TV monitor 14 in a user data display step

35 128. The received data also includes a date by which a
subsequent TPF telephone contact is expected. WNext, a test



retrieval of user data and transaction data for enhanced security and

fl exi bi W@96/29639anagi ng transactions by a user of t hePOPUS®MIBH. 5
The termnal 12 is contenplated to be one of a multiplicity of such
termnals 12 as indicated by dashed |l i nes and the designation 12' in
Fig. 1, the system 10 al so i ncluding at | east one transaction
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itle 0 € rom ea st or age,_el epen or tracking '
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t he 10r oduiea reteler126, othe hediteospersoméﬁ dgea nisatriﬁsmdttﬁﬂé obb&tbl bt he
mass-rec n not, abl.e by

t he vend%er%%é@iégr%%{%e e reélgge'ggg Zg §§grseltTﬁ5 P r#dde |
r eader 58f¢vanfurthebeu$¢rp$%rmfenib%¢ beloWng | abel s on cartons containi ng:
mul ti ple copies of the mass storage el enment 22, the labels 30 identifying.

t he work and range of serial nunbers on the el enents 22 therein. As’
showni|1“9€ﬂ£x=QEékQ§L%$$ary configuration of the termnal 54 al so
I ncl udes a key I nterface 26' that corresponds to the key interface 26
of the transacInamormal dperationsgdaogéssionrbegdihBewheh the
15 user inserts a selected CD or mass storage element 22 into
the terminal drive unit 20 of the transaction unit 1s8.
Operations are displayed on the TV monitor 14 in an -
intuitive graphical user interface while the user makes
selections with the remote controller 36 from the choices
20 displayed. Available operations are determined by the type
of mass storage element 22 inserted into the terminal drive
unit 20. At this point, if the transaction unit 18 has
received a text message from the TPF 40, the user will be
informed, for example, that certain catalogs have been
25 updated or that certain promotions are in effect. The user
is prompted to make selections, using the remote controller
36 to select items on the TV monitor 14, to progress through
the session.

Preferably messages, commands, or updated
30 information transmitted from the TPF 40 are accompanied by a
new date by which a subsequent TPF 40 contact is expected.
If there has been no call prior to this date, then the
transaction unit 18 is to automatically initiate a call for
updated instructions from the TPF 40. If the transaction
35 unit 18 is unable to contact the TPF 40, then the user is




35 identifying the user, for permtting a direct correlatio
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identification number (PIN) using the remote controller 36,
as further described below. Each person in a household may
have his own PIN number stored on the key memory device 38
to uniquely identify each authorized user to the transaction
15 unit 18. Credit information, restrictions on use (such as
viewing up to PG rated movies only), catalog ordering-
information, etc., are associated with each PIN number, this
information being duplicated at the TPF 40. Although most
entertainment mass storage elements 22 are assigned a "pay
20 per play" or "pay for a designated period of time" -
- arrangement, as further described below, it is possible to
"free preview" an initial portion of the element 22 that is
not required to be encrypted. Also, all portions of a
catalog are normally accessible without entering a PIN as

25 described below, unless information in the catalog is
restricted, such as infomation that would not be
appropriate for children.

The system 10 is configured to minimize use of the

user's home telephone or other network channel, both in

30 terms of the number and the duration of calls. Other than
the cost of a local telephone call, all related voice and
-data telephone call charges of the system are contemplated
to be free to the user.  Still, in view of the computer or
fax modems typically in home .offices, or when teenagers are

35 . present, there is competition for use of a single home
telephone line. Therefore, if the home telephone is in use



The installation manual explains how to make the prelimnary :
connect i Bis9612963%he transaction unit 18 in order 25 to viaeTussesaart up CD

22'. Al so, because it is necessary to turn the transaction unit 18 and
the TV nonitor 14 off when maki ng t final connections, the manual
serves as a handy reference where the installation setup showm on the
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means gof gﬂggaFﬁLgﬁuﬁﬁbﬁgpone call placed - by the user, the information
bei ng entere rough the dat abase processor 46 of the TPF 40 into the
i ndex 48 by the service term.nal 50. As further described below, a :

data 5 call is esFO® i % SharPing, the usexr reesives sccatalege
TPF 40 ovaasshetoraye lelehents |2ndin®ind Ima¥l oY Dy othé¥ dpEiepriatéo the

cal1 1o | FRARARl -5, Atter” theezTing tthe, cafalel] 4 elgHent 25 f8ERndi ng on
the 10 p&he terminaylsdaiveoninidur2a, dhe tiendactiertcontroller 830 t hen
I ndi 4t s chisds! Real¥riNfd¥maton 1Y Hd Ll 'A% Gtk cp 22 in the '
format test sequence 106. In the case of catalogs, the
sequence 106 checks for a digital signature to determine
that the catalog is authorized for use on the system before
entering the catalog routine 108C as described above. The
15 catalog routine 108C enables the user to browse or search
for specific items, normally without entering a PIN as
described above. Only when the user actually orders an item
is the PIN necessary. In the implementation of Fig{ 1, the
user can elect to view the mass storage elements 22 at a
20 neighbor's home or a second house having a counterpart of
the transaction unit 18, and can place orders provided the
user's key memory device 38 is present.

The presentation of catalog items by the system 10
is greatly enhanced by use of stereo sound, graphics, text,

25 and full-motion video combined in easy to use multimedia
format. At any time while browsing through the catalog, the
user may select single or multiple items for purchase. The
transaction unit 18 automatically sends the order to the
catalog retailer's order entry computer via the TPF 40.

30 Using the transaction unit 18, the user quickly receives
confirmation of availability and total price of the order.
Filling out the order on the TV monitor 14 requires only
selecting the items desired, as all necessary information
pertaining to the user is already stored on the user's key

35 memory device 38 (or other memory of the transaction
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several apWOOMISINs. Trained-installers can be- made avdﬂ?&y 7
consul tation by tel ephone once 15 transaction unit 18 is connected to the
TV noni tor 14. " The transacghon uniit 18 plugs into an
ordinary 120 volt AC outlet, a modul ar tel ephone jack, the antenna
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PCT/ US96/ 040are mailed directly from the catalog ggtailer to the user.
Any problems or returns are dealt with by the retailer,
including reversal of charges.

15 The transaction unit 18 is intended never to be
' turned off, going into a standby mode when not being used in
order to receive catalog updates and promotional nessages.
" Thus catalog retailers are also able to keep pricing current
through communications to the transaction unit 18, even
20 after the catalog has been published. In addition, close
"coordination with catalog retailers, combined with the two
way communications capability of the system 10, enables both
the user and the retailer to benefit from the availability
of special sale prices on a daily basis. '

25 Movies

A major feature of the system 10 is the capability
of playing full length feature movies on a single mass
storage element or CD 22.' These movies are distributed in a
variety of ways, such as from Video stores, vending

30 machines, or through the mail. Because of the minimal
manufacturing cost of CDs, they do not need to be returned
to the video store or any other distribution center. Thus
the user can naintain a movie library at home for personal
use or to give or lend to others.



descri bed below, the transaction unit 18 checks that the installation

IS correwin9soedoi f not, displays an appropriate er r oPCrAss96Ig2t 0 the
user via the TV nonitor 14. On the hone tel ephone, the user
calls the custoner 5 service operator 9 the 1-800 nunber provided to give
t he startup background information’ " A formis displayed on the TV

monitor 14 .and in tRe S ldydh I é%s

i nformation i ncI udes nanes an(ﬁ%t per sona el J‘en% f gﬁg‘#]nunbers)
t el ephone MOYAe CD @tedhe dacad wideo Btargiand |Rﬁ¥§iaﬁ esmaklsage

credit/ ad&meam&tt ToverE two ﬂ HARE wéwm@ﬂpaﬂodanl ndiiee 2EKe

t hreshol ds, mai I | n addr S r hases, and fault_mj | | ng

ot hod . ARREE SEoTAge @B i dr HHe EAFRRE & MOVAR 6P 127 ois

descr Bbed 1oadedbd\nt,o folve smmmlt hh'inm;enﬁa: wOnfmmObrﬁ.é rmsw d&F 40
15 to th t| we 40 and
t he transat‘:‘t eIy u(r% t are ls%csura%) appropr| zﬁ‘g %%ge%agg%?%ﬂ'

The use oreferenceat® Figst 3 land 4f.orthe movie Ixgntine 088 fixst i s

contenpl a FPo | t Yapd Ot ocol i's
avai | abl eb&%ag.?nszga"eaﬁezrzﬁ.ggf%ﬁm&%iﬂ%.'}Idlqmsléi;d‘uH tfz?:oiﬂ@ f?é,% wood City,

CA, b ration gdake dxrom the, CP 32, 9‘!&9 A0 Fext, o
Ri veab et thle expiraition idatw¥ i¥ acup atweamﬁw dni internd Ef i Péidar in

Lo TS0 IS AT, Y U Sl REREE T 253
i nf or mat i expigationr lcefcauthoritm oxse, can whiah (mrse_acan iapproprister pl ace
a foll ow 'Ast cql | S ,?t equplﬁp r,g;i&red éélé&grﬂa@ is filled in

and correct transa n unlt 'S Wth

parti cul afold P&'Pén ttGrM ation |f fhe tﬂ%c‘t‘?‘lﬁinﬁ)rﬂt‘?ﬂ:ﬂ |uging as

firmsre- poasiterpadt oo tht eject cm)l&ﬁé;ﬁ 18Y), for appropriate operations
with the mass storage elenent . (CD) 22 in one of several formats.

Fol Il owi ng the If the CD 22 has not expired, control passes to

counterparts of the test key step 120 and the error message
step 122 (until the key memory device 38 is in place in the
configuration of Fig. 1), at which point the user is-

20 required to enter a valid PIN in an enter PIN step 146. If
the entered PIN is rejected in a test PIN step 147, control
is returned to the enter PIN step 146; otherwise, the drive
unit 20 is activated in a play open step 148 for playing
selected information from the CD 22, the selected

25 information being typically a free preview of the main
contents of the CD 22.

Following the play open step 148, and while the

unencrypted information is being played from the CD 22,
control is passed to a billing routine 150. As shown Fig.

30 5, the billing routine 150 first determines whether the CD
22 is owned for unlimited play in a test unlimited step 152.
In the embodiment of the system 10 shown in Fig. 1, serial
numbers and ownership status of each CD 22 can be stored in
memory of the key memory device 38. Alternatively, such

35 information can be stored in other memory'of the transaction
unit 18. The same information is also stored in the index
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of the CD 22, the term nal drive unit 20 is activated in an initial
play step 104 for reading . WO 96/ 29899 o
PCT/ US96/ 04027 23 header

i nf or mat i on #8oeft theCPPF. 40Q.hatHowaverata Fabt| ayer thﬁnmfé@h n a
format. test feeueRke 420%or AcdusHinY Eane is iﬁﬂtﬂ&ﬁéﬁp m The @ene

108, which can e a_gane routlne 108A a |e routi ne 8B, a catalog
routine 108CPfoR BA qiH Y REh ?rYsc 5FBH§;9Qﬁ3 Ther wi se
tﬁr m nat ed a&rdG&Ctbedeidl Qummﬁs Ilcgezrwssddt nsageeptctthe netivork 10,
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step 102; otﬁ%%ade jlcjp%r}oum %?é%gﬁé gremegin {@f!ﬂoém in Fig.
3. In the setrapsnmqm\mﬂzt 18 tistupdagedpi neesssswil.@@ﬁﬂmmtsi%rther
processing Uﬂhhho&ﬁ%&ﬂiﬂﬁlﬁbf{?ﬂé&iﬁg‘tﬁéaﬁaiﬁ E6hERBNESR ils0returned to

initialization I's present

a nessa t|n |nsert|on of the
key nendPy dGVPcE“'-’!Q-q §'°“tirs%r‘?td3% Yia aw %&‘?gizfg step
118, follovegill beyuhderBtdry QP LR \iﬁdaﬁétﬁéﬁbﬁynstbbe nme&:ame of
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al ternative cureptr anthoriizatipn stdtusdofctbectDb2Rew. Thus further
testing of the status of the CD 22 can be implemented -

15 locally without placing a telephone call to the TPF 40. 1In
this implementation, decryption key information for the CD
22 is pre-loaded into the transaction terminal 18 during
previous telephonic communication. Thus the number of
communications between the: transaction terminal 18 and the

20 TPF 40 is significantly reduced,iwith corresponding cost
savings. '

In case unlimited play was not previously
authorized, control is passed from the test unlimited step
. 152 to a test start step 158 for determining whether a first
25 timed billing period had previously been initiated. If not,
initiation of the first period is done in a start first step
160 by retrieving the current date and time, with control
being passed to the update memory step 154 for storing the
current date and time in an appropriate memory location. If
30 the first period had been initiated, expiration thereof is
determined in a test first period step 162 wherein the
previously stored date and time, plus a predetermined
duration of the first period (24 hours, for example), is
compared with the current date and time. If the first
35 period remains in effect, control is passed to the update
memory step 154 (which can be alternatively bypassed here):;
otherwise, a counterpart of the test start step, designated



If the valid communication is established within a predeterm ned tine

limt, cwot9s2P6ds passed to a test TPF call step 122pPCTNis9sm4os®, an
error nessage step 124 25 appropriately signals the TV nonitor 14, with
control returning to the test star &P CD step 116. In
the test TPF call step 122, the set up Toutine 114 waits for
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al so Bncl atlovea okherwisehi ahtest seemﬂ&mxdmd Etfep dl6gpfor contact is
expect ed. 8%%1:131}165 Whether th¥Csedondperiod has s, ot expired,

PCT/ US96/ sjf ep 130 is
entered fWhichecaser coptyeldi i passed tonthe update, memoryistep s154

consi st enasmuhbckhabagubawéemumﬁs@ an agmsim%r YUY A e (Pray PF 40
If not, a,user mgﬁ’& 132 |ii:|?enter for rmttin gbiuser
correcti oh® PFefe Ge %@rm en ynlinited SRR od.
Oncelohe 168, ageeri whiehi af mwva&emedempedmermra&edméa mtrol i's:
passed to 3 ransmn_t data step
136 in ca gg E%ﬁ%aggawggge%&gma égr %é[e &;?%k ?’Vn&the user;, MRAM udi ng in an
ej ect CD acegptance, nconsroladsnpassed o Ahet apdate memorylistsp ms&onnel
data is tggpsgtbrfgO¥hlk unlimited play election; otherwise, an
alternative option is presented in an offer single view step
15 172, which is followed by a counterpart of the test accepted
step 170. Upon acceptance, control is returned to the start
second step 164, followed by the update memory step 154 for
storage of acceptance and initiation of the "second" billing
period. If the single view offer is refused, an
20 unauthorized exit 174 is taken for reflecting same in
returning to the movie routine 108B.

Following the billing routine 150, control is
passed in the movie routine 108B to a test paid step 176 for
determining whether use beyond that previously paid for was

25 requested. If not, the required decryption key is requested
from the key memory device 38 in a get key step 178, and a
test key step 180 is executed for determining successful
access to the key. If the key was available from the device
38 (or elsewhere in the transaction unit 18), control is

30 passed to a decrypting play step 182 for continuing play of
the CD 22 beyond the initial unencrypted portion. Upon
completed play of the movie, program control returns to the
eject step 110 of the main routine 100. If unavailable in
the transaction terminal 18, the decryption key is obtained

35 Dby telephone using the transaction network 42 in a get TPF
key step 184, followed by a key store step 186 in which the




the transaction network 42 to the TPF 40 where it is stored ’ﬁ rf her
PCTSSMATET,

use as.desWO 6| ow. Nor mal Operations

operations, a session begins when the 15 wuser inserts a selected CD or
mass storage elenent 22 into the termagpl drive unit 20 of the
transaction unit 18. Operations are displayed on the TV nonitor 14 in
an | Nt uije eiaréebi-éal insap Tifates ndti+voldeile cnemokys (of the key
sel ections with the rein Egntrol er 36 fromthe choices 20 displ ayed.
Avai | abl e ofR@BR¥¥Re¥ice 3B i ned by the type of mEss storage’

el ement 22-inserted into the termnal drive - unit 20. At this point, if

the transaction unit 1Brbnsthe teusacmaieij $Q2x17ﬁes%aam¢t!ﬁn reguest 40,
the user w d%?gﬁ 188, ik"bRrFRimel WiREUHH Bn lApprogEiate ﬁéééh&%s g \sent

been 25 pronDtlons are 1neffect. us r
i s pronp® ed to hhﬁeﬂemeaﬁ-tﬁs 14, fox; Tequeshing RaymeRt auth oriz
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'Ze

Pr ef bl
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contact is etﬂécil&dn routlihe o0 foas ef=otion ceitheoutofurthelr playt ©f t hen

t he tran #@ Hnlt 18 is to automatically initiate a call for
updat ed i nst €%rromthe TPF 40. If the transaction 35 unit 18 is
unable to contact the TPF 40, then the user is WD 96/ 29639
PCT/ US9806 04027 As described above, the first viewing perio

starts from the time of first play, not when the CD 22
leaves the store. The second viewing-petiod-nay start at
any time thereafter. This approach pravidés the_conéumer
with a more convenient and cost-effective means for .

15 obtaining movies than by traditional video store time rental
services. If the user subsequently decides to acquire
additional 24 hour viewing periods, no further action on his
part is required. He merely plays the CD 22 on the
transaction unit 18, and an incremental usage fee will be

20 automatically charged to his account. Also, the user may
instead decide to purchase the movie for unlimited play,
which transaction can also be implemented from the
convenience of home on the transaction unit 18.

Other Uses

25 The system 10 is also designed for the user to
play video games and other multimedia entertainment CDs 22
using the joy stick unit 34 to play games or navigate
through multimedia applications. Existing ‘multimedia
personal computer CDs can be supported by the system 10, the

30 publisher being able to change the price/use'coﬁbination at
the TPF 40.

The terminal drive unit 20 of the system 10 also
has the capability to play standard audio formatted CDs,
just like a standard audio CD player, the transaction unit



25 advised in an error nmessage to check the tel ephone I|ine. Thi-s
error nNweageesds repeated each time the unit 18 has a PCINUBSs040EE! t ed

until the call to the TPF 40 is conpleted After a set number of days
wi t hout contact with the TPF 40, 5 Eﬁbthe firmvare in the transaction
unit 18 will cause the unit 18 to Sable its own operation.
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"pay for a desi gnat Qﬁepei-aaéaefubw%nit 18 3% ANKE b1 (dF LdiPT .
descri bed bel ow ossi bl "free preview' an injtial portion
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festrictegonsinn Lo Rl pUAVER: . RefoPindly.  th sedrbaiach ynit 29,
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t he h e h r er ns
e e ny ngsa Se"efEskC bAREER 1Amenl By st 1 MR sorP U dife ey
nterface 26 (and/or flash memory of the transaction

15 controller 30), the transaction interface 28, and the

transaction controller 30.

As described above, correlation of the mass
storage element 22 with transactions involving same is
achieved by operation of the vendor terminal 54, wherein the

20 particular serial numbers of the CDs 22 that are sold by
that vendor are read by the bar code reader 58 and
transmitted to the index 48 of the TPF 40. At the same time
(or at a different time) other data unique to the user can
also be transmitted from the vendor terminal 54 to the index

25 48 for correlating vendor sale of the element 22. Also, the
transaction terminal 18 provides correlation of the element
22 with user play transactions by operation of the bar code
reader 23 in conjunction with the key memory device 38, the
key memory device 38 (or other memory of the terminal 18)

30 being loaded with user and serial number authorization data
as provided from the TPF 40.

Another correlation capability is achieved by
tracking blocks or ranges of serial numbers on mass storage
elements 22 that are delivered to particular vendors, that

35 information being stored in the index 48 of the TPF 40.
When the user of the terminal 18 attempts to play the mass




the cost of a local tel ephone call, all related voice and . gagf
t el ephone %PP6/RIE? ges of the system are contenpl ated t FG 604037,

t he user. Still, in view of the computer or fax nodens typically in
home offices, or when teenagers are 35 preggnt, there is conpetition for
use of a single hone tel ephone line. Therefore, if the honme tel ephone

IS in use gtoragélei®miift3dr CD 22, the serial number is read by the
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i nf or mat i on tBeH¥ENAQF « r R (HRige%SmMP chEh°'°°rF8§ °Pbsf"§@aﬁ 219%.

I'n thte caste bgdéi JIrPEhe tderial nﬁm&h enof thé cheeRs e fimityimade using
signature to determndn t hat alag_i.s..aut hotl r t
systen1befor&amm“diﬁﬁﬁﬁqqﬁ)Y{Ebégkglggﬁrhﬁtpkérlgbg g??ﬁiﬁﬁitﬂgﬁgé%ke&f'
The 1f5 10at awdthr approprilee castherizatiopeandodecsyption databeing for
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accordance with the authorization being monitored locally by

the transaction terminal 18.

In another exﬁmple, the title and other d#ta:

15 identifying the particulir work sold, the type of sale
(l1imited or unlimited play), and the purchaser, is
transmitted from the vendor terminal 54 to the TPF 40 over
the provider network 42' for storage in the index 48.
Correlation is accomplished at the transaction terminal 12

20 as in the previous example, based on the title and other
identifying data (but not a unigque serial number) under the
presumption that only one copy of a particular work would be
purchased by a single user, or the copy in use is the one
most recently purchased by the user. Thus it is not

25 required to use either of the bar code readers 23 or 58. 1In
this example, the title and other data needed for
identifying a particuiar work is stored in the index 48
together with data identifying the vendor and the purchaser
(user).

30 a]l I. : EO Iol

With further reference to Figs. 7-10, an
alternative configuration of the transaction unit 18 has a
counterpart of the key memory device 38 incorporated
integrally with a counterpart of the transaction controller,
35 designated 30'. Figure 7 shows the controller 30' including



Is the PIN necessary. In the inplenentation of Fig. 1, the user can
el ect t OW0%PE3Me nass storage el enents 22 at a 20 nei ghPCT/USYGIBNR? Or A

second house having a counterpart of the transaction unit 18, and can

pl ace orders provided the user's kgy nmenory device 38 is present.
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user's kePoZt 6RB gPPngSEed. tosa  sounterPart 9t the key tinterface 26,
WD 96/ 296@@signated expansion interface 26", thatPiEkH&. £didansion

and sendgoﬁé 3lleﬁe§F£PaAft rgtg§ﬁ§§%®ﬁTﬁg%§ O”pletes the Ogder f orm

ful f 1P| meThepprocdsser &0calsooiadludes Bh&ﬂmunﬂa:miil poﬁﬁ(ﬂbtéthatmﬂled:
direct] ¥ 10Bphfigctphta0thE! Arpfisalcl i fheditilc Gl returns

are dealt an reversa t may be

requi r ed 1nt°§f-éc§c§99pﬁ=h§ﬁeésa99m rtp ihe ﬁ&mi(!&i l@tm unktabase
20. Further, the processor 60 includes a high-speed

interface 60E that feeds a secure processing unit (SPU) 70

15 that provides other functions of the key memory device 38 as
described below, and a video block 72 that is shown in Fig.
10 and described below, the SPU 70 and the video block 72
also being connected to the system bus 68 as shown in Fig.
7. Moreover, the processor 60 includes a DRAM controller

20 60F and an interrupt controller 60G that is connectéa to
interrupt lines of the system bus 68, the interruptwiines
also being connected to the input interface 32 for
responding to operator intervention. The DRAM controller
feeds address and control signals to the DRAM 66, memory

25 data being bidirectionally communicated over the system bus
68. A device suitable for use as the computer processor 60
is available as a MC68EC000 "flex core" CPU from Motorola of
Phoenix, AZ. The ROM 62 can have a conventional 512K x 16
bit configuration, the flash RAM 64 can be implemented as 2

30 Mbytes of serial disk-drive storage, and the DRAM 66 can be
in a conventional 256K x 16 configuration having 80 nS access
time.

The secure processing unit or SPU 70 is
responsible for all encryption, decryption, transaction, and
35 security requirements of the transaction unit 18. An SRAM
74 is interfaced with the SPU 72 separately from the systenm
bus 68 for maintaining the contents thereof secure from




processor 46 of the TPF 40. Al ternatively, the us
el ect to uS¥OP612963%) . t el ephone for placing an order with the B ’ﬁ?’tfé’ 027

retailer's operator. Confirmation of the order and the purchase orders
are mailed directly fromthe catalog retai ggr to the user. Any probl ens
or returns are dealt with by the retailer, i n¢l udi ng reversal of
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In addition,* coor retailers, co ed with
the two 5 cmybeomiamnm atephmw?n‘ewtmg 39Keh CHOS, #;5'{ Yot h
the user and the retailer to benefit fromthe availability . of speci al
sale prices on a daily figSigpy 76 coftafRs a limited amount ©&f wn-ckipre

of the system 10 is the capabi | | ayi full Jl.engt ture
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arbitration logic (not shown) being implemented between the
SPU 70 and the processor 60.

Licensed public-key cryptographic algorithms can
15 be used to manage key distribution and to proVide digital
signature capability to the transaction unit 18. The SPU 70
contains the secret keys of secret-public key pairs ‘that are
unique to each SPU 70 of the multimedia system 10. As
'indicated above, the secret-public key protocol, including
20 encryption and decryption as disclosed in U.s. Patent No.
4,405,829, is included under license from RSA Data Security
Corp. The SPU 70 generates digital signatures when
establishing communication with the TPF 40. The digital
signatures are verified by the SPU 70 before certain
25 restricted data such as catalogs and instructions from the
TPF 40 are permitted to be processed by the transaction unit
18. The SPU 70 is contemplated to incorporate other
physical and functional features that render unauthorized
interrogation and/or reverse engineering either impossible
30 or impractical. Such features can include isolation of
internal memory address locations from external connections
until appropriate access codes are applied, and
electromagnetic shielding for blocking x-ray analysis, for
example. A device suitable for use as the SPU 70 is being
35 made available based on internal reference No. spuz.O/pva,
from National Semiconductor Corp. of Sunnyvale, CA.
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15 processor 76 having locally interfaced memory including a
ROM 78, an SRAM 80, and a DRAM 82. The decoder 76 feeds an
digital-audio converter 84 and a NTSC encoder 86, the
converter 84 and encoder 86 feeding respective analog audio
and video signals to the TV monitor 14. The ROM 78 can have

20 64 Kb capacity, the SRAM 80 can be organized as 4x32Kb with
25 nS access time, and the DRAM 82 can be organized as
4 X 256K x 16 bits having 70 ns access time. A device suitable
for use as the decompression processor 76 is available as
IIT 3201 MPP, avail_able from Integrated Information

25 Technology, Inc. ‘of Santa Clara, Ca. A’lternatively, the
DRAM 82 can incorporate the functions of the ROM 78 and the
SRAM 80, being operated in fast page mo_de with 45ns access
time. Another device suitable for use as the decompression
processor 76 is available as STI3500A, available from SGS-

30 Thomson Microelectronics Inc. of carrollton, TX. A device
suitable for use as the digital-audio converter 84 is
available as TDA 1310 from Philips Semiconductor of
Sunnyvale, CA. A device suitable for use as the NTSC
encoder 86 is available as SAA 7188A from Philips

35 Semiconductor.
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can I ncl'ude overwrting the rea Wite seri al code 24' Wtht
currentl@ut hdataat the masscresorded datm being supstantial YeE'PF&éJ\ﬁd t he

status of tgﬂ.@iﬁzﬁcﬁBuh&aE@mﬁﬁ'ﬁsed!,ﬁthé g@kial VebdeuR4pbecupying a

{nfort [ on PBFTONcABRULUS SF Widsh, A% AR SHGNS ENFiBantic: | MRESL: i nal
18 during pagtfeularlys thewidtoMRicantberwitiinsat eadowt!? r€gion
226 as shown in Fig. 15, the leadout region 226 having
15 special :data thereon that characterizes that region. As
further shown in Fig. 15, the leadout region 226 surrounds a
main data region 228 that contains mass-recorded data of the
work to be output from the terminal drive unit 20, the: main
data region 228 having an inside radius R; and an outside
20 radius R,. An annular "leadin" region 230 extends outwardly
to the inside radius R,, the regions 226, 228 and 230 being
within the main storage media 224.

Figure 11 shows a process 300 for producing the CD

22, including a master step 302 for preparing a master

25 record, followed by a mass record step 304 in'whiqh
counterparts of the master record are copied oﬂto a
multiplicity of substrates 222 having the main storage media
224 thereon. Typically, the mass record step 304 can
include press-molding the substrate 222, followed by

30 applying a reflective métalitation layer. It will be
understood that the data can be recorded in encrypted form,
and that the data can be differently encrypted on various
ones of the substrate 222. |

A serializer apparatus 306 is then used in the
35 process 300, the apparatus 306 having a counter 308 is
incremented with the passage of each of the mass-recorded



conmmuni cations between the transaction termnal 18 and the 20 TPF 40 is-
si gni fi camosegseduced, with correspondi ng cost savi NngPCTNUS96/04027

In case unlimted play was not previously aut hori zed, control is
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effect, contro asse
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start stepevégsagnaigdussed aboVe,9@nd9¢3%ds the resulting composite
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224, thereby creating the serial code 24 of the CD 22. The |
laser etcher 316 can include a conventional fixed laser

15 device that operates in conjunction with an acoustic optical

' modulator (AOM) and an optical focusing system to

selectively irradiate a region of approximately 25 micron
diameter sufficiently to etch the metalizétion layer of the
CD 22, the CD 22 being rotated in a predetermined manner by

20 a counterpart of the disk drive 236, designated 3is. Thus,
the process 300 in the exemplary configﬁretion of Fig. 11
includes the further steps of counting the CDS 22 for
generating a unique serial number associated with each copy
from the master, encrypting the serial number, and writing

25 the encrypted result as the serial code 24 within the main
storage media 224 of the completed CD 22. It will be
understood that generation of the serial code 24 in a single
pass as described above results in the width OR being
approximately 25 microns. Alternatively, the focusing

30 system of the laser etcher 316 can be eontigured for
producing a radially narrower etch, and’the serial code 24
can be generated in multiple passes (retetions of the
substrate 222) with the etching being d@ne at progressively
changing radii for forming the serial cbde 24 with the width

35 AF being greater than the etching width by any desired
amount. Further, the etching can be done in segments that
are angularly dispersed for preserving sufficient
information content of the “leadout®” data to retain
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descri bed 2WOWE2I®Pherwi se, an option for-.unkim %/ed ploay ngﬂ%?%lgdgﬁ'{ ed
on' the TV nonitor 14 in an offer unlimted step 10 168, after which a test
accepted step 170 is executed for det @ai ni ng acceptance of the offer
by the user. Upon acceptance, control is passed to the update menory
step 154 fdhutiﬁnllttyt$MQMnisnfondspru9 bead: taacking.y wiThe K
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an 20 uﬁhutﬂﬁﬂ%ﬂﬂf b 4 q?ﬁr tfgﬁeﬁ ipny ¢ egﬁqﬂf in . returning

to the nmovie routine 108B. Follow ng the billing routine
150, control is paskedfurthér shown inufige BQSHiscussedtaheve, sthe

176 f

requested. 19EEVE UR{E J0CHAEIuAGE BUEB KoM Rechiatitai 4o fifid 4 %18 T2
key menory denpldSier/lasextsupplyt 3421 7theaddode amplciefsie:kei;hereeflso is
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termnal 18, aéle,pnbwmqulbyl the process 300 .35Ashwith apanyncconventinpal
ts[g[‘zagt o @W%&Z &f €nd°hribE art,k®hesnlinlFead Nédaes3pyig key
p 1 I n rch the
15 movable outwardly beyond the boundary radius R for purposes
known to those having :skill in the art, the main storage
media of conventional CD elements also so extending. The
drive unit 20 of Fig. 12 includea a preamplifier 250 that
feeds a main amplifier 252, producing the main output. 244
20 for use as in Fig. 9, above, the preamplifler 250 and the
main amplifier 252 together corresponding to the dicde
amplifier in the circuit block 242 in Fig. 9. In further
accordance with the present invention, the diode amplifier
counterpart of Fig. 12 has an auxiliary output 254 that is
25 fed from upstream of the main amplifier 252, such as by an
auxiliary amplifier 256 that is driven by the preamplifier
250.

It is contemplated that the data density of the
serial code 24 is typically significantly lower than that of
30 the mass-recorded data, and while the main amplifier 252 is
best optimized for high frequencies over a limited
bandwidth, it is preferred that the auxiliary output 254
provide useful signals at a much lower frequency. Also, the
preamplifier 250 is optional but, if present, it should not
35 completely cut off signal components having frequencies
below the bandwidth of the main amplifier 252. Further, in
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31 We\96129639t ored i n appropriate non-vol atile nenory @EET/USHE0408Y
menory devi ce 38). Fromthe test paid step 176, a paynent
request step 188 is perforned mhereia an appropriate nessage is sent 5
to the TV nonitor 14 for requesting paynent authorization. A test

aut hor i Zag akdorie? i %amj ‘e ({&Jﬁﬁbﬁﬁh PRs0, €Retine 150 if
aut hori ze ermnse COo |s passe e main roufine 100 for

ej ection f& s qptionsly Moreover, while theg

descri bedo& dthQ:Hd wmnmmm nm is typids1Ty aigheali me of first

ey Start (1P tl}a 7 Binenn)o, S e ERE oY, e Bl A LA L0,

with & nnzsscmmﬂueeranaé.w dAsinesirf)e cixt \dai.gm for 15 obt ai ni ng novi es

than by traditional video store tinme rental serV|ces | f the user
subsequent |y deci de quﬁ i n

further act ion on hlsu% p(g& |rsefree ul rée a*eigﬁ‘élrewwy ejg‘f ﬁaﬂ@% on
t he _ cﬁmb#QHGQ¢iﬂH they auxd WFDQ be 20
automat i C%uﬂe@taw 'oF Rihe WNeEd reg Adis dﬂ“ﬂ:n@ftfnw is very Sﬁeeﬂ

dectde 1 Oapieel Sie s IRIoUe deta gl t%‘ R 9, iaeled [SaneEas o0, "
unit 108. on a2¥lat surface Hlmtsyisﬁ eimtfﬂ'mxptéds(b}dapm pipstde user to
approximately 0.5 micron diameter. As shown in Fig. 13, the
main amplifier 252 is responsive to a high first
reflectivity 258 and a lower second refiéctivity 260 of mass
recorded data, the etched regions of the serial code 24

15 presenting a very much lower thirad refrgctivity 262. Thus
the main amplifier 252 can be balanced to detect a data
threshold reflectivity 264 that is betwéén the first and
second reflectivities 258 and 260. similarly, the auxiliary
amplifier 256 can be balanced to detect a serial code:

20 threshold reflectivity that is between the second and third
reflectivities. Figure 14 shows in simplified form an "
implementation of the amplifiers 250, 255 and 256 that
applies the above considerations. The“ﬁain amplifier 252 in
Fig. 14 has a main bandpass amplifier:ZSQ that feeds a main

25 comparator 270 having a data reference input D that
corresponds to the data threshold reflectivity 264.
Similarly, the auxiliary amplifier 256 includes an auxiliary
bandpass amplifier 272 that feeds an auxiliary comparator
having a serial code referencéainput C_thét corresponds to

30 the serial code threshold_reflectivity 566. It is
contemplated that the bit rate of the méin data is on the
order of 50 times or more hlgher than that of the auxiliary
data, thereby facllitatlng discrlmlnation between signals
output on the main output 244 and those output on the

35 auxiliary output 254 using the bandpass appliflers 268 and
272. For example, it is contemplated thgt with the
substrate 222 moving at a velocity of 3.27 meters/sec.
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~applications. Existing rmultinmedia : personal conmputer CDs can be
supported by the system 10, the 30 publisikar being able to change the
price/use conbi nation at t he TPF 40. The term na

drive unit 2pedhtibe testohe kain acead heads234¢ theabass: reconded data

tandard audjo_f ca ' ' R '
The'\ Fansact PRt eiibi Bt sage 4 pbblxtndtaigoad milks/Ral pver
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out puts for A% d ti&il$ﬁif sec., amplifier or surround sound
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?ysten1for pr v I ng ty sound. Track sel ection and ot her
nctiong can be ook el dhovhoTRLf15erube. LiatgIR, L 2ot "
images on a blameéﬁdﬂq {i‘fmtprﬁéntm. contemphated DVOvdisks rinclude tde
Temte contr bsle dt ' LTS S blEEE R °GE' 130Emm, g oueside rdifus
nylt:neggi gm%soﬁatheoppdne?ahajnnthEHZZE)beﬁmq.%ﬁaynrwax mumeuEde in a
Cransact on ASRACHE SuFfel 2fe navifgla dRkiulin Rediths &-ERAt 1F $e ) dm
found o0 maxismmp Phdeaximum - eohbke oF ecoentricityof crecerend key
't Et e: face 26 _t(:@&_ﬂé)roff | @5 &EDVH Va DEkE et 100S ddicronsl TotaloNtwinidier 30),
© ransact!%cfu éﬂ'f%“ifﬁ%oﬁﬂdbééseen the tracks and the locating
diameter of the substrate 222, 40 microns for the :disk drive
236, and 20 microns for miscellaneous contributions such as
15 variations in locating the substrate 222 on the disk drive
236. It is further contemplated that the tracks are spaced
approximately 1 micron center-to-center. Within these
constraints, a preferred location of the serial code 24 is
near the outside of the leadout region. In the -exemplary
20 case of the width AR being approximately 25 microns, the
serial code 24 can be located between an inside radius Rl of
approximately 58,455 microns and an outside radius R2 of
approximately 58,480 microns. In one variation, the width
AR is increased to approximately 125 microns for reliable
25 detection without servo tracking, Rl being reduced to
approximately 58,355 microns. As further shown in Fig. 15,
the serial code 24 is preferably distributed in angularly
spaced segments 24A, 24B, 24C, etc., with dummy data of the
leadout region 226 being interspersed between the segments
30 for enabling servo tracking of the main read head 234.

Conclusion
' The system of the present invention provides the
ability to shop at home by browsing through a wide variety
of fully interactive multimedia catalogs, many of the items
35 being illustrated using video, the items ordered being
automatically shipped to the user's door. Also full length



transaction controller 30. As descri bed above, correlation-
of the nwe6/29639 storage el enent 22 with transacti ons i nvecCT/USg6/6M2E | S )
achi eved by operation of the vendor term nal 54, wherein the 20 particular
serial nunbers of the CDs 22 that are sﬁd by that vendor are read by

t he bar code reader 58 and transm {Ted to the index 48 of the TPF 40.

At the sa ' : Oladl wa s 1y )~¥§ggﬁ , lque-to the
user can gEatth?lés(l)“ot‘)'_é'i'et(sr acr?gimb& ?&' r(?ran t teﬂ{/%n‘_or _t_e'r ﬁ%l 54" to the index
25 48 fPUrebasdng: the Pevds: frem drentalcshane, 2 sma}lofeeheing

t ransalct ! Btemaamttaalth@ w&w% CtQ.'i:fé'ttQié Wef-*‘ig&‘- Hared) véith é'%;’gvv' th
user play transactions by operat,i 0 e bar code reader in

conj unct i Bﬁ%tpngufﬁ%ﬂfﬁiﬂﬁ&% ‘?g:"acl{ﬁe viewing right®y device 38
(or other nenory of the termnal 18) 30 being | oaded with user and seri al
nunbeB aut hori zati ofheéasystem ofs theoprésent dnwentik- allso permits

Anot her ¢ ' i ' It * ﬁf%{? bl ocks or
ranges of Bééﬁlkgy %l%an’g?%@o _a%sés%so:aégle_ ilQ*Me énr?elxs hat are

del i ver edaPplisationsar spchiass nuldmetia engyalanedingeietthenreithn t he
i ndex 48 ghe! Raditiofof agpwgggiuﬁ Hedide¥ InTOrmiticiiod byt tenpts to

| ay the nass 9 9 : _
PCT Usoe/ B@DEiguring the systen 10 directly play CD; ROM digks -that| cnent

or an®02§, arlee cagtrient | lwullﬁbﬁri_liablreambmwdm nal durpd " mi:sn{) eamé( Systéme

nunber being_correl at .t . car.respondi n or_.range

cont ai ni nBBt ﬁénn&ﬁﬁé’r%%l ﬁm‘ﬁ}g&e&&%d to iﬁaye ‘R”'_‘ P&ma% &Ss such a
standard audio and video CDs as well as Kodak‘ Photo CDs,
the photographic images being viewed on the user's home

television.

15 Although the present invention has been described
in considerable detail with reference to certain preferred
versions thereof, other versions are possible. For example,
the CD elements 22 can be sold with authorization for a
single play or multiple plays during a single time interval,

20 with subsequent plays or authorized time intervals being
contracted for using the transaction unit 18 as described
above. The authorization can be for a predetermined number
of plays in an unlimited time interval. Also, the option
for unlimited play may omitted or offered based on switches

25 that are down-loaded from the TPF 40. Similarly, the
duration of specific play authorizations and pricing
therefor can also be altered by down-loading switches. The
CD elements can be provided without the unencrypted free
preview portions. Set-up and/or operation of the

30 transaction unit 18 can be implemented with communication to
the TPF 40 initiated only by the transaction interface 28
for avoiding audible rings on telephones that may be present
on user premises. Further, software games can be developed
specifically for the system 10, and the system 10 can

35 include a cartridge slot for allowing the addition of
electronics for the playing of games usihg third party




i ndex-48 for associating the elenment 22 with the particular 5 r at
sold it, tWOIPIBhabling paynments f.orpl:ays of the el enﬁ&@%d
what was initially sold to be nade tio° 7 * 'the vendor. In this exanple, the
correlation, which is also based on thasserial nunmber of the CD 22, is
first made using comuni cations with the TPF 40 over the term nal
network 42, standardsappMogrecver autdrrekation afidvendoypt withiamsemei ng

tored in the k ' b ) $ i it h
The aut hor | - ErampaEtne, (3t 0% Faecd5F Hiitbett 2hE Lopies M PhAACuI4S
18. works that machcrendompcontributed| soafbyocreatdon 15
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unlimted pl ) ‘haser, 1S transmtied fr t e vendor
terni nal 554 eppendetbclaing should nek 'B?S?Pﬁéri}& B @ié@%rt%t{'}?%ge in
the index 48gegcriptidrt!ct €Ne i preéceérradi veedionst bontadned tiexeires m nal
12 20 as in the previous exanple, based on the title and other

identifying data (but not a unique serial nunber) under the

presunption that only one copy of a particular work woul d be pur chased
by a single user, or the copy in use is the one nost recently
purchased by the user. Thus it is not 25 required to use either of the bar
code readers 23 or 58. In this exanple, the title and other data
needed for identifying a particular work is stored in the index 48
together with data identifying the vendor and the purchaser . (user).

30 Alternative Configuration Wth further reference to
Figs. 7-10, an alternative configuration of the transaction unit 18
has a counterpart of the key nenory device 38 incorporated

integrally with a counterpart of the transaction controller,



35 designated 30'. Figure 7 shows the controller 30" including - WO

96/ 2963W0 9629639 PCT/ US96/ 0402 7PCT/US96/04027

34 a conputer processor 60, system nenory including a ROM 62,

flash RAM 64 and a DRAM 66 interfaced yth a system bus 68, the DRAM
66 al so being directly connected to the proces?EL’,,,,”ﬁQf»$hE“ﬁTbcessor

60, which is shown in greater detail in. 5 F@g. 8 has in thereto a
first parallel port 60A connected to the in m‘ m%q and a
second parall el port 60B connectMa cou ‘“

I nterface 26, desi gnat ed expansi on i nterface *26%, that prOV|des
expansi on and | ocal data exchange capabilities as described bel ow. 10

The processor 60 al so,inclkud [ I t
connected to the tranééctlkg ﬁ?’ﬁ?@? Iggg/eﬁﬁu% 3&%&% %&gt rr?tveirdfj"@e 60D
that is cpensonsdized: tvansaction management, comprisimg:ther, the

processor 60 includes (g hhggr;ﬁ@g ion tb&h&hfaQCQn@ﬁlﬁdihﬂ feeds a secure
processi ng unit (SPU) % ot her, functions of the key

mermor§ device 38 as (1)esay t&E&R riyejuniy; for gogessing pk | s
shown in fegst one mAsgngtdgage b&dmbﬁltowaontﬂael Rwradm«aaﬂaieo bl ock

72 al so being con ed_to_t t.em bu Fig 7.
Mor eover, the processo?ggg i % &4 §' é*%m 86%’?}%1 Ilé‘rt aceB&g Tand an
i nt errupt feedingl portiofist bft the recordedddata to anet oxr murd iowtputf t he

system bug §§ eEbe I nterrupt |ines al so being connected to the input
interface 3 F responding to operataor intervention. The DRAM
contd8l | er f eeds (ddddes@ Exansastion infexnface; fiore bidiwmestionadory 25

data bei ng18tdrbAstti ebanhnicationsC #Heh QY exittednals fadility; and
(iv) terminal control means for activating the
output interface and the transaction interface in response
to operator input:
15 (b) a transaction processing facility (TPF)
including:
(i) a database processor; and
(ii) a terminal interface for bidirectional
electronic communications between the transaction interface
20 and the database processor;
(c) means for correlating the mass storage
element with a particular transaction; and
(d) means for metering use of the element based
on particulars of the transaction.

25 2. The system of claim 1, wherein the TPF
further comprises a provider interface for bidirectional
electronic communications between a plurality of vendors and
the database processor, the means for correlating is
operative for identifying a particular one of the vendors,

30 and the means for metering comprises means for crediting the
particular one of the vendors by a predetermined amount
based on usage of the mass storage element.




68. A-device suitable for use as the conputer processor 60

avai | abl e éEOWBECCﬂﬂmmm”lmllml EE(J from Mot orol a of "';E/H%%ﬂ?‘%?,” AZ.
The ROM 62 can have a’ I H 116 bit configuration, the
flash RAM 64 can be inpl*eménted s 2 30 Magtes of serial disk-drive

storage, and the DRAM 66 can be I n a conventional 256Kx 16
configuration having 80 18 aTesssystemtdfieclaim 1, wherein the taxminal
processi ng uni S i oS L € af X s
decryption, ?"'Pg'ﬁ%g’ g'o%ﬁ,%an%‘%‘deégﬁu-rlieﬂéggu?r&gﬁgh gﬁo' t'leqﬁ%%sg%’f.ion
unit 18. An Setediving 2t keast ca ipevtiont aft thespperatox,dnputy fromthe
system bus 68 for maintaining the contents thereof secure from

WO 96/ 29639 _ 4. The system of claim RCTHER@id Ghe
35 unaut hori zed access. For ‘exa t he gé ansi on i nterface, 26"

| e, .
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limted anoutirst drive mnit weless the usex inputs madehes@ storage.
Addi ti onal | H{,’E ener e > Gl ' mai n system
menory (the ﬂraégﬁn%m g‘?m%aﬁgg?ﬂgﬁl %E)E ﬂ%ﬁgﬁgéﬁﬁ;hg‘#ﬂs@]%@.i ntended to

provi de a sustained decryption -rate of 1. 2_M)/S. The SPU 70 gap be a
bus nasl® device, with cgnvem?oﬁlﬁﬁtﬁﬁs°f °1¥25'i ﬁwatﬁ"ﬁh%i@ﬁmsgﬂﬁm)

bei ng i npl enyEAtk S ragiadbing the key memory using the transaction
interface. -

6. The system of claim 4, wherein the
authorization data includes a key code, and the means for
15 correlating the mass storage element comprises an index of
key codes and mass storage elements authorized for use under
respective ones of the key codes. '

7. The system of claim 6, further comprising
means for updating the index based on use of the mass
20 storage element.

8. The system of claim 6, wherein the index
further comprises identification of vehdors having
prospective rights in the authorized use of the mass storage
elements.

25 | | 9. The system of claim 8, wherein the mass
storage element is one of a multiplicity of elements having
the recorded data corresponding to identical information and
including a work identifier, the terminal control means
being operative for signalling the work identifier to the

30 TPF using the transaction interface, the index having for
each of the elements a unique'serial identifier, the means
for correlating the mass storage element further'comprising:
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provi de digital s gRaturercapability to the transaction unit 18. The
SPU 70 contains the secret keys of éecret public key pairs that are
uni que to each SPU 70 of the mul ti medi at ystem 10. As I ndi cat ed above,
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trans8ct i vendors from t&e Iluﬂe‘:“PBW&ssbmﬁimmlvﬂIﬁdm ls*eﬁazpr ate ot her
physi cal ag E!Qg%&pn features that render unauthorized

interroga I'on and/or reverse engineering either inpossible 30 or

i mpractical. Such features can include isolation of i nternal nenory

address | ocations frdﬁ-ex@&mws@@m&ﬁ |°c1|!dm 4, wheneimmhepriate access

codes aret%ﬂﬁhhé@aoﬁ”@ermlndﬂ g iFES o INey it E AUl NELX- T aY
anal ysi s, deV|c§ SU|tabIe fogr usé as the SPU 70 is

bei ng 35 iﬁgﬁé'r&gé’tllé‘gl é‘“baé'é?ﬂ'%#% Xey: &e¥iSece No. SPL2. 0/ PV3,
from National Sem conductor Corp. of Sunnyvale, CA. WO 96/ 29639
PCT/ 1896/ 04027 11. The system of claim 10, whirein the key

Figure 9 3BgY8e23iB" Ghel Eggdeﬁp AT TheP ke fﬂg%rface being operative
for signalling a key code from the card to the terminal
control means.

12. The system of claim 11, wherein the
15 transaction terminal is operative for ¢omparing the key code
to a plurality of authorization codes, each of the
authorization codes corresponding to a separate user
account.

13. The system of claim 11, wherein the key
20 device includes read-write memdry elements for storing
transaction data.

14. The system of claim 2, wherein:
(a) the transactioh terminal further comprises a
key interface for interrogating an authorization key device
25 for obtaining a key code; and |
(b) the system further comprlses a plurality of
sale terminals for use by at least some of the vendors to
communicate with the TPF, each sale terminal having a key
reader for reading the key code from the key device, the TPF
30 having means for updating an index based on transactions
with one possessing the card.

15. The system of claim 10, wherein the key
interface is operative for signalling a key code from the
device to the terminal control means, and the means for
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code as signalled from the terminal drive unit; and

. (b) means for reading the vendor from the index
by association with the serial identifier.

20 17. The system of claim 1, wherein the mass
storage element is one of a multiplicity of elements having
the recorded data corresponding'to identical information,
each of the elements alsb:having a unique machine-readable
serial identifier, the terminal drive unit comprising means

25 for signalling the setial_identifier to the terminal control
means, the means for.correlating the mass storage element
comprising: _

(a) an index of serial identifiers associated
with particular vendors;

30 : (b) means for comparing a particular serial
identifier as signalled from the terminal drive unit with
serial identifiers of the index; and _

(c) means for reading the particular one of the
vendors from the index in response to the means for

35 comparing.
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terminal having a serial ID reader for reading serial
identifiers associated with mass storage elements, the TPF
~ having means for updating the index based on communications
15 from the vendor terminals.

21. The system of claim 20, wherein at least
some of the vendor terminals further comprise a key reader
for reading a key code from a device possessed by a
purchaser of the mass storage element.

20 22. The system of claim 1, wherein the recorded
data of the mass storage element includes vendor
information, and wherein the transaction terminal further
comprises means for receiving and storing information _
updates from the TPF using the transaction interface, and {

25 usage of the mass storage element includes feeding the one
ore more output devices based on a combination of portions
of the recorded data and the information updates.

23. The system of claim 22, wherein usage of the
mass storage element includes selecting and ordering catalog
30 items, the information updates include catalog updates, the
system further comprising means for signalling and
confirming catalog orders using the transaction interface.

24. The system of claim 22, wherein the
transaction terminal further comprises a key memory for
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26. The system of claim 1, wherein the mass
storage element is one of a multiplicity of elements having
the recorded data correspdndingfto identical information,
15 each of the elements also having a uniqde'machine—readable
serial identifier, the terminal drive unit comprising means
for signalling the serial identifier to the terminal control
means based on use of each of the corresponding elements,
the means for correlating.the mass storage element
20 comprising: | _
(a) an index of serial identifiers authorized
for use by particular users; and '
(b) means for determining uses of the elements
by comparing a particular serial identifier as signalled
25 from the terminal drive unit with serial identifiers of the
index.

27. The system of claim 26, wherein the
identifier includes authorization status information.

28. The system of claim 27, wherein at least a
30 portion of the serial identifier is capable of being
recorded by the terminal drive unit, the system being
capable of updating the authorization status information of
the serial identifier in response to a user's transaction.
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of the ”abBr{ﬁaﬁshﬁi*dtﬁadfrecorded data to one or more output devices,
and means for sign_alling the se.rial ident_ifier from the
15 drive unit to an external device. |

31. The system of claim 30, wherein the drive
unit includes a data head movable relative to the mass
storage element for reading at least a ﬁdrtion of the
recorded data, the data head also being operable for-

20 scanning the serial identifier.

32. The system of claim 30, further comprising a
controller for operating the drive unit and having:
(a) means for receiving operator input; and
(b) means for accessing authorization data,
25 the controller inhibiting'at least some
operations of the drive unit unless the user input matches a
predetermined portion of the authorization data.

33. The system of claim 30, wherein the means
for signaling the serial identifier is operative when at
30 least a portion of the serial identifier is contained in a
single auxiliary data track having a plurality of auxiliary
data bits of the serial identifier.
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for use as in Fig. 9, above, the preanpllfler 250 and the nai n

anplifier 252 together resgond e

crrPc{uIt bl ock 24% in Fi S’Oé Sﬁh é$ &E cﬂé@@ ?aénch%rpatjﬁ{ tq{e ;ﬁ‘heéent

i nventi on, tmonﬁsﬂgnaiﬁngfiswoperattwenﬂbepatheoseﬂﬁgl identitienuxiliary
. out put 254 t@% eéiﬁgiréﬁké*éﬁagggﬁt aﬂbfsugﬁiiﬂﬁyndﬁfm'ﬁﬂﬁg 252, such as
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38. The system of claim 26 or 30, further
15 comprising means for determining use of pirated counterparts
of the elements, comprising. _
(a) means for storing data corresponding to uses
of elements having particular serial 1dent1f1ers. and
(b) means for determining incredulous uses based
20 on one or more of an elapsed time between successive uses
involving the same serial identifier, the occurrence of
simultaneous uses, geographic distances between locations of
successive uses, and operator input.

39. The system of claim 38, wherein the recorded
25 data of the mass storage element includes a work identifier,
and wherein the means for determining incredulous uses is
further based on correlation of the work identifier with a
corresponding work identifier of the index.

40. The system of cleimias, further'comprising:
30 (a) an index of authorized serial identifiers:
and _
(b) means for determining uses of the elements
by comparing a particnisr serial identifier as signaled from

the drive unit with serial identifiers of the index.
T '
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40 i mpl enent ati ons |nclud|ng The—preasplili er 250, the auxiliary
anplifier 256 s optional. Mreover, whj %e t he out put of the main
yplcally di gi tal (clipped or binary), the output of
a“ﬂ"u#" ﬂ'# lifier 256 can be analog (llinear) or digital.

thu;t er o exerence to Flgs 13 and 14 ‘ﬁgother factor in detecting
the auxi liary code 24%-s (The gyprem of claim 40, (Whereimthe jmdeXcgi ons

of the CDhas ithev@erialclidentifiews ddsocidtéd ofithnipareitcalar hagers. a
reflective coating 10 on a flat surface that is interrupted by spaced pips

f | h

om0 ampi s P er 0501 8300 T SYRHR B Waaid b Wirdiled ompeielfiog a0
a | over sheams for! detiexrminirgy atkenwode for dthe dixivetunithecandched
regi ogs oy Eﬁ%g.?e“t'l@ nfeldifs ﬁﬁaeﬁfﬁ%ﬁ d‘%&ﬂ%\%l&ﬂ?%&@%e{at hird

reflect|V|ty 2 hus e nmajln a |f|er can nced to _
detect a &4Fkher based.amcerralaicionial the keprcode seitheonsere first and

second r efflaesitifiileres oo&nndndEk. Simlarly, the auxiliary anplifier
256 can be bal anced to detect a serial code 20 threshold reflectivity

0 LS5t S A a1 A e Solfebda
256 that meansafiori greceiving usex rigiput atansh wheriin the mqmsffer 252 in|
Fig. 134 hastarfinind?iMRasantis isds 268 fditind2 Bhsda "B "correlation |

of the user input with user 1dentifiers_qf the index.

44. The system of claim 30, further comprising
means for receiving user input, and means for maintaining an
index of user codes correspondiné to thé user input, the

15 index including counterparts of unique éerial identifiérs
for mass storage elements authorized for use under .
respective ones of the user codes, the system being
operative for preventing unauthorized uses of the elements.

45. The system of claim 44;'wherein the recorded
20 data of the mass storage element includes a work identifier,
the system being operative for signaling the work identifier
to the external dévice. the system being operative for
transmitting authorization code to the external device for
use in conjunction with the recorded data of the mass
25 storage element.

46. The system of claim 30, further comprising:
(a) an index of element identifiers
corresponding to the serial identifiers of the elements;
(b) means for comparing a particular serial
30 identifier as signaled from the drive unit with the element
identifiers of the index; and
| (c) means for enabling use of the recorded data
in response to the means for comparing. '
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to the .dat NOBE296MI-d reflectivit rrg 1y, the aRR!”P?’éF’@”
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substrate 222 noving at ve ec 06/ 29639
S a5 43."e\Re Bystlen’ o SFASH 262030, 44, or/Re35/ 2963

mai n real hewhezedn the mass storage; elenent i%d%°%9€ﬁﬁﬁn§?°91FhFESEQHP
~appr oxi nat el éoﬂéwhihaf dtCa cn-notmmﬁé td) oK | diexy satp-ratd s, rahe:n-

serial code rOX|nateI ts/s fur
‘shown in Fi gV 458kdi fe s Bt ér%@en??? BoRVR

di sks incl udgna driv&ulnmltati@ wtcbmbwh adslerdEve! 120 nm the out5| de
radi us Rlerr] of the main data region 228 being 58 mm nmaxi num the
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di sks i 30100meddmowhide a:z:emtdmg unaurehqm%%edouﬁeamsrsetuems ng

tracks and tEﬁe'QﬁibEﬂ%f: _

(a) producing recorded copies of particular
works on respective media elements:;

(b) providing on each element a unique machine-

15 readable serial identifier;

(c) providing a device for reading the recorded
media in conjunction with authorization data, the device
also having means for reading the serial identifier;

(d) maintaining an index of valid authorization

20 codes associated with particular ones of the serial
identifiers;

(e) reading the serial 1dentifier in connection
with attempted reading of a copy:

(£f) receiving a proposéa'authorization code;

25 (9) conditionally providing the authorization
data to the device based on matching the proposed
authorization code with a valid authorization code from the
index for the particular serial identifier of the copy:; and

(h) reading the copy as augmented by the

30 authorization code.

50. A method for metering permitted uses of
recorded media according to the method of claim 49,
comprising the further steps of:
(a) forming the index to include authorization
35 levels for particular copies; - .
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angularIth@hO}izatignéé%ﬁgﬁgg 24A, 24B, 24C, etc., wth dummy data of the

| eadout region 226 being interspersed between the segnents 30 for
enabl i ng servo tracki®dg offhenaethod ofsFLada 5934 comprising the The

syst em of fhbeha&e&eab wmtiwaiwmg &es :Maat 2 ‘cotlitldripartd o Qh&t hone
by browsin 3 gpﬁa mnde ; I nteractive nultinedi a
cat al ogs, ﬁ'ﬁh?r eaton; llé’fbe °rb€i P@rtlilqbgﬁral‘%/’(l’yusil%d“ “the itens
ordeted breadable fawmownl ithe lcppyhi pped to the user's door. Al 'so ful
| engt h WO 96/ 29639
PCT/ US96/ 04027 52. The method of any of clafﬁ; 49-51, wherein

the step of producing recorded copies-includes the further

step of encrypting the works, and the step of reading the

copy includes the further step of decrypting the copy using

15 a portion of the authorization code. '

53. A mass storage element comprising:
(a) a substrate; o
(b) a main storage media on the substrate
storing a multiplicity of main data elements in a main data
20 region thereof, the main data elements being readable by
data head means when the data head means'moves in a
predetermined main path relative to the substrate; and
(c) an auxiliary storage media on the substrate
for recording and storing a plurality of auxiliéry data
25 elements outside of the main data region, the auxiliary data
elements being readable by auxiliary héad means when the
auxiliary head means moves in a predetermined auxiliary path
relative to the substrate.

54. The mass storage element of claim 53,
30 wherein at least a portion of the seri§1 identifier is
contained in a single auxiliary data tﬁack having a
plurality of auxiliary data bits of the serial identifier.
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feature novies can be viewed on. the_eﬂfﬁgﬁﬁﬁf"
nmovi e fronWOYA:M -store, a small { ee'j'eﬂmAGED bilied to the user each
ti'me the novie is viewed, wWith the L. —ept+omTT0 purchase unlinted
private viewing rights. 5 The 5ssten1of t he present invention
al so permts pl ayi ng of video games and educational nultinedia
applications, such as mghti mmheamdtqmasl-eMrom chaim 58hecthe

addi ti on of I at eader Q r t he system
10 directly ﬁfﬁ?ng’RE%}g Qé%ﬂhg é¥ﬁ$%}R?y gvgé#gglgﬁgor per sonal
conputers. dagiljyargyndata bm&ssan al so be I npl emented to play open format
CDs such as standard audi o and video CDs as well as :Kodak Photo CDs,

the photographi ¢ i mages g 881 N ek Ytdiige'SEleieReNBE claihelsayi sion.

15 Al t hou the present tlon has, been, describ in
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described whepein thee smxtiad iidentifien @entaxna ﬁpbﬁeﬂéﬂﬁﬁﬁ@d'ﬁﬁﬁﬁbr

pur. | e

of plays in ?? gngl ed tine interval. Al so, the option for unlimted
pl ay may om g Or offered based on switches 25 that are .down-|oaded from
the TPF 40. Simlarly, the duration of specific pI ut,hor zatlons
and pri @Png t her ef 05%an The NaRs Sterage pleBfAt S?Higi&vlg’t ches. The

CD el ements gRaredrPhe RN dded/lelbentenaryPbabstantiallynresdd=only
portions. Set-up_and/or operation of the 30 transaction unit 18 can be

i npl enent ed W% FRAFRARNEation to ~ the TPF 40 initiated only by the
transaction interface 28 for avoiding audi ble rings on tel ephones that
may be present on Sr [Theimass sterage elementr ofysladm B he

devel oped  gnerein the main storage media is adapted for receiving the
15 main data elements by press-molding.

60. The mass storage element of claiﬁ 53,
wherein the main storage media is adapted for receiving the
main data elements by selective radiation.

61. The mass storage element of claim®S3,
20 wherein the main data elements are optically readable.

62. The mass storage element of claim 53,
wherein the substrate and the main storage media are
configured as a rotatable compact disk.

63. The mass storage element of claim 53,
25 wherein the auxiliary storage media is adapted for being
recorded and read by a single auxiliary head.

64. The mass storage element of claim 63,
wherein the auxiliary storage media is a magnetic coating.

65. The mass storage element of any of claims
30 53-62, wherein the auxiliary storage media is adapted for
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specifically for the systeh{ioﬂimM
cartri dgwaste963or al | owi ng t hg

™3 SR D can 35 include a
i 5&3@ sEen el ect r onipeanisdEnsod s
. a6/

pl ayi ng of games using third pacty e 39
PCT/ US96/ 04027 5 43 standards. Moreover,
correlation of vendors with user trangactions can be based on nunbers of

copi es of Lpaelivideeh Wi‘i%’izﬁﬂtdﬁ%c?élﬂhgﬁ t .ﬁ%l%@ﬂ Iy (by creation,
producti on, sall Q)H.gaTheera‘or__e, the spirit an __ssc% éo% € 5 appended

cl ai ms sh&@F3da%dPMecessarily be linited to the ;. description of the
preferred versions contained herein. - WD':96/ 29639

ECT / XSQQ/ 04027 6|6.. m? paasss Ssttoragreo \?lrilvne iqbdi‘pec;z'saotia?gl Zter(xje mass .
nﬁnaggngg%?agé IY%&?#@%% 3¥jcliﬁn(?yfjand(¥u£%h§? é%mprfgxng:
5 (a) means for removably supporting the mass :
storage element; o :
(b) a data head for reading the main data
elements; f“
(c) auxiliary head means for reading the
10 auxiliary data elements; and _
(d) drive means for moving :the substrate in a
predetermined path relative to the data head and the

auxiliary head means for operation thereof.

67. The mass storage drive of claim 66, wherein
15 the data head is an optical head. E _ -

68. The mass storage drive of claim 67, wherein -
the auxiliary head means comprises a magnetic head, the
drive further comprising means for writing at least a
portion of the auxiliary data elements using the magnetic

20 head.

69. The mass storage drive of claim 66, wherein
the auxiliary head means comprises an optical head.

70. The mass storage drive of claim 66, wherein
the auxiliary head means comprises means for moving the data
25 head in the predetermined auxiliary path relative to the
substrate, the data head being operative for scanning the
auxiliary data elements. -

71. The mass storage drive of claim 70, further
comprising a head circuit including a méin amplifier having
30 a main output for signaling the main data elements in
response to the data head, the circuit also having a
separate auxiliary output for signalihg the auxiliary data
elements in response to the data head.

) O A VA ||||| ||ii|| ||| r"




(a) a-transaction term nal |nclud|ng (1) _a termnal
drive unit WO96RAssing at :° lep TH'SSSMEE&REQS BEEN dge el erreﬁf:r@&m'%ﬁ“ﬁ? ng
' Y. an lP 7 rlpn

recorded dat a; - out put interface for
feedi ng portions of the recorded data to oy or nore out put devi ces;
10 (i1i) a transaction interface for bidirectiona

el ectroni c comuni cati o W tthé masscstoragecdrive ofdlaim 71, the head

()L 1l SR e L A B, B3 el 49 25 o (e

(b) a transadriwing cthes saungilbaryi outpiBFin responsieitiondthe data head.

)
—

(i) a database processor; and “(ii) aternmnal interface
for bidirectional ctr 0 tfANSERL |
interface 20 and the S}afhba@géc?gggguebeabb &%ﬁ"et \&e%lﬁ c.gf'msans ?%:ri.n
correl at Bng @mPyifier havipg a Iirstnfrequensy.response affedhive feox:

and - passing thb mﬂ@saaea atéﬂah&s U%ﬂ@hﬁﬁ@.iﬂt?*%ﬁp?ﬂﬁfdr

on particulars of the trans % he sten1£$
claim1, wheP@Vinga #ﬁmn ?%WﬁEFYcﬁ'ﬁﬁPP?é& £% mqférnq rapxiltary
bi di r ect i onaldata ekt the osetonda frequencyeespone sibdtant iakbgor s

operative foP IS g e b, orbal aTSRRBeRY no'\endors. 30 and the

means for metering conprises nmeans for crediting the particul ar one of
the vend® s by a predet €74 neThenmass storagesdriyve efiglaim 7, nfthe main

storage el engiin1ifier having a first reference connection effective for
balancing the main output relative to a data threshold
output of the data head when the data head is reading the
main data elements, the auxiliary amplifier having a second

15 reference connection effective for balancing the auxiliary

output relative to a serial code threshold output of the
data head when the data head is reading the auxiliary data
elements. S '

75. The mass storage drive of any of claims 66-
20 74, wherein the mass storage element is a compact disk, and
‘the drive means comprises means for rotating the disk.

76. A method for making a serialized
multiplicity of mass storage elements having mass-recorded
data representative of identical information, comprising the

25 steps of: |

(a) preparing a master record:;

(b) recording counterparts of the master record
onto a multiplicity of mass-storage elements having
respective main data regions;

30 (c) generating a unique serial number associated
with each recording from the master; and

(d) writing a serial code corresponding to the
serial number on each COrresponding mass-storage element by
selectively altering the mass-storage element outside of the

35 main data region thereof, thereby serializing the elements.
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45 WO 96/29639 3. The sys rein thedrasyensg2?

control neans includes a handheld_r unit for recei ving at

] east - a—portieﬁ"? t he operator input. 4. The system of

cl aim he 5 transaction ter®Pnal further conprises a key nmenory

QM“U\““MX\I\ \“t't hori-zation data to be conpared with user input, t he
nssirmhi biting at | east sone operatlons of the first drive

unit unl ess the user AhputThmmethod of claim 76, reomprisingcthef the

aut hor i zatfyPe & Btepl®f encryptin ﬁxe g¥ei £Y shanber, Cféé?béti{rﬂ” her

WO 96/ 29639 "'ﬂﬂS§HE'TH EN%ECT/USQ6/O4027
ntrm

conprisin for dati.n nenDr sin ansaction
|nterface%erial codes °fl€L léh? ¥ﬁ329 éb%&b%lﬁeF al

aut hor i zatnunbets as mﬂcniqﬂ:ei_i.key code and t he rreans for 15 correlating
t he mass storage el enent conprises an i ndex of “key codes and nass

storage el enment s auth)(y'l z Lgpeél im ;ﬁsp'?&é*% nCPKS 8{: #’ fkey
codes. 7. e sys emof ararm conprlg §
nmeans f or wdddmion ghen @eniads qmcpqnpni@es)fsemmlzon@utagg thenent .
8. The syya3® FftorajeNdlendiiiss N the index further conprises

I dentification of vendors havi ng prospective rights in the aut hori zed
use of the mass stora 9. The system of
claim8, wherein the s The meég%é of éiaim 76, 77, or 78, wherZin

each mass storage element has a control region outside of

10 the main data region, and the step of altering the mass
storage elements comprises selectively altering the control
region thereof.

80. The method of claim 79, wherein the step of

altering is performed in sufficiently spaced relation to the

15 main data region for preserving functionality of the control
region adjacent the main data region.

81. The method of claim 79, wherein the step of
altering comprises the further steps of altering separate
sub-regions of the control region corresponding to

20 respective portions of the serial code, and spacing the sub-
regions sufficiently apart within the control region for
preserving functionality of the control region.

82. The method of claim 79, wherein the mass-
storage elements are compact disks, the control region is a
25 leadout region having characteristic data recorded thereon,
and the step of altering comprises the further steps of:
(a) rotating each of the disks:;
(b) modulating an etching device with
counterparts of the serial codes; and
30 (c) directing radiation from the etching device
within the leadout region of each of the disks.
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storage element is one of a nultiplicity of elements having t he
recorded daN®9a2963%®spondi ng to-identical 1nformation and PATR6A4023 a
work identifier, the terminal control rneans . . being operative for
signalling the work identifier to the 30 TPF using the transaction
interface, the indgg having fo4 eac_h/ f the,gfenments a uni que seri al

i dentifier, t - he storage el enent further
conpri si ng: :
PCT/ US96/ 04027 ,~—~ 46 4p
means for |oc (lng\pp ticular sefj identifier iy
the work idenfixiewr AN cpd 'a\ss,i’ nal | ed frop
unit; and RF—FeaHs ¥ —eddi ng the p
5vendorsfrome|t.n.d.ax_b¥Les Latioh with the serial o
10. The systemd i D Ax-#hRiTRaL |t he trafisaciggporer mnal furt her
corrprlses a key 1nte c_g-ifé 0 I nterrogati n; an aut hi é’._zation key

&5 +E stem of _ t he key_,
device is an eneadsié heal 2 _ st ace el d bedat ¥ fg[‘yz
K 7 4ol cdw+ dlsbanger
|

signalling a keypgosl =l
12. The syste WINMT | INDEXd UMM al
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aut hori zati on codes correspondl ng to a separate user account .
13. Thewayssr®saoof claim 11, wherein the key 20 device i nedrosssoaed- Wi te

menory el ements for storing transacti on dat a. 14. The
system of claim 2, wherein: (a) the transaction term nal
further conprises a key interfage for interrogating an authorization
key device 25 for obtaining aMode; and .. (b) the _
system further conprises a plurality of sale termnals for use by at
| east some of the vendors to communi cate with the TPF, each sale
term nal having a key reader for reading the key code fromthe key '
device, th€ TPF 30 |having nmeans for JjupddiTng an 1ndgx based on

' transactioEs SRAM Wi 1 possessi ng Hehe 15. The
system of ¢laim 10. [Wh® eiln the key fdce |lBSoperative for
signalling a key code fromthe dlevice tqitHe t qINK naIl control neans,
and the nmegrs—for 7 i dting the mass
storage el pmerfomMco 'Qeg an i X of Ccrdesﬁg.d Ss storage

el enents apt hori zed|f or uie undger
16. The systemof claim 1%, whefein f{

VE Oﬂﬁ(ﬁ he key codes.
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5 storage elenent is one of a nultiplicity of elements havin t he
recor ded dW@9&€W6RLsponding to identical information and %%ﬁfﬂoﬂ‘&h
work identifier, the termnal control neans bei ng operative for
signalling the work identifier to the TPF using the transaction

I nterface, the index hfor 10 eaé?/é‘ the el enments a uni que seri al
I dentifier and a vendo igggtifier avi ng prospective rights in the
aut hori zed use of torage el enent under, parti cul ar_k

t he means for correlnam ngd -the mass storage el eneht fygepF
conprising: 15 HEADER (a) nmeans - for locating a pgr
identifier in the indxHu3| nd the vvork |dent|f|e_r and kd
signalled fromthe term ng and
readi ng the vendor from
identifier. 20

storage e " ment s havw\ '

recor ded . 2 Fat i on,

el ement s 38¢ seri g @tlf r, @%
term nal - for S|gnaII|ngthe

identifiqg nal cdntrol nmeans, the neans oﬂé)rrti ng |
t he mass $i ng: an(@nde 1]
serial id \aﬁ"&]‘ﬁﬁ vvut h particul ar vendorfs; 86— — —

(b) neang ffor corrparl ng
fromthe mfﬁ&QR Miﬁl vel

(C) nmeans flor—t caurllg

a par§ dul ar |seri al identifiler a n II\ }
uni 4.6 serial identifiers ofm @a’nd

one of the vendors, fromthe index

in response to the nepreg Derdar i ng. _
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48 w09629639 - 18. The systemof claim 17, wherein thervgsésab2?
identifier is a bar code, and the neans for signalling the seri al
identifier conprises a bar_cQde reader. 19. The system of
claim 17, wherein the i nde STARTi hcl ugbdEStored use fee data associated with
the serial identifiers, and$2he neans for netering includes neans for
debiting a user accountwan g a vendor account according to

t he use fee data. e-System of claim2, further
conprising a 10 pl ygg ! ye dor_aﬁ m neh s for use by at |east sone of
the vendors to conmun (h_t he eadh vendor termnal having a

serial |ID reader YEb
enaor_term nal 9 21. The

storage elenents) tR

communi cati ons Jaa [ )

system of cl g "(e ferei n_at | east sgnme of the vendor termnals
further conprey r eader for readilng a key code from a device
possessed by a purchaser of the nmss sfiorage elenent. 20

22. The system &f claim 1, wherein yﬂ“reccrded data of the nass

st orage el engn T fonmatii on, and wherein the
transactio STARTSBEONDs ¢s-=qeans for receiving and storing
i nformation he—F—us+Ag tthe transaction interface, and
25 usage of thejym fge el enent includes feeding the one

S el ’ idgntifiers associated with nass
ﬁm&%ﬂmsans for updating the index based on
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ore nore out(gut devi ces based on a conbination of portions __of the

recorded d¥YQ9€32-he i nfornation updat es: PETHS60M22 1 oy
of claim 22, wherein usage of the - nmass storage el enent incl udes
selecting ‘and ordering catalog 30 itens, the information updates include
cat al og updates, the system further corrpri sing neans for signalling and
confirm ng catal og orders using the tgansaction interface.

24. The system of claim 22, V\hereﬁ/@ transaction termnal further
conprises a key nenory for WO 96/ 29639 -

PCT/ US96/ 04027 e e e — 49 storing

aut hori zati on |fat a to ﬁg)“mrrgﬁr eq vm t § dr_:ser-‘ nput , . the control neans

i nhibiting at ]| east so g termnal drive unit unless
the user inputl| matches a predet er éd pofi ¢ hB p. o} the authorization
dat a. 5 25.1 The system pf | f'n Qherein the

transaction tgfm nal SsTERTTS v ar img” er ~information
of the mass stjbrage FHQW tTpred&serm- Ti-?data for verifying
authenticity dqf the | niolcﬂ_ll[_lo_nd_a_n_d_u_u_l__rrgan - i nhibiting at |east
some functions termn I ve uni s at least a portion of
t he header ‘ _(lbD rmati on™ E{&EME' ' P

he predgLer "\ ned dat a.

26. The syst erjj® i m 1, wher efn—t-he—rrass - storage elenent is one of
a rrultlpI|C|ty1 of elen'errtli}-Rl.'tav-rnF SERIAL 1/0 —%_ _
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the recorded data corresponding to identical information, 15 each of the-

el enment woed6m9639avi ng a uni que machi ne-readabl e ser i glcyosglogder, -t he |
termnal drive unit conprising nmeans for signalling the serial
identifier to the term nal control means based on use of each of the
correspondi ng el enents, the neans for correlating the nass storage

el ement -20 conpri sing: (a) an index of serial identifiers

“aut hori zed for use by particul users; and means
' D Q) Nt s ZZby - 170 rii ar Weri al

het eryn nal 874 it\with serial
@ "he P i m 26,
gasyayt hori Lon atfus i nf or mati off.

| east a\30 por n of the rif al

i dent i fi ded t r dri it,
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stbr-'a,ge" element is a CD-R disk, and the serial identifier is recor ded
together with other recorded data on the nass - st orage el enent. 5
30. A nmenory systemconprising a drive unit for accessing at |east

| ect ed t [T T, ) d data, wh '
the mass storage el enent ?Aefﬁﬁfmogﬁéﬁéﬁlﬁﬂ?rk’%’f el enent s havi ng

the recorded data corresponding t tical information in mai n___d_a,.t,_a\
10 tracks, each of the elenents al so ﬁrE a uni que rracﬁu.ma._:

readabl e serial identifier located in-an auxiliary data def o‘nsAuaw
excl usive of the naiINTERNATIONAKPREINMINARY ERAMINAIJON RE :
output.interface for feeding portions of the recorded ' ﬁﬁao; to one &CT
nore output devices, and neans f ofPCTiAytielé 3apdFaule he seri a1 AENtT T er Trom
the drive unit to an external device, wherein the drive unit includes

a data-hegd—,n@#ah'ﬂ +etat-ra—t-o—t-he—Hass—Storage—et-cRept—-oF—reathhg
at | eag{PRliceat’s or agente e reforoncs thOr RRIHBeAcHONa, Sth¥ottiatia e dMhngkisb dfelrgptional
oper abl el"f‘ﬁr”%”c':annl ng the serial identifier, XReliminagy&Eraminatign Begort (Farp ECT/PEA/41C)

i nfor rrmmiemamafapﬂhwms‘@ri al | QMaﬁdnﬂfdmbGdtd’@deﬁh) el Priority ddse/@ddylmentibaérs. head

i N traf¢kerekiRboy han t he maijn gak,a;chr@ﬁks 23 MARCH 1395. The system
of cl ai Y P TXTT O—bt-t-s—ot—nformattomrof—the
seri al w ‘,‘%ﬁ‘;ﬁ‘r“é’e’r"ga‘ a%llcﬁsSEmg%“"d‘ht’Jcr acks other than the main 25
data tihacks. The systemof claim30, further

conpr i $Applicad controller for operating the drive unit and having:

(a) mearf@OMGTELEYERNVINRg operator i nput; and (b) means for
accessi

at | eagt sone operatlons of the drive unit unless the user 1 nput

mat ches$ al. Thipintsrhetionslngrelizubaryo exainipsation frepiott chas been cpréparsd ibp rthis] Juterpational Preliminary
Examining Authority and is transmitted to the applicant according to Asticle 36.
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33. The system of claim 30, wherei n the neans

i dent i
i dent i
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mmMﬁ“m 5 iea 600 02 17
geooraonic MU Foceyons or | sueciPEARISHR MY 1397,

recor ded < datatof "t he mass storage el enment includes a work identifier
and wherein the nmeans for determ ning igwyredul ous uses is 25  further
based on correlation of the work identifier with a correspondi ng work

}den'ﬁli fier of the indee. The system of cl%&mdfbe wpétrefhothé | vass 36,
t : . \ .
urther Coggéféé%ne&%nt is a CD-R (‘ﬁ%%c?n%égngﬁfg%egg%gffﬁééﬁgbfféf a:’.s

i dentifier uses of the

el enents reqgardsshpwmgstder wdth other recpzfetiddatafonrthe magmal ed from

the drive uitdragd Re1eaddnd. i dentifiers of the index. 39.
The system of claim 38, wherein the index has the serial identifiers

associgted with parti ar ,users. . . 2
40. Th:g system of cl aﬁ#'SQ,A AT sX&ﬁﬁP‘i gpﬂBrlsin%3n§r+%?. ‘&%{'grfrﬁ“ﬁi ng a
key code f@caessinhg \at Udeast ame¢ selected mass storage element

containing recorded data, wherein the mass storage element
is one of a multiplicity of elements having the recorded
data corresponding to identical information in main data

10 tracks, each of the elements also having a unique machine-
readable serial identifier located in an auxiliary data
region exclusive of the main data tracks, the system having
an output interface for feeding portions of the recorded
data to one or more output devices, and means for signaling

15 the serial identifier from the drive unit to an external
device, wherein the drive unit includes a data head movable .
relative to the mass storage element for'reading at least a
.portion of the recorded data, the data head also being
operable for scanning the serial identifier, at least 200

20 bits of information of the serial identifier being readable
by the data head in tracks other than the main data tracks.

31. The system of claim 30, wherein
approximately 2000 bits of information of the serial
identifier are readable in the tracks other than the main

25 data tracks.

32. The system of claim 30, further comprising a
controller for operating the drive unit and having:
(a) means for receiving operator input; and
(b) means for accessing authorization data,
30 the controller inhibiting at least some
operations of the drive unit unless the user input matches a
predetermined portion of the authorization data.

33. The system of claim 30, wherein the means
for signaling the serial identifier is operative when at
35 least a portion of the serial identifier is contained in a



wherein the neans for determning incredul ous uses ig ’_E& rgher, h‘asgaQ' q‘u
correlation of the key code withuser 5 identifiers EE 3&% 2c
41. The systemmﬂ u ' t her conpri sing _ MA(YT‘]Q97
user input, and m ﬂumﬁ"l’#uﬂs for  determning incredul ous uses is

further based on*cofretatiors =+ of the user input with user identifiers of

the index. 10 42. The sysgiem of claim30, further
conpri si ng. means for receiving user input, and neans for naintaining
an i ndsingleuaakiltbdey data etpacklihayimy tdte leamt i200uidatiahdits oifndex

I ncl udi ng E?HnEEEﬁgitidgﬁtffiQP? seri al fdent!fiers for mass storage
el ements authorirzed for use under 15 respective ones of the user codes,

t he system bei ng oEerative for preventing unauthorized uses of the
el enents. 34. The sysken of Shajm 33 yhereiph&he me@Re recor ded
data of thgorasigrabingeciel operdtive ultas thevddrialedidentdtier the system

bei ng_goer gLy ug, 107 5L0Mal A1 H% 08 b LN Gad0pid L e external

devi ce; thé sys ng operati ve tor i ng aut horization code
to the external device for use in conjunction with the recorded data of
t he mass storage @Penchae system of any of claimsTRO-3dst heyeisl ai m 30,

further Cgﬁﬁéiﬁéaﬂs £8r signaling is dperaXivedherPitn@ ¥&¥iali dentifiers
correspon

I, o.the serjal identjfigrs of the elenents;
(o) ronne idfntSeidf, I8 Locat ef it i padtut el it e, messhal e
fromthe dstoragei éleméntt he el enent identifiers of the index; and 30
(c) neans for enabling use of the recorded data I n response to the

neansjipor comparing. 3g, The system of claim 26 or 30, further
fr- comprising means for determining use of pirated counterparts
- of the elements, comprising: _
(a) an index of authorized serial identifiers;
(b) means for storing data corresponding to uses
15 of elements having particular serial identifiers; ;
(c) and means for determining incredulous uses -
evidencing unauthorized duplicates of the elements based on
one or more of an elapsed time between successive uses
involving the same serial identifier, the occurrence of
20 simultaneous uses, geographic distances between locations of
successive uses, and operator ihput.

e 37. The system of claim 36, wherein the recorded
data of the mass storage element includes a work identifier,
and wherein the means for determining incredulous uses is

25 further based on correlation of'the work identifier with a
corresponding work identifier of the index.

38. The system of claim 36, further comprising:
(a) an index of authorized serial identifiers;
and , .
30 (b) means for determining uses of the elements
by comparing a particular serial identifier as signaled from
the drive unit with serial identifiers of the index.

39. The system of claim 38, wherein the index
has the serial identifiers associated with particular users.

- NMENOED SHEET



53 . 45. The system of cl ai m 44, net he.serd al |

identifier is a bar code, and the means for srgna\M—ﬁc‘r Ustg GlesQﬁlez 7

i dentifier coinT§e§"5~bar code reader. S of

claim 26, 30, Hmer ein the mass stor age'BEmSOizIM&{’emz

fromthe group ilm)mml M‘ of a CD-ROM di sk, a CD-1 disk, a CD-R disk,
ca vi deo SCD’ a photo 62, a CD-DA, and a DVD di sk, and

the drive unrt is a conpact disk dr|ve 47. A method for
readi ng nmass- produced recorded 10 nmedia while preventing unauthorized uses

thereof, conprising 49, esgﬁﬂﬁeﬂfoﬁ claim 39, furthex Hou}: é%gfﬂ
recorded copi es of partrcu s_on respectrve nedi a el enents, each

el ement haWeagsqfex determiping 3nkeYicedei fnitheayive Mt 0@n%h main
tracks 15 whieeedaf the means for detemmlmomﬁmwugaﬁeelmm a uni que

machi ne- d e e t her eof

excl usi ve gPrf‘ﬁ%%nE? Sfir §§k§or5gf%§ié+| égtébggf% fi nld:[h q‘{soer}i he recorded
copi es® 20identifiers of tbe pndexdi ng a device for readi ng the recorded
media in conjunction with authorization data, the device al so having a

data head for readl ng«mt | eRElsPsBOR I 6PcPdim 39, URIrtHE® Bdnpr iBiliny I acks,
and the seri al enti é ‘3 |ntac ning an |tndex of
val i d autthP?Et 8K rece1V1ng user input, an herein the ans
determining incredulous uses is further based on correlation
of the user input with user identifiers of the index.

10 42. The system of claim 30, further comprising.
means for receiving user input, and means for maintaining an
index of user codes corresponding to the user input, the
index including counterparts of unique serial identifiers
for mass storage elements authorized for use under

15 respective ones of the user codes, the system being
operative for preventing unauthorized uses of the elements.

43. The system of claim 42, wherein the recorded
data of the mass storage element includes a work identifier,
the system being operative for signaling the work identifier

20 to the external device, the system being operative for
transmitting authorization code-to the external device for
use in conjunction with the recorded data of the mass
storage element.

44. The system of claim 30, further comprising:
25 (a) an index of element identifiers _
corresponding to the serial identifiers of the elemenis;
(b) means for comparing a particular serial
 identifier as signaled from the drive unit with the element
identifiers of the index; and.
30 (c) means for enabling use of the recorded data
in response to the means for comparing.
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25 codes associated with partlcul;ax om.a.s of the se g fg
(9 reaitng tne serat vont i comect o’ PRI EGTA RS,
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(g) conditionally H hori zati on data to the device based
on matching the proposed v ™ afthdrization code with a valid authorization
code fromthe index for the particulsy serial identifier of the copy;
(h) and reading the copy as augnented by the 35 authorization code.

54 485. A'Thet Isyéteor ofecdaingaperwherein the sérial

recor ded ”%éhﬁ‘?ﬁ%&d'l@ a BalrechiR!, hafaotne! Abdhd 'for siGREPIAG ikt he

further steg%F é ) formng_the index to I ncClude
aut hori zat i ¥?¥(&ﬂ§Q¥H§%erb&PFP€&F B EoBPEsc°de reader. (b) debiting
t he authorization | evels based on successi ve uses of the medi a;

(c) crediting the autl®.i zgheosystenl sfbetadmoré, 30} rédsastidas i nvol ving

the pargic d [ ling
based ogn twﬂﬂre(igp 1:?'hormlg zg% %%ﬁrﬁge Flement 1§ ;efgggé& ngﬂg‘ﬁ&lg d of
clai m 48, @onsis$iing ofea CD-ROM disk, a CD-I disk, a CD-R disk, a CD-

V disk, a video CD, a photo CD, a CD-DA, and a DVD disk, and

the drive unit is a compact disk drive.

47. A method for reading mass-produced recorded

10 media while preventing unauthorized uses thereof, comprising
the steps of:

(a) producing recorded copies of particular
works on respective media elements, each element having data
corresponding to identical information in main tracks

15 thereof; _

(b) providing on each element a unique machine- “
readable serial identifier in an auxiliary region thereof
exclusive of the main tracks, after the step of'producing
the recorded copies; |

20 : (c) providing a dev1ce for reading the recorded

' media in conjunction with authorization data, the device
also having a data head for reading at least a portion of
data from the main tracks, and the serial identifier:

(d) maintaining an index of valid authorization

25 codes associated with particular ones of the serial
identifiers;

(e) reading the serial identifier in connection
with attempted reading of a copy 7 '

(f) receiving a proposed authorlzatlon code;

30 ' (g) conditionally providing the authorization
data to the device based on'matching_the proposed
authorization code with a valid authorization code from the
index for the particular serial identifier of the copy:

_ (h) and reading the copy as augmented by the

35 authorization code.



(urther Step ofmintarmig AL Lgast 8 counterpar DR/ &/ 04 0.0 3
h | [ﬂ\“&} ‘““\mm | py h rﬂr% @édzgoﬁ 024

t he copy. e net hod of any of Gt@afmE “4?,smhﬁﬁ¥ n
the step of prod recor déd Gopi es includes the fuer@V“’ stép ™0
encrypting the works, and the step of reading the copy includes the
further step of decrypting t he copy usiﬁé 20 a portion of the

aut hori zati on code. nass st orage elenent conpr|5|ng
(a) a substrate; 48. A methodpfox %‘F?F’s’!%r%ﬁj@“%&ﬁ € substrat e

storing a mwekbrgedcmediaf ac’eoﬂdﬂngatelﬂmrﬁethddla:mnﬁatw,% el ement s

bei ng read%?hsﬁgggghgtﬂgukekkﬁgro;tégg gata tracks by data head neans
ea

when the da ans mnoVEs predeterm ned main path relative
to the substrate; (a) forming we)zmmmnu@pz&mm a on

the g sqgsgigtQ°§o§a§ggeﬁgafgcg€ge§tor|ng a plurality of aUX|I|ary 30
data elenments in at |'éast one. a jary data track wherein

auxi | iary data contai n§®P &td?@éﬁ%nﬁdﬁhﬁni@FQﬂrlzatiQQﬁ¥ﬁWﬁ%ﬁ @Wsephgn
auxi l i ary gateesbévanusebeopgtheatedi£; by t he data head neans when the

dat a head neans noves | %#ﬁ! t tiye to
the substrate, the 35 (ghx F?%%f/fléidﬁ;%el n%%%& oef‘})etqhé; br?%eﬁ (?\zét a
tracks. transactions involving the particular coptﬁ; and
10 (d) conditioning the enabling based on the
authorization levels. '

49. The method of clainm 48, comprising the
further step of maintaining at least a counterpart of the
authorization level for a particular copy in machine-

15 readable form on the copy.

50. The method of any of claims 47-49, wherein
the step of producing recorded copies includes the further
step of encrypting the works, and the step of reading the
copy includes the further step of decrypting the copy using

20 a portion of the authorization code.

51. A mass storage element comprising:
(a) a substratef
(b) a main stbrage media on the substrate
storing a multiplicity of main data elements, the main data
25 elements being readable from a plurality of main data tracks
by data head means when the data head means moves in a
predeterminéd main path relative to the substrate;
(c) and an auxiliary storage media on the
‘substrate for recording and storing a plurality of auxiliary
30 data elements in at least one auxiliary data track wherein
the auxiliary data contains at least 200 bits of
information, the auxiliary data elements being readable by
the data head means when the data head means moves in a
predetermined auxiliary path relative to the substrate, the
35 auxiliary path being exclusive of the main data tracks.
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52 Jhe st storage el ement ol CLaJﬁL“oﬁtla. ned .Wéf/ﬁaai G0 40023 2"
i
Voot foee® % |IIROM IR URNAR:L foct Sor.ocIBEAISOZ AT 1992,

wherein the serlal "dehtifier contalns approxi mately 2000 data bits.
54. The mass storage elenent of claim5B5 wherein the main data
el ements are substantially read-only 10 in character: 55.

The mass storage el em®2. ofhel mpgssstorage ehement oficchadm 3 or age nedi a

i s adapt ed yHirdi®F At 1RGN portlﬁﬁ' deéhé Sﬁﬁ‘ﬂfﬂéﬁy hya 4 eSheman i ng.
56. The mmss .st,orage el enent _0 erein the nain storage

media is afgitad lpb@eF&Pﬁ&etﬁEXIiiarﬁaﬁﬂtﬂafﬁﬁﬁkéﬂ%¥&%gH? sel ective
radi ati on. plurality of auxilidryTlatasbitstof athe csental Iﬂenﬁfﬁrmﬁd
wherein the main data el enents are optically readable. 58.

The mass storage el emgat o&hglﬁ §b5étgggge“@féﬁéﬂtt SHbed T e and t he

mai n storagglnedla are g tat abl'e conpact di sk.

59. The ma e§ted-|“a§§eels€|¥éﬁt1 afiea }féercFanh%ms appreximateky 39PQ he
auxi liary slavaagdtesedi a i s adapted for receiving the auxiliary data
el ements by selective 25 radiation. 60. A mass storage

drive incorporating t%%.”a§ﬁe mass storage element of claim 51,
wherein the main data elements are substantially read-only
10 in character. '

55. The mass storage element of claim 54,
wherein the main storage media is adapted for receiving the
main data elements by press-molding.

56. The mass storage element of claim 51,
15 wherein the main storage media is adapted for receiving the
main data elements by selective radiation.

57. The mass storage element of claim 51,
wherein the main data elements are optically readable.

58. The mass storage element of claim'51,
20 wherein the substrate and the main storage media are
e configured as a rotatable compact disk.

59. The mass storage element of any of claims
51-58, wherein the auxiliary storage media is adapted for
receiving the auxiliary data elements by selective .

25 radiation. '

60. A mass storage drive incorporating the mass
storage element of claim 51, and further comprising:
(a) means for'removably supporting the mass
storage element;
30 (b) a data head for reading the main data
elements; ‘

"AMENOED SHEET
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storage elenment of claim51, and further conprisi g a)
means .for renovably supporting the nass storamag%/f? ;
(b) a data head f n data el e MAY 199

56 "[“Flm:"llm“r";m ead rreans for reading the auxiliary

data el ements; n drive neans for noving the
substrate in a predetern1ned path salatlve to the data head and the 5
auxi liary head neans for operatlon t her eof . ' 61. The mass
storage drive of clai HepOauxhdiary headtmmam51§ptmxﬁhdanuthqn|caJ head.
62. The nmy EQE@gﬁaQE'Efeﬁ%nféa' further conprising a head

.circuit inc glng a naln |er aV|ng 10, a main OUHPUt for signaling

the main data el enent §d)nd rlver@smséolsom?w*aa%e HaRetRake dn @it al so
havi ng a predeteg#hihedapithi peyYativeuto ftlie gt herl tdred athe | i ary data

I
Ctorage o aRey; BehichofpfcERe BBdEation I9TI% 1 ner Compri <i ng an

auxiliary anplifier for driving the auxiliary output in response to the
dat a head. 61. The mass storage drive of claim 60, wherein

the data head is an optical head.

62. The mass storage drive of claim 60, further
_ comprising a head circuit including a main amplifier having
10 a main output for signaling the main data elements in
response to the data head, the circuit also having a
separate auxiliary output for signaling the auXiliary data
elements in response to the data head.

63. The mass storage drive of claim 62, the head
15 circuit further comprising an auxiliary amplifier for )
driving the auxiliary output in response to the data head.

64. The mass storage drive of claim 63, the main
amplifier having a first frequency response effective for
passing the main data elements, the auxiliary amplifier

20 having a second frequency response for passing the auxiliary
data elements, the second frequency response substantially
o blocking the main data elements.

Y

65. The mass storage drive of claim 63, the main
, amplifier having a first reference connection effective for
25 balancing the main output relative to a data threshold
output of the data head when the data head is reading the
main data elements, the auxiliary amplifier having a second
‘reference connection effective for balancing the auxiliary
output relative to a serial code threshold output of the
30 ‘data head when the data head is reading the auxiliary data
elements.

66. The mass storage drive of any of claims 60-
65, wherein the mass storage element is a compact disk, and
the drive means comprises means for rotating the disk.
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64. The mass storage drive of cIa|n163 "the main f
first f requency response effective for pa¥si ngc‘[(é’nsg Isg 914 pggeit S,
.the auxiliary anpli fier 20 havi ng a second frequencwm fMAYp Jng

the auxiliary Hﬂlﬂlmn mmuum second frequency' response
substantially - data el enent s. ' 65. The

mass storage drive- of clalnf%3 t he mai B7 anplifier having a first
reference connection effective for 25 bal ancing the main output relative
to a data threshold out put of the data head when the data head is

readi ng the mai n .2 @ aethod folkemakinyi aryeﬁmj_iéé@r havi ng a second
ref erence coQ tigon,.effective f bal ancin he, auxi |l i ar ou t
relative tdn"}r:]ll ]Eﬁlt@(o S;Ctmr?rsgs ﬁ%l"a aght 58?‘“%?&:? hgagbng d%?%sﬁ’é%%‘”éﬁin%ﬁ t he
dat a head idatextipnesentativiel ofr ideéntical iafexmauti;on, comprising the 66.
The nass . stgygfe J¥:i ve of any of clains 60- - 65, wherein the nass

st or age elenent is a conpact dis&, an the drive nmeans conpri ses nmeans
for rothting the disk. (2) preparipg a master record; g7 A nethod for

maki ng a serialized (b) recording COunterparts of the master record

onto a multiplicity of mass-storage elements having
respective main data regions;

(c) generating a unique serial number associated

10 with each recording from the master; and

(d) writing a serial code corresponding to the
serial number on each corresponding mass-storage element b&
selectively altering the mass-storage element outside of the
main data region thereof, thereby serializing the elements.

15 . 68, The method of claim 67, comprising the

' further step of encrypting the serial number, respective
serial codes of the elements corresponding to the serial
numbers as encrypted.

69. The method of claim 67, wherein the step of
,;QMLQgriting the serial code comprises selectively radiating the
'~ mass storage elements.

70. The method of claim 67, 68, or 69, wherein
each mass storage element has a control region outside of
the main data region, and the step of altering the mass

25 storage elements comprises selectively altering the control
region thereof. '

. 71. The method of claim 70, wherein the step of
alterlng is performed 1n sufficiently spaced relation to the
main data region for preserving functionality of the control

30 region adjacent the main data region. '

72. The method of claim 70, wherein the step of
altering comprises the further steps of altering separate
sub-regions of the control region corresponding to

- BAROWDED SHEET



-null‘,t.-'r,bl_i city of s storage el enents having rféss r.;corded
representative E]I‘Iamgtl on, conpri sSi nP Bﬁtgp‘ 6f2 15
P chechoct ol ST ARl i 5 iy of bggms&zmws

havi ng respeCti Ye fmih data r egi ons; ~ (c) generating a
uni que serial nunber associ ated 10 W t5|8each recording fromthe master;
and (d) witing a serial code corresponding to the

seri al nunbeiipeﬁtb‘a%mféb?—*@ﬁ)d?ﬂi% feriad sosise amdnspacipg the sub-

sel ecti Ve'i‘eéiéﬁé'é‘ﬂfﬂ@l %;smgazieitﬁrﬁrﬁneowﬂt%m&eg&en for Main data
region thereof, there ser i Z‘?Ye%é q& is 68. The
met hod of BFEFHFY ngc% ’Fﬂgi F@Hl&“ encrypting the
serial nunber, respective seri al codes of the el enments correspondi ng
to the serial nuhder sThes methodpiafi claim 70, wherein ¢he MAesmet hod of

claimg7, &@Efg?g éfémérﬁlé‘é) e ?&msﬂé[ ol IdiEKLNC £ 'c%ht%ie regiBh' $85a

sel ect veli/ atin st orage eI enent
The nmet hodl@raeny; E?Wné!?‘”cﬂg arpohexnistic %F%Qe& 8F8§6°§lverrent
has a cont&and tmgleﬂeptaﬁml&éﬁmg conipidsed thdafartherostepadoihe step of

altering the mass 25 gé)g(r)rragga@i&émég . CCE’Y}%I’I s%as?‘%l .ectively altering the -

cont rol region th : € net hod of claim 70,
wherein the step of (b) amadulating agedtehing idevigef Withnt | y spaced

rel atygn teoﬁﬂgerpartgaéf\ %asépﬂprbgdgs.pra@ﬁer ving functionality of the
control 30 region adjace ’#the jain data reqgio 72. The

met hod of claim 70, whEF ki ‘f?f'et’s"f%rfﬂlat1°n from the etch:.ng device
within the leadout region of each of the disks.
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alteri'ng corrprlses "L'he further .steps of altering separate SUlagmiae gi ONS

of .the «cont Fol region corresponding to . /’¢:Hv‘.'¢" RTMP
58’ respecrmport i ons vdrib BAmILEURL, PROBEEY ORINEZARBR | NY t he ST cory
regions sufficifeMTy apart within thensestims Bgresp egi on for preserving
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(57) Abstract

An interactive transaction management multimedia system (10) includes a transaction terminal (12) having a compact disk drive (20)
for accessing a multiplicity of encrypted CD mass storage elements (22) that are serialized by a unique machine-readable code (24), the
dnskdnveinchldhgacodexuderm);maudlolvndeowip\nhmfamm)forfeedhgpmmofﬂwmmdeddaubmouwmdevm
(14, 16); and a transaction interface (28) for two-way communications with an external facility (42). A transaction processing facility (TPF)
(40) of the system includes a database processor (46); a terminal interface (44) for communicating with the transaction interface; and an
optional provider interface (52) for bidirectional electronic communications with a plurality of vendors. Use of the mass storage element
is authorized or metered by correlating transactions in the elements using an index (48) of the serial codes. Also disclosed are a memory
system (12) incorporating the disk drive and a method (300) for producing the serialized elements.
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