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(57) Abstract: The subject invention provides for a feedback loop system and method that facilitate classifying items in connec-
tion with spam prevention in server and/or client-based architectures. The invention makes uses of a machine-learning approach
as applied to spam filters, and in particular, randomly samples incoming email messages so that examples of both legitimate and

& junk/spam mail are obtained to generate sets of training data. Users which are identified as spam-fighters are asked to vote on whether

a selection of their incoming email messages is individually either legitimate mail or junk mail. A database stores the properties for
each mail and voting transaction such as user information, message properties and content summary, and polling results for each
message to generate training data for machine learning systems. The machine learning systems facilitate creating improved spam
filter(s) that are trained to recognize both legitimate mail and spam mail and to distinguish between them.



1s MESSAGE RECEI PT COMPO\ TNT | M POLLI NG LV "
COVPONENF | NCOn1L\ C - NI HSSAGE9 {I M PE TER(S) [ ~

1G J' 1IW2E VOII NG SPAM -~~ 22

-------- WO 2002/679514TEADED Iﬂlmlllﬂﬂmlﬂlﬂlmlllﬁllll ||FH|||Iﬂ|||||||||||||||||||| NTELIE T
—REGI—PI—EN*H—FEFBRAGK—GG\PGNE

NI II\I L'—r I\I\Jl)

Abstract: 'the sub! |nvent|on provi des for a forto the “Guid

r ter a 2] revzatlons refer to the uia-

é@%’gﬁ%] ét& gM % ,n ?9316%@15; ctnfﬁcg atiliggﬁ?ajnons taF ar{mg at the begin-
%‘ O n rrzgcoﬁeach regul rplssue 0, t eq’\é? %azetﬁ

in server an /or cllent based a itectures.

Publishe

S O R S S0P Plrgha RGN e 2 G appr oach

Wm§m6%p htr pam % and in particul ar,

ranJ np es incom ng enmail nessages so that
exanples of both legitimte and junk/spammail are
obtai ned to generate sets of training data. Users
which are identified as spamfighters are asked to
vote on whether a selection of their incom ng entai
messages is individually either legitimate mail orjunk
mai | . A dat abase stores the properties for each mai
and voting transaction such as user informtion,
nmessage properties and content summary, and polling
results for each nessage to generate training data
for machi ne | earning systens. The machi ne | earni ng
systens facilitate creating i nproved spam filter(s)
that are trained to recognize both legitimate nmail and
spam mai | and to distinguish between them WO

2004/ 079514 A2 1 11111 11111111 |
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codes and ot her abbreviations, refer to the "Quid-
TRy, OAPI (BF, BJ, CF, CG Cd, CM GA G\, GQ GW
ante Notes on Codes andAbbrevi ations " appearing at
the begin- M., MR, NE, SN, TD, TG . ning of each
regul ar i ssue of the PCT Gazette. Publi shed:
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LOOP FOR SPAM PREVENTI ON TECHNI CAL FI ELD 5 Thi s

rilsee PR SR E e BB AREVER IR, 6 1) ane
undesired information (e.g., junk mail), and nore
particularly to classiptmpgiccAestepi ¢ mai l

correspondence for spam prevention. BACKGROUND OF THE
| NVENThBNn dhtibh és @threrhto sgétegl abdmedmambon idattifging both legitimate

net wor ks such as the Internet has . presente )
(ofm®PQg B oaaﬂdwﬁmﬁeflﬂ%ér%m ascﬁvﬁaﬂvﬁgtan& e ptigplarly to

PRLERA BLleGrbhl OREI éom?bﬁ@én&:@mrcspaﬁ%ﬁa%ﬂsm. and
partircularly electronic¢c nmail ("email™), 1s becom ng

i ncreasi ngly pervasive as a neans for dissem nating
unwant ed advertisenents and pronotions (al so denoted
as "spant) to neBAOKGROEND OFSTHRANRENTIAN G oup,
Inc., a consulting and market research firm estimtes
that TAS adfenhphglobal soppnuniGabions PEWORKS YRl athgdpternet has
Q. . - i i t
B AR P pp B RERATYr fealifi? Y PRk p SRR Stomers.
Ekecgonichnssapiss @ad pagioulariy rctromg emdl Espadr)eislbecaningg
i ncr e.asi}ﬂ&lgg i nconveni egce&i and oftenti meg of f.ended
By Saane ashesas agucany dpp digsgrpgoatingyintvapied adyereniebhand

gdnhoti%g P46 @erdORIAOks sty 16 Rty okPuddryst wor thy
onputing. A key technique utilized to thwart junk

"R b . PSR i, esti
e R SHIRT b3 v et B s o

hsobAasggt 0QaN) two billitu jvak eh@ail Nesggapat eattRach d@chhizaumber is
learning filters assign to_ an incom n%;, nmessage . a
BFRASHi 1P i RIC EHAY (VA¥CHEs Nulgednals prehgatitien (¢ & Qusinesses,
, r X ! .

APREARER gt Ak o oREbck Y L h By R Bcd nd AT
nifesdegdy)jpnlandssged. eds nichgjuhk etmeail issioapgad soedl wiild become a major
g_iscri m nat e grobabi.l istically between the two

reat 4@ HUSIWETHY COMRiNGessage features are related to
content (e.g., words and phrases in _the subject = .
and/ o™ Eodgchiqueriilized oagwprt jarkeermajlie smptoypient f filteging
ST oL RS 0hE pBiven MHRALEMERARBER tietd Bch a mhire
teapang apyiroach trhathimelkdiningrfgtead assigheo an dndniisen®ssaioa
speak..rare | anguages need_a filter that can adapt to
Pﬁgﬁagﬂ%@& fhe Qiespags s Tunky, 1y H’ésr‘i‘ﬁﬂf%%&n%?tué‘fsl tyﬂ&%ﬁém extracted
L Rl mb SR e o HN SR ORCRL B Yand o
{eargng filtemis @bpleadvio dggcrisenatd prodvabibisically between the two classes. -

‘Since many message features are related to content (e.g., words and phrases in the

subject and/or body of the message), such types of filters are commonly referred to as

“content-based filters”.

Some junk/spam filters are adaptive, which is important in that multilingual
users and users who speak rare languages need a filter that can adapt to their specific
needs. Furthermore, not all users agree on what is and is not, junk/spam. Accordingly,

by employing a filter that can be trained implicitly (e.g., via observing user behavior)
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WO 2004/ 079n14 PCTI US211114/ 111155111 the respective
filter can be tailored dynamically to neet a user's

weaboioghar nmessage identificati on needs. Onep@ppsmanussol

for filtering adaptation is to request a user(s) to
| abel nmessages as 5 junk and non junk. Unfortunately,
such nanuall¥ intensive training techni ques are .
undesithesprectize flprcapdertailoared dymmipdlyciompeas rjuser’s particular

j | WM, £ training let alone the anmount of
?ﬁ%%ﬁ$gg%ﬁ¢@%ﬁ@%&%§gperly effect such training. In
addi tion, such |. training techni ques are often
£ 1 anedBPPRACL U g at@iates s 43 i 2 WSeitu de fage| Bawsages as
Géhk {fdeRnBAk.| DEfdrivhh@1y2EE&hAhARAIY e ¥ ERaiARGYEcHR¥ues are
Users and thus, are incorrectly |abeled as 107j unk
nai¢sirajple ta maagwisers diets the wemplenity kssosiatgdowieshich training let alone

indefinitel.y fromthe user's i | box.. . Anat her. ..
e 0l oF [k AT pHE R SR R Boipito dp Pffition. such manual
itiRlih € iebhiif@dstir O BfteiBSwe Y indBX@MP LiSers. Fort R@nmip&ekkReriptions to
replies to or forwards a nmessage, the approach assunes
tfiee madaghgiearcefige fogatipruabout bipwesyeand Byb.rge tapyrectly labeled as
I S hi.s sort ..i.n uc.e statjstical .
e e e e R B P L
fnotipradapties et iri@inkappesabh &y eniploy im@nRet th@fing cues. For
approach is to utilize all user(s) e-mail for
exainplientd thaper(® teplies talor forypedss rmessages dhepppeash asggmes the
%i;]%'sﬁ g bi: hbﬁ- nkarigo&eg/%r,tﬁﬁ[rg.(o%}y I'?lgggggé {We% of ¥i{ Eérgfzf‘x?roduces
t'hos assi'gnnents w th’expFici’t cues (e.gd., a
‘stasisticat bias@dhioahé tramidpostedse reeiivimpindiliersef I8kt R@pective
options such as "delete as junk™ and "not junk"-and/or
ARPI#Git cues. 20 Al though such an approach is better
than the techniques discussed prior thereto, it is
sti | | Sédfanethenaprigachdsriraitdireal userés)sulbpid £or tiawniagtwhene initial
ri . l.ai A U Y OF THE | NVENTI.ON
BRAP RSN o5 R ol B €Y P DR s e e
@I reNWItH eRPIRET cue® (2., Pr@ét-drréctdas nfethod)erst exagiphy
of some aspects of the invention. This sunmmary is not
afleatineapsicpesushasvidaess ke apdveeitigh —ard/ordmpdicit cues.
| | . . o, .
AIBOHE Shchian' B ¥ e i et TP S brd et e
Isti8 defidientpw cpmperet $o tHeaupjeatsiandntivamescibed apd slaphed Betow.
invention in a sinplified formas a prelude to the
nore detailed description that is presented later. 30
The subject inventi onM)r ovides for a feedback | oop

system and net hod SHMMARY QI THE BEVENZEGNf yi ng i tens

N OB RAnE bt AP AN Bkry Pl VRbA Aorder o
makes = Uses OfC& WRChI Re-1 earni ng appr o5ch' as "appli&d
tpeovidraanbasid wiiderssandiipcofisompaspdcesidfahe inveaisoThis SaRlgSs not

incom ng emai | nmessages so that exanples of both
B ﬁi‘ﬁep%? averpigw-ot the invention. It 1s not ntended to identify key/critical

elements of the invention or to delineate the scope of the invention. Its sole purpose is
to present some concepts of the invention in a simplified form as a prelude to the more
detailed description that is presented later.

The subject invention provides for a feedback loop system and method that
facilitates classifying items in connection with spam prevention. The invention makes
uses of a machine-learning approach as applied to spam filters, and in particular,

randomly samples incoming email messages so that examples of both legitimate and
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WO 2004/ 079514 PCT/ US2004/ 005501 junk/spam mail are
obtai ned to generate sets of training data.

was@48Blsect ed i ndi vidual s serve as spam fi ght epsr/esmo4/005501

participate in categorizing respective replications
(which optionally can be slightly nodified) of the

sanpljgsk/spaniandraad bitaint® ssggeats sdiecf iedinihgdapo Pré-sgected
are m)dlfled in various aspects to appear as polling

xné@/yhl@beyervp\ a5 AP0 dighiepead rartiqipaic F%Qﬁé‘fﬁoﬂéw& rgsneﬁtaYe rgphcatlons

or polling is
SR Fispn (PSS TERERRD SFUREAD O (%
r ecei GénerdlB, ars@goessagel foepglingiare medifisd of variss agﬂcts to
content) twice: once in the formof a polling ness
msara?g@pngufﬂesiS%&esoﬁ ghiang aspertf heiay namhagecw &
hEoling B SeREEp I BIA PR i IRE SRR habm
heraers) ﬁbEﬂeedvaﬂlesspmenn@yag)(egt iim gprns lof eessage content) twice: once
Spam | abel ed rressages are consjdered for p?ﬂl i n

and
infthe frmcal @pollifieampsees Fskagat J5tS pasng dethd ath(exgumque aspect
gk@ {e@ﬁﬂv@ﬂg rFfs atllr}ﬁeféée%ta é'&)nfsfdleﬁe@rfoﬂ Folfing — TRYRIiASthose
Tunk 10 e ar

ete ke conventional spam

Which &nes bevnrgbedaicasrspem typaisting fiterss Spam-labeled swsagedyre
15 trali n am ters.in accordance with the
FDetbREOT SRS Ribt st SitEd Ak AR RS Srh sRordBese ¢ o
%p%@ffﬁatﬁ&sq}f%é é?(gsﬁn%rﬁl@i?téf eﬂlog@ﬂﬁjuﬂﬁ ifbldandelsieam.

hereby m tigating biase |naccuratefllter|ng
The f¥elikaclvesticaatspapl f11=§¢redneue aceurste spampdicrs dap be created by
Famsatnd Hlrers B CRHERG tonarecbEG oo Ry popisgt invention

ASasSB A | Db SishHebdensdond nviil dhdw gamngxefwymggmrg tAased and
sel ection of incom ng nessages is 20 either legitimte

maccturaic fijtgrine. g fee@nck lmpmph@edmalqa@gapw by polhng any

s_Hlfl ﬁ% é]tugl at I lgsséés?t];) Ob#&llﬁ? ? g??%&%gﬁbelg g{cgrnﬂ?ﬁsérﬁﬁf @ﬁers 1dent1ﬁed

So9Rm( Retflers, eﬁ@lasﬁ&ﬁﬁ)th ivotieh o tihedier asdlecion of ieoming messages is
respectlve classificatjons al ong with any oth

githes fagtitnan Ml dyak wailwBeth w&we@afi |negq1%(ﬁ§é?é§1%6ﬂmélﬁ of
iﬁ??ﬁﬁ)gr}gse?n%%éggglaegieiotxﬁtlﬁ%@?ﬂel*ﬂo%)@ﬁofﬁhé b 9s 560 $RAThat is

abase a conp ents can
geuie) g6 ndbsing) isteadeal for apesm iTths réspectsel odassididations along with any
nessage(s). (or sel ecte}b Wﬁ transaction

e

i ch
Pﬁhex st ASspFiglsarYiftegach gk rapsiqliog S bl e
fﬂtQLE ?ﬁﬁmn%ﬁé %ﬁé}ﬁ AP A EBBbELCId r8iatel '&bﬁl‘fbﬁnents can compile

dentificat nbers assigned to each sel ected
mﬁssiaxg@xopmwafgeseledtatmesfsagﬂs)l (onsglechgromaid Q‘gmjletl@r@nwbwh
su ries, or statistical. ata rel ated t.o any. 9 th rties such
{ e e iesc et e Sp Rl dion wil Hes SRk mrotrtes

h@&hg\h&aeﬁyﬁfaﬁaﬁ nuMBERIa8E Aeeab Bbd]ﬂseﬁa@teﬂ)&ﬁés@e{%sﬁﬁsﬁge
neur net wor ks, Support Vector Machi nes

Baysemaannsehd efessage CoRERISIiRATies | Qratasisiead d@ﬁaﬁ@)ated to any of the

616 ! O%F%GF){;)&%FP&ESI Afk%ﬁrﬁn%ngg f@a rﬁcﬁr’; l@grq g?sb}lfgt?ﬁ'gg R}I%ﬁme learning
&y sidrhd\@W. SRubg hveeiks, Bepporme@oﬁMraeMneeasaffM@; BhgsiandBelief
been trained in accordance with the inventjon, it can
Dietwiorks)rfpg;litataicreing improved spam filters that are trained to recognize both
legitimate mail and spam mail and further, to distinguish between them. Once a new
spam filter has been trained in accordance with the invention, it can be distributed to
mail servers and client email software programs. Furthermore, the new spam filter can

be trained with respect to a specific user(s) to improve performance of a personalized
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mai | servers and client email software prograns.
Furthernore, the new spamfilter can 35 be trained

wokdolordspect to a specific user(s) to inprovepCT/us2004/005501

performance of a personalized 3 WO 2004/079n14

PCTI US211114/ 111155111 filter(s). As new training

data $@bRsRrAs M bhinidd\@ad rEibbii Ehe%?ﬂm%ge@rcgﬁunder o further
further training via machine learning to optimze It %
preiing wamwhmndeeanmgrtaoyumusets p&nfexﬂmmk an(ﬂ)ycachyofU ser feedback
ggssa C|aSSIE tion can. also

SPPELIP lcgtb%[mafl.aﬂ%oehﬂgﬂﬁ “ah 5 BaF i it forsparm iers

GRMbEBAEI cdnProlsL 8 1eSPPHIl fillelr QErFOREFnOE RALR to ﬁtﬁﬂﬁ@rspm
identify spam origination. Another aspect of th

origmatioon provi des for a nethod of detectlng

unt r ust rth use t hrough cr ss val

techniiter Bes ot B s e ERS 1 dsbeRd 8deentine
Ghesgw¥ahy Bd @RoddM@bRIHERINEEhiGack hd/BF b kASWNMUsER test
the polling results of 10 sone users are excl uded.

Messages , Crase validation m\s)lvqsaraﬁenlg 8 Silltagfrom| whigly thegwllingsresults of
s5 ¢ g&vrmgc' %Se\i:c)luge 6hecﬁlteéés§%|:r]algeq Hstlrg%ﬁ%l 1%2?6?5%1gf(§gm a subset
bﬁuﬂﬁi 604 atd1ases thib @u@enﬁnﬁbﬂsmﬁrv&)rm el shoBEH ©RMBMEh some
wth them The polling results fromthe excl uded
gy epkesdp delgeiparceuhe generllyarenotip agteemicpewith theper The polling

S
PRl LRTDREIRRASSAOAE bty kS RIS RSBt Ot

cespages cdendnlly dgetnintdisove kelugee (frde Besraidifig bilit8et would have
agreenent between _an_ exc|uded user's votes and the
fvmefi@fl thesmegsgges hedopaingtoghs xchiled diseist ¥ the agreement bgbegen an

CR0ud&l JsBEE v Q{E gﬁéﬁ@rfﬁf‘eglsq[)wnﬁ)%ﬁ% ﬂo‘?ﬁ a%"i%@lﬂ?sl from that user can

I nspecti on. t echni que can be repe

dikdrrbe Gﬂ,lSC&DdBH od magkeaﬂalbanfammhﬂpécftmne ﬁth1mehirﬁq1&amh be repeated as
time. M 3 ? i ndi_vi dual nes es can al so be

detisd e uding dae fé’nhg‘éféﬁafﬁéui?ﬁs SOhch the filter and

t he umgtami &h SR he%aé@@éaﬁ%lsom%?ec%%%éﬂ 6Sa ikBsaB€on

flagged for either automatic renoval and/or nanua

wegeibe fittar andsthansalwoas’u@ngkyeﬂmagracr ddese ma$sag@?tqao tbe flagged for
ter, can. be t or subs ant

b Shotie fEmrVapabr ShardinHradthguem i sypess

Whiidhtiohea filtéd@h beailka ol BICR sAREantANP LN ekerd! TBE Rk VYRS and/or

to cross- validation involves known result test

m&%@-‘éﬁlat disagiee withilee fikiesicas pe fdiscarded dAtl@thvrcﬂl@rrmﬁWQBJ ross-
ﬁ@a"ﬁ% | Ive g%?{ngwnr}&uﬁﬁé& ln%esé:%eg mw 1013] ?se{a(f) i asked to vote on

assl

aeﬁes@agk(soﬁvmmhemagshmﬁ hﬁcdm&ﬁé cmemfléatﬁﬁ (b.RE ubkEB/OLeS
trustwort hi ness and determ nes whether to renove the

radghes filtprackion) ofhe giessage Qbhﬂ%er%ﬁiﬂh}“ﬁgﬁeséhﬁj“% fpaiwortginess and
BBl PRGHEEG LRI S, Lo Y AR g v
sqaovctthe gmr§ron8ﬂ1tljle mllinghoneypots) to identi f y

lngfgwﬁ? anotiler aggec% o? trl[;e?rrl]\ge/ng(r)n %%vggeg%gr csrgaetﬁllgfklngwn spam targets
(e.g., honeypots) to identify incoming mail as spam and/or to track specific merchant
email address processing. A known spam target, or honeypot, is an email address
where the set of legitimate mail can be determined and all other mail can be considered
spam. For instance, the email address can be disclosed on a website in a restrictive

manner not likely to be found by people. Hence, any mail sent to this address can be

considered spam. Alternatively, the email address may have only been disclosed to a
4
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5(151 qes rr? 4 Vt\D 2004 14 PCTI U 211{005501
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@B MRshratdh itfio tHBfebdbaBR ﬂio;jf)%(f}stelfnr B YebRisERF E}féas‘%stb&lal increase
legitimate mail, but all her mail received can

slammycla@slﬁo@aﬁ@ m@rlmexmmsugp@m slactudd bkedmwre wefghtad, as will be

t .0 5 ca
S A Dk A T S A e T e T S e
of t he\rﬁ)tlib‘i ta@p&u &l thé Bﬁf’éﬁﬁ@ﬁ% roklie$ R fualafgsing | In%&d S'which are
wi t h honeypots, such data should be down werghted, as

#esmedyancegaigeitheidy thafeagdbpek ]@PE ayssem @ebuilie filfay. Such messages
t
q}e Heg(?fo?]@ﬁy %ﬂ'tarl])'len nfbdgoﬁf'%g?eg& tgiécggg beﬁrls%élgcaéﬁﬂq of; c#gsn“led This

ﬂm&@@ﬁ cafbe ket an advade e theuneshigeddan RitelBinthYedehi# of a

f eedback | oop systemor by the filter. Such nessages

feterpived apabert poHyresilissHBIA to die mepsege. eigmdram fesamedP

Q&’dlr@&cﬁ{ ﬁﬁg‘lgﬁqrpdm%assﬁl ed. This tinme period can be
In vance the nessage can be held until

r ecel o thé a@on@hklﬁnmtmmdﬁ)mefng(ﬁnd@dhied le@84)lctBain illustrative
simlar. to the nmessage, romthe sane | P

ORTFIS GL Uy g ORI CRpetin St Sipfotleriingnt
@Eschbﬁoﬁ PG RS- RAUrAnE. eﬁhe@@ dSpec ald i%Hﬂ:atlve however, of but a

illustrative 15 aspects of the I'nvention
teos of thb dribwereays in witdnthe ptinaplesiof thetlheenfuoh Inmgn begemployed and

HRaSSoBl e s bR Ifudsa P Rnr o nng emsamnatsats.
Mh/eir atiParihbe Bnd REvePFéRGEPHESe Rivehtibn MAY %Q&dn@ag@{eg? from the

| oyed and the present invention is”intend
fcri “unl&d%tmledsdﬁémmmeﬁtthe mventidnevhenansideled i sonjuitivarwith the
g ntages and novel features of the invention may
econ "apparent fromthe 20 follow ng detail ed
description of the invention when considered in
conjunction with the draw ngs. BRI EF DESCRI PTI ON OF

THE DRAWNGS FRIEFAESERIPPICNE deTﬁEmWI%I@}S‘ eedback

| oop training systemin accordance 25 with an aspect
of t hElgorléste ablackvieapriom! akeqibackBobp trainfi guyseinmaigr aovmhnce

S SR SRl o i ng procese Tn T
flagl I I?ltga?]ggs flnka]I@;N dh@amaihanlexapRerBaRicy 166 Rafing hadcess in
accordance with an aspect of the present invention.

Fig. 2 is a flow diagram of an exemplary method that facilitates mail
classification by users to create spam filters in accordance with an aspect of the present
invention.

Fig. 3 is a flow diagram of an exemplary method that facilitates cross-validation

of users participating in the method of Fig. 2 in accordance with an aspect of the

present invention.
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classification by users to create spamfilters in
accordance with an aspect of the present 30

wo ogotdsen. Fig. 3 is a flow diagram of an exeppl/853004/005501

method that facilitates cross-validation of users
participating in the nethod of Fig. 2 in accordance

Wi t h rag 4is patdw fagtdaeof A @saplary mvweindd Wi fabili¥¥es determining
2004/ 079M4 PCTI US§11114/ 111155111 Fig. 4 is a flow .
vellegligr apsre prea tanisvasthany apRordRsge PR ANTaEEAt Pf Biegiesent invention.
det e 1l :

accortBhit-s R bdEFapt SEAFe SRR (i dRes cathing spam
ahtl detebminsn@spfaboyyi ghagfsdmacforddance xetipnasyedref lfha(i)résieﬂt invention.
facilitates catching spam. 5 and %jet ermning s

ori g.ﬁﬁat%hs@ Ylecksbagrrmaf e linnt prsat fegdpackilogr alichéecture in
a@{ Wiy %Sggﬁ fﬂEé Ilgmse@t rﬁze il ock di agram of a
clre b 0

-base op arc itecture in accordance
with Fagl._ s padockodiagim cpfrmmt—bamzlefad:dbank ldepgyst&Zmilmvag one or

bl ock dl&}%gram of a,serégr-based feedbgck IooE stem

TRYGUAeS seheralpiiaing data 1n ‘I‘f‘éff)r BrfeVHpP an asRec ‘P‘ii‘ée i

ihknfiefOr dance with an aspect of the present 10

Invention. Fig. 8 is a block diagramof a

cr os Figr&yamni tdatki @mgiamsrﬁra\mosskmgadzaﬁmdltmmﬂbamd feedback loop

S\Xg/stem wherein the, Sﬁltemlnc des an.i nterna %iarve il
WW‘Ef‘sre‘B\i\he Ssteqp ctdes an ftgrnal SEEveR il Tig fwp Ot

tﬁffﬁlﬁ% Q& sHR&d ol 8fBRaPeRr HNaBEEeOMIRBSRaNdetwitiRin AHREICIS the

of the present invention. 15 Fig. 9 illustrates an

p@mnpilnaﬂ}lloanw ronnment for inplenenting various aspects

of vention. ' enat |

i agrdin USRS ey R e TG o B harious appects of
{BEaRER@NLe W th the present invention. 20 DETAI LED

DESCRI PTI ON OF THE | NVENTI ON The present invention is

now ddgchl isedchiraicridedy dagram &f anirEcoIPkRY PRIBIUNSAEE] n

CI‘lV]l‘ﬁ%mglflt i %Qcco?d l?llég%l% tﬁe e?er#?ﬁ%nhgjn refer to like

el'e Foughout . ow ng description,

for purposes of explanatlon, numer ous specific details
are set forth in order 25 to provide a thorough
understanding of the present invention. It nmay be

evi dent, Wﬁﬁ@gut tzgwsdﬁmlit?ﬁ%@n*r N ProNBY be

practi ced ese specific detal ot her
I nst a[ﬁmqsasevmidveMtwm nstvrdesctnhedsmﬂmdf&mweceﬁleairewsigsvmherein

I 4 b#qre%{c(:ﬁ 3{1 s:)?}rgglré«{a to; rﬁﬁ&; dlll gmgnat(s: Ithlré)lgg out. In the following
description, for purposes of explanation, numerous specific details are set forth in order
to provide a thorough understanding of the present invention. It may be evident,
however, that the present invention may be practiced without these specific details. In
other instances, well-known structures and devices are shown in block diagram form in
order to facilitate describing the present invention.

As used in this application, the terms “component” and “system’ are intended to
refer to a computer-related entity, either hardware, a combination of hardware and
software, software, or software in execution. For example, a component may be, but is
not limited to being, a process running on a processor, a processor, an object, an
executable, a thread of execution, a program, and/or a computer. By way of
illustration, both an application running on a server and the server can be a component.
One or more components may reside within a process and/or thread of execution and a

6
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As used in this application, the terns "conponent” and
"systenm are intended to 30 refer to a

weomputei+ rel ated entity, either hardware, a PCT/US2004/005501

conbi nati on of hardware and software, software, or
software in execution. For exanple, a conponent may
BSmpdisint iy baQcallized d1e6hd niRitdthndAr RIBSRRS] hARBENHPE more
a processor, a processor, an object, an executable, a
£PIPREESof execution, a program and/or a conputer. By
way o ation running o
ser ve];Thg Su Jgﬁ ﬁ\%‘hlﬂ&? Can ﬁ%&ggﬁéea gagrlou% ﬁfe{enc%%chwggq
fmmqﬁm%ﬁﬁﬁcslomthrg%abxdﬁngwrtamﬂg @ PTRCREHINNEHAEd spam
thread of execution and a 6 WO 2004/079514
Btaings209useddwsan. the srpo HeptengRyrefras senesdliyAe theoproesse of

e
geggn%ﬁ{j EbCQJ'? gﬁﬁlrfeng‘g? Gfa Q:étrf]\?rgenssrl {gﬁﬁa gg\r/]ﬁ(}/@%edlrt ang/rotr dser from a set of

nl@arer\mtmns af epanee vz&@héﬂit@ﬁn(ﬂﬁddalﬁ Irﬂer‘éﬁéé‘d’ah%%ﬁqpléyed to identify
connection with generating traini n%r data for machine
P BRACHEICABENOT REtAnePY 67§, cehgratesRrohehiBiyrflistribatiqnepyer states, for
e 0
CLBUAE STREERIS SndRRAbIALD 05 REOFRIR U gpo pobiy
dintributinmentr, staeddfanteresebastd omaaossdtierafionbd®ity atd OREtsAS
tured via e ents and/ or data. I nf erence can be

ﬁfﬁ% EBSFehn A9 1§ 1“? feghmgues cappleyed fopsrmapasing higharilgyel exgnts
o HA6F @&e?maanav&laaal Isutcu ifitRhEd RUHOR (R Y EnsthARH new

for 10 exanple. The i1 nference can be pro abrfrstic -
¢teats cprsactlmir&afr@nmmat aft observed eeeny afdddyi dtored event data, whether or not

glstrlbutlon ?%ed' afﬁates of terest b‘? E‘d on_a
5 RLFIS Al COOTTA HORe TBP B RO K P BT BHEWEL MR exptpand data
Eth€frohPode@ERBVGhleT e R Med oliRes.cOMPosi ng
hi gher-level events froma set of events and/or data.
Such [tns b keappreceated thet althouple theaamt mestage s aniplnysd extenswely
n froma set of..ohserved events. and
S MR Ol SriRMoh o8k Rup TopOruRraElo e S0EIE1 Bpgre. but can
BOfUiRbBL KKpic (6 IRhRle leRFROHIRIMARE DI FTHE dhy BRH tM&ﬁ* @&rhﬁcr distributed
the events and data cone fromone or Several event
QYFd apy s tabi pe@unipatiqnaarghjtegairg pE@rwaam&d cerferencing applications
' ext e vel
(i ACHRC b RECL RERROOR B RORURCPE, Gkt MBI EY shat prperams.

:innl mktemt meshgngpidgrfing) cae alsb lultlllzélthe fbténﬁg bb@dFlty disclosed herein,
adapted to include el ectronic nmessaging of any form
PR it askien; @ besiRcanisy  bipkrspeRspdduiomepnal chat messages as

GREURL Sl As egiah?/g{éfrﬁ%r?ed EW1efK &sa ('g%oggl%glﬁg%etg& e, or

appl i cations itate a confeéren etwe
dl oibe ebpen rlhehle @ax@icula'r appdicatitn, \aeﬁlmh abdulpibe grafrE to adbshatically
ssa |ng can al so ut|I|ze t he

st ant
B R e oM ian el et Fsed) o orde th b o tises junk
theXhd&ARbRoBlcRELS L) mo%ﬁhér&alsngﬁihﬁﬁﬁ)% & alirfs dp?l%n'@l

chat nmessages as users excha ge nessages an

i nser etﬂ é’ct f f
25 al %n ? %'“H : l&fl Iﬂrlf{Teﬁlﬁ [ c u a}rsqg pﬁ[?‘?d:rg%g%ﬁpana
ncbmarg meushge diretdm a(ThBelﬂntl Uusiw’t mﬁﬁt; k€ akdcipient who has chosen, either
passively or actively, to participate in the feedback loop systems and processes as

described herein.

Referring now to Fig. 1A, there is illustrated a general block diagram of a
feedback training system 10 in accordance with an aspect of the present invention. A

message receipt component 12 receives and delivers incoming messages (denoted as
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filter particular nmessage content (text and inages) in
order to capture and tag as junk the undesirable

we lenisi{ e. 9., commercials, pronotions, or  PCT/US2004/005501

advertisenents). In the subject invention, the term
"recipient” refers to an addressee of an incom ng

M5 &PGien@Ed tdc@ientd 8. TBE Messdp@feceipetohiporeRt Sar B6LAE &NEast one

who has chosen, either 30 passively or actively, to

EH?It lﬁzaspap@stpmatyh\élth E12T5)) ar@rzsage @@pegy@@mnm(em guels ged filter)

ef ert now t t her.e

RemiERCIRES iR A 4 DA T mdEhac Bt

tasrapdmeﬂglsnsécﬁmdtﬂml WitlRGe Gl @ame grovetdas e rAsRSLs (M) ddwe
present invention. A nessage recei pt conponent 12

Pr@meﬁf adiligrrd bpgtwéthe messenes (BVInde ﬂxgg@n@%mxpe@t%w 7

WO 20 4 t o_i.nt ended

[ eCi pgzeé g%%%{hep %&bl’c{% %%p]eéteéfgtfé%ge\?g%& }nve r?tpoélér}g component 18
feneiveda] af the ¢@iming tesdaiged @M) bbd adentiSies uﬁtr@g}%étyve%ttehded

many nessage recei pt conponents (e.g unk mai |
chml%% 144 hﬁp@lilgat:@na%nemt/@?ﬂ@%@ Sl!hﬁé‘e(?fl *‘%\ﬁlt@dﬁé{;@;@@@gs 14
[

Ereted (€ B hm (802 R Y Bl oPBORPRRhe Mesisles (denotes
44 " )asdpap mmodgmara g«ﬁn ektumpled Mmmlfmﬁndm@laﬂa?ﬁaﬁﬁﬁtmn u

M t ed recipients part of the
é‘j'@B%‘)BQ V@'ﬁ@& h‘gﬁok & SURIBitEE {0 P FRSPASE SIPTe/ 3Ot S1are A2y Where the
SRIMRARRRMnadEn af FERLY ESHidd (;f R rets*;@ctllvgmma s&%ﬁ%&qgér use such
(I'M” and i1dentities the respect I nt'e
asdy pleedbackbompbhent2dl [l particalapohefeedisek eotnpoders A saiploys
of the i ntendegﬂrem pi entsai4 10]$ ferred to as spam
PREHP e Iearny leehpighesdeisy peurak By warksep ViMe Bavesi negyorks or any
ﬂiﬁ@tﬁﬁ@ﬁ:ﬁrrﬁﬁf%té?@ suiBdld A dmARyRRAMYRR t]?bgsﬁl n%‘a@mvex(tﬁ)rn) which

exanpl e. The classification- reI ated 1n
J(Hdléfnmeetzf the VOITE iINGrinhFQ@) todtran sud/nd im@dve the diliee $6 Gye/or build

.. .wher. h ' f
FHERCEE R AR R NTCINITEG IR .

ingb@ingUnEssektEire Boch¥e bt ARH hﬁ@iﬁe&@ﬂp&%@ne@% 1'e§!; spam and
particul ar, the feedback con‘g;onent 24 enpl oys

Wﬁtqwl?alélmaé%mﬁmge& @enmiedasdd) eteglelivered K@thenetbndﬂdksmplents 14.
ﬁﬂ\és the%gytglt%a 1‘3@05 t%éc' (f?antﬁ@ nz%ﬁo%ﬁ%lﬂ?rﬂ gmci ﬁlgj tlglél?lg g of improved

system or errp

spanﬁmtctr@ by uwhmg feaiBKek gbﬁeraﬂa‘d By amofighigks R0 BurRdABack
to train and/or inprove the filter 16 (and/or build

#BGFHAL hcesubiers Inkprttpy g ides for @ richant ibighl ndynaprersehaine for

& r S are
A e AT oR S h, S Lt BRI SRR B fcrs of
thp anbjectdn &Mition age dmg:isieidﬂnlc@v nmessages (denot ed as I M)

' rec ients 14.

are d&lggpveredto he i nf ende;

the sYSEEHERPY kg Hdl "sreﬂ u?% Pf‘feéhﬁqkdﬁoﬁﬁfa@b’@rﬂow

A0 80l Rt AT AR st wit
the eulijed knvmpac {n pkparhigorseftindir prioy enthe crainduopiodss, sers are
Riect e%lh[o %e Spam-ti q”ht<gh¥e:r§j e/e arr%rgmsacnqe?srtrg sE:t comprising all email users) — the
selection can be based on a random sampling, or level of trust, or any suitable selection
scheme/criteria in accordance with the subject invention. For example, the selected
subset of users can include all users, a randomly selected set of users, those who have
opted in as spam fighters, or those who have not opted out, and/or any combination

thereof, and/or based in part upon their demographic location and related information.



10

15

20

25

30

35

refining a spam detection system Various details
regardi ng nore granul ar aspects of 25 the subject

wo togotdsen are di scussed bel ow. Referring now por/E5m04/005501

113, there is illustrated a feedback | oop training
flow diagram 100 in connection with spamfighting and

spam preyestivelyN tHem&ea GE UG MskR seledRdTHHh 84t be limited to
invention. In preparation of and/or prior to the

Pﬁﬂpa DpRYs pihisbeas makedt @Oy expersdyeor spamBEtsdO subvert the subject
RMLIIHE 8 ooy bR oRle HYERISB Al Poui

k:amﬂﬁse sAyphying uses. Aensebr edstdnieisible chatiyg Bdinaakb 8nd
selection  schenme/criteria in _accordance with the

Preeies of heastectsd. vseis (e gx spap Eghiers carfheategreatadbs et
of us%ﬁencﬁlrﬁnlz(%}ﬁ g%ﬁ V\ﬂjnloﬁ %e?ga%es ?Oi ﬁr}g&r@éﬁ g?elc%%ne[ of each

set of users as $p

fiegbuce ischeoked dmaiest whst dfai‘l/lESpﬁlmtfl ghpdre dt o4, If ﬁi&dé@pleﬂﬂl‘}! on the
& ination thereof, and/or based in part upon their
5P Aphines s Brqoasiderad ferarolling Newtos deermeinationgs ngdgwyhether

?&&4&%%%&&%%:]%@9% 409915(35&1]“61‘%5&1% ti‘d ﬁﬁéﬁ{ thé Fhﬁlﬁ:]nttloen ddoes

mast er set sers selecte ronwcan be
ot qedate agy msesagesifei & rspam umelkae léakt after @lléxqens g mﬂflo tonsidered

t.1h {
el T B Dhehfibiscisoiie! Babrs &rpabiecray oREY HosHme (5.
Ebzglli'tﬂoﬂ% eyl ﬁus PicARIRE bRSinRY A RRYAsBE séhéﬁ@ >f n{ésgaigg available

or custoner tabl e i ncluding the nanes propert
&or userepdlédmct ed users (e.g. spamfi ghters) can then

E IR S T

a104aB8sd wath ok rétdoal ﬁroﬁﬁﬁmyftb Qllﬂhgins, b?Js o Q4ea. 'Anota® approach
reC|p|ent is onthe list, 'then tThe nmessage 1 s

gvibicgd epiag dﬁmpgmhlcun@rmmeon as weltet ethex lmat/reorplers atimblges and

ERTHARE: St P b Do B Rt Pt e s dbornft

dedreédipianty @Iﬁéﬁﬁ@ﬁﬁltl@f@ alporitlRAERistYbt ddlechihg hRasdoedf HEWever,
all incomng mail is considered for polling. That is,

thees may pe ligiigtigaser theaupbrbelanessages sslgbjed peeeser or paryiser per
hg*%?eh[}@ Jr%the 0%% y il 658%1;"2 mes§a e%rofrriigrlgl él&%’}: lzssér Without

nlng an un I ase sanp mess ges av

fuh lirsies, appithinegcoul ckaeempooanit, sead irBSsagof SpAe alckHRes, and
élgot shown) can be enployed to select nessages with
eyl e Rse e h s wﬂ weeldghow the spangperdacarrupt the

ﬁaﬂsdgefatﬁﬁpé Qfk @nco;n@z!@} 14881 e&vﬁie@&lgggmgr aphi c

information as as ot user/reci pient attributes
and  Powpdommsad. spaindBicring ssvapdy rafamebe B dlekihett kxasedy not be

t. | east. | rt. upon the user/recipient.
oS o8 Brlg gt e bR s T SuPbars fy Hed dagualistof
HOVWBY S rotoc S TP NRIdPesIRY THRrdfbR $hastRASorPSF hERa M TRehe Hlosen
messages sel ected per user or per user per
from the set of mail which is not from a black hole list.-

A unique aspect of the invention is that messages selected for polling, which are
marked as spam by filters currently in place, are not deleted or moved to a junk mail
folder. Instead, they are placed in a usual inbox or mailbox where all other messages
are received for polling consideration. However, if there are two copies of the
message, and the message is considered as spam by the filter, then one copy is
delivered to the spam folder or otherwise treated according to set parameters (e. g.,
deleted, specially marked, or moved to junk folder).
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time period, or on the probability of selecting a
nmessage from any given user. Wthout such limts, a

woe pagrisi£oul d create an account, send it ml | ponesmba/005501

spam nmessages, and classify all such nessages as
good: this would allow the spammer to corrupt the

trai nivReh flaleahas & widdied NGOfdr@atded td BRYIsEhINBRSRELH some
25 Sone forms of spamfllterl ng, notably referred to

SH@CIﬁIWOh@dI@atB itleat g i poRines arssagsk ilp paiicelar Bhagstectes! message

ph 8¢ T e logllsP bt Bt R GE LN fgaee

rﬁdStBﬁse@ioaqﬁctl@de, ohit /e $:580@%eE &) ldz,atlﬁ% aRed1liHg R8sk fEinSBeparate
of mail which is not froma black hole |list. A unique

faldpe changing the ‘frapé addisss ardhe ﬁﬁ)ﬂecmsgw@é@r@émg etspeFigldeon or
B ML AR 18 AL LG o, o

soltted niegbagercan hizstbe@dcapsiiared aviehip haqbeh mhéssage,) Stiedh would
i nbox. or mai | box where all other nessa

Predds insauetigns ;s%me. USEF QRS HeYQle PB ﬁnd/pbg‘lgg}séﬁy%; encppatlaed
rids§a W‘Th% &fong Ey tnﬁﬁﬁg ﬁﬁl%ast%? bhHSnerE%ﬁ&Q n:ezo vote the

con dere pam hen one cop
nakskageens aparh cmﬂ lboee speote el IﬂﬁSlSagHaSQ‘IDh @sam ger éxaaqﬂed

accor to. set par aneters el ete
spec ﬂga tifg PRESNS Gp %we@meatﬁdﬂan)@iﬂaeg 5he cogtem of the

LSRR AT SO0 BLSORR JOSh TR0Y 8 o i

isemplosgrbwuthlresmyt tb@hemtohnmlt oftwhat (as bppesed tpo Inianln;grver) the user
cted nessage can be

th |
IWB%S ‘?qg(gaﬁ‘ bﬁyfn‘g‘?hﬁé gfﬂﬂ%me?"f’i@g BHo%onponent 106.
Examiggo®dr, IR oA%E med¥REl cfah%h!aﬁﬂm‘st@\%déﬁ@ and®¥dird HRittons as

not limted to, locating the polling nmessage in a
veedlasrthe eeledted ohessage wmgcd]g]erdu@ The poiling dusegs car alsd eompnse a

ST b KlseRA tredast Rpg PaTh® RS yot oEbta Hidrepd e Sem

ABRS A8Ived, dABhsIRRE or dNeast GRIRGIEH 1IHBS SAME t&AN ARbSRr BSproach
encapsul ated within anot her nmessage, which would

ipyadvesgending thepessagrswith thehwting emst@ﬁuwnﬁdomg buiggns pre-
th C Thes
p?ﬁ&j dﬁh%rt%]l[ gﬁlill C%cr‘%lce e\V]?é}l al?S%%ll)ﬁeas Hgﬁf?f ? > Acopy 5F the polling

rhésedge; bt {(or Milkspinch/lingrpssag ehrrﬁ&d&@a a@fvdahenct Opam”
vote the nessage as not spam for exanple. The voting

DEORDTRE RORA PR qhﬁﬁﬁeéﬁ%tﬁff@‘& BPanBe itaprnagated e Herroting
n?éss sé%e THiE, Si? sgﬁlfe%%ﬁﬁ{%ﬁ% ﬁlegﬁ Y cQHitaih0G s@c‘%{f ll;l/galglcthnS

age to t user nven fon 1is enploye
a‘mi Bhnt&b&spcﬂutg Buotons.i Otiter endificatiofis may e (aesapy dsdaldin @ paéssibly

mai |, the user 15 interfac n be nodifie

TeHOYiRg ?fﬁ@ith%ek&faw st'aﬁt&oaﬁéwhlﬁé P ebscurt e Pttt Hﬁtrucuons
OTBRAGES can contain instructions and voting buttons as
wel | as the sel ected nessage attached thereto. The

pol | iAmyptheedutige sedimsal ‘solidedprinseeraial email” button can also be

provided, depending on the type of information that is desired. The message can also
include a button/link to opt-out of future polling. The instructions are localized to the
user’s preferred language and can be embedded into the polling message.

Furthermore, messages selected for polling can be scanned for viruses by the
message modification component 106 or by some other suitable virus scanning
component (not shown). If a virus is found, the virus can either be stripped away or the
message can be discarded. It should be appreciated that virus stripping can occur at any
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summary of the sel ected nessage such as the subject
line, fromaddress, date sent and/or received, and

wo h@4o®siga or at least the first few lines of tper/uswna/005501

Anot her approach 20 invol ves sending the nessage with

the voting instructions and voting buttons pre- pended
tpoait ef the shsteprid0] ineRidineRerPtht S s 43R 811 RRH A1d right before the
down] oads a copy of the polling nessage, buttons (or
URGTEOniQAds theiTRgSagut not linited to, "spant and "not

spant : n the user interface or can r
o nLoeb b oHRRAP R Blkr HEsad TN R ErTopéios
dekwirbihe pollits reesshzdoltht 0@ MRSHAEE. TR RedihcR 8‘?’ E.E p&fing

i nstructigns 25 and suitable voting buttons. er

FRSSPASE CHET DSt MY UsecioBeNtips asspeipigd ithegepisk)sis bisjgned a unique
; ' C | We! i.ch coul d .
ERERHL AN TN (P PLOUAE THHS MO LIS B sBrronding
thetr¢toaresbmi@s] @ d'1medshgd $ted/\ouBecli1al(e.gMekhtral AHlab&R), where

an al so be .provided, depending on the type of
ﬁ?ﬁ%?h‘a?ﬁsgﬁafl Vqtes e spppted tisdsage can also 30

i nclu i = N
! Va8 PRl il 088, Bl SRR Py for
pelhigg ayescardd addiiobethe mbtisbe dan pedorinhfrepaink i BgalHRS 98AQimed
Eur.t ergl?%r e, %essa%es sel ected for polling can be

TAN B CATS PRLA BEUGYIaE PRer 1SA0k Beige Onerdiamplast angrthat an amount
608N RYin gl d Bbrs AERIOL WRin JithifsaR! Eeéﬂ” 'éd"? e 1l
conponent (not shown). If a virus iIs £ und, he“ViFus
particelpt, ey fepdbask sypeed OBwepitors 4 feec3fagedasiagla agst sheail as well

& P e aioBdB i arle 1 o STt s e s is especiatly
RAPdrtdnP R84k Q085 Qe selRiddt fréth allRCaiBbdd &Lkl Adudi h(létﬂ h&g usage

when the nessage is selected and right before
gabhizghviggedsers: FaeeyamagdowRshgcowenty pimtly iéeistes and sdnds a

-ne. ssage .del i ver omponent 108
bk ki e BT N
LeEmohiesd iRCkedsegdselechioh prdt@ss (S T8MAN thi Bhe &186RdBnessage is
and any user properties associated therewith) is

YREPHABERORFPY 98 evergdmunphes of meppgasi@c¢isedby the user and no

- 110 informati o

P8, o 0 R SRl N R e ssom
Balbi entvftesest iriacdmihg(iResgages GEBE Sahpled@tab asabideAgbEpolling),
the user classifi gati ong/votes are conpiled and ‘
Qi fyodpere fpnak every 2ihgpsss for exqraple. Jir diegeencirearReentage, limit
AWdak i BRid: lin
SR P08 00 Rl o T PO O
foneppuEhioy liglaliseze sisomamd alsovmitigabasiverly anmBke: $ugee. t hat
a particuylar er. i s not [ over sanpl ed and that
2" anghdrShent Gas, B OB GaEthsr SR sci fimesnagas stch have
Wéeh Rhmiplel By e &8t €60 fd : ifi

aerti clalearlﬂ;ty th%g;% eedbaidlg%gg@%g%h%ggﬁﬁn{gnqo# g?esfl CallaSSIfled' The

hashpillydhese messages and entizes therinh redativeed respective user’s

demographic properties and creates polling messages to request the user(s) to vote and

classify the message(s). However, the spam filter may not be modified or trained
immediately after receipt of every new incoming classification. Rather, offline training
allows a trainer to continually look at the data received into the database 112 on a
scheduled, ongoing, or daily basis. That is, the trainer starts from a prescribed starting

point or at a set amount of time in the past and looks at all the data from that point
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15 as the sanpling period to mtigate bias of both
sanpling and data. This is especially inportant where

wolsmue7aiL selected fromall avail abl e users, poOwusELHGss01

both | ow usage and hi gh usage users. For exanple, a
| ow usage user typically receives and sends a

$a>rgrmrd toctedtit the filese Forvetaniple, dhe pREdrinAa tieR A%t ah Be From
h usageq user. Thus, the system 100 nonitors the

H@ QR0 O on process to be certain that the

sel ec e of .ever
o SR AN S
n’reasagé chsifieayions enéitviadd Ve YiatdbReuns tyywiyher rld@c@xﬁnleolearmng

gordlnﬁﬁé the systemcan poll 1 out of ever
§Sadiesr Baﬂ@ﬂ§aﬁﬂm@6‘F@Dgﬂwcb@ﬂ%( 0. Mychine
t ry

ge%lﬂrlr%g&)chmﬂgéé e qﬂé;l?:&ctg ,eiegf?ﬂre}é Q c%oﬁ)td a{ﬁél erdJ{H%Pl §0%8arn from so that
teyicgalas walipingaghdeticprgor Evanatenigigswateddn matching known
messages. for a | ow usage user as 25 conpared to a high

aiﬁ@ $¥epamcan bapef Aty P@‘Q{I%XW@I?& 9f gﬂ@ﬁdwh §° shay ey can
Rk sire W%no@%é&ﬁent&lgﬁc ﬁl milpt abase 112 scans
for nmessages which sanp ‘ed by the system
100 f épccprdinlgl}ng il i priteant tmlaave bodt pdseter anbasgithicastamphe of
dat abase es and | ocalizes them

G TGRS sHBERRUS Laar o some isgraptiig SPagararasqmounts
8b1E §6:h 851 RelthAY NBSHAVESHEOmh @g%{s tIPSnéJ&ﬁ{% %S%st&% based

vote and 30 classify the nessage(s
pilytog rcomiﬁlmf&talb@alﬂrﬁ@nf thegt damainsinagtle fiitened désultirlgyin a large

B S B b B0 RSP S S8 amounts o
g«mtmmluﬁl 1h1)poftﬁh€tk Iakddifien, data ofeh ake thisik& stuBﬁ as gor ettmg that
dat abase 112 on a_schedul ed, ongoi ng, or %

they hayessigredaiptanag free matlingtlist. fFQIrmsiarmee@ largeueglmmms plrowgier

f h | ook
UL e peeiny N
ﬂﬁfﬂlbﬁﬁ%@&@ﬁﬂi@hndfcﬁmg@{ il c‘la@sﬂfﬁﬁg gheﬁ@fheﬁdakéseis spaff Without
eri oa can

xa the prescrib
ﬁ?ﬁ ﬂﬁgbwstt%e@ repdizghat e Hwéws #imate) mait freanthisesite can otherwise
td ®bgA on an ongoi ng basis by analyzing the 5 message
classifications maintained in the database 112 by way

of el mev fikar Nicngn beelidmiingedsn iliéngcﬁngbasﬂ\lﬁ}uﬁ aistribution
ort vector machines (SVMs)). WMachine

t Kk
TR SEID e PhbB N an T eRRNEs (P)gouti swpil or
BB agdRMQ 1 GRITIAhA QHlaﬁ‘%hEﬂ@tto ah Iﬁﬁﬁatg %}vlﬂg %@/8} f the central

di stTngui sh between them Even ni ques Base
qlml:@lsﬁsng indioidinal cgmpieesl\hirecsfpanha:ﬁﬂdﬂmeh eilcﬁ.témfllOOﬂ’hnctlons on an

Navi exa so that they can 10 make
SRS U B e vy Sl g iz for polling can
BU6ATadia0@kYdistribulisn biERAl ROEIVEPHP S yBRHM AP SAL 4 ¥SuNFhining
negative exanpl es of
data sets employed to train new spam filters are kept current with respect to adaptive
spammers. When new filters are built, polling data can be discarded or down wei ighted
(e.g., discounted) based on how long ago it was obtained.

The system 100 can be implemented when mail is received at a server such as a
gateway server, email server, and/or message server. For instance, when mail comes
into an email server, the server looks up the properties of the intended recipients to
determine whether the recipients have opted in to the system 100. If their properties

indicate as such, the recipients’ mail is potentially available for polling. Client-only
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spam instead of just conplaints. There are sone
domai ns that send out |arge anounts of both spam and

wo e@iorasei e mail such as free mailing lists. |BCD0S2004/005501

built a system based only on conplaints, all nai
fromthese domains may be filtered resulting in a
bechijectifes alsoteist. dforndxainpleeslientiemai sof e Af nidkatind Miling
omai n al so. sends out | arge amounts of good mail s
RPYPRRIOF 2 singleerar pnddelives e smstlicathenigieccentrsk dutdmss e the
£Qr. j h ' d Q LI ee o
PRl AShah (obrovk Y pet RS bl 167 10 addition o

frose dekeribed berhinastheha teNeativ¥ ardhitEetors fo:2gis sﬁﬁtbhzh R®$st and such
t hat they

out legitimate mail. A few users forget t
W@ngﬁ%ﬁﬁﬁtgg EpragarYHﬂ_%W s&PPE Ofcthe pEssenfiimgntines e
nessa . users .
oar | oy ROTRL P PR iF DR RhEa b IR BRBh G Sigiegocdback
Kiopgroanss 2@thieraccedandeeviti owkaesgect Biff ehenmraschi Intventidnl 6Waas, for

be di str.i buted o? g@ on oin% basi s by a distribution
RERBYHE SR o sxrlapation; (F mathadplogytis hen ard deserbed as a
RerRY 08¢, if 1s¥5be uh@erbtb6d SRR pr%ateﬁﬁ?ﬂlgg)rgs‘éﬁtviﬁ(@n ionds not

i ndividual emmil clients, to an update server, 20O

hmited &y dlemerdeit of 26tsglas suinzesass why,iindtadrdinat withrtha piesént invention,
Moreover, the feedhack system 100 functions on an

e il S At S e o StagBam Ao sheren eas
aexdribéd hdrgind Fopex ap1e itAskeGRINed it i
e A Topbx il ‘received byﬂe?d#e‘@igﬁ/‘g?g}rﬁ%fgo@d@pr@fc‘ate
thaty methodpleighicagld alfatnativedy be eempésepted as @ stnias of inenekpdnstates

' S ke urrent wi,th respect .to adaptive )
Qe et SFR alf e, MrirPel oD ibeRiedcinta beamauirea
toanghl anat degethsdotspyin Wet GhARY wiBthé Brdent iV EORNt €d)
based on how I on%gago it was obtained. The system 100

can bé&hs piocesyeAP esinm@ithiraail coming deteiand Heing recededbyra
e I.| . server, and/o

R G §2h SR AP e R R o S e ey
elnntificsgeopeetics dftistesdddwetipleasks duferhiie wHede e iBRn@éd recipients
the i nt,ensg}?d r(g,ci pients to determ ne whether the
DayEimsTaoHsY PRIGE st seam; fighiess fs@oling: (ahR0Ap0 Thus, thenpriogess 200

. i ‘ i ant o', a7ai
RS R kTR TEE Fh e B cdb e huoieotE WREHRL B Seip TRt oy oprea
WD 2B0%EPROS St TordBaa04 A0Bb60dsersawbdhaveaipiideia. af §8 user is

Bl B e Pl b et
£178b6] the fdedBhick YsRuL@Rls"Rliof 8y ﬁ?@ﬁﬁinﬂ{ \V%i?h 'gﬁgsag@é) hlelsBRcted

information to”inprove the performnce

foe pelbing (at288)-f Othervise, Ithe prddessi20f retorns to RO entiles drastied

her ej other .alternative architectures for this
B5LRSror BT or B e pFes e 8 9o P PR UESS (7 pam
fighiét).n the scope of the present invention. Referring
nowto Fig. 2, there is illustrated a flow di agram of

a basﬁn@racg@abﬁbmessagﬁs@rqwmeissedzfoomlﬁngmmmmm‘nﬂsageg

Whith %Do%gfgnglfed EJ}%V(S{{]& BE néts siparl]l\r/l%@tai c%rllr'en}{\gl] ier'n%loyfeg rfilter (e.g.,
personalized filter, Brightmail filter). Therefore, no messages are deleted, discarded, or
sent to junk folders before they are considered for polling.

Each message or mail item received by the server has a set of properties
corresponding to the mail transaction. The server compiles these properties and sends
them along with the polling message to a central database. Examples of the properties
include the recipient list (e.g., as listed in “To:”, “cc:”, and/or “bce:” fields), verdict of
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pur poses of sinplicity of explanation, the nethodol ogy
is shown and described as a 10 series of acts, it is

wo soob@7asnder st ood and appreci ated that the presents2004/005501

invention is not |imted by the order of acts, as
sonme acts may, in accordance with the present
d
B o P B e TS 2. vendictof
akeshdri dpexdnzlﬂespalnrﬁltel:(xr g-eRagighajl filteok end kidrliedrmaidone.g.,
art wll understand and apprecjate tha net h dology
e%s%arp%n%p@m@,i r@@fga%g?%%ﬁ g bpled e Qe The
5“1?1 %%nﬁkﬂt?éo&&t? fag %ﬁ%%he SHERp &ﬁin‘lé‘u&rﬁée@&@nt are each
|ag reover, not al | ustrated acts may
nssignied adzmqu&z iderpifienebe Jdemﬁdn cdohlsgpe isentdc ter dhitabase and
W.th t hel g ‘ﬂ i nvention. The process 200 begins
SWasRausRily upddrhgs 145069 and bei ng received by a
COMPONEHY 4 SHE bheBShgl(sP SIdRId fak p&(ﬁgg (&\beBripRhl madshia ¢ ?there M
at the server, thé server identifieS properties o
isHnantbgdr greaiclpﬂhem peequel ideme} wwinpadifipdtohiadicatado ihretuspliddt the
reci pients 2 have previou op S
FESHBERS 15 BROLBE (Tesgetu v S et iy e S FROBEE or papine (o
B é). IFR Sx AnpieCihe PORRGHidésdde @hl inkaTeahé briSiahl MEssage to be voted
i ndi cat ed et her the reci pient has opted in to the
pe @@l basttachyenemd met obinsimationg on ihew t@fvows@rtbe wessagay &he set of

ed.in. 1.f th det er m ned t
R ane o TS eGSR AL AT Bt AT Bt and o span
$81tEL 6k xdabipld) OWhei the WBEr c2idks ol bee HEBEBaGEnsSUELBNto classify the
takes action by determ ni ng, whi ch rressa%gs are
message a8l 200 meH opspan.ibe psef isxhigptedte pawmiipyp resppise locator (URL)
?%8&5’ ggl%)s Droethlle ‘El&tl%%?folf‘%é éla&ﬁfléaﬁgﬁ tha BR user is submitting.
{t &nded rect of "an 1 ncom ng nessage | s

dmseihmrﬂﬁdoﬁ 3 ;ia)etea at§ dfe associpted Bpau in filiegdenat)) datdbase for that
practice, all nessages are considered for polling
Pﬁéﬂ@ﬁﬁﬁﬁmgﬁeg@uﬁé§§%ges whi ch are desi gnat ed (or

1o AR TR S A P g

'ﬁ’mssgé eoR ppﬂ:mmaﬂiyﬁ)s dgbeerad © thehstre dhuglitlscased Bzatmves the message

sent to junk folders before.they are_cqnsjdered for
B ek g ONESa g 6h ha 1 SR TEea PO Lo N

ser versRgsedaiselime]a RAPHRN fiRS is EQHEAR Réined at 20 hiRed at least
mai | transaction. The server conpiles these properties

amplars spatsuset fredbarko IQ}lethﬂmth@apDﬁltﬂﬁng hegscag@ted andptrained, the

ntral dat f th ro i es
et bR PP RR e Par b FecptT LORRUasiR R aipgiburea to
‘chént servaRd cidnt eRAR softivhie! &%) the YiRE ¢t @02 R Trathnd/Mad dlstrlbutmg a
2004/ 079514 PCT/U82004/005501 a currently enpl oye

mewtaspdated spam\,ﬁépm an pngcu@g agtiyelyt i ThuedheprsesyeOdsontinues at
%eﬁéeqre% iet'a 3f 11‘?l [‘negﬁf%ésf i %c ?\%@m\’?flér} few ﬁﬁerg ate built,

ser

Wama,ls piRcEweat 6k ddvﬁﬁ\lvelglﬁtﬂ’& bas‘eﬂeﬂummcmngfagﬂ&&sa;@@s obtained.
pol | ed, usage data, ol l'ing nmessage and/ or

(L. The 5
its cdmederdacksysiga 10 @Qm@ceéﬁs%g%ﬁ@ thefeedback of its
lf)%ﬁf(!lﬂa‘ﬁ?llg Qlk&g.t Uﬂfoqtu?ﬁt%ﬂl, some users cannot be trusted or are simply lazy and

fail to provide consistent and accurate classifications. The central database 112 (Fig.
1a) maintains histories of user classifications. Thus, the feedback system 100 can track
the number of contradictions, the number of times the user changed his/her mind,
responses of the user to known good mail or known spam, as well as the number or

frequency of user replies to polling messages.
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assigned a unique identifier. The identifier can al so
be sent to the database and subsequently updated as

waoeRdethsiAt 214, the nessage(s) selected for peti/us®o4/005501

(e.g., original nessageyM where NI is an integer
greater than or equal to one) is nodified to indicate

Lo th@hes @Ry bRSST th&iR nhthbERSXB&RIs aWréeriBePPrdshBB, or simply for
messagepl . pM and then is delivered to the user for

qyery wsegol @e systam) the fepdbackeaaypticm 1G40manpovdkiernge wessape validation

n.include t ri.gi nal nmessage.to be voted n as an, .
RS el e R PO g T A S B R oo ChoaapBch is
drb8-iBgsRgemehoe 360hs PlustrdtB$ i Big! 3 ANSccbRRh&OORh Blother aspect of
| east two buttons such as a "good nmail" button and a
the peesent ipygtign, for exanpl e. \Wien the user clicks on
one t DL L0 . t si.fy the .1 ssage. .
as gglgh(f %?S%lpg@%nat%ﬁa}%lﬁgee%}f §lé]§ a?é@% legt@&cg gt ?lod%g%gse r8Ceiving
ibcorhing ataessiokl kEpolling Bk@its AidRespecti Veadisef RITH@$AMIAN Nek itBmust be
unique identifier for the classification that the user

eterRigiied WhGtheg crosvvpldationdy destied f0 fest pysiable namtber plusers at 304,
' in.t 3 . .Qr at. .
RACRLIATLEESI Al A5, SEPUAEH L GUR ol o PRlpsogyn
daitd 4t80be Thamnie, tHeidata grobhie pEEs @884 beink @csedd ig eXd@hdedlOfrom the
mes.sagchan optionally be delivered to the user. Thus,
S

ungs BPT PeEls, di il 1nkysedwith ehpeted0% ghibe poled yser data
© us® LS te’ e
(g%ﬂo@éd“e?s th 969 fﬂ&g@ ?&géa% éx@lu’dfn% apf;?ﬁi {o£drBR dak{@aﬁoggcgbs the

sonme |ater ti ew spa ter is crea
0f7atesied vatr) dichrasiesboatls tosths tataisnbpitted bypbe tegR@hiser.

f eedback. new spam filter has been created
and t‘?‘aﬁ?e%%gﬁ?ﬁ 1f Wk 222H! e TRRpInaleed % Frttedivasredaja to
deRerinhR IRRIHe 9998 YR whlh ‘Hﬁvef@cﬁe@@n %esttagtéa(g%et?ﬁ éﬁﬁgls%\gs. If the

client servers, client enal sof t war e,

afreunpofXisagTecananinheteen the 907%i fidter iang tte 1092 wstd usgdhitackceeds a

SRR Dl SR RS e S S e

afB $3.a8RErmbfvel§ 6LinvRditioNRE: HeWaddsche b s@fi %o ﬁiéish%?icious or

t
ol der data is discarded or down wei ghted based on how
UDEHE VKb LBy apdpethetstparticadar usais eaf be dbdededsyan &rmkq®lling,

. 1el he f.eed its 30
0t RSBl BB EBERIE Gl bl P ecssm o
pbeceby 1Birfsito306aITE pedctity, Yhd @&y-ailidatibrddebhiiQud300V/dad e utilized

consi stent. and accurate cl assifications. The central ]
Vit anyviahle setqfitept users pxetuding differemni users ap agcessary) tredetermine

i fi ' , 100 can
RS Leso s R RRS gL 00,
ti mesA sdvend approadhangedsdusst Hdelitpiand reliabBBpietries Ghintdpe filter
or known spam as well as the

o OB 0BTl oL, KR2UR Spam a5 el L e LD,
T80 i VA 00544 L AL 0 WD
trabmeg g Gltersshowlidipivy/lefumed its rating, e.g., the learned filter should classify
the message the same way that the user did. However, the filter may continue to make
a mistake on it by labeling it as spam when the user labeled it is as not spam or vice
versa. In order for a filter to disagree with its training data, the message has to strongly
disagree with other messages. Otherwise, the trained filter would almost certainly have
found some way to classify it correctly. Thus, the message can be discarded as having -

an vnreliable label. Either this technique or cross validation may be used: cross-
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every user of the system the feedback system 100 can
i nvoke one or several validation techniques to assess

wo b4orasss wor t hi ness of a particul ar user or user/es2000605501

approach is a 5 cross-validation nethod 300 as

illustrated in Fig. 3 in accordance with another

vaR#&dh cah yiddmops siseiiies inviegifictionsTless eliaisig; soalvedaly itesd-on-

techni_ que begins at 302 with a central database

tragieg {ipdgfevichBbHkeg /eIt selisbbh as pol ling results and

resp _ %e\;%g eggﬁ

det e?ﬁdﬁe t&%g)trnhﬂéérmﬁ ggé Iﬂ%a P dat |lg?1ﬁ(|sns sl‘lll%ecP 0 ma§{ be gpp lied

té irfilivitiadl Ingessageb emherdin arskividdal B84’s cldsificalién drsrating of a

desired, then, a new spamfilter t.rai_ned usin me

pRspagedh exTludaddy $r08TH AgecTReRtAe gt f@@%ﬂﬂé‘ﬁ&tmwgﬂm r%téngO)

fg?etrﬁ]atfvre biGedRahis MH Hu R0 Rﬁhﬁﬁl eﬁcﬁé{tﬁﬂr BBk dad
romth trarnin For exanpl e, I's trai ned

with Iﬂiaddntloﬁ(ﬂt%omﬁnstéad o otdsedalidweon ded/ar testdm’twmdg &schniques,

wiae adoteaaseTle CERteR o g yary TEtiess (oflow 314 0
P‘i’%w&e SPQREsh e t@dh%lcgl@f 8r Bigbnd ddaeal e hbBsit£&T &PaBREY, it should

308, "t he 90% ter 1's run agai nst the remaining
bb@t?z@teesltaeidhatslmth dizriraaches cahdicartitizaé ahbwsarhe 1i88%lhgiais s
. d.have oted on.the tested user's nes [f, th
RO o Ay AP KiEE e PSS SEbE T TGt PHE cross-
vlaﬁ%tio%sctr%ést % %ralrﬂﬁ’g RsECBRMRrRinePIIEEE hided diftagghol d
(at 310), then the user's classifications can be
man udldf?rrmgslp@dpé’dg dathezd 3. ﬂlmtltamdrvaﬁw diagrasn of mprocess 400 to

B o e 00 S P R PLERIFI RS The
PIERKS4OPRRLNE FONLH meﬁcbhf){vﬁﬂih Figt or etpob] 4 Bghwn @66l REt message(s)

their past data discarded. However, if the threshold
iF seni 9 SusRisisd aiger(9) eiralk wrers).p Foraespie fuesh SesH 28 08B berdnjected

18{06{& mcgmnié lfxﬁﬁ 58(? ﬁle}{ %l h(g?itaés?ﬁ]etcf s%ctH@:' etﬂ%J gat%)age ?&@1\’3? the

SUI

“QX6WHdteRglt. dOﬂfe@Wﬁ;ﬁI the pEIc8ssaOan esdtarmyil tuknd\eh egsut meessage is
and nmaintain the trustworthi ness of the

spak Yy thind paEy £ TR Mpesh aggalawed 60 Yol op ShusasFgdrdtstass. The
\gﬁiftg ?ecsuHsc‘ file cfoh‘&%e'él % o Eh il e Gils! dt e | BGhAGRS tvgé's glr)] ggt agree

on a ta gathered in a given period,
dtHee, thﬁsﬂlbl_ngunamtdnd/dr fatinrei ang/cdl phst classifingfidns ean bé harelrinspected

This technique_is k st-on-trainin If a o
s S Rre A e st T SRk GE APAPR IS GeB iepeefnd reiability

fﬂ??HJltﬁleﬂaYlﬁeul &ﬁ‘feﬂ?gr fuhﬁe Bﬁf)ésﬂ BlasEfichtiond B BEREDBBred or
ter should classify the nmessage the same way t hat

remevers eFinally] theHowese@n betréreofdd) fr@n fwuite pdhng. nldewc‘@r nbibeir

{i2F b RS as vl B s fP el el TS oyt Bonsidered

Uselesrtityodt 420f he ?foctags AHOSBWEREL Wil 2 B FieS3 b6 ddirinfiBe Gdh@ype of
the message has to strongly disagree wth other

Wénéstagetschrumueelrs\dﬁs@d fonide nex giedP off Juseact uessis-d al nost
cert a% '%r])l}/rthha%}\#roacg?ﬁ&%bg&gﬁo\g@%sé 8%:(1; eaﬁa% lIt? dé a&tlve learning. With

corré messa
feaveé Ié@rmﬁg’lteldﬂmqhésabie%ag@mé notEpititedrat rAident. daftead)de feedback

cross validation ma¥ be used: cross 35 . i
system can estimate how usetul the message will be to the system. For instance, if the
filter returns a probability of spam, one can preferentially select the messages which are
most uncertainly classified by the current filter for polling, i.e., those whose probability
of spam is closest to 50%. Another way to select messages is to determine how
common the message is. The more common the message, then the more useful it is to
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Injected into the incom ng mail and then hand

eprmisslasly asefgbintdigiionapieatiisk aiasranecss Helictignary atfagk jone in
(N%'?le]l 4 $pa (?‘rtlwl:s e%’lalflg a Qé}%qg% tnﬂE@%elggfﬁgl:ﬁ?éégegaﬁ%rb%lps%leaddresses

kKnown resu

useditiony ai hmvle ﬁrohopaimtcé vandd e daimatest simdas@gesques in
The votlnq results are conPared to the knomn results .
afdeatmfmci yalidaddiesssss Ampotnadil 8t i hopgyee (atgd04) g any ¢iagl not

&l the éUJE&E&te@ﬂﬂmﬁgﬁyg%66)%5‘96&5@?@335&@ (aL 508). An email

assli | cations can and-i nspect e a suita
péﬂlresscbanfalsblhﬂfeslgrmﬂ uf@8)h &Imspdzcttrﬂreeghade nbinsst argt @mail received from

G pebn e sceiget S oo it & v Bt Beil sy apidered spam.
a8 SOHREREr O b%ﬁraﬁm@&m Mﬁgbm) tl\l7I§reH§é°rr fhe GB%ePEmerchant is

removed from future wever, if their ‘voting
detsuhingd dbseﬂgqrevehwm duﬂo:éosc é@tusmés sﬁg@na’ﬂ@s é-gs at fehst phe email

an _be nS| dered at  410.
bAGeR T o Hhuis 8RR SEhealel N b RhaRies hfpartiang o tist
exPBe Sénerated dodadrh Q.@eﬁs@@damemﬁfdrﬁlad@swﬁ&i bé Aistritied8X%pammers.
roup of suspect users. A fourth approach (not shown

@em@%t mﬁeeff teclpigagsi af gefingemadh senicto heae yrotgwhiph £in safely be

%?n P e oadict TRRR B iR TRRRPIF 0L B ARk RI SR

noueypdefithdt cah eafotea@asideretl spemt o the system For
instance, if the filter returns a probabiljty of

spam Bsa#Ise AAngypetsereAEred sqprecchisprminba iﬁé@@lﬁ@egrcmf legitimate
A, the data from honeypots can be combined with data from the feedback loop

system (Fig. 1) to train new spam filters. Mail from different sources or different
classifications can be weighed differently. For example, if there are 10 honeypots and
10 users who are polled on 10% of their mail, about 10 times as much spam is to be
expected from the honeypots as from polling. Therefore, the legitimate mail from

polling can be weighted at 10 or 11 times as much as the spam in order to make up for
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nost uncertainly classified by the current filter for
polling, i.e., those whose probability of spamis

webmsesisi4 0 50% Another way to sel ect nmessagesCt/851004/005501

det erm ne how 35 common the nessage is. The nore

common the nmessage, then the nore useful it is to 16
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Axample, dbear 5D gf avaer’ bwad melwaOnQSQ% ef it is spam. The
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AP EnSrTER T b 2 gy SRR e ror ey poBhie fpdcR o 1
o@&raligatbsed. Referring now to Fi g 5, there is
illustrated a flow di agram of a process 500 for
| ncor SiheitsprgehefrpppoEPetelbiidRr upas wlidiard mt indudpdes participants
T e S R e e Tl g g e

ne aspe gct T AVEALT 8n

a{/ﬂla@l‘eitb|alla1§éi’s €siSabmui, twhelsd'm spani hakihe \Wihdehorthedu@h sk fikker.
sending themenmail. For exanple, a newy create

d s 4at8a%r11@sc§mwdwﬂké§@ fiom U’ﬁtf%edé’ﬁ‘é( 19PB sYs6rB d AgAIny this
ggué %}%&SJ}LP l?/ (ﬁ)b @e%ﬂfed%??&?e c% T(P(%yfefgﬂﬁx ?{n%g 1tQ§n be biased

|sc res
peo@drw\(z@ﬂ@z in vapiotig aspgctst Rerwagwngt seloblacammem(a Itdﬂreﬂect the
white typeface as a majl |]jnk) ypots are

pact thag anlymail hakway ntdiligred is éﬁtafév t%.ﬁpgsw byythe pgﬁ?ﬂﬁ‘gs spam”
%uﬁlblﬁtl onary attack is one in which a spanmer tries
emal[ing a very |arge nunber of addresses, perhaps all

addr eds edditiomtoethel ispztil Gittar, y qoeranaokefifteraan paicresiedfandengdoyed by

n onar mlar techn in r.to

ieoedhark Iroaunels adie Durinane LB of RuhEnsbte g
20Hive A G R IFoP@;Eamﬁ]E il Bend £¥6puelr@atifSmerchant is almost
| ndi vi dual s (at 506) is considered spam (at 508). An

ehvedyls g20d. addspmmec explaitshespstendryadimipking tun agpesiafghe good

PR CRAE L bR 5ad0” AlTher st 8s ) et b ey Rt gricks

CRNBLARCE dysida By sendify SRAMbhAte bf §60H B8l ViadinMetddress. The
accordi ngly (at 512). Moreover, the suspect nerchant

ifepdbaekt leppriaaens te elassifyl thisymail pegaddsmailivdhen @ suahyiime, the spammer

‘S dif ' t th | dd
;é%%%ﬁ?r}déﬁ%%{a%@%qﬁ& canﬁ[%és‘rgggeat eg \(/evln?k ot ﬁerreSS)

suspedqhusiRhe€ faipiriind Tilicd nbiices afartivamr pesigenfanirets Heing received
warn users that_their information could be distributed
i ek greastes quantitigs thag the sysiom 1§ usedvia @rihabatie el Rystorical data.

I f
S5 B SR BRI BPS AOLGD 01 el ams

ghffreianapolV eesuiteyme tobtagetl tefae chemitg tbalelivaroe ypok hetrhail as spam.
can safel%%Pe cons red (? H] Because hope r%ots are

6 anaanpicetilr <ap alip DG EmPIOER ISR EnEbE FeEH Trom a new
a@@ﬂeﬁé, F&vehich it is not known or certain whether the mail is spam or not spam and
such will not be known for a while. Quarantining can be performed in a number of
ways, including provisionally marking the mail as spam and moving it to a spam folder
or by not delivering it to the user or storing it somewhere where it will not be seen.
Quarantining can be done for messages that are near the spam filter threshold: it can be

assumed that additional information from polling will help make a correct decision.
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30 mail, the data from honeypots can be conbined with
data fromthe feedback loop system(Fig. 1) to train

woewsspam filters. Mail fromdifferent sourcespEr/us2004/005501

different «classifications can be weighed differently.
For exanple, if there are 10 honeypots and 10 users
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t order to na

e spam | up for 17 WO 2004/079514
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honeypot data can be selectively down wei ghted. For

bx aHfre ogyalypte sy as Walludant is, Rugametpss of hecspai filteamern be
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Hsters. \A,Eé)% e nat. i nc ud%d as g@[t.i <f:i pants 10 in the
SErBiaE e 9ls Peliveid sirh fafs, deuniaraRen far el Daused to tune

ARE B hiZ SRR LU D; | s rldi
LS PS SRR P E0) 1t R SISy bt

fiiappally, orfiemalnly traad Hyebwilshing sexdralfittérschatia ohe using hdifferent

f eedback | o t.em ain his ..source aof spa
e R I A S BB Rt ot R L s
kdsuR@Panlife dInAReM toQElebithe Bt WP bbtivall filteY Phiagitterspect s.
Re- wei ght i ngashoul d al so be done to reflect the 15

fact thafeedhack lpep Fan bravtiliged ferdwilding andedpilstisg bjte of IP

' . t " rt-as-s ' button, In
B ERER! A Yo s P Blr PSR g Pl P vetg o oo
beveedatlesst 0% @iva] @y eThéy listshanbeedhnflk shaRBIEMSE Bbther
The quarantine filter makes use of both positive and

Wéyat T Uentianae. # Beol 1B addirgses ¥xiadpt least #R74 sprAvauld be used for
Bﬁiﬁ’dinhgﬁ bRk IR 118 bf Qdﬁd}ésswﬁe@%&h 0 AL WA S, APOFY f%egback
tem y mm C?(I a et (0]

spammer exploits the sys n aspec
idop cgoetio bresah@nernimate theadobsnts pAspaminat. NBr cxxamly, & a

is that the_.s r inteptionally tricks the feedback

bRl BT SEREISPyeRar IS Rrbaming SningUsdShain by pgomR isaly
&K : - I i i

At SinTiy, Ak OB R Rl BE By o o

sitaam, ttke demalhisgnsplaprovidencanibe antmeaticPlpdatifiesls. 25 Thus,

e SRERT DRSS IShAERS B b ST RSB B dodiec
gdg?gygta@. DfReRBIbRry 8RHitdQuies §dMedRBES a0Tilbs HALIiBAY in Fig.
7, with the selection process happening when the mail reaches the email server. An
alternate architecture is client based, as is described in Fig. 6. In a client-based
feedback loop, polling information can be utilized to improve the performance of a
personalized filter, or, in the exemplary implementation illustrated here, the
information can be sent to a shared repository as training data for a shared filter (e.g.
corporate wide, or global.) It should be appreciated that the following architectures
described below are merely exemplary and can include additional components and
features not depicted therein.
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This causes the systemto be suspicious of the nmessage
and hence, quarantines it until sufficient poll

w0 edubts1ar e obtai ned before choosing to deli veeT/082004/005501

mark the mail as spam The quarantine filter can al so
be enpl oyed when nmail is received froma new I P 30

addr eReferfing nvhit6 IFid. 6, iherd1011dshaa afex&aplad) ghn\éfh%tb%k diagram
the mail is spam or not spam and such w |I” not be
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ﬁﬁﬁh&)’&ﬁ ik @oﬁﬁ:&@éﬂﬂwﬁﬁ pt&i&ife Qﬁ’ﬁbf ih¥ %né‘@ijm%?é &fla " ates

of the spamfilter. For exanple, the user votes can
E@thcmﬁeémktfh@tms Hesceihedbeereinnbarier dibglinstruptoresrinilade, but are

ter det er th se positjve
phhed b uRhEG R Bonh e 1 g M frsectbaptyioon
aRttdlokgydaseribell bBbve, Bl IEA€ b8P br APHBIRE hproddiet 't}ﬁig§ar9156 used in
different algorithns can be manually or automatically

£embigatign thgravdibrigr g@ir@frsmg dlient @ﬁgne%Wetﬂqeomsxoﬂgaganessage
ﬂ‘lod f?craﬁpﬁ dhna r%?e'ﬁh?]q L1i@ht 1 goo{ltél anrcpc aggﬁc%h%lsvah{iﬁtéon reweighing

al se Vé an

pesath f@nﬁmmﬂpﬂb ongs ittudios sﬁlfeﬁba&lh}bop 8$dterl spapt filea!
filter paraneters. The feedback | oop can be utilized

PRYMEATIPR AR ARG ﬁ‘é%%ﬂ“él?lfﬂ@fﬂ7 Frepdonpf sppm ligiy ead geemstic
r
g?ﬁ@é}f@%{} gtf" aserra Exggleﬂ rgslp@ %Pg?ﬁ({i} grggl? p%g/&!%:g A user interface

é1&is prrdded td fatiditatacorm@unis aibrf with sea@PT 614 @nd cligent Bperating

ot her licgl p%ég Cgor instance, a list of | P addresses

ey sugh thatiBe chgnl sHLnfeEas fQagsess e gmpid pnd Kefe oaipRYing
Bleagkediol e 1ist of addresses from which to accept no

mai | .~ The feedback |oop can also be used to term nate

t he aéc&ampﬂmg@f chpumessages fetiicves droph the sefvem612 can be selected for

Bﬁl ing é%lag%%g%rsggg@ﬁggé sg{ep{})a%gsa arlrg sglgctgg agc? nal Idﬂi%d%gr polling if
the intended recipient (client) has previously agreed to participate. A message modifier
622 modifies the message to become a polling message. For example, the message(s)
can be modified to include voting instructions and voting buttons and/or links
according to the message modification descriptions provided hereinabove. Voting
buttons and/or links are implemented by modifying the user interface 616 of the client

email software. In addition, the message modifier 622 can remove any viruses in the
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Referring now to 6, there is illustrate
M@mmﬁl%eﬁéﬂematlmlgmke dhag o82rcaf stow thedibarcdach aepsage twice,

t echni a client-based f ’gﬁ%{cyhur e. A network
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GMQ@fes@bﬁﬁlgNﬁés\é@gels)polHﬁg RENtsHs RS asntBé Y&f)é‘ctwe client-user
conflguratlon In this particular inplenentation, an

a(llsrlnﬁeéatq\slhmmpmeatﬁ §ﬁ1ebe @ﬁDlOd@beC) al?glébtze\mqh méqm@tlon such as

0
BORAGAE 9FES RplE IRNPRLE ARGt 8058 Bl o
aind prbsediennsthiieick ANaBddionitdvhaiduas e BelerhplBy Qﬁﬁe@ﬂ@ﬂar@g&hen the
to control and process incom ng and outgoing email

fakiabiity ehths coent s WHBE InREVEERN. QWPICoN; R RESEIom ae@hyzmg the
F‘@Iﬁbé% c@ﬁﬁacﬁ%t?cﬂls dins RBZEE: Sn d bt &h8 tﬁﬁ?e 1 el? éﬁ {n%gsages

east the mail services provi t her €on.
pOIRd foc h paiesular ogmbor aserp mhemstsv’zdhg validatiqnGRtHnidikd cihbd

confro client roc SSes. CPU 614 can
Pr{?ﬁ’?‘i g‘” AP 5P ‘gﬁﬂg%@ ]8ra§“°“?h & stered 18 fhscqpplal database
LASE &aplo9&Bin rﬁa&%ﬂ@%in@%&ﬂnidﬁeggf’? {odfa&ﬂtaqgﬁle‘%fmﬁlﬁg of a new

one or nore data gathering/feedback function
de¥erintpgavadespainfidisove. The instructions incl ude but

are t limte e encoded i nstructions ,that

exec uﬁg 65% 6@@@0 &S aégaxggezp(eqtso%%f ?fg?eﬂg’&{fﬂ“@é’?ve to
gaainrdndehiR o¥er which li€aFionali¥edab tRd par@bulhn@icARP) 3R 98&8on to
that can be used in 20 conbi nation therewith for

whalrhws Seemdescribet, 2 gnbedmsssagrscselibes 62 nan intirfacabetween the CPU
BF# 328%e central database 630 such that aspects of the polled message may be

removed for a variety of reasons such as data aggregation, data compression, etc. The
polled message scrubber 628 can flush out extraneous portions of the polled message as
well as any undesired user information associated therewith.

Referring now to Fig. 7, there is illustrated an exemplary server-based feedback
loop system 700 that facilitates multi-user logins and that obtains polling data in
accordance with the feedback loop techniques of the present invention. A network 702
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dsapiedan the LARE ¥ 1Rimterfeeniy thhaatewiex 7 Bh controland pigeess

[ to the nmessage
%H%hﬁﬁga g%eggﬁﬁﬁfggﬁéggggggded her ei nabove. Voti ng

but t oThe aysﬂérﬁ 1700 Ipﬁbﬁﬁd@rrﬁultlméll@gm r&h}ﬂ)llhy sﬁﬂdlhﬁt_ymsl&g aﬁdﬁﬁessage

user interface 616 of the_client sof t wa

selgstionod 6, msesage Bodification v 1, epd 6"225%85@0}1%%9 am% 724) takes
Y/ 4

#Eagc’g gcg'éeghl? g%fféfent 20 V@t%@%ﬁé@l tﬁé ét%@é@;ﬁﬂ% gl%?eség)}owded a

ubeyntarfeceofonbat pesetsvnbgadeateh as pary bethie bgobyp pﬂmeess of the

client 602. In one inplementation, the user of th

SPRRVIET GRATRLRE TSTeaROr sbauEet teensies aﬁé%ﬁ‘@@ddﬁﬁm ofile before

MCRer Y04 LinSREEs 'E‘Fssmﬁﬁnc:%ﬁﬁ@ Iﬁ!eés){%éiaﬁ‘h%g @«?enpﬁulst ﬁer 704,

nmessages, and including votin tons, etc.

suiﬁRe)(nhopsqslte aecmsathemmssagae thrsﬁrst ufer t/0¢, logamto fhegsmtemgfza a

Ilent 60 ee SOne e % tmnCﬁ Wgere n IS d
‘Pfr’én FﬁSF?Pa Efé“g HiTEPSt HE Pl 1 the ferh A lsername an
PESHBLE - A-@P@ 79@PrdeBssk4Tl QRIS BFornthtDB VS hABbw WY iSser AEss, via a
instance, the polling nmessage can be returned to the

$easSAgE COMUBRALion eppltFalion fe. pot ey clientriseye fistorser inbox
@%:g Zgévely, the client 602 can store an additiona
&dy n the E- Mail server 612. Alternatively, the

cli entWﬁ&ﬁn@@ﬁm%hﬂéM fsheceii@@lon@BE MeSRES 8gerll WAC they ag@fdomly
as a normal nmessage, and once in nodified form

seleetpd Eprmedling whigh meannthpleat deast onepfithemessagesia tagggd for polling.
tIlrl]lgnntér‘l) 6{9@?1‘39@ eof@ﬁ taé%!dcxﬂess apeelog &{:%t%' rd@t@n‘fu‘ﬁe whether

store ne C mm)re an on

@hy end of me mﬁmenﬂg is dlfo @desigratedpeamffightiag nsdgrg ﬂmmienopropemes
the client edback architecture. The central database
aahicading sgch '&g?flﬂfaﬁﬁn % B pamtaings o the raessageservas / I¢een on any

Athel @@mﬁ&ﬁﬂ?%ﬂ %yﬁéﬂl@@b a8l §}t?[{)ropﬁeﬂ{5 OPHHEL it d ﬁéoe\ghlch of the

conponeht s Can e” enpl oyed anal yze suc ormati on
sateddedgecipients are also spam fighters, a copy of their respectlve mail as well as any

other information regarding the mail transaction can be sent to a central database 734
for storage. Messages tagged for polling are modified by the message modifier 718 in
any number of ways described hereinabove. Messages selected for polling may also be
specific to the user 704. For example, the user 704 can indicate that only certain types
of messages are available for polling. Since this can result in a biased sampling of data,
such data can be re-weighted with respect to other client data to mitigate building
disproportionate training data sets.
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to determ ne polling frequency, client-user
trustworthiness (e.g., user validation 632), and

wobdwen7whkd ent statistics. Validation techni quesces2obg005501

enployed particularly when the 20 reliability of the
client's voting is in question. Suspicion can arise

f r om-ppgd dzhiifg bhie polHREhesodges et al3dbe pedtisnedtdiehis time or at
nunber of changed ninds, and the nunber of nessa

qngloltlmli tifrerbeforp b palling messaee isslowndeadsd ang/peppraed Dar |tRe user

on_techni,ques ¢
Uy Sl e SoreSER0UM EBr g cn BB WELp A BN ke
di:ﬁtv@t*é@ﬁ@@the(‘r@%)eb@veﬂiﬁﬁf oYidbdxéswhiah Iarerﬂzenb&*draslmﬁoxl 732, 1NB0X7
techni ques 634 to facilitate the trainjng

Bl st mm@xwé& wheseritiey|cpr pe opgned fpp@bag: aﬁﬂ frgilgate the Polling
i ncl ude si e
Bt rreana b pE e HEP IR (P op AREL LA AR, DEARKeyhn
VB s!e%&e@rby?thb adr ( Sonerakds 1ﬁid>dmhm(mnrelamngm dte fodlénghmessage and the
descri bed, pol | ed nessage scrubbeL 85%&%%@ i.nterf ﬁh
Méhn@@ﬁult HEha ofgepgh RAINE FRESEASRICAAPC 8 1RO URIEN"C
2 a5 1%c(tn,shncf{fs hdgqPol I ed message may be 30 renoved
Yo § reasons such as data aggregation,

dat a M@s@age psm mmte(denotw as MES I AGE MiagQOSMMb\QE POLL,
628 flush t t f the

s sé@&%f% POLAs 2y, PR LT 08 dpTorRF ST HBRhe Trom the
aﬁgcsﬁﬁaﬁ&? ? g&lﬁ}ﬁ‘@ hfessd n‘gngF 15 b @Ry tﬁé}e%itfﬂ uséy pﬂoE@ﬂh@s) are

an~exenpl ary server-based
$enof thy streral d0Qbash B4 fvaca hétwatleintarface i7 4@ se thel IoyNd 2adge
t hat obt ai ns A{)ol li cor

resabdiiorods St ot Rt eies BRETRAST TR0 72 iom he
‘(5)\” ded ¢t %l%@%&@%% B ddes @@WﬂQﬁ&&ﬁﬁlmméa new

to f ate conmmuni cation of e-mail to and
ﬁrrdzim iompeo\ad spandilies 42 HQWGW(I afos prigiagicand(pr 4§CUEFeasons,

flllJﬁ E&Zogggtgqn W b&{ungv? oe‘Ns%réB%ehl_Ph\ﬁpgf t%f: Nkfégﬁ‘é}w before it is
Qé?lt o ﬂl'f:‘é@l‘?&al QeI aat ipRrmatomrdefatddByNhe st (s) a4 t)zla@ollmg
Internet, or a WAN (Wde Area Network), LAN (Loc

parealso Dieaggnedeyed igio wigiptistliteia. TRORIESs b@éﬁﬂ% #Sa&SF@FP trqgmit the
%ﬁls ﬁartlcular i npl enentation, an SMIP (Sinple Mai

W™ Prot ocol ) gateway server 710 interfaces to
t he nghvwaekly tffided apr flvdrdd?2 SM thes é)e vistelsutedtoanthgiNervers (not

712. An emumil server. 714 operative

show s Wehlas ol itcasmailos of WEr G ieb ey ™ ene Re R LA 712 on
SRR AL PO S R AP Rk Spaat st
Sumatibaly. lEﬁrexanpllenms sagest spah didter oan telBitometinaly gushed out to

nDdlflcatlon 718, al |i 720, 12

hate and 1 Bt ar AadH TR GRGI G SUE Rt AT BYE iR data et
tanae ﬁﬁ&ﬂl}%@ﬁd LhSs aH W§ltess, 'o?de@ Qi sg8de. ., infSRAation previously
i’nt 8 ace hat P Fesents a l ogin screen as part of
tobmn’mdamd,(a)p empbiyed $o whintafdter) can be discarded or discounted depending on
the age of the data.

Consider now an alternate scenario wherein an organization devoted to spam
fighting makes available a filter shared by many different filter-using organizations. In
one aspect of the invention, the filter provider is also a very large provider of email
services (e.g. paid and/or free email accounts). Rather than relying exclusively on
email from its own organization, the filter provider chooses to also use some data from

some of the filter-using organizations, so as to better capture the range of good mail and
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15 conputer operating system or as required, to
engage an associ ated user profile before the user 704

we204@m6e6S his or her incom ng nessages. Thuspcmiso#£005501

first user 704, (USER, ) chooses to access the

rressages the first user 704, logs into the systemvia
s?)a Oﬁ'{e%e cﬁ:raagﬁ)olz%%t% L RAEKLHBY h&CHEBSvd U dHRel éﬁﬁbloyed in

yp 'y 1nt formof a usernanme and password
@Ehlal&&smgwwsesaltsmaao;:@ﬁm imd serwetor ohelttfbasﬁd amhltd@élre We

user acc 0 nessa ni cat

S S PR prav@el w0 ARBICETT ERETTTD oA TRerp AL oy

dh R4t £iltOCREA LG g AR ZatioNh Rk HACATR N gABEAtionSind RER kNeRbnYPdnents
e nmessage server 714, they are r andom y sel ect ed

IfBSllﬂlngﬂt bhegf thhipetiicippsing filtnvsiag OllgeaEtitIQnSe ‘exprnahe In general, the

nmessages i.S t ed fo i The inte

ey ?f%@?f@%%c)“a Eeﬁélnf‘glgg %In}?ggiggiag%e Sepver rap tg‘ﬁ Girer r proyider
GELRAN fRhWESRaE: 12RitEN, PREnST atdiehd & Ghdtt edssage Sefe R0
a deS| gnat ed spam fi ght i ng user. Recipient properties

(emtirmadl Sueh as thoke Whichrmat ne@ude sahimenaer memiipdiyidyal qompanies. In
@g,ictsag l}%%rte\élggl é%%f%ag?bag? %erv als%t srt] erE:s guooggggrﬁ%rhae dfe%:/%b%c]ﬁ from
R oWheustbmb/Ndeetordfg I @i aﬁ;paﬁ ©f ﬂie@bﬁbﬂmént@ht eﬂlﬂmga:lata sets
copy of their respective mail as well as_any other

maf/ o gendraiad b@sgéroam@rmh@rhﬁwedtorla@ﬁs%\témabﬁat@%aﬁe ks -sHRk -
R B S qh 8 BB ARG N v, s SLPREHForali88 305% on one or

ng are nod

R éxt@hal/dathbhsts agduyiansd ik tmfremyﬁv@mahalbsedlers Informatlon
her ei nabove. I\/Essages sel ect ed for polling may al s

g}gﬁégiﬂﬂ:oq teeriernd dptabeses cange omRpgated Hbt Egg?rn?]o%rver via a
8&% %Cﬁ%% the Ig%ﬁrfe‘? moYe)ga?ﬁr%é'fﬂ éﬁﬁﬁl% mefi 1n'}§a%§ﬁﬁQ§arﬁfn%

| S c nresult in
b:lcﬁxslqﬁless amnhiaregy ddta ﬁahat;he estectal dahbaseacrantim utdizes t(gmle chew

with respect to other client data to | e buildin
spang filgys @BWPf PRI Y @S P EPAR? fggqrglogetp tfgi (e.8 withiithe

?eQ‘B anZ%éﬂ@alF k&@%&%a%ﬁﬁm 1nt¥1‘n%l"§1a§ c@mei. ng of the

es can al so performed at this tine or
at angrhotihra ifroim ome (hreﬁmlee)fﬂllfeexp)@hhll datpbases shgdd iigelude at least one

d .0oaded and/ th
USSR T O S B e o
255, BACYICE0 10 40 GpBaTk JwagE 3 tbosaan. T

wm@mtmsal dmeﬁaexhtaﬁ«eslete@wnb@ reliabaliiy of ghe iptirmanen gqnsrated by
Faml itate the

R E oGRS g w¥ go REEEA TR bifQT LRt B, TRAS A8E data

Waehofeedrafére xynal Bﬁabkfs@i (cogpasiket s be méwe@itecbasr wei ghted
relating to the polli ng message and the pollin
2|

difguently fTom ope Rk m@fe efdbe othsr Wﬁrgah%%bﬁgf‘é é\é?rea‘éer the external

Ay R S
%hl,qugs%k dek&ﬁ;‘é&ﬁﬁttﬂ@r&uﬂabove

For company security, privacy and confidentiality, the information or data

communicated across the Internet from each company to the e-mail server, for example,
can be scrubbed, abbreviated, and/or condensed from its original form. The original
form can be maintained on the respective external database and/or otherwise treated
according to each company’s preferences. Thus, the e-mail server or any other internal

mail server receives only pertinent information necessary to generate training data such
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722, and MESSAGE POLLN 724.), which include any
information resulting fromthe «classification (e.g.,

w@odokingisessage or | D associ ated therew th, user/us2004/005501

properties), are sent to the central database 734 via
a network interface 740 on the LAN 712. The 15 central

Q@%ﬁhmﬁsﬂfﬁ‘ﬁn@@ s&idef Bomain! $edetitind) S6fitehitr Me¥Bdge® Blassified as
0, 722, 724) fromthe respective users to apply to

mlmétheelalfqﬂl ng t echni ques to build or optinize a new
and/ o ver., for

and/ o ekeéérlﬂé)}{(t’w tg?lﬁsng e © légr}é %%‘Sﬁ?‘mi‘eﬁwgr% | O%Qn&au onal

E&dbmwadnmoosmer@ pe Ehtémtal @ftatabesdrdraniah egRrmefimil8erver can
it is sent to the central database 714. |Information

geRBYAICal ang cxplange databyse Tplorpationyde Ringvark e Eeilisate ghe
ggnneg%% c%%ta%ﬂ uéﬁ‘{l:fg sk tﬂ%ééiﬁlé'r{]ﬁfclh%r%%ﬁmnégg% 411%? t ij]]d improved

geanh YiltersaiThe dys@a r80f) lindledes 4édRastame Remad ehegdagt térivert &]’2 (e.g.,
to ot her servers (not shown as client

emai
§%§pﬂﬂf§rdéw(fh%tlea§h@%ﬂomw& ?f&%?w@twsfl Katahesesper 3@ olﬁue to the
gé}g&]n F@’grogélatﬁ ngﬁ‘&'h a/g > 1T erxggﬂgl\égtewgk %%aﬁdsthe internal e-mail

stry iy xeqiebtyvely:malmma n’pdleowh detahsseesTha pg Itlhlef d- htafl rsen@an804 is

be automatically pushed out to them and/ or
Avrariied vt gy missog] dat287375°U0i thatgapalseibe @sedae Uf?é‘i‘/va new spam filter

gb?t giwgfﬁéa{h@ re%%h?ﬁl &Y Er w«m@ 5&5@&&%@% & AU atHR

ol der data sets (e.g., Information prewousy
oibichi qae dbe @l ayed eophioya deasoorter revnspant filidrefl) as swelltas the spam

R0 e R B e S Mol sl s Bt b nfgrmation

oS b7 b e%nﬁema@ge 890 @5}@9@ uiliZ28tkb RYinTRK §anRMAEd U8 18cated
a filter shared by many different filter-using

on gzed-matliseryst. I n one aspect of the invention, the

(L1 ARBEI s b PR Bt AR LY K B A b

Rahhee intbaal é-alajli sBeee B804 bid MR of rAdte eR¥Bial nfek 3k ké§e@W02. The
organi zation, the filter provider chooses to al so use

SuFmalisarEeTfS) SAMBENGIb AEA BF0Ss-REZaniZAtiial %ng operates in a similar

e LA B

Smaaﬁessa'gﬁefm gb2 i tdradl plagipadecsN0amd dRRe B 1 Deth be located on a LAN
herelnabove can al so be enployed in_ such a
@dgtm E@fq i§ rpawé%ﬂewer ytergaoe3d p thah PEcserip 9 dogip screen 818

gé ﬁ%f tl”ﬁ@% LeSSF erec onith t%r‘MgE}alntﬁgH/stéxH Srfab !réqglargd, to

gregat es owWn ‘users
éngngbtah eas@cmta‘dhfseepmﬁfei betfere-thsugeg(s peagpaaccasahisomdet meoming
"internal” organization and call the conponents
PES¥a#Fhg at one of the participating filter using

or ganig afid Qaver-bRA¥E IR, ch oSRBR! &krs [BRted as USER; 820, USER,
cross-organi zati onal” systemincludes a nail databaseé

§ez \A@ER@ﬁMh@nfl@g ingo therspstemient the(samedinmain)orderde make nse of the
5‘2%1{}‘1@% a1 serwces 1(1)1 prs'l_kg ice, wll'nen a P rs?user %50 ?{?Srlzﬁl)n%ooseg ?o access the
messages, the first user 820 logs into the system via a login screen 818 by entering
access information typically in the form of a username and password. A CPU 826
processes the access information to allow the user access to only a first user inbox
location 828 via a message communication application (e.g., a mail client).

When incoming mail is received on the message server 802, messages are
randomly or specifically targeted for polling. Before messages can be selected for

25



10

15

20

25

30

35

(external) such as those which nmay reside within one
or nore individual conpanies. In 10 this case, the

wo pdognmahs mai | dat abase server al so stores substeEUsi084/005501

emai | feedback from its own custoners. According to
this aspect of the subject invention, training data
poﬁ H@Xte?&eéﬁ%@@ﬁ&'i (?f Hes ﬁﬁ%éi&i h]@gs(égé'&aéré ebmpired &fla Sfhm-
Rh e ha ase (e.g., free e- nmil/nessaging on
feghiertuged list oy ddvBhisemwhethpr asy awel df tlatsrepmﬁqmntmtalscra d&ﬁltgfl@tdd
on one or nore external datapases a so

Slpé@rféﬁ?lni“%é‘s‘@xtlgﬂ?é?m DEIRFHIS 1D ﬁ%tgﬁg,»?ﬂf |Cﬁ]? E? neé agmtamed
E ers?ige QENE! sEhatiAABRL B 10286} cbﬁan@r%ﬁ@%bﬁ@bﬁéht bOtHe§stem 800
erna server via a network such as the |nternet,

a‘smppmpaml €)nck diris éntetroipee mihighofithe Hitenslefl sesinipnig are also spam
t echni ques e ext

tavetbabe seessee bt o R Sely Spilne s o

WOF4Okn g) SREQN R XS] %}é}&urﬁﬁ%‘m fhie Inb BT Bars&8 R &En be sent to the
extern (e.qg., hin the respective conpany) or
dasabacd &I(Ed VVI th the internal mail server. 20 The data

fromone or extern
1o S SRR DGR R ATARE R AR 50 n any
RSB o8 waGt asselibéLmdrtidAsove. US BFactice, a unique identification (ID) can be
I nformati on/ properties, and voti ng statistical data
mngnerl;@reacbepll@gmsaﬁe 98l spam §ig tarﬁ@pa/@éter%ﬁch@aewg result

n h oL | st f

G5t i T bR, 2 S 95 Bhd PRLBL et for potin

(93)‘1 belAgddBIyRA6EdnUE nEOAIPLEsic as thb&hépealﬁIemsEr(g)a(BiZ@ggSZZ and
bi as of external data. Thus, the data 25 from

Wb Fex et e eS8 Cri Bifisatn ©a) e | Pectel ghtsages are
%Vatllvﬁe {5'11 ;goq l%%gef 5‘% erﬁg%%ééé SEROR R 0GtsRe (ﬁﬂ?ﬁee ?f—‘ BhlSEenerated

erna eover, the exter nal I'tTes
f8i saeh bmsifRdmbangdsas reahriaighte}d aad/br tisosunied lk)hnnmgsts obtaining a

using simlar validation techniques as described wth
biasesl s3Epdve of &2 conpany security, privacy and

confi gent E@Jghfﬂ% ofqﬁ@%ﬂgﬁgﬁﬁ%ag@caﬂral%e%e%rmed at this time or at

conmuni cat ross nternet from each conpany to
aheothemtiné beferevtae poflig ressaagel ie downlaaddsieandér wpbead, by the user.

bb d, and/ f i
PRe: Biinapsates Bt rn P Be b e arTiR S TenEbn Bt (gered 0
ﬁfétré{iiéédwed@eﬁ%ﬁlb@m/ WhicRhRalenb@e at NeBDEY 828 CINBOKNLB2, and

h co s preferences. Thus, the e-mail server
BYB ey 8dt4hwhera mlneeyrqaalbe opendd foepollingr Se dacikiigtedhg polling process,

Bl et e 0 00 eSS AP e R len
SR EbRERIsbiC gbhePitss inSEAGEON delAMI g0 thepelling Rrsmge and the

content” of nmessages classified as spam _and the I|ike.
pelliog résulf. Abwtexs OFpagh mllinenaewsagecan) HemediBetip iggorporate the

ThErEodlohs & PRl abase "server and an extornal mi

ser veMdssdge poll results (denoted as MESSAGE POLL,; 836, MESSAGE POLL,
838, and MESSAGE POLLy 840.), which include any information resulting from the
classification (e.g., polling message or ID associated therewith, user properties), are
sent to the database 810 via a network interface 842 located on the LAN 815. The
database 810 stores polling and user information from the respective users for later use

in machine learning techniques which are employed to build and/or optimize a new

and/or improved spam filter(s) 812, 808.
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communi cat e and exchange dat abase information via a
network to facilitate the generation of training data

woe 2dos/oused i n nachi ne | earning techni ques to begt/0s2004/005501

i mproved spamfilters. The system 800 includes at

| east one external nessage server 802 (e.g.,

assoCipk 9 viy Radhs | B85 LoRPs ) 0 rnal.

dat abase?sgr v}{er “B04. Due t g t)ﬁgg?igg%tat?ﬁﬂg) %ﬁ kf:?ﬁen otimation
Oetose sandipgnihe aollghmessegemd/ohseefanmabn se&ivRr it8 R naAthbase

S L i A BBy TSP ol 555 B
&5 601§ipabade WetiPackio ki ®fidAke @B%HQB?%E@%IH&E@ V{ﬂﬁgsg?felts;tglereby

be used to train a new spamfilter
ex¢lading (feeslopclepn RORINItE ARE o Cinatied approkclais texhlg pAéide a partjal

810.. which ,can be enployed fo train at | east
SR iadiol Py BR 1§85miE e b hescspiandabe pder's
8dted 0 i RRkriapbRBR]s| ForWklebiell BRREGES, KAcH hﬁs’e'}ﬁclérjked as good by

server 804. Thus, the information stored on t
Blerusenidipt WeanldhggearRadasdend tydhe filter, pedice vetsa,abrxpliwtly ask for

NP ocat n,t e-mail _server. A GCN
B P st pA0Te 1SR Tom ELirk Hishrhy ek Rt proiches or a
corhbinadbn therdod fafdatet HAMtAIRR I VANt cRiridBital “ﬁ%{H?n for the
804 and one or nore external nessage servers 802. e

partisippldng giendewhide cafingaitppresitingdatato train the spam filter(s) (808
ShPSSg@Kgani zati onal systemoperates in a simlar
manner as does a server-based feedback | oop system

(e. g. Uséii gliddtiorsdthedys schras eo38 b Rribed H&MBESRAUEn also be
ext ernal database 810 and filter 812 can

server 802,

whleg é%\f’%cg‘ GoMmPany anwel 2510 gagh ageti within thet demipany s For example, the
' & j .presents a,l oqgi

R DLATEARER S Rl B EDERL P D

Jasspitaionopier atspery usyr &) ers exoludas frogofiliicratinih® 2Re filter is trained
rofile before the user(s)

engage ssoci at ed .user . )

‘ésé‘?ig ‘g‘S é@gﬂsf?‘?ﬂ‘ gheoanﬁang Besi- nhe tiinadiler. themrunp thyough the
- . g t .

B Ao R RN s PR s M T AR Sy fiiea e

B9 df thetmendeanel disapeednrentr deeedsa thrkkold $&vefhdohBe suspect
when a first

Iy:able.mail services. ln practice, when.
A SR Rede i FihEhs niBoiSsuthe Boimsdingese
drisfvidreily u4es) 38 Be nR@Sall P nlpd A& RYSE BBy a@cek)fég 'b? the
screen 818 by entering access informaticon typfrcallty
Jatpbapreandbprfilisr. Qhpswisaative useits) pars beventhved fIORUFBAS polling.

proc . i.nformation to allow.the user
acce gfgéft@%mgﬁ%f% ﬁﬁgf% £ G PP PREGV IOpHERY %HQQW]WQH%%

VIESBRGPeCtS BLHY i adntion itMitlel 6blatet 619 Th@c&ﬁﬁdter 912 includes a
cllent%. V%?n incomng mail is received on the nessage
RLQGS§ SIS 88 ¥ YalgasmEmery B, prghaleydtam dns $1fecTHd syalelybus 918

B oo o oA BB B B o
prodessiugdnit 8t4.pThnpwcakingumit X18rge be dnyBEARAS aMiBble
p%)ce ors, lt.la rr%c? p%gessors and other multiprocessor architectures also can be
employed as the processing unit 914.

The system bus 918 can be any of several types of bus structure(s) including the
memory bus or memory controller, a peripheral bus or external bus, and/or a local bus
using any variety of available bus architectures including, but not limited to, 11-bit bus,

Industrial Standard Architecture (ISA), Micro-Channel Architecture (MSA), Extended

ISA (EISA), Intelligent Drive Electronics (IDE), VESA Local Bus (VLB), Peripheral
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fighter user list to determ ne whether any one of the
recipients is also a designated spamfighting user.

wdewispreani properties indicating such informtpEnusAns/ 005501

be maintained 5 on the nessage server 802, database
810, or on any other conponent of the system 800 as

EBRIpPRENLIhRrcoRRER (PAT)) ﬁni@@fsslrse'rﬁeguw(msb),gtdvh{?%d Graphics Port
e

i ntended recipients are also spam fighters,
FEEBhFe(whaldrenpetiddemery cardipiaraiignalndissaciebpybas (PCMCIA),

ol Lin SS a ! ny ot her information
g%i%lg?ﬁi G‘Ruggﬁége%ﬁ?te\fl}%%%@?on can be sent to the

dat abgge s%sl&n nindyp 936 @R $udes hERtROMEMbryP®I0 dndthoRYSatile memory
nodi fied by a nessage nodifier 830 in an{ ‘nunber of

851

%2 sThrelasiq ippdl/ Epw sideovBIOS h cpriamingde basic rugines to transfer

' £ | O C b assjgne ach, polljn .
LG R el dridhu B RnBips FERRAGTI 2 BaGRE P lah. i
stefadl ih noAnslaslt efedgbry 922 hB ydatyedTaBasuBlion, 2\ ndf BMi@usA,Y
nment i oned, nessages selected for pollin can be

PAR@AlG memesr A2 Fanminglude ragd onl memopgy &Hgﬁw,égg&r@mm@le ROM

) 2 . e I
{50 AR e R ROl R 6 oK
@EPR@VB| biaftdsd nicmorpoMolaile fen@pry 9D@ERAGRS rahdbin dcte8memory
out side_of the conpany). Data generated . from such
dhetds Whichess 25 3temal FachgeregprrEd Bynvgor! ilpsebion aadinelo
Mt gas, &R AP R04ifgAn n*i’ér@‘sﬂnéél{m'ak R0 Rlorfigt ﬁ'AI\Y'f(ﬁﬁﬁM :
scanni ng of the polling ssages can éiso be perforne
dynanint R AMB®RAMatsyn@fomoug 1ok AR (SDReM)edabe ddierate SDRAM

fabk S15RABE" Ftansac SOKBAP RESERAREN Shdrk ik At hDRAM), and
ARR RLIRE RAMNDRRANMYEY are delivered to the
respective user(s)'s inboxes which are denoted as

| NBOXCog@@ter ONB@Kp ii83&]es agrdovabMB@XIN:188viablastvelatile/myolatile

R0 gL TBREE e 3 e Hiucko o bt el Op Bk sorage
YD} indfhdedlthu® RS @ lindited kS deWRbS Tk BRg AR SRIEHRITIBYpY Mgk drive,
user, generates information relating to the polling

#ps duge Jandrivhelip guve.iliy 1 0Qduive, flasthmemexy casd, asadmory stick. In

1.1 NQ,. e h dj.fi to.incorporate the. . .
DR SR P RS P Bl RO 5 by v
bthenabede asedMESSAERe Peltlnot Bdbted M;2DAPEC R Qdk, driv838ch @yl
VESSACGE, POLLN 840.), which include an)é1 i nformati on

epact disl ROMrdervice (CBOROMs S fesandablg drige CD-R Briveh §D

N iy Con » ti ’

ERIAGHE R (ERARAO0H R S BV R RN PR v

84 Zadila gt cdnenionlvd theAlkiBdbragd Hevicebaiahia siee 83RnsharAs, a

Fol [ E{g"’ and user infor nﬁt@i on fromthe respective users
HROVARIRT aBECmP RIS ePITANY UtccHAR st igeriiRe eRo-

ia:‘rgr g\i}g% Ris’%gz:#p ?cfi’atﬂée% ?‘gﬁﬁg/l %&esgrgtssés@gfg%an% REWYctsH % Ytermediary

between users and the basic computer resources described in suitable operating

environment 910. Such software includes an operating system 928. Operating system
928, which can be stored on disk storage 924, acts to control and allocate resources of
the computer system 912. System applications 930 take advantage of the management
of resources by operating system 928 through program modules 932 and program data
934 stored either in system memory 916 or on disk storage 924. It is to be appreciated
that the present invention can be implemented with various operating systems or
combinations of operating systems.
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26 WD 2004/ 079514 PCTI US2004/ 005501 For privacy
reasons, each conpany may want to strip out key

wo pfoenmai4 on before sending the poll ed nessagep@ndsmng/ 005501

user information to either its own database 810
and/or to the e-mail dat abase 806 over the GCN 814,

for exanpl @terPosmARRILGGRTdrEatin ifo &l doniul¢iode through input
feedback to the database (806 and/or 810) on spam

dicsi) 956. it dpmicesd3ounsinde. rababack lisved éyiatomying device such

I R N Y T T

{RQlisangekcanne, Tverusanded, ngliaE’carﬂéid[ @igRal \ﬁd‘@idmﬁfera web camera,
approach is, for selected nmessages, such as th

tke bkasTg@@dm@yther Hwuf) é@flcqswaﬂn%m e W@W%@mh%” through

i1
AER g P e BOrF) Y SBcrhile BRG] 48 e for
lanifRe, 2 BN (it b hasBecRRRT, agaRRSpo, a8da Oﬂﬂfbtslladenahbus (USB).

t hereof facilitates maintaining prjivacy
Oyt derea(®l940mse sere Phiersame s ofports @&maf flsydce(s) 936. Thus,

B t t
e L T Ll
mb&ﬂﬁﬁﬁ)rﬁluﬁdiln asmtthesempescd | Dedcnhengitdabioy 84@aduphsadapter 942

be 15 appl.ied to _each conpany as Il a each. user
winreyide {;)éllggfﬁgea t thp@rargm p@tpu%me& %5 glk% gpnitors, speakers,
!tngg]hr\i’ﬂtgﬂé Adohe Rehes Bgﬂtpﬁf:&@\q?ets@49rtﬁ’a?t§e el spadidI0fapters. The output

ni ques erein assifications of a suspect
adpLrs 942.—1meluelx,diwwleyd of llostratidnt aed ltot limitatign, videe andIsewrd cards

IEHS%%’I{O?’ l eﬁéaearqs |0? g?ﬁr{éﬁg d %ng&? ng {aggllcep h%g@ggtgg gys)tem bus
2i§ M tsﬁ‘(ﬁﬂ@ ¥ehyide @hdt' oflef dvitQ Hals rs?@t&ﬁs BPdévides Wl(ﬂ: both input

ave classified the 20 nessages. t he number " of
dmdsalgpetempmlhtlmebd$realqt¢1¢@9h‘éibtﬂs)l%Mel t hen the

e e [ nsi der ed t t Fut
Poecabeminie o7 bubdheERE ) fBREOREY R iBEi Y g obith®

HSHIet8dnsG8 Bnd6r MBRAUBOYe tdrsRREE Sfhchas fnfoié BEMPRERS) 944. The
accepted by the database and/or filter. O herw se,

rdveote sempupr(gledf4tsan e ApeE@nak COMMURTUR ETHA) # FAHELT. 2 network PC, a
151?; &l 1o g%{glg%'yoé{&%gf ba%ed g]gph%ﬁgml p%&y Q’?‘iﬁ ! Jr%ﬂf@? Q{)mglg]og network

vario aspects i nven

hodd M@&ﬁe Hk € QP Wﬁ&al@lﬁcluﬂh&nWbﬁf tRd &empnts ddssibad relative
processi % unit 914, a system nmenory 916, and a. system
buconopuer iRe Hoy BerpRsas ol boenaty, erli) r@@n%ryﬁ%ﬁgmr?ééﬂg

t r
PRRpHEN Sen Bl e ) 804 ReploiCecRiah I O i ey
caihebrd anyoraputend I20thsouatiai leabbdrk mnedaas%ét& and teraphysically

m cropr,o¢cessors and ot her mul tip s r chitectures
SPRI5C aﬁrlfb@m@emeﬁmw@ae%ont%& a ?‘{8 gfgmpasses

I&%@}%ﬁg& ?ét_ A&y ER 1S REatdiia Qétw%ﬁaéqmmtana Q8d@hreR Wetworks
structure(s) including the nenory bus or nenory
COAN DI 1LAN technplegies ehade Kiber Distributesy Path Isedace(HBY), Gopper
158buRY Data Interface (CDDI), Ethernet/IEEE 1102.3, Token Ring/IEEE 1102.5
and the like. WAN technologies include, but are not limited to, point-to-point links,
circuit switching networks like Integrated Services Digital Networks (ISDN) and
variations thereon, packet switching networks, and Digital Subscriber Lines (DSL).
Communication connection(s) 950 refers to the hardware/software employed to
connect the network interface 948 to the bus 918. While communication connection

950 is shown for illustrative clarity inside computer 912, it can also be external to
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using any variety of available bus architectures
i ncluding, but not limted to, 11-bit bus, Industria

wetapdasgy Architecture (1 SA), M cro-Channel PCT/US2004/005501

Architecture (MSA), Extended 35 | SA (ElI SA),
Intelligent Drive Electronics (1DE), VESA Local Bus

Qyﬁﬂgﬁter bes i ’Pﬂceﬁeﬁ'hwal%ﬁoﬁ? g@é’e@e%ﬁ%@oﬁ §a‘ﬁggg?sﬁ'2gﬂotﬁéggt§”%9%

Conponent | nt er connect
(usByce Mdvnrluds, arapbinplaryPourposes AGH) intB@RISHAAK ternal technologies

Conput er Menory Card | tional Associ ati on bus
PR RPIEmA el foselBhfRIRILPSyee Fodeme crabliuisodems and DSL
@RS, ISDN 9&(@@%@3@%&3@%6 i ncl udes volatile
memory 920 and nonvolatile memory 922. The basic
i nput Fegutlfus a sghetmatic pBIcKS)agram o alsmnply dohgubiag kgvironment 1000
(Vot;ﬁt\%]r}g to traE][nf ert i nformati bet ween el enents

Web fhe regispL PSP tippran dnfexch sThe syisis 908 inclyges qng or more
sliaft@yl 10 10. "DRvAleat(s) B10RARbY hddi%rarEndsoflvare (e. threads
illustration, and not limtation, nonv& atﬁf ﬁ%
PECEER Cpﬁlﬂ“ﬂ@&dfr‘é%) oﬁheysysmmoq mmlwemgmeabﬁm@ieeerver(s)

P Aot AT el i Mep BB ap v b

p/ﬂdcastsbi eoﬂ@ﬁﬁﬁgd&ﬁ&s) Nehelgtevers W&n@fb‘&@éﬁlré‘%m erform

(RAM, which acts as external cache nenory
FTPIPﬁﬁ‘éfﬁaélOP%hY amalaysig the prasenitinomtioRARr xanaple Dab k)essnb‘]e

O A B4R SRR IOLERRS T ot D aBtiednil ot dara
ﬁ@ﬂi‘éﬂ\AcﬂaﬁteﬁmDBe SiAMted BakaBg ﬁdo SPROM é(ﬁ%%“ﬂr@cl\%sses The system

hl j gk DRAM (SLDRAM, and_ direct Ranbus
C%Wplcg@_@ geworkcl038dkat can be employed to facilitate

EGHRUARN GO VNARRADY Ry KLY o RO DAL TS0 FRTBERES) 1010

st orage ne

&B@pa@bly%dmedﬁtckio c&te(ojr agﬂe cBeit dhle@ltcbfd@? 10604that @nMlemployed to
ces ke a magnetic disk drive, y

P on BEvE T dlenis) 1010y Sariloas, the fﬁrt‘.lfrr(s\) 400 arﬁ%perably
éc%né@t@d & b¥or é&@%@rv@ﬁ'ﬂ?g ¥tof:e"%§r:?d1046 rthag% {)o 21 oyﬁ%a) satlore

dition, disk storage 924 ca ncl
EéwawapeWymbknhﬂmﬁwnblﬁal|on with other storage nedia

s SirAEhastiin AR Cib e il e Sholos RENF bront invention. T
is esfodR| BotGob i
o W D sy %’?eégﬁ’fsgf‘%?‘y%efg%?maéﬁwﬁr% Yekdponents or

oesipdeogies fapuipesesef deseritieg fomreent innemfont et oic HK ordinary

924 o the tem bus 918,
L SR T S—
mecht asvehtivredrd @6@;1198 6Actdrdinglyl, thelSte RRPISEhRISE lﬁtg&ﬁfed to
Fig 9 describes software that acts as an iInterne

%’élfrﬁge‘ﬂ fs@plietans, modifieations ong yamations dw fdlesithin the spirit and
G R T

usy@ freeither the detailed description or the claims, such term is intended to be

inclusive in a manner similar to the term “comprising” as “comprising” is interpreted

when employed as a transitional word in a claim.
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30 928, which can be stored on di sk storage 924, acts
to control and all ocate resources of the conputer
weyshemsl2. System applications 930 take advaptBgs200§/005501

t he managenent of resources by operating system 928
t hrough program nodul es 932 and program data 934
stored either in systemnenory 916 or on di sk storage
924. It is to be appreciated that the present
i nvention can be inplenentqg¥ j vari ous operating
systens or 35 conbinations Kh% rati ng systens. 28 WO
2004/ 079514 PCTI US2004/ 005501 A user enters conmmands
or i nforadxslgmefito t he computer 912 through i nput
devi ce(s) 936. Input devices 936 include, but are not
linmitéd toA sysioi thetfaglitiesicleesifirgiterasingoppaggan with spam
trackbal |, stylus, touch pad, keyboard, m crophone,
PEYSREQUK COPBIUNE A, 5 satel lite dish, scanner, TV
tuner carda Cdﬁ]ﬁbﬁﬁﬁlk ttearetiaes diegbf itk iteindeo canmera, web
canera, and the like. These _and other,inpyﬁFdevice
connect t o aCABPPRGHE Bkidgpitipsiintended TEEPISHYRT hediems, AYdags 2
ggtgse%épx i B &l S ARE, BOLIteS)of F3Bs chittPbABRE Db bf

I nclude, tor ~ exanple, a serial port, a parallel
pexipignta thpaare kpown span dightingvasees; s serial bus (USB).

Qut put devi ce 940 use of the s o

O oo R D T DA AR e s
YRR R clastiBiyathts ofsietbded REMY, aie einpuyk thednfdm@atanipubemnection
912 and to output information fromthe conputer 912
tveithaiiei Bine gpam diice endopppulang pspemalisint er 942 s
provided to illustrate that there are sone out put
devices 940 |ike nonitors, speakers, and printers
anong 20t hefThesypem ofl elaing éswieteinttheitereepmprise gpleast ape of:
adapters. .The tput adapters 942 include, by way of
iqqffcﬁgf"l‘:dﬁﬂo{é{mﬁﬂgalﬁiudf]eﬁsﬁﬁst ation, video and sound cards
15 that provide a neans of connection between the

out put devi ce 940 and. t he sgsten1bus 918. It shoul d

be notled t Hae syitera ol daim d eWherpi/ b capRanephyreceikss @ gt of the
RESY ¢ gn)bgﬁel'bf' an %Hgail sBREr, QWi RiHoe GARADLAA ElicRBentiE bffvare.
rempt e conputer(s) 944. Conputer 912 can operate in a
net wor ked envi ronnment using | ogical connections to

one or, nore.rennte copputer r .
conpuﬁ%r(s)}§fﬁ$m?ﬁ§ngBHrgﬁ%?%q%g%%%?ég?géggﬁ%ﬂ%gﬁd68mpn“$
aalpsTthON@hs cogped.er, a server, a router, a network PC,

a workstation, a mcroprocessor based appliance, a

peer device or other common network node and the

like, and typiCabhborichih4d@aeBRtte Qibs@l df r@ipith€ comprises all

el ements described relative to conputer 912. For

pecipgstss of brevity, only a nenory storage device 946

is illustrated with renote conputer(s) 944. Renote
computer(s) 944 is logically 25 connected to conputer

912 t hg.oughTige syekimstkldimtiewhaem Bd Bataeibf trémdpients are randomly
pg%fically connected via conmuni cati on connection
osstectedet wor k i nterface 948 enconpasses

7. The system of claim 1, wherein the subset of recipients comprises paying

users of the system.
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conmuni cati on networks such as | ocal -area networks
(LAN) and wi de-area networks (WAN). LAN technol ogi es

wo teles1di ber Distributed Data Interface (FDDpQT/US2004/005501
Copper Distributed Data Interface (CDDI),
Et hernet/| EEE 1102. 3, Token Ring/I| EEE 1102.5 30 and
the like. WAN technol ogi es include, but are not
limted to, point-to-point links, «circuit swtching
networks |ike Integrated Services D gital t wor ks
(1 SDN)8-and Theawslep b isleime MagHRIn %ée@ﬁ‘gzt S‘@Wt%lfmeﬁﬁ‘ges that would
n&warikShe RRdePificbXidertisEpoIRgs. Li nes (DSL).
Communi'cati on connection(s) 950 refers to the
har dwar e/ sof t war e enpl oyed to connect the network
interface 8 h s 19 ' NSRRI ' PR
connect’i ongﬁ)ﬁsglgtgﬁ’ 0|efsC Pag‘ ()]\’/\A{!ﬁ?rg}rﬁy}hl: F‘ﬁbgt rat %@g@%ggg‘ f‘%SP olling i
i Bvaitelbtocn tast e o9 12, folldwingn al so be external to 29 WO
2004/ 079514 PCTI US2004/ 005501  conputer 912. The
hardmare/sd?WMBV%Oﬁg@é§§§F§eW8qp?‘ flection to the
network i nf grfh@eer BidiehRGLIBEES perlREr X BRI RFY¥d; and
purposes only, internal and external 'technol ogies
such as, noaleebatihiylofidhiggingradighnegortespadingrie agmnaae user.
nodens, cable nodens and DSL 5 nodens, | SDN adapters,
and Ethernet cards. Fig. 10 is a schematic bl ock
di agr aro.of Bhes@Reincofetimut iwhgreantie tapaednemd 8 @achnstilaned a
which the present invention can interact. The sgi}em
100uG B (RFEEasn® careRpandingdp prh eyt thyaggedpifran and contents of the
ch%ggﬁ@§ﬁ.lolo can be hardware and/or software (e.g.,
t ads, processes, conputing devices). The system
1000 al so includes one or nore server(s) 10 1030. The
server(s) 0.can Q_he.har re. f .
(e.qg., {f'hr églgﬁss,yS%quO?cczaslggls ,furg](%?rva(ﬁ %sgrpg(il?(jlegﬂgmcéog‘f }.)Mﬁ%]tgmd]ﬁes an
SRéM @digged 3Qolimg thaleaeftiniseasigliigitger f or m
transformations by enploying the present invention,
for exanple. One possible conmmunication between a
cli ent 1401070 s@nS& Y 11078 BMnO fokiiticihenf QtPrRés A least one
data packet adapted to be transmitted between two or
mof e édlgyiesr processes. The system 15 1000 incl udes a
comuni cati on f.r.a rk .that can be enpl oyed to
facilitate a%@ﬁ%ﬁﬁ?ﬁg |3#§é%%tmeen the client(s) 1010
and t he serysapoijed OFect lihlke client(s) 1010 are
operably connected to one or nore client data store(s)
1060 that caROHBEERBI¥Yed to store information |ocal
to the cliepbéimhg d8dPk0r RichiificioN as b peniagh@r (s) 1030
are operably connected to one or nore sServer data
store(s) 1040 that can be enpl oyed to store 20
i nfor I ong O e .
descrrgéd agé% Fﬁ% Jﬁegl@kgﬁ%%ég%%ﬁgyﬁg%g%gggﬁygﬁ&ﬂheu%gaj
I i@k apattachinent. s, of course, not possible to describe
every concei vabl e conbi nati on of conponents or
nmet hodol ogi es for purposes of describing the present

i nvent hHN, PR s\RRG &f clARCI 1N &h¥rein the modified item comprises a summary
of the tagged item, the summary comprising at least one of a subject, a date, text of the

message, and a first few lines of the text.
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skill in the art may recogni ze that many further
conbi nations and pernutations of the 25 present

wo0 Doogotdsen are possible. Accordingly, the presgt/us2004/005501
invention is intended to enbrace all such
alterations, nodifications, and variations that fal
wWthin the spirit and scope of the appended cl ai ns.
Furthernmore, to the extent that the term"includes" is

used in either the detai]ed descrip or the clains
such tlérm ilge F)‘ﬂ‘eé‘h%‘aalf”ol I &vherein gy Qpép‘?dn‘teé“ FIARfLFs Voting

$hdPub@nst aﬂgtag\goﬁee(gf@t 1&&%}6 &l Pbutfhs ak@ IR WiBBcorfeSpond to at
interprete when enployed as a transitional word in

deast ta\rormspeaﬁvd/@iszﬂioxf/l@mg facilitpeTlasgfonmed ss0iem oY e nser-
What is clainmed is: 1. A systemthat facilitates
classifying itens in connection with Spam prevention,
CONpr 18] NYTha sPsiipONERim 13)atherede eiewesingbstedns abrréspend to
itenms; a conponent that identjfies intended rec 8 gpts
Sy

Gespeity i linkprsuchdi) whep anyonesyifaeyotpre Buliany 15 Spig € user,
F? obfiftiont @ﬁt]ﬁg Fbtstﬁ@ sé?éctédt\%‘ﬁ g BRf6E INROREPDGVd e afdBRlem’s

reci pi ent at are known Spam fighting users: and
amfcmedbaask gualitpoptens sanhita ¢asababa/kos stordger mat i on
relating to the Spam fighter's classification of the
polled items, and enploys the information in

conneqtyi on Th\éﬂsysh!elh batIRin §5, avHepaintel d feakt tmoboﬁﬁg)bnhtatns nagmprise a
a Spamlist. 2. The systemof claim1, wherein t
ifireiniptiag pitons ghedfirst voiiag bpiRn ipficating deditipatecnaih; arld & seeond

(\%ﬁﬂ%bﬁtt(ﬁﬂ%er@&ﬁﬂ%ﬁng ?ﬁto—mﬁdléé& slcepafr.claim 1,

wher e comnmponent receives a set of the
items is any one of an emmil server, a nessage server,
and cljent .email sof.twar

|
wher e ]ﬁ t hel S GBYUEP Oh#14m Z?fsvslqe&elﬁe 1|ng§]u Onscafeafs Slélmemed by

ahbdiffind &t éfttedRernecei ved. 5. The systenlof cIa|n11
wherei n the subset of recipients conprises al

recipients. 6. The systemof claim1l, wherein the

subsety o rgel Pnét@fﬂto?cﬁfn?lf %&E?&Mhe WRing BhiRhs afe imfMented by

systen1of c wherein the subset 6f recipients
croogifyises umwtﬂ@ace v elient ghail hefteyret em 31

20. The system of claim 1, farther comprising a central database that stores
information and data relating to user properties, item content and properties associated
with tagged items, user classification and voting statistical data, frequency analysis data
of polling per user and of polling per user per time period, spam lists, legitimate mail

lists, and black hole lists.

21. The system of claim 1, wherein items tagged for polling that are marked as

spam by an existing filter are delivered to the user’s inbox and considered for polling.
22.  The system of claim 1, wherein items tagged for polling are scanned for

viruses such that one of the following occurs:

detected viruses are stripped out and the items are polled; and
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WD 2004/ 079w4 PCTI US211114/ 111155111 8. The system of

claim1l, wherein at |east a subset of nessages that
wowield7oser di narily be filtered are considered pEF/US2004/005501

polling. 9. The systemof claim1, wherein the subset

of itens tagged for polling is I|imted to at |east

one of the follow ng: a nunber of the itens sel ected

per user; a nunber of the itens selected per user per

time period; and a probability of tagging an item

cor r espondigiaddtemsiaioWicaidet | 10. The systemof claim

1, wherein the tagged itens are each assigned a

uni que I D, the unique ID corresponding to any one of

t he t aggedThe systeanaf dant bdiskibofedtapiess magdben Presprmfighting

The systemof .claim. 1. further compli s .
ST L PP (KBS 0aP ARG R Do AN ety
iftedifced Wad datigorh i) wHetein Eb@e pysioan dfe fetdback ik temoved for
wherein the nodified itemconprises at |east one of
PHEAGYIFRGW-ng: a nodified "front' address; a nodified
subject line; a polling icon; and a polling color for
identification as a polling item 13. The system of

cl ai ma1, {heswiem vhdainp2h, Whettin therpomprpr feeéhack pemprises one of
tagg@ﬁ .itemas an attachnment. 14. The systemof claim

e B n the nodified itemconprises a sunmary of

t he tagged ohlygfhmtitafhs SHERBY ¥xGQiipy legitingiteadierhssasd one

of a subject, a date, text of the K nessa M@gd a -
irst few SPimeEems andhiengenpemeadonn Jpa pesrB\dress of legitimate
PCIUS211114/111155111  15. The system of clai m 11,

m%eréin the nodified item conprises voting

i nstructions and any one of at |east two voting

buttons and.,links which respond .. | . _—
respeggiveq@Fég%%go ?mgqgﬁ%nﬁgéﬁppp§$§%E§%g§§$bgéﬁﬁaﬁhdmﬂm
Qondpberit (1RMdaY vbfraclibaity adbtrustivertsiyedsem of cl ai m 15,

wherein the voting buttons correspond to respective
i nks such that when any one of the voting buttons is

sel ectgd byl Iggst%rlﬁj t%f clainh D5 QUHERALih A s @ids@atich $al@ation

sel ected votin on, the respective user, and the
i dogrposent imatdesst d® s siagaedlidation éqchniqye gisha kitagvngresult test message

dat.abase for storage.
technique.

27.  The system of claim 25, wherein the user classification validation

component can be applied to one or more suspected users.

28.  The system of claim 1, wherein the feedback component receives
information relating to user feedback, honeypot feedback, and optionally, user recipient

feedback of received items.
29. A server employing the system of claim 1.

30.  An e-mail architecture employing the system of claim 1.
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17. The systemof claim 15, wherein the at |east two
voting buttons conprise a first voting button, the

wo bdosh796@f i Nng button indicating "legitimte mapdt/usios/enssor
second voting button, the second voting button
i ndi cating "spamt. 18. The system of claim 15, wherein
the voting buttons are inplenmented by nodifying text
of the item 19. The system of claim 15, wherein the
votin% buttons are inplenmented by nodifying a user
i nt er PAce @f cosmnuigsreadale medgim fiapee stogd thereonge pempents of
%k.'qlL further conprising a central database that
stores information and data relating to user
properties, itemcontent and properties associ ated

with tagged it er. classification and votin .

Stati 901 cap> BEPT Vel B liiey Ianty D mieSheein oBbsiPn i spem
qﬁgmgﬁgﬂc@ﬁmhgg@;polling per user per time period, spam
I'ists, legitimate mail lists, and black hole Iists.

21. The systeshiinga ¢t af the mesidge¥ein items tagged for
polling th --Qﬁigp isting filter

are deIive?%ﬁﬁ%§n$ﬁ%§ﬁg%ﬁillln oiﬂiﬁggggﬁéidered for

pol | i ng. 22aggiitpen spsdtefithefmaskagesrtolhe pobled ghasubseired messages

t agged for polling e scan for, viruses.such that
sRatgontie T PSR EEbROR TS na AT T b
stripped ou&cemﬁ%ﬁqhﬁniaﬁ&ﬁr&wng o elelel; s @ndificaBon 8 polling
2004/ 079514 PCT/ US2004/ 005501 infected itens are
dhessegediead 23. The systemof claim 1 distributed

across nor ] . . ]

Foedback. f o S hE SRR IR e ST B pher and
daipahédsg aope Hiti vel y  interfaced with each conpany,
wherein sone portion of the feedback is renoved for
privacy reasons. 24. The system of claim 23, wherein

t he companyrHeeRARALH AT $8SrelNE 1@kt a $ubset lod hlessaerghat would
only spamitens, thereby excluding legitimate itens,
agrdinepbyrhe; filtsras] %ﬁtﬁcélé%éy amerml] sERsranf IHa Adeedherk) 1pop system. .
address of legitimte itens. 25. The system of claim

1, further conprising a user classification validation
conporient tTHetmétest of damr32; ehembi 41] inyoraing messages are handled by

trustwort hiness. . . The syst f. cl al.m 25 rein
e g fach ot B Syas ek o RS it Gpfererences
| sastin@PRuAfusdr. Cr oss-val i dati on techni que and a known
result test nessage ‘

35. The method of claim 32, wherein all messages received are considered for

polling to mitigate bias of data.

36. The method of claim 32, wherein the subset of messages to be polled

comprises all messages.

37.  The method of claim 32, wherein the subset of recipients comprises all

recipients.
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techni que. 27. The system of claim25, wherein the

user classification validation conponent can be
w@pplkiedid 0 one or nore suspected users. 28. Thersysbe69sso1

of claim1l, wherein the feedback conmponent receives

information relating to user feedback, honeypot

f eedback, and optionally, user recipient feedback of

received items. 29. A server enploying the system of

claiml1l. 30. An e-mail_ architecture enploying the
syst eABof dhamgihed of glainyg? miqlgﬁwbset of tecipients Which are known

Eé%nll] H%g% @%&%}%reon | hﬁsc ﬁsmxlﬁgga@&seoﬁee@hmm

e conp nen s of ¢laim1l1. 32.
éomﬁmhgd that facilitates classifying nessages in

connecti on Wt m . pr.e on_conpris

a set of t ﬁ8t1%§§§§@§],d%ifﬁﬁéﬁ?‘f]??ﬂ AR etsé%taeglt?tgegr%g) né%lw{gew

gﬁmhmmﬁpessages taggi ng a subset of the nessages to

be polled, the subset of nessages correspondjng to a )
subset of PRIVEBCIDENE it © RrAvie gﬁﬂé back SAMesigRs by g?fﬂpﬁag out;

users; @gyl i ehﬁfl QhiRfeLQ e c&lRE 151'9V1H9d Bysp&%@fpat"mg

cIaSS|f|ca Ion I'I'ng ssages; and enploying th
Indsedgastivern and connectlon with training a span1f|Iter

d I
35" whoPul bany o SRA vt pbS eI e SEBY O

ordinarily be filtered are received by an emai |l server

and into a feedback | oop system 34. The net hod of
cl ai m392, Vive methodaif Iclaim éanwh@“elﬁé&%%@é% oAPErhifgfeddo pyricipate

dlﬁggmﬁgggkn%%f [ & SHGhdbhat nmessages sel ected for

c to preferences of an individua
user. 35. The nethod of claim 32, wherein all nessages

LR AR TTRE R -
SH @%eé@ﬁge@ﬁ%&ﬁ§ sdi@tdierrdif lal1 peying QEES, itlseeebyahhking it more

nmessages met hod of cIa|n132 wherein the
samg@nvecff)r sQsrs] SPRBAES 1@ SHPYErsiB span fﬂt?fé@i'rm% nts.

41, The method of claim 32, wherein the subset of messages tagged for

polling are selected at random.

42,  The method of claim 32, wherein the subset of messages tagged for

polling is limited by one or more polling limits.

43.  The method of claim 32, wherein the one or more polling limits comprise

a per user limit and a per user per time period limit to mitigate bias of data.

44, The method of claim 32, further comprising modifying tagged messages to

mark and identify them as polling messages.

45. The method of claim 44, wherein modifying the tagged messages

comprises performing at least one of the following:
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35 WD 2004/ 079514 PCT/ US2004/ 005501 38. The net hod of

claim 32, wherein the subset of recipients which are
wdnmworepam fighting users is deternmned by eagdr/us2004/005501

reci pient performng at ]Jeast one of the follow ng:

opting in to provide feedback on nmessages to

facilitate training a new spamfilter; passively

opting in to provide feedback on nessages by not

opting out; paying for email and nes e .ser

provi ded b?’oﬁmﬁél?et ‘Fl%ge&d{’?ﬁﬁﬁge t?ré§%%?§aée on&fé?r pogﬂ%g messages,
openi ng an, SRRk o AROGHM” ame!as 8 {kdok6d Paishfy MEssage
server. 39. The Rethod of claim 32, wherein the subset

of users smbodifyied thecsuppmet linsi qfaheetaggqfl meseagtessage
polling is select

d o ..
32, wherei HSI?%%p%ﬁB%Z({OH St qﬁsei"’%e TSI%% tg%emﬂ' s £batiRY

parti gicgadke antin the nessage polling are selected from

al | paying users,_ thereby nakin re ensi

For Bone. SpenenbianecAabbARE I e dFagH FIoPEET i B Mpgessage:
41. The nethod of claim 32, wherein the subset of

nessages tagged for polling are selected at random

42 TH6. mefThedetfodof alaim 32, wivrein¢hapallvg medsags capiprises an

ed for ol 1 .S 1 r. o
SRR o APRELSh MRl SR LR et
Q@&xgn@“qb\@n{e polling limts conprise a per user
limt and a per user per tine period limt to mtigate

bi as pf data. 44. The nethod of claim 32, further
conpriy ? I ng Tﬂgg‘lem()'drbq ¢ 13998 dr RS SRYRRistn® at Téﬁgtlfwa'i‘igtm% buttons to

identify themas polling nessages. 45. "The net hod
chalimedlassiffing tienneseapefay spagn tinknatapged nessages
conprises performng at | east one of the follow ng: 36
WD 2004/ 079w PCTI US211114/ 111155111 noving the

t aggediges gag thelidpdaf SRMAMIL @héreindBe vdting haabhd 41g links, which when
nmessages; nodifying the "fronf address of the éﬁgged
relesiag &Y HROHET gieAls f?%@ﬁ%@ﬁ@é gmployed B COPREFUOR JRdTaInIng a spam

| Ao RRirdAgERH RS RlRg tth
n@?e??lgcfgoﬂﬁ?dtlﬂg a%p'ﬁﬂ hﬁf ﬂ% ﬂa&%irfg)scs 08! ;t} 1%@ a g e
selected classification, the user, the message, and a unique ID assigned to one of the

message and contents of the message.

49, The method of claim 47, further comprising a third voting button to opt

out of future polling.

50.  The method of claim 47, wherein the voting buttons are incorporated into
the polling message by modifying text of the message before sending the polling message

to the respective user.

51.  The method of claim 47, wherein the voting buttons are implemented by

modifying a user interface of client email software.
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using a unique color to identify the tagged nessage as

a polling nessage. 46. The nethod of claim 32,
wobeietd314 he polling nessage conprises an at t peio®ba/005501

of the nessage as originally received and a set of

instructions instructing the wuser on howto vote. 47.

The nmethod of claim46, further conprising at | east

two voting buttons to facilitate classifying the

nessa e as spam and not Spam 48. The. nethod of claim

r ei he FetRaskaf §ipip lﬁlt%t wheremthe Yqtipedutigrs ¥R I%H@Hfa‘ed into
he user, create feedback that is enployed
%ﬁé@%hﬁg??¥%% with training a spam filter and
popul ating a spamlist, the feedback conpri sing

e, uor | e et s S o e s8Rl G188 messages

abr tinRes PATSRABE @BdowaRLEALSr pflliidie message. 49. The
met hod of claim47, further conprising a third voting

but t on to opt out of future polling. 50. The nethod

of cla &e%@l‘icﬁi & i S\QOFu'err Mﬂrﬁﬂ% r@ﬁ@vmg the viruses from
|ncorporate into the polfing nessage by nodrfying
taytinfeéted essapssage before sending the polling nmessage

to the respective user. 51. The nmethod of claimA47,
wherein the voting buttons are inplenented by

modi f y§sng  arHésesthdédbrndimacss, aheelnl tegdedammbdges Gifédal with a virus
37 WD 2004/ 079514 PCT/ US2004/ 005501 52. The net hod of
cirafiscgded. wherei n the voting buttons are incorporated
into the polling nessage. 53. The nethod of claim 32,
further conprising scanning the tagged nessages for

Vi ruses. befhreenéthmyofml:ﬁndwmmﬁd@unmmgmﬂWﬂmgy obthe message,

The net hod of cl ai furth risi \Y

 cHesUnrES s i bl ionr St asel QAR SR SRR e message
nehdRdt, Qhite ChehBsBd wieEsVdl, iraD0RG: fEBsisg o tixnfremtiBdmessage.
wth a virus are discarded. 56. The nethod of claim

46, further conprising a summary of the nmessage, the

summargy, co 'rﬁétggd S c12ifrfSt nfier &In\;@s?débdnﬁl@ﬁg LS of each tagged

nessage sende ate the néssage sent, date't
nssageaswaiginally eeoened smidha the respecfieswndersreseivf a flgk t:0py of the
fromthe ness ag thod g m 32 her,
CBRBPESR D RBRANl™S Doy cttsagho s iR B Tyinme
originally received such that the respective users
receive a first copy_ of the
58. The method of claim 32, wherein the tagged messages are individually
assigned a unique ID corresponding to at least one the tagged message and contents of

the tagged message.

59. The method of claim 58, wherein the tagged message and its associated ID
are stored in a database in connection with training a spam filter and populating a spam

fist.

60.  The method of claim 32, wherein a feedback component receives the
information relating to the user’s classification of the polling message, the feedback

component comprising a central database.
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message in its original formand a second copy of the

nmessage in a formfor polling. 58. The nethod of claim
w@20040h8i£i N the tagged nessages are indivi duapdpus2004/005501

assigned a unique ID corresponding to at |east one the

t agged nessage and contents of the tagged nessage.

59. The nethod of claimb58, wherein the tagged nessage

and its associated ID are stored in a database in

connection with training a spamfilter and popul ating

a spam list. 60. The nmethod of claim 32, wherein a

feedbggk C?H@%FHBB of gﬁﬁh %6 Swidi@n tHertfa@c{bH?é hrevidEEinrinadon in

to the user's classification of the polling nmessa

tchenet g@dival kraindrenpspaeniilta enpposilaigea spamntlishvia @awga@éeammg

38. WD 2004/ 079514 PCT/ US2004/ 005501 61. The rmet hod of

dANB0, wherein the database provides information in

connection with training a Span1f|Iter and populatlng

a Spamlist via a machine-I|earning que.,

met ho&2of dhamefd of Gl é7nvheren :%’aﬁﬂaﬂ fh]feéﬂs V@“‘T ‘Efr‘r%éﬂessa"es
|5t o &8 bia 18RE a9 bin PRAM 2k fication of

%i#ﬁﬁefﬁéﬁﬁggﬁgpﬁp%ﬁﬁh%rﬁggta aﬁefﬁ?sc aSS|?|catfon]g?ono

ttheppivhgd inagagmssages. 63. The met hod of clai m 32,

further conprising distributing the trai ned Spam

filter to one or nore servers, the distribution

OCCUr IghNg gk aiatddClclaym 30 dfuanemnrpmmgsﬁ stidbyutingtthd teacisetd spam
one of an email nessage and _a posting on a website

f
cfdwmqymomglora gerverhehGlis BRI & OCCPHEINg a@@m%@ﬂwwmr by Tequest by
Et' oot tog gn &l ﬁie%ge s %Qn%ﬁﬁ%ﬁ?ﬁte foPHoWRbAdIRG 1S

across o re mal |l servers and one or
nDre cllent emai | software such that data generated
by the mail_ serve war e

e i % Fiedfol e Bt PO PR e fodTeing messages

,gI} f@ﬁ‘h&hﬁlﬁed f2bRIoNg ormSRanifl idries araéhe P it elidnngmnail
a pan1 i st. The nethod of claim64, wherein_ k

i Softerrpesurly aj éat@ aeRsvasesl By HEmaH\pervarsand clisnt erf%“@@fﬁ‘ﬂg%&r e
tljgﬁlrrfeﬁ% %%Lnt%@ﬁ%gﬁa%g f(métdr iRbineS &by Riih tﬁﬂﬁjn g?i ép%ﬁ‘ltf]lter and
emnal software tor

privacy reasons, such only a
papbladng efpdaniBstdata is sent to the central database to
facilitate training the Spamfilter. 66. The nethod of
cl aim 65, wherein the portion of data sent to the

centragds. dathabasroCEaTRinIRAS watreindas tinfonRatiin it FEenoved from any
follow ng: information relating to Span1nessa9
data that is sent to the central database by the mail servers and clien ema1] software for
privacy reasons, such that only a portion of the data is sent to the central database to

facilitate training the spam filter.

66. The method of claim 65, wherein the portion of data sent to the central
database comprises at least one of the following:
information relating to spam messages;
domain names embedded %n legitimate messages; and

IP addresses embedded in legitimate messages.

39



domai n nanes enbedded in |egitimte nessages; and |P

addresses enbedded in |legitinmate nessages. 39 WO
weModsuvd PCTI US211114/ 111155111 67. The nepdwndsmha/005501

claim 64, wherein the data generated by the mai

servers and the data generated by the client emai

software are aggregated into statistical data,

respectively, corresponding to polling results and

pol | i ng nmessages, thus.mtigatin ndwi dt h. requi red

Po tr ditsm o nene ool Tmitte By Fincaaued DEG maervers
NRHRRAIR onlerhdl B2the WiGH 8Bil bofalat Atk doRgaRamto bialiftRal data,
and populating the spamlist is perfornmed by machine

| regprenii vely, tcewsbapondios taupalting warlls apd pelingmaggages, thus mitigating
cllg?% vsx’l{dftflx %%Efrgd}toftlgagg]?ﬂ% (?a@adtoqpé ée?)ﬂ@“ abagét a generat ed

b ne or ‘nofe addi tional sources, the one or nore
sources conprising honeypots, recipient non-user
classification feedback,, and active |earnin .
{echni@ues.1TSGetHEOTFHRGH BRoEnTaes e Ran s i pppulating
ARO65A! B iOYerfd?fie® Bﬁ nfAEhifl® (eBrni SOl RGuek %sihgdmlbgﬂ:ﬂ%ﬂ user
proportionately with respect to the type of data
gemerimatenh fogdhable andseniiopaladetagenaated by poe eaorggdgitional sources,

BRI GOl P P g Eh b S BRE % PRegincagon

. 6i8edbabigraad actheneypiag sechoignespond to emai | addresses
disclosed in a restrictive manner such that it is
known who is sending themlegitimate nessages,
therebyy fackeld@hdd\er diTHESS, Fhbrel i pdnkfeddd B3Nh®bne or more
spanmers, verification of suspect nmerchants who
diostoes but-eveighted pubetpasely Withfrespeeitip die pe efpdaimgansrated by the
and i I.at | assi filcall JTeS S W
e AR Tor s S PR SR o SRR RS St hfHca
Cdadipling Of dadner ei n i nformati on generated by the
honeypots is down wei ghted sel ectively dependi ng at
| east in part on a nunber of honeypots in use
rel ating toriR HUARES 9fimdd) FheRAKH8 dm@dﬁeq?m tH $fhil addresses
cl assification feedback. 72. The nethod of claim 70,
whiedlesed inatestrigéive maneat sheh thifdt isdmeypathe is sendingtteqyp tpgiymate
inreal ti ' C I S
e By Lty bR HBARRARG o Hihers. yeriicaion of
palspdcoherohamagds distébiat se@r sibecrdistr frdbrobeaioerto spmenmars, and
connection w.th training a spans filter _and e e
p’aﬁmdé%tf: ﬁlﬁs%flgﬁgmof sRam m Séa%ngw@m Uaygmfor user classification.
PCTI US211114/ 111155111 73. The nethod of claim 67,
wherein the nessages are selected using active

| ear nihlg t eBirernethedof dlain 70, sdpweinjinEymehen seeraiag by the honeypots
nﬁ%%%%%ei&qgfs%]e%ﬂvélp%Eﬁenﬂﬁl&'apﬁgﬁqn iﬁﬁjt Y85 a hi@mber of honeypots in use

relative to a number of other sources including user classification feedback.

72. The method of claim 70, wherein data generated by the honeypots is
integrated in real time into a central database, where information relating to user
classifications and polling messages are also stored for later use in connection with

training a spam filter and populating a spam list.
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| earning new or updated filters. 74. The method of

claim32 further conprising: nonitoring i ncom ng
woremsegsss f or their respective one or nore pospdi/v€2004/005501

features; determining a frequency of positive features

recei ved; determ ning whet her one or nore positive

features recei ved exceeds a threshold frequency based

at least in part upon historical data; and

qguar ant i ni ng suspi ¢i pys sages, whi ch correspond to .
The’ onb-or "Hhsaebof et dRoh Bhrr bLe PiareE e st aus e active
t RESSNRAL i quREIY@NeYhnigtRb klat §Ed: REsagASREd bif Beir@Biidatdvalue to
is available to determ ne whether suspicious nessages
alearnggarew @3ipdThe filiershod of cl aim 74 wherein the

feature used is information about the sender

conprising at |east one of the sender's |IP address and
domai n74.76. THehaethed bddaiof 3cfusthen coprishngr ei n

quar anti ni ng suspi ¢i ous nessages. i s . perforned by at ..

| east one o‘PO’ElFFé‘“SélP‘IOBW%@C%Ség%S:fO ‘?’6‘\9 FSPEIYF (ogje of more positive
| ahgtdsng the suspici ous nmessages as spam and novi ng

them to a spamfolder; delaying delivery of the

suspi ci ous datrsvies afioqudney akpas(ty)e featares receivedier

cl assl f | cat (.!le%]rm%%gg whath& %Ielo?%lo?e ?sﬂgve%%[x}eg?ec%qu exceeds a
suspi ci ous nmessages i n a rolder Bt VicsTOI'E 10t he
ushedshSii.freéencvasedent feast iopart bpdmhiddricdl datahard

conprising deternmining.false positive and catch rates

of the spanV¥aran{ignesBSHAS PEsiaesoptiFFIESPYL! 181the ¢ig or more

igc%?ﬁveffleitﬁl%ﬁ thaVBEEE the 18IS HEYuRScy ahtﬂquig@fricidsyﬁc@m data is

rates conprises: training the spamfilter using
aavailablnitmdeteiaine whethertshgpicipa messggedatesspget  conpri si ng
a first set of polling results; 41 WO 2004/ 079V4
PCTI US211114/ 111155111 classifying a second set of
pol | i ngs.mesTegmsthus bNgaits By wheeahhe featuge yde@ lidinformation about the
second set of polling results; runnjng the second set
ofengE] OPHYISHESS Ka¥onE RE BE g dens [k dfreRand E%IH?‘Pi lter;
conparing the second set of polling results to the
trained Spamfilter results to deternine false
positive and catch rates of the filter to thereby

cual g, At e 5 LR B SRR B s
7perfortned &y at wast&né behe Goiwdpaamts:i [ ter is built, each
provisionally labeling the suspicious messages as spam and moving them
to a spam folder;
delaying delivery of the suspicious messages to the user(s) until further

classification data is available; and

storing the suspicious messages in a folder not visible to the user(s).

77.  The method of claim 32, further comprising determining false positive and
catch rates of the spam filter to facilitate optimization of the spam filter, wherein
determining false positive and catch rates comprises:

training the spam filter using a training data set, the training data set

comprising a first set of polling results;
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havi ng different paraneters and each being trained on

the sane training data set, such that the false
wpomishrses and catch rates of each spamfilter pSr/US2004/005501

conpared to at |east one other spamfilter to

determ ne optimal paranmeters for spamfiltering. 79.

The nmethod of claim 32, further conprising building an

i nproved spam filter using additional sets of

i ncom ng nessages, subsets of ich are subject

polling to Cj"? nga§¢CPn B?tr?gf’?lﬁﬂg Ws%e?isnlésé‘ié %F‘i‘bﬁ‘:k fo yicld a
t deBbY gggoitmlﬁgtmglgged spamfilter, wherein previously

obtai ned information is re-weight ed based at | east in _
part upon Howing egeend setof\palingpaassagesithr@ph trhgained spam filter;
met hod of c

i nf or nat | onéo g%ﬁ%thfz 3&'50‘1?%& o‘%;ﬁgﬁirn %sgtﬁsdg{%% f}){m@@%ﬁflf]r?fﬂter
Tlesulzrd dedrmaihe Ellki pm&@e amzhemm matek lo€ thedfdiet ionthtreby evadieate and tune
l st conprises %EX [ lléP addr esses, domai n nanes,

e DRAg S pecy gstﬁk%’f‘g'ﬁ fillgRerRIAACE | ed as sour ces

of good mail according to a percentage of nessages

classified as good. 82. The nmethod of claim 32,
wher ei 78-t heThepaethod eftolainr &, whewin Borgdhe aiespam Tileatsibuilt, each

L é/gn d]ﬁgreggpa?alrﬁétgé%ﬁie%ﬂ%@ ?ﬂ%ﬁﬁﬁ%ﬁl‘[ﬁ% ﬂlﬁ%ﬂn? aata set, such

cihaphé sdlsegposinpt ayd n?gc}t ﬂa&:s ioNEahrrpim diltet B cofmaearell kd atleast one other

term pating accounts s. 42 _\WD.2004/ 079514

F@?Nﬁ%@%%@@%tﬂ"m %efﬁést b &Pt filerifiEm 83, furt her

conprising identifyi ng a spamrer who is using an | SP

and automatically notifying the ISP of the spanm ng.

85 The. netﬂ@dn@ho@faqlmre’?z further perpprésorgobuilslinggan improved spam
]gertuls]c ad itl%nqgé}gnoltncérgﬁ%%éﬁ%%eg anls.l e(t)sne% E]??{g} Qlf’i\{]}cted to

dp(mihgl’(oSyleld mewlinflorreatiotlén cammdctidrewlo rainitigahd Biprofedtdpem filter,

spammi ng. 86. The thod of claim 32, furfher .

cwhﬁﬂnsﬁrﬁ\@%%? IBeH HYTAoR B8 edo‘?aS?CL%ﬁeagb'amﬁ upon how

fiohk@ko ARFhsbB@ineRam | i st to any one of mail servers,

emai| “servers, and client email software, wherein

di stributing conprises at |east one of the foll ow ng:

posti ng, a ' . ' Aot fyi t: :

pam 110+ er Tt EEL R HEREL AP RS SpRnk Minkiffasion to

dbwifd okeditingye @udartat i cal |y pushing the spamfilter and

spamlist out to mail servers, email servers and

client email software; and manual |y pushing the spam

filtergand pRamhbsbs @M §00 wiBkdin BN Hate 8&MIet list comprises any

servers, and client emmil software.
one of IP addresses, domain names, and URLSs that are substantially classified as sources

of good mail according to a percentage of messages classified as good.

82.  The method of claim 32, wherein the spam lists are used to generate a

black hole list of addresses from whom no mail would be accepted.

83.  The method of claim 32, further comprising employing the information to

facilitate terminating accounts of spammers.
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87. A cross-validation nethod that facilitates

verifying reliability and trustworthiness of user
web@satdsicat i ons conprising: excluding one or p@I/8S2004/005501

suspected user's classifications fromdata enployed

to train the spamfilter; training the spain filter

using all other available user classifications; and

runni ng the suspected user's poIIing nmessages t hrough

the trai ned spa filter terntne.ho$/iiymould ho i

have assiiFef Orﬁié)fr‘r'@s‘? é DrQETORIPLY e AdGnGLY 108, & ARG Who Is

Ltﬁﬁtr a% 18P @ﬁ@hﬁtbﬁﬁﬁdaﬂ?%otl%g thO ESPEHt thOshadfmigkai m 87,

urt er conprising performng at |east one of the

fol l owi ng: discounting existing and future

cl assif catd, gn [ Y r.

o be nt r ULbAB R SHER o3 AL St AT RIS

lresponsiBlevior ehyting sphns Ca’ﬁﬂ dumg*naexallytnom@lmg adeidst omeadfithmdomain’s

provi ded by user det er % to be. 43 WD 2004/ 079M4

ﬁ@TNU%QTﬂ%YWﬁﬂ¥1‘E@ﬁ&ilgéﬂf GSPMWPYRy; and renovi ng

the untrustworthy users fromfuture polling. 89. A

met hod that facilitates verifying reliability and

t rust vgr t hiThegsetiad efsdaim 32} fstier ¢ampristegliftabutingat feagigne of the
uRRe] id B st i, b EFTORCK rhAPR-PYS LRI ST Bladent email
88 set 0] am { ng users as’ suspect

u@ﬂﬁ&m:mma%hdmm@bamug¢Mh¢ﬁné£wﬂessmgﬁsﬂhﬂbﬂm@n@ knomm
result to the suspect users for

d .
det er ni ni ng)oﬁpfé& Fiqu pﬁ%orts%%gelg%ta ngggllrgg hatthe spam filter and spam
ChRs! fvhitid OR ddfnibAfin@ne or nore test nmessages

mat ches the known clasSification to ascertain the
reliabilityautsfmatiqalysushigig thespasshiliar ead spanslist 9ot topgsl servers,
met hod ofstcl aclhrgtm%%aﬂv\élg re]l{nPMte subset of

s g users Ied as suspect users

conpri ses ahdmulaByipﬁshn%]the Jpuen fikérhad spdm tibtaiumodBail servers, email
wherein the nmessag e is a test nessage that is known

t $TY5es, apd F]é%’s?mélﬁéo B¥a&pam and good mail and that is
injected into a streamof incomng nmail by the

f eedback | oop system and delivered to the suspect
users.8R2. Hh@swﬂt@domfneﬁoélthﬂt%lllt@mwf@lfwngﬁ%ilaﬁé%%a@fb

rec d b Jor polling is
té'l’tgwgr%% us r%’l‘ﬂ?s@ﬁccahg Scoﬁgﬁﬁm strator to train the
spam filt erexmtﬁh)g oaee)ﬁﬁfoeecztuspéc&slsmén cdbdstivationsifehen tath y

untrustworthy users,
employed to trairi the spam filter;
training the spam filter using all other available user classifications; and
running the suspected user’s polling messages through the trained spam
filter to determine how it would have classified the messages compared to the suspected

user’s classifications.

88.  The method of claim 87, further comprising performing at least one of the
following:
discounting existing and future classifications provided by users who are
determined to be untrustworthy until the users are determined to be trustworthy;

discarding existing classifications provided by users determined to be
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93. The nethod of claim89, further conprising at

| east one of the followng acts: discounting existing
wendshuisyy e cl assifications provided by users wRUSH084/005501

determined to be untrustworthy until the users are

determ ned to be trustworthy; discarding existing

classifications provided by users determ ned to be

untrustworthy; and renoving the untrustworthy users

fromfuture polling. 44 WD 2004/079514

POREgP0bY 2995501  94. A conputer - r eadabl e medi um

having st orgdoileiRAMubfi®ofR) LW R8m FERFPMIRS.

execut abl e conponents: a conponent that receives a set

of nmessages; a conponent that identifies intended

I pignt f th . . . .
:r:g Is gl 2 f 0&) Blgh‘lgg |tllf12§ za’%%?(%és \S’%Egl él%%oifabﬁlé% é%cgtzlgsttw&fth];]&@ in user
C4sk BRI ifgrdiging a Spdas @lteofia a fexdbaikdodssysteat caunising:

known spam fighting users: a nessage nodification
conponent t‘ﬂ%i‘?‘f%%l?‘ﬁ‘iﬂégt Qfﬁéarf’glég‘gﬂlg HeESA s gagpecusers;

identify t gﬁmiéﬁg BRL bt MEreTRSIALE Ravife HRAEGWn re@Md tfthe suspect
f eedback conponent that receives information relating

twetster plemg; end cl assi ficati on of the polled nessages,

d I he. i. nf [ ' iONn..wit.
? pai ﬁrﬁgogsdg gﬁmlarﬁlg ‘?’é"?{ﬁé{'ﬁ@en%%gﬁ?% u@gr%t é]g&f%ahprll (Sn; t.he gge or more

I'ng a spam
Aegi¥adsedpet hatchéamt khdvail Elasstficasisn foydsogtairess aglability of the users’
connection with spam prevention conprising: neans for
r@dessifigptigpsa set of the nessages; means for identifying

i ntended recipients of the nessages; neans for tagging

a subset of the nessages to be polled, the subset of
messag¥s ¢ dFheasgbotiofridpimi%a whetssethe ofbseird spanifighting ysers

that.are kno spam fighti users; nmeans for
r’EE’gff?hdﬁé S?Sr?%%ruﬁ% OHP Seersélpi%ﬁ%?‘to the user's :
classification of the polling nessages; and neans for
enpl oying the information in conntgcti on Wth trainin

a spaml-fi I'Thermethel fotimatS Wheginsiha mepsage 1s Higst message that is

known to be at least one of spam and good mail and that is injected into a stream of

incoming mail by the feedback loop system and delivered to the suspect users.

92. The method of claim 89, wherein the message received by the suspected
users for polling is hand-classified by a system administrator to train the spam filter with

a correct classification to identify untrustworthy users.

93. The method of claim 89, further comprising at least one of the following
acts:
discounting existing and future classifications provided by users who are
determined to be untrustworthy until the users are determined to be trustworthy;
discarding existing classifications provided by users determined to be
untrustworthy; and

removing the untrustworthy users from future polling.
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94. A computer-readable medium having stored thereon the following
computer executable components:

a component that receives a set of messages;

a component that identifies intended recipients of the messages, and tags a
subset of the messages to be polled, the subset of messages corresponding to a subset of
recipients that are known spam fighting users; A

a message modification component that modifies the tagged messages to
identify them as polling messages to users; and

a feedback component that receives information relating to the user’s
classification of the polled messages, and employs the information in connection with

training a spam filter and populating a spam list.

95. A system that facilitates classifying messages in connection with spam

prevention comprising:

means for receiving a set of the messages;

means for identifying intended recipients of the messages;

means for tagging a subset of the messages to be polled, the subset of
messages corresponding to a subset of the recipients that are known spam fighting users;

means for receiving information relating to the user’s classification of the
polling messages; and |

means for employing the information in connection with training a spam

filter and populating a spam list.
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