WO 03/ 107203 PCT/ GB03/ 02489 A COWPUTI NG SERVICES GRID Field of the

I nvention The present invention relates to a conputing services grid.
Backgr oundood3/mie3 | nventi on Web servi ces have becone the rrgeGBi3/02489

di stributed conmputing and are viewed as the foundation for devel oping a
truly universal nodel for supporting the rapid devel opnent of
conponent - based applications over the Wrld Wde Wb. Wb services are
known in the art to include a stack of energing standards that describe a
servi ce-ori ented, conponent - bagedu-ARRGi Qﬁqﬁggltecture Speci fically,
Wb services are | oosely coupled, reusable software conponents that:
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pr ogr ammefieldl pE thecEmvepbion over standard | nternet protocols.
Conceptual Iy, Wb services represent a nodel in which discrete tasks
wiLhin e-business [RLOGRSSARLAES, desbiluled ey, throyghout 2 val ue net.
Not abl y, many i ndustry experts consi der fhe “Servi ce-ori én b services
initiative to be the next evolutlonary phase of the Internet Typical l'y,
Wb ser viZRaskarew i n interface such as the Wb services
definition Ianguage (WBDL) and can be |nplenented accordlng to the
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refer to thesofd %‘Eé}g-egfprg%dd conti nuous, on-demand access to
conputing services across a di st ri buted conputing infrastructure. Unlike

the conmputing services of the past, eUilities can be closely intertw ned
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Web services can be defined by an interface such as the Web services
definition language (WSDL), and can be implemented according to the
interface, though the implementation details matter little so long as the
implementation conforms to the Web services interface. Once a Web service
has been implemented according to a corresponding interface, the
implementation can be registered with a Web services registry, such as
Universal Description, Discover and Integration (UDDI), as is well known
in the art. Upon registration, the Web service can be accessed by a
service requestor through the use of any supporting messaging proﬁocol,
including for example, the simple object access protocol (SOAP).

Eleétronic utilities (eUtilities) extend the concept of Web services
beyond the basic distributed computing infrastructure of WSDL, SOAP and
UDDI. eUtilities refer to the offering of metered, continuous, on-demand
access to computing services across a distributed computing
infrastructure. Unlike the computing services of the past, eUtilities can
be closely intertwined with underlying infrastructure inasmuch as
different users of eUtilities can receive varying levels of responsiveness
from a selected eUtility according to the terms and conditions of a

negotiated service level agreement (SLA). In particular, an SLA for an



negoti ated service | evel agreenment (SLA). In particular, an SLA for an WO
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ternms of womstiomoml ity, availability, resources and avai lPalbidBoB#248Thus,
quality of service (QS) remains of paranmount concern in the depl oynent
and distribution of eUtilities. in a service-oriented application
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according to the ternms of an SLA. D sclosure of the Invention According to
a first aspecftithe’presantd MsGRitisBA 1Rcbvifegoseay able to support the

automatic, dynamic collaboration and integration of Web services and
eUtilitles across heterogeneous business application systems. Rather, as
described in Ian Foster, Carl Kesselman, Jeffrey M. Nick and Steven
Tuecke, The Phvsioclogy of the Grid,

<http://www.globus.org/research/papers/ogsa.pdf>. (February 17, 2002), at
best the collaboration and integration of Web services and eUtilities can

be viewed as a manual process.

Notably, at present there exists limited sharing of comparable,
albeit not necessarily identical Web services and eUtilities provided by
and consumed by different providers and consumers, respectively.

Moreover, service-oriented applications which rely upon the performance of
a Web service or eUtility can become exposed to unwanted risk where an
unreliable Web service or eUtility cannot be controlled and managed in
real time, even where the performance has been specified according to the

terms of an SLA.

Disclosure of the Invention

According to a first aspect, the present invention provides a
computing services grid comprising: a service desk coupled to a plurality
of service instances, said service instances conforming to a common

service interface; and, a routing component disposed in the service grid,



conputing services grid conprising: a service desk coupled to a plurality
of service instances, said service instances conformng to a common

servi ce iwDesfiees and, a routing conponent disposed in tRETEGBGOZMBIQrid,
WO 03/107203 PCT/ GB03/02489 3 said routing conponent routing individual
service requests to individual ones of 3aid service instances. Preferably,
the grid further conprises a service instance nonitoring conponent; and,
fail-over logic configured to re-route service requests fronrselected
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steps' of : receiving a service request and a specification of quality of
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per f or mangeex 0fans abeh RO b38E VinGevi B8t e6ldsNgr &af ai dr0ves scondidkion, in  said
perfor mange., «ad, whete a fail-over condijtion has heen detected, selecting

ests ugin
an alter natr ve one of ~said severar gorrpara e service instances able to

process said service request at said | evel consistent with said
speci fi cati on 2skorSocharaseeridseswst, ariee bremtinngirsahtial besvides vie servi ce
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of quality of service (QoS) characteristics; selectlng a spec1f1c one of
several comparable service instances able to process said service request
at a level consistent with said specification of QoS characteristics; and,

binding said selected service instance to process said service request.

Preferably, the method further comprising the steps of: monitoring
the performance of said bound service; detecting a fail-over condition in
sald performance; and, where a fail-over condition has been detected,
selecting an alternative one of said several eomparable service instances
able to process said service request at said level consistent with said
specification of QoS characteristics, and binding said alternative service
instance to process said service reguest. In a preferred embodiment, said
detecting step comprises the step of detecting an exception in said
selected service. In another preferred embodiment, said detecting step
comprises the step of detecting a level of performance in said selected

service which lags said specification of QoS characteristics.

According to a third aspect, the present invention provides a
machine readable storage having stored thereon a computer program for
processing service requests in a service grid, as described above, said

computer program comprising a routine set of instructions for causing the



conprises the step of detecting a | evel of performance in said sel ected
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the service. Additionally, the computing services grid can monitor the
performance of selected computing service instances and can perform
fail-over processing where required. Thus, the computing services grid
can dynamically cluster and process heterogeneous computing services in
order to provide a high-level of computing services interoperability which
heretofore has been unattainable in the context of conventional Web
services binding.

In accordance with one aspect of the present invention, a computing
services grid can include a service desk coupled to one or more computing
service instances. Each computing service instance can conform to a
service interface which is common to all computing service instances in
the computing services grid. A routing component can be disposed in the
computing services grid. Specifically, the routing component can. route
individual service requests to individual ones of the computing service

instances.

The  computing services grid further can include a service instance
monitoring component. The monitoring component can monitor the
performance of individual computing service instances charged with
processing individual service requests. Fail-over logic can be configured

to re-route service reguests from selected service instances to others of



service interface which is comon to all conputing service instances in

the conputing services grid. A routing conponent can be disposed in the
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Brief Description of the Drawings

The present invention will now be described, by way of example only,
with reference to preferred embodiments thereof, as illustrated in the

following drawings, in which:
Figure 1 is a block illustration of a services grid;

Figure 2 is a timing chart illustrating a service instance binding

process in the services grid of Figure 1;

Figure 3A is a flow chart illustrating a process for matching a
comparable service instance with a service request in the services grid of

Figure 1; and,

Figure 3B is a flow chart illustrating a fail-soft process for

performing service instance fail-over in the services grid of Figure 1.



process in the services grid of Figure 1; Figure 3Ais a flow chart
illustrating a process for matching a conparable service instance with a
service rwQuwado72dh the services grid of Figure 1; and, FiPgurGB03B2483 a fl ow
chart illustrating a fail-soft process for performng service instance
fail-over in the services grid of Figure 1. WD 03/107203 PCT/ GB03/02489 6
Detail ed Description of the Present Invention The present invention is a
services grid through which a set of conparable conputing services such as
Wb services or eUtilities can be accessed as a commobn service.:
Speci fi caddailea maeyimasn (i Hhe arebent estaftlibahed to represent a group of
conparable conmputing services through a common services entry point.
Responsive to_a reguest for a service recei ve(? Elroma ervi ce requestor,
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servi cessedvioagieayesigrcand dbk sPqund ssrivi tudnseBesi- ness servi ce conpl ex.
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not only to p@écfo%mg ebi gl %késen@sweﬁe% aa@@rs%wgcetsoggi@eg@t&@gm%erw ce
| evel s specified in an _est.ablished b al so to
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services grid can group computing services for the purpose of brokering

services through service desks in a virtual eBusiness service complex.

Importantly, fail-over logic can be included in the service grid in
order not only to perform reliability assurance according to guaranteed
service levels specified in an established SLA, but also to perform
failure-detection and self-recovery for failing comparable service
instances. In that case, the service grid can transparently substitute a
comparable service instance for an already bound service instance which no
longer can provide services to a service requestor due to unavailability,
unsatisfactory performance, or outright failure. Thus, the services grid
can perform fail- soft processing to comparable alternative services

should exceptions occur.

Figure 1 is a block illustration of a service grid which has been
configured in accordance with a preferred aspect of the present invention.
A service grid can include a service desk 100. The service desk 100 can
include both a common entry point 110 and a set of operations 120.
Specifically, the common entry point 110 can define an abstract service
aggregated from individual service abstractions using a formal definition
language such as the Web Services Definition Language (WSDL). In that

regard, the common entry point can specify a uniform resource identifier



shoul d exceptions occur. Figure 1 is a block illustration of a service grid
whi ch has been configured in accordance wwth a preferred aspect of the
present iwWOoeatldmams A service grid can include a service ®€3lGENG0248The
service desk 100 can include both a comon entry point 110 and a set of
operations 120. Specifically, the cogmon entry point 110 can define an
abstract service aggregated fromindividual service abstractions using a
formal definition |anguage such as the Wb Services Definition Language
(WsDL). In that regard, the common entry point can specify a uniform
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sear chekdys @rid.correspondi ng pointers to reference information for each
service instance 150 included in the service grid. The reference
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WEDL, a QoS matr| X, uppl ement trix, R us exception
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serv1 e grl %% ref erence(informatgon, Qtself, can include, for

example, descriptive markup such as WSDL, a QoS matrix, a supplemental QoS
matrix, and status and exception descriptors. In any case, the tables 130
can provide a data structure able to support the operation of the service
grid. In operation a service instance 150 can be added to the service grid
through the selection of the add listing operation. Conversely, a service
instance 150 can be removed from the grid through the selection of the
remove listing operation. Before adding a service instance 150 to the
service grid, the service desk 100 can verify the reliability of thé
gervice instance 150 and can add a supplemental QoS matrix to the internmal
tables 130. Furthermore, disparate service instances 150 can be
encapsulated within a uniform grid service wrapper 160 so as to facilitate
the interoperability of the service grid with both grid and non-grid

service instances 150.

Once operable, a service instance 150 can be repaired or upgraded
merely by modifying the status descriptor for the service instance 150.
Upon receiving a service request in the service grid, the service desk 100
can invoke a grid routing component 140 to identify a suiltable service
instance 150 listed in the internal tables. In particular, based upon
either real-time or pre-selected SLA level specifications, the grid

routing component 140 can select a suitable service instance 150 to



remove |isting operation. Before adding a service instance 150 to the
service grid, the service desk 100 can verify. the reliability of the
servi ce iwetlaneroid50 and can add. a suppl enental QoS nat ri PCraRBO248At er nal
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encapsul ated wwthin a uniformgrid servige wapper 160 so as to facilitate
the iiiteroperability of the service grid with both grid and non-grid
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In step three, a grid services interface discovery service can
search through the internal tables to locate a factory service for
creating an instance of the requested service. Once located, the service
instance can be created by the factory and a handle to the created service
instance can be returned to the common service entry point. In step four,
the common service entry polnt can forward the service request to the
created service instance using the handle provided to the common service
entry point by the grid services interface. Once the service request has
been received by the created service instance, the created service
instance can process the service reguest and can return a response to the
common service entry point. Finally, in step 5 the common service entry

point can forward the response to the service regquestor.

Significantly, unlike the conventional process of binding computing
services to respond to service requests, in the present invention, the
services grid can automatically bind particular service instances to
respond to service requests according to the responsiveness and
reliability of a particular service instance and the level of
responsiveness and reliability required by SLA and QoS terms associated
with the service requestor. In this regard, Figure 3A is a flow chart

illustrating a process for matching a comparable service instance with a



search through the internal tables to |locate a factory service for
creating an instance of the requested service. Once | ocated, the service

i nst ance wan3hen2es eated by the factory and a handl e to t h@CtrcGBezisser vi ce
i nstance can be returned to the common service entry point. In step four,
the common service entry point can forwasd the service request to the
created service instance using the handle provided to the commbn service
entry point by the grid services interface. Once the service request has

been received by the created service instance, the created service
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deci sion block 330, the status of the selected service instance can be
inspected to determine the availability of the selected service instance.
I f the sel ect éd imcki 3%, ithstseheetdds saoti caviaisitabdee can rbebboadd 840rdshendext
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can continue .in L
determined w ether a response has been received from the bound service

instance. 1In not, the process can wait for a response to the service
request from the bound service instance. Otherwise, in block 380, the
received response can be forwarded to the service requestor. Importantly,
the responsiveness and reliability of a bound service instance can be
guaranteed through performance monitoring and fail-over components of the

seérvices grid of the present invention.

In that regard, Figure 3B is a flow chart illustrating a fail-soft
process for performing service instance fail-over in the services grid of
Figure 1. Beginning in block 400, the progress of a request-response
session between a bound service instance and the common services entry
point can be monitored for performance and reliability. In decision block
410, the bound service instance can be tested for fail-over.
Specifically, at one extreme it can be determined whether an error has
occurred in the bound service instance such that the bound service
instance cannot complete the session. Alternatively, the quality of the
session can be compared to gquality levels guaranteed by QoS terms or the
terms of an SLA.

Where the quality of the session is determined to adequately satisfy
guaranteed levels of quality, in decision block 420 it can be determined



In bl ock 350, the selected service instance can be bound to respond to the
servi ce request. Subsequently, in block 360 the service request can be

f or war dedwO®@3ttbieobound service instance. In block 370, it PCarGHD3/02489
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Dynamic e-business requires real-time sharing and integration of
many ready- made, off-the-shelf, atomic, but heterogeneous computing
services such as Web services and eUtilities. Conventional systems
require manual service binding and provide merely primitive routing of
service requests to computing services. The present invention overcomes
the deficiencies of conventional systems by providing automated service
binding and routing according to conditional programming logic in order to
ensure minimum levels of performance and reliability mandated by QoS terms
and the terms of existing SLas.

The present invention can be realized in hardware, software, or a
combination of hardware and software. An implementation of the method and
system of the present invention can be realized in a centralized fashion
in one computer system, or in a distributed fashion where different
elements are spread across several interconnected computer systems. Any
kind of computer system, or other apparatus adapted for carryving out the
methods described herein, is suited to perform the functions described

herein.



I n accordance with the present invention, a service grid can organize,
route, recover and switch conputing service such as Wb service and
eUtiliti ewoaatiermes i cally. Specifically, a services grid caoTheBodessabl i shed
to represent a group of conparable services through a cormon services
entry point. Subsequently, the servicesigrid can automatically bind
service instances to handl e individual incom ng service requests.
Furthernore, the services gri d can performfail-over processing to
conpar abl e alt rnatlve serV| i nst ances wher.e excepti ons_qr performance
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the i nplefeftaes eoFcctPr?eOFré?chﬁoﬁkve&éé@Tl bed herein, and which, when | oaded
in a conputer systemis able to carry out these nethods. Conputer program
or application in the present context means any



expression, in any |anguage, code or notation, of a set of instructions
intended to cause a system having an information processing capability to
per f orm awpastiozod ar function either directly or after ei PoErGRIB/ODBYh of
the followi ng a) conversion to another | anguage, code or notation; b)
reproduction in a different material form Significantly, this invention
can be enbodied in other specific forns without departing fromthe
essential attributes thereof, and accordingly, reference should be had to
the followi ng clainms, rather than to the_foregoing specification, as

i ndicating the scope of the invention<E8%3/107203 PCT/ GB03/ 02489 12
CLAIM5S 1. A conputing services grid conprising: a service desk coupled to
a plurality ofa sefvitegl fstabsLsrigalddprSamnyt ce i nstances conformng to a
common service interface' and, a routing conponent disposed in the service
grid, said routin onent routing individual service requests to

i ndi vi dual onéb S6FVEE ]‘sé’PW]ceg FRst Bheed ity ofrRerdgRptitstAgceer §7%ks grid
of cl ai mservieg tlheraf@@ﬁpcrqn@ngl.ng bo servimpe BestizrcentepAadeor amy conponent ;
and, fail-over logic configured to re-route service requests from sel ected

ser vi ce i nSt anees, (0 OLARS A SablSeLyi e LSLANCes whane Said,, servi ce

i nstance nonitorin ent tects a fail-over con id

sel ect ed SEPVEE f‘%’strlﬁﬂc]é’g”%dua%h%eré’dﬁ%lﬁﬁqﬁﬁs?elwr T vvad ‘EﬁescP%rsrﬁlQ
wher ei n $ardidainrspees- conditi on conprises one of an error condition and a
performance deficiency condition which |ags behind guaranteed IeveIs of

per f or mange. %heTxapeewggmagr 4iGeSs Q:rl'fagmolf, ghﬂh@rl mgng %Pe > dfufthef

conprising a service instance ory configured to I Nt i vi dua
ones of said service |nstances responsrve to receiving a service request.

5. The conput iEng§eSErei Eesaped dont taniyg proscerkintgg @dim further conprising a
grid services interface through whi ch said service desk can Iocate and

requests Ui?ﬂ% a sel.ection service. n a servrces as c arned in any

pr ecedi n§* ﬁ] SSFVeET \hnc?eancr‘eéqﬁ%s"tthﬁlf%eessﬁjﬁig Sﬁ@flﬁddlpcgdﬁﬁ??ss PR Agidt eps

of : service instance monitoring component detects a fail-over condition in

said selected service instances.

3. The computing services grid of claim 2, wherein said fail-over
condition comprises one of an error condition and a performance deficiency

condition which lags behind guaranteed levels of performance.

4. The computing services grid of claim 1 or claim 2, further
comprising a service instance factory configured to instantiate individual

ones of said service instances responsive to receiving a service request.

5. The computing services grid of any preceding claim, further
comprising a grid services interface through which said service desk can
locate and bind individual ones of said service instances to respond to
service requests using a selection service.

6. In a services grid as claimed in any preceding claim, a service
request processing method comprising the steps of:

receiving a service request and a specification of quality of
service (QoS) characteristics; -

selecting a specific one of several comparable service instances
able to process said service request at a level consistent with said

specification of QoS characteristics; and,



receiving a service request and a specification of quality of service
(QS) characteristics; selecting a specific'one of several conparable

servi ce iwettaners3 able to process said service request atrCa/GB»3®b489
consistent wth said specification of QoS characteristics; and, WO

03/ 107203 PCT/ GB03/02489 13 binding sait® sel ected service instance to
process said" service request. 7. The nmethod of claim6, further
conprising the steps of: nmonitoring the performance of said bound service;

detecting a fail oy difdg sai d .perfornance;, and, .where a
fail-over condi t?on%rhascageén %%?esetrvace lglseagfl fﬁoﬁfstsefﬁja%/\g\%_vjocﬁe of said
sever al CSﬁ‘BLhﬁsébl e service instances able to process sai d service request
at said level consistent with said specification of QS characteristics,

and bi ndi ng sairHe aldtRéD @il ¥E2iHEE VIfQ%thémésﬁﬁqglﬁ@ tRE0GRSs Sai d service
request. 8. The nethod of claim?7, wherein said detecting step conprises

the step of detecting an exception in said selected service. 9. The method
of claim7, whBP&STs FhEREEPTIGost Fp Sethprisdsernieeistep of detecting a
| evel of perfornance in said selected service which |ags said

specification eétdpigharact-8vestdoas:tib- 1A HBE HRe-HRadabl.g45t or age having
stored thereon a conput er program for processing service requests in a
service grid, clal med in any of claims 1 to 5, said conputer program
conprising a r&Tng $at-ofer F?f?tlltbﬁrt B sPFear deters Py SEhRStHRS Hime t o
perform t#ﬂé%ﬂ@tﬁsfeoéne réceiidi pgrearad evomperairleqsesti canchsaaspacabliecabi on of
qual i t?/ ogrocsg;ﬁaee 4R Bre chanant gfu&taC§evet§e&&gtlga&taw§ﬁﬁggiaC one of t
several c v rvi ce reques
at a | eve%gggﬁy stt(i 81?1%& bgﬁ éhgﬁcf?t%g?%cllcf [ ¢at |§lnr%gfl g@)aédc?a%‘reé% T estde ® and,
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8. The method of claim 7, wherein said detecting step comprises the

step of detecting an exception in said selected service.

9. The method of claim 7, wherein said detedting step comprises the
step of detecting a level of performance in said selected service which
lags said specification of QoS characteristics.

10. A machine readable storage having stored thereon a computer program
for processing service requests in a service grid, as claimed in any of
claims 1 to 5, said computer program comprising a routine set of

instructions for causing the machine to perform the steps of:

recelving a service request and a specification of quality of

service (QoS) characteristics;

selecting a specific one of several comparable service instances
able to process said service request at a level consistent with said

specification of QoS characteristics; and,

binding said selected service instance to process sald service
reguest.



