F0447/31ﬁ{ é%j%g? 2005 1 DESCRI PTI ON CERTI FI CATI ON METHOD, COVMUNI CATI ON
DEVI CE Al 3 | | CE 5 Technical Field The present invention relates to
a certification method for judging the authenticity of the connuniquhmf
party, a conmuni cation device and a relay device to realize the 2005
‘certification nethod. | o Background Ar§ Various certification nethods for
judging the authenticity of correspondents have been in existence for a

long tine. Many certification netﬁggﬁgﬁxhﬁgage to a comuni cation system
utilizing an open network for the I lic such as the Internet have
been devel oped i | g ' i blic key
crypt ography iSCgﬂgP@?E%*§99§§P4¢??§2?¥gﬁbﬁﬁgﬁHggfﬂﬁﬁpgﬂiFﬁgﬂﬁgg?y used. In
the digital sign nethod, a sendaNDV'REI AYCDPNIGE2 pl ai ntext by a secret
key owned exclusively by the sender, transmts the enciphered text, which
a recipient decrypts using the sender's public key. If the decryption is
successful, the recipient can be certain that 20 the decrypted pl ai ntext
was t3%andrechnechlidpeldhe sender. A successful decryption through a correct
mat ching of the secret key and the public key can be achi eved; however, in
order to ensur dhehpresgnhigventien eelases seaueerntifidatiomimethodefbr judgisg the

necessary to@_guar antee that the public key belongs to the real sender.
This guadifi@iIGy pEihe LOmBPRACHION Parke\d oomEBuRication deviceand a relay

enci phered. b he secret key..owned exclusively by an inpartial party,
i.e., a gg?’ﬁ?ﬁﬂﬁ@%ﬁﬁ&r%’i}&?ﬂ&f‘ Iingﬁﬁ%&say, in the instance the

reci pient holds a public key of the Ctrtiyi~, g Authority, and the sender
transmts the above enci phered data along with the sender's own public key

cg;;%é;gg&@?ggha%fromthe Certifying Authority, the recipient firstly
verifi

Various certification methods for judging the authenticity of
correspondents have been in existence for a long time. Many certification
methods suitable to a communication system utilizing an open network for the
general public such as the Internet have been developed in recent years. A

15  digital sign method using public key cryptography is one kind of certification
method, which is widely used.  In the digital sign method, a sender who
enciphers a plaintext by a secret key owned exclusively by the sender,
transmits the enciphered text, which a recipient decrypts using the sender’s
public key. If the decryption is successful, the recipient can be certain that

20  the decrypted plaintext was transmitted by the sender.

A successful decryption through a correct matching of the secret key
and the public key can be achieved; however, in order to ensure that a high
level of security is maintained, it is necessary to guarantee that the public key
belongs to the real sender. This guarantee is realized by a public key

25  certification, which is enciphered by the secret key owned exclusively by an
impartial party, i.e., a Certifying Authority. That is to say, in the instance the
recipient holds a public key of the Cezrtifying Authority, and the sender
transmits the above enciphered data along with the sender’s own public key

certificate acquired from the Certifying Authority, the recipient firstly verifies



F0447/ 3137 2 % AUG 2005 2 the authenticity of the public key certificate
using t hef it HW%Q Aut hority's public key. And secondly, decrypts the
enci phered data using the sender's public key included in the 25 AUg 2005
aut henti cated public key certificate. Sender's public key used here is
guaranteed by Certificate Authority. Therefore the 5 success of the
decryption on the above-enci phered data neans nothing else than a

t b tji.ficate Authority that.th d f fh i phered dat
s aut hertPeAURRBGHH OC G public hey carificaie wung,the Cegafying, Awhaniysr i 1y
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certificate. Precise cloCking of the receiver is necessary to maintain a

high | evehanod gircanteeybsi Oexificme eAugteorityochatntharakadenfi ther eftithered
judgenment regarding the validity period of the public key. Deviations in
t he cl ocklatg1pretdemtic.i me of conmuni cation devices, such as currently
exi sting personal conputers, 20 inevitably occur_and deviations are
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B(r)nt f ngﬂl xyfntthe puBIRe Keyctértifidaté Reith ulférenke Yot & YAlbERIMAP Predthl tothe Ri/the
receiver. The receiver naturally determines that the public key certificate is
authentic, if the present time is within the validity period of the public key

15 certificate.

Precise clocking of the receiver is necessary to maintain a high level]
of security since imprecise clocking makes an inprecise judgement regarding
the validity period of the public key. Deviations in the clocking present time
of communication devices, such as currently existing personal computers,

20 1nevitably occur and deviations are gradually enlarged, even though a user of
the communication device may start clocking at the precise present time. In
other cases, a user may forget the initialization of the clocking time, or a
completely false in the initialization. In such a case, wrong present time is
clocking in the receiver. Without a precise clocking of the present time it is

25 impossible to judge with accuracy, the validity period of a public key
certificate. The problem of the incorrect clocking of present time affects not

only the authenticity of the public key cryptography method, but uniformly

affects all certifying methods having a validity period for the certificate.




affects all certifying nmethods having a validity period for the

certific Pé?gﬁéiﬁ?y3l37 2 5 AUG 2005 3 Disclosure of Invention it is an

obj ect of the present invention to provide a certifying nethod, which is
able to maintain the high level of security required, along with a 3 0"
‘conmuni cation device and a relay deviceg to realize this certifying né\twg(}
5 To achi eve the above purpose, the present invention provides a

certifyi t hod rising: a transm ssion step by a relay device for
transrﬁt?ﬁﬁgreqslufféoﬁgg?%?pon corresponding to the clocking present tine of
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by said comunication device; lay step by sai ay" ( tor .
rel ay ng certiflocachievenfienaboee Wuipose,CEié | hresehe Malamlicny pryviges gaid

certificate information 15 being transmtted from said ot her commruni cati on
devi ce t oetfiying corethiod cedimpnsiieyi @e tramsniseion fsyemaby he relhhedevigt ifop of
said other communication device or said other communication device user; a
j udgnment tragsapttg s dimecsiounavan; eorespamsingde thedgiosking erasent timepofsent
time is within the validity period specified in said certificate )
i nf or mat P&IH TEdR R PENIGENIR CORMUNITALIOR UENIGNWhea s coramursaanidevaee sai d
present tﬁii?%t of the concer ne cog)rruni cation devic c.orr%gt ed in .éaipﬁi
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step andoRking Presdrtodhit o SAINBOIRAanAnR AVIEE! A\ thd Basis' OF 8d Bhe
provi des a confunication device communicating through a relay device with
anot her pfforkiationt i@ingiBiticde in said transmission step and received by said
communication device; a relay step by said relay device for relaying certificate
information with a certificate validity period, said certificate information

15 being transmutted from said other communication device to said
communication device, and certifying the authentication of said other
communication device or said other communication device user; a judgment
step by said communication device for judging whether the present time is
within the validity period specified in said certificate information relayed in

20  said relay step and received on the basis of said present time of the concerned
communication device corrected in said correction step; and a certificate step
for judging the authentication of said other communication device or said
other communication device user by said communication device through the
judgment result in said judgment step and said certificate information.

25 In addition, this invention provides a communication device
communicating through a relay device with another communication device,
comprising: clocking means for clocking the present time; receiving means for
receiving certificate information, for the authentication of another

communication device or another communication device user, with certificate




conpri si ng; 04 cking nmeans for clocking the present tine; receiving nmeans
for recel %J%Jeﬁ ificate information, for the authentication of another
conmuni cati on devi ce or- anot her conmuni cati on device user, with cert5i Mﬁcat e
F0447/3137 2 5 AUG 2UD5 4 validity period from said other communi o & g 2005
device through said relay device, andsreceiving tinme information fromsaid
relay device to correct the clocking present tine of said clocking neans

that it .i . ' t,th tart of. ication with said ather
communi cHABHONRATICH HBRY Said Gpiher cOmENYBICARER; Sevie, thrRlgh cerdneelay
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t hrough said correction neans; certifyling nmeans for judging the

aut heat | qacANfOr cofrelril the (168KIHY BRdsenn tinY idfesd JeERinY Affans on the
comuni cati on device user using the Judged result of said judgnent neans

and sai d basig of ithatreceviedr tinia h’rfbrﬁradidiﬁtlﬁ'bﬂn‘ghasaidrremﬁftsnfsahs,d%@gﬂ‘ielﬁtng
the propriety of the comunication with said other comunication device in
15 accor daeas or judging ewhetherathe mpresent time dsdwithini the atadidisarperiod
According to, the.invention, a conpunication device corrects its, own
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communication device user using the judged result of said judgment means
and said certificate information; and determination means for determining the
propriety of the communication with said other communication device in

15 accordance with the certificate result of said certificate means.

According to the invention, a communication device corrects its own
clocking present time through the time information received from the relay
device and judges on the basis of a more precise, corrected present time,
whether 1t is within the validity period of the certificate specified in the

20  certificate information needed for certifying the communication party.

In addition, this invention provides a relay device to relay
communication between one communication device and another
communication device, comprising: clocking means for clocking the present
time; recelving means for receiving a connection request to demand the start

25 of communication with said other communication device; generation means
for generating the time information, to correct the clocking present time of
said communication device so that it is more precise, on the basis of the
clocking present ume of said clocking means, when said receiving means

receives said connection request; and transmission means for transmitting the




time; receiving nmeans for receiving a connection request to demand the
start 25 4 lcation with said other communi cation devi ce; generation
nmeans for generating the time information, to correct the clockinq 2&@3@&%
time of said communication device so that it is nore precise, on tﬁ

of the clocking present tinme of said glocking means, when sai d receiving

nmeans receives said connection reques and transm ssi on neans for
transmtting .the F0447/3137 2 5 AUG,2005 5 tine information generated by
sai d gendWBE 1BFOIRAAN gEeERed Binhthd SANCsAIOnaMEaRS tAcad (RaTgmunicAtion
inventiora,é when the relay device receives a connection request for
starting JKrfuni cation with another communication 5 device, the rel ay
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cl ocki ng means for cl’ocking The present tinme; receiving neans for recerving

a connecinformatiesd the avaaivhieativldedte dor dHERIng th@'%’l@é‘ﬁidgrlgrﬁe@ﬁt of
comuni cation with said other comunication device; generation neans for

gener at i tigne lof theé comminicmiomdevice swthatdt ig orelprekisey present tine of

said other comunication device so that it is nore precise on 15 the basis

of the clocki ndnpragsshen; i tisofinygntiosl optavidesreansrelapierdevdce  toecwslayng

means receives said connection request; and tyansm ssion nmeans for
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sai 0 ot gﬁr conmuni cation ,deyi ce. Accordin o_this invention, the .relay
e, n
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demand the start of communication with said other communication device;
generation means for generating the time information, to correct the clocking
present time of said other communication device so that it is more precise on
15 the basis of the clocking present time of said clocking means, when said
receiving means receives said connection request; and transmission means for
transmitting the generated time information by said generation means to said

other communication device.
According to this invention, the relay device, on receiving a
20  connection request for starting communication with another communication
device, generates the time information for correcting the clocking present time

of the other communication device so that it is more precise; and transmits the

time information to the other communication device.

25  Brief Description of the Drawings
Fig.1 is a diagram showing a total configuration of the
communication system to which the certifying methiod is applied in one
embodiment of the present invention.

Fig.2 is a block diagram showing a hardware configuration of



of the otFJa%r”c Wi cation device so that it is nore precise; and transmts
the timeinforndation to the other comruni cation device. 25 Bri ef
Description of the Drawings Fig.1l is a diagram showi ng a total
configuration of the comunication systemto which the certifying nethod-

- is -applied in one enbodinment of the present invention. Fig.2 ﬁﬁﬂﬁck
di agram showi ng a hardware configuration of F0447/3].37 6 25AUG p'!

how ng RN 2RSS ot BEp SIUPS g Ratr b Rarioniyydehy s <4 bl ook
di agr am show ng gag hardwar 5001 kUt atl ARWinkP a hatBliee WnkblERGaTBpSes
e comuni cati on®System Fg.5 1§ a flowchaft show ng I n one®enbodi nent a

processi pgtdwWservdt GWSs inpl enented by portabl e phone M5 at the tine of
starting™SSL ‘conmunication. Fig-6 is a flowhart showi ng in one enbodi nent

a processing fl N%A 19 amMbll6dk i Hagrazhesiow gtk by hapdewey cifi@iraGoh af IPe
time of starting SSL communicatron. Fig.7 1s a flowhart show ng in one
enmbodi mestnerpVpedsshrpmposes thettarhnmiumnicapbamsyster. by | P server Wat the
time of starti n%iSSL_ communi cation. 15 Fig.8 is a sequence di agram show ng
in one enmbodi meftigd {9 evilowcharteshdwmg sn qne eptxudplenipa processing fitovf
starting SSL, comyunication hy portable phone MS with |IP server W Best

Mode for WeHFRyIshgmplemeRted e Porablo irene YiSh @t tthet Heng fwstagtingadSL

enbodi ment_wi | |. be. described in accordance with the present invention as
fol | ows: communication.

Fig.6 is a flowchart showing in one embodiment a processing flow,
10 which is implemented by gateway server GWS at the time of starting SSL
communication. ‘

Fig.7 is a flowchart showing in one embodiment a processing flow,
which is implemented by IP server W at the time of starting SSL
communication.

15 Fig.8 i1s a sequence diagram showing in one embodiment a flow of
the signals, (a message) up to the time of starting SSL communication by

portable phone MS with IP server W.

Best Mode for Carrying Out the Invention
20 Referring to the drawings, an embodiment will be described in
accordance with the present invention as follows:
(1) Total Configuration
Fig.1 1is a diagram showing the total configuration of the
communication system applying the certifying method of the present invention.
25  This communication system provides the WWW (World Wide Web) service to
portable phone MS with a browsing function.
In this figure, portable phone MS is a mobile device receiving a
packet communication service provided by the mobile packet communication

network MPN. Portable phone MS 1s served by the mobile packet



(1) Total ' tion Fig.1 is a diagramshowi ng the total configuration
il 2T

of the on system applying the certifying nethod of the present

i nvention. 2s This conmunication system provi des the WW (Wrld Wde Wb)
service to portable phone M5 with a browsing function. In this figui)ﬁ,
portabl e phone M5 is a nobile device rgceiving a packet comunicati AUG 2005
service provided by the nobile packet communication network MPN. Portable
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(Secure Sockets “Layer ni cation protocol the pac ransm ssion

and receigrtab3eL phona MSMUMTaddiioR! %@C‘ﬁqrﬁdﬂléu*nﬁbhégs@p rts Cid | §SEate
/ data encryption between a server and a Client. Tn the ¢ ni cation

through (S8tufeSSockemsriayes) commeniianist proiotol Mo thespadiiti Gahsmissivhhod
of enci phered comuni cation with a coomon key is performed after
certifyiapd teaeiphe SS8hmmacetmmumeantipnt pratoghl stipupating e.gcyceatidiogte i/on
met hod. Mobi | e packet conmmunication network MPN includes plural base

st at i ons d3&a eprryptiopheseen aseyebhend g dierts orkn the, ccangmmlwapioslew@ugm/\s,
d int | ni cat i | . B tafi BS ni_cat es
B th por S 6UPPbnCOTRBIRGATITh R TENAREr giin 1B (ASSCHPSINY:  PaBRANOGS Of
b i b PS |. t t in . ket criber, .
sw ¢ chi ngneRER Eimmytialod VRN ohifih kel BT oRheR BHE beifiinge

t apl : Is a
Compiter (hy SPEamuR At BRIGIRYoEH VEE piic 1Y PSR RlcrlRY, 10
i nterconnecting rbblle packe! céamiiicadbhOoRetwork MPN includes plural base

stations BS, plural packet subscriber processors PS, a gateway server GWS,

and interconnecting communication lines. Base station BS telecommunicates
with portable phones MS stationed in its own BS radio zone.  Packet
15 subscriber processor PS is a computer system in a packet subscriber switching
office having plural base stations BS to relay packets between portable phones

MS and gateway server GWS.
Gateway server GWS is a computer system in a mobile packet
gateway switch & transit office interconnecting mobile packet communication
20 network MPN with other communication systems, e.g., Internet INET.
Gateway server GWS is managed by a communication business entity, which
runs mobile packet communication network MPN. This communication
business entity works as an impartial third party for the SSL communication
between portable phones MS and IP server W. In addition, gateway server
25 GWS functions as a so-called proxy server, and performs a protocol
conversion between different networks, a communication relay, and so on.
To be more precise, the conversion of the communication protocol means, an
interconversion between a data link protocol for a mobile packet

communication network MPN and a data link protocol for Internet INET, e.g.,



20 net\/\orEJB‘lW:yB% ot her communi cati on systens, e.g., Internet |NET.

Gat eway serve I s managed by a conmuni cati on business entity, which
runs nobi |l e packet communi cati on network MPN. This conmmunication business
entity works as an inpartial third party for the SSL comuni cati on éa?lmqm
‘portabl e phones M5 and I P server W Ingaddition, gateway server 25
functions as a so-called proxy server, and perforns a protocol conversion
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Internet Protocol), HITP (Hyper Text Transfer Protocol), and soTorth: In
addi ti pnbygghfwa/y ssUrver GOWNS Nawring  SSebimauhiditioP throish ahet gﬁieiv@j’ SSL
communi cafi on cannot be grasped by gateway server GAS5 during SS

conmmi catiner beétmaeghpotteblmphony MS andelP BetwereW, pnid dit gapdwag ddsvend | P
server W and the gateway server works nerely as a router. IP sever Wis a
server cwokstrnergly@siatautast | NET and provides clients such as portable
phone M5 with WWVservige., Furthernore, IP server Wsul,&pérts SSL, and can
perform SSL conMin$@di ¥Y) i @ rsepyer gemaectingpipdatarset INEEqand gproviges
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returns Server Hello Message and Server Certificate Request Message with its
own public key certificate to portable phone MS, when IP server receives
Client Hello Message in SSL communication from portable phone MS
15 through Internet INET.

Certificate Office C is an impartial third party realized as a server
connecting to Internet INET. The Certificate Office issues and manages an
electronic certificate such as a public key certificate. For example,
Certificate Office C returns an electronic certificate or a public key of

20  Certificate Office C to the requesting party in response to a request from
portable phone MS or IP Server W. Furthermore, the public key certificate
issued by Certificate Office C contains date & time information with the
validity period for the public key certificate. The date & time information of
the public key certificate 1s set up by Certificate Office C.

25
(2) Configuration of portable phone MS

Fig.2 1s a block diagram showing a hardware configuration of a
portable phone MS. As shown in Fig.2, the portable phone MS comprises a

transmitter/receiver unit 21 (equipped with, an antenna, a radio unit, a



el ectronic certificate such as a public key certificate. For exanple,
Certific£t0é4%‘/f3i1@3 Creturns an electronic certificate or a public key of
20 Certificate Ofice Cto the requesting party in response to a regyemgm%
from portable phone M5 or IP Server W Furthernore, the public key
certificate issued by Certificate Offdce C contains date & tine
information with the wvalidity period for the public key certificate. The
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sound produc (equi pped wth, Il er ‘and a speaker)

produgi ngn; Saougdid afystaP dsplagr 28 iwithuaidisplay' aFfea; noweal tignd WIBER! 27 for
characters, and so 5 on; aliquid crystal diSplay 25 with a display area; a
real timeledking tBe presentaimekand a denwoleeB6 for ventroiting thesennliter 26 for
controlling these units. Controller 26 conprises_CPU (Central Processing
Unit) 261 for v&iammdleroZ6r sosnpred (RBRd (&mrai/eﬁmwssmg Ymit)s 26li dgr

S ot LT e A s e 210 S DB ™
(Random Acgcess Mempry) 263 to.be.used as a.work area of 261; and
nonvol at Al BOWSHr 3 Sko4 TBMUBHCHING PHGESAs Hioerar) Jind (Ihebshenesany i o
<oy o PRRLERY B % Syif EAARAE. 0B GAOS B YRR RABURAL "
ME are  Jckest Mefhdr)) PO #PBe Useld a8 WeHR ate£ of R PLY2894and nonvolatile
memory 264 for storing various information such as the public key of
Certificate Office C. Furthermore, one or more types of encryption algorism
and one or more types of compression algorism for portable phone MS are
15 stored in ROM 262 or in nonvolatile memory 264.

CPU 261 reads out and implements software stored in ROM 262, and
controls ROM 262, RAM 263, nonvolatile memory 264, and each part of
portable phones MS 21-25 & 27, when the electric power is applied to
portable phone MS. In addition, CPU 261 implements the SSL

20 communication program stored in ROM 262 when a user inputs a command
through input unit 24 to start SSL communication.  CPU 261 first transmits
a message to gateway server GWS in accordance with SSL. communication
program to request SSL communication starting with the communication party
(e.g. IP server W) indicated by user’s input operation. In addition, CPU 261

25 receives a message responding to the above message from gateway server
GWS by transmitter/receiver unit 21, and corrects, through the time
information contained in the concerned message, the clocking present time of
real time clock 27 so that it 1s more precise.

Furthermore, CPU 261 performs certification operation for the



CPU 261 reads out__and inplenents software stored in ROM 262, and controls
ROM 262, FRAI263 3 honvol atil e menory 264, and each part of portable phones
M5 21-25 & 27, when the electric power is applied to portable phone M5. In
addi tion, CPU 261 inplenents the SSL 20 communi cation program st orddAin2Bom
262 when a user inputs a command throygh input unit 24 to start SSL
communi cation. CPU 261 first transmts a nessage to gateway server GA5 in
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certification ation for the F044 200 communi cat1 on

partys on jhtladiag ijﬁd?émkhﬁ vhithee thepreserti thineaisewitiihaheedalidity petRyd/ 6F
cert ificate request nessage which i's received by transmtter/Treceiver

unit 21, thérepybiid ikeyk eprioficaier t | AndaGPlO 26t ecéhtimies IBSInocempmenicadion,
corrected clocking present tine of real tine clock 27, the certification
oper at i oondyi whiendithg origawmeatione pacty tiseapihentivated nm ithewcerifacatien
validity period of the public key certificate. And CPU 261 continues SSL
comuni cAPEEHI0Non| y when the conmunication party is authenticated in the
certification operation. 10 (3) Configuration of gateway server GA5 Fig.3
is a block diagram showi ng a hardware configuration of gateway server GAS.

31 107 oo ghalBh RN RR PSS “Thr ough base station B8, and
packet subscri befiopy qgegshiigek Ndiaghain 'sBbWiRg! a hardware configuration of
gateway server GWS. As shown in Fig.3, gateway server GWS comprises
radio communication unit 31 for communicating with portable phone MS
through base station BS, and packet subscriber processing unit PS, internet
15 connecting interface 32 for communicating with IP server W etc. through
Internet INET, rewritable storage unit 33 for storing various programs and data
(e.g. semiconductor disk, hard disk), real time clock 35 for clocking the
present time, and control unit 34 for controlling these units.
Real time clock 35 clocks the precise present time. There are
20 methods, such as NTP (Network Time Protocol), to precisely maintain the
present time clocked by real time clock 35. Furthermore, in this
embodiment, gateway server GWS acquires the time information through a
dedicated line (drawing omitted) from a device clocking the precise present
time, e.g., Certificate Office C and corrects the registered time of real time
25  clock 35 using the concerned time information.
Control unit 34 comprises CPU 341 for vanous controls, ROM 342
and RAM 343. CPU 341 controls ROM 342, RAM 343 and the units 31-33
& 35 of the gateway server by reading out and implementing programs stored

m ROM 342 or storage device 33.



15 connecting jnterface 32 for conmunicating with I P server Wetc. through
I nt ernet FlOde ,/3r13\%i tabl e storage unit 33 for storing various prograns and
data (e.g. sem conductor disk, hard disk), real time clock 35 for 2(5::@5%&9
the present tine, and control unit 34 for controlling these units! I
time clock 35 clocks the precise presepy tinme. There are 20 nethods, such
as NTP (Network Tinme Protocol), to precisely maintain the present tine
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and i npl enenting progra stored in ROM 342 or storage device

FO4474 31ITP SoMéetiiiDhetiveen poeiablenphéint) B8, weashr és 4 rsemgersef orhislel ay
tinme of nobile packet communication network MPN from gateway server GAS to
por t abl e mgssage, Myl IRhierher Wnwhicls 19 areamesunicetsageartprwihahis portable
communi cation and stores the delay tinme in RAM 343. Furthernore, CPU 341

establ i spbons WP, ovherectPSh Jk wesnivssr aantquest omessage Wiarchtarting Sélder
por 1 abl ¢ COPNBHBNAON HBEP &R J 9 SRR IRSaORCHRRSE Abosdfordgoanabhthy
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clocked by real time clock 27 of portable phone MS so that it 1s punctual. CPU
341 transfers a message contajning the time information to radio
communication unit 31 to transmit the information to portable phone MS,

15  which requires the starting of SSL communication.

(4) Configuration of IP server W
Fig.4 is a block diagram showing a hardware configuration of IP
server W. As shown in Fig.4, IP server W comprises Internet connecting

20 interface 41 for communicating through Internet INET with gateway server
GWS; rewritable storage unit 42 for storing various contents, secret key &
public key of IP server W, SSL communication processing program etc.; real
time clock 44 for clocking the present time; and control unit 43 for controlling
these units.

25 Control unit 43 comprises CPU 431 for various controls, ROM 432
and RAM 433. Furthermore, one or more types of encryption algorithms and
one or more types of compression algorithms are stored in ROM 432 or
storage unit 42 to be used by IP server W.

CPU 431 controls ROM 432, RAM 433 and units 41-42,44 of IP



341 transfer message containing the tinme information to radio

.communi cgtoi'lé%/%r}' 31 to transmt the information to portable phone M,

whi ch requires the starting of SSL conmunication. (4) Configurati on £o ﬁqslﬁuﬁ
server WFig.4 is a block diagram showi ng a hardware confi guration of
'server W As shown in Fig.4, |P serverjjVconprises |Internet connecting 20
I nterface 41 for comruni catl ng through Internet INET with gateway server
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storage unit 42. In addition, CPU 431 starts SSL communi cati on processing
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client hello message. Second, CPU 431 chooses an encryption algorithm and a

compression algorithm to be used for SSL communication with portable
phone MS among the specified encryption algorithms and compression
algorithms. Then CPU 431 generates a server hello message, which reports
15 the chosen encryption algorithm and the chosen compression algorithm, and
transfers to the concerned server, the server hello message through the Internet,
connecting interface 41 to the client hello message sender, 1.e., portable phone

MS, as a return.
Furthermore, CPU 431 transfers a request message for a server
20 certificate with a public key certificate of IP server W stored in storage device
42 through Internet connecting interface 41 to the client hello message sender,

1.e., portable phone MS.

(5) Operation

25 The operations of portable phone MS, gateway server GWS and IP
server W, which are performed for portable phone MS and IP server W to start
SSL communication, will be explained with rcference to Figs.5-8. Note that
the above-mentioned operations are carried out only after CPU 261 started the

SSL communication program, and note that CPU 341 of gateway server GWS



conpre55|on a% orithmto be used for SSL comunication with portable phone
Ms anong kG I ed encryption algorithnms and conpression algorithns.
Then CPU 431 generates a server hell o nessage, which reports 15 th Pm§
encryption algorithmand the chosen conpression algorithm and. tra i ers
to the concerned server, the server hejio nessage through the Internet,
connecting interface 41 to the client hell o nessage sender, i.e., portable
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above- nenti oned™operations are carried out only after CPU 261 started the
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F0447/ 3137 5 AUG 2005 13 has already calcul ated and stored in RAM 343 the

t ransm s furthelehene, tthmputﬂhr kag rofn@erti &cptecOéfice whombd deenicoheertstored MPN.
In addition, the secret X | P server Wand the public key certificate
shoul d hagnvedehlesmemary 20 Dlﬁ@%‘tﬁhlagélcdl@\m 42 of IP server W
Certificate Ofi C shoul d have suds ublic key certifjcate for

the public key, WHESha KECE <Dostable; BEOBE § argp %?%Felm?ﬁé‘%‘ﬁbl ic
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262 for tpIi‘Scessmg shown in Fig.5. Namely, CPU 261 first generates a request
message (e.g. “Connect https://...”) for SSL communication with IP server W
designated by the user. Then CPU 261 transfers the concerned message
through transmitter/receiver unit 21 to gateway server GWS (Step SAI). As

15 aresult, message ml is sent from portable phone MS to gateway server GWS

as shown in Fig.8.

First, CPU 341 of Gateway server GWS establishes a TCP
connection between portable phone MS and IP server W as shown in step SB1
in Fig.6, when CPU 341 receives message ml through radio communication

20 unit 31 (message m2 in Fig.8). Second, CPU 341 acquires the clocking
present time of real time clock 35 (step SB2). In addition, CPU 341 acquires
the transmission delay time stored in RAM 343. Then CPU 341 adds the
concerned transmission delay time to the present time acquired in the above
step SB1, and thereby generates the time information indicating a ime which

25 1s after the present time by the transmission delay (step SB3).  Next, CPU
341 generates message m3 containing the generated time information and
transfers the concerned message m3 through radio communication unit 3t to-
portable phone MS (step SB4). As a result, message m 3 is transmitted from

gateway server GWS to portable phone MS as shown in Fig.8 as a response



pr ocessi r;g) ShO)Nn Iin Fig.5 Nanely, CPU 261 first generates a request

nmessage ( .49"1.7 "“Cornect https:l1/...") for SSL conmunication with IP s§rv)ﬁlr \6V
designated by the user. Then CPU 261 transfers the concerned nessage 5 AUS 2003
through transmtter/receiver unit 21 to gateway server GA5 (Step SAl). As
‘15 a result, nessage nl is sent from ppytable phone M5 to gateway server

GAN5 as shown in Fig.8. First, CPU 341 of Gateway server GA5 establishes a
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phone M5 (step SB4). As a result, nmessage m3 is transmtted from gateway
server GnEEssegpanBablAs phoasaltyshasletking preseng tneofaraad spossel orb4d7 /18137
14 2 5 AUG 2005 nessage .to nessage nl, show ng the establishnent of a TCP
connect i 6RITeCted safhatit 15 MARCPreEd S er GAS perforns only the packet relay
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client-hello message m4 to notify IP server W of encryption algorithm and
compression algorithm for the usage of portable phone MS. As a result, the
client-hello message is transmitted from portable phone MS to IP server W

15 through TCP connection established between portable phone MS and IP server

W, as shown in Fig.8.

First, CPU 431 of IP server W specifies one or more types of
encrypuon algorithms and one or more types of compression algorithms for
the common use of IP server W and portable phone MS on the basis of

20 encryption algorithms and compression algorithms stored in ROM 432 or
storage unit 42, and correspondingly, on the basis of encryption algorithms
and compression algorithms designated by message m4 as shown in step SC1
in Fig.7, when CPU 431 receives message m4 through Internet connecting
interface 41. Second, CPU 431 chooses the encryption algorithm and the

25 compression algorithm for SSL communication with portable phone MS
among the specified encryption algorithms and the specified compression
algorithms (step SC1). Then, CPU 431 generates message m5 to notify
portable phone MS of the chosen encryption algornithm and the chosen

compression algorithm. Next, CPU 431 transfers the concerned message m5



Next, CPU 263{ gf gortabl e phone MS perfornms a processing 10 concerning the
determ n50?4 / ft3 ncryption al gorithmand conpression algorithmfor SSL
comuni cation. To be nore specific, CPU 261 generates <client-hello nP?ipﬁ?ﬂﬂS
md to notify IP server Wof encryption algorithmand conpression algorithm
for the usage of portable phone M5. A result, the client-hello nmessage
Is transmtted fromportable phone MSto IP server W15 through TCP
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in Fig.7, when CPU 431 receives nessage m} through Internet connécting

i nt ersf aCEndkhesﬁﬁﬁPﬁbss@Uagiﬁﬂhﬂmsgﬁmm migddape ﬁifgasimhnemﬁ%ﬁmm 25
conpression algorithmfor L comuni cation with portabl e phone anong
t he specalfgortthem cmdthe rcahpressidms]godthmefap &SIt | adincunmpeassnowith IP
algorithns (step SCl). Then, CPU 431 generates nessage nb to notify
por t abl esgIvenVNBLayf SAMd. chosen encryption al gorithm and the chosen
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and the fQRbEESHEBLIA! 188 | ddHificate Sitd CRERIRLE AheORobckdd” message m6
through the Internet connecting interface 41 to portable phone MS (step SC3).
As a result, message mb6 is transmitted from IP server W through a TCP
connection to portable phone MS as shown 1n Fig.8.

15 When CPU 261 of portable phone MS receives message mb6 through
transmitter/receiver unit 21 (step SAS), CPU 261 deciphers public key
certificate in message m6 by the public key of Certificate Office C stored in
non-volatile memory 264 (Step SA6). If the decryption is successful (step
SAT7), CPU 261 acquires the clocking present time of real time clock 27

20 corrected in the above-mentioned step SA3 (step SAS8). Then, CPU 261
judges whether it is within the validity period specified in the deciphered
public key certificate. Namely, CPU 261 determines whether the present
time acquired in step SAS8 1s within the validity period set up in the public key
certificate (step SA9). If the present time is within the validity period, CPU

25 261 continues SSL communication, as the public key certificate is the
aut.hentic public key certificate which validity period has not yet expired and
which is guaranteed by-Certificate Office C (step SA10). Therefore, only

subsequently, is the enciphered communication performed between portable

phone MS and IP server W. On the contrary, if the decryption is not successful



server V%%thp SA4). On the other hand CPU 431 of IP server Wtransmts
nessage 44 /%kﬁtable phone M5 and then reads out public key certificate
of IP server W |o fromstorage unit 42. Then, CPU 431 generates nesgaqgs 7605
contai ning read-out public key certificate and transfers the concerned
‘message nb through the Internet connegging interface 41 to portable phone
M5 (step SC3). As a result, nessage nb is transmtted fromIP server W
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j udges whet he t 1swthin the validity period specified in the deciphered
publ iz Keye clailuré] oat eigd}ane@s_xalca%lﬂﬁie dst erfarileermibed, hee tHAAuPE e&ethe
time acquired in step SASis within the validity period set up in the
public kegasomefdr fhiec fdituresteps8AOpf IPf sdriver Wés eortificare ¢an biet butput s a
validity period, CPU 25 261 contjnues SSL communi cation, as the public key
certifi capeca snedsage dtomevoice pobil 2T kdhene GRYi 261 dransfers aatomimandeei od
has not yet expirerd%ﬁnd whi.ch i s guaranteed by-Certifjicate Ofice C (step
SA 10). WHsoansek IGENNEGHOBAMEAREY traRsTARECIARSEPIEr 1 te BAteWaya3eTysT
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CPU 261tér'1‘1‘§191%§ic;nh@ftfféeSS%fés’CLIﬁﬁldrﬁﬁéﬁPﬁ?r Whas failed. Then CPU 261

di splays a nessage, whic ows t allure of certifying IP server Wand
the reason for As explained above, in this embodiment, portable phone MS corrects

its own clocking present time through the time information received from
gateway server GWS just before the certificate processing is carried out for IP
15 server W.  As a result, portable phone MS can judge with a greater precise
present time whether the present time 1s within the validity period specified in
the public key certificate of IP server W. This means that, portable phone
MS can perform the certification of IP server W more precisely. Enough
high security can be obtained herewith concemning the communication party
20 certificate through the procedure carried out in the present embodiment. Asa
natural result additionally mentioned, there i1s an advantage that the clocking
present time of real time clock 27 can be maintained with precision in portable
phone MS.
Furthermore, gateway server GWS generates time information to
25  correct the present time clocked by portable phone MS in consideration for the
transmission delay time through mobile packet communication network MPN.
-Therefore, a more precise present time can be set up in portable phone MS
excluding accidental errors of the transmission delay time.

The embodiments of the present invention were explained heretofore,



5 the failure, on_liquid crystal display 25. Furthernore, the failure & the
reason fgto"f‘ﬁé:‘}fl&i?l ure nessage of EP server Ws certificate can be out put
as a voice nessage fromvoice unit 23. Then, CPU 261 transfers a comuand
to disconnect TCP connection through transmitter/receiver 21 to gat e 2005
‘'server GA5 (step SAl1l), follow ng whigh, the TCP connection established
between 1 o portable phone M5 and I P server Wis disconnected, resulting in
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the certification of IPdse ver Wnore precisely. Enough high securiTy can
be oby ai pdthinerte tdyuivalkeat nisogpé hef caheuriaiats obelwarg yi20thier investdba.

t hrough the procedure carried out in the present enbodiment. As a natural
resul t afdllovong isya ransforneatjon beample an advant age that the cl ocking
present time of real time clock 27 can be maintained with precision in
portabl e [M@‘h‘ﬁlmorﬂﬂthermre, gat eway server GAS generates tine

information to _25 correct the present ti cl ocke .portabl e .phone M5 in
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instance, a terminal system combining a portable phone with a mobile
computer, or a terminal system combining a radio communication terminal
and a cable communication terminal with non-mobile computer.

15 In addition, the above embodiment exemplifies a public key
certificate as certificate information with a validity period. However, the
above certificate information can be an electronic key, an ID, or a password
and so on.

The above-mentioned embodiment, describes a method for

20 correcting the clocking present time of a portable phone MS, which is
corrected in order to certify the communication party (IP server W) by
portable phone MS. In another given example, the communication party
(portable phone MS) can be certified by IP server W wherein, the clocking
present time of real time clock 44 of IP server W 1s corrected by the time

25 information generated from gateway server GWS. In this example, gateway
server GWS measures the transmission delay time through a communication
channel from gateway server GWSto IP server W and generates the time

information according to the transmission delay time. In addition, when

portable phone MS and IP server W authenticate each other, the clocking




enbodi nent_ b nly illustrative, not restrictive. The scope of the

I nventi oﬁ'o%%({éfqﬁ?(edyby the clains and all the transformati ons and changes
5 within the equival ent scope of the clains belong to this invention.
Following is a transformation exanple: (Mdification) In the abov@} Aug 2005
‘enbodi nent, portable phone M5 is exenpjijfied as a client of SSL

communi cati on. However, al so appl i cabl e are PDA (Personal lo Digital
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comuni ¢ th non-rmobile conputer. 15 In addition, the above
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of a portable phone M5, which is corrected in"order to certify e
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exanpl e, the conmuni cation party (portable phone MS) can be certified by
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through the Internet or a network utilizing communication satellites etc., i
which the transmission delay time greatly varies depending on the
communmnication channel.
The above-mentioned embodiment describes an instance, in which
15 time information is included in a return message m3 (response message) of
gateway server GWS in response to request message mi of portable phone
MS, which demands SSL communication. However, gateway server GWS
can send another type of message, which consists of only time information, to
portable phone MS upon receipt of the above message ml. However, the
20 number of messages will be fewer in the above embodiment, since the time
information 1s contained in a response message between portable phone MS
and gateway server GWS, and consequently the traffic congestion of mobile
communication network MPN will be reduced.
In addition, in the above embodiment, portable phone MS corrects
25 the clocking present time of real time clock 27 using received time
information from gateway server GWS and judges whether it is within the
validity period specified in the public key certificate by the torretted present
information. However, portable phone MS can directly use the time

information itself (the present time information) from gateway server GWSfor



present tinmne ? the real time clocks 27, 44 of both portable phone M5 and
1P servé’ro‘l\ﬂl,? rtttrrected on the basis of the time information gener at ed
by gateway server GAS. Furthernore, the function for measuring 25 AUS 2005
transm ssion delay can be 5 set up in portable phone M5 instead of gateway
server GAB. Then, gateway server GA5 ggn notify portable phone Ms of the
cl ocking present tinme of real tinme clock 35 without nmaking any del ay
conpensati on, and rtabl e phone can. correct. the clocking present tine
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channel . 5fp¢ BeAPM¢dened enbodi ment describes an instance, in which 15
time inf gr matiom is 1ncluded in a return nessage n8 (response nessage) of

gateway server Gifandthefsnedifcdton 6fuRstabmasatationed eayddientpbPiige M5,
whi ch demands SSL conmmuni cati on. However, gateway server GA5 can send

anot her pygsemfinvessiage thehserider oviS tls¢ 2imé imfbymation isnfiouwed itongateway
portabl e phone MS upon recei pt of the above nessage nl. However, the 20
nunber ofemessGY¥S; wind noetheneo Mmmunheat:tsb vievesth sparteliom gateway wervene
and gat e 60 Shaga he ko dEASEERT! Gmeal PPEADIEPBORG MO onl BRTGHOER o
commun’ cpl QASkYer b N LS B PNesT. ROdh oy RoLIEBRNE g
ol 4L TRaRADEY P SERRAS L T B 1y SRR '
P SRBSLY 10 B MLl TR e RTIQLEP LTy, R
present permitred aoreanant theaiingairdvematienhver p6Mébly phodd NBL37CPU 261
of the portable phone identifies the sender gateway server of the time
information received by transmitter/receiver unit 21, by comparing the packet
15 sender address with the network address of gateway server GWS stored in
non-volatile memory 264.

The above-mentioned embodiment of this invention is one example
of an application of SSL communication. However, it is possible that this
invention is applicable to various communication types with public encryption

20 methods. Furthermore, the purpose of this invention is to judge, by the
precise present time, whether the certificate is within its specified validity
period, in the instance that a validity period of the certificate information
certifying the communication party is established. In which case, the

implementation of the enciphered communication is not an essential condition.
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2 5 AUG 2005 19 judging whether it is within the validity period. In this
case, even a communication device without a real time clock or any other
cl ocking neasures can judge whether it is within the validity perinf)g
specified in the public key certificate. 5 In another nodificatio AUEZMS
above-nenti oned enbodi ment of the present invention, the sender of the
time information is limted to gateway,, server GA5 and no other

comuni cation device apart from gateway server GAS can change the cl ocking
present tinme of portable phone M5. Therefore, the high level of security
is maintained. In this case, IDinforpgpen of the 1 o gateway server GAB
such as the network address is stored 1n non-volatile nmnenory 264 in
portabl e phone M5 to identify the gateway server, which is permtted to
transmt tthe tine igf&i-ﬁg}qﬁ%ﬂle%dwlﬁﬁ@- .phone M5. CPU 261 of the
portabl e phone identifies the sender ‘gateway server of the tine
Information received bynimisoni tstepr /byeceiretay uleivice2 ffor bitangmipiig Ngmehe
packet 15.sfender. address with the network address of gateway server GAS
stored i n™IRBRNAI SPTEPOREIE tp thesclogiting preseat time phaad relayodeviemto af t hi s

I nvention,j > nplication..of SSL co ni cation. .However,
it is posg?ai e ‘lt?%ag&ﬂ?ﬁ%\gce %@%F%@n&#l@%&gﬁapgﬁb Q16% SHLES; SomMUgHRHAN cat i on
types wi t byitheoiiter @0fiiratibAoredevied Ihesligh daid H1) ARVige; the purpose of this
invention is to judge, by the precise present tine, .w_het her the
certificate is w thamoimestiopstspf bedamdatomimupicationidedrica fort durrdctiagahee t hat
a validity, period of tge certificate informati on certifying the |
comuni _caﬁoﬁﬁmﬁ:ameqt_s st F?‘gh‘é‘ﬂrﬁmpﬁl%‘i’% Hle_t’!f&e?n tthe basipelepaidttimeon of
'[de éng: Pm{]ﬁ‘{)ﬁﬂaifdﬂ'“ﬁlﬁl’lsﬁﬁ%@niﬁssﬂﬁt s RTRE | &kp CORNE L WNed? 5by2 Si§VC 2005
communication device;

a relay step by said relay device for relaying certificate information
with a certificate validity period, said certificate information being transmitted
from said other communication device to said communication device, and
certifying the authentication of said other communication device or said other
communication device user;

a judgment step by said communication device for judging whether
the present time is within the validity period specified in said certificate
information relayed in said relay step and received on the basis of said present
time of the concerned communication device corrected in said correction step; and

a certificate step for judging the authentication of said other
communication device or said other communication device user by said

communication device through the judgment result in said judgment step and said

certificate information,

2. The certifying method according to Claim 1, further comprising:
a request step prior to said transmission step for transmitting a

connection request by the communication device to start communication with




1. Acertifying nethod conprising: a transm ssion step by a relay device
for transmtting time information corresponding to the clocking present
time of said relay device to a communication device when said

communi cation device starts communi cation with another conmmuni caf&gyi§ 2605
device through said relay device; a correction step by said conmuni cation
device for correcting the clocking present time of said comrunication
device on the basis of said time information transmtted in said

transm ssion step and received by said comunication device; a relay step
by said relay device for relaying certificate information wth a

certifi catfiothet téthinuniRtiofdevieel d certificate information being transmtted
from said ot her comruni cati on device to said conmuni cati on devi ce, and

certifying the authwhefeimt inosaidftransmissiomh steps sakiurelayadevie deldyog saidsai d
ot her communi cati on d?)vi ce user, a ! udgnent, step by said conmunication

devi ce f oFOTHIHIHEAIIOR, o DREYCEN, 1 83id, o communiGations deyige n akk ald diotherper i od

speci fied 'ﬂlnﬂﬂﬂ" r tii.fi.ca | 1 on . [ ' | ay step and
recei ved gll’)l t el%%?shg?icgaﬁn%%gﬁgﬂ hbﬁne'ﬁ@w ﬁgn cg%riegépﬁgﬁiﬁgo?(ﬁmﬁfecat i on
devi ce cocloekingdptesematitheCof tRSk¢lay deviee; torbsld acot@inhihichiah UeviRD uph
judging the authentication of said other conmunication device or said

ot her confrssintsdithmcenngrtion requestiyansaiided nsaidirdquestipsocesevi ce t hr ough t he
judgment result in said judgnment step and said certificate information, 2.
The certifying nethod according to Caim1l1, further conprising: a request

step priog to said Tﬁémééﬁiﬁﬁ%%nméﬁl%ﬁ Qgéor&fﬁgggér}éfam.g lawﬁaﬁ%;%grequest

by the communi cation devic start conmu on with 21
anot her  ccentifying asté rsaite communibetion devite jiwdpies thée antHBnHsity ofSdatd ottferi d
relay device relaying said connunication between said conmunication device
and sai d &Pmapmication device or said other communication device user, using said
certificate information, when said judgment step judges the present time as within

the validity period.

4. The certifying method according to Claim 1 further comprising a
step for determining the propriety of the communication with another
communication device in accordance with the certificate result in said certifying

step.

5. The certifying method according to Claim 1 wherein, in said
transmission step, said relay device measures the transmission delay time of the
communication route from the concerned relay device to said communication
device and generates the time information on the basis of the concerned
transmission delay time and the clocking present time of the concerned
communication device, when said communication device starts communication

with said other communication device through said relay device..

6. A communication device communicating through a relay device

with another communication device, comprising;



communi cation device transmts the time information corresponding to the

cl ocking present tinme of the relay device to said communi cati on devi ce,
upon receipt of the connection request transmitted in said request

process. 3. The certifying nethod according to Caim1l wherein, inzgaAiug
certifying step, said communi cati on device judges the authenticity”of {1
ot her commruni cation device or said other conmuni cati on device user, using
said certificate information, when salrd judgnent step judges the present
time as within the validlity period. 4. The certifying method according to
Claim1 further conprising a step for determning the propriety of the

conmuni cation with sRekikgmesiRToH blotRink e PRYUMGIHE accordance with the
certificate result in sald certifying step. 5. The certifying method

according to C ai m recglvingi means foai deceivimgscertificate safopmatend foel thg devi ce
measures the transm ssion delay tine, of the co ni cation route fromthe
concer ned a}"i"ﬁg{’wg“&?i (Etéaxpghegago BRRALOTE devies or elecopmugtipndekicene ti me
i nf or mat i e LSteOf, At r |.SSi tigqre. and t he
cl ocki ng g?%rgenwn{tﬂt?%gﬁg?wt %gﬁ{@n e_r?l)ed_ﬂ%gnomstariyﬁi%ca | %ﬁ%‘gﬁ%@"‘hﬁ&ﬁwsag d
communi cathrouglslesitd aelayidevice, amdreesivid tidR inRIriaticA kbR sAidre Y BV HeGat | ON
device through said relay device.. 6. A communication device comunicating
t hrough acP@Eeefytheslacking piesentdinae € said nlocking acaos soldhdtdtis morepiesisag: 2 5
AUG 2005 2 | ocki means f.or clocking the present tjne; receiving neans
for recei 9?‘?&‘5 S@@?ﬁ%%‘%ﬁ?%%ﬁﬁ%i?&mwﬁ%m%ﬁ I%€€ati on of anot her
comruni cation devi C&pdctRRCkREH ?W&ﬁlg ' s gt .
certificate validity pecri od frosm sal J(:)t rﬂ%o%%lgfﬁgaﬁégﬁ{td%%c@ s%lﬁrough
sai d rel aglogkingamearmsneh theckdsis ofjthiei reeeived diffepinfermaltionnthfctigh daid pacefpevi ce to
correct the clocking present time of said clocking means so that it is nore
preci se H¥aBhe start of communication with said other communication

devi ce; judgment means for judging whether the present time is within the

validity period specified in the certificate information received through said
receipt means on the basis of the corrected present time clocked by said clocking
means corrected through said correction means;

certifying means for judging the authentication of said other
communication device or said other communication device user using the judged
result of said judgment means and said certificate information; and

determination means for determining the propriety of the
communication with said other communication device in accordance with the

certificate result of said certificate means.

7. The communication device according to Claim 6 further comprising:
transmission means for transmitting a connection request to said
relay device to start a communication with said other communication device,
wherein said receiving means receives the time information from
said relay device as a response to the connection request transmitted from said
transmission means to correct the clocking present time of said clocking means so

that it is more precise, and receives certificate information with




correction nmeans for correcting the clocking present time of said clocking
nmeans on the basis of the received tinme information through said receipt
nmeans; judgnent nmeans for judgi ng whether the present tinme is within the
validity period specified in the certificate information received tZy Qg
said receipt neans on the basis of the corrected present tine clocked by
said clocking neans corrected through%faid correction neans; certifying
means for judging the authentication of said other comunication device or
sai d other comunication device user using the judged result of said

j udgment neans and said certificate information; and determ nati on neans
for deter wbifieatd VilidafyQgaiioll ey ftifyftRe aGMEREHNOA'Iid biklr S3hthnMilion
conmmruni cation device in accordancé wth the certificate result of said
certi fi cadevieeanmssaid othkinecomemmmicatian device axserc froac ssiddither tomEhmidationf ur t her
conprising. .transm ssion neans for transmtting a connection request to
said rel &V¥€vice to start a conmunication with said other conmunication
devi ce, wherein said receiving nmeans receives the tine information from
said relay device as a response to the connection request transmtted from
said traBsm ssion Th&nSorhMmufiftatiest ddvice Gclsidin}d 18" ERARL ¢ Wier&h said
clocking neans so that it is nore precise, and receives certificate

i nf or mat i 6¢rtificate meanspudgentis aghentication ofisaid\athériammpsication evicerdri fy t he
authenticatigﬂmof sai d .ot her ,cammuni cati on., devi.ce qr . sai d other

comuni cat g PR fOrEiSatien deyice pser Bsmg said eeHificatsinfrmagien; when said T e
I catl ! AU hT g RSN
tgee. ¢ puidgne® ieats AERS Haige iR B PatkligfRrod> S O CETLT L CaL e T

comuni cati on device user using said certificate information, when said

judgrment neans judges that it is within the validity period. 9. The
communi caPi on devi cEheeemmunigation deviseraceording toi Glagmi6awhenein said time

information is generated by said relay device.

10. The communication device according to Claim 6 further comprising
communication control means to communicate with said other communication
device in a cipher system, when the communication with said other

communication device is permitted through said determination means.

11. The communication device according to Claim 6 further comprising;
storage means for storing ID information to identify said permitted relay device
for the time information transmission,

wherein said correction means corrects the clocking present time of
said docking means on the basis of said time information, only when the sender of
the received time information through said receipt means is the relay device

matching the ID information stored in said storage means.

12. The communication device according to Claim 6 wherein said
communication device is a radio communication terminal served by a mobile

communication network.



information is generated by said relay device. 10. The conmuni cati on device
according to Claim6 further conprising conmunication control nmeans to
comuni cate with said other comrunication device in a cipher system when
t he conmuni cation with said other conmmrunication device is pernittef

t hrough said determ nation neans. 11. The communi cati on devi ce acco éﬁHBZWE
Claimé6 further conprising: storage m?pns for storing IDinformation to
identify said permtted relay device or the time information

transm ssion, wherein said correction neans corrects the cl ocking present
time of said docking neans on the basis of said tinme information, only
when the g8nder of ThBecdRfRhit@tion! 88t REFAAL Yol DIAHO %ﬂiﬁeihe‘s‘ﬁapt
means is the relay device matching the ID information stored In said

st orage méamgnunicationideviasrimaporablephoiewittea pacimt dommumication fimGtisvher ei n
said comrunication device is a radio conmunication termnal served by a
nobil e comunication network. 2 5 AUG 2U05 24 13. The conmuni cati on device

accordingigo Caim [ Ld ¢~CO [ Lon.device, | port abl.e phone
with a paéE'et com‘ru% \é\gkﬁ{lonrafeﬁﬁgtitgn.mw g\gé'lérﬁ%l/ gl\é\&/li c%étﬁlgg?elaay%m
communi catommubddationrieidel andta seeendooiefini@fiofl device, edifipAsiagcond

communi cati on device, conprising: clocking neans for clocking the present
tine; receiving neatleckiag meansifor elgcking thepres¢mdrtimesquest from said first
conmmruni cation device to.demand the start of conmunication with said second

communi cati on devi cECCY U MFAN o LeKLVIRg & cuerten 15dysst fiamysald fisstnat i on,
t o correcCtombfini j ] i i | : ' i Vi ce so
that it i Eom)r eu%rﬁea%rg%ﬁd)owﬁ?ﬁﬁgngaﬂgssﬁ%? ?h%@ngéﬁﬁ@ﬁ&&%d %Qr?g of said
cl ocki ng resamunicdtien desicg; recei vi ng; neans receives said connection

request; and transnission neans for transmtting the time information
gener at ed generation means for generating the time information, to correct the

clocking present time of said first communication device so that it is more precise,
on the basis of the clocking present time of said clocking means, when said
receiving means receives said connection request; and

transmission means for transmitting the time information generated

by said generation means to said first communication device.

15. The relay device according to Claim 14 wherein said transmission
means transmits the time information generated by said generation means to said

first communication device as a response signal to said connection request.

16. The relay device according to Claim 14 further comprising:
measurement means for measuring the transmission delay time of
the communication channel from the concerned relay device to said first
communication device,
wherein said generation means generates the time information, to
correct the clocking present time of said first communication device so that it is
more precise, on the basis of the clocking present time by said clocking means and

the transmission delay time measured by said measurement means, when




by said generation neans to said first comunication device. 15. The rel ay
devi ce according to Caim 14 wherein said transm ssion neans transmts the
time information generated by said generation nmeans to said first

comuni cati on device as a response signal to said connection requgﬁt #ﬁ%
The rel ay device according to Claim14 f r-ther conprising: neasu e‘ﬂr@
means for neasuring the transm ssion d?fy time of the conmunication
channel fromthe concerned relay device™to said first comunication

devi ce, wherein said generation neans generates the tine information, to
correct the clocking present time of said first comrunication device so

that it i'ssaillReeeiPhgthémhs reikiididaRp&imetliof figuekocki ng present tine by said

cl ocki ng means and "the transm ssion delay ti nmeasured by said
measur enent neans, when 2 5 AUG 2005 25 said receiving neans receives said

connect i omequest. 17. A relay device to relay conmmunicati on between a
first cominicationBdetRlde dghicy stecoﬁ‘P@FY_coﬁ‘PmmU@éﬁalﬂ@n destveen confirstsi ng:

irst . AL f in
2 connect | At uyitadh HES) 8ol 1 eRbES Ebuhlniioh FEic AIPBRSRE dermna che |

start of comuni catiaacmghn@isq‘oﬁ@l@@ﬂﬁgﬂw?m@ﬂt%ﬁé;on devi ce; generation
means for generating the tine information, to correct the clocking present

time of said second reseiving oansforesdeitdng @ cormection irequast dronprseid fisston t he
basis of the clockin resent fti mségLLFsai d ¢l ocki ng neans,, when said

recei vi ng ﬁ%‘&ﬁgmrlcé’é'@ﬁ 1¢8, 1Q) depwan GaTt & rommuiigation yidhisaid; sacondans

for trans%&ﬁhﬂﬁiéa‘ﬁ%n%@fcreat ed time information by said generation nmeans
to said second communi catl don devi ce.

generation means for generating the time information, to correct the

clocking present time of said second communication device so that it is more
precise on the basis of the clocking present time of said clocking means, when said
receiving means receives said connection request; and

transmission means for transmitting the generated time information

by said generation means to said second communication device.



