WO 2004/ 012470 PCT/ US2003/022592 1 FILTERI NG OF BROADCAST SMS MESSACES
BACKGROUND Field [1001] The present invention relates generally to

Wi rel ess woesagiipgyo commruni cati on, and nore specifical | ycrwseeshnaisques f or
filtering SM5 broadcast mnessages at a nobile station. Background [1002]
Short Message Service (SMBS) is a servite that supports the exchange of SMS
or short nessages between nobile stations and a wirel ess conmuni cati on
system These short nessages may be user-specific nmessages intended for
specific recipient nobile stations or broadcast nessages intended for

mul tiple nobil i : sent by a

W rel ess comm@mimm%mmm%WM§%%§ (e.qg., ynews,
sports, and so on), in different | anguages and with different priorities.
Each nobile station in the network e allowed by its service provider
to receive all broadcast nessagMC&éR@lﬁﬂﬂset of the broadcast

nmessages, or no broadcast nessages. For a given nobile station, the
br oadcast lelfbssages that it |s allowed to receive may be det er mi ned by

various faghprs "i‘ﬂ%cr';;) it e%'ﬁ%nt Oregz?ésmggne@r OY(fre%lreilés%r Vine&agi ing

provi si oni ng, subscr tus exanple, a pre

nmobi | e sudmmnulhleamdmyanbemkd cspmiflcadlyr ¢¢ déechmiquiet flor ofdlchragt SMﬂasksagbastvmﬂ eas
a regular nobile subscriber may be allowed to receive only broadcast
nessages PESAESA 41 Eﬁ@P@’&I service categories. [1004] A nobile user nmay
be interested in receiving only sone of the broadcast SMS nessages that
are allowed to be received by the nobile station. For exanple, the nobile
user nay Bacligroemksted in receiving only broadcast rressages for certain

o gher . THVEF ondat: et SRR ISEAD b s B Byl 48 dblneE S, o7 o

may al so gersl (bﬂﬁhbﬁdné%}iag%b@etm&ﬁlrﬂ@ﬂb|sta1t1)z$ns)£nd’ @WI@@QSorhﬁlugmatldﬂ’emteyn
storage) at the nobile station. [1005] There is therefore a need in the art
for technligsesshos messpaesrmaShe WebERFCHISt MerResalbanded foe SPeids WiPiBR) a

mobi I'e st &%gﬁ)@st ?ﬁg%ﬁg&aﬁgﬁh g%?%éﬁnfeﬁlhé&fdr %ﬂﬁﬁl@ LA dtatibYs. t he service

provi der an
[1003] Broadcast SMS messages may be sent by a wireless communication network

for various service categories (e.g., news, sports, and so on), in different languages, and
with different priorities. Each mobile station in the network may be allowed by its
service provider to receive all broadcast messages, only a subset of the broadcast
messages, or no broadcast messages. For a given mobile station, the broadcast
messages that it is allowed to receive may be determined by various factors which may
relate to network deployment, service provisioning, subscription status, and so on. For
example, a premium mobile subscriber may be allowed to receive all broadcast
messages whereas a regular mobile subscriber may be allowed to receive only broadcast
messages for certain bundled service categories.

[1004] A mobile user may be interested in receiving only some of the broadcast
SMS messages that are allowed to be received by the mobile station. For example, the
mobile user may be interested in receiving only broadcast messages for certain service
categories (e.g., sports) and/or with certain priority level or higher. The broadcast
messages that can be received by the mobile station may also be limited by the
availability of resources (e.g., memory storage) at the mobile station.

[1005]  There is therefore a need in the art for techniques to “filter” SMS broadcast
messages to be received by a mobile station based on one or more criteria determined

by the service provider and/or the mobile user.



WO 2004/ 012470 PCT/ US2003/ 022592 2 SUMVARY [1006] Techni ques are provided
herein to filter broadcast SM5S nessages at a nobile station based on

net wor k cwof2oguriatioon, user configuration, user prefererCEFAS2e03822502 on.
These techni ques enabl e the service provider to configure the nobile
station's broadcast SMS capabilitiesaand further allow the nobile user to
configure and change the broadcast SMS capabilities based on user
preferences. The settings for the network configuration, user
configuration, and user preferences are stored in a non-volatile nmenory
that is,within the nobile station or accessible to the nobile station
(e.g., a renovable user identitySUMMARY-UM). [1007] In one

enbodi ment, a nmethod is provided for filtering broadcast nmessages at a
recei ver [1€06). , Fechnixjuesarstpmovider) hérpingo filteebrogdeasiovit mesaaged At HaORde k
(e.g., a CDVMA. network that i.nplenents ANSI -41). |n_ aceor C ith the
et hod, - SrbiPB daten nopwbdkcroaliERreRAE sk oM ety BRESGIANGHAG .
filteringryesd teBhiiguddRasiDBld REvit@piohRler feaRifigar the arBilasiatoEs sagdcasThe
filtering criteria are defined by settings stored in_a renovable podule

(e.g., t/IV& caprpilisougneédurther ROV clhe| mebile TR oo caniigue Hndaehagt théessage
is then proces of 1L 4.5 N it t r i ring
criteri a%rm[‘c%%%hceapébﬁieﬁ%s’r Q%%éeo f'?{efggﬁq%%n%%i t@%‘l g% ﬁo%{i%géﬂ“}(éf t hose
i nposed kynfge@tivi,Ceser Ropfgaiorprahddeder neefetsnces met stored moafrioguvdatilon

setting, (2) those determ ned hy the nobile user and defined by a user
conf i gur dRPBAYsat isnﬁ}thlélﬁletrﬂ%é @é‘]‘%f’%&cwmﬁﬁéc’ B ﬂeﬁ%t}onbésgedaon user

preferen (14 1 @AWt oat ommphereof . The network configuration
setting %@D?’%Fc%té tﬁz;)t%gﬂ gfgoadc)gst nessages are allowed to be

recei ved [(106T] owIrdbhe' mbatimbmtp a deedlsid ivpseadpsiksionfiicdny bmedcasiompsagescéi ved

("Disallow'),. or onl roadcast. nessages for entries,.progr hhya

service tABrEVEr &%} ?‘8“%@ mraeYY,’églg%sacOMqugwo?argf\gor&%%"r%?é?thuser

conf i gur atd:Rerks flat iiRPlemRYts AN IIaL1g. t fatac@riancal Witnvabe hiaBed;as romisaages are

to be received ("Activate All"), no broadcast rressa_?e_s are to_be received
e

(" Deact i viaessage 1o initally rasebyadc asd e sYaGere figlerigghcfi : peoylisddq ths  a
eV oe LA AhRR PRl AEE 8 AR, Tty oS T
based on gaiovhkle eiuig@y/, thedgIvDecoupleld ao ithy receiveanyhe oeteivedthiroaicadier eof .
T e meehuia i thosessca T iRt R LENDY theone sy raore HiebSing BRlefla, W1 11 SaCh
entry corPespemiditheg processed if it is not filtered out by g

[1008] The one or more filtering criteria may include (1) those imposed by a service

provider and defined by a network configuration setting, (2) those determined by the

mobile user and defined by a user configuration setting, (3) those selected by the mobile

user based on user preferences, or (4) any combination thereof. The network

configuration setting may indicate that all broadcast messages are allowed to be

received (“Allow All”), no broadcast messages are allowed to be received (“Disallow™),

or only broadcast messages for entries programmed in a service table are allowed to be

received (“Allow Table Only”). The user configuration setting may indicate that all

allowed broadcast messages are to be received (“Activate All”), no broadcast messages

are to be received (“Deactivate”), or only broadcast messages for entries programmed in

a service table are to be received (“Activate Table Only”).

[1009] The user-selected filtering criteria allow for filtering of broadcast messages

based on service category, language, priority, or any combination thereof. These

criteria apply to entries programmed in the service table, with each entry corresponding

to a unique combination of service category and language. Each programmed entry



to a uni que conbi nation of service category and | anguage. Each programmed
entry WO 2004/ 012470 PCT/ US2003/ 022592 3 may be sel ected or unsel ected,
and only wopaadgikast7onessages for sel ected entries nay bePCpruse@sserso2
(assuming that other criteria are net) if the service table is enabled for
use. The network and user configurati®n settings and the service table may
be stored in one or nore elenentary files in the renovabl e nodul e. [1010]
Techni ques are al so provided herein for over-the-air programmng of the

netvwor k GOonf | OuMiddtd O lﬁﬁ&ﬁe&% @@%n{;ggmwaw £8ssh 80 Br g@éctémtﬁ&%h}ebét ation

via programm ng nessages. I ous aspects and enbodi nents of the
i nvent i opradessede@ssunting than ofher thileria adetret) if ted sauvicd tablé isvamabled fof uset her
provi des i

t hods, pr.ogram codes, digital nal . processors bile
Stat i ons 1 HsasewaiAndgHe: canfiebition SRS IHLIC SppircHPblE b et d R OPE ¢ hat
| ol emento s SREABRE et in BRROSbURIE SodaRd features of the invention, as
described in further detail below BRI EF DESCRI PTI ON OF THE DRAW NGS [ 1012]

The feat (1@H)] naFTechmiqusdradisamragidsd dfereaihdop prerethe-airrpregraiaringidf| thhecome

nore apparent _fromthe.detai.led d ripti.on set ftorth below 2N taken in
conj unct iGAYOR Fﬂnr%%atmna\ﬁfqﬁag f 7 ¢ r‘flf‘T(etaﬁgf Eofeﬂjge?%%glF ac g([r;hs \lﬁléenti fy
correspo@bmngm&%ggut and wherein: [1013] FIG 1 is a diagramof a

W rel ess communi cati on network that supports SMS; [1014] FIG 2 is a
si mpl e bI[308Kldi adrsiarbespectiasd ggbodapeniy ohihe RvaRen ae detaribed in fyrikes) Fi G

3 is a diagr £V : r itshQw,dihr ee
el enent arc%gaflfﬁzélg&’( EE@%E 11%’\1%?0&@?@}105 p&%ﬁ t][(lglahs%t;§ %’réé%gﬁgl g%tfg\gmiﬁ% conTlﬁi1 guration
setting, piseksaonhoily sthiicn, Isat tstatigns, aystemer anidceth¢radpperatuseespeatinests y ;

[1017] FIG 5 shows an SMS Deliver Message used_to program.the service
table: [RH187PEMeR! YBROYH SRS eeéﬁ%ﬁm@‘gﬁy g ofﬁatéﬂﬁéésﬂrg tgfellweé’r“o%fg age and

an SMS HidedVE $SASE dbAheloRY be used to programthe networKk
confi gurgélpon esettl ng; [1018] FIG 7 shows the broadcast address fields

(BC_ADDR) for a broadcast SM5 nessage; and
BRIEF DESCRIPTION OF THE DRAWINGS

[1012] The features, nature, and advantages of the present invention will become
more apparent from the detailed description set forth below when taken in conjunction
with the drawings in which like reference characters identify correspondingly
throughout and wherein:

[1013] FIG. 1 is a diagram of a wireless communication network that supports
SMS;

[1014]  FIG. 2 is a simple block diagram of a message center and a mobile station;
[1015]  FIG. 3 is a diagram of a service table;

[1016]  FIGS. 4A through 4C show three elementary files (EFs) that may be used to
store the network configuration setting, user configuration setting, and service table,
respectively;

[1017] FIG. 5 shows an SMS Deliver Message used to program the service table;
[1018] FIGS. 6A and 6B respectively show an SMS Deliver Message and an SMS
Submit Message that may be used to program the network configuration setting;

[1019] FIG. 7 shows the broadcast address fields (BC_ADDR) for a broadcast SMS
message; and

[1020] FIGS. 8 and 9 are flow diagrams of two processes for filtering incoming

broadcast messages at the mobile station.



[1020] FIGS. 8 and 9 are flow diagrans of two processes for filtering

i ncom ng broadcast nessages at the nobile station. WO 2004/012470

PCT/ US2008008@5824704 DETAI LED DESCRI PTI ON [ 1021] FI G 1PC3/is2aizagrsam of a
Wi rel ess communi cati on network 100 that supports Short Message Service
(SM5). Network 100 includes a nunber of nessage centers (MCs) 112, nobile
swtching centers (M5Cs) 114, and base stations 116. The nessage centers
are responsi ble for storing, relaying, and forwardi ng short nessages for
nmobile stations 140 within the network. The MSCs perform sw tching
functions (i.e., routing of nmessages and data) for the nobile stations

within their coverage areaDHETAIHSBaDESCRIPIIONay be i npl enent ed
separate fromor integrated with the MSCs. Each nobile station is served

by one MEOO2H] an¥IGi Lema dingrm of andreldss sommonjcgtipr hetwiosll 10 thak sunperts npbi | e

tation' j .. Th ' ' t
Communi c SRR S CRB OB S < Pt ke 1ot et A Rylhet s BEREEnd o,
to as a MODUA25HBbilOSwitchitLedmitdr@(MSTSPI 14 qud pagntatiokk)l 16.0Thes arwesage her

term nol ogy. [1022] In the enbodi ment shown in FIG 1, eacH nessa e1 center
conmuni cateaters getrpspengblerfes porng.glayoe. vl Luppring shog messeEeSNBEMONHE her
couples to a n : b t at t - GRIFYNE CRfukigR for
t he nobi Isgatls ng'tiiqgﬁiﬂh%ggr@ﬁ%&égyjée(r)ggseégn%{fbgﬁeé@k e@gﬁgt ations. Ealc% base
station csfmessh@atagd daia) Fortthe mobile Isetishatvitbinsthein deverage srezobe apesageea t o
support SMS and ot her services (e

> . 0., \voi.ce, cket .dat and so . Each
nobi | e stC&PF%W)P%WF&Sépwwr?}ﬁé’rd?te%%g ‘B’i@g‘eg[y[ggsoﬁd?défnogﬂé gi ven
nonent , 1 iveh nf Lingenandsehetéiefre®to MotheSof t
handof f %ﬁ%@&gg&@g&%ﬁ%%ﬁl%&gﬁﬁgwﬁﬁ%%né}ngy nbe a code divi esi oon rruFti pl e

access (GbMile rgttionis semingt IMBCdi VITsi dasemstatiops earacleess stationm)usget i06r k, or

th t f t kK. A. / t K i I t
one or - noteEigttineis B bh mebie im0 ek IPu IR 0REAS T Ao
net wor k nayhodd SidE ademiti atet Quipfigit €UBNor QbR otheii@ilagydar ds such as

A obal System for Mbile Comuni cations (168|\/9. [ 1024] A network typically
further ilHR2hents the gabediagna shoisniin £l tlvsAR) AFSSIBE SEBIEDHICOPHRINCRSows f or

roam ng avr&]lﬂh %%%%gp%%dﬁx%rﬂgéqg suﬂi@o&f‘sﬁéﬁ'Ea‘éﬂx I\Q§C Ferth WL:Q’ to a number of

base stations and controls the communication for the mobile stations under the coverage
of these base stations. Each base station communicates with the mobile stations under
its coverage area to support SMS and other services (e.g., voice, packet data, and so on).
Each mobile station may communicate with one or more base stations at any given
moment, depending on whether or not it is active and whether or not soft handoff is
supported. :

[1023] Network 100 may be a code division multiple access (CDMA) network, a
time division multiple access (TDMA) network, or some other type of network. A
CDMA network may be designed to implement one or more standards such as
cdma2000, W-CDMA, IS-95, and so on. A TDMA network may also be designed to
implement one or more standards such as Global System for Mobile Communications
(GSM).

[1024] A network typically further implements a particular mobile networking
protocol that allows for roaming and advanced services, with ANSI-41 being commonly
used for CDMA networks (except for W-CDMA) and GSM Mobile Application Part
(GSM-MAP) being used for GSM networks. A network may also employ a



used for CDVMA networks (except for WCDVA) and GSM Mobil e Application Part
(GSM MAP) bei ng used for GSM networks. A network nmay al so enploy a WO
2004/ 0124w0 2PG2T01MBR003/ 022592 5 conbi nati on of differ emCTiuSeonI®L25g2 es. For
exanple, a GSM x network is a GSM MAP network that utilizes a CDVA air
interface. [1025] Since SM5 is network5technol ogy dependent (ANSI-41 or
MAP), CDMA and GSM networks that inplenent different network technol ogies
support different inplenentations of SM5. ~ Each SMS i npl enentati on has

di fferent,q ol dft i Fer@it dechitbideies e%ﬂé{afnﬁﬂ@ RGP E AV Ik RESGBMIM AP mat s
for sendi ng short nessages. For a GSMLx network, GSM SMS messages are sent

via the G[arsmmthatluuﬂlms‘za@EMm atrhimteffocem of CDIVA SMS nessages. [1026] The

techni qu scribed ein for . filte |n C

used in aipgﬁus §€F€\oﬂ§ 18 IES\I'W(E}(é??W g\y 5@%@§f2/§§n§ﬁ§%goipmts are
speci f i CajdyGERE REWRARS {1aF iARIANSE WicrbRsaiwbal Wehkolofibe soifori iteestnt at i on
for ANSI-41 based networks is described in detail in TIAElI A-637-B,

entit| ed ihghenentativias s;zfg‘éMSer Fede SMY implestsantosies siffgeat eanahilitps vads, -

whi ch d f 1027
Fla 2t ottt il Bodie Srod A BRI R i SR B R B 2
nobi | e stadtiveik, TZEM. SMEt fbssag@saege@nt et the CDRKA aﬂairﬁerfamé iB\Be fess ages to

be sent to_ the nobile stations is initially stored in a nessage buffer
212. The GBMASMI messeg§ter retrieved fromthe buffer as needed and

ded h f th
provi de y[tpgzgnz ﬁ{}lﬁ: tt%%ﬁ%?g% g?&gﬁ@& ﬁQﬂ’elrﬁ?ﬁl ’fﬂteﬂ‘ﬂfg Bba4 TR NV 0 gé@ﬂﬁ 0 e

proper t or mat nessages are then provi ded
to the asisoakat én WE6ud hésworkikhi cHorf Latanltgervzfrmuwaasdsct& edeembhelimanesarto t he

proper base statiqns 116 _withi ts control b tio esses
the SMVB n%’:?%’i‘ﬁaiy ﬁ‘BSCH @g érﬁsh ‘ﬁn]E)%F &° té"foég gﬁ? %h’i’?ﬁ?mg’“@@g foége ar ea
and i ncl Ns@s$ 4% hgused %ﬁrﬁ%ﬁsﬂ {IRRIAIRY inNd&aileA UITRAYEIA BB erftifiad “iShort
transmtted to the nobile stations. [1028] Wthin nessage center 112x, a

cont r ol | eMegsage ervénstior Mﬁéeband\ﬁmadd%neatrumrﬁy@@gm "t wlichés palislcevilebleand
further controls t [ oC 0 generate short mnessages. A nenory unit
222 provi Slngcgrgprggfglhr%{)egn ¥6€ 1%Irﬁt'codes and data used by controller 220.

[1027] FIG. 2 is a block diagram of an embodiment of a message center 112x and a
mobile station 140x. Within message center 112x, data for SMS messages to be sent to
the mobile stations is initially stored in a message buffer 212. The data is thereafter
retrieved from the buffer as needed and provided to a short message processor 214,
which forms SMS messages of the proper type and in the proper format. The SMS
messages are then provided to the associated MSC 114x, which further forwards these
messages to the proper base stations 116 within its control. Each base station processes
the SMS messa:ges to be sent to the mobile stations within its coverage area and
includes the processed messages in a modulated signal that is transmitted to the mobile
stations.

[1028] Within message center 112x, a controller 220 directs the flow of data
through the message center and further controls the processing to generate short
messages. A memory unit 222 provides storage for program codes and data used by
controller 220.

[1029] FIG. 2 also shows an embodiment of mobile station 140x. On the receive
path, the modulated signal transmitted from the mobile station’s serving base station is
received by an antenna 252 and provided to a receiver unit (RCVR) 254, Receiver unit

254 conditions (e.g., filters, amplifies, and downconverts) the received signal and



[1029] FIG 2 also shows an enbodi nent of nobile station 140x. On the
receive path, the nodul ated signal transmtted fromthe nobile station's
servi ng baeeostEei’on is received by an antenna 252 andPpraszas®d21592 a
receiver unit (RCVR) 254. Receiver unit 254 conditions (e.g., filters,
anplifies, and downconverts) the recei 8ed signal and WD 2004/ 012470

PCT/ US2003/ 022592 6 further digitizes the conditioned signal to provide
sanpl es. A denodul ator (Denod)/decoder 256 then denodul ates t he sanpl es

(e.g., baﬁﬁﬂlepndlgﬁ'ﬁgotg@ RO &R sig%)ﬂartop ﬂ%)léénd ‘Aurde%ﬂ{gufﬁ?&‘)des

t he denopdul ated data to provi de decoded da i ncl udes
messages §eemod)fdecdder ﬁﬁ@tﬂmt@dl@u@tmlthe Sl'dmmldsa(teeg fhmsed tue cdize20005hysicdli ¢ and

br oadcast, SM5 ness r _thi bile stati.on.i ovi de ut dat a
g eyt I ERRPRRTES apd dtute enli S SOl ISed sfels Vot dRafit Bk
data and wns;ﬁagaﬁdés%@swmesd\%eg £8t It nfodwlAdd ngar qhe&fa@ano@'% fser-an
encoder/ nodul ator (Mod) 272 i ch encodes and nodul ates the

dat a/ ness%l{?éﬁlc i droasigast MY repssages gortthisrmavleditationrie grdyjdeal asrautpitidataer uni t
TMIR I nal suitable for transm ssion back to
R

t he base s € Station may be designed with a

renovabl e[1036] | danthiettyansmitigach, dafd- ddkil‘yﬁesga?g@s tol bé §eriR-b|yJ|tM habilestanon yel atil e
menory and can store a subscriber'’ tity, may i ncl ude personal

i nf or mat i BYVidGenoaan @P&Qﬁrﬂn@‘@ﬁti’%é@(’dbﬁmi I"@lj‘éb enc?ﬁeéf@}demlat?ﬁhm _
books, anéat%e@ﬁ O"Th@ﬁﬁﬁﬂl\)@?ed §48 iRmbh % Hol w%%hfl‘nﬁ{epﬁlﬁlt ( yration
escrl e

used to filter oadcas nessages, makes
it easier ZTﬁbtorpnebmi@ o npoiuhited segna]l smltubledﬁof fremsamsm'm baplico thetsse smtiacr oss CDVA

or GSMn ks, by sub crijhers to exchan handsets whi.l e using
the sane ﬁ&) vadiig I’Pr@ﬂi?l séatf ngeﬁg‘ﬂeﬁle‘f”lth ﬁé?%ﬁ%?e PRATAASREEY B1pdule1032] A
control | erR-2601) (127090'4“513'[%]@/[’%5@%' - ﬂﬂatﬂ@@néﬂ%r&san‘ﬂ' el §ofORishiBscablsl On
140x. For exanple, controller 260 nay direct thé filtering and processing

of incomi igntityy whithaney sBIdeeessegeksindoranatie sechazsnitysilosetafigsapinidageadgnent
L e
shows a Smé@irrfahﬁn esdbe firat bmbddﬁessmeme@ag@r as a&}én@&ﬂ bewki. | The RLBINVON
140x. O her_enpodi nents ma%/o gl so be contenpl ated and are within the scope
of the iPakestit gpsier to roam ountries using different frequencies, or across CDMA or

GSM networks, by allowing subscribers to exchange handsets while using the same

removable module to maintain their personal information.

[1032] A controller 260 directs the operation of the units within mobile station

140x. For example, controller 260 may direct the filtering and processing of incoming

broadcast SMS messages and the transmission of acknowledgment, data, and so on. A

memory unit 262 provides storage for program codes and data used by controller 260

(e.g., data for SMIS messages).

[1033] FIG. 2 shows a specific embodiment of message center 112x and mobile

station 140x. Other embodiments may also be contemplated and are within the scope of

the invention.

[1034] FIG. 3 is a diagram of an embodiment of a service table 300 that may be

maintained by a mobile station for filtering broadcast SMS messages. In this specific

embodiment, the service table includes four columns used for broadcast message

filtering: Service Category, Language, Priority, and Selected. The Service Category

column includes the identities of various service categories that have been programmed

into the service table. The Language column includes the language associated with each



[1034] FIG 3 is a diagramof an enbodinent of a service table 300 that may
be maintained by a nobile station for filtering broadcast SM5 nessages. In
t hi s specwbi2e04/aedyodi nent, the service table includes f®or/usebosmeezsorused for
broadcast nessage filtering: Service Category, Language, Priority, and

Sel ected. The Service Category colum7 ncludes the identities of various
service categories that have been programmed into the service table. The
Language col umm includes the | anguage associ ated with each WD 2004/ 012470
PCT/ US2008td32dinfed sefvide QafcBBHE UmSAY Yhb&HMBAC AR rvitd Bk AERAN ey he
service table jincludes one entry (or row) for each unigué conbinati‘on of
servi ce c&taaw} forgach prigye agmbinttien i sreécotatagdry ané langaseec aftedidts efaliand

| anguages I |y .def i by TI A/ El A-637-B.are,_given j TSB- 58- E,
nt 1 ed e hleedid hd Seneled Sty kintadet SIMETRS Pop “ereaznot
Spread Sp&SBr3gAE Strniar dsdiminMiieioni & Palihbtet Wa@ﬂ@&&'sﬁ?hﬁeﬁ&‘ ot @&'ﬂﬁﬂgfoat ed
herein by _ reference. In an alternative enbodi nent, The service table my

be defi nedPts PReqIR Staiklardsnt Wpichgs nebbely @viatelle codtineraporeted dferainlbyes i n

sone ot hefes, of 1, sRegikd C 1S i 8.0 Qne.ent ry f or each unique
conbi nati on of ser: véi}lcglltécljgfﬁggo% BrEOrT fh V. Se(%\flges gaﬁ? 8]@¥ be“defified o inclutle
cat egor y/ bemgurydet pachamique, conbisaivn dtvaRies $etortd other 4888 dpeclfik@3Bluntiie
Priority colum includes the priority selected by the nobile user for each

servi ce cHtiegdhy FIEh R b¥ BB SPmBRalen of sepvigehcaiegnsy/anpmd. entsesyjcei n t he
service  abloby/lahBeagSRIRRAL br oMt Bthel 34 ¥ d6RnAY) | ndi cation of whet her or

not each service category/|anguage conbination in the service table has
been sel ebBi088] f orlhe Rréqyity melinyn indhedesthé Ipeiotisieseled@al Yy iho astbils tusse sGages
for progranye ntri hat have bee el ected are processed by the nobile
station (assu%\q%a c?tﬁgfry%lg%wag&cp?&niﬁ?n éf"ﬁﬁ‘i}’, PIRBEIyRedentiy) i1} e jsgice [ 1036]

The servimblet allhe SeRytedecsl@mnnigdiuies aR Ghaididdt BE fwhe@let B Shot RbciP kb8 ice
informati on useful for broadcast nessages. In the enbodi ment shown in FIG

3, the s&REBRlapgge qogrhinasion; incthe geryice tyblahagibeert saistiéchfor aedeption tby

i ndi cate ticul i se for the broadcast ssages for
each pr ogttrhgerm%@greefrl]s%?'y ?égﬁllds{o%?cagp k%%&gkfg sféélragreogé%?]ﬂﬁ‘ﬁ efl{?eis ﬂggtcléa[vg %8
maxi mum regidsted acf plocesactt g themasisiiigestidnhadsu et othérurRetid, Aan§asb also

pr ogr ammed .%ntgy. The list of all currently defined alert options is given
in the TIAPEA)637-B standard document. [1037] The service table may al so

be definedoss | nehedRrAtH&ALIE OIS TiRfindd BEMinclude other columns for other

information useful for broadcast messages. In the embodiment shown in FIG. 3, the

service table further includes (1) an Alert Option column to indicate the particular alert
option to use for the broadcast messages for each programmed entry, and (2) a Max
Message column to indicate the maximum number of broadcast messages that may be
stored for each programmed entry. The list of all currently defined alert options is given
in the TTA/EIA-637-B standard document.

[1037] The service table may also be defined to include other columns for other
information that may be pertiné:nt for the processing of broadcast messages.

[1038] The filtering of broadcast SMS messages at the mobile station may be
performed based on various criteria. In an embodiment, the broadcast message filtering
criteria are classified into three categories: network configuration, user configuration,
and user preferences.

[1039] Network configuration includes filtering criteria imposed by a service
provider. In a specific embodiment, a number of possible settings are defined for

network configuration and are shown in Table 1. The incoming broadcast messages



I nformati on that may be pertinent for the processing of broadcast nessages.
[1038] The filtering of broadcast SMS nessages at the nobile station nay be
per f or medwbased1esrovari ous criteria. In an enbodi nent, tPrhe/uscaadez?r
nmessage filtering criteria are classified into three categories: network
configuration, user configuration, -an8 user preferences. [1039] Network
configuration includes filtering criteria inposed by a service provider.
In a specific enbodi ment, a nunber of possible settings are defined for
networ k cRBRIdgHCAt bOTTiIRRAE 3% &nshauRld Bralial! isdd oRNEhd gf&g&&ﬁg JIP %@
messages WO 2004/ 012470 PCT/ US2003/022592 8 would th tered at the
nobi | e st enfighratiassettios. t he programmed network configuration setting.
Table 1 Field Name Description Disallow This setting disables the nobile
station's broadcast SM5 capability & 1 the nobile station will not
process broadcast SNB) Al'l ow Tabl e éﬂ? This setting allows the nobile
station to .cuc.vc unl) broadeast—ressages—For—the-service categories that

have been Name in the servi ce tabl eDeSﬁrlptwnAI | This setting all ows
t he nDblle st to 1 es T 1 ViTE

cat egori ¢s. ﬂ% %ﬁkLBerﬁggn (gFg%ﬁ g@&ﬁ%@g @PP Eiﬁﬁerla

determ ned by the nobil éli Plapen w B?ﬁl?‘f% s bigadgasher of

possi bl e|lsettings are d ed for user conflquratlon and are shown in

Table 2. | Fpw nasgegy iieadeasls 65S SRl lion Wil iy bbhicted gt the
nobi | e station based O”Iﬁé@?&ﬁ@?fo‘%ﬁe r\}féeegat %eioglﬁf EI%\J eFl% IIO% Ebml ‘Jl e 2
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Fi el d Najre Description |s set
st ation' s—broadcast SMS f||nr~ lons” (i e the nohile station will nof

process broaddastAISNS) . ThMettu@taﬁoWaHieanalﬁlesSmﬁinttb RgelelRvEichdie mobi | e

station to receive only nhersgagés:ﬂ)stauasﬂvwe@a@gagg@s for the service categories
t hat havebeem—programed—n

”

[1040] User configuration includes filtering criteria determined by the mobile user.
In a specific embodiment, a number of possible settings are defined for user
configuration and are shown in Table 2. The incoming broadcast messages would

further be filtered at the mobile station based on the selected user configuration setting.

Table 2

Field Name Description

Deactivate This setting deactivates the mobile station’s broadcast SMS
functions (i.e., the mobile station will not process broadcast SMS).

Activate Table | This setting allows the mobile station to receive only broadcast

Only messages for the service categories that have been programmed in
the service table, subject to any additional filtering criteria
included in the service table based on user preferences. This
setting is only valid if the network configuration is not Disallow.
Moreover, the mobile user can selectively enable and disable
individual programmed entries in the service table.

Activate All This setting allows the mobile station to receive broadcast
messages for all service categories. This setting is only valid if
the network configuration is “Allow All”. The service table will
not be consulted for this setting.

In an embodiment and as indicated in Table 2, the user configuration is restricted (or
constrained) by the network configuration. Thus, the user cannot validly obtain a user

configuration setting that is broader than the network configuration setting. For



the service table, subject to any additional filtering criteria included
in the service table based on user preferences. This setting is only valid
i f the newveaod/mesmhi guration is not Disallow  Mreover pCrThEs20m3b21502 user
can sel ectively enable and di sable individual progranmed entries in the
service table. Activate All This settifig allows the nobile station to
recei ve broadcast nessages for all service categories. This setting is
only valid if the network configuration is "Allow All". The service table
will  noteheonsiht snfdk aohﬁguﬁ@&ﬁ séifing “mogﬂ?%k B Ay e W0G! CA ed
in Table 2, the user configuration I1s restricte onstrai ned) %y t he
net wor k cemfiggiatian |S@tﬁngT9(mstnctetim lisgivateg Ratoe Oml@l”ml“jbemdlivateﬂ a user

fi t hat than th t k fi t
Serti v, HORRL &Ll s hiest rebiBdiGtng 63550 34 Rs ha Bobis Sheranhebwor k
conf i gur adgptiad &eﬁlﬁ‘lpﬂ?rhﬁnﬁb&'ehﬁi\é/s A @eﬁﬂeytablet 1RO nfdBfe USEm [ycl:%rglf[o%gat 1on

setting is restrict Activate Tabl e l'y" or "Deactiva 1] User
pr ef er enci@dndliyiduae epable/dispblg (erslel;eewrael@eﬂ) eettepogranithed enaby ingheisavicand ar e

e al | oweler R EERTRES nBS oiberl LRy Eulod dost mecerieiosd s
P briority Lovel for ach Brag ammed ontey ) peuesar éi%%teég?“m&ﬁ o

i nconmi ng éﬁﬁ%%%ﬂmﬁ@%@&@@§0$ﬂﬁwﬁgdﬁKﬁﬁb9@&5t%@Ié@@@ﬂﬂ@eﬁhbpedqqﬂpwﬂgranned
Cevel | opmeiBRE ARG, Bl bibookRLE) 1i & S SGERE ol 080 rishisbiosehe
user pr eftb¢ serviss tabie Onhetake pifeat éf thabbeicenhpletiakeabddd fogtusé.f Thiev&gd ‘bbce
cont 1 gur AT SRSt FE s et <o TP B ET SALOR Jbland ¢ he
conf | S‘JPL??Z’L%%??.“ES“?EE%“”&§°€ R Ay i | nposed. by t he

servi ce gi®dAlder T métwpg@Icoewfntgmrsgttmgrthsed@ﬁmg tiobefilteimg driverid ithpased ng
[ teri ngYeier SABE brlfiab G, fortilhicR Tt aiiob et Tetmgapgena -

addi t i onaletefinittedr byghe mhdbalei @seﬁ.ruildcaltee@wlb@&abl@&ﬁcla&le%OthBefﬂ%b%ﬁfg, cid@dathis is
wi thin the scag f the_invention. Mreover, settings different fromthose

descri bed*5H§ § - diepien sifferamdandiprsaddifionak flteringniriterihendscropgorios

may also be used, and this is within the scope of the invention. Moreover, settings

t he

different from those described above may be defined, and this is also within the scope of
the invention.

[1043] In general, the settings for the network confi guration, user configuration, and
user preferences (and any other information that may be useful for filtering broadcast
SMS messages) may be stored in a non-volatile memory that is either within the mobile
station or accessible to the mobile station. The non-volatile memory may be a Flash, an
electrically erasable programmable read only memory (EEPROM), a multimedia card
(MMC), or some other non-volatile memory type.

[1044]  Referring back to FIG. 2, these settings may be stored in memory 262 and/or
R-UIM 270. If the settings are stored in the R-UIM, then the mobile user will be able to
remove the module from one mobile station and insert it into another mobile station,
and the new mobile station will preserve the same broadcast SMS configuration and
preferences.

[1045] The R-UIM includes a number of elementary files (EFs) that are used to

store various types of information related to SMS. For example, an EFsmss (SMS



the invention. [1043] In general, the settings for the network
configuration, user configuration, and user preferences (and any ot her

i nf or mat i w0 206uat1247ay be useful for filtering broadcast PEVESx@s921563) nmay
be stored in a non-volatile nmenory that is either within the nobile
station or accessible to the nobile stHtion. The non-volatile nenory nmay be
a Flash, an electrically erasable progranmble read only nenory (EEPROM ,
a multimedia card (MVC), or some other non-volatile nmenory type. [1044]
Ref er ri ngstitagkstéres kafas idorrhiRaFoSSMSI. MEhe RUBMMD | 1 and/ or
R-UM270. If the settings are stored in the R‘C(-ihlsllsﬁl\l/lg[ﬂ?j gh&trﬂgfégng%ﬁﬁéuser
will be aBf&essibed ipgetall imBIAYBIMIS-320 dnentitdedtReinayable dfseo ideatity Mogglkt i t

i nto anot 2UTVD | i e hile LO | preserve the

sane br oa@gast gk)tsqgonilgg o ?%g%n %?nevgﬂ‘aﬁ%en%dgb?%é]s%%oﬂeﬂqw

i ncl udes ‘Removable Gfer diamien Madylef (R-E8M) Ersddnid2800 gp@agégﬁl%}s@? g EtQﬁV% »vari ous
S

types of | f(éf;‘%t gon related to SM5. For exanple, an

2004/ 012 1982650 B ) ishayailable ard Hco@pratedhaseindyaefesenicnt or mat i on f or

SMS. The [Ro4§M angd dhenh mE r are described in detail in
TIA El A |[g‘-)32]o- 1, entitl eglﬁ%%{éﬁ%’éaﬁrgﬁ&%@ﬂ %@Etﬂi]et JERBE I Q%R—%P‘Wﬁf or

TI AV El A SpnEgdraBpeciseusorigardan dmd usan preBERR2s GreSA023 1 ele@¥ntar) &lks in

" Rem)vabltﬁe #gﬁMl dentity Module (R UM for cdnma2000 Spread Spectrum
Systens, " ot of which are publicly available and incorporated herein by
ref er encq1047046FIG04ANsewh A lBncar} e BELUICE 41B0h8 ARfLE IGedsBldgnos for
the network configuration, user configuration,” and user- preferences are
stored i PRt soRiiguration seitingt fermentiy! filf 400G HclFdeSa rdunteh ofViieRls that

el ement ar, L4 th e stqre the network

confi gur 5%1 § %é\ﬂlgeg{%: ty%%@s é%@%raggéﬁ@&ﬁsoﬁéﬁu@g@e éqﬁﬁﬁf;ﬁ% fielsh Toi 8P ds t hat
are def i redddvypotitiol &Itk tiSmBRArylfilandd #ERRAR-BR92%0Rs. Table 3 lists the
fields for the header portion of the elenentary file and their short
descriptions. Table 3 Field Nane Description Identifier Includes a val ue

assigned to and used to specificall F%b&’e%t ify this elenentary file.

Field Name Description
Identifier Includes a Vf}lue assigned to and used to specifically identify this
elementary file.
Structure Indicates the structure of the data in the elementary file.
“Transparent” denotes that the data is stored in bit-mapped form.
“Linear fixed” indicates that the data is stored in a table format.
File-size and File size indicates the length (in bytes) of a “transparent”

Record-length elementary file and Record-length indicates the length of each
record in a “linear fixed” (table) elementary file.

Update Activity | Indicates the frequency at which the data in the elementary file is
expected to be updated.

Access Conditions | Specify the conditions under which various types of privilege
(Read, Update, Invalidate, and Rehabilitate) are allowed.
“CHV1” denotes that cardholder verification (e.g., a personal
identification number (PIN)) is required to gain the privilege.
“ADM?” denotes that the privilege is only allowed for an
administrator at a service provider customer center (e.g., a mobile
phone store).

[1048] As shown in FIG. 4A, the elementary file EFpcsmscty includes one byte for
the mnetwork configuration setting, which is labeled as “Network Broadcast

Configuration”. This byte may be set as shown in FIG. 4A for the three possible



Structure Indicates the structure of the data in the elenentary file.
"Transparent"” denotes that the data is stored in bit-mapped form "Linear
fixed" imDcat4B247nat the data is stored in a table formax/uskid3mzsvze and
File size indicates the length (in bytes) of a "transparent” Record-Ilength
el enmentary file and Record-length indithtes the length of each record in a
"l'i near fixed" (table) elenentary file. Update Activity Indicates the
frequency at which the data in the elenentary file is expected to be

updat ed. gﬁ)fggj N Cl »C ©RGhA L J j 6 r types
of privi I@%g‘]% Read: r%?o a?eé, n{/?{?é at%ef gngngﬁbggﬁk??ét%@ a‘?g&gl)l\%d.
"CHV1" dedestabed ftatve cafabilollder verification (e.g., a personal

SO dedos o se cat : so . ADM
tenot es. O] o HHEE AR ol sl B o drat2) Bk o 5,
servi ce PiRVieofSHAMBH s8R I THIE cbmerfarfORlL ! iBcluB0BR SHRr &) thE 1848] As

shown in FIG 4A, the elenentary file EFBCSMSCf g includes one byte for the
net wor k cenfigyeation| ssHingewhiahgis labdledas SUberbBtoadasis Confaguueticn”Br Blisl bartst

Configuration”. This .byte. be,set .as shown i.n FIG 4A.for..the three
possi bl e T RS0 GRS Ty 120806 458 658 st s o Fiiomerines
settings (“Ddast@adieOW*Activild Dawid @iy, &d YActivardAllAldessmbl lhbdve ideablel hed above
in Table 1. 51049 FIG 4B shows an el enentary fil e EFBCSMSPref 420 that
may be usE@39b stldie 4G thevissaelepeniaydie Bleesvsett43H ghat praysbedrsedimstarey il e
i ncl udes : e onfii at 1. 1l ' ' | ed as
 User - Br oS8 gaRrEinPfor WIRAAE, tab e GURRLARE BN tdffled IR plcfere R 7 5
for the tTHheelgnagaty fleussra toedri figedattiveturs.etvhichgs a fablPea€his\table has a
"Activate Taple Only", and "Activate Al.l") descyibed ahoye in Table 2.

[ 1650] i bt O Rl ManereR CHIT b an ek BESRERBTE T B0 Y ats TR used
to store jiihgeichfcatamptiiecon for the service table and the filtering criteria

related to user preferences. This elenentary file has a linear fixed
struct ur e[10ah] ch Insthe spdsiific cphbvasdimeiy! shovs @ FiGnbd?, 8fc climamtesy filet h each

?IO: gm‘l haﬁkQ&MgmbE%fe}’ihgsua{ ggrvilcg ?a%tleb hcfnlligg lt):ygth?z:olﬁisnngfc?rcéiéﬂt%{jeldsl t%r tearx]c% eenltr%/rrent ary
in the service table. The elementary file includes one instance of these eight fields for
each service category/language combination that have been programmed into the

service table. Table 4 lists the eight fields for each programmed entry.

Table 4

Field Name Description

Indicates whether or not the programmed entry has

Select been selected by the user.

Service Category | Includes a value that identifies the service category for
the programmed entry.

Language Indicates the language associated with the service
category for the programmed entry.

Priority Indicates the priority assigned to the programmed
entry by the mobile user.

Alert Option Indicates the option to use to alert the mobile user of a
new broadcast message for the programmed entry.

Max Messages | Indicates the maximum number of broadcast messages
that may be stored for the programmed entry.

Label Encoding | Indicates the coding scheme used for the service
category label.

Label Stores the service category label.




[ 1051] In the specific enbodi ment shown in FIG 4C, the elenentary file
EFBCSMSt abi e defines a service table having eight columms,or eight fields
for each wotogu/012470t he service table. The el ementary fi [PETIUSCOOIBRESIDNE

i nstance of these eight fields for each service category/language

conbi nati on that have been programmed ihto the service table. Table 4
lists the eight fields for each programmed entry. Table 4 Field Nane
Description Select Indicates whether or not the programmed entry has been
selected by the user. Service Category Includes a value that identifies the
service category for the programred entry. Language |ndicates the | anguage
associ at edllwoft thet fivdds definedeabosatfeg treysdroice ttitde, prxogptafoneit SalectyficlBy merity

I ndi cates  the priority. assi t e ogranmed entry by the nobile
user. Al efl?sc’éﬂ‘?‘{‘é‘ efar%‘inglé?J@%ﬂ%‘%gtﬁgﬁg‘iaégé%@@eﬁtal ert the nobile user of
a new br pa@opst RESSAACHhERIohi4e SREWY e tﬁ é?ﬁﬁddﬁnent'\ﬁ’ih@’%%ﬁfﬁg{r%?¥ Eigh%' cates

t he maxi mum nunber of broadCast nessag at may be store
pr ogr anmedsedriorsgore tha isettingn fodha getwetkocanéigutatien,cmdr nonfsphativn, aséadsdror t he

service cateqgory l.abel. .Label Stores.the service cat.egory | abel.

2004/ 0124%%615%“/%52%6?0%5‘?@ Fllog f‘d‘%?‘”{ai&ier“i‘eé‘f%&% afl&%? Ff‘%{dal%%éﬁ%}r t he

servi ce tBréoveeXeRet, difffrerdthahdhs! RidktionkEliélds 812§ alsdeseCdoiipgd fortadRbRite I N the

TI Al El A-637-B standard docunent. [1052] FIGS. 4A througg 4C show a specific
Li}

enbodi men¢leBeniapefiles depogibad wbeve eEhespyadoysovasiatiprs amhavidin thengpopé of thehe
network copfieauration, user configuration, and user preferences. Fewer,
different, and/or additional elenentary files may al so be used. Moreover,
fewer, di [088Ent , Tiendéroice adbliet imhahe fseginds forythaleondie deffigaediohons@ach of
the elenentary files_ described above. These varjous variations are within
the scope® figupation; and ysst gyeterences may be programmed into a non-volatile memory
within or accessible to the mobile station by various means. In one embodiment, the
network configuration setting and/or the service table are programmed in a controlled
environment, such as by an administrator at a service provider customer center. In
another embodiment, the network configuration setting and/or the service table are
programmed over-the-air using SMS messages, as described below. The user
configuration setting and user preferences may be programmed by the mobile user, for
example, using a keypad on the mobile station.
[1054] FIG. 5 shows an SMS Deliver Message that may be used by a Service
Category Programming Teleservice (SCPT) to add or remove broadcast service
categories in the mobile station’s service table. The SMS Deliver Message is one of the
messages defined for the SMS Teleservice Layer, which is one of the layers for the
SMS protocol stack. For SCPT, this message includes a Message Identifier
subparameter used to identify the message, a Service Category Program Data
subparameter used to carry programming information, and possibly other
subparameters.
[1055] The Service Category Program Data subparameter further includes a number
of fields. One set of Category-specific fields is included in this subparameter for each
service category to be programmed by the SMS Deliver Message. The Category-
specific fields include the Service Category, Language, Max_Messages, Alert_Option,
and CHAR!I fields. These fields are used to carry information for the service category to

be added to or deleted from the service table. The CHARI fields may be used to carry



[ 1053] The service table and the settings for the network configuration,
user configuration, and user preferences may be progranmmed into a

non-vol atwbeoeeres?y wi thin or accessible to the nobil ePsTaiS2@3/0R3s9Yari ous
means. I n one enbodi nent, the network configuration setting and/or the
service table are programmed in a cont®®lled environnment, such as by an
adm ni strator at a service provider custoner center. In another

enbodi ment, the network configuration setting and/or the service table are
progr amreghe Q¥Ricel iR paiY labli T8e BYSIRRAGHAR thedS fidIRS Gl tb%qnggg} Q%reﬁﬁﬂouser
configuration setting and user preferences nmay be programm 3 by‘f e nobile
user, f orthegnehiisistationts seyyice tablgpathan thdrenawddfined aboat indAG. B1A@abkl 45 5

shows an | iver. Message t hat be used_b rvice t egory

Pr ogr ammi ﬁ%ésﬁlgge%@log}n@esuﬁg%ﬁ??te{ Hlag% n&arppF‘i %%@@i@%@gfﬂ% Y &n the

cat egori egervibe tdpg. Obi | e station's service table. The SMS Deliver Message
is one of the nessages defined for the SM5 Tel eservi ce Layer, which is one

of the | all®p8l f oFIGROA o spanotME dhelivemblessage thas@my, be hiesl byes Sagaichsicl udes

a Message [ . [ .er to identif he ssage, .a Service
Cat egorg gé %@g%@@%ﬁﬁ’g‘?ﬁ%@%ﬁe‘? %Fé@gg}dtotsgn(g r%?t‘%?r gclpgﬁ'%’r‘%ggl? FRR8rat i on,
and possiThey Billeis asidhpasiaeplias sot HdfaRd] inTIEA/BEANI30B . Catipognss Besgs-am Dat a

subparameter further includes a nunber of fields. One set of
Cat egor y-4p&sass incluydes p ddessage; Identifiss qubniramster used saidsriyethe msssagaend aser vi ce

cat egory r d e LVer g te -
specific %iﬁ)glggasspi g%{aggg?t E@%%@VID?E@ C%% Egﬁﬁ?feyfg%gugae;%é%%g‘g%%%

Al ert Opt¢amfiiguratinol s fi el ds. These fields are used to carry information
for the s ice r e added to or deleted fromthe service table.
The CHARi ﬁpgﬁds%@‘é@éﬁﬁ?@e& r SPORETBsERAY (R 438y peTmossedaroMEor 13
the serviT@e®aie9qlayel aRRbaged Nd WHHBE %Qsi%ﬁéamshbﬁa&%néﬂ'eﬁ'lﬂs viRYs Rg mapped

directly to the nobile station's service table, such as the one defined
above in F08000D03ndraugh €0410106he Ws geFnsdbiaragnaterh prayairet dafinedyfobethempped

to the L I i .CO inthe ,service table. .[ 1056 | G shows an
SMS Del i \?%fr%a sgggé&gﬂ%t i)}r{{%a (rab 1ia SHORY gt 38@38@( bL’ﬁB’&%Fﬁfioﬁ (gﬁgar anm ng
Tel eser vieser(BLRihpatagnes@niD tilees@igWo0BO 0101 7)Y dHow@nn IRbld N9. The BCPT is
a new teleservice not defined in TIA El A-637-B. The SMS Del i ver

Table 5
Subparameter Subparameter_ID value
B N
Broadcast Capability Program Data (new) “00010101~
Broadcast Capability Program Result (new) “00010110”
all other values are reserved

[1058] The Broadcast Capability Program Data subparameter includes a number of
fields, one of which is a Network Broadcast Configuration field. This field may be used
to carry the network configuration setting and may be set to one of the three values
shown in FIG. 4A.

[1059] FIG. 6B shows an SMS Submit Message that may be sent by the mobile
station in response to the BCPT SMS Deliver Message. This message includes a
Message Identifier subparameter and a Broadcast Capability Program Result
subparameter used to send the result of the programming of the network configuration

setting. A new subparameter may be defined for the Broadcast Capability Program



Message i ncludes a Message ldentifier subparaneter used to identify the
nessage and a Broadcast Capability Program Data subparaneter used to carry
t he net wowl 20@0n1pd47gur ati on setting. [1057] TI A/ El A- 637- BCaafS2e0382%92
subparaneters that may be included in SM5 Tel eservice Layer nessages and
whi ch are assi gned Subparaneter |ID valides of "00000000" through 00010100".
A new subparaneter may be defined for the Broadcast Capability Program
Dat a subparaneter and may be assigned one of the reserved Subparaneter |ID

val ues (eR@suit s 99&319&1@11 al)hd rr?a? t%%yvgnédqon-ga&l i Sﬁf(’%ﬁ Ié%bgr 2 %aTIBr%th?ers

Subpar amet er _| "D val e Br oadcast |ty
" 00010101(e.g. BOBALRIAST), @ﬁiwwri intBabRr Hgr am Resul t (new) "00010110" all other

stbpar anchdP0] ol BAEO AR BaP R PGtk S PR TSNP HBE
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configuration settlng and may be set to one of the three val ues own in
FIG 4A Tapdojuskd @ ceByshbws indicaivd Subhethenves satythet MWoﬂayorﬁgummn by the

ol udes S tigelbe theh FHBRRRRnY brdctinlelhe PO meRie SRisetio BN ek Ty

Proogr am Hﬁsgﬂatnnuﬁgbxmamafmic%ssﬁﬁeﬂdt@) $RsiBlyt diBer R stitleint AfforntBioRr 09r anm ng of
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val ues e.g., "0001011 cast
Capabi | i tfyelﬂw our aolldRésellyt r@f@rquhtcametthe B@QcADDBs fialdhandeancludd five efields: one of

shich 1= 0 gk Bt Giiau o SEeull, (8 T diclg, my, be
setting MemghaR)) a8dPHESS  phrdfetBfRUPRIMR Al ttﬁ]ﬂ?l“é‘l@@r‘lq@e shLd Sﬁﬁ D(al%)eran
error code | f rogramrm ng was not successful, and (3) possibly other
pertinent ,ewgﬁ, egst, should have the same values as those of the BC _ADDR field. The
BC_ADDR field is only included in broadcast messages sent on the broadcast and
paging channels and not in messages sent on the traffic channel. The BC_ADDR field
includes attributes that may be used for broadcast SMS message filtering and is
described in detail in Section 3.3.1 of the TIA/EIA-637-B.
[1062] FIG. 8 is a flow diagram of an embodiment of a process 800 for filtering
incoming broadcast messages at the mobile station. Initially, a new broadcast message
is received (step 812). Various attributes of this broadcast message (e.g., service
category, language, priority, and so on) which may be used for filtering are then
determined from the BC_ADDR field of the broadcast message (step 814).
[1063] A determination is then made whether or not the received broadcast message
is filtered out by the network configuration setting (step 816). This would be the case if
(1) the network configuration setting is “Disallow” or (2) the network configuration
setting is “Allow Table Only” and the service category/language of the received
broadcast message does not match any of the programmed entries in the service table.
(Part (2) may be deferred until a later stage of the process when the service table is
consulted.) If the answer for step 816 is yes, then the pfocess proceeds to step 832
where the received broadcast message is discarded.
[1064] Otherwise, if the answer for step 816 is no, then a determination is made

whether or not the received broadcast message is filtered out by the user configuration



[1061] FIG 7 shows the broadcast address fields that are provided with
each Dbroadcast SMS nessage sent on the paging or broadcast channel. The

br oadcastweacdossg470f i el ds are collectively referred to ®€TtuUse0BG22ARDR fi el d
and include five fields: Priority, Message |ID, Zone |ID, Service, and
Language. The Service Category, Language, and Priority

par anet er s/ subparaneters in the Tel eservice Layer SMS Deliver Message, if
present, should have the sane values as those of the BC ADDR field. The
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nmessage filtering and is described in detail in Section 3.3.1 of the
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message is filtered out by the network configuration setting (step 816).
Thi s woul &heder prenadbe brdadeqst message nefilienci ogoby thgursat prsferemses (step 820).
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may be deferred until a |ater stage of the process when the service table
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[ 1064] QF]%}G\?\AE(%&}% %er}[fx}\%'ge%%&grﬁlap r °st gg (?’1@% g?a%%)n?&?hen ard(zftgejllr0 rang%gfi on is
made whetiessages havetalichdy beneaitared fhirthastraist cargagfanguagd and e etbnoory iby t he
user configuratio 2004/ 012470, PCT/ US2003/ 022592 5 setti, step 818).
This voul Bonalowal s’ Previtenn e TS et vign i araned ot g ¥ ahe Sisel

" Deact i vatenfig@tatiod)sefti idSNctGARIT1 @ﬁfzon I8 @kldni@el for stptd203t §edaRde Onl y”
and the service category/language of the received broadCast néssage does
not mat chthergcepfediieadcpstogesangesid disnandedimn step 3% service table. (Again, part

(2), o0 ey o5 0 oLl b 295, oG RBROSARTRD, IR BELV! €
sent by multiple base stations, and the mobile station may have already received and
stored this broadcast message. A first level of duplicate detection may be implemented
to detect if the same message has been received from the same base station multiple
times within a time period specified by the TIA/EIA-637-B standard. This can be
achieved based on the BC_ADDR field included in the received broadcast message
(e.g., by performing a bit-by-bit comparison on the entire BC_ADDR field). A second
level of duplicate detection may be implemented at the application level, where the
same message received from different base stations are discarded.

[1067] Thus, if the answer for step 820 is no, then a check is made to detect for a
duplicate of the received broadcast message, which may have already been stored in the
memory (step 826). The detection for duplicate may be made based on the BC_ADDR
field in the received broadcast message. If a duplicate of the received broadcast
message has already been stored in memory, as determined in step 828, then the

received broadcast message is discarded in step 832. Otherwise, the received broadcast



yes, then the received broadcast nessage is discarded in step 832. [1065]
O herwise, if the answer for step 818 is no, then a determ nation is nade
whet her oworeot4/tibeobr oadcast nmessage is filtered out byPCRAISA®8/022592
preferences (step 820). This would be the case if the service table is to
be used and (1) the programmed entry f@&r the service category/language of
t he broadcast nessage is not selected, (2) the priority of the broadcast
nmessage is lower than the priority level specified in the service table

for the sa{eyéag@;%g&e aéﬂ&mgtaa&gn 8 mehgd ﬁe%mmkme%ggam ﬁgeggé%?dca“

nmessages have al ready been store or the service cat ge’and the
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recei ved broadcast message. If a duplicate of the received broadcast
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broadcast message is discarded in step 932. Additional criteria may also be applied to
the received broadcast message before it can be processed. For example, if the
maximum number of broadcast message for this service category has already been
stored or if the memory is full, then the message may also be discarded.
[1070] In step 926, a duplicate of the received broadcast message is detected, as
described above. The received broadcast message would then be either (1) discarded in
step 932 if a duplicate is detected or (2) processed in step 930 if a duplicate is not
detected. In either case, the process terminates after steps 930 and 932.
[1071] The processes shown in FIGS. 8§ and 9 may also be used to process a
broadcast page. In that case, as part of the processing in steps 830 and 930, the mobile
station gets ready to receive the broadcast message for the broadcast page.
[1072] The techniques described herein allow broadcast SMS messages to be
filtered at the mobile station based on network configuration, user configuration, and
user preferences. The broadcast message filtering may advantageously be used for the

following example scenarios.



broadcast nessage is received and various attributes of this broadcast
nmessage are determned (step 912). If the network configuration setting is
"Di sal | owoanod/df12470e user configuration setting is "De®CTivusats/ 0213592 ep
914), then the received broadcast nessage is discarded in step 932. [1069]
O herwise, if the answer for step 914 13 no, then the process woul d proceed
to step 926 if the network configuration setting is "Allow All" and the
user configuration setting is "Activate All" (step 916). O herwise, if the
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case, the process term nates after steps 930 and 932. [,107%] The processes
shown in PIRESYAlEO Z5541VG BiRAFCaY! SupsKIgeR ER Y Rofr HEUES CHeeBicta dERd PrpsyR. | n
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station gets ready to receive the b dcast nmessage for the bro ast page.
[ 1072] Therondedshsequiess. descri bed herein all ow broadcast SMS nessages to be

filtered e bil e .stati,on .based on net. k confiquration, user
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I's useful blfo?iacééﬁéwjﬁmét'i(;ng%b géléctively enable or disable any programmed entry in the

service table, (3) limit the priority of the received services, and so on. For example, a
mobile user may be interested in weather forecasts but not stock quotes (e.g., during
non-working hours). This same user may thereafter change the service selections to
enable stock quote and disable weather forecasts (e.g.; during working hours): As
another example, a mobile user may be interested in emergency or urgent weather
forecasts at one moment and may be interested in all types of weather forecasts at
another moment.

[1075]  The settings for the network and user configurations may also be used to
control the reception of broadcast SMIS messages at the mobile station. For example, if
the mobile station is not allowed to receive broadcast SMS (i.e., network configuration
is set to “Disallow”) or if the mobile user temporarily disables broadcast SMS (i.e., user
configuration is set to “Deactivate™), then the mobile station may be controlled so that it
does not wake up at broadcast slots to receive broadcast pages or broadcast messages,
and does not look at the broadcast messages that are sent in the regular paging slots. It

should be noted that the mobile station can still receive broadcast pages and messages in



Depending on its requirenents, the service provider may need to disallow
broadcast SMS functions of a given nobile station that is otherw se
capabl e ovoOreekilzing br oadcast SMS nessages. These reqRCTarseo3s®22my be
related to network depl oynent, service provisioning, subscription status
of the nobile station, and so on. For tge purpose of service provisioning
and subscription nmanagenent, for a nobile station that is allowed to
recei ve broadcast SMS, the service provider nay programthe service table
in the L o O <41 i AHor WG
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logic devices (PLDs), field programmable gate arrays (FPGAs), processors, controllers,
micro-controllers, microprocessors, other electronic units designed to perform the
functions described herein, or a combination thereof.
[1078] For a software implementation, the techmniques for filtering broadcast
messages at the mobile station may be implemented with modules (e.g., procedures,
functions, and so on) that perform the functions described herein. The software codes
may be stored in a memory unit (e.g., memory units 262 in FIG. 2) and executed by a
processor (e.g., controller 260). The memory unit may be implemented within the
processor or external to the processor, in which case it can be communicatively coupled
to the processor via various means as is known in the art.
[1079]  The previous description of the disclosed embodiments is provided to enable
any person skilled in the art to make or use the present invention. Various
modifications to these embodiments will be readily apparent to those skilled in the art,
and the generic principles defined herein may be applied to other embodiments without

departing from the spirit or scope of the invention. Thus, the present invention is not



its regular paging slots, but these pages and nessages nmay al so be ignored
or discarded if needed. O herw se, operating with broadcast SMS turned on
can reducwoposri2z47oonsunpti on and i ncrease standby ti nmepcChatshoosfo22sbt ch are
hi ghly desirable. [1076] The filtering techni ques descri bed above may be
used for broadcast nessages received ©® pagi ng and broadcast channels.
These techniques nay also be wused to filter broadcast nessages received on
forward traffic channels. For TIAEIA- 637-B, if a broadcast nessage is
recei ved gyefded tb B@flﬁht%d@@ﬁﬁ%{bodhﬁ t€sHow i MRrBrpiR Bfe la@t!ogdédr{hé erslpssage
In this case, the first |level of duplicate detection does not apply and
the filtestapg consisttng wigr the pnedipleasied novel ftrtumediscgsedderanet er s and/ or
subparaneters. [1077] The techni ques described herein for filtering
broadcast nessages at the nobile station nay be inplenented by various
means. For1030anpl WHAPISCL ARWRDIESs may be inplenented in hardware,
software, or a conbination thereof. For a hardware i nplenentation, the

el enents used to inplenment any one or a conbination of the techniques
described herein (e.g., the processes shown in FIGS. 8 and 9) may be

i npl enented within one or nore application specific integrated circuits
(ASICs), digital signal processors (DSPs), digital signal processing

devi ces (DSPDs), progranmable |ogic devices (PLDs), field programrabl e
gate arrays (FPGAs), processors, controllers, mcro-controllers,

m croprocessors, other electronic units designed to performthe functions
descri bed herein, or a conbination thereof. [1078] For a software

i npl enentation, the techniques for filtering broadcast nessages at the
nmobi l e station may be inplenented with nodul es (e.g., procedures,
functions, and so on) that performthe functions described herein. The
software codes nmy be stored in a nenory unit (e.g., nmenory units 262 in
FIG 2) and executed by a processor (e.g., controller 260). The nenory
unit may be inplemented within the processor or external to the processor,
in which case it can be communicatively coupled to the processor via
various neans as is known in the art. [1079] The previ ous description of

t he di scl osed enbodi nents is provided to enable any person skilled in the
art to make or use the present invention. Various nodifications to these
enbodi mrents will be readily apparent to those skilled in the art, and the
generic principles defined herein nay be applied to other enbodi nents

wi t hout departing fromthe spirit or scope of the invention. Thus, the
present invention is not
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enbodi nents shown herein but is to be accorded the w dest scope consi stent
wi th the woiznei/q@akee and novel features disclosed herei nPCTAG3@P/HOYHNT | S
CLAIMED | S: WD 2004/ 012470 PCT/ US2003/ 022592 20 CLAIMS 1. A nethod of
filtering broadcast nessages at a rece2er in a wireless comunication
networ k, conprising: receiving a broadcast nessage; applying one or nore
filtering criteria to the received broadcast nessage, wherein the
filtering criteria are defined by Sth stored in a renpovabl e nodul e
coupled to the receiver; and proces Hé}ﬂ?ﬁe recei ved broadcast nessage if
it is not filtered out by the one or nore filtering criteria. 2. The

met hod of claim1l1, wherein the one or nore filtering criteria include

t hose inposed by a Aapsthed opfiberinghroaddast Thessages hbarestivet iniawizelessher ei n t he
filtering.criteria i d by the service provider are defined by a

net wor k c8§1 néﬁlr"% ?noﬂr;gegé F%‘éplfl?‘}gg' indicates all broadcast nessages are
al l oned to be reeei@ingechrondraby@a@deast nmessages are allowed to be received,
or only broadcast nessages for entries progranmmed in a service table are
al | oned to be PRIVENGeBe oymonnilicrngrsiderissto thesteasised bivadesistimessagenet wor k

confi gur atj.en; :9&1% . ed i e ry file in.the

r enovabl ewr}rllg)%ﬂftg.é hg[. gntr?g% al(t)etj& 81?1@%%%%@# S\?\é{gérirgr?}ril 14 ai())lr?em%dr?ﬂenor e
filteringcouplddgpitize ieoaiversiend user-determned filtering criteria. 6. The

met hod of claim5, wherein the user-determned filtering criteria are
defined by a ugré’f:ésé‘(’j‘ﬁft{%{ﬁcﬁ’tvf’ghr%‘ ¢ast mgsseett 1 1 apthiliered ay bydhe arfcerst
nessages gafofe i@ crit@fel ved, no broadcast messages are to be received, or
only broadcast nessages for entries progranmed in a service table are to
be received. WD 2004/ 012470 PCT/ US2003/ 022592

2. The method of claim 1, wherein the one or more filtering criteria include

those imposed by a service provider.

3. The method of claim 2, wherein the filtering criteria imposed by the
service provider are defined by a network configuration setting that indicates all
broadcast messages are allowed to be received, no broadcast messages are allowed to be
received, or only broadcast messages for entries programmed in a service table are

allowed to be received.

4. The method of claim 3, wherein the network configuration setting is

stored in a first elementary file in the removable module.

5. The method of claim 1, wherein the one or more filtering criteria include

user-determined filtering criteria.

6. The method of claim 5, wherein the user-determined filtering criteria are
defined by a user configuration setting that indicates all broadcast messages are to be
received, no broadcast messages are to be received, or only broadcast messages for

entries programmed in a service table are to be received.



21 7. The nethod of claim6, wherein the user configuration setting is
stored in a second elenentary file in the renovabl e nodule. 8. The net hod
of cl ai mWO 2owériei’n t he one or nore filtering criteria POEIUSA@3/022592
user-selected criteria for user preferences. 9. The nethod of claim8,
wherein the user-selected filtering cr2teria allow for filtering of

br oadcast nessages based on service category, |anguage, priority, or any
conbi nation thereof. 10. The nethod of claim8, wherein the user-selected
filtering criteria %théthc;&f%%&'@%h@feﬂg{h@rﬁggxdc&nﬁ frafifh %tﬁr?g & jpll. The
met hod of claim 10, wherein each entry in the service ta corresponds to
a uni que aﬁmdalemﬂmtamyfmmhcmmablgmmAMd Ianguage 12. The net hod of
claim 10, wherein each entry in the service table can be selected or

unsel ected, and wherein only broadcast nessages for selected entries nmay be
processed i f tBe SemyseRticbireLdis 16%@}eﬁﬁthé%e%§ﬁxore1§1te r&ecrﬁ@rim@luaé claim
10, wherein the service table and uUser-sel ect ed tering criteria are
stored i nugertspleptgd eriteme fompspr picfaserices.t he r enpvabl e m)dul e. 14. The nethod
of claim1, further conprising: detecting for a duplicate of the received
broadcast message, and wherein the received broadcast nessage is only
processed if a9dupl Thahethdd dfelaigey, @abReth thd BserlfatctoatiRgingkrikki@ialbd,
wherein the wireless comuni cation network is a c¢dm2000 network that

i npl ement @rﬁﬂ@ma@ brpgdcast metsAges tasedion eaviPheptessrdenmirgepsiotte or any a
mobi | e st gthGiRaiidh BefdgMA communi cation network, conprising: WO 2004/012470
PCT/ US2003/ 022592 22 receiving a broadcast nessage; applying filtering
criteria inposed by a service provider to the received broadcast nessage;
appl yi ng user terpined filteri iteria to the received broadcast
nessage; applg %Flegjé’ldé)&ci?é‘n%r V"E"E‘ieinn e gserrseteciediiyicring crissiaapply
broadcasttdmﬁ@ng,gmmdqhgsgﬁ@cefthmger| ng criteria are stored in a

renovabl e nodul e coupl ed to the nobile
11. The method of claim 10, wherein each entry in the service table

corresponds to a unique combination of service category and language.

12. The method of claim 10, wherein each entry in the service table can be
selected or unselected, and wherein only broadcast messages for selected entries may be

processed if the service table is enabled for use.

13. The method of claim 10, wherein the service table and user-selected

filtering criteria are stored in a third elementary file in the removable module.

14. The method of claim 1, further comprising:
detecting for a duplicate of the received broadcast message, and wherein the

received broadcast message is only processed if a duplicate is not detected.

15. The method of claim 1, wherein the wireless communication network is a

cdma2000 network that implements ANSI-41.

16. A method of filtering broadcast messages at a mobile station in a CDMA

communication network, comprising:



station; and processing the received broadcast nessage if it is not
filtered out by the filtering criteria. 17. The nethod of claim 16,

wherei n tWe 28@wode47e provi der inposed filtering criteri @CarusS2asfoersezs by a
network configuration setting, the user-determned filtering criteria are
defined by a user configuration settimg and the user-selected filtering
criteria are defined for entries progranmmed in a service table. 18. The
met hod of claim 17, wherein the network configuration setting, user

configuration getividyh brdRdbagGhidskg;tabl e are stored in one or nore
elementary files in the renovable nodule. 19. A nmethod of progranm ng a
net wor k conf i geRpdYingfiltedng critgria seposed by ialsewtice froviddcwshe reSsedies at a
receiver j ] ss conmuni cation network, conprising: exchanging over
the air abﬂrég(gcgg\ﬂgég%gger’yi ng the network configuration setting to be

programmed ‘i nt gpplyifg h@&”&ie‘tfdi‘ﬁline\dﬁfﬁfeﬁh% ckift@iaRE ik ke QN biihati Qi 3et ting

determ nes the capabili tépOf the nobile station for receiving badcast
messages. 20. APLiRBUpRselseied fidering oritevin ée tienetenedriwoadondt nmssdgegur at i on

setting f L i indicates that a br oadcast nessages are
al | owed tﬁﬁﬁgﬁﬁﬁggﬁggﬁfmﬁ%QB%%%gﬁgﬁg RS 3§n%L%3%¥WEaéﬂaFan@ﬁ?eceived,
or only bstgaoicasd nessages for entries programmed in a service table are
allowed to be received. 21. A nmenory communj catively coupled to a digital
si gnal proces sl?rﬂﬁessﬁg\;]i‘%@c%lm})a@%ﬁtdﬁ?séaﬁf ifjitrg @@bﬁ%ﬁfﬁﬁqﬂdiygh@ Eltering

i nformati@pedp: WO 2004/ 012470 PCT/ US2003/ 022592 23 receive a broadcast
nmessage; apply one or nore filtering criteria to the received broadcast
nmessage, wherein the filtering criteria are defined by settings stored in

a renovabl e npﬂple oupled . to the receiver; and process the received
br oadcast nessage i th ]F‘ef%gd r?g’fla’f“il Il?’e‘?'léeﬂeli‘}ﬁ{‘e PRFVICHBTQifler ypposed Eltering t er i ng

criteria.cridéhia AB defRal By & RetwdriecoMiipBlBi0 sERAPLAL ﬁ?él‘jda{éﬂﬂﬁ{e?@iﬁt%ﬂﬁ d operable
to filter _incom nP br oadcast nmessages, conprising: nmeans for reteiving a
1n:

br oadcastHgisg defined by a user configuration setting, and the user-selected filtering criteria

are defined for entries programmed in a service table.

18. The method of claim 17, wherein the network configuration setting, user

configuration setting, and service table are stored in one or more elementary files in the

removable module.

19. A method of programming a network configuration setting used to filter
broadcast messages at a receiver in a wireless communication network, comprising:

exchanging over the air a message carrying the network configuration setting to
be programmed into the receiver, wherein the network confi guration setting determines

the capability of the mobile station for receiving broadcast messages.

20.  The method of claim 19, wherein the network configuration setting for
the mobile station indicates that all broadcast messages are allowed to be received, no
broadcast messages are allowed to be received, or only broadcast messages for entries

programmed in a service table are allowed to be received.

21. A memory communicatively coupled to a digital signal processing

device (DSPD) capable of interpreting digital information to:



means for applying one or nore filtering criteria to the received broadcast
nmessage; a renovable nodule for storing settings indicative of the
filteringworoe«nesrp and neans for processing the recei ped/useaanezsr
message if it is not filtered out by the one or nmore filtering criteria.
23. The apparatus of claim 22, wherein28he one or nore filtering criteria
include filtering criteria inposed by the service provider and defined by a
network configuration setting. 24. The apparatus of claim 22, wherein the

one or more fildfenObidch&middsageNC! ude user-determned filtering criteria
defined by a user configuration setting. 25. The apparatus of claim 22,
wher ei n t he oneppy onepembid filtaringgritaria tetheareceigtditi@adimer meshgs thdrefin | t eri ng

criteria th allow for filtering of broadcast nessages. base n service
cat egory, Eheng&&gé@?t%}ai %5 flgigped by %ﬁﬁ‘g‘?g%%t r’n’étair?)rﬁo‘ﬁi?gﬁr%%@‘?le seupq‘ﬁi@ % par at us
of cl ai m Z2eiveh@ngi N the renovabl e nodul e stores the settings in one or

more el enentary files. _ o .
process the received broadcast message if it is not filtered out by the one or more

filtering criteria.

22.  An apparatus in a wireless communication network and operable to filter
incoming broadcast messages, comprising:

means for receiving a broadcast message;

means for applying one or more filtering criteria to the received broadcast
message;

a removable module for storing settings indicative of the filtering criteria; and

means for processing the received broadcast message if it is not filtered out by

the one or more filtering criteria.

23.  The apparatus of claim 22, wherein the one or more filtering criteria
include filtering criteria imposed by the service provider and defined by a network

configuration setting.

24.  The apparatus of claim 22, wherein the one or more filtering criteria

include user-determined filtering criteria defined by a user configuration setting.

25.  The apparatus of claim 22, wherein the one or more filtering criteria
include user-selected filtering criteria that allow for filtering of broadcast messages

based on service category, language, priority, or any combination thereof.

26.  The apparatus of claim 22, wherein the removable module stores the

settings in one or more elementary files.



