;e3'exsn‘honF"qr6$ssz‘ kLr = *cooooz* DI SABLEMENT OF R STORED
ON A WRI TE- PROTECTED PARTI TION Field of the Invention m I’ "
[ 0 the
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generally store data in nenory and/or nass storage. memm“mmgm"ﬁwmkrise,
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persistent conponent stor eWRl'EE&PRéFI'E@TEDf PARTIFH©Nsyst em
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non- persi stent conmponent is flushed between boots). In today' s conputer
systens, nenory is largely conprised of non-persistent conponents, and mass
storage is largely conprised of persistent conponents. Regardl ess of

whet her a conponent is persistent ofjel@'&fRREIhVERAbN 20 the data stored
therein is subject to corruption du 0 power su , hard power downs,

viruses, and so on. Although corrupted data nay be cleared from

non- persi stent conponents by rebooting, it is much nore difficult to renove
corrupted data fromlper §Ivendinh eenRpeaiynpertainss e ceempytarheystems,pandi sNesia
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intermttent fprdtettes pdrtitios ofpwomputessgstenar even worse, prevent the
conput er system from booting. To prevent the corruption of data stored in a

persi stent conmponent, it

Background of the Invention

Computer systems generally store data in memory and/or mass

storage. Memory may comprise, for example, main memory and cache
10 memory. Mass storage may comprise, for example, a number of storage
drives such as hard drives and/or removable media drives.

Memory and mass storage components may be classified, in one
respect, as either persistent or non-persistent. A persistent component
stores data between boots of a computer system, whereas a non-persistent

15 component does not (i.e., data stored in a non-persistent component is
flushed between boots). In today’s computer systems, memory is largely
comprised of non-persistent components, and mass storage is largely
comprised of persistent components.

Regardless of whether a component is persistent or non-persistent,

20 the data stored therein is subject to corruption due to power surges, hard
power downs, viruses, and so on. Although corrupted data may be cleared
from non-persistent components by rebooting, it is much more difficult to
remove corrupted data from persistent components — especially when the
persistent component is the hard drive which stores a computer system'’s



5 is sometinmes desirable to wite-protect the component. |f data cannot be
witten to the conponent, it is less likely that the data already stored
thereon will becone corrupted. For exanple, M crosoft Wndows NT Enbedded
provides a wite filter which, when enabled, intercepts all wites to
designated partitions of nmass storage and ca_cjges themto main nenory. The
10 conponents that control the NT Enbedded wite filter are stored as files
in a predetermned directory of _a conputer system s system_partitiop, and
are enabl ed viPAHPSt SYBIQTer @g%'oﬁnﬁyoéﬁraé'@yﬁ%ﬁmeé'ﬁ)%ﬁ r?a%tpﬁaéh th
t he sane syst Ll td QR S bgpt

desi gnat ed paﬁﬁ}%ﬁéma?%hﬁngrge?f/e%;%(grqgghri %i%ﬁgﬂ' t8 eeﬁ-Fm@Zorfs}é/l”fﬁgreR/%m %]ee
enabl ed or ' lcompatdreystemviidrh bodbingver) when the designated partitions

i ncl ude the system_Partition it is no Igpﬂger ossible to disable the wite

filter, since doinglPraManthecgeirvRlion 9éfata siared\inia persisient copyangnt, it
partitio an ' tyem bl er i
Corput er Syet A ANETTR §e5iraig BIWAREICON T BolhoriHiC! URRSE, Safinot Be
occasi onal 1y roqu rod) s Can be. problenmty c An RRIALe ta Lpe SYSLam
[ y requi [ i C. y
partition nay Vﬂ& hegaine LPrryRie exgﬁgﬁé?m%esumpéoﬁgﬁ&mg N]Fﬁ{@bedded
operating syst . pph.i i e A
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umary o ¥ [ as® paigd eangé dcachpxli if im&sry.on,
conput er syst (?m conprises at | egst pri mar(g and secondary partiti onszga a ©
pri mary 1 i t e compaents thak conrtre) thedNT iGbeddesd writafijtep are stored asfilesqdn a
state machi ne. petelpty . g he fig
state) 1) thg r%@%%ﬁ't“@?&’syst eré}gogggo?ém#) g@i\ﬁ%%ﬁﬁ%#ﬁﬁtﬁrﬁgéh 5nldt %ge
primary wit e ehiablexd viasa evritblfiier statds Dnthyhef a sy8tesn aegistmpcidmee onl e camé o

d state i A t d, t i, t [ t ta,.to,th
i rmry par (1 SVBHET RO SCoREPGRRH SYSERHBOGE nThEE, WEBS: tin HeSnated
the secondary pafitiddd @ite RReR) datd | gHHitiGEs, SBIOWFitS! Rlter rhaE Y | SEDIedr bFe

filter is disabled before the state machi ne advances to a third 5 state. In

the thi A8 st adisablgd abwilbohoaweverswhesrthestasignated parfitionsinglysie the systen?)

ih . e il AR ) . ) ;
writben b0t nBabitics it 5 rief iorer Baseit) 5Bl fihe Syl A Mhod Udhnd Peg
to the primar woRdd tretjuive, a tgersistentawyitevto ttaef system partitione rard evtitesdot e
state machi ne advances,_ t{o the fiyst state, 10 In anotgeggsfreferred

enbodi nent of SYHEM RAEHIN AYe 1o ROSSIRIg e NCERPPH temsaubersin fh s,

and secondary4gairéd td Wite-proftict BBEY n¥st bEtHd tifnR! bLPvheréihdtiddietpbated e
primary partition, and a state nmachine. The state machine, in response to a

need t o20r it etheesystene paritian are ocgasionaliv reapised.i this sangep Psoklematie. An

secondary parijhion hsa -'ﬁrq? |t LLper, S;t0

primary parti {"F%g?\t% \’/t\?i h%sg %réglli erﬁ{'bda éy\tl\%ét é’hgrh%’hé%jeg‘%w{ﬁ Ct)Jr)],u;ScﬁEte
components of the operating system, to update application components, to
change an IP (internet protocol) address associated with the computer

system, etc.

25 Summary of the Invention

In one preferred embodiment of the invention, a computer system
comprises at least primary and secondary partitions, a primary write filter for
write-protecting the primary partition, and a state machine. The state
machine has at least three states. In the first state, 1) the computer system

30 boots to the primary partition, 2) the primary write filter is enabled, and 3) the



re-‘enables the primary wite filter, and then reboots to the primary
partition. In yet another preferred enbodi nrent of the invention, a nethod
for witing persistent data to a normally wite-protected prinmary partition
of a conmputer system conprises installing an operating systemon the
primary 20 partition of the conputer system .and installing an operating
system on a secondary partition of the corrput%r system A wite filter
stored on the primary partition is then enabl ed for the purpose of

Wit e-protecti statehmaphineaagvaacds to anseddruh statadadresponsette panaed ttermvrite

data to the prinar, rtition, the co ter systemis bpoted fo,the
secondary palrot ppr%%t,e%?g@tazg) & HHPE?WM%DPF@%'I fhel §efzﬂf§§5‘ia§%)*)tih§ EoOmpHter
systemis boot | [ i er.sl datigai ' t

The pri mary parisiEi, BRSPS R Xofiddry R P 27 Qg i spotiid e the .
conput er syst eprifmary etritet filtertie disablpdibedose tre state anachinecadvammes {o af Hyirckd

enbodi nent. of the inyention,. comput.er, 30 system conpri ses, at | east |
primary afd seﬁ@ﬁ%ar%rfbﬁt ﬂi'f‘grﬁ?tea {:)r Fnﬁar‘&? Ytee eTyls%)rgr Bpgﬁs to' fhe primary
wite-protecti ; Miap sJ AV tyb sl i ' ' t
fo ot at es. | rPRAOR, B) HAE Py iteftoraS infaly AlsablE e itryistnttal s
primary parti twadtten2p theeppmamapartitian, erfd B) after pessiatent dlataris v@littendostim e

-4 machi ne advances to g.secpnd state |, sponse tqQ,a,need,to wite .
bersistent dat BB RETGHANPS Rsitpay Wi filel 1 8-anatied 300.ihg stfts rpaghine
conput er SYSt%Mgfe%tbﬁhbrfﬁsﬁﬁ‘é%!dary partition, and 2) during the second

state, persistent data is witten to the primary partition before the state
machi ne #dvances t olrbandtheriprefersachembotiiroentiobitieaigwention t & computier system

enbodi nents of _the.invention wl| be(;urtheé ex&l&?hn d inr. or W I.{ B&COFE
appar ent from QMBI 8 iGN A9 gEFRIaTy '%'gs'a%a Brady n et 1or
Descri ption ofwfii@pﬁtémmw&héophh_lar?tpaﬁtmbﬁ, HH 1 estatd Infadhinker r'FHe state
enbodi ments of the invention are illustrated in the draw ngs, in which:

FIG 1 illustrmaagking, gnefesnongeetthdlinger torwitec pepristent dalaelq thecprimary

bnmones <1 BTt BRI T ¥botlishl BaPRER ISR he SHRRP Ry e
vari ous ‘8 at esbarfts dothetmrimanhpaditioh ehritex pensistend watd do fhé&primangnpattition,
System PG elanaibl B Brithey ShRb i, T BidnoforRRRY & 42 el Baiitan.
In yet another preferred embodiment of the invention, a method for
writing persistent data to a normally write-protected primary partition of a
computer system comprises installing an operating system on the primary
20 partition of the computer system, and installing an operating system on a
secondary partition of the computer system. A write filter stored on the
primary partition is then enabled for the purpose of write-protecting the
primary partition. Upon a need to write persistent data to the primary
partition, the computer system is booted to the secondary partition, the
25 primary write filter is disabled, the computer system is booted to the primary
partition, persistent data is written to the primary partition, the primary write
filter is re-enabled, and then the computer system is rebooted to the primary
partition.
In one more preferred embodiment of the invention, a computer
30 system comprises at least primary and secondary partitions, a primary write
filter for write-protecting the primary partition, and a state machine having at
least two states. In the first state, 1) the computer system boots to the

primary partition, 2) the primary write filter is enabled, and 3) the state



FIG 5-illustrates a preferred enbodi nent of state-specific code which 20

I s executed during the RUNBOOT state of the FIG 3 state nachine; FIG 6
illustrates a preferred enbodi nent of state-specific code which is executed
during the PREPBOOT state of the FIG 3 state machine; FIG 7 illustrates a
preferred enbodi nent of state-specific code \r/;A;i ch is executed during the
COMPLETEBOOT state of the FIG 3 state nmachifi€;, 25 FIG 8 illustrates the
FIG 1 conputer systemas it mght exist at the beginning of the

af or e- ment i onechaRbiiEOadvancaseto &#second istatesnraspensento &needioowmifeupensistent
systemas it m,ght, exist at the cl.ose of .the afore-nentiqned RUNBOOT state;
F e 100t 11 ust HERet0 e pptary PadhiStc off e sefodd SiffenigiPecaruplir syaiens
begi nning of t f - ' S ANL AL Buri ks '

the FIG 1 corteg By CLiE Saternny salibh ang 2 furing 1 SeEong Stplc, UsdisRBht
af or e- ment i onediataRERBATEN 40 dhe prich@y partitibhsafora the state Pazhine advanoces to
systemas_it %thft {axi t at the beginning of the afore-nentioned

. COVPLETEBOOT st&USUStadls FIG 13 illustrates the FIG 1 conputer system as
it mght exist at t | diNBhEETEBHET; : ;
Description of the Eﬁg%ﬁ% en%agglﬂfrée% ggﬁﬁ%piaﬁﬁt?strabgs a prgﬁ;gﬁlgg will
enbodi nent of te dorthet @xptaisedrinl@d. willhbecompuapparepd tfeomi she cascarhpanying
power and dat a, souyces 8 nmeans %f Ia. 10 plurality of cables 102. The
plurality of CRRGEWURRy PP &0d ¢i8IMEyanpl e) power cables, serial

i nterface cables, parallel interface cables, USB interface cables, RJ-45
cabl es, and/or other cables which m ght be necessary for powering and
comuni cating with the conputer system 100. Although the conputer system
100 may conprise ports for corBriet DegctiptiomohtheDrawingeard and nouse
thereto, the conputer need not conprise such ports. For exanple, the
conputer system 100 m ght be a rack-nmounted VQI (voice quality tester) with

no di rec1tol y ConneCtlﬁgstrrIgt?\}et %% ;g(r%\é%%ﬁ{ldprg{;erred embodiments of the invention are

illustrated in the drawings, in which:
FIG. 1 illustrates a preferred embodiment of a computer system;
FIG. 2 illustrates a preferred embodiment of the memory and mass
storage components found within the FIG. 1 computer system;
15 FIG. 3 illustrates various states of a state machine which executes on
the FIG. 1 computer system;
FIG. 4 illustrates a preferred method of operation of the FIG. 3 state
machine;
FiG. 5 illustrates a preferred embodiment of state-specific code which
20 is executed during the RUNBOOT state of the FIG. 3 state machine;
FIG. 6 illustrates a preferred embodiment of state-specific code which
is executed during the PREPBOOT state of the FIG. 3 state machine;
FIG. 7 illustrates a preferred embodiment of state-specific code which
is executed during the COMPLETEBOOT state of the FIG. 3 state machine;
25 FIG. 8 illustrates the FIG. 1 computer system as it might exist at the
beginning of the afore-mentioned RUNBOOT state;
FIG. 9 illustrates the FIG. 1 computer system as it might exist at the
close of the afore-mentioned RUNBOOT state;
FiG. 10 illustrates the FIG. 1 computer system as it might exist at the
30 beginning of the afore-mentioned PREPBOOT state;



mouse. FIG 2 illustrates a preferred enbodi nent of the nenory 200 and 20
mass st orage 202-208 conponents found within the FIG 1 conputer system
100. Although the nenory conponent 200 is shown as a single block of RAM
(random access nenory), the nmenory conponent could conprise nmain nenory,
cache nmenory, nenory hierarchies, and/or ot heé_ menori es. The mass storage
202-208 of the FIG 1 conputer system 100 is 25 shown in FIG 2 to conprise

various partitions. These partitions could be partitions of a_single nmass
storage component (& I§. 1 alllustigtas ther biGir1 eempitepaystem afdt Hﬂglﬂh%'ﬁ’bﬁéfhe

mass storage cq P .ves, or a conbination of
hard drives anc?rg)sgerrﬁ léﬁﬁ%@eﬁtﬁf?‘e@ %E%]aégd?tg 'fons shown in FIG 2
conprise a boot parte|E. AR R0iratespthenBiC. ﬁ&oﬁﬁﬂtéﬁ spsterD4s ltanﬁ@ﬂoébdaf #t the

partition 206, and a data partition 208, pluralit -6 of files for
per f or mi ng t he beginning obthe afCH§kf§eB?'°%§Q:§tWPélE f}d be stored on

t he boot rtition

toinoludB the 1iled GriaiEstts RENR cRAPY %%%%%ﬁ%ﬁ%ﬁ“ fistatin
AUTORUN. EXE i s ciosecofthetafbtenidritioned POMPLETEBOD Tistatede for 5

i npl enenting a state machine. The file AUTORUN.INl is a text file

conprising an entry which, during boot, specifies the state (current state)
which the state machine is to assune. The file BOOT.INI is a text file
conprising an entry which, h a tive partition to
whi ch the conputer system 16€ ef%e primry
partltlon 204 is a primary copy of the conputer systenis operating system
The primary partition 204 is bootable so that the conputer system can boot

to the primary part FiGon HQétrated 4 preferiidnd/ibodimenPbf aaddrapstedtsysts 100.
thereon. In a }%r ef erred enbodi nent, the operating systemstored on the
[

primary partitilbg czmpmtgrweteaw@ommm\éo Rowes apfisdataspuraeeb Mdﬁ%@"r\%@f@
f NT Enhgdded t

gyst em ?Egl stergmf%iﬁgl gna 1@2 reg-glgg?lhpa?fl es ,esom a&gﬁb k@chﬁ»déxgmme

( RFI :C_TER \?}IS) ﬁowewgablesf senfar||ntmrﬁcescab195ypamllehmteﬁa¢e mablegl h.t?gls' lréterf_ace
speci fies et her, t e | er s e | e | sabl e | . e
C]F;F) In Mcr oe%*?'?svﬁjggﬁc%h'eﬁnﬁ@éié%’do %é? ewh;chtog%glgtt Qﬁugeﬁﬂﬁﬂn’ i forog
found in: HKL%&oéhﬁgiaﬁdrécﬁﬁh@métmgSﬁhﬁ%%&bﬁeﬂtw%étwm@stal led on the

secondary partition secondary c uter systems
oper at i ng system TA#heugh te cpmpiter sysiﬁmzm@o ma)ac@mplb@@tmmeformmeagng

I t
o of er abl 8 that 1DARfor dreyBesHd s P, BRIBRLTNG Sdtrblderchiedd hot' dorprse.
elnbodil\rrrreghb é r@.xcﬂrppogm Fgar:exatrmiel lsmerc&ﬂnpmterlsgsmgagdaggghweta tadﬂnﬂﬂﬁhted
al so e nd nma r,a e conppnen
Tnatall ed on (MaToPYGleR s H45tER Wbh e avasl coRneatesh ol e BsNaRy or
partition 206. mb[]séhl s manner, the secondary partition stores a backup to

the operating systeminstall ed on the primary partition. Note, however,
that the operating Ei3t @niliustrates adpeafernd embodinent phthetmemays200 and

20 mass storage 202-208 components found within the FIG. 1 computer system

100. Although the memory component 200 is shown as a single block of
RAM (random access memory), the memory component could comprise
main memory, cache memory, memory hierarchies, and/or other memories.
The mass storage 202-208 of the FIG. 1 computer system 100 is
25 shown in FIG. 2 to comprise various partitions. These partitions could be
partitions of a single mass storage component (e.g., a single hard drive) or
partitions of multiple mass storage components (e.g., two or more hard
drives, or a combination of hard drives and removable media drives).
The partitions shown in FIG. 2 comprise a boot partition 202, a primary
30 partition 204, a secondary partition 206, and a data partition 208. A plurality



_7_could, in fact, differ fromthe operating systemwhich is installed on
the primary partltlon 204. As shown in FIG 2, the conponents of NT
Enbedded whi ch are |nstal | ed on the secondary partition include a system
registry (designated as "registry files")) and a wite filter
(WRFILTER SYS). Awite 5 filter status entrygin the systemregistry
speci fi es whet her the wrltefllter S enabled6 .e.) ON) or disabled (i.e.)

OFF). Note that althoug hes mraj%)lstrles dvvrltefllters stored on
the primary an8f§ l@@d‘ﬁ’ﬂ&eﬁ eo'f'i%t' @@H@@ﬁh@’ﬂﬁﬁ‘bg Otmay bee

t th f t .
bar it on- 204, SIS, ﬁfea%&tﬂda?*af'%ﬁ?%’??%W%?*‘%'"ZR% @*%%ﬁ%ﬁé%h&wn in
files, sonme orF#G] 20fo lewdle iny fibes PAVEORUN.BEXE dAUTGRUN.INIpand0BCOT! INit

they may | ater_be erS| to_t primary an condary partitions 204,
206. The statel hﬁcfﬁen‘éu Nr%XE\ ﬁXEREtaQ?Qé"ﬂ?%&’PEW' G AFPGEAM Heodss for

wite filgers ﬁ Jgﬁ%h Mg 'd'%thtd RL¥hiRBd S?ﬁB”ﬁ[’e{]VAB?‘HRUqu Ph & iRk

t hat persristen bevvr tten to each of
wr it e-protect ecompprising anselipy wisioh, during lpost| Gpeemesrrtbmstaiet(cmm\tsst@&@)

nmachi ne conpri ses at | east three states 300) 30 304. These states are
i | lustrated i nwhich the staiy g8, to PRE‘F‘E?%EF e f‘bﬁw@@ﬁﬂi@&ﬁeﬁoﬁle

Addi t I

and CovLETeadOr BRI B By WRbhduaty BBSE soaitesiRe oS ba bR G it
Addi ti onal stathesccrmghterlsgstdaemmal:dfmuldbooéxarrple for performng tasks
whi ch | ated t t t f whi ch d d h I n.
't he- cHbodi ment _cNSERESEEN 18 Brifiary Rerdlon 0Rs AR SRV PP GATDBUIRMe
boot partiti O%ﬁ@ém@sﬂemm@tsysﬁém cns@snme.trp'darﬁm ?Dh‘?s BEbtABR. doFhat the

However , t he st’ate machi ne Codl alternate be run rom any partltlon or
even mul ti pl e qmnputarcaygtemcnarehaqumtha pnmauy hailéticar aaéranchnm Aauhmpbles of
execut abl es,

h d h
S atas ot oh hriheRBEhs °SER Wafest T 03 "HekiiTed  RnBRMERE e, M eratnare
30 code coul d diatehosRfe@ndn’ the fprrma@aparmifont 204Pfd MAchosHH® VRIS NT

partitions 204, 206. However, conpiling all of the state nmachine code into
a si ngl d%xec Embeddedi chhesesrapenents of NTuEmhedsieshwbitthere instatied iam the2

| | f dl ”
compati bi i 1y LSRR Indligd Betanire Bty Gesidlifen R rdl8 T TIes ) poded
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the active pargggty om l\,ﬁ&%s\dﬁf’thﬁddW@ NWEMéJ’Qh@WrﬁBrﬂfteﬁ%@a%%gé’

partitions 204) 206 are enab ed. However, the wite filter stored
primary2@arti fownd 804 (i.e., t he primary wite filter) is active) while the
wite filter stored on the secondary partition 206 (i.e., the secondary
wite filter) is inactive. The 10 secondary wite filter is inactive as a

result of the secorqilLM\$pstem\CofreAtContediSet\Services\wrfilter

Installed on the secondary partition 206 is a secondary copy of the

25 computer system's operating system. The secondary partition 206 is also
bootable. Although applications could also be run from the secondary
partition 206, it is preferable that they only be run from the primary partition.

In a preferred embodiment, the operating system stored on the secondary
partition 206 is also NT Embedded, and many or all of the NT Embedded

30 components installed on the primary partition 204 are duplicated on the
secondary partition 206. In this manner, the secondary partition stores a
backup to the operating system installed on the primary partition. Note,

however, that the operating system installed on the secondary partition 206



being t'he partition to which the conputer system 100 boots. During the
RUNBOOT state 300, the conputer system 100 is nonitored for a need to wite
persistent data to the primary partition 204. In response to such a need,
the state nachi ne disables the secondary wite filter and advances to 15
the PREPBOOT state 302. The secondary wite [?Jter may be disabled, for
exanple, by renamng it so that it cannot be found by the secondary
operating system During the PREPBOOT state 302, the conputer system 100
boots to its s&ouiHainy fagdy differofroppdhei oreratingesysdedhudlish darinstalied o6 the

our o ne ronGEERY RS 0% 16FshBIRFIESE W il Ehisbled
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Britten ro ¢ netdPRbiyos atates 3t A2, S hes srdies i isHated idinbe fasor
state 304, theRgNEGOTRSODNPREPBOWT @02, hdl COMPIETEROOTE 30! t AGditiBHal
primary wite filter may be re-enabled, for_exanple, by renamng it so that
't can (R0 T ourkiales MR bR ineanec BeRkeR ihe JRINROO TIRE EIREBRIOT AR ran e
primary wite &¢ = n ot H ' |

active, until (lla\h %%%EF gb ?ygt?éé%q?(% ' bBoLgt’@%t%ga%h{eé%ra {%ar}%v%ﬂéévtvﬁﬁ boﬁﬁz}'oz’la '
white the pri nkdditionak stafed imnighti e desivhiple, fokféxamphe| farsperforptingdasks idrith

o the RUNBODETSTEIABa% anafir Frind et e Wfich ety eReB BATRIg o
states. FiG 4 ill uglthet&pbadPréhtedis88sEBHREI 8k sfateRBaghiheex@cutderohat €
machi ne coded in AUTORUN. EXE. If NT Enbedded is the operating system 25

stored &% eachhefbaotepatitianr302 andsiscentiralyycepded withimdhedile AAYEORUNEXEL ed

Statenent  t hat WiRECH e SRS BB oot diekhaecl, S, GAF i arf, 683fop o

t hat AUTORUN. ¥erbeniltipled paetitiohs. i nBobexampie! logbuknber tavkdrerpttt rhtigibla
user first log in. Hovveve,trgh)a. AUTORUN. EXE coul d alternately be coded as a 30
plurality of @Xesetaplegsw eash ?Pfﬁ%’t%ti’@rﬁ%]t%'ﬁ"é‘gamﬁ Feade icoespepding to the

Execution of ihacst Jhin BRALNRs 6859 6F #r Blfifie? Wplichte’ sBAE machine

30 code could be stored and run from each of the primary and secondary

partitions 204, 206. However, compiling all of the state machine code into a
single executable which executes from a write-enabled boot partition 202



404, thé state machine determnes which state it is to assune by retrieving
a current state. In a preferred enbodinent, the current state is stored in
t he -10 AUTORUN. I NI file. The state machi ne next determ nes at bl ock 406
which partition is to be the active partition (i.e.) the partition to which
the conputer system 100 will boot). In a prefgrred enbodiment, the active °
partition is stored In the BOOT.IN file. Note that the current state and

active partition 5 could be retrieved fromvarious files, and could be
stored in the Slows foreasyomarade affectiaiecmaching sodadand @vpidsapmpatibility

the NI Embeddedosses et RISEE At APatfs REkobs R et TR .
the active partiti oryhgecasipedlidperation vinestalkemeichirRnbpéaiaiéein He RUNBOIDYE
partition and current state are not co then the state machine

ati bl e
changes the actstate 320.t Duripg the IBHN&%%mteaSGDt the sempyteresystemal @0 Hoots

part 1 onBand dorTeitroen; P RObd ¢ g BN T BaRLRh P4 s B, et
state machi ne akitRsn)idrid Deié fiterd ont iSothhielSrieiOBHY. dddoridake pablition 204,
fails to wite the next active partition to the BOOT.IN file due to a

power surge or 208raregnahiedy klawevar, theswits filfler stored ondhepimany pastition: 204
tibley, th t : ' ' 414 h
Mritetiiter stifndie Rimelf gt ls Gl Wil the WAL fitef SBIB SN e

partition i s esgbbedary partitioh R06r (i athws secoary fwiiteefilter)tie fnactiee. | TS
not enabled in the active pa‘rtiti on's systemregistry, then the state

machi ne dRabl e§esenqaryaviity filterds inactivecss airasult of thekegaryanyRartitign 206 nod
On the other h inf o thewa i t i ' ' ' AN CION
e other gaﬁ{%@e t‘%@’“ﬁ% ttg Wwhidh€thd %oﬁ@@%@%yh&n%hﬂ) gbbY& %h?hé;ﬁl% S

systemregistr machi ne pro 0 execu st at e-sp'e
code at bl ock RUNBOGI siatecd00, thecoomplter sysienst 40 isandnitred fBUNBOSEd3())

25 PREPBOOT 302,. and E 304 states is tively illustrated i
Fras 5.7 and WS REESGIE AT o6 e Partiiorn Bfe ol Fesonssidd ralich & "

executed at bl gekd b sth6 rhiddifie THSABIBS the RR¥bnahA) Wit fift6f aRl dvaiteed2fd
and the conputer %\é{sterﬂS next active partition is set at bl ock 422. The

conput er 18yst ethel BRERBOKER stalgodad The seeandarywritentiltemmaytbe disaljadnéono
nder st ood by, PEIPRBy: Ietidmingb 0, 0t aldR, Be fodlid 431 418 pboflly
i I'lustrates theperatipgtsystemyst em 100 as it mght exist inits initial state.
Copi es of an operat brbgin%yt%teelgk%rF?BOOT state 302, the computer system 100 boots to
its secondary partition 206 (i.e., the secondary partition 206 is the active
20, partition). Since the secondary write filter is disabled during the RUNBOOT
state 300, the secondary partition 206 is not write-protected during the
PREPBOOT state 302 (i.e., the secondary partition is write-enabled).
Furthermore, although the primary write filter is enabled, it is inactive as a
result of the primary partition 204 not being the partition to which the
25 computer system 100 boots. During the PREPBOOT state 302, the
persistent data which needs to be written to the primary partition 204 may be
written to the secondary partition 206. At some point during the PREPBOOT
state 302, the state machine disables the primary write filter, and re-enables
the secondary write filter. The primary write filter may be disabled, for
30 example, by renaming it so that it cannot be found by the primary operating
system. The secondary write filter may be re-enabled, for example, by
renaming it so that it can be found by the secondary operating system. Note

that although the secondary write filter is re-enabled, it is not active, and will



-11 installed on the conputer systems primary and second partitions 204,
206, and the wite filter of each operating systemis enabled in the
operating systems systemregistry (i.e., filter status = ON). The state
machi ne code AUTORUN. EXE is installed on the conputer system s boot
partition 202, with 5 the current state of t state machi ne being set to
RUNBOOT in the AUTORUN.i Nl file) and the acti¥e partition of the conputer
system 100 being set to PRIMARY in the BOOT.IN_ fife. Wen the conputer
system i s initingt bg anliyeeuntit the carpetersystare 108t beals de the secapdary partition

See FIGs. 4 an@OB TG SRt e otE TREL I EnBel At e sl Hea.
active partiti gnthd B8cShdErg pEitidm206ae cdphsierid) ese 4latetriathineeadvarides to
filter of the primary Eartltlon 204 is enabled in the partition's system

registry (filtthe CQVMELETEBPOTSEL 30he state machi ne causes the conputer

system 10Q to boot its i AN . C Q ,

conputer System 100&@"_@ ggé t@@@?ﬁf%ﬁﬁgﬁaﬁgﬁ ggtzi g’?@ Cmtg?g%ﬁ}%@ 100
system s pri napycdagain bebts?RAits briarary ipaititdn 204 Sincéthe prinidrgsgrite filter is
applications may be triggered by the state-specific code of the state

machi ne. Due t disahleddubngdher PRERBOO; siate 382, dhe trienayy partijiopa204tis onot

204, all wites .o i N P i d R
fowever, tne cORGPENSSBL SRl lis, CoRPRTRROTE 3RO 3% IR, JPS: pripane
persi stent dat gajtiiohlls wiitbr@Habled). tFurtiernishé, althbadh tresisecendarytwhi fitter is
executed. Exanpl es of requests which nust be executed m _ght include
request s1@o0 upemakledhit is Mantiverassy Jeet of the secandaiy pasiitinr286)nqifeiagthe
requests to up t t y i-n S roagplicat i
conponents, et'gé.ﬁﬁﬁpt gszgwﬁggug@te: %@gk%ﬁggﬁme%e%t tgg)@trr%y bgﬁllj%'gqt itﬁ!ged
as such by son@OMPLETEBRQQJI state 804 dheqmrbistartidata which needsia bienwrittedeto

which is able to identify certain pre-detern ned types..of jte. requests.
When such a r dga¥impey perPDA4 st ep e Snebhparition 434 AL RPS Beint
may cause the glgify 36 COMPIETEBDONstid BO4! BB tdte! MalRINY réletRbISs the
persistent, wite-enabled 30 nenory and/or nmass storage. In FIG 9) the

data is 10itt eprimanawtiite iltenr (Tihei primanswite filler owmbbe se-enahleds fooexample,
ersi stent dat Q| t, t hj e [ £ eed
500t o wri te ot SPheBE B8R et h3ah, BhToIREbY B EY Ly Ssteht
state-specifi ﬂ—l@wéeer}J&eﬁ tHat@fmqadrimrfgﬁite&lia i?] re—b’hable@,ultdsl.r!dt_ractivzeédf
response to the peed to wit ersistent data to the mar artition :
e ot are. macHnh Wil b afivd s watl B rrmPytan selerm: T4 Dot R dhe Py
secondary par tdddifion 2564 WhﬁesﬂféDrEﬁﬁqﬁaYr%VMrhé fitdrt @ eRBbISE. disRdY phite§Obf
exanple, by renamng it to WRFILTER BAK. The next state 5 (PREPBOOT) and

next actdlve parersisteit datadotprRYMaParttien 28¢ argmenpletechdherrtateomashine
t 100 i d, 4 [ 4
¥ at o mmohi ne SSEREESCIS Hg) RUBBODT SRB.B0 B R 'Safs ARG SordeR .
active partitithrough its ptaf&EONDARY) . Noting 408 that the current state is
tibl ith th 0] L titi h t gt hi h t i
314 that the write T rnHraRe &ausiited Teihof FOh oBPretinag! 4661 Hethe
partition's sygseihb@ded it AUTORUNIEXE! BRAtEBbEIERY is YIS petdthSé@item

machi ne causes the conputer system 100 to boot to its secondary partition

206. On@é bootstered: dre cachmiithe psiyranyanskeecansiary partiticass2h 26 lllustratesd 18"

correspondi ng the RREPB d i of this
Coue T RO DRI, (B i R TS GPraln 38?%?%‘2’8?%5. pECERTRATAR, & cddd
per si stent dalstatehwirtdhalrungeagiah NDEnbéddutl S8Wide0 THhet i eit angrifgraisle that on
206 (see the arrow 1000 in FIG, 10). In this manner) the operati ngtstgstem

stored on t he ALEORUNEXFarke tfi’i%e')?G’GdHﬁS)Q seqate without Rk ieawisemest that a

operating sys £Qr 0N i rp%g, £t | f

persi st ent daiuggl’ Zﬁﬁh@gs@boﬂg\g’regé’ba@? I onN%E n‘%°8’ﬂ‘l a&éﬁ‘lﬁ%h’, &? g;rOdgga Iae,
the setBong oblaaliyblashieetss akonieher mped standednirs ayplidatiohs, ekcondary
partition 206, or the launch of Mcrosoft's Instsl | Sh

ield to update
operating system confSHRNOisther 8tate Mnashing kasieu Begingaat p[qc§n48%)6_At block

404, the state machine determines which state it is to assume by retrieving a

current state. In a preferred embodiment, the current state is stored in the



Next, the secondary wite filter is re-enabled 602. The secondary 25 write
filter may be re-enabled, for exanple) by giving it its original nane
(WRFILTER. SYS). See FIG 11. The primary wite filter is then disabled 604.
The primary wite filter may be disabled, for exanple) by renamng it to
VWRFI LTER. BAK. The next state (COVPLETEBOOT) 3@d next active partition
(PRIMARY) are then set 420, 422 and the conputér system 100 is 30 once

agai n rebooted 412. When the conputer systemis next rebooted 412, the
stat e machi ne AMTORLENIMOfile. 4dibe| state: machine ext detemejnescan\mggkm@omhlahd

the active partition R 4 t state is
Conpat i bl 6 w1 RANON:iS acbe 856 LG rarish i e bR o, AR e, EoRiute?
determ nes 4144 ga@tm Hioe W‘II %o‘i) | tigra osreféwed)rerﬁ%dfmmt ithé ULtRR4 phfitition is
enabled in the partition ystemregistry (1. filter status =

Thus, the stat etaradHnrtbec&OﬁE'slNlhﬁHecoNptﬂ matstgnet@memmstate l@@dta@mle partition
primaryprtltlon 20 ot ed) .t he nput er_s em5 es the

st at e- spegl ficC e'dlﬁ'ebﬂfgglevggr %BPHﬁf qfﬁé@*’/ﬁé 3{18 sgme file.
preferred e”boﬁomiferoﬁhetéurﬁerﬁ%iété &nd|dctive 'piretbn Bré bfored- aﬂnﬁicﬁté@'ﬁéreﬁ
code wites 700 the persistent data stored on the data_E_artltlon 208 to t
primary partitsoras20a hes cempadible mith requrememtscof thg N rﬁmhedﬂedoaperatmg
persistent datg to the primary partition 204 10 might require, for exanple,
the setting of %ﬂ M address in the systemregistry of the primry
partition 204, or t}aeblceknds,f isMeteapnidd whether 2hé Sbtivé paritioPRaddmpatible

oper at i n%)syst em and/ or apE)I i cation conponents stored on the primary
partitioh0204. witbxthe chgept istates wifi the mckiverparditios- andbewaent statenare not

te f 5 t
b1 gi nal name (YPRATEER 88, By Sy Aatine thafiRFPUE Abtve KeRRA fhobe
next active pagémphtible(with Wb‘hn@hﬁstéteratMcmm éﬁ@tmdoh’frfutenswbmmo
system 100 is rebooted 412 to its narma eratl ng state (i RU NBOC)T;3
In the preferrigdebretad AbRIoGed 4 kP é‘SB lqrbaFﬁquEF%nta?t@f@mq}i Babbed
by renam ng th@dnngﬁ.ﬁuaowaheaam;uée.ffﬁé %iata%ae ine®VRBS Y richRatiotd !the

filename and/or extension ter may a be renaned via a c ange
inits diFect AYTRRUN.IAdffler by then ﬁaﬂsbtmamitentrm‘ neubwtwe patiitionnta tbes.

e PO NGB LR R et el e I et

Thus) if it lSpeﬂﬂtlorﬁ@hﬂCbUrfériﬂ'stétedaﬂ’ee@dmbatlbllet thud ihdﬁbt@ﬁlédﬁ(@éﬁ@dtemﬁﬁég
though a wite filter status entry in a systemregistry na¥h| ndi cat e t hat

the wite filtarbleglodid M@BﬂWWHR%M"t@f@eﬁWtH%@@tWPFQQ/Eh e8YRIRM FRgistry
secondary wri tg thbléaf\,ﬁ aaaﬂah'.g%wé@ga OGS R &t qhﬁé%vrﬁemfr%

system 100) the wite tter 1s never 30 active during n operati on of
the com@ix er sodtenabied in ithe Eetivepartition's systero register, thsnrtbeeﬁrtataasmamlmaen

wite fhiter aiangdier Kidedhsr HaBI8 NNy Rs 7000 B8 ¢heron
206. It is theyfigifthervattediisriy enabled imcthe adﬂewﬂtms)syetem&e{;létﬂyethéw
enabl ed at afl., The secondary wite filter is onl é ﬁ‘)’/cﬁed h&r'el n so as to

prevent an i nd0e &tatedpashipe PIRACEHS {@ exgcyigsStates deat
Various alternativegog té@@‘féb e%:rr ' f?\%d Stafd erﬁ@éﬂ?!‘&@’% hﬁﬂ?\lé@@ﬂ' 5300

contenpl ated. In one a rnae odi nent, persistent data is witten to’
the pri@8ry pd?REPB@O’EOZBQﬂJrlaTgi t@é)MREEI‘EBD@fTat%O‘BOBiateBe I:prlrequctmlye

filt t d t P t at 0 LETE
Ctate 304 1o dlshERed InHaS dshan wihos pieDbSed dhostvs AlSr SPYeRERHF 1 o
the primary pablethdylexdbuted fat bitvckMi 8 ahefststechadRing Sinest state 1sand gt ®idsk 10

performed and/or nonitored by the operatl ng systemwhich is installed on
the prinary p#20;@ndrtheloonapidensysien smext active partition is sei@tHiecnday The

partition 206{;@'1@.&?%&)@3% 3003 TRaRSebbtel 28Bld kg4,}£ea'¥vdr W& sthte! GhchiNSh

is stored on
30 cycles through its next state.

Operation of the FIG. 4 method 400 is best understood by referring to
the hardware diagrams of FIGS. 8-13. FIG. 8 illustrates the computer system

100 as it might exist in its initial state. Copies of an operating system are



partition 204, and no data is witten to the secondary partition 206. In
this 15 enbodinent) the wite filter which is stored on the secondary
partition 206 may be, for exanple, 1 ) always enabl ed, 2) always disabl ed,
or 3) enabled and di sabl ed as described in the preferred enbodi nent, supra.
In yet another alternate enbodinent, the statg machine is nmanually stepped
through its states. This can be done, for exahple) by opening the 20
AUTORUN. INI and BOOT.IN files in a text editor and nanual |y changi ng the
current state dnstaleti or thacompuler aystem’'amsimarypand iseedyd pastitions 28461206,

, If 0 whi .th ' , [ .
ock. mount ed sy, wile a7t pE e, APefAtins sySla de SHAHAE Jh s (dpaieting
interface via aydaintPEystehy PORERY ANE., TP Statas BION).| That SRS MMEERIR é8de

machi ne can beconme cunbersone.” A nanual |y stepped state machine is al so
cunbersome if AUWIBRIWBEXEds inataleyl o the wampuder systemishbookpartitioni202,ewith

' d h m ' Lt .204 |
Ui, 1t dhoul anBecHBERh 'S ob e PRt o PRy eind st e BHNBOQT Badhe,
30 conprehend A\ 3TORUIN. IN ﬂlé}%nﬁicthb%atiﬁéfbéiﬁgéﬁbﬂméb&ﬁbﬁté‘(%lsfér%1@@%ing

502, 600-604, 700, 702 set forth in FIGS. 4-7 may be executed in various
orders whil e stsetto RRIMARY N the BOGE. INhfile.esul t . 1~ UWilizing the

above-descri bed net s apd S Narals artiLi of a,.

conputer system 100 ' nb@"%%%%gtseyﬁ% %rbéﬁﬁaﬁy P‘?Pé’%ﬁghgﬁésy%t%? hgiachine
partitions 204 ramieveki 404,408Mts duprient etatd (i.6s RUNBOOT) dedt thiel a6tV pastiticoh
wite persistent data to the partitions. In this manner, the possibility 5

of data d6rrupfien RRMABYdoveee SieSed andrd MNoling 408tbat the cusent state ds
CorT 1 _ . 2 - ; o ) .

orererrod enbodomugiPefie bR patftonthe State HBLhTS HerPHEHAREN'd s

herein) it is thaththeundite fiteodftthatprirhani paritionv204 ds caaibdedriy the patitionse

Pt ended”t o beSkeiesh Mg EIoUIiRE  SabssticaN)ar THIPOS SEBlecmeching cauees the
the prior art. comptieMEPdtelr1664bNddt t its primary partition 204. Once booted, the
15 computer system 100 is free to execute the applications stored on the
system’s primary partition 204. Execution of some or all of these applications

may be triggered by the state-specific code of the state machine. Due to the
enabled write filter stored on the primary partition 204, all writes to the
primary partition 204 are cached in RAM 200. However, the computer

20 system 100 eventually receives a request to write persistent data to the
primary partition 204, which request must be executed. Examples of
requests which must be executed might include requests to update the
computer system’s IP (internet protocol) address, requests to upgrade the
computer system’s operating system or application components, etc. Write

25 requests which must be executed may be identified as such by some form of
tagging, or by application or state machine code which is able to identify
certain pre-determined types of write requests. When such a request is
received, either application or state machine code may cause the data
associated with the write request to be written to persistent, write-enabled

30 memory and/or mass storage. In FIG. 9, the data is written to a data partition
208 of the computer system 100 as persistent data. At some point, the state
machine becomes aware of the need 500 to write persistent data to the
primary partition 204, and the state-specific code 418’ illustrated in FIG. 5 is



1. A conputer system conprising: . a. at |least primary and secondary
partitions; b. a primary wite filter for wite-protecting the primary
partition; and . . 5c. a state nachine having at~ | east three states) the
states.conprising: ~ .i. a first state) wherein:1. the conputer system
boots to the pHrnarypartition;1 p2. the priq@éy wite filter is enabled,
and3. the state nmachi ne advances to a second State in'response to a need to

wite persistent data to theprimary partition; ~ 'ii. the second state)
wher ei n: 151. ~exefaitedmphit E3SPANSEcH M needota waite Ressistanidatei ta Swe Riipary

during the sec : [ WL LI ISl

st at egmachi ne @%@Hﬁ@?ﬁﬂ’t‘gs hél:}% rg?é%ﬁgydé%%ﬂ%ébg wkﬁﬁ%{aﬁ?ﬁﬁé? g é‘fstfgred
wherein:. 1. then teeREtendayshartitiono2ss.t THehsecorfarymvritefilterirhag b’ diddtsted,
primary wite filter is initially disabled whilepersistent data is witten

to the primaryfopaeXpmpe,; 2Bndenaming  # tar WRFNTERBAK: dathei pexti state

to the primary bk} ' . ' ~ ' ' r e
stat o machi ne’ GAVSR SO o BEfVe BRktor (SECONSART) 878 thEf set 8087 3222
in claiml, furidiie computerisystemstiDisd@bpoted 4¢2filter for
wite-protecting the seconda%% partition, wherejn: uring the first

, a. . d
state of the state YWeR ABg EHRPLERIL SYEIBM wiSi f%b(?q’t?ge%ms t9es stateg maghine

b. during the t ' y ' i 4Bl JHsid L "
i sabl ed uni | dSFENER F04 400 s cubfert SERBHRES FIREPBAOT) 8o tfie i eSiarftion
ii. ag ter pe_rs(i.e?ﬁﬁC@MDARY)wN%t}inmdmg thibtrmemmarstatmistctdmpatiblblm@th trl'u)e

secondary wite filter . is re-enabled. 3. conput er syste in clajm

fur ther ompr i26tiNg Rartiem s, siote maching taen felermines 43¢ dnak the,writaditter of

secondary par i,k ida) b B i hlibe i d.
4. A corrputertﬂs‘%/stemnggﬁ{ ﬁé@Itrg?fnz??q%g?géﬂnh%ﬁséﬂmggri%ﬁ%ﬁ?y alttgfg??s'g"

witten to eaditeofstatie prONyr yThus| thecstadampaghineicauses ther compaper systemof

t he state nachine . A gconputer_ systemas..in aiml erejn,the state

machi ne di jsabIh@_g’ 5913’094-%%[‘:1% BRCUIAY, P?ﬁﬁ'?nv\?%'e ﬁ'}“teeggsg)?"i'e%ﬂ"ﬁ&‘%f@r
primry wi te_sfy*sfeﬁﬁrex&cut%sCOHmUtﬁbtéiSﬁéﬁﬂba%odé qw"mdorrd&iﬁrﬁii t ke 'ﬂl‘i‘_éd
to wite persiStent data to the primary partition is a need to wite an i P

address 160 t hE®REPRRQT shate 302n A prefamedrpmbedingnt afthis cpde d3 diustrated in
wherein the negd O %rérsg%[tﬁé %bﬂ%;wﬂ%%aadd)ch@ﬁed'@fs'téﬁrd’ata%‘céﬂetdy&g iheddta

need to update operating em conponents stored on the prinar ion.
8. A conput er paytiticen2@8 to thel sscontiarypartdion 208 (e the arnow 1 60pdn FI&. erQ).

data to the prinpary partition is need .t o dat e licatipn co ne
Stored on ¢ holfbinsIPanRER. he; epsrating srasem,SBigh GrifPecsedundahy atioa ana.
further conprigdy Getvéladsr PVEdkupOR fthe Shévating SRstens istdreddanadligimappds
to be witten to the q_l’l marz%partltlon. conputer system.as in clai'm

10. A
1) furtRB8r coRpHitieing ThecWEROf narsistald datadppibgasercsiasy maftition ZR6amight on

each of the pgd Y ) ' | '

i ter s a pordotsy B PERs IR eiia o AR adth S e e Tebkit ot fhe
on the 5 pri nsegomdaryipartition 1206, ¢r thenlaunch ofyNlicrosoff’si Instdllsinield, tof updats
conprising a boot .partition, wherein the state nachine is odjed in

o b am code SPBtMEVEIHE SEPCREPT stPter bR ¥e REESHISMATElRR MBS I
claim1, wherein thexgt e serohdagy ivrita Mtar s pd-enXbiedoep2NT THED8ge6 dary
service. 13. A conputer systemas in claim1, further conprising an
operati 89 sysweite ?t?f@r duaynbe He-enablady ferapxample, bywgivisonittite osiginalt nampe

wite tiitor CURASTERSYSIAGRR Elar'nF; nefe s hifR B s el BBRRE, S
separatel y freo}! fhespaitrany waiteSlitey may be disabled, for example, by renaming it to
WRFILTER.BAK. The next state (COMPLETEBOOT) and next active
partition (PRIMARY’) are then set 420, 422 and the computer system 100 is
30 once again rebooted 412.

-

When the computer system is next rebooted 412, the state machine
retrieves 404, 406 its current state (i.e., COMPLETEBOOT) and the active
partition (i.e., PRIMARY). Noting 408 that the current state is compatible with



14. A ¢tonputer systen) conprising: a. at least primary and secondary
partitions; b. a primary wite filter for wite-protecting the primary
partition; and 5 c. a state machine, wherein the state nachine) in response
to a need to wite persistent data to the primary partition) boots to the
secondary partition) disables the primry vvr_i1%e filter) boots ' to the
primary partition, wites persistent data to Uhe primary -19 partition,
re- enabl es the prlrrary wite filter, and then reboots to 10 the prinm ﬁlt
@l
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partition) disablin ary wite filter stored on the secon ary
partition; andipdataf operahngt isygtepe r shd/oe napplitadiono companents) dstoyedaoni then,

re5enabI|ng t.he seaﬁlg ég\é){rltefilter 20. A conputer system
conpri si ng: primary and secondary partitions; b. a

primary wite f | |t et theVphifrfarp Waite FilteR s Fdrenableder 02, pﬁfhélﬁﬂrﬁé‘ry whEb filter a
state machine having at least two states) the states conprising:
may be re-enabled, for example, by giving it its original name
(WRFILTER.SYS). See FIG. 13. The next state (RUNBOOT) and next
active partition (PRIMARY) are then set 420, 422 and the computer system
100 is rebooted 412 to its normal operating state (i.e., RUNBOOT).
In the preferred embodiment described above, write filters are

20 disabled by renaming them. Although a write filter may be renamed by

changing its filename and/or extension, a write filter may also be renamed via
a change in its directory path, and/or by any combination of these or other
methods. For example, Microsoft® Windows® NT Embedded expects its
write filter to be in the “winnt\system32\drivers” directory of the system
25 partition. Thus, if it is not found in this directory, it will not be invoked, even
though a write filter status entry in a system registry may indicate that the

write filter should be invoked.
One may note that even though the secondary write filter is enabled
during normal operation of the computer system 100, the write filter is never
30 active during normal operation of the computer system 100. Furthermore,
the write filter is never active when the computer system 100 boots to the
secondary partition 206 because the write filter is always disabled prior to
booting to the secondary partition 206. It is therefore unnecessary that the
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partition; . 10 2. the primary wite filter is enabled; and 3. the state
machi ne advances to a second state In response fio a need to wite
persistent data to the primary partition; il. the second state) wherein: 15

1. the conputer system boots to the secondar%{ partition; and 2. during the
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However, if a computer system 100 on which the state machine runs is a
rack-mounted system or other system which lacks direct access to its user
interface via a monitor, keyboard and mouse, a manually stepped state
25 machine can become cumbersome. A manually stepped state machine is
also cumbersome if a computer system 100 is always on, and the need to
write persistent data to the system’s primary partition 204 can arise at any
time.
It should be noted that one of ordinary skill in the art will readily
30 comprehend that many of the action and decision blocks 402-422, 500, 502,
600-604, 700, 702 set forth in FIGS. 4-7 may be executed in various orders

while still achieving the same end result.



yy310%'& ()- 10 10 ndEnV @ $10% L! 10% & ()-4" &s! 10% & () -

$10% & ()- '10% & ()- s3s!10% & ()- “'10% & ()- EaBnlV @ $1098+s! 10% & () -
I ny&$109& ()- & 110% & ()-9S# 110% & ()-9,

s!10% & ()-$10% & () - ERNnEJEnV @ $10%99! 10% & ()-8L! 10% & ()-"6"110% & ()-4L
10% & ()- F1l10% & ()-, @0% & ()-$nbC@ $10%

110% & ()-L$10% & ()-1109% & ()-f310% & ()- 10t 10t 10t @

$10% & ()-_JaBbC@ $1099@

1 10% & () -$10% & ()UBiiagg ane abode-desonbad (methodsoatd gpparatus, one or more
$10% & ()-*"?bC@.$101,110% & () - .

I d. $10%%5) ()-3¢r&a @%%@%‘ﬁﬁ @/ﬁg’%ﬂ}%”t&' Bystep. 409 gvay.be) witerbiieeted. mestatthe
100 10 ; 9! 10%4% Wi e 584 ! b8 %0 9 & G - 9t identifi
S310%& (). m&tﬁ%é,w?@?{oé@éfgt% (ﬁ)ﬁl_i rélg O%éug@e( ?ﬁk@éﬁ % () rabdieetd Didentified
s310% & () - 10Meds)to! it gersjstenddate to) thelmarttionsi Ein thi® manneys #ig possibility
s10% & ()- 10%,.& (,)-sMLO% & () - ,$10% & ()- "s1Pp% & ()-LUJE:/ 10 3+

10% &' (§259) : 1@%%@(‘%’ )QOL'{%W&&%‘? -"EJ’&"‘i%’wé@iQP?u B?eﬁ?ﬁé%&" %%YUW&S( and, 8o g
dE: /10 94 10%r8ae) minitiEd forlthePartitions 204, _

10% & ()-&0°10% & ()-91.10% & ()-9, 10% & ()-s .!blcldleli!xnbC

10" 410%v&' ()- 10: Mhile illustrative and presently preferred embodiments of the invention

have been described in detail herein, it is to be understood that the inventive
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10 appended claims are intended to be construed to include such variations,
except as limited by the prior art.
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1. the computer systen{ boots to the primary
partition; ' ' ‘
10 2. the primary write filter is enabled; and
' 3. the state machine advances to a second state in
response {o a need to write persistent data to the
primary partition;
ii. the second state, wherein:
15 1. the computer system boots to the secondary

_ partition; and )

2. during the second state, the primary write filter is
disabled before the state machine advances to a
third state; and

20 fil. the third state, wherein:

1. the computer system boots to the- primary
partition;

2. the primary write filter is Initially disabled while
persistent data is written to the primary partition;

25 and . .

3. after persistent data is written to the primary
partition, the primary write filter is re-enabled
before the state machine advances to the first
state.
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3. A computer system as in claim 1, further comprising a secondary write
filter for write-protecting the secondary partition, wherein the
secondary write filter is always enabled.

4. A computer system as in claim 1, wherein the same persistent data is
written to each of the primary and secondary partitions during
operation of the state machine.

5. A computer system as in claim 1, wherein the state machine disables
and re-enables the primary write filter by renaming the primary write
filter.

6. A computer system as in claim 1, wherein the need to write persistent
data to the primary partition is a need to write an IP address to the
primary partition.

7. A computer system as in claim 1, wherein the need to write persistent
data to the primary partition is a need to update operating system
components stored on the primary partition. '

8. A computer system as in claim 1, wherein the need to write persistent
data to the primary partition is a need to update application
components stored on the primary partition.
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1011 %409&' ()1tsY#stcotputer Espéfern as in claim 1, further comprising Microsoft

Windows NT Embedded components installed on each of the primary
and secondary partitions, wherein the primary write filter is a part of
the Microsoft Windows NT Embedded components installed on the

5 primary partition.

11. A computer system as in claim 1, further comprising a boot partition,
wherein the state machine is embodied in program code stored on the
boot partition.

12. A computer system as in claim 1, wherein the state machine is a
Microsoft Windows NT Embedded service.

13. A computer system as in claim 1, further comprising an operating
system stored on the primary partition, wherein the operating system
comprises a system registry, wherein the system registry comprises a
write filter status entry, and whersin the primary write filter is stored
5 separately from the system registry.

14. A computer system, comprising:
a. at least primary and secondary partitions;
b. a primary write filter for write-protecting the primary partition;
and )

5 c. a state machine, wherein the state machine, in response to a
need to write persistent data to the primary partition, boots to
the secondary partition, disables the primary write filter, boots
to the primary partition, writes persistent data to the primary
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' b. enabling a write filter stored on the primary partition to thereby

write-protect the primary partition; and
c. upon a need to write persistent data to the primary partition,
booting to the secondary patrtition, disabling the primary write
10 filter, booting to the primary partition, writing persistent data to

the primary partition, re-enabling the primary write filter, and *
then rebooting to the primary partition.

17. A method as in claim 16, wherein disabling and re-enabling the
primary write filter comprise renaming the primary write filter.

18. A method as in claim 16, further comprising, when booted to the
" secondary partition, writing persistent data to the secondary partition.

19. A method as in claim 18, further comprising:
a. prior to booting to the secondary partition, disabling a
secondary write filter stored on the secondary partition; and
b. after writing persistent data to the secondary partition, re-
5 enabling the secondary write filter.

20. A computer system, comprising:
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advances to the first state.




