.t YZ[\e3eLt (6TLf METHOD AND SYSTEM FOR SUPPLYI NG A CUSTOW SOFTWARE | MAGE
YTO A COWUTER SYSTEM BACKCRQJN&NM'WWWWWI ON 5 A conputer systemis
typi cally purchased and suppli ned har dwar e- sof Evga&@? gt em In
t he past, software has been suppliaggyisa flexible (floppy) di"skettes that
*was nmanual ly | oaded into a diskette drive by a purchaser and downl oaded

di skette-by-di skette. As the nenory and di sk drive capacity has expanded
and the size of software i mages has soared) | oading of software via

fl exi bl e diskette has 10 becone very cunbersone. For exanple, the size of a
typi cal software systeminmage has expanded to a range of 2 to 600 negabytes
and is expected to continuing growng in the future. A | arge nunber of

flexible di skepjepaohAUNFYREPER PORSIPPRVERE AEURROML SEFTWESRE | S typically
used to transfer a typl capys }%%Bgcpﬁﬁmk_@?g%ﬁw*\/ﬁny conputer system
e diskettes w g

suppliers have replaced flexi 1 S capacity conpact
disk (CD) ROVs for supplying software inmages. The conputer system suppliers
that supply software on CD ROVs only sell a limted nunber of hardware
configurations (for exanple 4 to 8) that utilize even fewer software

confi gurati &&Q{ﬁﬁw&me software systemincludes a conmon
operating system hardware drivers, software utilities) and application
prograns 5 or 20 dAs@geutansysiem &l typicypurttesedsapd suppliedas aaomtnadi cul ar

configuratiqn., These conputer stem suppliers have the s.of re di skettes
pressed en cr#ﬁgsdévéfe'sé’g‘h%rfgs ey"ilﬂﬁf\;eaf’taf: sec%w?%hﬁeee? ﬁlﬁplﬁqd’&gfgﬁ’glekgﬁ’fﬁe hundr ed
t housands r aisge)essiat viahanuggnéadedintesndiskens &ivey$ b pirshaEand dgal-i ed
interchangezbl y . to many conputer systens. The conventjonal hardware

comput er sys?¥AT PiyksiedlHiketthc o Hesemeny d dish Srivsicrpasiiehas erpapentand

subsyst ens. ([UGidUF sk gds hdSofted DA of YRGERLVIAMAIbId W SudHapduced
software systens to hardware conputer systens, sone software 15 AUG
2002 confd glheeameoveny enmyessamen Foy exampleothasize of Rigpicsbsefiveredystan isreeess of t en
Cnel ud . . . . £ 1 cation.of Lh

| nCl udes T oyhl B{ﬁn&e@%a AR 664 rlné(%a?ﬁ%s%ﬁ& is@ ektqg?%éfonpﬁ.‘g{g'&ﬁ’%g% od

har dwar e subsystens and appro ate drivers e
subsyst ens. iMiwutdief Adargatunibar ofiflekibledsketzs, Sorsuppply ot the otlar afifdr e subsyst ens

SUpp T e on SRS bPEH B R o Bl R e PSS em i h the
conventional technique for supplying software to a conputer system using
mass- produced soManpcanpueer sysam suppliecsusved rmplard fledandislegesofithchighar i se anong
the varigus hardware su d the.software modul.es. The first tinme a
bt cul G AP perthaB et D RDNE R L e SRS U temMifed T vihon
cust oner  at tspstith SupplerbthktiGpghpsofif@resynsIEROMs@Al sélf 4 iatitddember st em has | ef t
Set up var| JHRVGH T GRrBIEE SR L7 QU FELTGT SERAR I and sof Lware Lo
opti mal |y exRafdeadohafekdnid Eod). Thdsdhivafelshtém fRaAnRIRAIEmMORNT i gur ation.

Therefore) bringing up a systemis often a painful and tine-consum ng
exerci se f oropeREnHYystam: hiedvwarfsiyes, softwagpglitiss, and anpieation piegramp ©ryendor with
the custgyrer Kielade il [ s MSRYE th ; QBRbutbe! P servi ces.
Del | Conput eur rpo at‘?’gﬁﬁ"lla'l\/?yavo?dgpéaﬁe ﬁ{gﬁgﬁﬁoﬁe?@% soPltl war e- har dwar e
syst em i nt egpygiern swpphiers Haye e soft wave diskittegpresastenconpgeeralyisbeches @ or der. A

cust oner order co ter i fyi articular .hardware subsystens and
sof tware pagg%ggg’.ou ng)#*r"ge %u&?{%%oég{%gg@gﬁr%otﬁ%t’%@?‘?ﬁo%mis#zﬁmlf eng

i nstal | ati orsupgliep andrétantdeatly @rmang eSmpudér sydneenshar dware that is installed in
full native node in the conputer, is perforned in the factory by Dell

Comput er Corporatjon, tested, .and assured of conpatjhility before the
conbi ned system HQ&%‘@@“FH@%%@WFWWH%S%%WW l ??luﬁﬁu‘@%&ssured to operate

with t heZSDardjﬁ'&t]Htﬂﬁrdﬂﬁr@&!bgﬁtehﬁf DoRREinaMNBliGTBANGe dnséhtidasmagd to operate in
conjunction wt
: produced software systems to hardware cormputer systems, some software
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25 particular drivers and the operating system One consequence of the

*oui | d-t o-order business nodel is that each software load is potentially

uni que. Therefore, software cannot be supplied by mass-produceds ¢i gie602s.
Dell TM has therefore supplied a software i mage by bringing up the software
‘on the specified hardware in the factory) assuring that the software | oad
operates -2  I1config\iGiodIgenereltyperfbryiedt ﬁgﬁdoyfﬁlqypinagr qchss ofemipeiedes rasgisgsem wi t h
the software i e | oade to a i i i .Af system
The hard di sk dn%l%\f‘gl(’l"?g%aﬂggﬂﬁm&d%@?&a@hﬁgmﬁg}éﬁ%&?% S?‘:e sSaE(QUv%n e imge in
the hard. di sk dappsprineyries ohaegaectedsubdystems.nt ent i onal |y or

uni nteutioaally. Because the software image is supplied on the hard disk

drive, any unsuitable c es in the software image are not easid
corrected. Wen a Cﬁ@gﬁﬁﬂ%gg@va&gﬁgﬁgmpnﬁﬁhﬁ l%”(g%afr SR en eb/i ng
correct dat ast omidyaiitherentsciivale saplictsReppiSoRARY métates Bpplidisaghambackup

medi um then Dell TM nakes the corrections by supplying a replacenent hard
di sk cont ai ni ngPregrseddisksttesa|A camspan pseblempithilieconvepticnal tishpiaalor supalyingi r d
party 10 nainte r i : I i . p out the
corrupted hard ?‘P’\%@ tgvlgtc ﬁrggﬁéé§¥szﬁg%%?rne%?5wgy§%%%§!asﬁt té%‘?fc‘ %?m t he

i nstal | ati on priocasistencidsloRemaiseandngehe epbacenbrire wheystems artdithe itivhiecul ty
with the hard dri i S, caused by systemfailure or unaut hori zed or

br o bi ted act Bty ThEBETEs SR by BRI hst a1 a
di fferent hay dveontbined 3Syteh @ Bustonthr hidehiPts @kihy up thetspdm, Sk laRertee sstenier s f or
15 control ling the hardware subsysteny .thereby corrupting the hard drive.
The repl acenenthaﬁgerﬁdgﬂgstR‘Ydﬁ peiomat ypigdly ¢ogso hiYFi“?Feﬁ"?”Wét‘%Eﬁ‘_"’F@fs%endi ng
sof tware to theydy.abek Joﬁﬁ%iﬂb[e%imm}icsq{f@mkﬁf@arérﬁ% sB Rt RIBptilnagl ude) for
exanpl e, corruption of fiTes by the custoner or by a virus, difficulties

Wi th install at i exacué tha softyageen pastidulay Bardware henfiguweatiom cEhersfsp briegingyp & he
factory, a decigj : ) C i ystem a
bad factory sof m‘,gﬁe‘pcyg&ﬁﬁ’gﬁﬁ}fiﬂﬁa uctr?g'iul?rgn o?rr‘l gﬁggﬁrbg&(é??%/og{,wtaeﬁd the like.
Unf ortunat elly) systpinaceomertandthe vérdlohwitidthe cust@ndr naking érqientnsagedf diet en

i nconveni ent for ?he cutsto(r}e@. Hard drive replacenent is expensive not only
due to the cost BFtHERBI B FVEHut al so due to the equally |arge cost of

athird party 25 mai ntenance call and extensive handling and testing of the
returned hard dri ve.DeiCumpitsr Gerpdretion™ aepidstht difficalties ¢fscfwmirebadware suppl yi ng

a "build-to-order sqftware i.nage,to. conput er . systemthat reduces cost
2nd i mproves contiem arerton oy iRy b oy IR e A BRUERH on
met Ihod and syst e ercorapu:wr{]I $pediffing psmgﬁlwﬁfamwarw@esy@,emﬁaxmmmFadcyg?ets.gnr}
utilize a cystom progra cqonpact dj sk (CD that is confi guye or a
apeci 11 e | Hi vIMR e ae SRET B0 M REEIRAPhEP B ER b ed ¢ 0
and 5 operable l%d»%'éMlafi?ﬁxs@ﬂh@%ﬁll%ﬁideﬁﬂd&iﬂﬂ@bo%ﬁ@}i&Eérfo‘ir)i&iiﬁfﬂe The met hod
and system further utilize an installatjon procedure for restoring the

speci fi ed conpufaeterydiyfRelliGomputeneopeftion  cesedaard aspised eficampatipiitnteforevas in at
the time the co - 2 atf Lo ntivaielid @l {4 Q¥bahde Ynand
downl oadi ng. Th{eﬁp%ﬁ’#fr‘}% %%%Eaﬁ%rgngtf%%%% ggﬁcilv@rseﬁg{?o tal(5 us:teom_ar in
conbi nati on wi t the patiodarandecedfhiamsiviatyl spstetn sikdltosassuagito pperdt in genundion withal
technical igstruction,sheet .for usage the custoner to restore the
conput er sygfen?{nécugar Be abnflf/her?@\?\fa%%ﬁ%ﬁre condition. A protection
technique is defined utilizing three conponents including the conputer

system) the custom regoasegedeebtiROV|Id-tmordedtmsibess traidél és thitexdhisbRwade sket t e

t hat are nutual and uni quel ed so that |oadin f . the software i mage
is 15 only possé%ﬁ‘EPR}?BHLFH'QPM%@@@&&F%‘W %mﬁﬁg’eé‘%ﬁﬂ%‘ﬁ/@d"ﬁsﬁp%’gw nati on.
Thus a speci fi cdisieatH MNP ORH; dErasste ippiidM fthaf: igRRMybggiROG abidRwateexi bl e
di skette with the same _keying can only be used tg downl oad software to the

speci fi c conput @t thgyrecidpd hradwarpindhe agprynassuringdhas thewofkwdre logd omsresor ot ect i on
technique elimnates a possibility that the software i mage coul d be | oaded
onto any conputer hardware other than the ,,. 20 conputer hardware keyed to
receive the software. The protection techni que uses cross-referencing tag
identification (1D) nunbers on all three-Rey itens including witing of the
tag ID to the custom programed CD ROM and the bootable flexible diskette,
and a uni que service tag nunber of the conputer hardware. Only a matched
conbi nati on of the specific cross-keyed custom programmed CD ROV the
specific 25 associ ated bootable flexible diskette, and the uni quel y-keyed
conput er hardware, enployed together) allow rel oading of the software imge
cont ai ned on the custonprogramed CD ROM



A first operation in the protection technique is creation of a conbination
»of uni quel y-keyed custom programmed CD ROM and boot abl e flexible disk tEO‘iZ
An 30 original custonmer order is processed and a specific 15 AU
custoner-determ ned software -4, 1 5 BUG 2112 inmage |load is conpiled
raccording to the original custonmer order. The software image is usually
downl oaded t o t Reoperbiihae ehippingd bagempuletingier vith thetseftware ireagg loadadontoshi pped t o
a customer. The r- ] tware load is a software inmage
specifically coﬁ%ﬁé&?gﬁveﬁg?‘%%%ﬁﬁgyﬁithe hard disk drive of the specified
conputer system5 hardware. In conbination with the software inmage, a tag
identification (1D) Thelhardidiskwrive is @ pomayhatwelatig stedivmpthergfosstire tina@pinR@M t hat
contains a Servi : . r of th ifi LSy dwar e
Chat 1 5 aut hor | TEQARREHEDSE cBhads BueRREhlohal of GRKLERAGY BRI (1 e
sof tware i na§e sofvardienagaie nipphddoathednard didkelrias, @nyounsuirble oldngesan 8B ROM nedi a
platter. The specjfied bootabhle. flexible diskette hﬁ? aﬁég cgaFttespondi ng

i dentification CITEYreimage &fF NRteatly cHEeted o Ahen HUsoRer has ARFABEM that I he

cust om progr am&@@g@@&a@&ﬂaa dRREthe harll BBk hAaRE dukiofRt haQ@RotfhddgaON t he
cust onprogramred CD ROM that coptains the tag information for the

cust om pr ogr ammbeFkaDmedine, tadefoonakiss te £oreegtians by stipplios 8 eepiaceeenthant es a CD

restoration pro A I 0 t rgcess of
restoring the sg%?%#%@?ﬁgéﬁéﬁp{uﬁg%égﬁc‘%atr?gh'ta%er' ﬁ?@%‘@rﬁﬂ% ssoci at ed

cust om pr ogriamedinEbripérsonds feonxd dielcestbhe xitdxoawah el etictcormagied lmedhdriveo t he
custonmer in conmbipation wth a.,servige kit Technical directiqn sheet. The
customer has th&“‘gﬁedflﬂ%ﬂﬂf‘?‘fB?’ﬂg?@&“gﬁﬁﬁ%ﬂfei‘ Efﬁlétt?“(%‘?fﬁﬁt gﬁe“sy’gf

hardware. Upon tReeIREmaY whétBerGhesdifiemy bith R he@rdviveR chistd thaghen falbredi recti on
sheet directs 20 the custoner tqQ place the bootable flexible diskette in

) .P
conput er syst enff breopphenized anprefrbited actions by thy auetamen d'oF grample Husigh&imed CD
ROMin the conp%ﬁrn;ﬁwai%maﬁwe%h%%&en@m ilcBRORY, idshf sORVPLREs TSt €M  The
bootabl e flexible diskette stores a restoration programthat is
activated upédn beoolling thdihargware selispstem thscebp coraptingthe hafhdri@D r est or ati on
program first downl oads and opens the tag ID file contained on the CD 25
i mage fromthe cust RESPRE 5{@% b b ' he tag ID
file on the custom g%grﬁgﬁmg{ﬁc%d%a t aerkgsﬁaggéskﬂg{r?a _ﬁgﬁggg)gé@gn opens the
1D file from t heoflyses talthedield toxpinéct manygieblams. Thelproblems indlude; feaexample, t ag
information in : i t I t IR JeLanectel fOM and the
boot abl e fl exi bF@ﬁlg}l&gtﬂt‘%?’ygﬁéﬁ%ﬁ}ggﬁ?g |§’on prgfg%ltﬁ]ll nc tﬁggs an
install ation pr bydaare sibagsteotthatiwes notisepplied ehe/facteryJadecisiontbg theicntomer e

conput er exeguti,ng the installatio ram._The - 5 .Au 02
conput or Ser0 c gt AE ofein puskin, RRactEGHy SRvld foymoed gt SRR e
the ID file stoded, al thdltkecust om programed CD ROM |f the conputer

har dwar e Service Tag matches the tag 1D on the custom programed CD ROM
the restoration prog conpl etes a hard,drive restoration, program by
clearing the infor ng?'?afgpﬁun %Bt FRlagemenf %%WFSS“&%‘&”&PSO&H‘[%&@P%% the software
image fromthe indsdvediedd fo? eieasBlerCPIaRAVIvE feplabegnenik ekpdishle ndt dnyeduetd t he

service tag nunhers dg not match, then the Service Tag.nunmber accessed from
the conput er hgﬁmave?&hsg%fQSBYett@aalf%de%%thewm%%gea?saﬁff "¢ PAWnst ruct i ons

to the custeser nflinfeRfct Bl ahdBxtb&idSt RIMBlinglaRd RERBELE BB PdturR S Pt &iv@SSI St ance.
Many advant ages are achi eved by the descri bed system and operati ng mnet hod.

10 One advantage is that the software transport systemreduces the cost of

troubl eshooti ng and WaHiseededds sustemardteshrigrs onsupplying aebyldge-grderthe sof t war e
transport syste [T =1 DG ce rate of
hard di sk dri ve?ﬁ%yﬁeaggﬂrgg%gb %‘éﬁ?ﬁﬁ?ﬁaﬁ re&#cgﬂo&ragg "@{ 8"lce gﬁ%‘ggﬁeéragaupon
initial delivery fromthe supplier. The software transport system _
advant ageously reduces the nunber of hard disk drive 15 failures that are
not duplicated in testing upon return of the conputer system The
protection techni que advantageously restricts utilization of |icensed
software to the single unique conputer for which the license is granted
whil e avoiding interference with the bast&-process that allows free
software | oadi ng of the conputer. BRI EF DESCRI PTI ON OF THE DRAW NGS 20 The
features of the described enbodi nents believed to be novel are specifically
set forth in the appended cl ai ns. However, enbodi nents of the invention
relating to both structure and nethod of operation, may best be understood
by referring to the



foll owi ng description and acconpanying drawings. FIGURE 1 is a schematic

bl ock diagramillustrating an enbodi nent of a 25 software transport system
for supplying a software image to a conmputer such as a personal fsnﬂg;t %%
(PO. FIGURE 2 is a flow chart that illustrates acts that are cartie oug

in applying the protection technique of the software transport system -6

1 5 AUG 2002 Fl GiRaMB8Ryow THRE IV HAON ow chart that illustrates acts that
are perforned to manufacture a software transport package. FIGURE 4 is a

bl ock di agram whi ch depi r DAL AR S | i an
operating system j.nqg})g%\tgéﬁ%ngﬁggt?ﬁgﬁrf%%ﬁg%oisd?‘?\g 061_ ?_goi?ér?ggggégtygrgnmS_
security for opeutdité oastopephbgrmedd bympstsdskt(CR) ROM thatis emfigh¢dIoRE 5 is a

pictorial illustration pf  a meno of, nenpory, i he, c utef system
shown in Fl GURE ?Fcﬁ%@ﬁgﬁdl@] ?oé“péf[%isyg%% a&f’&%{?ﬁ%’%&?@#%ﬁﬁa‘gﬁoﬂ i ous
functional bl $cksperable@noalyithespecifed siddidualwinpsidpgite@s ThaméthoBo@System
functionality w thout voiding the security of t O the od?erati ng system
DETAI LED DESCRI rtmutﬂrzeme‘sgﬁmzms Erssienma\e sasfifisd CORGUIESYREBURE 1) a

schermt i ¢ bl ock it 8RR ddk 3 ELARAR VASRASEREE 1fco AL fcloranspor

system 100 for supplying a software image 2 to a conputer 1 h as a
personal conput eafte{ ROpL comfiguration asd dawnlaading.oThamastemtpregrapued CR ROMin 100 15

i ncl udes a database 116 an G ¢t .di s burner 118 that operate
i n combi nati on t%ﬁ‘ﬁr% ﬁgecugﬂr%relgg%q}'%%w% é%’g’?‘g%’iﬁ;[eé@ﬁﬂ%ﬁg%ﬁt?? 1) a custom
progr anmed cbopaiastrudiicil tedhincal Rt )shdelor asabobyt thbtiBtodectvirbtste iesket t e 108)
and ,,. (3) a service kit Techpical djrection sheet 110. The three

conponents, in cOTBHTRDFEMLC AcPFRE isHd SPIHAETABARIO%N | nstal | ation procedure
for restoring the conputer 104 to a 20 "factory new' software state that is

identical to the statepofectidhaedhfiqineis definkddtilRing thiee doiipbnehBencludiipieer 104
| eaves the factory after initial configuration and downl oadi ng. The three

conponents have WMPRIF ¥iempthe Gertem-progrmed GOLROM, arg thikpotrblelerifr 106 is a

sof twar e transpofiikeAEMbiR mifually A8 %fﬁgﬁé]}i Ied B8hat Waﬁt“%f)ﬁhé RYBrelgeelio @ main
execut abl e storage in the conputer 1 typically a hard disk drive 112.

' The 25 boot kbl ey rogsitje when alldhree eomp@ertsarg empleYeddr comiakinno Jhusaspetifia f or .
Cor o 3 SOuURH A OOk RSP R B e
user to downl oadkeyig capfnlylezerused to download software to the specific computer system
hardware that has the same keying. The protection technique eliminates a possibility
that the software image could be loaded onto any computer hardware other than the
20  computer hardware keyed to receive the sofiware. The I;rotection technique uses
cross-referencing tag identification (ID) numbers on all three key items including
writing of the tag ID to the custom-programmed CD ROM and the bootable flexible
diskette, and a unique service tag number of the computer hardware. Only a matched
combination of the specific cross-keyed custom-programmed CD ROM, the specific
25  associated bootable flexible diskette, and the uniquely-keyed computer hardware,

employed together, allow reloading of the software image contained on the custom-

programmed CD ROM.

A first operation in the protection technique is creation of a combination of
uniquely-keyed custom-programmed CD ROM and bootable flexible diskette. An

30  original customer order is processed and a specific customer-determined software

-4.



15 AUG ~uul i mage 102 fromthe customprogrammed 'CD ROMt 06 using the
bootable flexible diskette |108. The database 116 includes a nmass storage
controller 120) a mass storage 122 that typically includes a pl qrsaIAU@ymzf
mass storage devices including trard disk drives) 5 CD ROM drives, magnetic
tapes, and the |ike. The mass storage controller 120 controls the mass
storage 122 to &oagedadistbapidtat@adisgwhhasrighal dusiamer ccdedle The sofivareiimege f or mat s

i ncl udi ng source, ohject, absol ute) binar odes, .software i es,and the
ke The mmas Sl EStismrSiatts msgter ReTFaBe ois i 05 o RP0 SPRRTRe
processing the gofidkoireTEORODmMENerfed STRMR 184dSis a SoiRieliRigekpdcifopr s, and
the like for formng a software in%g%ﬁgo.that is typically down-|oaded to a

hard di sk dri ve cPrifisured Baspiitiag tofthy har drEyei9f B BREFECA qOMPEBESYSPM st rat i ve
enbodi ment) the S : i ; :{18ss
storage 122 andb?ﬁ%§&i"g&%g§atﬁ§%'m%&é8&{&% 9??\%‘? gfra_ggbgﬂﬁgglroéa?zggs’g?r omthe
mass storage 12%ritten @ tiRuRCvHpregtammed CRROM st etntuna g S emionT agoiuinber of20 i s

al so connectable to t conput e 04,t o downl gad. ograns,framthe nass
storage 122 to eép%?“{%gfﬂ"pg'i? RYS 1‘%‘1"13&9]5?'5f‘ﬁ@or%g‘#ﬁg"f&'?{e‘fﬁi&w@ﬁe oper ati on
of the mass st okmdge TR ohrBink@In of 22 sbBwirb @ndpe ashiiat idetifiationfils akbumee | mage
102 for downloading to the hard disk drive 112 of the conputer 104 and

subsequent pr ogPEMAGRRAM BedianjatieneThesmpifiedboatable flagbiedishetisrhas aind sof twar e
configuratiqg OloddifordRERIhHcadAA m)SHISRFiREEHat QB R RO RAB e e B0

controller 120 to 20 deferm ne the ‘software co onents to be included in
the software i magptont-pRgramimed CRROMtapd tigaame of tholdemificalionfile retha teston-he

dount oaded 1ot RoveRRRd CEROl Al CaNREHL B sRRRUE fr SEPIEaErldR MOV, g

up the conput er CDROM eTtelboptakle flExibladiskest alsestoresTheD peseatiss prograsgpl yi ng t he
software inmage) fromeptering t custoner order, to 25 .downl Qadi ng t he
software; i s aut 5’??&'1’%@3@Fﬁ?é?ﬂ%ga{%t%&ﬁé?cééfﬁfﬁgngé%S?ﬁ)’fa{fr@?@& ocess is used
t o gener at e I5he cetisiit @Ry OTHR AR Elatedcl3tIW-31Gramiie CDIRIN BrdHoa@ble flegsle CO ROM
106 is nmade avail able to the custonmer in case difficulties arise in the
conput er syst erdiskaie sefentdq Y spstomer ipcosinatien with asgice ko Fedpieal disertianr i ng

ori gi nal - progr agggeNarne tuddfer RATRUSfinaly-81dBrl laiy ShAhuedd chiiphltgydiBss 9. 1 5
AUG 2002 storage 122. In other systens, the software inage 102 1s

regener at ed whehagearded sinply by re-entering the original customer order.
For exanple in an illustrative system the same automated process is used
to generate a sof t Waggoni (BRGCLY BE cEAAMHr ABCIRGCA TRHARAI et Sk sHEH diBci@nd- t O
generate an 5 inmage for burnihg onto a CD ROM However, instead of

downl oadi ng 2Phe therpugemerdo plagetheibaptabledlexiblediskesfetimenripuiensygfem flexible disksf erred to

the CD ROM bur ngr: I & f j

cust om pr ogr amed G et {HibiRgrdseidl CORPRL ISl rd CBROM

progr anmed) and slbhenﬁlandaﬂbleamdptdérs!rmtm.e Tihabicaghe flerible diskette stores A€ UST OMET .
The aut omat ed process_advant ageou xploits i.nternal process 10, control
scripts built uéﬁsﬁéﬁ'gﬂp%?ﬁfagﬁggésaacg‘f'ﬂ%d‘;‘fﬁ%g§?ﬂtz%&f’§8{tg%% i'nﬁﬁ%s{fﬂa&h@enerat es
the custom progCaneRéeratda grédvan Gt ddiehiédde addapedhhetag Mefe binkairdd 8k eetGD 108 i n
a cost-effective ang efficient manner Althou?h the control scrjipts are

pot ent i al | y 2donfilagg roppke custeprrspesemmet ARIRQM. freadfiien oaeingdbidpa? B8 of t he

sof twar e transpgp the®BAbA-pHighaaitd CTEROM, kHRACTS kestol86h BghAbMNS the 1D filhe
cust om pr ogr ammed conpacg) (%I sk (CD) ROM 106 is configured for a specified

i ndi vi dual conpffeatheootshla flexiblp diskeste anthvanifies thet dhe teg inlerrapyamingedBhilesn| y t o

t he specified indiyi ﬁﬂBH f Dﬂ&?@ | fl exible

di skette 108 isgﬁ%%?gwghg% y c%gége?g ma cﬁ&§ﬂ§b8§§$3%$§%gg%§ﬁhed CD ROM
106 and the specified individual conputer. The software inage 102 forned
on, t he custom pr ogr afeeeD EPo20oRINEEMGngrdss irsiadtallatientpedpean thiteobtaanstiiegur at i on
of the conmpuger char re to the.detailed Leyel. of h devi ce), bus, BIOS)
devi ce arivapy SATEEE SR8 eR PP Rl bl e SRS T o ge 102
is witten to the hard disk drive 112 and the conputer 104 inmediately is
activated with the correct software configuration for driving the installed
hardware. ' 25 The software transport systsem 100 further inplenents a
protection technique by special configuration of the conputer 104, the

cust om programmed CD ROM 106) and the bootable flexible diskette 108 t hat
are nutually and uni quely keyed so that | oading of the software inmage is
only possible when alt three conponents are enployed in conbination. -9

1 5 AUG 2002 The custom progranmed CD ROM 106 and bootable flexible

di skette 108 forma common software transport system package, having the
sane identification keying) and are only usable to downl oad the software

i mage. 1Q2 to the specified conputer hardware |04 having the sane

— e~ Y b N o - o, N\ Y



1 5 AUG 2002 the hard disk image that is originally dowl oaded to the hard
°di sk of the conputer system hardware in the factory, then shipped to a
custoner. Once the software image 102 is created) the protection §etsn2e
200 perfornms a create keyed package operation 204 in which key codes
are.fermed for a conbi ned uni quel y-keyed cust om programed CD ROM 106 and
boot abl e fl exi lsbmpwérSentidedrag Bmber Flvempazgdstodredaginfoanatidn byntared dedDrde t he

Servi ce Tag nunper, 206 of the specif/l ter har re 104.that is
St hor s zed t o P Bt ReobdroRREe (R ROMCE el il e Spigt 12
i dentification naldhks thé dag 1398 1He QB @h-PioREanintd CBEROMC Bie Ted@raliviprOgram! N addi ti on

to a key based on the Service Tag, the tag | D formng operation 208

i ncl udes 10 t héompletens hagddrivesestqidfI0a PFOZRIbY Graritfthe afpamaliop ap thefprd; he
illustrative e ' : ' ; t he
random nunbgr gp g@ﬁ@g&ggiﬁﬁ%{oﬂ@? lg?gg ﬁf\xﬁﬁﬁﬁ %Jgneglg‘%?ﬁé}%%ﬁ {dh%&ﬁoqwg

cust om pr ogr amtiechatiifR@xivd. O thesevichtag baobeaddosnof mateh, thep thti SskviseTeg 108)

t her eby servin as_ a bas&& i entifiterh }‘_chr preve tdi:n utili z%ti on. }pf
licensed sof t wAl' & BAGNY" €SP PP O I AR T he c%ﬁ‘ﬁﬁ‘fsé%“’ei 2°& ¥ whi ch the
software is 15 idstré@idaed thebusbntaliretinRNd copemettd adiitidhll sbvitdssittiire.conbi ned
software image 102 and tag ID file onto the custom programmed CD ROM

medi um O her operagjons, of the creatg k d package operat.ion 202 prepare
the (. bootable f1 MPHUREREe COeTbiY e Grelr o rPE AR STEREReE | D F11 ¢
operation 2b2 f@feqﬁvaﬂt@R%j%AQtﬂth_E Sdhviakd teanGRRLsQdtéth RAudedie et 6 mation for the

cust om programed CD 106 including coding of the Service ~"ag and the

random number tiRyhleshprting ard earisrting sefearmpitblemy inthedielda gTheppfvaratramsparhe
cust om progr amy?é?en%vme&&ﬁ»re Es thé ﬁgﬁ efd'iﬁ‘eﬁdeﬁéee%%t%%?&Ji&ﬁn"?esf l'e

operation 212 then wites thHe IDtag file to the bootable flexible diskette
108. A create messuos efiréliobilipyfaiyreanf wpwptatsivpen i2itidl deliveryefeomathemippkest or at i on 25

program 10 e ORI Sl Db kel b e e SRl SRLATAL RN P 00"

S a custoner
restore thelssoffiiluess ehat arager dupltated in thetingagol retumlof cheicoreputet ysedn. t he conput er
104. I n sone enbodi nents) the CD restoration program operates
automatically) without user intervention, |n odi nents,, the CD
Festorat on b ogr amt Bt EhEREEReRo SR RERRIAT R A0S 2002
intervention babfgareltoesthé siyglodnique vanpiterdorviitchabydicamse isgraved tvhilé aveiding al | ow

the user to respond to th tni n ssage.. I n send,. sof.tware transfer
package oper at i F‘I%QTS? with g‘ﬁp% °&ﬁgﬁﬁdﬁ% fE°ﬁé°fEYf§§'8?~F¥’1$r°8&F§ﬁ9}@ﬂ“co ROM
106) the bootable flexible diskettci-08, and the service kit Techni cal

di rection sheetmgﬂ!g { lég_dﬂn BSfiaRineystomer. The user is presuned
to have possesm‘m—oqg@;rrgmaigy—mjvre%—- and configured conputer system
hardware 104. The sgrvice kit Technical, direction sheet 110 suppli.es the
Uoer i th i85t r ot | SHeFiEEes DAY CTRAT ot ahines "ofd HeRTDE End « he
boot abl e fl exi Rbtcfodh fmhE hipeddd8 clabng Gsdviver, bt dinadntd oftkizknvditiongeldting tho t he
exact software condition of the conputer x04 10 when shipped originally

from the fact obgth sgueesnd pethod; of Opepiig ma best PhEnderstagd bk refargns i thgat a

| oaded to the Rardif &kndfidVdd 1dd 9;,,16;:@ dRkk@snal delivery are elimnated so
that all data va[ouerg an gf)rnocessorr]n C ngi ti 6’%5 are initialized. The users
recei ves the software transfer package and the service kit Technical
direction sheet 110FHF¥REtL is yeachgmatic plgcke diagrameillustatingeasy esmbodimsat pf 8gr am 218

by pl aci ng 5 glf}n;g E&g}ﬁ : ystem CD
ROM reader)isi ngé@??ﬁﬁ%@%@%ﬁ e ?Rl&%l I'e %?gkdé{g%go %ggmﬁﬁ%%% gr system
fl exi bl e di sk ogersuml edoguter ). r ebooti ng the conputer 104. One technique for
rebooting the conputer 104 is to power down the conputer, waiting about
thirty seconds) and (3! d 4. . 0 e
flexible diskette 15@9‘2{‘%@2?@%&5@@%@%’?%& g‘é‘r%?n%%&?’%ég‘aﬁés‘ggti vat ed
upon boot st r ap thogtiettPpndchhine of chEpoftedre trimdporifyste@xecut e restorati on program
act 218 sinulates the software downl oad part of the manufacturing process
by nodi fying the nmaster boot record of the hard disk drive 112 to invoke a
speci al -6- '



restoration operating system Special operating systemfiles including

v EXE) .BAT) and CONFIG SYS files are activated to | oad a CD RGVAUGI 08> aad
find the software 25 image 102 on the CD ROM In a check I D tags operation
220) the restoration programfirst downl oads and opens the tag )D file
contained on the CD inmage fromthe custom progranmed CD ROM 106. In

addi tion to openi PG UREs aand BB shew a flgy charethatifussarespctrghat afpasrfemeRom 106,

i skotte - 12" MREREARRIGhIE ARG T, C That the tag i nf or mati on ir

the ID files match in the custonprogramed CD ROM 106 and the bootabl e
f1 exi bl e di skett eFIFERE # is achiock dagamevlichsiepicts aormprer system bardveader at i on 222, an

instal lation.program obtains the Sgrviece, T mper.. from the conputer 104,
which i eacITTOTGRE ferdeeyr KFES: Bafod iR SRR ot ogr am i s
typi cal | ysst@arceﬁity@dsrdpbredd?@EérabinedWayeinballezildicskette 108 but may be stored in
ot her storage devices, such as the custonprogranmed CD ROM 106, in other

enbodi ments. The | ation ram accesses the Service Tag nunber in
the conputer 104 mgb‘fa "é?fgaiﬁgs“éeﬁ%%é"E%’l?ﬁhﬁ“%ﬁﬁé’.‘”@ﬂ’ﬂé}}"ratively, t he
i nstal | ati oncgrReéapasHsst asFIGURRS Service Tag nunmber using XBi OS calls
that read selected storage locations in a processor of the conputer 104. In

ot her inplenmentatjon ot her techni ques or. combi nati ons of techni ques nmay
be used to accessF'ﬁ@%éF%ﬁﬁ%@hﬁééraﬁ‘gﬁﬁé‘rqmﬁér”a%k‘éﬁ‘ﬁﬁéb“dé’?"ﬁ’f%ctfécti on

techni que thgdaase @E)LQ:In'd‘Pa@QJp‘EliJs%ll”@l@%&tib%ﬂ@&wi%ut%mﬂ{gttﬁ‘é seQMRf &M My use
mul tiple techniques for accessing the Servicé Tag. In one 15 i'npl enentation
a conput dP syhetoparlidp sysefe i s accessed by the installation programto
determ ne the hardware and software platformof the executing conputer)

t hereby indicating a suitable technique for accessing the Service Tag. For
a first typeDSTAILEDDESCRIPEION QELTHE PREFEREED EMBOPIMENT8e Service Tag. A
second type of conputer has a Service Tag that is accessed via proprietary.
techni ques for recReferngs o FIGUBYIS aRehivmatic Wedkidagiamsilysrores membodimedtat i | e

menory or stqQrage. A.third type. of. conputer I(}]as a_Servi,.ce Ta hat is
accessed usi ﬁé"‘ %S%‘i( eotbanmﬁéﬁ%%'e% fPH“ﬁBY‘“a%ae” e)'mé%ﬁ 1d§?° THE éjgfét em | D code
desi gnat es t hed gehey Bperdoys) compute PO R illubiatigesobivatettansgpsisgsenniooode of a
conputer to determpe how to access the I Vi ‘fag_ i s 25 advant ageous for
al | owi ng 1 he‘@{b‘gfs\ﬁa‘i‘]@bwéh’iw&”%ﬁ gﬁ@iﬁqgﬁ?wgﬁp thitPReF3Ss 18 types and
generations @émiRdiiaNt rSducUﬁ?é}%omarétrﬁﬁsPér?_EﬁmﬁoQ&m(lqléQﬁstér@-r accessing the
Service Tag is al so advantageous for allowing the software transport system

100 to suppoPtogEagHisdicampact ¢ RO 106, €2) 3 bepiable Aeritde disketis 108mnd exanyl e)

access to intfr, ; | b i-ng W ndows
95T and W Sene P TERRCY SEALLPUSe b, Bhowd Lo RRIRI SLEAIRS" Vel dat o
har dwar e key deffneread implene®24 instaligon peocedee feerestoneg thacomputend94 tofa t he conput er

104 to t tag | D inforyati ont ai ned .t he foi.l e stor t he

cust onpr 3 anie8 T Re R (805 BeRER b BB 12 b TR "T0a mat ches
the tag | D ofink ke compiitentoagésanstedoryieGhdid 0bgfighdatison dnld dowslsddingat i on
program di spl ays a warni ng nessage) waiting to allow the user to abort the
restoration progr and then conpl.ete the hard disk drive re ration
process. The war nﬁ%hrﬁﬁgqa‘%&e”i%ag?ﬂgg?ﬁémﬁgﬁ' ?hea‘fusttoﬂ’éprﬁ%{?'ﬁmﬁf(i&\ﬁl)e i s about

to be erasedR@M 164ipRkoBAaretrdgidrohedidfor trinsfhingithd sa@waRhapeddz @ process.
Thus the user |s allowed to abort the operation and transfer_ data before

erasi ng i mpof2ifxeqytabls storagainthecamputer 404 prpicplly ared diskdnvali dhtest or ati on
process GQnp ; I : I d¥8hio S mediin rd drive 112 and
downl oadizgg %gést??%gé%bg%ﬁ%*é;ﬂ)istﬁ’gﬁse&? 2 fromgﬁqe cug{ag%@gggammd CD ROM 106
to the hard dbwHoalliigfenithe custinmeprogmtnored COROM 66 Bim setvisakig Tedheicdar d di sk

drive t 12 by.farmatting.the hard drive.112 to erase Rossi bl y corrupted
data) insur edﬁ?%ﬁg?he ‘p}gﬁ&tai“dfﬁmb‘fmf‘ ﬁ“bﬁ? I“VslllB’,CtsamﬁeréP ?Wﬁﬁﬁdél‘easr? W8 uses t hat
may have 15 infected the drive 112. The restoration program downl oads the
software i mage 102 by copying all software originally ordered and
configured fromthe custom programmed CD ROM 106 onto the hard disk drive
112 in a correct order. As the filed a’e copied to the hard disk drive 112)
file attributes are correctly assigned or reset for operation of the
software i nage 102. The copy process is noderately time consum ng,
typically 20 enduring for 10 to 25 m nutes. Follow ng copying of the files,
a check software transport operation 230 executes a routine that verifies
that the software-hardware keying and software downl oad were perfornmed and
executed correctly. The restoration programtern nates 232 by di splaying a
nmessage on the conmputer display requesting that the user renove the CD ROM
fron1thq reader) renoving the bootable 25 flexible diskette 108 fromthe

o, o o o - o




technt que prevents unauthorised reading of data fromthe custom programred
~CD ROM 106 and witing of the data to disk using a utility program |f the
Service Tag of the conputer 104 does not natch the tag | D on t5eAUG &l

cust om programed CD ROM 106) then the restoration program generates an
*error 10 condition signal 234. The restoration program supplies diagnostic
i nf or mat i onmager102 fdinnig dutem$esgranmreedTCRYROVMMISusiag the boaablé flaxibld he conput er
har dwar e 1%4 andl guppl ies instructions to the user directing the user to
addi ti onal 9SEFFi108 assistance. Referri ng to FI GURES 3A and 3B) a flow chart
illustrates an exenplary process including acts that are perfornmed to

manuf act ure a sUliddatabgse 1l GUnsIdds b mbss spREde@asRrolldiN@0Shisvabagé [ZNSport package
i ncl udes a custom progr anmed CD_ROM 106) . a, bootabl e f| exi b] e di skette 108)
and a ser vittabuRicllyTadidas 2pinraity obmess raghievicesineuding i deives. t 0 a cust onrer .
A sof twar e dp ROFPARIVEs, RAEHEAORpEPAHIRAIKET THONAL a&,%gécofxggnebm ns when a

di spat cher enters an order nunber 1nto an autonafed/ conputerized systemto
retrieve 2@omiratatbe massistomged?2 toacwsssdnfao@tioiveh esssftwarecodes thevariowscor d

speci fies custoner-ordered soft art _nugber. The dispatcher enters

part nu nber%%rméﬁllnc;uging tHE 8@?‘:\}\’&&%5"‘;% g?ﬁ‘%@ f %‘%s’i AT HE RAgst adlgré}feq%'r"d er. The

di spat cher Thbeassatur&k SomrolleSRaichdéssaticus ptogtas fo¥Plocesing ughierivarer der t hat

i ncludes a p&r‘scs:qk}gse o&%&r (PO, figld, a shi,ggi ng net hod and tie nunbers.

The di spat R 25 pseROlerh pmpilses. knkersand the diketor osming agefiwaseimagps. The 25

di spat cfper (geR dRh-18xeh Phickeds ; di spat ch

into a di spt)at cﬁfpz%ﬁfm%{hslgl og?cg%%.I f%ﬁvggg%ghggﬁﬁﬁgm%% tlg'cal ly printed

in field service 314. Field service builds and delivers a hard drive 316

i ncl udi ng | oadelt Bedetrdve-cahadmentale nas sippercangolier 429 Rowmsetedtost ati on. - 15

L 5 AUG 200% e« RN AR (T ROMIRRS AFS5 SaRROIRS R BRI rg) d servi ce
e har

personnel at the urn station connect t rrve to the CD burn
stati on 32MassTimadei 18R tb sEP\RQM medinmo Theask stokagtigpnaoardediselsoser vi ce t ag

from the dispat.che 22. The.fiel,d service sonnel then r a PREP BAT
routit?e 359 eﬁ%@’ {S’rtgﬁ)‘é’l’“@ggf H{é‘ltﬂg?‘ﬁ“ m%&%%@%&‘& MRBIAAES #ﬂ? sof t war e
i mge, ISopiadardfdiskesivé r1Qmf theeonputet 10isk drive to a flexible diskette, and
runs a MAKETAG EXE routine that nmakes the identification tags described

her ei nbefore fop mutuall ssociatin pyter,, CD and boot abl e
f1exible di sket{)gefOPfF?éw%’éé @ﬁfﬁ%ﬁf?%&r%iﬁ@?ﬂm@mwoawhe Sen~i ce Tag.
The field sefwir€rnage I RIBNEIwnldibifig (R IRN &ikldnee 12/ Htkd coiptitas1dshe cust om0

pr ogr ammed ROM 106. The field service personnel enters the Service Tag
into the b@RhsBtegrqnbprosBrexgrubordydhetompriar HY. frardiese aidhspfrs? anmed CD ROM
106 wi th t Renfpua LB EHRNERH1 RG] LNBLFLontJTRIRas3 3Bragd Bontili&l1do RET Vi Ce
personnel pull's a service kit Technical direction sheet 110 from stock 332
and pi &des detgenieatbe safvarergmaeneeld tam imdided dehe offeatsdoresdd2 Thexi b(e di skette
108) and t | .C i chnl . d] t i i a shi ppi ng
carton 334. sggr%{%eecl% As!ltérr 1-\/r2:?"’c"'t(g&|5Eeé?lshg%%"eol%E érﬁgeﬁ&%rlgé}%rﬁ gstot]'rq@dugﬁhgpi ng carton

t 0 shi ppi ngofB&Ge inage LA2S tTheiniage &l dowsloyded Rethecanipugr 1 04 dd@dRfarddyarr conput er

system 400 i hown i ch runs system for creafing an operating system
i ndepend_enta“‘iﬁ’awra[?rﬂ?ngﬁe ‘F‘b‘?“%i?é@%‘i‘ﬁ"?’?@‘emq‘ﬁai“t PB?%‘QP&FH%‘?"‘?hihEorrput er system
400, typi cakdc¥ssaf R@b%gﬁie%@mﬂéErfake,'ﬁ@ﬁ'e‘d@ﬁ%tﬁdv@ﬁtda{e%ﬂ&&@r 410, a system
random access nenory (RAIvl] 420) a system 422, a hard disk drive 430

and vardiougowtlipadingt wareat guinmatedoy sep-autamated These syst em conponent s
conmmuni cate via a bus 4S0 which includes data, address and control lines. A

CMOB cl ock nonvphehint SutbidvbdHiddesyhfeld 1d Sen&r@RRRCLACmIpPodritndr @y €ssor 410 via

the bus 450, is typically utilized to store information even when power to
the comput #OME0G, Breennadorigsain 40t ROMAAS isrady penRle b REPBAS { hat  make
up the syst .eat.i n ' [ e . ironnent are
stored in tér?s %@%ﬁ@ﬁ%@b%e&gth@&g 8 gé@l&%@gh@%@ﬁ:ﬁ%}‘gﬁﬂgﬁ%\lsg%% mggrk\ét he system
ROM 422 conokedeged duving bégiml pogammingdt the cdihput@rsptes s etoreliifthe s exanpl e an
x86 processor such as a 486, 586 or Pentiuml' t processor, executes the
conputing operations of the conputer system 400. - 16 1 5 AUG 2002
Referring to FIGURE 5) a nenory' nap8500 of a conputer system shows a
program nmenory 510 having a starting address of 0000H) a video nenory 512
with a



starti‘ng address of QAOOCH and a BICS nenory 514 | ocated at addresses
OFOOOH to OFFFFH. A basic i nput output system (BIOS) is the part of an
operating systemthat 5 custoruizes the operating systemto a ﬁgecﬂ' fgﬁ
conputer. The BIOS fornms the | owest |evel interface to common \A@e %uch
as a systemcl ock, hard disk and display, for exanple. The BI OGS nenory 514
i ncl udes i nf orswrhgeon22f Of othdtsptdnacihn goft volraimagxi02risicgunedard mher mepddd out put
system XBI OS 520., The XBI .0S, ,52Q .egitends BIdOS functionality of a conputer
system In 10 PARY Peisreatesing the o0pgiaal SA¥HT 89Sy st em i ntegrat ors i ncl ude an
XBI G5 nmenory 520 to furnish extended features to the standard BI OS
functionality. Son®opéxaiplesadfibatrativesysadns; theneheisieshmdted froidis il @ usage of

prograns for the benefit of the conputer user. Specifically) with respect
to functional i eperptgasoftwargmige dowowgé%gapﬁﬁﬁgnwﬁnéwnwﬁe% with the

present 'nVﬁntihggbfoﬁmn%&RSBmw HdwevatSiededddr Binioadflg BlGh&RT 2T 1 S 2
control block to the system managenent node (SMM)) which pertornms an

oper at i on desilgrbdrivg, thysoftmeredmageriptradsfegetkto tBneD RGvh boperlds faomritisg updat i ng
of the protected parti.tio bl,e. Anot her operafi i he identification
of a parti cul at(r?le %@f@f%?ﬁgegleot%?%b‘clc%%%'fl'ip&oﬁmglr?%gCﬁ%ﬁp‘dfro?v%‘? gﬁtaﬂg"r features
that are typi cfexible diskétfeoioBeChrbgratuned, BhdXhe COROMahdidiskeiBpUfieRMAE setf a
battery icon for, displaying battery life remaini ng of a 20 rechargeabl e

battery and op@rbRSUsgmE CT)*PP(ar”&mafféyri’éqce’fsdfj"@@ﬁ?quﬂé @%iﬂtm&@éﬁént
par anet er sjg ThenfrQataptEsilehHR afnaﬁdom%dw S hltodRtePRBnIEA A ORNLH@] enabl es

execution of power nanagenent functions_wi thout invoking a System setup
oper ati on. W ntpeustosnprogiammed COREBMIEE and thgbappadleflekibladiskatteH 08 aset t i ng of a

password, contr ol . . Iggn;) nahil n f..simul at ed key click,
nodi fication o ogtld?fg’% @%%gﬁéﬁ% ers 'sﬁ‘&ﬁg}"s&ggm%rro?sﬁﬁﬁtﬁ%ﬁ%ﬂtﬁ?l&ont rast. The
features furt hempleratheigeoramedteciique fgilitates gedesativhafithedoftews tanponput er user

to assign an assgt tag, for..identifying a particular conputer systemand to
read the assi g’ﬂ“edga‘é‘i}?gireﬂ‘é{‘é‘.’g%ﬂlédgé‘?égrst ag is useful for identifying and

i nventory of conputer systens for accounting purposes and the |like. Still
anot her fed&iure is The nom-progaxened xenpicaditkg CD) ROM hstis cmfigurad for ¥i deo

noni t or paraneters such,as video, biias, 3Q nonitor, refres te, and the
ke, O 15 T S s ik bS5 aths RS o eyt ot or o t hat
poi nt to entriwssdebifietindiBiEPcdragvhe fr22ecutldte THEIJORbledekiBle Sideette 108 des a

plurality of pointers to nenory addresses for various, assigned Sdopl i cation
pr ogr am f unct i B#H¢dupiy coded ghmatalthg certem-preBraRed CHOYRAM 106 ard thospegfed has a

separate ent VigdatenctBlOThabingRARa Y AEPALAL Rk iNgRnRRl b Lhat | s

stored in the > | n one node of operation rogram code
in the XBl & SROMJIMEpeecissly trgtches ahpsrfoafiguraiign oftbe eanputer hatdware fa the s and

parameters to gyg@ - 4~ p o i t put
instruction thcge%ﬂgvo egf‘%@igﬁ@'cg, bgils’gér}gjlsf ?#{%ga@h#g‘mg&ge#aaﬁy%&é signal for
activating a sidtsmydvastygerssfivareimae(8Ms-wrinkn @tbe lard dick dra@ 12 and2Re pr ocessor
410 recogni zes a Slvil# signal .on.an jnstruction poundary, the processor
410 i o 1 or rmitet WAimBR R icH el e Gt SoRetp o ko ¢ hon
saves the procyfgithdif@lRd Birdwiate to a region in memery called a system
managenment RA:'v! (SMRAM space and begins to execute a SNINi handl er

routine. The SM# interrupt has a Beater priqQrity than depu xceptions and
external ifterrupt ghqum“ﬁﬂﬂq\ﬁyﬁ%égg@ﬁ%ﬁml@e W&éﬁ?@ct@égﬁgm%fﬁ'd ext er nal

i nterrupt condiftyans corfyhaesEMe SiHbiteAT, MORIRHKABEAmIE EDMON 160N>2)

requests are not zcknow edged whil e the processor is oloeratl ng in system
management nodkad the bootable flexible diskette 108 that are mutually and uniquely keyed so that

loading of the software image is only possible when all three components are employed

in combination,



Syst em managenent node (SMM processing is conventionally perfornmed by a

*t echni que in which software routines wite a defined patte~rr or code to a
specific 20 defined SM input/output 110 location. A pattern is defined to
be suitably conplex that an incorrect and unsuitable pattern 1§ 2002

i nadvertently set. Generally, the patterns encode a sufficient anmount of
oper ati onal i nf or rii icastori-p@gramited CDeR@M 196 anbimplable flexible disletis 108y achi eved.
Advant ageousl ¥, the pattern coding is suFfFtci.ently specifl.e .0 the precise
XBl OS oper at i g"r‘@ 3 Rréi?%f”lat‘iﬁmf‘sr%g%%iﬂ Patcyag(%'fha‘e’am%ésEﬁ%éedde&{décrag?'} ng systemis
ZS not conpr opdysRdandlaiel dlyWwsietb dbwileid tadsfivae idkdeQoL e thospegifigdat € whi ch

woul d ot hervs, 7se be prohi bited by the operating system The witing of
this pattern SWnpukEhafyare 1¢4 hayagitie spmedemifisation keying poss-relefAEINg t2g v oki ng a
syst em manage j i ﬁDqDJ _block diagramis
shown whi cﬁ dggrlmgtc{smﬁﬁg)g&pﬁeéﬁ%%ogggwgpg@gtt%?e sy?&ecrﬁﬁmgﬁo t hat supplies
full XBlI CS fupopiammad CD\ROMN@s 8 tsobdotealedlesiyls tiskett€ 008. f Therospiea an i nterface
for system mapagene node ( SV~ 18, .1 AUG 2(p~ operation. In this
interface, anpﬁg‘ﬁ"}'i’ g@i’tﬁls(?g’a ?Wﬁﬁ?’%’ﬁfﬁ%@%mﬁﬁﬁt%s?eﬁﬁlv “gf“?g@ﬁf}t to i nvoke
an SM # i nt er kg Jortputer.| THeISRAe AL isaARMallE Rinb e RE LAt A RhOmER] sthgt he XBI OS
614 to request a Slvl)V1l operation 620. The SivIN operation.620 is

acti vat ed i ndBydfpEaRMpedpr Phaed jrip Aspeign ef/derasn vathin tgbw%h%da control,

5 1n the ?Qf t We%aﬁéﬁst HisE9e E%\}Es 9&9&1 Rk l@d?ie:?&t:ﬁ%fﬁo&(:ﬁﬁﬁ?rﬁg)@ 0is

prepared for executioh using amc linking capabilities o ar get
oper ati ng systeing@i@anansfacthrimgprotessabd e chifiiten) 108 ndows 95T ', OS/ 2TM or the
li ke, so that the dynami c |inking environnment includes a |link step and a

program | oadi ng st ver . i T i nker scans
a set of dynamc Iﬁ%l?gqq?cg?@r%%é@xf %&b%ﬁéﬂ@ggﬁﬁéﬁﬁg}gg %I%%‘r?oairn?' es include
runti me suppotdmpuesdtariRat other thinkecbmpntep hadwax eGiitepdd te rdceibeth612. O her
libraries) called inmport libraries, copntain references,to, functions that
are not full ysqﬁé@fﬂ'(?é%? 19t FF‘°§dﬂ‘§ %H&Sa_ ‘f’ﬁ@“’éﬁﬁ%f@rﬁ%‘ﬁ’?eq ?Pa‘_ﬁ%c"tsf?é"pr ogr am
execut abl g5f i bRgRhtel €D NAQDE bAD a hivdldisRidAVe 112 of A8 cARRER T DNE affoiickiem 602
scans an inport Library and enbeds a target nodule name and a nunmeric entry
poi nt into thenlposematchtdeompingtion pf thewprsificicrpss-Yegedpstopicpregiamaped €@h 602 | oads
the executabl gohk 1%, fid ek Rk 183G H oBible HBELIOMSLAL | WJamited GIGueH2 T ep! aces

t hese references w fﬁ gpdedlr 6Sses thact’t are valid e?ora%gage ‘?r{#?ufgncti on calls.
A dynami ¢ | i nkeyed tomeputer hadiware 184. a nodul e that satisfies these references by
dynami c linking. A DLL declares a set of entry points that satisfy external
references. Vario I e fy l i iy B @4k (DLI's) 604

i ncl ude operati Onﬁeféﬁ%@&@?lgr@ z&égﬁgxﬁ%ﬁ‘ &&é%# Il’ I cﬁﬁgost s the XBICS
request 604, tlhgragdsycts thatdratarmeg oahin XBplEER the proteston3OBniqid2d0mpbpiei cat i on
program 610, ich utilizes o noy e. XBl C s, for various |owl evel
functional i t y 3¢ HHPeR SH%?%P@t35%%8{389085%°%q‘1‘%r05 ﬁ%vﬁﬁtﬁeﬁldsbarae# BB Typi cal I y)
a known | ocat ufilization offBt¥nsey sbfSvaps®i thigsiikldnnidul eorsuaper fot adhich thepicagedm 610 f or
posting the signal 614 by, storjng info tjon desi ti a_particular 25
system nanageﬁ%ﬁttedf" "P‘S'ﬁ‘gi%e“%@gffe‘?“frbtﬁ‘ggﬁ‘.c Pm%?%]‘%&a °§°g‘§'&‘r°e operating
systens, suchjRgny¥neosmpEdM do not allow access or assignment of a
particul ar known Tocation in nenory. Therefore in the software system 600)

general purpose registers of the processor 410 are assigned.to post the
signal 6145and st 0R@ CfeRE SPiTase 1Rt oReraties 2o at Prignabeus RGN EYd parti cul ar

system managepRBlsdiungh %&aﬁ@agbonupeaer?r@nea esfsmlr&imga 108 140 c'émgmeaper ations
620 and XBIOS'routines 608, to store a response of - 19 1 AUG 2002

Sl vL~1/ ?Bl OS pecouiégse thg original Sestames ptvisd iThve pustomer-Atermiied oad is asgfwasen 600

assigns 16bit.gen pur pese,.r eqkste such .a BX,4.: X for
storing patt efr%g?{;)ﬂ’%t %ﬁp%éfgc"‘@i\ﬁ\?ﬁ@%’é?“;f?’f gﬂ%ngéﬁgle%(r& dﬁgldegirlg& }hges 608. In
Q her enbodi Mggtkified @dphict har@@ir6 101 Hccsrdinly ake SoAXareMRge 1EDX tiendmERX are used
to store activation patterns. S Wile the invention has been described with
reference to various enbodinents, it will be understood that these

enbodi ments are illustrative and that the scope of the invention is not
limted to them Many variations) nodifiocati ons) additions and i nprovenents
of the enbodi nents descri bed are possible. For exanple, those skilled in
the art will readily inplenent the steps necessary to provide the
structures and nethods 10 disclosed herein) and will understand that the
process paraneters) materials, and di nensions are given by way of exanple
only and can be varied to achieve the desired structure as well as

nodi fications which are within the scope of the invention. Variations and
nodi fications of the enbodi ments di scl osed herein may be nade based on the
descriptjon set forth herein, without departing fromthe scope and spirit
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1 5 BUG 2002 21 CLAIMS 1. A soFwrzre transport pxckzge for supplying a
'softwzre inmage to a storzge of a conputer, the software transpor pzckage
conpcisind: a software transport medi umstoring the soFware iWnpagy Hfe

so wxre image being configured for do~t,~lozding to znd execution on or~~y
‘a single unique conputer, the sol; wxre transport nmedium and the conputer
bei ng nutuzliy Keyped disk imigattha berigioflydowrioadeddethe hard dukhpof thactaiputert o t he

storzse of only _the .sipgle uaique nput er,.and no other | and a software
dodvnl oad medi u® CPJW%'%“E}E\X%?%SR%%’&P%W58?‘1%?‘"3)?1 i ng downl oadi ng of the
software imaje to the storage. 2 . A soli~;zre transport pac', cage

accordi ng to Cfa: m 10nckibershfeware omage i182 ingreatad, thaygblecvhitaniglrad petarmet i ng z

user in usage of the software do~w-.!gad jum ~rtd the,sol <ware downl ozd
rodi um for - cont PR RG B KR gaal a2 YHED SRR e PTB B eSO THES, Or 2.
3. A softwzrg tumpeROkeied@SHAYRoAERAESICD ROM 168 2IMbdotvblO BBl Yiskbits108.
conputer includes a first nedia driver, a secoriii nmedia driver, and the

storzge; the soPbskeysare ceented by accensiag thSewyice dagizumbsr 24§ of the spicified nedi a
driv::; th F~ I i i t . di
IR T e S

driver) the software i um con
sof twzre i mage formingtalteg isaRfeation(ID) Ale PO edntaitey theSdrdcd Tdequmber kgc. . A

sof twzre transporf.pzc~; zge accordjing to C ai al wherei,-:: the soft-~ue
downl oad medi unf r‘%Fgey%b’f rwféﬁ%‘g%ﬁ%@e%dPiw%ﬂpaﬁuqn&oémmﬁﬁadi ng of
t he sof t war qpi ”ﬂﬂ%cﬁ??bﬂe?a‘ﬁ@ﬁ’fah&@fﬁ Rurhber chardRR% In"tACithhsetafivle @mb&tfmét AR 9C - 1
5 AUG 2002 22 5. A software transport package according to Caim ~: :

wher ei n:  t he. sofemias Eaaifvvm heaamprseri Ithaedwe Fasdem aumisr ergiured 208 key thitersi ng
message and wai {jsng, f %o'tﬂé &Eﬁﬁgﬁrkg&n&%& eb l{(SMréﬁé %dqgé%ﬂgle%xiﬁ?e st or age.
package a Ing to dzim erein:

6 . A software transpor cor he software
downl oad nedi undckentn08, shetdbg atrving)asaf bakih &estifier fog erepentiog utllieatidovwhliceadd ng of

the software image fromthe soF~ware transport ium the stpraje. ~. A
Sof tvar ot 1 ansp T EIAY SBRET A ot 1 Epapd CRARE POl e eHE Sb Rt vy e
downl oad medisumig@gdr ol s di splaying of a warring nmessage and waiting for
intervention prior to clearing of the storage, 8. A so ware transport

Ui e i dent1 11 6r AR G RO PERBOm 2R EO BRI EER TR STV PORHIE Shmput or .
t he soFware tr argIDIfle diRslihe tustempightnid IOD ROM @i, i cation file that is
keyed with the unique identifier,
Other operations of the create keyed package operation 202 prepare the
bootable flexible diskette 108. A create flexible diskette ﬁ) file operation 212 forms an
20 ID tag file containing tag information for the custom-programmed CD ROM 106
including coding of the Service Tag and the random number tag, and containing the
name of the tag ID file on the custom-programmed CD ROM 106. The create flexible
diskette ID file operation 212 then writes the ID tag file to the bootable flexible
diskette 108. A create restoration program operation 214 stores a CD restoration
25  program to the bootable flexible diskette 108. The CD restoration program is an
executable file that is run by a users, such as a customer, to restore the software image
102 to the hard disk drive 112 of the computer 104, In some embodiments, the CD
restoration program operates automatically, without user intervention. In some

embodiments, the CD restoration program operates automatically with the only
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the software downl oad nedi um contains a second identification file that 15
-keyed ~rith the ur~aue~ideatifier. 9. A software transport pact-age
according to Claire 7, u~hcreia: the conmputer is encoded w thy aygnjefire
identifier that distingui>hes the conputer fro:u all other conputers; tae
'software transport nediumcontains a first iden5ficatioit le that is keyed
with the uni gireervaldod belnigalisplay bfa warhingantssaghoand atwatagherte diiawtheesat tai ns a
second identifccatjion file that is E eyed itla the uaque identifier and
keyed wic: ~t é??oqdd%g’ﬁiwg%?ssatgﬁe f rst identification Ftle. 1 5 BUG
2012 23 10. A softwzre transport pzckzge according to Claim1l wherein: the
conput er i s encodel awkddsofAwheit@hsferipdekaté dpeeation Dpd, aghckagaigaidingels t he

conputer fromzl other co ters. th 0 r apsport nedium contains a
first identi fi%%?fi‘-af?smwgpf:ﬁ’zﬁﬁ“’sl%e@éE°QT#@%§?‘§?L¢ @%Fm@w@meiw and a

rzndonl y- ggdengqechbiilehion SHHer FIOMi§ WaY 8 udQUE PGSR TR GONL Befimed SeCON
identification file thzt is |;:eycd wwth the unique identifier and the

r andor r Jy- genér bave dosssitreof tha ariginallsofdeed ped configisprbeampptecsysizgdardewer di ng t o
Claim 1 ~—=heygi i, e compuber. el udss A SATRAt ook, LCRL RO ST reader

and a boot abl rive, 7z storage is a 3 di sk

drive; the soff§rweingthe casisupprdgraifiibd 0D ROMALOT and tHedbootdblk Naxitiy diskatte 18d CD ROM
t he software downl oad nediumijs a flexible dislette, 1 A conput er program

product i ncl ud® eroredhgirrddisk dnys it 12 toshs %i‘aﬁa?ﬁ’f‘wge&%tﬂ“e?gihé corapitea b4 code

enbodi ed tfaer qingn HHFR brididdly FromIRTRAGHE Ahy SURSRAL ihstilfed loatb Shef BfpstoP! Vi g a
sol ;twue inmage to z storage of a conpdter, the sofnvzi a transport package
conprising: z 18éomdtadoadeditrsthohard disie diiverhl 2 aleriongintldelicorueeliminatedage, t he
sof tware i nmag ' colLlgured for d | 0~ -~ o0 and execution on only a
single t:n,i qgrgpglk%gau‘fag’ref gl%ﬁégcé?%ﬁ%‘.gmrés atrerlﬁll@%s?gore medi um end t he
conputer bein3 nutuzlly keyed so that 4~e software inage is do~~nl oadabl e
to the stn; zgc of Tienisys tegeivesitgdobwanitgoderqpackapt ad the seobicadit Jedhsicaland) a

P E Jon] SRAE TS O Bl BB PSSR SRR s o 02 1
program priducie casemipdgignhal CB RIOM 204 ittotthedon(porep EyseemCD ROM semtiet,r uct i on
D et o ROt IR Lt sk o2 gediu gnd the
and rebooting the computer 104, One technique for rebooting the computer 104 is to
power down the computer, waiting about thirty seconds, and applying power to the
computer 104. The bootable flexible diskette 108 stores the restoration program that
20 s activated upon bootstrap loading of the computer 104. The execute restoration
program act 218 simulates the software download part of the manufacturing process
by modifying the master boot record of the hard disk drive 112 to invoke a special
restoration operating system. Special operating system files including .EXE, .BAT,
and CONFIG.SYS files are activated to load a CD ROM driver and find the software
25  image 102 on the CD ROM.

In a check ID tags operation 220, the restoration program first downloads and
opens the tag ID file contained on the CD image from the custom-programmed CD
ROM 106. In addition to opening the tag ID file on the custom-programmed CD
ROM 106, the restoration program opens the ID file from the bootable flexible diskette
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softwie image to the storzge. 14. A conputer prom product according to
*Cl zim 12 wherein: the conputer includes a first nmedia driver, a second
media driver) a.~d the storage; the softwie transport neqlsuxnééedgoadabl eto
the first nediz driver; the soft~va.re dow, 71 oad c~edi um i's Y ble to the
'second nedi a driver, the software do~4n!ozd medr~um eontroil i ag downl oadi ng
of the softMﬂéahméeﬁh%mqtmﬂ%’m‘@mm‘ﬁ?%@lwvcmmwt?@'the storage. 15.

A, conmputer (%q&% [ﬁgbﬁ &c&lggﬂlblagmsl?ﬂ% Qettmreln t he sof twie

downl oad nedi‘u S re orc~a~Ln or age prior to dovnl oadi og
of the so~~u, ~zre image fromthe soF;we t_ransporg mediumto the storage.
16. A conputer prbgamaneoﬂamﬂatmmmﬁfdhngprqt@n@’-hiamnl@lmepwgnm t he sof t we
downl oad nedi

g 4 ;
inter r~eati Og(m[fﬂs tl’g%%\’%:% T%ES {ﬁXRQh mlpFlt St brgg}bﬁess %gtggﬁp\lljvf‘le'lt’l o ror

prograra [ odakedlatmgedgdionoT Eednﬂllzuinrﬂ progravBhyically sivved sotht Bagteblelownl oad
medi um control s clezrin3 of the storage prior to dov~nlozding of tae

so. =rwue i mad&xibleditketted 08 Bty e stPeed dhether SWEGE deiiaes St‘%‘ésél'ted#ﬁg@ 18. A
conput er pr ogbrr %\?ko@ﬁw mmrtﬂg i 17 wherein: the sof h~~ue
con:ro

downl ozd nedlu I spl zyl ng o z wzrning nessage and wziting for
int:n~entioa prior to clearing of the storage. 1 5 AUG 2002 25 19. A
conput er program ﬁhmsjeltatlmmgrdmgceﬁses@hé@wﬂasmmbm in thetchmpagemifdt er i s

oo i & HEbENE A BRIl Rl il DU SRR DS BOURULEL (17O 21

ot her conpute e sokF~ware t anspor um conta FTst™ dentifica
on ~~l e tHhat thesSdcegee’Ehg\mmhermheg XBIQﬁJenlls themid‘siebctpd sthregslotdtiosrieadownl oad

medi um cont ai ns_a s(gc nd i den% il le th i S k@xed wi th the uni que
identifier. FPROC r’rﬁ%‘i‘)&p“ éra :g}ebiﬂ'lf e&%‘tﬁ%‘?cﬁ‘%@“ﬁ 4P 12 wherein:
the conputer combianiasiettediniglesanay i Gta td sloak tHeiservick Tag nehhtet.i mgui shes the
computer fromal! other conmputers; the software transport mediumcontains a

first identi fo<emBRlE GPrategtian terbiaue dhak isgeglicatila tR muipledineg gbcompeiet i fi er, the
sof tware downloagk msyﬂhﬁ@@tt&hrﬂ&e@ d&%&%ﬂgm@mc“e'ﬁgt lQpefile t hat is

keyed with the unique identifier and keyed wth z<~ Tdentifier of the first
i denti fi cEt i ompleingngation a computer system ID code is accessed by the installation program to

determine the hardware and software platform of the executing computer, thereby
indicating a suitable technique for accessing the Service Tag. For a first type of
computer, XBIOS calls are used to access the Service Tag. A second type of
computer has a Service Tag that is accessed via proprietary techniques for reading a
20 CMOS ROM, a battery-supported nonvolatile memory or storage. A third type of

computer has a Service Tag that is accessed using Desktop Management Interface

(DM) calls,

The system ID code designates the general type of computer. Usage of the
system ID code of a computer to determine how to access the Service Tag is
25  advantageous for allowing the software transport system 100 to support multiple types
and generations of computers. Usage of different techniques for accessing the Service
Tag is also advantageous for allowing the software transport system 100 to support
computers running various operating systems. For example, access to internal storage
locations differs for computers running Windows 95™ and Windows NT™ operating

30  systems,
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21. A ‘conputer program product according to Claim 12 waereia: the coc~puter
is encoded with a unique identifies that distinguishes the gg er from
alt other conputers; the so~~vzre transpor nedi um cont ailris f
identification file that is keyed with the unique identifier and a

randonm y- gener at ed nunber; the sof ~vare downl oad nedi uru contains a second
identification file A taitlate Bark\eg,rederope'ratibn'22¢e:ompirqsu(ae Saded Tagoumbarehf t he

randonl y- gener at ed number ut er progr uct ,accordin

C ai m | zwhcr ei ns‘ef?fép"é‘ﬁr}%i%‘ °}aﬁ 350'&&?’63‘&$m6m885{9”’@éﬁ) thegRp eader
and a boot abl e fkexinbecsighatios dmgew@a@agmescsapaaqouamahaema i sk
drive; the so~~vare transport nediumis as individually-progranmred CD

RO ~f; the so~" berethd owstimpsradied D ROM Kb thinsherestpmken rregram duplgysau G 2002
26 23' A Corr;ﬁUt\%%rmﬁxg Sf’% 2 UzgltmgtoanIQQ %rto%bd%t% Pegtgragﬁrg@ ?rs ta%dh@

processor) t ng a software Irn~ execu?able by
t he processor, a)nfpildtsﬂhe hadidiak drivesesteratiqn proketso Tﬂmhe/aqnmguessghrmfoansam:ond medi a

drive coupled to the sor,; and softma e transport, age includi ng:
a software tran‘ésﬁb‘rhﬁ“ﬁ"e ‘g "teﬁ%ﬁb°}’%‘° B &g 2 T“Bplieﬁég‘ﬁfqué@ v g ive, the

software trans pegttmaadprusesat PhisNBe dsREis R wed@s okt TR eratidtand SaVer Gath MBIE
bei ng configured for donl ozding to a~td execution on only a single

i dentified conphafese eragingimpoftanigate fromghabsst diskredi uru znd the processor being
nu:uzlly keyed so that the so<<v;zre image is dovnl oadzb!e to the storage

of only thegingle 'ﬁ\%p agg eﬁg%%ﬁr@cé?%n@%@g?%mg%%fgmﬁgﬁf’iﬁ@re dow;

~l oad nediu": that is ble to € secon drive, the software
dowl oad medi um it e had davedlddrhddeliieadipg 228 the seftvelrd image U@Q‘dmltbizmsmgl- 0. the

software inmage to the r ter..ac i to C ai 23v
herein: the doMrP%r§W§gé @%ﬁclgg dfhf’@“@l(agggmﬁgugfft g ?‘ 5raGE b ?['p%r to
dov~oadi ng of thehsd\disRdRve IMR2YS fdrthatting thehtd drivgr12 t&&ase&ofstbmmepteaccorm ng

to C ?i n24 wherein; the doVvm ozd { g Zm con[rols di srﬁlz ing of a warning
nesszge ~~d wai qtﬁgﬂsFrGrP’qPﬁ’?PéFﬂU%P‘g thye; i efigingle gy v ﬁsé’f&“%ﬁé‘aﬁ orzge. 1

5 AUG 2002 29 2fifecdd BRMERYE B2, AG6 Astirdidn pRogkdnPd nAd o RivEre image 102 by

copying all software originally ordered and configured from the custom-programmed
CD ROM 106 onto the hard disk drive 112 in a correct order. As the filed are copied
to the hard disk drive 112, file attributes are correctly assigned or reset for operation
of the software image 102. The copy process is moderately time consuming, typically

20  enduring for 10 to 25 minutes. Following copying of the files, a check software
transport operation 230 executes a routine that verifies that the software-hardware
keying and software download were performed and executed correctly. The
restoration program terminates 232 by displaying a message on the computer display
requesting that the user remove the CD ROM from the reader, removing the bootable

25  flexible diskette 108 from the drive, and rebooting the computer 104, Following the
second reboot operation, the computer 104 is in the identical condition of the
computer at the original delivery with the possible exception of differences resulting
from any modifications made to the original software order by agreement between the

user or customer and a factory representative.
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t he downl oad program controls reformatting of the storage prior to

donl oadi ng of the soflvrue inmage to the storage. 27. A conputer according
to Claim26 wherein: the downl oad program con~~o(s di spl h§i AUt @fg2a wani ng
message and waiting for inten~e;,tion prior to reformatting of the storage.
21 3. A conputer according to Claim24 further conprising: zn instruction
sheet directing a lu¥anous embodiagats,aidditioral proragandecinmrds oun brigglementatid t he
softv~,-are d@= 102d nmedi ym tar Ql | in' e ' he software
Tmge 1ot he. ST RAAER 5O e She BB oh i s EE oA ED ROMTE. D1
processor is srsangdd chahfeddn 4lBéfiedmintendrior tegrogribiing bbthe aguwimshes t he
conputer From 2J1 ot her conputers; the, software trans?}ggt medi Lm contains a

first identufPegerped EPROM N0 The restaratipnprqgrm fuerses the dained ghrogsas )  he

soRware dos ~k e arEgh O_Q?sﬂh%le'ﬂ?o the BERQANM aliclent] ThEALHiOM photetiidahat is )" ;
eyed with the unique identifier. 30. A conputer according to Caim24
wher ei n: t he {sehsigue prgyentsainaunlensidetreading of deta ifiqmahd epetamiprogsammedED

di st i ngui shes uter from zl 1l .ot her c uters: the soP~ware transport
Coo ot oneorbR1E WPV Gl S IRTA LS ot (e SRR, keyed with the

uni que identifier, the softwe downl oad nedi um contains a second
identification fillitht Baticé Fag)df tteyceaphted X0H dbes neemetnh e e@agildentlef i er and keyed

with an identifier of the %@}AWr}t&ification file. 1 5 AUG 2002 zs 31.
A conmput er acBHPATHES BT G APM Wik FSD Hie TEHRIASP JEBLTLENPECEINTIEd ~~I th a
uni que i demt i édn@ikiod Highal 134 S Thé@stbiabidn FrSgraMQupplEaideRsstit nMnaldn, Ot her _

conputers; the softwzre transport nmediumcontains a first identi ficaeion

file tbat is Reydegthe Sevienbagmmberacsesiea fiomithy competeshardirgolfpodiener at ed
number, - the SQ:EEIY@fnﬁﬂﬂﬂﬁﬁlt(?ﬁxguEE‘?%%th%ﬂ’xPL?e‘rfbsa itiﬁﬁf&%e‘ klication file
the entl the

that is )';eyed ~~~ uni que | Ier an rando; n!'y-gener at ed
nunber. 32. A conputer according to Caim24 wherein: the nedia drive is a
conpact di sl (CD) RriewingetadBiGUREse348cand B, mefipw diet Wiistrateszamhexsmalbifye f1 exi bl e

di skette drive: i h I | Vi LD ransport

redi um s an SRy TuRERE I8 ks S BlAE o HdnlBiufcE SR TOPOT
medi um i ;151 f paekdghl dhelscfivatd gansRist padkappfitohaeea pustohupioghaimed €t ROM syst em
COMPS 1SINY- 106, a bootable flexible diskette 108, and a service kit Technical direction sheet 110

for delivery to a customer.

A software transport package manufacturing process 300 begins when a
dispatcher enters an order number into an automated/computerized system to retrieve
20  acustomer order record 302. The customer order record specifies customer-ordered
software by part number. The dispatcher enters part numbers 304 for the software
requested in the customer order. The dispatcher then enters a dispatch issue status 306
as a short order that includes a purchase order (PO) field, a shipping method, and tie
numbers. The dispatcher verifies that the shipping address is correct 308. The
25  dispatcher generates an exchange order number 310 and logs the dispatch into a

dispatch comments log 312.

The logged order is automatically printed in field service 314. Field service
builds and delivers a hard drive 316 including loaded customer-specified software to a

CD ROM burn station.
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an or dér-entry system for recei~lr:g a custonmer order including
speci fication of hardware-softvrare conponents of a conputer, z softwar a
processor coupled to the order-entry systemfor procestfndlG (2802
cust oner - ordered so: ~vare conponents in ~bnpliance with characteristics of

tha custoner - or derﬁgcwgwﬁfuﬁxﬁﬂﬁﬁgf&%%e%@rﬁ@lggﬁﬁﬁ§eﬂ.‘g:c?er§d?1fl$l%\@re I mage
for downl oading to a storage of the co a tag identifier coupled to

t~~e so.’ twaréeFPR@Iom statien censectithediae driveto téc@@@smgauan W dbe identifier
e scot Pl Froni SREINPS b FOSRAE Rl RGBSRl e A o0 coupl ed
to the software processor Tor f'ormn & W g€ an asoftware

t ranspor rredlﬁamseasgcdpdsmtnefuherrruﬁlaIPB.EP_r_IBlA"caduumeszufmizlpﬂ:puutqu&radifknt|5er of

t he conp a sQFnyare downl oad nedj~~~ fabri t| on deuce coupled to
t he softvvaf e ?ﬂ"& ‘é’s‘§6‘?“ﬂ‘g ngr-éer'm%@%es i?Ffr\R&‘r"ée}H thsige 19 361"%!&1 and a
software 1 §giAkk ad9RAs 2 AU @ EKERidshdt %gkésdwaenilﬁéﬁorhhgse i ndicative

of the unique identifier of the conputer. 34. A software product

fabrication sdestrided h@fmefnrh@rmt@lmsmcmng the FQWCFW‘V&M@OO@HQ soFt war e
do~n! oad medi 4 t r re dow, t!oad
mediumtag id Jﬂbﬁﬁq%??? -#hg%l rca ?(\’/uféﬂé?rgg’ﬁgi gtyn@?ef%e?\q%f ‘he softwar a
transport nmediumtag identifier file. 35. A software product fabrication
syst em accordi ng t‘Rhe@hldiSﬂBise parsonhe runs CMBIURSN._| ﬁgU3a6Wahblb\rmsnb|¢m:euomgenerat or

coupled to.the soft S enerat i m i.dentification
b R BB EB IR The el o Bty BRSPS or b ny t he
sof twar e t r anmpbiich sEREH sofwaRP28 AR BurdsitRe cubtom! rbg}ﬁthﬁadwaommm rz_ndom
identification nunber-, ~.nd the sofi thare downl oad medi um fabrication

devi ce for getheFustamegordessd solyase imgp B3l hSEH SeRCaBerodasheylls 2 &aviee | e
i ndicztive ofy ’ﬁecﬁmaﬂeﬂ&nba Qﬁ&tmb EGﬁ\tsioQQ3m%facesQ§e cuboR tdgpRlRq Pr oduct

fabricztioa systemaccording to C~Im 3 conprising. a st orage dow;
~| oad devi ce CORANMAOE, @hetﬂwet&bbﬂt:wm diskette d@% sud the earvickdkiTedmetang t he so~" ware
image to erein the

sof t war e ?Sran ‘58&?“ gllgonﬂnpa ﬁhpglggf%éonc?ﬁ JEE éedsfgnﬁgﬁrf%?lggf‘o the storage

medi a for traddivas theistigpiid@risnid shppiag BBBQEcisdniehgelis@y ~. ~are transport
medi um

Referring to FIGURE 4, a computer system 400 is shown which runs a system
for creating an operating system independent environment for executing utility
programs. The computer system 400, typically a personal computer, includes a

20  processor 410, a system random access memory (RAM) 420, a system ROM 422, a
hard disk drive 430 and various other input / output devices 440. These system
components communicate via a bus 450 which includes data, address and control lines.
A CMOS clock nonvolatile RAM 460, which is connected to the processor 410 via the
bus 450, is typically utilized to store information even when power to the computer

25  system 400 is interrupted. Program instructions that make up the system for creating
an operating system independent environment are stored in a storage device such as
the hard disk drive 430 or the systen ROM 422 connected to the processor 410. The
processor 410, for example an x86 processor such as a 486, 586 or Pentium™

processor, executes the computing operations of the computer system 400,
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37. A 's_oftware product fabricaeion systemaccording to C:im 33 wherein:
the software transport mediumstores a copy of the sof~va.re Ih’?ﬁg t hat
restores the conputer to a factory condition. 7 5 AU G pawes 8. A
software product fabrication systemaccording to Caim 33 wherein: the

sof twar e transpor Refiheig USTFiGURE §UShenBrpme0s 00 o esn SiQsH3gdm Shoska (CD) ROT
medi um the software downl oad mediumis a bootzble flexible diskette; and
the storage iRfogramaeaony S0 havinga siagingzddresa o 00tas widenr mempsy SK2aWicat i on
system accor dj, N i i Q< I 1 ﬁﬂ':um stores
t he softwz; eds: rrafea(aéa%of fﬁ}ég@%ﬁé%@% anﬂg §?¥%§%%&a§}§§9ﬁ gr_ltl ier file

i ndi cati ve ofOFFREHUAibgsieinpud entpifsysem BIOS)hie tiegag of &r gpeentiog syktemstat t war e
downl oad dium stores: the software d(av4rl oad d@;&r tagbildenti fier file
i ndi cati ve of “FRBIEHIG R B REITIGP STEFDY forPoiEbr R R S Ao Rk at  ve of an
identifiec ofledehitesdettvasBmdd RVSHRQGCh 9B ste dRM, Haetedlil dnbi @isplhy, k®: and an
execut abl e program for_executi Qscl a transfer of the software inage fromthe
so twar e dowdf<&aplenEkfi BIPStmemopeS1d insjudesdafommtionfos isterfagipgtopn exansion
fabrication ' { M89. wherein: the executable program
clears tee sts‘}c%%g‘gh‘%?‘&gﬁ%‘g’gt’@‘%g@' of the software imge fromthe

downl oad nediumto toe sto;zge. 41. A software pr oduct fabrication system
accordi ng to G zmTHOXRIRYT Si0rextendsdB 108 dunaticmblity ofw cognpater slisepl dys a wzi - ui ng
messrge apd v, ats for interventjon prior.to . cl j t he rage. 42. A
sof tuar e 1 odie P a iRl e Dt B Birteh ity riRR Oy SIEPETS: (he
execut ?bl e pl’hm@tsliﬁktérfﬂﬁed)geﬁﬁfeg tdu'héamﬂmrr?igsmummuyos&mamﬁfe feabiche sgftvwe
imge fromth, e, do oad mdiura_to the_ storage. 43. A software product
fabrication ﬁ%’_t“&#@é%gf‘maﬁg‘sﬁi °€J_’r3$"ﬁﬂ%f°\‘i\ﬂ’étb%‘i°ﬁt. °ft‘?Fe°°§BPBE_SU‘t‘S§bI e program

di spl ays a wegpatindllyRaaspecaarfuNe@blahityltit isiabRieY 8id @boBileRtint O
refoc-c:atting the storage. ~ 5 Au_G 2U2 31 44. A software product
fabrication sAperéapcavilbihgpresent igvantien, BIQYfunstiopdinnis useddo paseanaddissseofpr ogr am
oper at es y t NouL U3 R koWhE GsmEmeihid@Rhen d2de (VIS RS Ghrrd ARLA Gy @

sof tware pr ozbac%‘tr@g)r ﬁp:%gﬁsgm@é g%@tens%cﬁilge &r@%% r}:g) g&?gé’tl g‘?reéaruggr der

i ncl udi ng spetesifnatesitby dre cofitrdl locknePre-ssdfdperatien icepratimeeofitee prdtactebnput er ;
processing the ) r-okdered.soFwzr onpo: .eats iLn conpliznce with
Char act er st | BoTF R ddbercheRund e KRR o Boslatel R sy ddler b ng
sof t war e | madecation orddisd diveli Othet featarestharaeggpicilly pérformedipuheBIGS aay t he

processed s Ofi;[u%i e?na(r:lgge glpt% ;[1 ga’ttery icon for displaying battery life remaining of a

20  rechargeable battery and operating a control panel for sett"i'ng power management
parameters. The features also include WinCPL, an application that enables execution
of power management functions without invoking a system setup operation. WinCPL
controls various security operations such as setting of a password, control of speaker
volume, enablement of simulated key click, modification of display parameters such as

25  brightness and contrast. The features further include an asset tag utility that allows a
compuier user to assign an asset tag for identifying a particular computer system and
to read the assigned asset tag. The asset tag is useful for identifying and inventory of
computer systems for accounting purposes and the like. Still another feature is a
monitor.exe executable file that controls video monitor parameters such as video bias,

30 monitor refresh rate and the like.
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.determning a tag identifier that utiquely identified the conputer upon
. Which the software imge is | oadable, the sofw-e inage being | o~dable on no
other conputer; fabr icating a softy: zre trzrapo ~ nedi upg Rgé Udéng
s:orage of the so~5vzre inmage and a softwzre L~ansport nmediumtag

-identifier file indi i j i Wi er : r, and
fabriczting a soW %ggﬁ%ﬁgﬁsﬁ@ﬁ%@@aﬁ??%ﬁ% {r%]gégf%émg%e. vvgr"gﬁm oad
progrzm and a tstié 522z rihe KBIO & kableds2@drdludes & phgalitylefipointdreto nienloey adddiseat | ve of

the uni que identif.ier qQFthe conputer. 46. A nethqd zcgaordi o Caim

45f u~, her co jfggﬁnﬁ’gsﬂsﬂ%“eg&?é‘c “Qé%%gpﬁ@“‘? o%ﬁ%&i?‘g"‘@'ﬁl %@d nmedi um t ag
identifier filgodhdifGREdnVE4Phs @&KM@QEL&}&%%Q@IDB%%@S‘W@@@ {eBardife2ftppor t
mediumtag identifier file. 47) nmet hod accordieg to C ai m45further

co: p: i si n3 1 hepoird that isktogedniethatiBigSdablesi?dom i denti fi cati on nunber; forreing
the software transport mediumtag identifier file indicative of the random

| denti fication numhet ang SERERh AOpASALLIAL fhARBLAoMIEALIY t a0

identifier Erie indicative o e ran entificatron n 15 AUG
2002 32 48 A menkfening opmatobn idpntifter ClndipanarhBteds to th EM@&Sompmnarg Kégaddhe acts of :

downl oadi ng the sof.twar.e | ety a.stprz medi .z, thzt .is_jhstzl]able in
conput er, and Qef@ﬁ’g?%ﬂ'[’ o‘ﬂtﬂ%t 'g%‘F’f\'A%‘rlEatF%ggea : tsfgéésa#’fw? S‘%’F‘L‘ﬁsport
medi um 49. ~,a di@lefacticgiap dispgent Marfaahdit ASdel(BVMM)RF ofp4ting] $ihBgat he zcts of

storing a copy of the so twzre inage in the softwie transport medi umt hat
restores tH: cRERfSSOEAG sCOgnzesAR sgsalAntap dtructen boundapy thepdosgssebtdi ng t o
A ai m 45wher ei g r j ' r ~~ned
compact di sk (5 T o b RGPl e
f1 exi bl e di sketgister staeitotaregisn mmaagery alled hisystem diasagedent RAM SMRAM)et hod
according to C aim

o1 twar o L-ansHBrtShait{ie P E R VR e del, 75 SvEP ulPRLREe PPt por

r~edi ura tag ity thinadebid dxeeptionl bt ekteMalditerhpe sutiia BRIM protdssifg er of t he
conputer; =~d storing,in the software downl o medi um ,_t he softvrare
do~. w oad h%diejmpébﬂg&%wd.erts ipte[TUPYicARAIORE | JHBSegrent ﬁw%aﬁdqla%m?s& ifier of

tine computer iRfuptTMIPlehYStsAfe RN2dkdOAMbdged FhileQfie proes&Risoperatin thF anspor t
mediumtzg identifier 6le; and an executabl e progr' zr~; executing, by the

execut abl e pr oyfteP Hanagemenimoder of the softwzre i mage fromthe
System management mode (SMM) processing is conventionally performed by a
technique in which software routines write a defined pattemn or code to a specific
20  defined SMI input/output /O location. A pattern is defined to be suitably complex
that an incorrect and unsuitable pattern is not inadvertently set. Generally, the patterns
encode a sufficient amount of operational information that this level of complexity is
easily achieved. Advantageously, the pattern coding is sufficiently specific to the
precise XBIOS operations invoked that the security of a secured operating system is
25  not compromised while useful functions are allowed to operate which would otherwise
be prohibited by the operating system. The writing of this pattern to the SMI /O

location generates an SMI# signal, evoking a system management mode interrupt.

Referring to FIGURE 6, a block diagram is shown which depicts the
operations of a software system 600 that supplies full XBIOS functionality. The

30 software system 600 furnishes an interface for system management mode (SMM)
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s0: h~zre do<<m oad nediumto the storage. 52, A nethod according to C zi nbl
. further conprising: clezring) by executable progt'~ the storzge prior to
transfer of the software inage fromthe dov.~r~l ozd nediu 50 he storzge.
1 5 AUG 2002 33 53. A nethod according to Oaimb52 further iR ng;
. displaying) by the executable program. a warning nesszge; zpd waiting fbr
i ntervention pri SE&g clndbis i“ﬁ&g‘iehg“ %"tpnh?aﬂﬁ’é?m.gm@ .1°ﬂ°ﬁég%ﬁ°‘&@88’%‘itﬁggt 0
C ai m 51 E. u-thehvék@RRbMe# REmupehRlinedall tHAppIRXtidnfoR e 610 AIN the XBIY aci, the
storage prior to trznsfer of the software |mage pm the downl oad nediumto

the storage. 55.6M tergadhestia SMdbeREratign 680. CThe offeratiom630 ig eaiptedsi ng:
di spl ayi ng) by tﬂgepgm& &g Ff%;a?lgé enf6 048, Wa@%ﬁ%%\%ﬁ; and waiting for
tor £ I'ng gge. .

i ntervention prior fornma e stor nmet hod according to
Cl zim 51 wherein: the executable Fle routine operztes w thout user
intervention.55~, A dothesoferarpsystemA90prozhplitatiomedfivdragogranplitieprepesabl e
medi a havi ng conput ablte readgbl e ‘]"0199 en%\x?gldi ed.ti-~erein execut gg t.he
met hod accor di ng ot §cy 9 Hringdynagic linking capguilities pf A fatedt P%"ﬁa“g%yt“&%dﬁ PHE ti ng
software to be daWineaeadT™OWandsivebsye08f2maer thelikhEd dedh< dyhane ikingal one,
t he authorized conputer hzviog zrt unique identifier, t~5e so~ware

protection syst e$AVEHRSAY ¢SS 2 ligmgien a0d A peegsain |oading Herg oy rpeddiyAbaRperating
softwzre i nmage f har, : ne Gouf i tdn@N

Ut hor | zed compUpary eat ingd el SahPburahfiek RO B 0TS % on tag
keyed to thel@niljuaies tielnda funtame swppdrhepdathahshinkeddnto empruetwablefiicé 1ds Qsheecut abl e

file including a.routi for cessing the unique.identifier npzring the
uni que ' deet 1 i QIO R iBRor RS Bt Ae e AP R S BE & of Pnar €
i mage fromthe cesntdantitiezdpahtifg yedin®od matliithe plograRenbl filfs12 ke uni que

i denti Ser corresponds to the identifjcation key. 1 5 BUG 2002 34 59. A
sof tware prot ect PEFISYsHURYANAIBE BReRYINE &ystmE P RrsAR WP by 2ad embedtd abl e

file routine accgasemodultehatieafbEm|mleiatehidy SintiRb 1 exectBhiORG®. | Wh&Ohe A
software protection system zccording to z;nb8 ~fierein; the ex~utable

file routinelaccesssdiog syivemf? tnads thelexecuthhlefile ¢332 fog execaling] thoppectiagiisiement
interf D~f I i I d ai
oo a0, (P hehsPhe HERLINEE LA ST AL MBS RERRED L)

58~herei n: the exe I'ne accCess r using
z techni que for Adgthmigink litianf(DBLRENM module that satisfies these references by dynamic

linking. A DLL declares a set of entry points that satisfy external references.

Various libraries of the dynamic link libraries (DLL) 604 include operational
20  code for making an XBIOS call which posts the XBIOS request 604, thereby initiating
an XBIOS routine 608, The application program 610, which utilizes one or more
XBIOS calls for various low-level functionality, assigns a data storage eleraent for
handling data. Typically, a known location in memory is assigned by the application
program 610 for posting the signal 614 by storing information designating a particular
25  system management function to be performed. However, some secure operating
systems, such as Windows NT™, do not allow access or assignment of a particular
known location in memory. Therefore in the software system 600, general purpose
registers of the processor 410 are assigned to post the signal 614 and store the
information designating a requested particular system management function and, upon

30  servicing by the SMM operations 620 and XBIOS routines 608, to store a response of
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62. A software protection systemaccording to C aim58 wherein:

- conmput er-readabl e nedia includes: a first nedium containing: the software
image; and a f r st tag identification file hzving an i dbAtAYG R on t ag
key~cd to the unique identi5er oFthe authorized conmputer, a second nedi um
“cont ai ni ng: AMYEEBHS praepsiinge o sdnecatbodimedts, [tke sodwaregyssen 640desgns 1§-cat i on t ag

keyed to the..up | ifler of or i C t zn

i dentificati gﬁgétn_g}épqu@_gﬁegﬁe%éu%h%wPgtj&ga?ﬁd P‘égfﬂf quri?ntéeﬂ? t:’t%r%r}?rl le; and an
execut abl e f évoking SMIMIdpendioas 620uhd XBIDDfoutises 6% 1 MGtHet EtiodingatsiAd=bitt i fi cation
file va identification ] forr}gltEi %i n the second ta5.identificztion file,
accessi ng t hESEHISgteh # iE84 ECAand EDIN 37 BSAPRHPHGCHRECAMINEDE | denti fi er
to the identification i;eys in the firs: and second tag id:ntification

files) angl transfgkiientk ihfeatical Weah BeseBRa ithr&efehideto ¢OIBRNDOdRASab! e nedi a
to the storage only if ti:e unique identifier corresponds to the

i denti ficatiGnilb yé?f5t°°dlth9_‘hﬂsj€?@99i2"335 ag3lluspatispaduiipehpicepsetftiicon syst em
accor ding t Oinld-bils 46t inkl £ erh. "1 L A0fdlfichifont, AUBliGhs AL Udes 2

subroutine for: aring t storaegrlor to transferring the sofrware
irnzge Fom t tmpravempis efithe ambddibienss desemitd am poesitid #osexamplgaboséskilledie, so fiware

protection s}'stem agcordin 0. .Clzim 63, wher.ei he executable file
routine incl %‘}aé’i“@]’ r‘B‘glF‘P%‘é&‘FSFBS nﬁegﬁryé@?{&“‘%[&%ﬁ&ﬂftﬁrﬁsﬁg%&&%; and waiting
For i nt enengisaledHeteldy ant HvilRnGa§tind ¢hat the prates @reneteBbmatbrialOdnt GiEkeions ot ecti on

sy stemaccording to Caim62wherein the executable file routine includes a
subroutine f#FSverdwavpaiaaeple oly 28¢ pherarisd togehievs thedssired smapre pnwellt he

soFnvzra irrzmdfmomﬁ%wmrmésg@dt%g&]gnc&ﬁmgﬂgae‘{ogm Qifdfons 66- A

sof t waxe protection system accordi alm 6 in the executable C~ie
routine i ncl efdesempodimentodisclosed hérein mayfbespada hiseorethedesziptiap serferthchergis;  and

wai ting for | .1 I t L1 n | = 3 :67. A soware
protection s%&%og%&géz}%ﬁ&qﬁfﬁéé %50;: eéﬁ dz{pﬁ{t ggtg%v&’ﬁeg{r&g\l%? o %@]ierﬂp%frgﬂse({‘m diumis a
cust om pidgctlams.ned conpact di sk (CD) ROM nedi um the se;,ond nediumis a
boo; zbl e flexible diskette; and the storzge is a hard disk drive. 68. A

modi & 1 nol udes: 2o PP deanC eyt aobl o el Bhlng D
first tag i dpmtecfiorcaat] sepnritf ifdaerdsdiorn thegjWindbws NT™ arelrWinflowesfiSPooperaigg keyed t o
t:"~e uni queS)'ist%t%Q.t Jl'}];el ir%ent?cfn ig :E]p%lic%bjlte r\l?tli]irgfeergnc%?g‘gtlflxgregpeégrgg s?stems
employing similar security measures, for example and OS/2™, Furthermore, the
20  described embodiments discuss the usage of general purpose registers for
communicating the polling signal. In other embodiments, other various types of
temporary storage cells are applicable so long as these cells are not overwritten by the

operating system.
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I 5 AU G 2002 36 second identification tag keyed to z randonl y-generat ed

‘nunber; a second nedi um contai nin3: a second tag identification file having
atiirdidentification tag keyed to the unique identifier of the authorized
conputer and a fourth identi E~cation tag i:eyed to the rar:dqrg wygengr at ed

nunber, and an executable file including a routine for conp:.~~ng the
second identi5cation tag to the fourth identification tag, accessing the
uni que identifier) nmutually conpari the unique identifier to the first

identification tag and the third identification tag, a.od transferring tire
sof tware i n@gaIMsom t he conputer-readable media to the storage only if the
second identification tag corresponds to the fourh ideati icatioo t2g, and

t he uni que identifi GOL ) first identificzti tag and the
second identificat ﬁﬁs&ﬁ?%_:&é@?ﬂi%%g% ff\)/g?ugpk‘rngtae%{?‘f%ﬁ‘%a gfoearﬁ%oll%%eo ding to
Cl aim 68 ~ -shempitar, thdwefifvirestanspediparkegsScompgsiag.om pr ogr anmed conpact di sk
(CD) ROM nedi um t%e second nedi.umis z bootable flexible diskette; and the
storage is a bar 85HfE¥e Hrspt meum stoBpelhgsefavase ines thioiyyeimigtaccor ding to

Cl ai m 58 wherein: th fdohs ' A '
aim erein Ch&EreReHE ARIFo dohvmid0ME td’ﬁd%?@?%fé&.l&-_g% Cfggigq“e

identifier a coc~~and sel ected from anong™an XBI C top
management interface WDUYZTEypuen (he sefinderatrerspomingdien ot the emdiveg a CMOS ROM

71. A software protecglq cording 40 Claim38 wherein: the
executable file routi él‘én"eql%%%az&ggegﬁ%%uﬁ{hagoéﬁ‘fa&ee‘ﬁ‘ri’eéé?%ﬁ?‘ﬁ@b?%mé%ﬁnmnd
sel ected from anong asoXd diBalyald singke ubiik t@ppuraRAde Nt ;ind er face (DM )

call) and a technblgre@lmla@HeatndstdMoR 04 i{aUG 2002 37 the
executable file routine accessesl 21' 555t°eﬁ§8@03§](5}gg% ctoﬂ.uréc’%g‘ét hori zed

conput es and uses t h8owgleading qfthasefeatedmegd tethe stdmgeconmand. 72. A software
protection systemaccording to Cz; m58 wherein: the uni Que identi ier is a
Service Tag. 73. A software protection systen according to C aim 58

wherein: the exegupabke.tik&pb@Pldie RB&EHE® CRiF LARKL Hafisidgnt er vention.
74. A conputer program product I ncluding conputer usable nmedia having

conput abl e r eadatsl iesteistien Bat oGS ¢ HEA & Wageopheisshy e dersstitmedive protection
system perm tting SoffMzzhe. 1008 10ILARIRS L frofng Y288, aut hori zed

conput er al one, the authorized conputer
sofiware image to the storage.

3. A software transport packege according to Claim 1 wherein:

the computer includes a first media driver, a second media driver, and the
storage,

the sofiware transport medium is loadable to the first media driver;

the sofiware download medium is Jozdable to the second media driver, the
sofiware download medium coatrolling downloadir.\g of the software

image from the sofiware transport medium to the storage.

4, A sofiware transport packzge according to Claim 3 wherein:
the softwzre dowalozd medium controls reformatting of the storzge prior to

downloading of the software image from tae software trzasport

medium to the storage.



havi ng an uai que identifter, the software protection systemincluding: a
'software ireage for Led for z hardw re-soF~ware configLration of the

aut hori zed conputer-, 2 t2g identification file having an identification
tag keyed to the unique identifier ofthe authorized conputen;§ A46 2802
‘executable file incluaing a routine for accessing the unique identifier,
conparing the unique identifier to the identification key, and transferring
tie so~wzie image from-the conputerypeadable media to the stor age only if
t he uci que identi5er corresponds to the identification b:ey. 75. A conputer
program product 2etordefigatedra®ipartipidkaghecedidingtt€laconmpberein: usabl e nedi a

i ncludes: a first di_km cant ai ni ng,. the softwar.e i e;,a.ad a fjrst tag
dentification filoengREegR™ aaenT?ﬁM"ag?q*&eﬁdesﬁ@%gig?g%n%fn@smi%e

i deoti 5er of the authorivzgsk ROTHRMAIN Frict RERRFMIBR JfMRLRl Ni eg: 1 5 BUG
2002 38 a second tzg identification file having an identification tag keyed
to the unique identifier of the authorized conputer and an identification
tag identifying the f4 dofivedea@nipdepbikzieadb@nghd Coim 2kecdn executable file
including a routine for accessing first tz~ rdentification file "ia

i dentificztion inf8rratves dpynlpakmedivm peptokiglerenef iheisiosist protp| e, accessi ng
t he uni que identi 5er) . { i i ifier to the
identification keys i n%g@apaﬁégpﬁgé%gggﬁg% ggh?‘gg%hgﬁ%g’tsk%r% files, and
transferring the softwamedismtgbe ftoege.t he conput er-readable nedia to the
storage only if the unique identifier corresponds to the identification
keys. 76. A conputer program pr oduct according to C ainv5 vrhereia: the
first mediumis a dudteofvprdgnpanveckesnpaetindite@lim@Dyh®R: nedi unm the
second nediumis 2 | ' Lskette., and the storzge is, a hard

di sk drive. 77. A é‘%%%fﬁ‘t%%%@%‘#Jéggrga%dg’r”g55“6&%{5588‘53‘2%°r§tga*?6“%%?5%‘@%‘?‘1 wherein

t he conmput er us2bl e nedwatingfol nteentien friar &t cleweiad efmhecsdartgeai ni ng: t he

sof nvzre image; and a first tai identification file having a first
identification tag keyed to the unique identifier of the authorized

conput er 211d a se&owdsofictenttizfijpeaiprakaze agokiog edCltim bwheanidon y- gener zt ed

nunber; a second ngdi um cont ai ni,ng:..a secaond f i dentification file having
athird identifica ctfﬁmP%{érlﬁgilcggpdtg'gu’t%%m@ﬁil%ﬂ%ﬁ?@étn lﬁt‘f"?‘é’lh‘so *t he aut hori zed
conputer 2nd a fourth ieedpuict fromtall othet agnpueysed to t he randonl y- gener at ed
nunber; zrtd an executable file ing.l udi ng. a routine for_c nP.aEi ng the
second identificat FETORSYe FENPHE EGHF R FRShESHARAEGeEA @[ag‘,a 369ESsing the
uni que identifier, nutuak the cligABini@ethe uni que identifier to the first
identification t~g and the third identification tag,. ang ]

the sofiware download medium contains a second identification file that is

keyed with the unique identifier.

9. A soRware transport packege accogdi.ng to Claim 1 whereia:

the computer is eacoded with a unique identifier that distinguishes the
computer from all other computers;

tae sofiware transport medium contains a first identification fle that is keyed
with the unique identifier;

the sofiware download medium contains 2 second identification file that is
keyed with the uaique identifier and keyed with an jdzatifier of the first

identification file.



~'5 ~uc zooz 39 transferring the soFwzre image fromthe conputer-readabl e
media to the storzge only if the second identification tag corresponds to
the fourth identification tag, znd the unique identiFter corresponds to the
first identification tag and the second identification taq.5 A3G 2082
conput er program product according to Caim 77 wherein: the first mediumis
a custom programred conpact di sk (CDR3ROM racdium the second nediumis a
boot abl e fl exi bl e diskette; and the storage is a hard disk drive.
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13, A computer program product according to Claim12 further comprising:

an instruction sheet directing a user in usage of the sofiware dowaload medium
2nd the sofiware download medium for controlling downloading-of the

sofiware image to the storage,

14. A computer program product according to Claim 12 wherein:

the computer includes a first media driver, a second media driver, 2ad the
storage;

the software transport mediura is loadable to the first media driver;

the software download medium is loadable to the szcond media driver, the
software download medium controlling downloading of the software

image from the software transport medium to the storage.

.15, A computer program product zccocding to Claim 14wherein:
the software download medium controls reformatting of the storege prior to
downloading of the software image from the sofiware transport

medium to the storage.

16. A computer program procuct according to Claim 15 wherein:
the sofRware download medium controls displaying-of 2 warning message and

waiting for intervention prior to reformatting of the storage.

17. A computer progrera product accordiog to Claim14 wherein:
the softwere download redivm coatrels clearing of the storage prior to
downloading of the saftware image from the sofiware transport

medium to the storage,

18. A computer program product according to Claim 17 wherein:
the software download medium contirols displeying of 2 warning message and

waiting for intervention prior to clearing of the storage.
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with the unique identifier;
the sofiware download medium contains a second identification file that is

keyed with the unique identifier.

20. A computer program product according to Claim12 wherein:
the computer is encoded with a unique identifier that distinguishes the
computer from all other computers;
the software transport medium contains 2 first identification fils that is keyed
with the unique identifier;
the sofiware download medium contains 2 second identification file that is
keyed with the unique identifier and keyed with an identifier of the first

identification file.

21. A computer program product according to Claim 12 wherein:
the computer is encoded with a unique identifier that distinguishes the
computer from all other computers;
the software transport rhedium contains a first identification file that is keyed
with the unique ideatifier and 2 randomly-generated number;
the software download medium contains a second identification file that is

keyed with the unique identifier and the randornly-generated number.

22. A computer program product according to Claim 12 wherein:

the computer includes a compact disk (CD) ROM reader and 2 bootable
flexible diskette drive, and the storage is 2 hard disk drive;

the software transport medium is an individually-programmed CD ROM;

the sofware download medium is a flexible diskette.
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a second media drive coupled to the processor; and

a software transport package including:

a software transport medium that is loadable to the first media drive, the software
transport medium storing the software image, the sofiware image being
configured for downloading to and execution on only a single identified
computer, the software transport medivm and the processor being
rmutually keyed so that the sofiware image is downloadeble to the
storage of only the single identified computer and no other , and
a software download medium that js loadable to the second media

drive, the softvware download medium storing a download
program coatrolling dowaloading of the software image to the

storage,

24. A computer according to Claim 23 wherein:
the downlozd program controls clearing of the storage prior to downloading of

the sofiware image to the storage.

25. A computer according to Claim24 wherein:
the downlozd program controls displaying of 2 warning message end waiting

for intervention prior to clearing of the storage.
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an instruction sheet directing a user in usage of the sofiware download medium
and the software download medium for controlling downloading of the

software image to the storage.

29. A computer according to Claim 24 wherein:

the processor is encoded with a unique identifier that distinguishes the
computer from all other computers;

the software transport medivm contains a first ideatification file that is keyed
with the uaique identifer;

the soflware download medium contains 2 second identification file that is

keyed with the unique identifier,

30. A computer according to Claim 24 wherein:

the processor is encoded with 2 unique identifier that distinguishes the
computer from 2ll other computers;

the sofiware transport rnedium contains 2 first identification file that is keyed
with the unique identifier;

the software download medium contains a second ideatification file that is
keyed with the unique identifier and keyed with an identifier of the first

identification file.
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32. A computer according to Claim 24wherein;
the media drive is a compact disk (CD) ROM reader;
the second media drive is a bootable flexible diskette drive;
the storage is a hird disk drive;
the software transport medium is an individuzlly-programmed CD ROM; and

the sofiware download medium is a flexible diskette,

33, Asoftware product fabrication system comprising:

an order-eniry system for receiving a customer order including specification of
hardware-sofiware components of a computer;

a software processar coupled to the order-entry system for processing the
customer-ordered software components in compliance with
characteristics of ths customer-ordered hardware coraponents and
generating a software imezge for downloading to 2 storage of the
computer;

a tag identifier coupled to the software processor, the tag identifier accessing 2
unique identifier of the coroputer;

a software transport medium fabrication device coupled to the software
processor for forming the sofiware image and 2 software transport
medium tag identifier file iadicative of the unique identifier of the
computer; and

a sofrware download mediua fabrication device coupled to the software

processor for generating 2 sofiware download program and a software

)-SIV
()-
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the sofiware download medium fabrication device for generating a software

download medium tag ideatifier file indicative of zn identifier of the

software transport medium tag identifier file.

35. Asoftware product fabrication system according to Claim33 further

comprising:
a random number genecator coupled to the sofiware

random identification number;

processor for generating a

the software transport medium fabrication device for forming the software

transport medium tag identifier file indicative of the random

identification number; and

the sofiware download medium fabrication device for generating a software

cownload medium tag identifier file indicativ

identification number.

e of therandom

36. A software product fabrication system according to Clzim 33 further

comprising:

a storege download device coupled to the software processor for downloading

the sofcware image to a storage media that is

wherein

installable in computer;

the software transport medium fabrication device is connectable to the storage

media for transferring the software image to

medium.

37. A software product fabrication system according

the software transport

g to Claim 33 wherein:

the software transport medium stores a copy of the softwere image that

restores the computer to a factory condition.
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38. A software product fabrication system according to Claim 33 wherein:

the software transport medium is 2 custom-programmed compact disk (CD)
ROM raedium;

the software download medium is 2 bootable flexible diskette; and

the storage is 2 hard disk drive.

39. Asofiware product fabrication system according to Claim 33 wherein:
the software transport medium stores the sofiware image and the software
transport medium tag identifier file indicative of the unique identifier of
the computer; and
the software download medium stores:
the software download medivm tag identifier file indicative of the
unique identifier of the computer and indicative of an identifier
of the sofiware transport medium tag identifier file; and
an executable program for executing a treasfer of the software image

from the software download medium to the siorage,

40. A sofiware product fabrication system according to Clzim39. wherein:
the executable program clears the storage prior to transfer of the software

image from the download medium to the storage.

41. A soRwere product febrication system according to Claim 40 wherein:
the executable program displays 2 waming message and waits for intervention

prior to clearing the storage.

42. A software product fabrication system according to Claim 39 wherein:
the executable program reformats the storage prior to transfer of the software

image from the download medium to the storage.

43. Asoftware product fabrication system according to Claim42 wherein:
the executzble program displays a waming message a0d waits for intervention

prior to reformatting the storage.
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10% & () - the executable program operates without user intecvention.

45, A'method of fzbricating a software product comprisifig (e acts of:

receiving 2 customer order including specification of hardware-sofiware
components of 2 computer;

processing the customer-ordered software compor.eats in compliance with
characteristics of the customer-ordeced hardware components;

generating a software image foc downloading to a storage of the computer
from the processed sofiware components;

determining a tag identifier that uniquely identified the computer upon which
the software image is loadable, the software image being loadable on no

other computer;

fabricating a software transport medium including storage of the software
image and a sofiware transport medium teg identifier file indicative of
the unique identifier of the computer; and

fabricating a software download medium including & software download
program and a software download medium tag identifier file indicative

of the unique identifier of the computer.

46. A method according to Claim 45further comprising the acts of:
generating a software downlozd medium tag identifier file indicative of an

identifier of the sofivrare transport medium tag ideatifier file,

47, A method accordiog to Clahn.asﬁmher comprising the acts of:
generating a random identification number;
forming the sofiware transport medium tag identifer file indicative of the
random identification number; and
generating a software download medium tag identifier file indicative of the

raodom identification number,
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48. A method according to Claim 45 further comprising the acts of:
downloading the software image to a storage media that is installable in
computer; and

transferring the sofiware image to the software transport medium.

49. A method according to Claim 45 further comprising the zcts of:
storing a copy of the sofiware image in the software transport medium that

restores the computer to a factory condition.

50. A method according to Claim 45wherein:
the software transport medium is a custom-programmed compact disk (CD)
ROM medium;
the sofiware download medium is a bootable flexible diskette; and

the storage is 2 hard disk drive.

51. Amethod accordiag to Claim 45 further compdising the acts of:
storing in the software transport medium the sofiware image and the sofiware
transport medium tag identifier file indicative of the unique identifier of
the computer; znd
storing in the software download medium:
the sofiware download medium tag identifier file indicative of the
unique identifier of the coroputer and indicative of an identifier
of the sofware transport medium tag identifier file; and
an executable program;
executing, by the executable program, a traasfer of the sofware image from the

software download medium to the storage.

52. A method according to Claim51 further comprising:
clearing, by executable program, the storage prior to transfer of the software

image from the download medium to the storage.
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53. Amethod according to Claim 52 further comprising:
displaying, by the executable program, a waming message; and

waiting for intervention prior to clearing the storzge.

54, A method according to Claim s} further comprising:
reformatting, by the executable program, the storage prior to transfer of the

software image from the download medium to the storage.

55. A method according to Claim 54 further comprising:
displaying, by the executable program, 2 waming message; and

waiting for intervention prior to reformatting the storage.

56. A method according to Claim 51 wherein:

the executable file routine operates without user intervention.

57. A computer program product including computer usable media having
computable readable code embodied therein executing the method according to Claim
45,

58. A software protection system permitting sofiwzre to be downloaded to a
storage of an authorized computer alone, the authorized computer haviag an unique
identifier, the software protection system compasing:

computer-readable media-containing;

a sofiware image formed for a hardware-software configuration of the
authorized computer;

a tag identification file having an identification tag keyed to the unique
identifier of the authorized computer; and

20 executable file including a routine for accessing the unique identifier,
comparing the unique ideatifier to the identification key, and
transferring the software image from the computer-readable
media to the storage only if the unique identifier corresponds to

the identfication key.
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the executzble file routine accesses the unique ideatifier using 2 desktop

management interface (DMI) call.,

61. A software protection system according to Claim 58 wherein:
the executable file routine accesses the unique identifier using a tachnique for
reading a CMOS ROM.

62. A software protection systemn according to Claim 58 wherein:
computer-readable mediaincludes:
2 first medium containing:

the software image; 2nd

a first tag identification file having an identification tag keyad to
the unique identifier of the authorized computer;

a second medium containing:

a second tag identification file having an identfication tag keyed
to the unique identifier of the authorized computer and
an identification tag identifying the first tag identification
file; and

an executable file including 2 routine for accessing first tag
idzntification file via identification information in the
second taz identification file, accessing the unique
jdentifier, mutually comparing the unique identifier to
the identification keys in the first and second tag
identification fles, and transferting the software image
from the computer-readable media to the storage only if

the unique ideatifier correspoads to the identification

keys.
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executable file routine includes a subroutine for:
displaying a waming message; and

waiting for intervention prior to clearing the storage.

65. A software protection system according to Claim 62wherein the
executable file routine includes a subroutine for:
reformatiing the storage prior to transferring the software image from the

computer-readable madia to the storage.

66. A sofiware protection system according to Claim 65 wherein the
executable file routine includes a subroutine for:
displaying a waming message; and

waiting for intervention prior to reformatiing the storege,

67. A software protection sysiem according to Claim 62 wherein:
the first medium is 2 custom-programmed compact disk (CD) ROM mediumy,
the second medium is a booizble flexible diskette; and

the storage is a hard disk drive.

68. A soRware protection system according to Claim 58 wherein:
cornputer-readable media includes:
2 first rmedium containing:
the software image; and
a first tag identification file having 2 first identification tag keyed

to the unique identificr of the 2uthorized computerand a
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number;
a second medium containing:

2 second tag identification file having 2 third identification 1ag
keyed to the unique ideatifier of the authorized
computer and 2 fourth identification tag keyed to the
randomly-generated number; and

an cxecutable file including a routine for comparing the second
identification tag to the fourth identification tag,
accessing the unique identifier, mutually coc;zparing the
unique identifier to the first identification tag and the
third identification tag, and transferring the software
image from the computer-readable mediz to the storage
only if the second identification tag corresponds to the
fourth identification tag, and the unique identifier
corresponds to the first identification tag and the second

identification teg.

69. A software protection system according to Claim 68 wherein:
the first madium is 2 custom-programmed compact disk (CD) ROM medium,;
the second medium is a bootable flexible diskette; and

the storage is 2 bard disk drive.

70. A sofiware protection system according to Claim 58 wherein:
the executable file routine accesses the unique identifier a command selected
from among an XBIOS cell, 2 desktop management interface (DMI)
call, and a techaique for reading a CMOS ROM.

71. A software protection system according to Claim 58 wherein:
the executable file routine accesses the unique identifier using 2 command
selected from among an XBIOS call, a desklop management interface

(DMI) call, 2nd a technique for reading 2 CMOS ROM; and
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the executable file routine accesses a’system ID code of the authorized

computer and uses the system ID code to select the command.

72. A software protection system according to Claim 58 wherein:

the unique identifier is 2 Service Tag.

73. A software protection system according to Clzim58 wherein:

the executable file routine operates without user intervention.

74. A computer program product including computer usable media having

computable readable code embodied therein comprising:
a software protection system permitting sofiware to be downloaded to 2
storage of an authorized computer alone, the authorized computer
having an unique identifier, the software protection system including:
a software image formmed for a hardware-sofiware configuration of the
authorized computer;

a tag identification file having an identification tag keyed to the unique
identifier of the authorized computer; and

an executable file including 2 routine for accessing the unique identifier,
comparing the unique identifier to the identification key, and
transferring the software image from'the computer-readable
media to the storage only if the unique identifer comresponds to

the identification key.

75, A computer program product according to Claim74 wherein the computer
usable media includes:
2 first medium contzaining:
the software image; znd
a first tag identification file having an identification tag keyed to the
unique ideatifier of the authorized computer,

2 second medium containieg:
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a second tag identification file having an identification tag keyed to the
unique identifier of the authorized computer and 2n
identification tag identifying the first tag jdentification file; and

an executable file including a routine for accessing first tag
identification file via identification information in the second tag
identification file, accessing the unique identiSer, mutually
comparing the unique identifier to the identification keys in the
first and second tag identification files, and transferring the
sofiware image from the computer-readable media to the
storage only if the unique identifier corresponds to the

identification keys.

76. A computer program product according to Claim75 wherein:
the first medivm is 2 custom-programmed compact disk (CD) ROM medium;
the second medium is 2 bootable flexible diskette; and

the storage is a hard disk drive.

77. A computer program product according to Claim 74 wherein the computer
usable media includes:
2 first medium containing:

the software image; and

a first tag identification fils having 2 first identification tag keyed to the
unique identifier of the authorized computer and a second
identification tag keyed to a randomly-generated number;

a second medium containing:

a second tag identification file having a thicd identification tag keyed to
the unique identifier of the authorized computer and a fourth
identification tag keyed to the randomly-generated number, and

an executable file including a routine for comparing the second
identification tag to the fourth identification tag, accessing the
unique identifier, mutually comparing the unique identifier to the

ficst identification tag and the third ideatification tag, and

10
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78. A computer program product according to Claim 77 wherein:
the first medium is 2 custom-programmed compact disk (CD) ROM roedium;
the szcond medium is a bootable flexible diskette; and

the storage is 2 bard disk aﬁ\'c.



