WO 03/ 027833 20/ 03/ 2006 PCT/ US02/ 29802 SQUARE- AND- MULTI PLY EXPONENT
PROCESSOR  BACKGROUND OF THE I NVENTION 1. Field of the Invention,q gLl e
i nventi on p®x@&0A®3%enerally to conputers. In particular, itqrevdoarsss2to
processi ng exponents el ectronically using an inproved square-and-nultiply
technique. 10 2. Description of the Related Art [00021 Several conputer
applications .involve exponentiation, or the process of raising a base
nunber to a power, where the exponent is a very |large nunber. This is
particularly true_in_sone eniggitfon decryption schenes, such as the
VLR ol

vel | -known ~ Ri vest Q&R R~y B ROENT RROCERSPRNcr ypt i on.
The security of this 15 systemincreases as the nunber of bits in the

exponents increases. Current RSA inplenmentations of public key encryption
commonly use exponents with 1024 bits. As increasingly powerful conputers

becorme avail abl e for code-ﬁg%ﬁ@@gﬁqﬁﬁq%mvgwowf t hese nunbers wil |

nmost |ikely increase even nore to naintain e sane level of security. 20
[ 00031 The square-and-mnultiply techni que has been devel oped to nore

ef fici erﬂly process exponentiation when using binary nunbers. In the
conventional apprgoach to this technique, each bit of the exponent is

exani ned seh EVNVEERIGRt ing with the nost significant bit (MSB), and
the current value of the process is operated on. Before starting, the base
nunber (thel0fber Th¢ myentiingedains gangyatiycto)compptess et partitidarg iperaihs @5

val ue; after that, the result. of the previous operation represents the

current valpiecessihg EXpon¥id OREO2MEA R, B idPES ed RGTHrs IINEIAANT tRhkighei Ny

exgmned in the exponent is a zero, the current value of the process is

sgqiared.. |If the bit being examined is a one, the current value of the
process is both squared and nultiplied by the original base nunber. The

nunber ,of rati ons kpv Wn this process equals the total nunber of
bits i nd Depipliog ot lheRetgibd ARk > 0E T s i |

[0002] Several computer applications involve exponentiation, or the process of
raising a base number to a power, where the exponent is a very large number. This is’
bart—icularly true in some encryption/decryption schemes, such as the well-known
Rivest-Shamir-Adleman (RSA) approach to public key encryption. The security of this
15 system increases as the number of bits in the exponents increa'sc's.. Current RSA
implementations of public key encryption commonly use exponents wﬂ:h 1024 bits. As
3 _ increasingly powerfiil computers become available for. .code—breaking efforts, the size
of these numbers will most likely increase even more to maintain the same level of - |
security.
io [0003] The square-ahd-multiply .technique has been deveiﬁped to.more efficiently :
~ process exponentiation when using binary numbers. -In the conventional approach to
this technique, ea‘ch'. bit of the exponent is examined sequentially, starﬁng with the most
significant bit (MSB), and the current value of the process is operated ;_31'1. Before
_ 5t&rting, the base number (the number being raised to a power) repre_s't_ar‘lts the current
25  value; after that, the résul_t of the prév_ious operation represents the current value. If the
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5 the exponlent, m nus one. Thus, the average nunber of operations for a
1024-bi't exponent would be 1535, assumi ng an equal nunber of oneg g/zzqm)é

in the avemapesnesgzonent. Since the base nunber typically i pgofygeszdsed ge
“hunbers .in an encryption algorithm. each operation is a |arge and
potentially tinme-consumng step if inplenented in hardware, and even nore

ti me- consuBiti@irngl exafpheATR ML pbiert &f 4 1636 Qhe 4@l @ afub BEtHe QraoeRCY bGuaRed.
conventional square-and-mnultiply approach increases linearly wth the

nunber. of B b pihel e SARRTEA ondMENAAD B B Rrbiel L BORSHuIAy bP ponse

~times for those prications that use RSA encryption in interactive
comuni-cations or,, other. tine-sensjti apphications. 15 BRI EF SCRI PTI ON .
G THE DRATHERSEou0hs S FOERTRI iy BELEt BLotrers R By P& orring to -
the following description and acconmpanying drawings that are used to

i | | ust rat e PERBBRAMRI ke @falpH@b?cPfiWém%eﬁpomwtw 13F AWmAgo! ['366.15[ Fig 1

- shows a flow chart of a method according to one enbodi nent of the o
i nvent i n. tHeGEAPahenk myinug ophiolkusathislayeiagelnwmbennfopertiorsxiooad AZ4-biti on circuit
according to one enbodinent of the invention. I WO 03/027833 20/ 03/ 2006

- PCT/ US02/ 2880:4eA008u1d bE 11538, assifing a efplad alimbeinef oty oid SfoLpinditager ocessor
to one enbodi ment of the invention. [00081 Fig. 4 shows a schematic of an

exponent PLOLGSHOTSIAGHRE §hdd uﬁfBeP@SicaﬁVh%N@? riﬁr%@ﬁurhgﬁs i ME&Hchpfion > 100091

- Fig.- 5 sho a system according to one” enbodi nent of the Invention.
rvont | on FESPPE SEeh CHeEeibaa et s psnrery e SRR S ol ot 2
‘S?\iyar o angﬁpr{ggériltgcli ¥n t?aeg&rgrae?z?ndvglgg n-lxo%er: g?ne-consuming if implemented in software.
10 - The time to execute a conventional square-and-mﬁltiply approach increases linearly
with the number of bits in the exponent, which can becofne a bottleneck in response

times for those appliéations that use RSA encryptiqn in interactive communications or

other time-sensitive applications.

15

BRIEF DESCRIPTION OF THE DRAWINGS

" [0004] The invention may best be understood by referring to the folloyving
description and accompanying drawings that are used to illustrate embddiments of the
20  invention. In the drawings:

{0005} Fig. 1 shows a flow chart of a method according to one embodiment of the

invention.

[0006] Fig. 2 shows a block diagl'aﬁl of an exponentiation circuit according to one

" embodiment of the invention.




éxponents are involved. Miultiple "1'" bits in the exponent may be processed

~with a single multiply operation rather than. using a separate %;0?/32 06
operation fwoogaghsy |* bit. By exami ning groups of bits, bphgnidgsRghz O

bits that is handled in a single multiply 15 operation can be varied based

on the particular pattern of bits involved. Before beginning the -

squar e- and- (0007 pl y Big.Goews adldcblifzrah of ah Befonkar proedRaR ABidrdih et olRase
nunbers is pre-cal cul ated and stored so that the multiplicand n each

mul tiply opgﬁlggal nt ¥ tht iRendgiown and can be retrieved fromthe table
rat her than cal cu ated[ each time it is needed, thus reducing the total

nunber of o I on rw. . se be Ll

enbodi nent ~ Bﬁ]rogfrcu?— Taﬁmwig%hﬁl QS E% BIROTSA 8??§°raﬁ°°fﬁ'§=é§<3’bﬁ1ent is
used to opti e the punber_ of bits |ncluded in each multiply operation.
100111 The FBF%@RFW&”} ¢ EMAMes the operations that are involved in a
met hod or circuit to calculate XE for sone odd-val ued n-bit exponent E,
with up %o H00R! bit Einf shows a eysprsmesrording torermmboditentof grechvention.

mul tiplication. The exponents are shown in binary. 25 format. WO 03/027833
[ 0012] 20/03/2006 PCT/US02/ 29802 Pre-calculate XE. where Eis limted to
odd nunbers with up to 5 bits: 0. Store: 5 1. Square and store: 2.

Mul tiply and store: - 3. Multiply and store: 4. Miultiply and store: 5.
Multiply and store: 10 6. Multiply and store: 7. Miultiply and store: - 8.

‘Ml tiply and : L) - i d T
mﬂmgﬂd :Eg;g: DETANER DESERIPTIOR OF THE IWVENTON" store: 11

4)

10 [0010] Various embodiments of the invention may reduce the number of
operations required to irﬁpiement a square-and-muitiply approach when large
-exponents are involved. Multiple ‘1’ bits in the exponent may be processed wifh a
single multiply opg:ration rather than using a separate multiply operatipn for each *1”
| _bit. By examining groups of bits, the number of bits that is handled in a single fnultiply
15 operation can be'varied based onrth,e pénicular pattemn of bits involved. Before
_beginning the square-and-muitiply process, a table of values for exponentiated base
) * numbers isr pre-calculated and stored so that the multip!icaﬁd in each _mpltiply operation
will be known and can be retrieved from the table rather than calculated each time it is
| needed, thus reducing the total number of operations that might otherwise be.req;lired. |
20 In one embodiment, a circuit for exarrﬁning the bit patterns in the exponent .is used to |
dptiniize the number of bits included in each multiply operation.
[oo11] The following illustrates thé operations that are involved in a method or
circuit to calculate XF for some .odd-valued. n-bit exponent E, with up to five bits of the

exponent being involved in each multiplication. The exponents are shown in binary

25 format.




12, Multiply and store: 13. Miultiply and store:. 14. Multiply and store:
15. Multiply and store: 20 16. Multiply and store: X = X Xlxﬁjlé&)@

X xXI 0. =X | woXiBlo283X10 ; X101 X101 X X10 = Xi |1 X111 X XP@T issozéf(?

- X X10 =X1011 X101l x X10 =X1101 X1101 X X10 =X1111 X Il x X10 =X10001
X10001 x X10=Xtooll X10011 x X10 _X10101 X10101 x X10=Xlolll X10111 x
X10= X1 i0ol X1 1001 x X10=X11011 XI 1011 x X10= X11101 X11101 x

- X10=X11111. [00131 The val ue of X1Q was used only to calculate the renaining
val ues and be ¢ Lﬁﬁgmﬁl @ﬁxaer@.balnnleealteo&ahhnﬂéswhu &3 sti@t cover
all the odd vaT es ve I'TsS. €Se seven operat i ons give
all -the- possbbée vaI ues of the bqse nunbgr X raised to an odd power, wth

a limt of fiv s in the exp mSIZGS of exponents may result
in other S|zés U SIUE For o ting the exponent to six bits
can result i ““(i’ WA FHOrgD 'y g u l,,pre cal cul ati on steps, but may

| ater requi? b and gterepl y oper s [ing the square-and-nultiply
phase becaus# MBIEWQVMMD% bits 19 's cwe'f\‘@‘bnent can be handled in a single-
nul ti ply. opef.aviubiply dridisleté: The pol') ok g=eX&hpl e shows how t he

pr e- cal pul at @dvitukiplyearidayorbe used(‘f"ﬂxx”’ =x'o

7. Multiply and store: X0ty x10 =x!
8. Multiply and store: X0y 10 =it
9. Muitiply and store: X!y 10 = x1001

xlooot Xl0= ool

10. Multiply and store:
XIODI 1 X XIOIOI

15 11. Multiply and store:

) 12. Multiply and store: ~ X'°'0% x X'0= 'O
- 13. Multiply and store: xiou ¢ xlo= xtiool
14. Multiply and store: ) SRS ED Cadd
15. Multiply and store: XM e x10= x 11101
20 16. Multiply and store: X0 x10=xit
. [0013] The value of X'? was used only to calculate the remaining values and may

be dist:‘arded, leaving a table with 16 entries that cover all fﬁe odd values of E up to five
25 bits. These seventeen operations give all the possible values of the base number X
raised to an odd power, with a limit of five bits in the exponent. Other sizes of
.exponents may result in other sizes of tables. For example, limiting the exponent to six
N “D IR bits can result in a table of 32 values, with 33 pre-calculation steps, but may later
réquire fewer multiply operatidns during the square-and-multiply'phase because up to
30 six bits of the exponén_t can be handled in a single multiply operation.
- [0014] The follbwing example shows hdw the pre_-calculated table may.be usedin -
: thé ex_ponentiaﬁon of X. For this example, E is‘thé 20-bit number:
E = 1011 0010 1000 1001 1010
[0015] In one embodiment, all bits of the exponent are éxamined sequentially,
35  beginning with the most significant bit. In another embodimeni, the first step is to start

with a power of X that encompasses as many of the most signiﬁ'cant bits_e}s are found in

4




t he exponentiation of X. For this exanple, Eis the 20-bit nunber: E = 1011
0010 1000 1001 1010 [00151 In one enbodinent, all bits of the exRp, ?PZWC?G
exam ned sewoaswzabl y, 35 beginning with the nost signifi Cai‘b’rﬁfsbz/z

anot her enbodi ment, the first step is to start wth a power of

enconpasses as many of the nost significant bits as are found in 4

20/ 03/ 2006 heAgble3I0BERIImPET (1IEG3URLAAR: fohie M %o | Tufd1hs, fuaphen: t hat
X I's-retiieved

woul d be the four NISBs ' 1011', and the val ue for
val ue Jss squared

di tly fraee
irectly fr iriteed @bdclBy FANGR tim@ fiaxd thp! E'(I'b?t lgtahg Fhééma hf'ﬁ ﬁdqlﬁﬁ IS5f the '

as shown in step 17 below. Fromthat pol nt
tinme r%r{n[rmst to | east

exponent ar %owfif(:ﬂ@{e?ﬁq g%f‘d%éelgﬁfgﬂ{]hhé’ d)l&%qeﬁl%é‘?mfﬂ{llqgsbl e exgpnenpare ¢ he

Significant. For
current val yg Lfledtsjg enatlon I s uar ed However, if the current bit
bei ng exani negﬁ quenﬁ_) y‘tcﬁ'gahﬁf"L“F o @Ogho ferst %@fﬁéé‘rﬂoFmChbﬂt may be

" 1" bits can be included in the multiplication.

deferred until ﬁ 8
In thig ex%ﬁ?B’l‘%cd hethergt jsia é oF "0t e exprah enlue of ihggeeratibeisfsqhdred ng

operations: 10[00161 17. Square: X1411 x X1411 X10110 18. Square X1011 x

X10114 = X1dawoer, if the curentditcheltibO:katithed (54 O L e Tnuld f% &g formed
Squar e: X1411000 X X14110 = X10110000 1521. Square: X101104 X X10110000 =

X10' 100000 ozmayraeldbfeﬂle&umpal Uper x> b can BEL AL 0.1100101
X X101100101 = Xl oi | 00l 010 5 9 i Hett e hulgiiétior
this example, the 20 bits of the exponent trigger the following operations: '

“_)

10 [0016]

17. Square:  X!% x xioit = xtoite
18._ Square: XIOHO X XIOIIO - = X101 100
- 19. 'Square: 101100 X XWHOO - XIOHOOB
_ 20. Square:  X'011000, 1011000 = 10110000
15  21. Square:  X'0110000 , 10110000 = 101100000
' 22, Multiply:  X'01100000 , 5101 = xlouoosot
23. Square; ~ X!0110010T  ycioligolon — 1011001019
24. Squarc: .J..wm:u x XI-UHUGIGEG — wi0lio01Di00
95, Square: 10110010100 xXlOllOOlOIOO . - xlOl!DOlOIOOG
20 26. Square;  X'01100101000 ; 5101100101000 = 1011001010000
27. Square: 1011001010000  +- 1011001010000 = 0110010100000
28. Square:  X'010010100000 1011001010000 = 1011001010000
29. Square:  X'01100101000000 . -101100101000000 = X1011061010000000
) 30. Square:  X'0'1001010000000 . +/1011001010000000 = Y10110010100000000
g2 31. Multiply; ~X'0!10010100000000 , +i0011 = x10110010t00010011
32. Square; 10110010100010011 . 4+10110010100010011 = 101100101000100110
33, Square: 101100101000(00t10 XIOIIOOIOIOOOIOOIIO = x1011001010001001 100
34. Multiply: Xlonomoln:rwwm x X! : = x1011001010001001 101
_ 35. Square:  X!0'1001010001001101 quoolmoomoouo: = x10110010100010011010
.30 '

[0017] Thus by deferring multiplication until a group of *1” bits coul& .be
- accumulated, and using the pre-calculated odd powers of XF in those multiph‘catiohs,
the number of multiply éteps in this example was reduce& from 9 to 3. For exponents
35 with a small number of bits, the added pre-calculation sfepsﬁ may exceed -tjhc redu;:tion
m multiply stepé._ rendering this approach less efficient than the conventional approach.

5.




équare: yi lavvavL X yiYi iJLiviV X10li 0010100 25. Square: XX10110010100 xx

X10110010100 X10 1100 101000 2026. Square: X101100101000 x X1011 g D6
X!'1100101004% 03MH27s3guar e: X101100101000 X Xi 411001010000 = X%g%ﬁ%%%g 8@
28. Square: X14110010100000 X X10110010100000 = X10110010104 9 .
Squar e: X101100101000040 X X101100101000000 = X1011001010000000 30.

Squar e: X101&0, = 531.
VI i y: X1B R 00 TOS000 e Si00] £ N5 100 PO IUCKORR (e ot Bhert-
Squar e:XlOllOO_lOl(g_gglo 1l X %?1]::4010104 10011 xlglgp 1010001001-1Q .33.
Squar e: X10190YFHUBO KB« IO  PEBIBTHI0T ojfe F1G 2K LED P I0VB 811 00 34.
Mul tiply:. X1 01100101 0001001100 X X1 = X111001010001001101 35. :

© Squar e: X101thgdakie dersrdsan the numeanaldotson Gothgdarger numben b2 8010011010 30
[00171 Thus by deferring nultiplication until a group of 'I' bits could be
accunul at edexpanehtysstifigng hdargerepre-adleulntad éabloodd powers of XE in those

mul tiplications, the number of nultiply steps in this exanple was reduced

from9 tso J00R8) expixnanhowsh floivtchad |60r8f & methodetcdlinbitd Sne drhisodadelacdt
pre-cal cul ation steps nmay exceed the reduction in nultiply steps,

rendering t i,-ﬁw}ﬂmrea&hmbaéwfafdb@é@ntaméag&xh&c%ma\aéatfbmlvam%wh- 5 Vo
03/ 027833 20/ 03/2006 PCI/US02/29802 But for |arge exponents, the total

The opt | murkoiiideF2 5 Rause s fhs dost BE FRPHE . BRAKEE be0BmbeRET) 2o
O o e gy Faehad 2 il ! il BBkt U010,
T 3 e kvt b e oo Eog b s s v £
bl ock 120, the paraneters to be used are initialized. P represents the
accunuliat ed represents the most significant bit position and § = 0 represents the least significant bit
position. e; represents the actual bit that occupies bit po.sition i |
[{0019] At block 130, the current value of P is §quared, and the result becomes the
- | new value of P. Since the square operatipn occurs for every bit in the exponent,
regardless of the bit’s Qalue, the square operation may be performed without regard for
- 15 the value of ¢;.
o [0020] In another embodiment, previously described but not shown in Fig. 1, the
: ) o most significant five bits of the-exponent are examined to find the largest matching |
pattern in the table, P is initialized to the value matching that pattern, and § is initialized
'~ to (m - the number of bits represented by that value). This approach saves a few
20 opcrﬁtions, but requires more complicated logic.
[0021) | Unlike conventional systems, which trigger a multiply by X every time bit .
~¢;is a ‘1", various embodiments of the invention can defer the multiply operation until a
| group of bits in the exponent has been evaluated. Therefore in block 140, bit e;and a

group of bits surrounding it are evaluated to determine if a multiply operation is

25 warranted. In this example, the inclusion of four bits on either side of &; is determined

6




val ue previously described. The initial value of Pis set to the base
nunber X. "i' represents the bit position in the n-bit exponentzdg/éﬁ]gtzoio%
to be examW@d3/mysi3, so i = n 1 represents the nost signifigsaRnsdidse:
position and i = 0 represents the least significant bit position. e,
represents the actual bit that occupies bit position i. [0019] At bl ock
1.30, the chy therfictvat te poé-calcilated qibdy ek craned LifiRg 5 BaWkbodRAROIRSY B&. new
value of P. Since the square operation occurs for every bit in the

) i i tebnt . o, i b
exponent,  biegalPiiesdis o teRRphicht Sre\1HdR tribhle (%H%@Sgﬁ?ﬁrgt TPJL%,;%%{,; e

performed without regard for 15 the val ue of el. n anot

embodi Ment , niRY 6 VP Hst M allE eGstiEdd %, L Mo R anibe e, TOSt

& gnificant. five Eclﬁtasao? the expgﬁé%gq;étr%ggﬁ%&%'mednggpﬁ?% HE | ar gest

mat ching p ' he table P ig . initialized to the value matching that
pattern, a?\%c%rﬁﬁgd{ztgluﬁ af v ?’i‘c? O?Vc?r’(aﬁa-thetnlﬂés tﬁ@ﬁﬁ@?w&e"'&ﬂ peiyaissadblisked by

t hat - val ue) 4 Thi@l approach saves a few 20 operations, but requires nore :
conpl i cat ed*Pags Be cuges bat Wniyr Rebilsodbersiararmet oslyds dasurretibitexamingder a
multiply by X every time bit of is a'P, various enbodi nents of the :

i nventi on dahthedbldawing €y-iLbits aot giso prammined o dedririnegif n@eOUP btk wWili bs i n the
exponent has been eval uated. Therefore in block 140, bit e; and a group of

bits surr oimdided in ﬂl_eq:raﬁemyﬁrhﬂat}ﬁq)réc@dﬂgt(?-ﬂ%H?aﬂefalsé eRathine @l cRPReglatdN i S
25 warranted. In this exanple, the inclusion of four bits on eithéer side.

of er is dﬁmbmsgﬁdm%@b%f&ﬁ@@ﬂ&%ﬁ&%ﬁgﬁggggénygg%ﬁggsoz. by the fact that -

the pre-calcul ated tabl'e was Creat exponents, and up to 5- -

birt multipld ds iyt exponent. are used to trigger .the multiplications.
Th‘é gener atdor&gr'e is},ﬂ?ﬁgﬁmfe ificp Cé‘ﬂc?aﬁ@? Ffu&gﬂ&ﬂgpﬁ&ﬁgﬁ?'@éi%onents, t he
rrultiplicatio%(s} c§n accopmodat e uE to a y-bit power, and the bits to be
concur ent PYeeAng 104 B orfictichene ofdhe prs-defesmingd bitpaftems. Hianyvfthepye-1) bits.
Therefore, not only is the current bit exam ned, but the following (y- 1)
bits are afetgrminedhinpaiterns isldetested, bockfl SGumdtiplies P by X% wiierd b izea parnef uded i n
the pattern, while the preceding (y-1) bits are also exam ned in case they
are part tbédetegedbit pasdry adé tarsisetofhhs 5-&itexpbadnt kpratated inshe eble. If
consideration. [00221 Bl ock 140 exam nes the current bit el, the follow ng

four Dbits,noaddf ilkrédetdimreadityhrtal s Mibded, tdQuRiply RfutRh if MR

pre-determ ned bit patterns. If any of the pre- s
performed.. In either case, block 160 determines if the final (least significant) bit of the

15 exponent has been processed, which is the case if i=0. If yes, P is now the final
answer at block 180 and represents the quantity XE. If not, i is decremented :;t block
170 so that .the next current bit to be considered will be the bit immgdiately to the right
of the just-examined current bit. Execution then jumps to block 130 to continue the

-: process until all bits of the exponent have been examined.

270_ {0023] Fig. 2 shows a block diagram of an exponentiatio_n ci.rcuit 200, according -
to one emquiment of the invention. In one embodiment, randém access memory
(RAM) table 210 is used to store the pre-calculated values of XE but other types o_f_

' stdrage may also be used to store the table. In the embodiment of Fig. 2, multiplier 240
is a circuit that multipliés the fwo .nur'nbers received at its two inputs, and prodﬁcc_s their

25 product at its output. The product is stored in accumulator 250, which in one




. of Fig. 1), the value is witten into a specified |location, then read from

determ ned bit patterns is detected, block 150 nultiplies P by Xb, where b

is a part of the detected bit pattern and consists of the 5-bi b X979 0 6
represent edwonsbivesi able. If none of the predeterm ned bitpEpigk@ifages S

- detected, the nultiply operation is not performed. In either case, block

160 determnes if the final (least significant) bit of the 15 exponent has
been proces ' | Spi T i -final

anover ot BraopEagl o rtaiel BRTRL of auhubor 03 e i B ol
decrenented. at . block . 17 o th the next current_bit to be considered

will be theBPS ?forﬂ%’éﬂl"é?gf@ SPéh”?ﬁH'?ee \“ﬁ‘&‘h‘f‘ ac%‘f‘“‘t'ﬁ’é"Pifg‘ﬁ-aaﬁa‘m”h‘&&“’%urrent bit.
Execution then junps to block 130 to continue the process until all bits

of the expoR@dbCths ecas5hEHlERlisAlITRPEraies aile pleviqug produstandgreplacesitee k di agram .
of an exponentiation circuit 200, according.to one enbodi ment of the '

i nvent i on. PIevoHe peadbetdyitiethe new pnetivet. ateestbeniepusof multiphiey 24@ks aavali0 i s used
to store the pre-calcul ated values of XE, but other types of storage may - .
‘al so be susedad €rosi able 2iBeverht PATA OUT liash orheRMt oudputhoif @ecudnuldrvl 23001 i er

240 is a circuit that nultiplies the two nunbers received at its two

I nput's; an N | e pRh ct is stored
P cum angy eggg@ R b el e ol AR B D T I O b 26802

enbodi ment r egi Mosl t (ofe t. s f ck into

one of. the'[blazn uts (t)rf snﬁréuﬁr?qogﬁ?ée%?’ tgghua(}ég]%t‘%g{m bﬂég{;léﬁggccf‘lﬁmé%&ﬁ% ator 250

I's an accunul at oduct, i.e,, each nmultipljcatiqon operat on the

pr evi ous pﬁ%ﬁfcf-”%aﬁﬁ‘rl&gﬁq the utig ﬁévnﬁ&?nelvrmeglﬁaéiﬂfﬁuw,ﬁmrﬁéde rem htoduct .

?[;2; other input of multiplier 240 is a value read fromtable 210 over the
ANTA_OUT | isam locatien aeen wauitamultiplias @48 kich muitidies iy theacoumuiater i nto a

sel'ected | ocation of table 210 over the DATA-IN lines. (0024] In one -
enbodi ment value te puaitee theaqvaed realdrarid places that bauaseicuabnd iatocacc@melator @50ck 130

that sanme ﬂOQﬁamfmhasala@ irl tAB décubfuldtor by PsdcBhd #4llle Fé@'bﬁabk SO biPigl €5 it by
the accunul ator 1o value to produce the squared val ue and pl aces that :

2couml at ottt GMDAGLHIYLENGH poala pibRolYich'iBh SOAREI Bl OB ch Boutte ) e
be read fr i ff. t | tjo f RAM t abl [ t ot
ol or PR fepinp B Uk Rrodhp e PR e Dn i 4B 250, 1 one

embodiment, exponent processor 230 determines which stored value is selected as an

15  input to multipliér 240 by placing the address of the stored value on the source address

' (SRC_ADDR) lines. The bits of the exponent E are placed into exponent processor

: ) ) 230, which examines those bits in groups to detect the necessary bit patterns fora
mhltiply operation, and the address placed on the SRC_ADDR lines depends on which
pattern is detected. In one embodiment, memory controller 260 causes multiplexer 220

20 to select the SRC_ADDR lines and may also provide a ‘read’ signal to the RAM table

| 210, causing the selected value to be read from RAM table 210. When the pre-
~ calculated values are. being calculated and stored in RAM tabie 210, memory contr.ol_ler

260 providcs the destination address (DEST__ADDR) for the write location and causes __
multiplexer 220 to select those lines as an address to RAM fable 210, while also |

25  providing a ‘write’ signal to specify a write operation to RAM table 210.
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enbodi nent, exponent processor 230 determ nes which stored value is
selected as an 15 input to nultiplier 240 by placing the addres§00/f é?%oos
stored val U¥0®3/027883 sour ce address (SRC ADDR) |ines. The bbc$mgt.2/jgon@
exponent E are placed into exponent processor 230, which exam nes those
bits in groups to detect the necessary bit patterns for a nultiply

operation, [@ozs|t he pgiihemEnRIcaTRAsedd diste BROIAIR 10 AP gg%gg@%n% whi ch

pattern is detected. In one enbodi nent, nenory control causes

mul tipl exer 0 t n Fo | al yrovide a
“read' si gncgﬁaf%mt%%é [&Rﬁ/ﬂ: @Ef’%‘%ﬁb caﬁ??ﬁgﬂhtaﬁggéﬁc@ l'\‘}%ﬁsﬁg eos\‘/]% ‘read
from RAM t ahl e 210. n.the pre- calcul ated, val ues, are being cal cul ated
and stor ed e rRRFEniiS Moy Rk SR Roffals snagng gt anolemd
destination address (DEST ADDR) for the wite location and causes

mul ti pl exerlUBAE0E gves dhes@melings e In onsednbodiment carpuates of etheyauntrgblogicn®, whi | e
a4l so 25 providing a "wite' signal to specify a wite operation to RAM :
tabl e 250. SBOWY i983ed27 98Bt OB/ RBIDGs dRATY ISPR-20808idn(hasl Alteugkaor y
device used to store R AIMtable 210 may have any suitable configuration.

I n one enbaeitighanémortyhecabéd haybeained RAEAHIHIry] thBeize 3F Sretnithbea Bored Inies, and
standard nenory bus architecture is used to share the input and out put

functions e 2H0RaPRARird nlfifble MemRREIoRANE ISEALR maxe%ggt & o Ot her

control logic (not 5 shown) i's used to increnment the address during the

pre-cal cul gt j hough i.nal V. | tion may,be used for
each entry%bﬁ@ngﬁgzgzoﬁ"é%h%mﬁ%ﬁt?gersé&g?%f@@% 1stl§§ﬁ%wﬁe®s ‘f/ require -
r_moiti pl e mam)é&}ig.l ocations for each abI% entry. In one enbodjnent,

1024- bi t nEATSETHIVE fAaliqnsariused dof Fash REMPETs Ay T5ferencey @dable gnigiss otonsecut i ve
| ocations are used for each nunber. Any references to table entries or to
menor y 14 ocBiemensiofations insthes disdlepyg encempassihe eonfigurations thgtusgtwtiplet hat use
multiple menory |ocations. per table entry. 100261 In one enbodi nent, the
circuit of mEingry lacdtionsapaaableedtry.o perform the pre- cal cul ati ons necessary
for creating the contents of RAMtable 210. For exanple, the base value X

nmay be inilEb%]' y | pasiRGnibddinaft CBiradiosf 282 BRthodlséPtoPepfobd thélpreocat i on 15
0000 of table 210. These two values are théen nultiplied together with |

mul tipli e.rca?cﬂ%tibﬂs necessary for creating the contents of RAM table 210. For example, the
- base value X may be nitially loaded into accumulator 250 and also stored in location
15 0000 of table 210. These two values are then multiplied together with multiplier 240 to
form X'°, which is stored in location 10000 of table 210. Since X'° is now in
: ) ~ accumulator 250, it is next multiplied by X from location 00000 to produce X'"inthe
|  accumnulator, and that value is stored in location 00001. Each of the -remaining :
calculations then multiply X'° from location 10000 by the vaiue in accumulator 250 to
20  produce, Xm_', XM XM which are .stored in consecutivello.cations 00010 through -
O1111. After al_l 16 pre-calculated values of Xt have been detefmined and s.'tored' m
| table 210, the circuit is ready to begin operating on the bits of exponent.'-E. _
{0027] The following chart shows lthe operations that are followed in one

embodiment. For consistency, binary notation is shown for all addresses and

25  exponents.




form X10, which is stored in |ocation 10000 of table 210. Since X1 is now
I n accumul ator 250, it is next multiplied by X from |l ocation 00'2(?)0/({)3?2006
produce Xu WO 0H&7833accunul ator, and that value is stored i npdpRogizi?ofr

- 00001. Each of the remaining calculations then nultiply X from/location

10000 by the value in accunulator 250 to 20 produce, X 01. X''.. X1t t
t t, which are stored in consecutive |ocations 00010 through 01111. After
all 16 pre-calcul ated val ues of Xc have been deternined and stored in
tabl e 210, Ld@g ]ci rcuit is ready to begin operating on the bits of exponent
- E. [00271 The ?ol | owi ng chart shows the operations that are followed in one
enbadi nent. For .consi stency,, bi nary notation_.is sho for all_addresses and
25 exponents. Z‘%@Cﬁ%ﬁ%ﬁ%&%ﬁ%/ 2@@6%%@%9@-‘—%
St.epFuncti onAcc. val (8%t ¢ addqrSrc valtieDest addr Dest PEPRR ILo‘élg ------ 00000
2Mut t X00000X10090X1 Wt t X1900000XdWEBAX: t X. 4Mut t X498@DO0XLY00010Xr ot
5Mut t X10110000Xd000814%Pi | | X Mt t XPL9ED000XX000100 X069 x"
7Mut t X1001100004Kt oOBftLXI ot IX'10' 110 18800t X10B0X0011080001 X'
9Mut t X110110000X1008fidxi " 1 XI®Mul t X10000.0000XP001000¥0¢ 001 Ix!!
i Mut t X100110000X1008Q0A1 X100 K1 12Mt t1¥36J 1100Q@X100104Gp6pt al x99

10 7 - Muit X 10000 x'° 00101 x'ott
8 Mult x'on 10000 x'° 00110 Xt
9  Mult Xt 10000 x'° 00111 X
10 Mult xi 10000 X" 01000 x'ooot
' . 11 Mult X toool 10000 x' 01001 xioou
) s 12 Mult X' 0000 0 x'© olo10  x'o
U 13 Mult x'otol 10000 x'0 01011 x'ott
14 Mult x'o 10000  X'° 01100 11001
15 Mult X oot 10000 X' 01101 Hott
16  Mult xioil 10000 X" 01110 ol
20 17 Mut  x'® 10000 X' o111t xt

18 Load ? 10000 ?

19 Mult(sq) P 10000 P .. 10000 p'

20 Mult (mult) P (b-1v10  X° 10000 px®

25 |
| [0029] For each step, the accumulator value is the first input to the multiplier 240,
: ‘the source address specifies which RAM table location is read to provide the secénd
o J - input to the multiplier 240, the output of the multiplier 240 is placed into the
30 . accumulator 250 as the new result, and the destination address specifies whjch location
' mRAM table 210 has the result wntten into 1t
~ [0030} In the embodiment of the example, in step | the base value X is loaded into
~ accumulator 250. Since this lS a load operation, the inputs and output of muitiplier 240
are irrelevant and may be ignored. As a part of the joad operation, the new contenfs X
35 of accumulator 250 are also wﬁtten to location 00000 in the RAM table. Instep 2,a
multiply function multiplies the contents {X) of the accumulator by the contents of (X)

~ of location 00000, producing a value of X'° in the accumulator. This result is written to

10




13Mut t X1010110000X1001011X10111 14Mul t X1011110000X1001100X11001 15Mutt Xi
100110000X1401101X"011 16Mutt X' 101110000X1001110X11101 20/03/2006
17Mut t X1110¥00000833001111X11ttt 18Load------ ?10000 19Mutt  perUS02/29802

(sq) PLOOOOP10000Pt 0 20Mutt (multi P(b-1)110Xb10000PXb 100291 For each step,
the accunul ator value is the first input to the nmultiplier 240, the source

address s péiafion $0080i fithd ¥ANM ableewheredf mePbé BsddaBAmba iRV AGintdiSreecond
input to the nultiplier 240, the output of the multiplier 240 is placed

nto the 3Qae@eiidals0n 40 33m? aflilpi Fittibn rfilol A LlBHld I addr ess

"specifies which location RAM t 10 has WE Tt into it.
[00301 In ' of apple, i ep .the base value I S

oaded i nt Eﬂ%g%%ﬁgﬁogﬁ gﬁheé:g&egéi(gﬁgfrﬁ)ﬁ?tgoq @m@bt &’98”%%? é‘?‘l"?)ﬂ,‘ tHEﬁTenput s

and out put _of nwltiglr#%% 24}0 .are irrfl evant and may be ignored. As a part
of the | oaBrUpRYRT thf hpherinfed "ruiendntascalior80QM . dp stepdi anodher sxidtipdy e al so
witten to_|ocation 00000 in the ﬁAMtabI e. In step 2, a multiply function .
nul ti pl ¥ esfungdonmuttiphiesthexpnigats(Ke ) af theragtumeatoppy thewoventsd®! ™ 0bf ~ (X)  of

| ocati on 00000, producing a value of X1 in the accunulator. This result is

written tolot@ioA00080,q23BRIPOVA OXB' in (RETEURNA430 8RR HapeaAkd RWrkRQ00 of
the RAMtable, where it may be used for nost of the renmaining pre-

cal cul at i o 164268 0000 STIRAeRaintipOkdR's- k1IN the FoIRFHE (whRhiigs the
contents (X' ") of the accﬁrrﬁll at orajb%y t he gontgnts (Xs?ébo@{logglthitgi 00000,

R e | e e P
oL, gl G Dl ool s oo .

witten to |ocation 00002. The remaining steps 5-17 follow the form of
step 419 i A0GHilch tBeoneembedimentstips dcldupraenedhe RAMiablg H1Q efd 6ipddt h
contents of address 10000 (X10), and the '
powers of X, which may subsequently be accessed during the exponentiation phase.
Other embodiments may have other sizes of tables, which may require a different
number of steps to produce. As a general rule, the number of steps required for pre-
ca#cﬁlation is equal to the ﬁumber of table entries plus one.

15 [0032] In onie embodiment, the pre-calculation steps 1-17 are pre-determined, i.e.,
they follow the same process every time, just using a different base number. Once the
pre-calculations are finished, step 18 begins the process of exponentiation. The

| exponentiation steps may-vary depending on the value of the exponent being processed.
| In one embodiment, to begin an initial value is loaded into the accurnulator at step 18,
20 and that value written to location 10000. The remaining steps may take either of two
forms, which are exemplified in steps 19 and 20. Ifthe ‘operation-to be performe_'d' isa
square (a;s shown in step 19), the value in the accumulator (designated as P for this
~ example) is multiplied by the contents of location 10000 (which also contains P). The

result is the square of the previously accumnulated value P, which is then placedin

' .25 accumulator 250. The result in the accumulator is then written back to -1ocation 10000,

11




results are witten to a destination address that increments with each
operation. to 100311 In one enbodinent, steps 1-17 produce the W(§§2|2?)06
he
0
I

210 of 16 oveh ozpeydss of X, which may subsequently be accessegdraidos g
- exponentiation phase. Qher enbodi nents may have ot her sizes of tables,

which may require a different nunber of steps to produce. As a general
number of 1 anTeRsn i ERE R LGk B R T B aoRi e
pre-cal cul at steps 1-17 ar re-determined, i.e., the foliowth samne
process evelpflfq.?'l’%eéﬁgjal%l{l%lfg i%ﬁéngoglih? P Eer“‘éﬂ%uqﬂﬁg EU'HEH%E&S.SP‘%)’%E‘ Hepe0. the

pre-cal cul ati ons a,re finished, 8 begins the process of

_ tep ;
~ exponent i at Vake ITHE acelipgAentsi B Hiphedsethe Val aute jelepbintiraspddiest fee val ue
of the exponent being progessed. |In one enbodinent, to begin an initial
“value is | o&dé@ldiﬁ’ﬁﬂ\mmﬂé 2508 Yns Exameplelatvittthpprodast btigatmted nahe val ue written
to location 10000. The remaining steps may take either of two fornms, which

are exenpl i hdcathulaostiapae dbedithed thel selebitd somee addresd i§ @-bp Neef priped is a
square (as shown in step 19), the value in the accumul ator (designated as P

for this esarpl Binisy dﬁe'bh'?,queged? ﬁ%h& B@d&aﬂ&f?{b& Rboraf el 20 cAAAAQ (fhi ch

al so contains P). Thé resu e square o e previously accunulated

~val ue P, whj i h. j cunul ator, 25Q. , The r t4n the
accunul at orgt(?%dtvﬁleutﬁ%\%ﬁ}aﬂog% q(ri)l'algﬁe égulﬁgsctg?rf 85'%'65@%90 IlTagﬁ'} 8@690 5w

03/ 027833 PCT/ US02/ 29802 Thi s oper ation represents the function in block
130 of Fi g.OPpration repfesehfsdha fingtion @ teck RO ¢ldigely Thusealienpey prejatiop. Bhe of

t he pre-cal cul ated nunbers (as shown in step 20). the value in the
“actunul at oraccempiatedi yalueds faypd ithboth she accumutater apd lasstiond ! §W0f thedRifiMess (a
val ue designated as Xb in this exanple), with the product being stored in
the 5 apcumblao0. Whenaliepentiont iwabeer fansleledohe indaesudids addlirctsahtie (b- 1)
/ 2 (i.e., b-1, shifted right by one bit), where b is the odd-valued 5-bit

exponent usgéhh®afeorhhd iAlbeatiola 0060 6f e Rualiussiakid.hat | ocation. The result
is then witten back to | ocation 10000. This operation represents the

et LIOBHICK BRI iy iy G o P ORER MR 200
e AN 10,1 B0 BB BRARARY FeF oSBT T
table 210 its operation. In one embodiment, multiplier 240 is a Montgomery multiplier.

1S [0034] Fig. 3 shows a block diagram of an exponent processor 230 according to
one embodiment of the invention. In the illustrated embodiment of Fig. 3, the exponent
) j to be processed is loaded into exponent storage 310 and then moved into bit holder 3 12
in small sections to be examined. In one embodiment, exponent storage 3 10 is large
enough to hold the entire exponent at one time. In other embodiments, exponent
20  storage 310 is only large enough to hold a portion of the exponent at one time. As the
first pbrtion of the exponent is passed on to bit hoider 312, a second portion is loaded
into exponent storage 310 to occupy the space vacated by the first portion. In this
manher, exponent storage 310 may be kept reasonably small, even for very large

exponents, and the size of the exponents may be increased without redesigning

25  exponent storage 310.
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100331 Multiplier 240 may be of any type. In one enbodinent, multiplier 240
requires nultiple clock cycles for each operation or step and i $%2006
control | ogveofmenrsssits operation. |In one enbodinent, nultip%&fﬁj- QgdrS 2
Montgomery nultiplier. 15 [0034] Fig. 3 shows a bl ock diagran10? an
exponent processor 230 according to one enbodi nent of the invention. In the

i |1 ustrat egoosspodi meete inastﬁmenemdtrh&t%xp@t@g%mla%@ﬁ 5@&9@%&%3;&04 oaded.

i nto exponent storage 310 and then noved I'nh I'n smal |
sections tgr 1 . - i_men popent storage 310 is |large
enough to ho{ﬁg etQ ﬁ%}{&éﬁ? %na%%(r%ﬁﬁ%ﬁb?tﬁg{ide%}qefj%_pa H Ot ﬁ"e?"eé'ﬂﬁ’(?gi"heé'ﬁts,
exponent 20. storage 310.is only. | ar eno to hold a portion of the
exponent agngﬂ@e{ ? ﬁe'.nc Agest%%"a%ﬁ"rp@faqlgBPPﬁ %ﬁ?%‘sﬁf’r‘iéhaéilﬁgﬁé‘h?‘eibﬁs phd¥8ed on to
bit holder 312, a second portion is |oaded into exponent storage 310 to
occupy t he®PRREY Ap8 OHEEY B ffarecxnansat sored DY, andipreshits thasehitein pasisbnent
storage 310 may be kept reasonably small, even for very |large exponents,
and t he si foepatern detegrpdife rfics thegyrevious eamiseth syistehohivingeoablefilog 25
exponent storage 310. 12 WO 03/027833 20/03/2006 PCT/US02/29802 [00351 .In
the illustvahiesdné uposlh Teabit@tulfipltand, thObHiftRdiEler indihdesA A4S 1§ PRsdPr tion

of the exponent that is exam ned for predeterm ned bit patterns. En one
enbodi mentpine Rirsedn@ve Bits Blank leAimé N ifs Fea At -
‘register tﬁat sh?fts instﬁ% ol?l?gtbgﬁtz’ﬁgﬁ%eé?gt%ée'n{\pgﬁg&%%&cg?ﬁ%&ﬁortr-e from
exponent ona 10,,and presents, those bits in parallel 5 for pattern
-det ect or gﬁﬁt?hlgg?s%tﬁrethﬁyg}ﬁ%c?ﬁéi?séirgﬁ%'l e of a systemhaving a table of 16 -
\(aues an(i to alnfi ve-bit nultiplicand, the shift register includes nine
stéges to %ent Rinf smeedisieaty priamdetestor d1paxamines mulfiplertit positiongin one
time. As the bits reach the end of the shift register, they may be

di scartled bithob®6317 in panadiebndtidn mpatisrmpisndetested that watrants 8 inditéplani nes nul ti pl e
bit positions in 10 bit holder 312 in parallel. Wen a pattern i s detected
t hat war r apératien, mhd MU TYsigresd & ratuimged, to thitcholded BT2 6 @igaer dny necdssaryied to bit
hol der 312 to trigger any necessary changes in its operation. At the sane
time, thecpageenStsUpetation! APIR shednhe) El'le%glgééAaf ﬂﬂg,ltabtlé‘ﬁcmﬂntdﬁﬂta'irﬁﬁ@d In

this multiply operation is placed on the S DDR 't nes so tha
the multiplicand in this multiply operation is placed on the SRC_ADDR lines so that

the muitipiicand may be read from memory.
15 [0037] Fig. 4 shows a sbhema_tic of exponent processor 230, according to one
embodiment of the invention. In the illustrated embodiment of Fig. 4, exponent
_ 3 . processor 230 examines the bit patterns in the exponent, and determine_s'when a
multiply operation is waﬁmted and which value in table 210 is to be selected for the
multiply operation. The embodiment shown has five external signal connections: three
20  single-bit inputs RST, CLK, and CE, oﬁe single-bit output DONE, and one f.i-ve-bit
output SRC_ADDR. RST is the reset signal that initializes this and other circuits.
~ CLK is the free-running clock signal that operates and synchronizes this and other
circuits, while CE is the clock enable signal that determines which clock pulses are

used by this circuit and which are ignored. DONE is an output signal to external - .
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the multi plicand may be read fromnenory. 15 [00371 Fig. 4 shows a
schemati c. of exponent processor 230, according to one enbodi mentz(p/fogpgooﬁ

i nvention. {ypds@7dsk! ustrated enbodi ment of Fig. 4, exponentpciiReasme’ 230
exam nes the bit patterns in the exponent, and determ nes when a nultiply
operation is warranted and which value in table 210 is to be selected for

the multip ' ROGH B o SiB e ' ligsignal
connect i ons':cyx%tﬁﬁzée’fqégﬁg}hﬁgpg?rgi tB(lghrmeqﬁt SO%ST%M{E‘E%? Sfe{ir%%&é{{g%g?sqdﬁ%s e-bit
out put DONE,, an ne five-Dbi Q . RC, . RST is the reset. signal
that initi afﬂ%gecgﬁ?‘% SaHG® 64#%59 ogitpi’%i{i%&' Kis the free-running clock
signal that operates and synchronizes thi.s and other _circuits, while CEis
the ol ock eHiIBb si dnie 1 RdederioRimey ShRisc . Poles il sds el = WSakiny
this circuit and which are ignored. DONE is an output signal to external .
13 WD 03/ 02F@atelzan g8 t2epger PORreSs/1o 9®oansshift tie bits gf thetehpenenhdacase r ent
exponentiation is conplete. SRCADDR is an address that selects the source
addr ess  fbdRig baliiaadd dtan? fen Hfe3 Sheletpbieat islihivialy haeel @rbagonant. of Fi g-
4. flip-flops 451 - 459 forma serial-in parallel-out shift register and

are used tostésagé 91@%e$@ﬂtistshiﬁfrbﬁ Jut bie ot a@zhﬁm@?frﬂ_@@l‘?ﬁllﬁloﬁ t‘?t.\ﬂ"iigl st R

- eval uated at aRiy gi'ven tine. e exponent is initially |oaded i.nto exponent

. storage 310,. I el ol i ' . ' i ' | op 451,
~whi ch shif Doy B8 £52. PF!“E? ?‘Tbafaépigﬁ? lé[“h%%{’gé‘ﬂ’?ép‘f“gl’% %@éﬁg‘tsg?’fééé P bop |
enbodi nent,, exponent_storage 310 jngludes a shift register. In one. ‘
embodi ment | MSKHEFETR 38ETg dn STReBIGIEICRin FYPORCRIArPEs | OIS 0B BOIGRt . and

GE% be rel oaded as the current Fortion is shifted out. 10 100391 In one
enbodi nent ,ofttheexpopentesnd may behiefoader! athe cument pReiop|igslafiedomt. of  exponent
storage 310 fromthe nost significant bit first to the | east significant

bit |asw. [0039) acelntdne enibiodiment,aheexpunientriskhifted ent from EiegBITqutpdtiop- f | ops
451 - 459 are shown shifting the data fromright to left, so that the bit

posi tions igkpbit@t StoRge 31D &ofh Wk si)IsBy eslficint bitdirsao MwelBist eizalfichwbivlastof nost
significant glts to the left and | east significant bits to the Is right.

?[]1)]; ;ggogar | p1fde thilbits HAConbaHRER drl& RFS 4t RipRRopgssh L aBoQH sHRbmARITAREN!

| 'the data from right to left, so that the bit positions in the diagram are displayed in the

conventional format of most significant bits to the left and least signiticant bits to the
ts  right. Shift control circuit 420 causes the bits to be shifted out of exponent storage 310
| ~ and through the flip-flops by using the STEP sig:nal on the associated clock enable

' M} ' inputs. Each pulse of the STEP signal shifis one bit of data out of exponent storage 310
and through each flip-flop 451-459. In one embodiment, center flip-flop 455 contains
fhe current bit ¢; described earlier, while flip-flops 456-459 contain bits €;+1, €u2, €i+3,

20 and euq, respectively, and flip-flops 454-451 contain bits e, €.z, i3, and e;.;,
respectively. The contents of these nine flip-flops may be exaﬁlined to detect certain
predetermined bit patterns that trigger a multiply operaiion. Any other bit pattern may
result in only a square operation. In the illustrated embodiment, a ‘1’ bit must reach the -

~ center flip-flop 455 before a multiply operation is considered. Depending on the

‘25 contents of the other flip flops, the multiply operation may be executed at that time ot
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and through the flip-flops by using the STEP signal on the associated cl ock
enable inputs. Each pulse of the STEP signal shifts one bit of Zba}@39‘2t0(ﬂ§
exponent stWO00382B3D and t hrough each flip-flop 4517-459. | pcon®oe2/29802
enbodi ment, center flip-flop 455 contains the current bit e; described
earlier, while flip-flops 456-459 contain bits e, +r, ej+2, e, +3, 20 and

e, +4, resp%ﬁ_\w@&éfemﬂﬂfﬁtiwo%-fﬁ99§cﬁ5&*i§ﬁ&d&‘?rﬁﬁ't&}aﬁ%§?ﬁ‘?roF" e f e-3,

and e, 4, respectively. The contents of ese nine ops may be
exam ned t . certain [ ermned.bi,t patterns that trigger a
m 1 ply onaSpiEkoR R apse R TRt SR e BimbeetSh Lar o
operation. ,.n.the illus rate%.enbod' nt, a 'l _bit nmust reach the center
1ip-flop 458 inslydsddn aachﬂ"tlil r‘-‘;?“B'beJFg?EfFﬁ?FF’iWé’eeéﬁs%oQé#esat.s e Ses@lTient on t he
25 contents of the other flip flops, the nultiply operation nay be executed
at that ti P ‘s 24’ Wonoziloperesnetedelioeos fourdits UsdRe¢Rosod tnayale def err ed
until nore - 1" bits can be included. The total number of nultiplications
to be pérf edditidnalhly's md e fer riuttiylichyormantiinhicsk agditibe - Ny psihehigh bite, bits
included in each multiplication. Therefore, when EP 230 detects that the
current  bHowewer ﬁle%iulﬁ)%lidaiioﬁrﬁﬁ:s plasSbEroe ah?@%‘fh@l‘l%s%fsfeg’%t&'tﬂes' to

Il “1's, ti'p

~determne if there are addi ti ona and defer nu I cation until

t hose addi A FE ' : Coas | tiplication must
‘take pl ace%ﬁ?‘oarng 'i‘ﬁ’@eg‘?“ﬁéwgﬁ? %c;ed%]gsesgg\ﬁgét‘% e%tf'}'t eecq%u}t(?ﬁ{jfreg?ﬁeqqs | ost,
so the foug bit recedi ng, e,. are al go.kept in the circujt and preserved -
for use. | iR Toitheistuatetcrabatisiente e b1 it o ot pigaitica himslops

mnifi cant_fl iqp-flops 456-459 are used to formthe source address in a
whtiply op¥r&ds asnussd ta &racthe seurae addrpssrin p snuliiply pperaten byisedectidgeal ue from
table 210. After a nultiply operation takes place, these flip-flops are

cl ear el sqpartidwdear prévealailated malue franciablel?40. Wifler s amitiply opdriationiakés glcepsed i n
nore than one nultiply operation. .[00401 In the enbodiment of Fig. 4,

gates 431 theséIfp-fiopear cldafedRotthfahdre ¥ cHARWWthataRé Sithe INBItaviH be usddon’ t'
care'. Wien one of these bit patterns is detected, the MILT 15 signal is

asserted' iﬁ_%réﬁﬂﬂoﬁéﬁﬁﬁgﬁl}?%érﬁt%rﬁs a multiply operation, whereas the -

absence of the MJILT sign Itiates a square operation. gates 331, 335:.
[0040]  In the embodiment of Fig. 4, gates 431 - 435 detect the bit patterns shown

below, where x = ‘don’t’ care’. When one of these bit patterns is detected, the MULT

15 signalis asserted. The MULT signal initiates a multiply operation, whereas the

absence of the MULT signal initiates a square operation.

) gates 331, 335:  xxxx10000
e gate 332, 335: xxx1x000x
gate 333,335: xx1lxx00xx

20 ‘gate 334, 335:  xlxxxOxxx

- gate 335: Looooexxx

[0041] Shift cifcuit 420 asserts the STEP pulse for each #s_s_ertion of the clocic
enable signai CE, thus causing the bits of the exponent to advance through the circuit. |
"~ However, a MULT signal disables the STEP signal, allowing a muitiply operation to
25  take place without advancing the bits. This is in keeping with the square-and-multiply
| process of performing a square for every bit in the exponent, while also perfonhing a |

multiply operation when 1’ bits are encountered. Since the multiply operations are

15:




Qate 332, 335: gate 333, 335: 20 gate 334, 335: gate 335: 100411 Shift
circuit 420 asserts the STEP pul se for each assertion of the cl %YO? Ql@l(%

signal CE, wousngmesi ng the bits of the exponent to advancep thﬂg sh
¢circuit. However, a MILT signal disables the STEP signal, allowng a

mul tiply operation to 25 take place wi thout advancing the bits. This is in

keepi ng W tferfoh@ed Sisafatel 2 RelmTHE §dtﬁte>’opera(9t'bﬁ§(?ﬁéblﬁﬁ &HﬁcE;Bf? I'ﬁguéu Rqdaye for

every bit in the exponent, Whl e al so per ormng a nm pl'y operation when

1" bits ar red are 15 WD 03/ 027833
20/ 03/ 2006 lﬁ?’%‘ﬁ'ﬂ%@éf@@@@@p ace\ o% med HH'g rpa¥aé1°5 fg aec squar e operations,
the shift f ion js |nh|b|1edt keep. the bits in their_proper place
while a nuﬂijﬁﬁly opBroREi g oRungnL €; qaan%r:ﬁ%t“pomms thersignal ARowdeseent ,
clearing circuit 415 asserts the signal CLRto reset flip-flops 459-455.
CLR i s assdlpdlersdid-Ags aChids mﬁ@sﬁmnﬁy systemngesph by tiRSigneWREElwhichear s al |
the flip-flops), or whenever a nultiply operation takes place when CE and.
MULT areé baldarsadithe flgd flogs santhicngveChfdaply @peanyn tdkes platSwhen CHase bi t
positions to be cleared out after they are involved in a nmultiply

operat i on, MOLTRrdwsih hiten&d. fREsEnf?lfg CIR eMBEY 4T | eBfedn thése bit rgos&.bﬁmotb%l ng

involved in nore that one nmultiply operation.” This cleari of flip-flops

on a mul ti Qiexreﬁ%ﬁgﬁér%r e}’x%)sgé@% Qﬁ.ﬁfp %Q%rgtﬁﬁfﬂhf'&lhai}%: é%Pecp&t to need

“to exam ne every never propagate past a
certain point in the, g of fli ps because thejr |eadin s wll be’
Cheared by PRVRRHTEeaRy * Gikdfort peing "g‘ﬁOif"f’F;arﬂ%ﬂ%ﬁ%éhW%@E bR THEck f or
those |'s at certain bit positions. For exarrg the pattern xxxx10000

ted ggers apleaiingeefi (Hpdlops po o mruitiplp epematiemis (v g@ntegtmnegatesﬁﬁ)l 43§|dncxet anot her
"1' bit won't appear in the center position until the existing ' 1' bit 15

has shif t edeedut exdminh evérlyibp- Jectpin. bifffattsmawitlinelgr pyppagatei past a eesteinpoirte 1'
bit to a V. Gate 432 checks for pattern xxxlx000x, with a "don't care' |
i

t he cent erinlthé cheimb£ApHRopsecduse HRE lediengdBt Wwhll BeXloireMYUhultiplhyt h a " 0" i 2
~the center bit, since the "I' bit would have been
operation, eliminating any need to later check for those 1's at certain bit positions. For
‘example, the pattern xxxx 10000 triggers an immediate multiply operation (through gate
431), since another °1” bit won’t appear in the center'bosition until the existing *1” bit
15 has shifted out of the flip-flops. This multiply _operétion resets the ‘1’ bit to a ‘0’. Gate
| '432 checks for pattern xxx1x000x, with a ‘don’t care’ in the center bit. Gate 432 won’t
} see the pattern xxx10000x, with a ‘0’ in the center bit; since the ‘1’ bit would have been
previously reset when gate 431 triggered a multiply operation. Therefore, gate 432 can
only be triggered by the pattern xxx11000x (with a ‘1" in the center bit); and there is no
20 need to examine thc center bit since it may only have one valug in the pattern
| xxx1x000x. By analyzing the other gates in a similar fashion, it rﬁay be seen thata
‘multiply operation is lonly triggered by these gates when there is a ‘1’ in the center bit
' position (flip-flop 455), and the remaining four flip-flops 459-456 contain any value

~ from 0000 to 1111. This technique of eliminating possible bit patterns can pertnit a

25  group of 16 5-bit patterns to be detected with only the five gates shown. The contents

15




previously reset when gate 431 triggered a multiply operation. Therefore,
gate 432 can only be triggered b y t h e pattern x x x 11000x Oyt ?2\0016
' in the cewoO®s/wiss), and there is no 20 need to exam ne thﬁcf,gggﬁigsggt '
since it may only have one value in the pattern xxx i x000x. By anal yzi ng
the other gates in a simlar fashion, it may be-seen that a mnultiply

oper ati on % tmiopr flip- Gepsr468-459 atchesé ag dtedsaswiighi fich s6urtSadiresPbitmid he cent er
bit position (flip-flop 455), and.the remaining four flip-flops 459-456

contai n anyeathd tflue but@MRARS: $iech 1bdations THRA M @B 1QUSq e e:'*aﬁfi@éhb&@
possible bit patterns can permit a 25 group of 16 5-bit patterns to be

det ect ed wi4sh agyukes hit@nly - GRNRS bR DA M 11§ 024833
20/ 03/ 2006 PCT/ US02] 28 Odéﬁofthe P %@r f fwg%%%@’gﬁ’%‘éﬁé%‘g‘ééﬁie t he

| east si gnigf 6 1 read g.val ue out of .the fjrst

si xt een Ioélét%siﬁg%tsj eﬁm& =n té%?%s%ﬁésa%cﬁﬁstoﬁzb'ﬁ?' WiFrEb b? POY "ﬁB‘B'“assur es
t'that -only dznu r hit patterns wll trigger the nultiply operation. The
i |1 ustrat eﬁlﬁ’%%ﬁﬁé@ e A predelermuAd %&%@&e&mébmy notatighéhdlh i s the
5-bit value in 5 flip flops 459-455 when a predetermined bit pattern is
detected. Hel3pangdt(#ba theopp of Fig. 4 igdigates( 1By bitanositiody ofithe sduecetaddres. Bitg. 4

indicates the bit positions of the source address. Bit. position (4) is

hel d | ow bpesiicne(4) b leldlvhoskica®sa thio BhipodigRmhs ox B redls vhlkedFrémehd WSt 1616
| ocations of the table, which requires only four bits in the address.

[0043) In pofichaReic L, whER qliebsTorls fis 985 i fhe aBlikld P! exer 440 sel ects
the 10 source address fromflip-flops 459-456, so that one of the 16

pre-cal cul val i r tabl e.210 .and used in the

rm? tiply o@gggti onﬂ?%éen mﬁg}t’g‘y&%Wérafsee&ed’t'ﬂ@ua@f‘guﬁag sﬁll‘d’%? tes 10000
is selected b | tiplexer 440, _and the contents of that |ocatign are then
read alfd pﬁ%(ﬁ%&ggrefﬁgﬁtﬂﬁﬁ?'&o%?séﬂgf’ sathat oag phthe| 1§ prseaisylaedivalugsde at i on
10000 may contain the current accumul ated value of the product for 15
exponent i dEbert o RAM dalle 2 I and ysed inthgmultiply dpectinn. When MULTlisat bit has
been shifted out of exponent storage 310, the DONE signal may be asserted

t 0 ext er nassertodt the default eddressyl 0000 isrsglect dytrhaltipleacratdfpaminhecdiitéss 60O
exam ne. Gate 425 may delay the DONE signal if a nultiply operation is in

Fngir ﬁ\sl Z -ntﬂiu{ct) Eﬁbﬁﬁ&m EreGherbread QNbprovidkd temuhiflien2amr As ﬁﬁvioﬁsl? gescappdi ment of
| lpcation 10000 may contain the current accumulated value of the product for
15  exponentiations, or X'° for pré-calculations.
[0044] When the last bit has been shifted out of exponent storage 310, the DONE
J - signal may be asserted to external control circuitry to indicate there are no more bits to
examine. Gate 425 may delay the DONE signal if a muitiply operation is in progress.
- [0045) Fig. 5 shows ésystem 500 according to one embodiment of the invention.
' 20 . In'the embodiment of Fig. 5, a central procesging unit (CPU) 510 is coupled to
| exponent processor 230 and is also coupled to memory contrdler 260. CPU 510 s also
coupled to main memory 520, which in this embodiment is separate from RAM table
210. CPU 510 executes instructions located in main memory 520 to provide data and

initialization commands to the exponentiation processes perforqu by exponent

| 35 processor 230, multiplier 240, accumulator 250, memory controlier 260 and RAM table

17




20 In the enbodi nent of Fig. 5, a central processing unit (CPU).510 is
coupled to exponent processor 230 and is also coupled to menorycogntyoldEs
260. CPU 5M0ir3/0zm830 coupled to main nmenory 520, which in poraisexri»soz nent
i's separate fromRAMtable 210. CPU 510 executes instructions |ocated in
main menory 520 to provide data and initialization conmands to the .
exponent i at b 0f) aRY RERESCS 1HRYESUAE PREAuERE BXRERRRYIcED (RIAEBRHBMimed0mail tiplier
240, accunul ator 250, nmenory controller 260 and RAMtable. 17 WO 03/ 027833

20/ 03/ 2006 1 Blib-SHAnéi3ilan adflic Afbeh 8 8ERENER (DR A Unl Boficduced by
these devi ceSm PR onec enbodi ment, main nenory I ncl udes §ynam c random
access nenory, ( . I n_anot . aodi nent,, mai n _nenor L hcl udes
static r andﬁ?%@gg’g& “ﬁﬂh‘BF?"‘Z’%’ngcﬁ@e@é%i mﬁﬁigmparcé?ﬁsm‘%}/y gé@éwbed

exanpl es used a table of 16 pre-cal cul ated val ues 5 based on 5-bit
“exponents, WAk he Fhe pevieugidstribeh cuaplpnused agbioob) & presalcatad vatyeser

val ues may al so be used. In one enbodinent, the table may contain (2nl2)
pre- calscul setion adbitex pbaees) awhthe patvérn desepoorewsshasethoh $hé pattctner Qtidet ect i on
may be based on . patterns of (2m- 1) bits. [0047] The invention may be.

| npl ement edvalfes GldyGldo Beused. Bon8 efiboliRfknt, thetabkinayvoatdin @T/I|ye-al so be
i npl emented as instructions stored on a nmachi ne-readabl e nmedi um which may

be read and,pxeedi widibadid dnSAHl RPEnARO GRS HRpakemREll @Ik Be bideAGhI ONS

descri bed herein.” A machine-rea abPe medi um mfy i ncl ude any” mechani sm for

storing or transnifg?iégg}'i%inforrmtion in a formreadable by a machine (e.qg.,

a conput ePfIeTEyP -2 machi ne-readabl e medi um may i ncl ude read only

mepory 15 . (ROM; random access nenory (RAM: nmmgnetic db%b orage nedi a;
opfr? cal stdf medTke inyeaiion "??é’rhﬁ’r‘?‘l’mné%’s‘,“ %rp'ée'gpr g megiod; f!ﬁ;r—',
acoustical or other formof propagated signals (e.g., carrier waves,
i nfrarad siimpeation maygisbdk implymehted as insiructionsgtoseden & magignerggadahie f or egoi ng
description is intended to be illustrative and not limting. Variations
wi |l occur niedidniosigick fnag bk Iréadiand ehecuted by at iaseoneqroasion s pexfarmi theended t o
‘be 20 included in the invention, which is limted only by the spirit and
- scope of -t Ilag ABRCRLERbedHefdilS A machine-readable medium may include any mechanism

for storing or transmitting information in a form readable by a machine (e.g., a

- computer). For example, a machine-readable medium may include read only fnemory

15 (ROM); random access memory (RAM); magnetic disk storage media; optical storage

media; flash niemory devices; electrical, optical, acoustical or other form of propagated
- } signals (e.g,, carrier waves, infrared signals, digital signals, etc.), and others.
[0048} The foregoing description is intended to be illustrative and not limiting.
Variations will occur to those of skill in the art. Those variations are intended to be

20 included in the invention, which is limited only by the spirit and scope of the appended

claims.
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18 19 24-3.06 What is clainmed is: } An apparatus, conprising: a bit
holding circuit to hold at |east a %ortion of nmultiple bits of an exponent;
a pattern detection circuit coupled to the bit holding circuit to detect
occurrences of any of a plurality of predetermned bit patt?ggg in the bit
hol ding circuit, the pattern detection circuit conprising a first output to
assert a first signal in response to each detection of said occurrences,
t he pwihhEas gaigetiection circuit further conprising a second output to
provi de one of a plurality of addresses to a storage device in response to
sai d edatepdetiestdomprishfy: sai d occurrences; and a nultiplexer to provide a
default address through the second out put upon non-detection of said
occur?@h%@”g CQTCU'tI‘fFIéO'é}Qb'a@?é?lHSm@T of utipte bits ofdmeaxpénent; t he bit hol ding circuit
%t ara | el out shlft re |ster 3. The apparat us of
cI a a ‘%? c“' g '“ B PeaureseR Oy @ %{WQHV 9fal ues of
ac de ectl

a basg, ! dete b't fat %‘ ﬁ}e tECt QH"’ é&?fﬂprlﬂ“g@ [ °“§ Wil ity
al CC
of Prafaanss B bh RR AR oS a%{i Ngenalf: it R
pl ur aéd:dé‘acﬁ ete Fjﬁﬁs%ﬁzeo%cur fenceb’ 5'n

plurality of powers includes only odd vaI ued powers 5. The appar atus of

cl ai na Bultipiber @i ploviceacdefaft adaedd titbughahd $atodtf outiueaRhebRuaedioRblsaRAt t er ns

i ncl vabegirenhes. cor r espondi ng particul ar one of said plurality of addresses.
6. The apparatus of claim1l, wherein: assertion of the first signal is to
i ndi o%fréeapﬁfr‘tﬁttﬁqﬁlc‘?mbbwhaﬂelnon to a square-and-nultiply circuit; and

nonais odlrst sig |st0|nd|cateasquare operatlontothe
squarg L ‘f"ic'ﬂ\' eF @ gpral-in P?"a”el'r?ét%b'a@ﬁ?fus of claim1, wherein: each of

the p§ %gégp%yat‘%ﬁu%% p%%gr ns includes at least two bits. 8. A system

conpri upl'e {'o a main menory;,
the storage device is to contain pre-calculated values of a base number raised to a plurality of powers; and

each of said plurality of predetermined bit patterns corresponds to a particular one of said plurality of
addresses,

4. The apparatus of claim 3, wherein:
the plurality of powers includes only odd-valued powers.
5. The apparatus of claim 3, wherein:

each of said plurality of predetermined bit patterns includes the corresponding particular one of said
plurality of addresses.

6. The apparatus of claim 1, wherein:
assertion of the first signal is to indicate a multiply operation to a square-and-multiply circuit; and
| non-assertion of the first signal is to indicate a square operation to the square-and-multiply circuit.
7. The apparatus of claim 1, wherein:
each of the plurality of bit patierns includes at least two bits.
8. A system, comprising:
a CPU coupled to a main memory;

an exponent processor coupled to the CPU to detect a plurality of predetermined bit patterns in an
exponent;




an exponent. processor coupled to Ege CPU to detect a plurality of
predeterm ned bit patterns in an éXponent; 20 2d .3.06 a storage device
coupl ed to the exponent processor to hold pre-cal cul ated val ues of a base
number raised to a plurality of powers; and a multiplier cifgcyipg coupled
to the storage device to multiply an accunul ated val ue by a selected one of
the pre-calculated values fromthe storage device upon detection of any of
the plurality of predetermned bit patterns; wherein the storage device is
t 0 r eg elorage devdceaiupiedb tHeadxpdngniiro@esti @SHRISpré-EACIIA 10/ a0 OMEitse PURELESRE | N

r es polegepiyraliteefchwetetaadt i on of said any of the plurality of predetern ned
bit patterns and is to receive a default address in response to

non- d&frelipiepArayk capled tolhg sigrage Hevigs!temaltiply gn efcuprieidd vavebyreskldsied opabiites ns.

9. Th%’i??'g'_t”%tﬁ? Yluesraminesstorgpradeyics Upqrdetastion 9f any @ theilyrality of Pregietesniragibitr e t he
accunt'&t"&d val ue upon said non-detection of said any of the plurality of
D i BB Pl b €1 ocihne TP SHRY BAlcoll T s AR LSRG 0] 11
Pl ur alebfohsOlo JAEFEREREATHMAE aem b kb r%lftnéfydr d@;\‘@ﬁ?d é‘[” a t&%gnm @eﬁ\% 5 L1

The syshmEo@ksLh AsPorde to/hiALRIcRiion R Sai b e oYurdhty d?d) BEtSrnd il bﬂggﬁserr%nl y
odd-val ued powers. 12. A nethod, conprising: providing a base nunmber to be
r ai se@l The systgpovietains padiefdied by an exponent; setting an accunul ated product
equal to the base nunber; examning all bits of the exponent to detect each
of mihe myltinliepeiesdibisdo sruaredhdriacumpaeted vaigs upos geidndmdetedien efceidrmy afttecblyaltyuct
for eAPrFIBEIMingd hitthatiesrponent ; and nul tiplying the accunul ated product by
one Q&}gultiplef%re-calcu]ated powers of the base nunber for each

det ect% OWF YFCTR Ca & 4O/l t i pl e predetermined bit patterns. 13. The nethod

T, o Bl pllt B RRARDEA ke flclifed I Rallfhd b, ° P12 P2 Ol AT ed Davers

in a menory e sal d exam ning, squ aid multiplying. 14. The

met hod . phe SA@Wr didm § Whik@r conprising: calculating the nultiple
pre-cal cul ated powers before said saving.

the plurality of powers includes only odd-valued powers.

12. A method, comprising:

providing a base number to be raised to a power specified by an exponent;

setting an accumulated product equal to the base number;

examining all bits of the exponent to detect each of multiple predetermined bit patterns;
squaring the accumulated product for each bit in the exponent; and

multiplying the accumulated product by one of multiple pre-calculated powers of the base number for each
detection of any of the multiple predetermined bit patterns.

13. The method of claim 12, further comprising:

saving the multiple pre-calculated powers in a memory before said examining, squaring, and said
~ muitiplying.

14. The method of ctaim 13, further comprising:
. calculating the multiple pre-calculated powers before said saving.
15. The method of claim 12, wherein:

said multiplying includes removing from subsequent examination afl *1" bits used to address the one of
multiple pre-calculated powers.




15. The nmet hod of claim 12, wherei B, said mul tiplying includes renoving
from subsequent exam nation all '1" bits used to address the one of
mul ti ple pre-cal cul ated powers. 21 20.3.06 16. The nethod of claim 12,

wherein: each of said nultiple pre-calculated powers is an ogdzgower. 17. A

machi ne-r eadabl e medi um having stored thereon instructions, Which when
executed by at | east one processor cause said at |east one processor to
perform operations conprising: providing a base nunber to be raised to a
power 1& pée methediofljairan2,eveasirent ;  setting an accunul ated product equal to

t he base nunber; examning all bits of the exponent to detect each of

-nul t i PACE opsaiievitiniewrasdiciated pewersis ag odd mayear i ng t he accunul at ed product for
each bjt in the exponent; and nultiplying the accunul ated product by one of
mul ti?i'@‘ Btnﬁ'éqaé_gﬁ%'ﬂ“égugawﬂ%sf%ﬁd thREOn stacRNsHECHT Whienexseayted by pideast o of
any of YR FAITISAr & 'BPE AT HPHRSHE Y B O RYBPRRCOMPESINg he nedi um of claim 17,
furt her, G i Si ; i re-cal cul at ed powers before said

exam %F)Hg%%g%% ”g'gﬂ%rﬁ%ég:'t“""‘”’gﬁk? sfﬁ‘%ﬁ?ﬁ%fﬂﬁ?ﬂ&fyﬁnr?é?one%. The nmedi um of claim
17, WdingiaR ac®Muftedprddultlyiidl &b hd 6ddddEpérenoVi ng from subsequent exani nation
all "1'" bits used to address the one of nultiple pre-calcul ated powers.
20. Téweminigiall bitodf tel exponehifo delereatiof re@ple pide®ahifled B dattthg pre- cal cul at ed

powers is an odd power.
squaring the accumulated product for each bit in the exponent; and

multipl_ying the accumulated product by one of multiple pre-calculated powers of the base number for each
detection of any of the multiple predetermined bit patterns.

18. The medium of claim 17, further comprising:
calculating the pre-calculated powers before said examining, said squaring, and said multiplying.
19. The medium of claim 17, wherein:

said multiplying includes removing from subsequent examination all *1" bits used to address the one of
multiple pre-calculated powers.,

20. The medium of claim 17, wherein:

~ each of said multiple pre-calculated powers is an odd power.




