DATA-MOVER CONTROLLER WITH PLURAL REGISTERS FOR
SUPPORTING CIPHERING OPERATIONS Abstract A data processing
system ciphers and transfers data between a first memory unit and a
second memory unit, such as, for example, between a share memory
architecture (SMA) static random access memory (SRAM) and a double
data rate (DDR) synchronous dynamic random access memory
(SDRAM). The system includes a ciphering engine and a data-mover
controller. The data-mover controller includes at least one register having
a field that specifies whether or not the transferred data should be
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standardized confidentially cipher algorithm 'f8' or integrity cipher
algorithm 'f9". Figure 1
Abstract

A data processing system ciphers and transfers data between a first memory unit
and a second memory unit, such as, for example, between a share memory
archifecture (SMA) static random access memory (SRAM) and a doubie dafa
rate (DDR) synchronous dynamic random access memory (SDRAM). The
system includes a ciphering engine and a data-mover controlier. The data-mover
controller includes at least one register having a field that specifies whether or
not the transferred data shouid be ciphered. if the field specifies that the
transferred data should be ciphered, the field also specifies the type of ciphering
that is to be performed, such as a third generation partnership project (3GPP)

standardized confidentially cipher aigorithm 8" or integrity cipher algorithm 'f9'.

Figure 1
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