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5 Technical Field The present invention relates to a data obtaining nethod

for obta@pkpgigata via a network, and terminals for obtaining datachyymegns

of this method. 1o Background Art Due to recent devel opnent of

communi cati on networ ks,

obtaining data via networks such as the Internet

(downl oading) is wdely perfornmed. The data obtai ned via networks such as
the Internet is usually stored in fixed menory such as a hard disk. The

data stored in fixed nmenory, evepEIIRCOATIGRU (Central Processing Unit) and

RAM (Random Access Menory) are initialized by restarting the term nal

turning the power of the termnal off once then turning it on again,

resetting the termnal, can be accessed again by readi ng out the data from

by
or

the fixed menory iDATA OBTAENENGMESHQ@D ANIA'EERMIAlLdat a i s obt ai ned

via networks such as the Internet, the obtained data nay even be stored in

tenporary nmenory such as RAM An exanple of data in this manner
a programwhich is produced by utilizing Java (Java

appl et. va appl&t s
appl i %at ﬁ%r‘fﬁmcg@\}ﬁeldappl et is obtained via networks such as the Internet and
5 stored 10 25 THEIMALAN TIRBNHOP reldigs LS T Rt @/@%%'ggg'rﬁém%t Foped in

the termnal is s witten in HTM

Vi a rowser or Vview ng

p

is Java

by

(Hyper Tew:ainiig 'dapa venauRdRbrRNand avemMidls et obbdhimedadsbeneanded above,

when the termnal- is restarted, the tenporary nenory of Mis
initializbd, methbd.t he data stored in the tenporary nenory is elininated.

When data F045513135 20 MAY 2005 2 obtai ned via networks such as the

| nt er net
10

15

25

is stored in tenmporary nenory,
Background Art

Due to recent development of communication networks, obtaining
data via networks such as the Internet (downloading) is widely performed.
The data obtained via networks such as the Internét is usually stored in
fixed memory such as a hard disk. The data stored in fixed memory, even
after CPU (Central Processing Unit) and RAM (Random Access Memory)
are initialized by restarting the terminal by turning the power of the
terminal off once then turning it on again, or by resetting the terminal, can
be accessed again by reading out the data from the fixed memory in which
data is stored.

Also, when data is obtained via networks such as the Internet, the
obtained data may even be stored in temporary memory such as RAM.
An examplg of data in this manner is Java applet. Java épplet Is a
program wﬁich is produced by utilizing Java (Java application). Java
applet is obtained via networks such as the Internet and is stored in
temporary memory of the termunal. Java applet obtained in the terminal is
used via the browser for viewing Web pages written in HTML (Hyper Text
Markup Language) and Java Virtual Machine. As described above, when
the terminal. is restarted, the temporary memory of RAM is initialized, and

the data stored in the temporary memory is eliminated. When data



It can not be used again unless the data is obtained again via networks such
as the Internet after the termnal is restarted. There are a nunber of Java
appl i cat Fons/3wbi ch, unli ke Java applet, 5 are stored in fixed nmexorMAYafiser
bei ng obtai ned fromnetworks such as the Internet, and do not need to be
obt ai ned again fromnetworks such as the Internet even after the term nal
is restarted. There are also Java applications which are stored in fixed
menory of the terminal, and do not né€ed to be obtained froma network.

However, oﬁﬁhﬁnéd‘%@lﬂe@@%?ks)fsutlﬁ’ adeper Ikt 9 Staredsipnterhpusilyl fARmosRYa
appli cat lon" will hereinafter refer to a Java application which is obtained

froma nﬁtoatmrnkotsb@@ee@lag,almungesdathe ddta asnobtaiatd@gain via metwoeksippoki ti on.
It is to be noted that whether the data obtai ned from net wor ks such as the
| nt er net as thesIgewmeti aftdr th@ctermmalylso’ﬁsﬁaﬁtqderrpor ary menory, it is 15 usually

received fromt network s the I nternet as fil F i nst ance, when
a Java appl i cat?gﬁr%%ﬁ%@ a4 ro‘? lag ﬁBP](LécgtiQrég’l“éh’GBta é‘l“ﬁ’é‘& j)qv,aoﬂpala

Seauencetra obdl Hisc Femdiy AReF hsThd SBRAh e EFoRsTiih bR sRE°

| nf or mat Irﬂ@rnéte%ﬁﬂvdé‘gxott heedeRP BESShAEH! hsﬁi‘?x“ﬂ%‘iﬁ 'riH“fdrkg‘sh'&ﬁ Yéhpgerver.

20 In thi's case, as the user requests a JaVa application operating the

term nal Imémml e¥@hnafedrathe terimmidiadt & yresadrted. he Tl@@ﬂfeecareoralb@t yeea the
Wb server and the terminal is maintained until the download is conplete. A

message: applscatians whach iane tsheredermiixed m¢mara(t®fh§b€t tenmmnafj ardido et ng
downl oaded. , 25 In E??}?; nmet hod of obt ai nkn at a, efterm nal user c¢an not
know prB%@ft iegn QI aa NEEWOTK; | QWfé(eE)f Phethea PUIRESE | €4t i on

T AR A A AR M B 170,
1l SR SR SR A PR oot
restri ct fdmaeetwoaklistige préqupposxpent ed
It is td be noted that whether the data obtained from networks such
as the Internet is stored in fixed memory or in temporary memory, it is
15 usually received from the network such as the Internet as a file. For
instance, when a Java application consisting of a single file is obtained
from a Web server by HTTP (Hyper Text Transfer Protocol), it takes place
1n one sequence, in other words, connecting to the Web server, requesting
information, receiving the response and disconnecting from the Web server.
20 In this case, as the user requests a Java application by operating the
terminal, downloading starts immediately, and the connection between the
Web server and the terminal is maintained until the download is complete.
A messaget-;s—displayed in the terminal indicating that a file is being
downloaded.
25 In this method of obtaining data, the terminal user can not know
property information such as the file size of the Java application before
beginning to‘download it; hence, the terminal user can not predict the

amount of the time required for downloading the Java application. There

1s a problem, therefore, that when a Java application consists of a plurality



download tinme. This is extrenely serious, especially for termnals such as
cellul ar tel ephones in which a browser is installed which have a |imted
comuni cRd4sem188nge or process capability. Necessary property 5 inforh#iY &5
such as the file name of the Java application and the file size can, of
course, be displayed on the Wb page in the user's termnal, but there is
the concern that sonme incorrect propegty information mght be notified to
the user due to erroneous descriptions or fraudulent intent. To avoid the

above megtt fipkeds®ofhheMErmiial il Pbedrestrieted durphiloagepthdiekpereed i | es,

ADF (Application Descriptor File) which contains property information and
JAR (Javdowhtdadvigmewhi Thisae rixademae tyhsericars, ies pecifal lfadoa teanthalesaichi asg t hese
in sequence at the termnal is suggested, JARis a file type in_which one
or a pl wdlulay teJephones imrehmhyanbrasdsemiso insialled jakighs hape ea tlomdtegh! oad a
plurality of files in one operation, thereby.saving,15 the tinme required to

downl oa YBERITHERWOR 1 1ANER p AMat BIYRSSS at SO ey e IYECERRREY o PIPPEMGYs di vi ded
into_two fi . A t I ' Lty d s:.not taken
| nt o SacaBipraiof SRR et BpR BRIBRRya ARG AT G 14 82 csent

i nventi %fi Vi ; t @t jod 't REFDRA vm%tch can
assure su ?)ct}ée)%l{i}lrsg’ E?S%‘gge u?i t8§ eezv&diﬁ\gggzlgl ng{‘gslé’rsﬁggt al neld. 0

- achi evehehe iahbeecomssrnofied winecircoeredt herdpeese ihfornyaivn crni%lmtr bel des a
dat a obt ai ni ng met hod conprising a first receivi rrlfg step in a 25 term nal

g

whi ch camtife theausendue to aponeoks deseriptioas arrfgaudulent intenbet wor k si de, a
first data uniéri n whi.ch property information data,is, stored, a

deternini ng st 89 i #qide ther AboyE ¢ menbogedi erdiviidingar 3 Jaya pe
obt ai.ne p a [catyi [ i fathe fi.rst
o0 3o RGP SATHILCAP TBIRONR Be ity BbIeiER
FO455/ 3J&o‘in@i%sgﬂ%gaﬁ%nfcﬂrr;ﬁsﬁ@ﬁchrfanARJnJatyal ARYNI¢E) Mhi€tbhyaigk thBe data is
stored; and a second” receiving step in which the second data unit is
recei vecrtitproftdetansndwedeiving these in sequence at the terminal is suggested.
JAR is a file type in which one or a plurality of files are organized into one.
JAR is able to download a plurality of files in one operation, thereby saving
15 the time required to download each file in a separate operation. However,
when a file is divided into two files, ADF and JAR, the problem of

ensuring security is not taken into account at all.

Disclosure of Invention
‘0 The object of the present invention is to provide a data obtaining
method and a terminal which can assure sufficiently high security when
divided data-ji‘s obtained.
To -achieve the above mentioned objective, the present invention
provides a data obtaining method comprising a first receiving step in a
25  terminal which can communicate via a network, for receiving, from the
network side, a first data unit in which property information on data is
stored; a determining step in the terminal to determine whether the data can
be obtained based upon a communication mode which was used in the first

receiving step and a communication mode being used for receiving a



side when a determ ned outcone in the determning step is "yes", and the
second data unit is not received fromthe network side when a determned 5

out cone | = etermning step is "no." By this data obtaini ng nmethog;
whet her Fﬁ‘é&’r@?gnd data unit can be received is determ ned by corrptalgﬂ%zqnae
communi cati on node which was wused when the first data unit was received
with the communi cation node which is used for receiving the second data
unit. That is, acquisition of 10 dat a‘can be forbi dden when the

communi catd g WP drie iRAPAIIPLALALY oTHC RSt i AlbidlR 4dd™ eegnlne first

dat a uni IS received to the tine e second data’'unit 1s received. In

ot her worglgivigigf $tepl @NWHIcHIitBE seeond idata AN iPeeesisud ddonheie dieywadeld data is
obtai ned. Al so, the present invention provides a data obtaining nethod 15

wher ei n sidguwhiehi detérnined datteoine notheldetesatd mhe stegeauf‘iyey” ,odnd the
comuni cati on node which is used for receiving the second data unit is
| ower t hsgrosskdata ynisfis dwhigaeyad Bamblae ngtverk wade ween ardetgemined

in _the determ ni ng step.,, Al so, the present invention provides

;_egglt%l gg?é‘% e- g e ﬁSE?mPBI%%tF i #%ommuni cation nmode for receiving the
first data unit gtschgﬁ ﬁ%@:ocptgaﬁgg Qﬁlro\ﬁpt\i/l?&h%?gﬁyg%cg(zﬁq grgta GAfl AGayesi tion

of the data is a conmuni ca receiving the

second dalcdivst {s Here?niTREG by o MIpagRRS the'bnitABnRACIMPHAIE WhikRSwas
determ ning step. Al so, the present invention provides a data obtaining

met hod @& dvediesi thadnsi data onitokvas recelavied withnttie abhawadicsimn anode
comuni cati on node which was used in the first receiving step and a
comuni cetiieh ismgedusdrecebrng dbisi saceqd: Hatasuptind Haatalsurdcquasisioacefd in t he

ot i R S en dogader SwReE RfuemiaRbisAR fdf dsnaBPBEBZIEN ot « ne
F0455/ 3135, 20 Mr20R8 iehPRah B firdd ta U iPREREIL 19 RSHHAG whhéh Y Of

t he data obtarning ne
the second data unit is received. In other words, sufficiently high security

can be assured when divided data is obtained.
Also, the present invention provides a data obtaining method
15 wherein acquisition of the data is not allowed when security of a
communication mode which is used for receiving the second data unit is
lower than security of communication mode which was used in the first
receiving step in the determining step.
Also, the present invention provides a data obtaining method
20 wherein a communication mode for receiving the first data unit is a mode
using encryption communication, and acquisition of the data is not allowed
when a cofr{_munication mode for receiving the second data unit is a mode
which does-hot use encryption in the determining step.
Alsfo, the present invention provides a data obtaining method
25  wherein acquisition of the data is not allowed when a communication mode
which was used in the first receiving step and a communication mode used
for receiving the second data unit disaccord in the determining step.
Also, the present invention provides a data obtaining method

wherein the data is a computer program which can be executed at the



descri bed above, provides a data obtaining nethod wherein the conputer
programis a conputer program which perfornms comrunication. 5 Al so, the
present i in@n, in any of the data obtaining nmethods described ,
provi deng¥%§1§90bt ai ni ng met hod wherein the termnal is a cellul &?q&Ye[UUS
t el ephone. Al so, the present invention provides, in a termnal, a first
receiving nmeans for receiving a first data unit in which property
information on data 10 is stored frotha network side; a determ ning neans
for detepdfjho if acquisition of the data is feasible based upon a

conmmuni cat1 on node which was used for receiving the first data unit by the
first receivi ngAlRANBeafi@sent doveivGdhi afy obdReubad domidiagemethode second
data unit in which an ‘entity of the data’is stored fromthe network side;
and a sedesutibeecebovegpidvidesasdata obtaipme methotewherzindthdacampmiter f r om t he
network side when a determ ned outcome by the determ ning nmeans is "yes",
and doesPFRErant sk coEpuier 9&@@@&&1§hw¥orm&)ﬁ$mun@at\m si de when a

determ ned outcone the determ ning nmeans.is "no." .'10 .Brief Description
of Drwi ngs B ARG, 4Y RIESERLHSRS AT A BEdie GiahEmiREEsioing & Java
appl i cat| MR ron i i f e I Eion.

Fo2 i o QR Rt el s B ol A SR B MRS B R e T o s
Fig.3is Tz Tele pﬁaﬁi@l ng the displayed nessages in this termnal. Fig.4
is a bl o%%eglhg%rtgrrg showi ng the configuration of the data delivery system
usi ng this terniha, th&ipgesent ineeinion proviaigsam shemnimnl; hdirsorddejuirgt | on of

t he key F0455/3135 20 MAY 2005 6 units of this termnal. Fig.6 is a
concept ualeads £gF secaiking Adirshslatd unitgay whieh pspperty information on data

10 is stored from a network side; a determining means for determining if
acquisition of the data is feasible based upon a communication mode which
was used for receiving the first data unit by the first receiving means and a
communication mode used for receiving a second data unit in which an
entity of the data is stored from the network side; and a second receiving
15 means which receives the second data unit from the network side when a
determined outcome by the determining means is “yes”, and does not
receive the second data unit from the network side when a determined

outcome by the determining means is “no.”

‘0 Brief Description of Drawings
Fig.1 is a diagram showing the basic process of obtaining a Java
application m the terminal in the embodiment of the present invention.
Fig-2-1's a diagram showing the communication patterns of this

terminal.

25 Fig.3 is a diagram showing the displayed messages in this
terminal.
Fig.4 1s a block diagram showing the configuration of the data
delivery system using this terminal.

Fig.5 is a block diagram showing the configuration of the key



process tables PTI and PT2 within this termnal. Fig.7 is a flowhart

showi ng the process perforned by this 5 termnal during the acquisition of
a Java apgligatgson. Best Modde of Carrying out the Invention Hereinafter, the
preferred enbodi nents of the present invention 1o wll be expl ai nedMay 2005
referring to the diagrans. The present invention is not restricted to the
foll ow ng enbodi nents, and various chagnges are possible w thout departing
fromthe spirit and the scope of the invent i on. [ Fundanental |dea] First,

t he fundaﬁﬁgt(ﬁltgisd@:@ hat he data obtaining nmethod of the 15 present
invention wll be explained. Fig.1l shows the basic process when the term nal
in the present Fpitbodd nentomddpruas diageam appiwiagt ithe. céafigheationnofi g. 1,
during the acquisition and the execution of a Java application, the process
in the peocdssahbles BBl iadEB2 iwuthirettns dermmalB, C, D. In other words, the
ro termnal first sends out an acquisition request to the network for the
page to obt ai nF¥.Jale apdoweharioshoarimgadbespeecashe pesiosmast Bwugthisstep A) .
At this state, ,the term nal .user ‘{]h n i nputs an order for obtaining the
Java ° apfirnugal QHEIchng&CﬂHé%tIPHQ ?jaﬁﬁ PFaHRBr ating the terminal, the
term nal sends out the acquisition request in response to this order,

obt ai ns ADF of 25 the relevant Java application and stores it in fixed

mermory (Step B)Beéft!m)det@fecraﬁryrﬂxgaiut&ﬂeqﬁveﬂﬁoho the network the acquisition
request for JAR which corresponds to this ADF, obtains the relevant JAR and

stores it in fixed nmenory (Step Q Then as the term nal user orders the
execution of the aobtained Java application (the program contained in JAR)

by operating thderansBeri18® proferrash embodiments ehshe qiresent igvgntion
20"l or WP EBDBnERY Kel<EORG; 1o b difade wTheridengit grrgion 1s | %
commnt <t 9esARAE R I g GRFL HnBREBAE: andoarit e afr 21
possible without departing from the spirit and the scope of the invention.
[Fundamental idea]
First, the fundamental idea of the data obtaining method of the
15 present invention will be explained.

Fig.1 shows the basic process when the terminal in the present
embodiment obtains a Java application. As shown in Fig.1, during the
acquisition and the execution of a Java application, the process in the
terminal is performed in the order A, B, C, D. In other words, the

20 terminal first sends out an acquisition request to the network for the page to
obtain a Java application, and accesses the relevant page (Step A). At this
state, the terminal user then inputs an order for obtaining the Java
application --_&escribed in this page by operating the terminal, the terminal
sends out the acquisition request in response to this order, obtains ADF of

25 the relevant Java application and stores it in fixed memory (Step B). Then
the terminal sends out to the network the acquisition request for JAR which
corresponds to this ADF, obtains the relevant JAR and stores it in fixed
memory (Step C). Then as the terminal user orders the execution of the

obtained Java application (the program contained in JAR) by operating the



5in Steps Ato Cis different froman operation in which an ordinary
communi cation node in which there is no encryption is used in Step A, but
t her eaf t @hy5:89@guUNi cation by SSL (Secure Sockets Layer) which is the
protocol for sending and receiving information by encrypting is us &4 MY 12605
Step C. The operation of the term nal which corresponds to such to
conditions is as follows. Fig.2 is a diagram show ng the conmuni cati on
patterns of the terninal of the presént embodi nent, and, as shown in this

di agram térpﬁnfﬁqmeie%h} qurdﬁgpfgﬂ&@ﬁoﬂs bReEted & el hifal mygation

patterns o e termnal. onmuni cation patterns P1 to P8 are all the

possi bl e 15 varThtimmic Protés v fiest &f desctibedrabonie; abutothgmedaditions
(ordinary/SSL) of Steps Ato C. Fig.3 is a diagramshow ng the displayed
nmessageschangsactandmg4d thefcontmupieson mododseddor reachihgcavhagepm t he

di spl ayed nessage of the tinme when shifting fromStep. Ato Step B begins
and t he HPEpngipace.-an epseipn bt wireh thesamesosununicagion gads pusedo Step C

begi ns whi correspand t 0 ni cation patterns Pl .to P8, are indicated,
and the 1%$F8§i‘6nt‘6f thse(ﬁ@%{:ﬁmfrodgna%eo T 18 g Wit ?Ihe%%ﬁﬂﬁ%l ayed
messages maliALAESE = di ggr I n i fting
from St e%orr@‘u?rglcgtlgg lﬁbgﬁdgtvﬁtgm@ghﬁgﬁ ﬁg%@%@&ﬁggqﬁg‘égﬁﬁFw‘?hBB rom Step
Bto 25 &&&@e&%drﬁﬁﬁﬁﬁ@aﬁ@nWGSIQ”(’BEB&@S@@(&@LE&&) ¥chhe ehspl ayed
nmessages correspond to the comfuni cation patterns and”to each connecting
nmode. Hopeotecol ifor sengdingased  retbring spfegmationsspgeergpengasensededl wi t hout
relying upon the connecting nodes, and "-" is indicated in the colum of
such a cStepecti ngThedepemiwn ypleghet tersninadt whichoaesreapend®485/ S1d5 20 MAY
2005 8 keep-alive médﬁ in which a plurality of data can be forwarded by

mai nthi nFARAHIRSIS RO O8YS: and non- keep-al i ve node in which the connection

BeCaISEILeS SFPLSt, R1BURLR BGOSRl ol BB B, ™0 1
terminal of the present embodiment, and, as shown in this diagram, the
communicatioﬁ patterns P1 to P8 are possible communication patterns of
the terminal. The communication patterns P1 to P8 are all the possible

15 variations of the order of each communication mode (ordinary/SSL) of
Steps A to C.

Fig.3 is a diagram showing the displayed messages in the terminal
of the present embodiment. In this diagram, the displayed message of the
time when shifting from Step A to Step B begins and the displayed

20 message of the time when shifting from Step B to Step C begins which
correspond to communication patterns P1 to P8, are indicated, and the
operation of the terminal can be identified from these displayed' messages.
Also, in this;diagram, the connecting modes used when shifting from Step
A to Step B and the connecting modes used when shifting from Step B to

25 Step C correspond to each communication pattern, and the displayed
messages correspond to the communication patterns and to each connecting
mode. How;aver, in some cases, the displayed messages are determined

without relying upon the connecting modes, and "-" is indicated in the

column of such a connecting mode. The types of connecting modes are



5 keep-alive node is the ordinary data exchange node of HTTPS (Hyper Text
Transfer Protocol Security) which corresponds to SSL. In the present

enbodi nemp4s55vdiS50perati ons shown in diagram 3 are achi eved. These20 AY 2005
operations will be described in detail later. An exanple of one opermah n
wi || be explained now for the purpose of 1o explaining the diagram For

I nstance, according to comruni cation ttern P6 (the conmunication pattern
in which all the communication nodes from Step Ato Care SSL), while

shi f ti ngktepaliSeepndde oirbt ehich whepluradity cofindatai cannbde foswandedebp- al i ve,
t he di splayed nessage at the beginning of shifting fromStep Ato Step Bis
"SSL conmAinteaningn iganneckiony, and wen-keepralivendnodemist s¢hight ghet ep C
when the connection node i keep-alive, therg i s no display at. the

begi nni n§ONTEEIGRs S diC@tniCﬁE,l?ijveW 8NAYCL nOlRi s %f?ag?’g%hain@pet hEgrmingtes.
comuni cgti o atterns P3 and P4, .shifting from Step B:to | S (not

a1 owed: Nar-RrBRR SR B, ¥ Thé iAo reints Mt B HIE Bid" %0

comuni cgtlon:rade | ' ' [ depy Step C
o ort nacsIvRCRdde B e Drdindig, dabhExchanee ML W HLTPSCeHBer s 7
pattern QexPPiaisfenBrétdcol Seeammningath @orksspoads e SSIncrypting _
--conmmuni cation node then subsequently obtaining JAR by communication using
the ordinary colmtird petsean emstrdinse ntpthablper&tbns SHWhanrdiagoamf drarehi s wi | |
be explained hereafter. Wien a Java applicatign ohtained fromthe network is
execut edachigiadt heTBgse uoperaions aphl iReardess f apngetadhmiaitlcat i dMvi a a
network, _the no used Wneﬁgthi s, Java a%alniin%ation rfQrnms_conmmuni gation

via a nERAIPIC i Qs QRFTE n_c&'r’r”u &t dBOW’]&gFI s RIEBESGhEA the
FO45p 31@?%%?{1i%\{9§%§gragmt erﬁBﬁ%tﬁ%{eZ?Eé%rcﬁ@E ééﬁ:\’)?nﬁﬁﬁliéft%d @%ttlegx?r

I nstance, en & Java “application o conmuni cat i

execut edpgangtht héSmamvisicaip : ba@érr0in PRhic w8l aRmui@ani@rion anadsst wor k,

t hat communi cati on node wil be limted to SSL. Therefore, at the tern nal

si de, asfroom$tep A to C are SSL), while shifting from Step A to Step B when the

connection mode is non-keep-alive, the displayed message at the beginning

of shifting from Step A to Step B is "SSL communication begins.” Also,

15 while shifting from Step B to Step C when the connection mode is
keep-alive, there is no display at the beginning.

The most distinctive point in this diagram is that, in
communication patterns P3 and P4, shifting from Step B to Step C is not
allowed. As shown in Fig.2, in communication patterns P3 and P4, the

20 communication mode in Step B is SSL, and the communication mode in
Step C is ordinary. In other words, in the present embodiment, the
acquisition '_I')attem of obtaining ADF by communication -using the
encrypting 'téémmunication mode then subsequently obtaining JAR by
communication using the ordinary communication mode is not allowed.

25  The reason for this will be explained hereafter.

When a Java application obtained from the network is executed,
and the execdted Java application performs communication via a network,
the mode used when this Java application performs communication via a

network 1s usually the communication mode which was used when the



5 the communi cati on node was SSL when the Java application was obtained, it
can be determ ned that personal information on the term nal user will not

be transgpifsedssn the plain | anguage even when this Java appli catioQW MAY 2005
transmts personal information on the term nal user using the net wof k'
thereafter. 10 It is to be noted that, as in the present enbodi nent, when a
Java application is obtained froma getwork by using ADF and JAR, this Java
application perforns conmunication in“the same conmuni cation node as when

JAR was gbhahilebbthihedt tRE YRUSSappHca@onbe Feeninstane MU aki Javpat terns
P3 and P4, when the communication node during 15 the acquisition of ADF is

SSL, andappitcatmnmobtsiacdobyn88& dommgonidetiordguextduted, andl Aiisi $ava di nary,
t he Java application contained in this JAR w |l perform comunication in
t he or di applycatmmperfamsocommunwiagion tvia perfasweskc shatugpbormniaicalsdmg a

net wor k. However, a_user te to_gssu that the co ni.cati qn node for -~o
obt ai ni ngloglgRwild beslimufed Iﬁ‘éﬁmmﬂﬂ@é@?%ﬁ, r%dbeft@Fmb‘Bn%EfrlﬁPnésﬁ@Iﬁgi a8 gsL. | f
ad i fferpence between the comunigation de _for obtaj.nin and t he
cormin ot GmABRCRuet deds Wates Shed REn IRF dakh mrPReRiCh Fef EomBRY.  nc

per sonal - daifi5¢ ABfek ffin AN thitpdr8bANfotEkidPoh (RE 1rhi uskr Wigl AbRI N

| anguage contrary to the w i of the user. S0, once personal infornation
25 is trpastrandmiitdd ihhehe!plath Ilaﬂgugg@ &0 rwhint ehis hgavd |dpplicdtivn t er ni nal
user, there is the risk that a thrird person with fraudulent intent and so
f ort h magransuits epeisonalidhforgastiomcer sthet tepritsdnaseri nsorgrdhée oneowmotlhe
termnal user, To avoid such problens, shifting fromStep Bto Step Cis
not al | othegeatter. cormuni cat i on patterns P3 and P4 as shown in Fig.3. In

GERCIRLENREE R B TN RN MY R O Rt
E'nbgg?nepzr?ﬁplgdlhttnicéed‘ﬁgbta‘iﬂmﬁaé ' RAWRLUEY MRS AP METAR, thS Riwsent
application performs communication in the same communication mode as
when JAR was obtained. In other words, as can be seen in
communication patterns P3 and P4, when the communication mode during
15 the acquisition of ADF is SSL, and the communication mode during the
acquisition of JAR is ordinary, the Java application contained in this JAR
will perform communication in the ordinary communication mode when it
performs communication using a network.
However, a user tends to assume that the communication mode for
20 obtaining JAR is SSL if the communication mode for obtaining ADF is
SSL. If a difference between the communication mode for obtaining ADF
and the comir_lunication mode for obtaining JAR is allowed, there is the risk
that persona}“—information on the terminal user is transmitted in the plain
language coﬁtrary to the will of the user. Also, once personal information
25 1s transmitted in the plain language contrary to the will of the terminal user,
there is the risk that a third person with fraudulent intent and so forth may
surreptitiously gain access to personal information on the terminal user.

To avoid such problems, shifting from Step B to Step C is not allowed in

communication patterns P3 and P4 as shown in Fig.3. In Fig.2, the



data transmtted by a Java application executed at the terminal is a |ot
nore 5 secure than a user is likely to require. [Configuration] Next, the
data del 'gﬁ@gg@@gstem by using terminal T in the present enbodinment will be
explained. Fig.4 is a block diagram showi ng the configuration of thexd$tallll
1o delivery systemby using termnal T, and as shown in this diagram this
data delivery systemis the systemwhich allows terminal T to utilize WW
(Wrld Wde Web). In this diagram tethinal Tis a terminal, in this case a

cel I ul ar %ghﬁhﬁ{y&ﬁ%{l e’ GCStey BAdd e%ﬁpﬁl,ﬁfuvr\ﬁ.@ﬂfb'ﬂirﬁéﬁé OfF Step\CT @fe Of

mobi | e packet conmuni cati on networ Ich 1s to be cohnected

renot el ydiffer®abi levepacket céaimumnicagiononpaedraer KP MPNnandPRhe bimbi thes¢ el ephone
network (not shown). The nobile tel ephone network is the network for

provi di ngommahicasienvpatternsr aret alldwed mothe presdntptrobedimant! siecarithal T can

receive this call service. The detailed functions and configurations of .o

t er ni nal datajransmpiterbbyra hava applicatiompxeeutsdalshe dorminaldstd ki metéwor k MPN

consists of a | uralit. f .base stations BS, a plurality of packet

subsc? i bé‘?CLHFGQg@& WRET lééﬁ?eéﬁéo PEJUUCyat enay server GWS and communi cation

i nes fo[cgﬁﬂgﬁ%d these. 25 Base stations BS are placed at, for exanple,
const ant *intepPv nd -each base station covers an area with a radius of

500 neters, andNeREf@le@atarddlive thlgy'tf%mg’“téﬁnhﬁﬂnf Aal the %tés@hf‘ Its
radi o zone. Packet 'subscriber processing device PS is the conputer system
whi ch i sembsidainend will bdexphriked. subscri ber switching station for serving a
F0455/ 3135 za NMAY 2005 11 plurality of base stations BS, and it receives
packet exchangeFkgeﬁLﬂés@dﬂDﬁEndlagé&lmﬁi showingriher confjguraion efetheedapcket s to

the addressed termnal T via . . . .
10 eISlvery systemaby using terminal T, and as shown in this diagram, this data

delivery system is the system which allows terminal T to utilize WWW
(World Wide Web).

In this diagram, terminal T is a terminal, in this case a cellular

telephone, for receiving the packet communication service of mobile
15  packet communication network MPN, which is to be connected remotely to

mobile packet communication network MPN and the mobile telephone

network (not shown). The mobile telephone network is the network for

providing a call service for standard mobile telephones, and terminal T can

receive this call service. The detailed functions and configurations of
0 terminal T will be described later.

Mobile packet communication network MPN consists of a
plurality of .:base stations BS, a plurality of packet subscriber processing
devices PS,‘-'gateway server GWS and communication lines for connecting
these. L

25 Base stations BS are placed at, for example, constant intervals, and
each base station covers an area with a radius of 500 meters, and performs
radio communication with terminal T within its radio zone.

Packet subscriber processing device PS is the computer system

which is installed in the packet subscriber switching station for serving a



ot her packet subscriber processing devices PS and base stations BS. Gateway
server GA5 is the conputer systemwhich is installed in 5 the nobile packet
gat eway rekad/818§ exchange station for nutually connecting di ffereﬁ] Y 2

net wor ks such as nobil e packet conmunication network MPN and Inte g‘t I[IQET,
and whi ch perforns exchanges of communication protocols which are different
between the networks. The exchanges qf comunication protocols in this case
specifically are nutual 1o exchanges of transm ssion protocols for the

nobi | e patkedity ofrhasestations Bistand i rehentes maisket epalskrge coquesis deainon
network MPN conplies with and which transni ssion g{qc%t ogol s Internet | NET
conpl i es teiminal Thandrghays By seroved pasketniocia addrassed |tREMIRAMDI Yids wi t h
contains TCP/1P.(Trapsm.ssion Control, Prot | /lntern t.ProB ol) of the 15
net wor kO8I PAEKFT SHESEHERE BERGES M Aevines by aneBeSRaftiont B odel . and t he

protocol of HTT feoy.t ' ' ; | /1 P. The
prot ocol which %%Wé? 35&%&%%:%%&18%@?@%% \ﬁ?%hﬁ)&ﬁgcfggsn%ﬁtglsle% h

cont agns tﬁ@eml@cgécm W\gytewagcelel@ihg xthhhbe edrat{dier 66 tﬂ{utﬁﬁﬂzr red to
as TL) and the protocol ch i5 the “eqli val ent “of 20 HTTP and HITP

(her eaf t eonneéténg ediffereas Abjwotks cuvhr asonmsbile epatked commaasckiNdhon AL.

Al so, as gateway server OA5 receives HTTP (or. I—FI'TPS% nmessage whi ch uses GET
net hod f mefwvess nMEAN #ndi {nieneek INIBT orandrIwhichnifesformme sexehangesc stfor )

contained in HTTP (or HITPS) whi.ch use 5 this CET thod. I.f thi URL is
e e amipcation PR hEols WBICH A FRieErt HamEe s ACOvaRkh TBEs (hi <

GET neth ' r . er net . |ited from
G et G ol 8 UPER Tl Bica RPDRThc N (AR DS I SERONR? oLk SR =1, |
CET gt h@ﬁch&nﬁé‘e@f trlans thisSlohptbesIR firt! thE- mbbileFpacittcmathdiBatiBdP (or
HTTPS) F0455/ 3135 w MAY 2005 12 which uses GET nethod is one which

i ndi cat esetwerk ednoh arobide gackat obmmunication network MPN complies with

and which transmission protocols Internet INET complies with.

The transmission protocol which Internet INET complies with

contains TCP/IP (Transmission Control Protocol/Internet Protocol) of the

15 network layer and the transport layer which i1s OSI Reference Model, and
the protocol of HTTP, HTTPS and so forth which are achieved on this
TCP/IP. The protocol which mobile packet communication network MPN
complies with contains the protocol in which TCP/IP is simplified
(hereafter referred to as TL) and the protocol which is the equivalent of

20 HTTP and HTTPS (hereafter referred to as AL). In other words, terminal
T uses WWW on AL.

Alls.é, as gateway server GWS receives HTTP (of HTTPS)
message wh‘iéh uses GET method from terminal T, it checks up on URL
(Uniform REsource'Locator) contained in HTTP (or HTTPS) which uses

25  this GET method. If this URL i1s the general URL on Internet INET,
HTTP (or HTTPS) message which uses this GET method 1s forwarded to
Internet INE‘T, and the response transmitted from Internet INET which
corresponds-to HITP (or HTTPS) message which uses this GET method is
sent back to this terminal T. If URL contained in HTTP (or HTTPS)



Itself, gateway server GA5 sends this resource correlated with HTTP (or
HTTPS) nmessage which uses this GET nethod back to termnal T. IP server Wis
the serveép43iidh i s connected to Internet INET and 5 provides vari O\L&M‘ 2005
services to clients who use WWV Specifically, as P server Wrecei “’g
request for HTTP (or HTTPS) nmessage which uses GET nmethod via Internet

I NET, it sends back the resource (the;file of works in the present

enbodi ment) which is identified by URL contained in HITP (or HTTPS) nessage
whi ch usedithiweSEFETemettiodl is bhe whademdicatesntimdresmitrcetloeaponpote of 1P
server Wis to transmt a Java application, and every comrunication between -
| P ser vettselfagataveryrsaeieriGVES sandsoihie desgunsg Trorralate mitis)HEAY o1 Al so,

Coep- | BEFHER) ke HiThRendhd RTARGAPLR SLEITIRITES *hs ot
oot on ! One o syt W BE shoVln ilith S BLRhARES PR et INET Al
present 'gﬂy\ﬁaﬁé %Pﬁds' s&19iEPtRicRAs M %shwb«@cksvﬁ&ggetaﬂysagvﬁmg t he

configuration of key units of termnal T, and as sho s di agram

t er m nal sgrveasWbiéddived a requdsarfor HTTR{(0eETTPY) nristadel wiiich uses ance,
equi pped with an antenna, a radio unit, a transmtter, a receiver and so

forth) f&EDemethod nvia rlatemet ATt sends backh thaseseurs (heBfle safind

6 F or ¢ RO I BeiiEsSeat SaubRAIMARIg Y GH; 16 1SRN WG ABRAIEA fh key -
ds b ! . . . . \ .

e for welt 110 (A B ETEST aRetRs, Ghict Hoeh il BT nldBol o T bfibSSentin v of “a

Specj i Ce#ibedi R t,%ﬁ%{#\ﬁpdﬁ@idf D seWircl O tm nsif eI &a b ﬁg?ﬁl@ﬁt S.

Control unit 15 has -1 n CPU 151 which perforns each contr oper ati on,
the brovemd ehésh damanadoitéon byetPeed SIP sdrwesoWwand ftermbd59 335 2J MAY
2005 13performed by HTTP (and HTTPS) and AL. Also, both IP server W and
terminal T supbort the data exchange mode of keep-alive/non-keep-alive of
HTTP (and HTTPS) and SSL of HTTPS.
15 Next, the configuration of terminal T will be explained. However,
in this section, the configuration of key units which directly relate to the
present invention will be explained.
Fig.5 is a block diagram showing the configuration of key units of
terminal T, and as shown in this diagram, terminal T has built-in
"0 transmitting-receiving unit 11 (for instance, equipped with an antenna, a
radio unit, a transmitter, a receiver and so forth) for performing radio
communication with base station BS, sound producing unit 12 (fbr example,
consisting of—ﬁ a-sound source, a speaker and so forth) for producing sound,
input unit 13 which is equipped with key pads by which input operations
25 such as number input and letter input are performed, liquid crystal display
14 which contains the display domain of a specific size and control unit 15
which controis each of these units.

Control unit 15 has built-in CPU 151 which performs each control

operation, the browser which is executed by CPU 151, the software for



carrying out Java Virtual Machine, such software as the control program of
termnal T, information necessary for connecting to gateway server GA5,
process Famx3BFL which will be described |ater, ROM (Read Only Menory) 152
in which PT2 and so forth are stored, flash menory 153 in 5 which reéeiiéd0l’
data, the set-up content of the user (for exanple, the capability of
automatic acquisition of JAR) and so rth are stored to allow themto be
used again even after the termnal is restarted, and RAM 154 which is

stored toafryiig but Jiec&ined] ddichinepsudtesofwisedisahei comtdeprédram tofr i nal
Is restarted and which is to be used as the working nenory of to CPU 151.

As t he ptaseminalvli ahfgmodtichaeagsiaytiormanneefingHo gatewandsrven GWiiy

i st SRR AR 1 o 0D sl Ena AN kSl ™
contro] BIaBPEA A Mitietur2 A8 SR fsth @t s e A meinarkel 1 o e
of "pet 1 oW Hith EECHAI AR thE el oA VTt \ep B CExHpIED ETONT D

from i npgipability b%-aulf@mtaﬁ%rm%ﬁsiti‘élﬁtbtliAR)Sar@@@lfbﬁhoére fOREd @6 ldingyt he
conmuni cat’i on process based upon process tables PT 1 and 20 PT 2 (refer to

Fig.6) sthmmdoi be RO 1EfainSpeni hfter ahertatmared isyrestarsed f amd tR AMwi 54 be
described |l ater. Also, CPU 151 activates Java Virtual Machine when it
execut esWhiclyd¢ staggd (@ probibis reeaivedrddtpalfannbeng ussd agrinesBenthe this

Java applicatjon on thi,s Java M, rtual ,Machi ne. Furthernore, CPU 151 25
act | vat eTBUDAl U FERIATICHeaiM fEnich IS Ko B Bk WQrkieg dBeHiony kv

appl {(patbpb(lga}va applet) stored in RAM 154, and executes this Java
appli1cation on Java Virtual Machine and the browser. Acquisition of data by

termnal T is pREftREMRAvEF §Witchbno@ Rbawn)ig tuHéd odaiGPUr DI rbaddheme URL
(the resource | ocation on gateway GAS F0455/ 3135 20 MAY 2005 14
and executes the control program stored in ROM 152, then controls ROM
152, flash merﬁory 153, RAM 154, each of units 11 to 13 and liquid crystal
display 14 in compliance with commands of the user inputted from the
15 control program and input unit 13. Also, CPU 151, in compliance with
the command inputted from input unit 13, activates the browser and is
capable of performing communication on this browser in compliance with
the command from input unit 13. Furthermore, CPU 151 is capable of
controlling the communication process based upon process tables PT 1 and
20 PT 2 (refer to Fig.6) stored in ROM 152. Specific operations by this
function will be described later.
Also, CPU 151 activates Java Virtual Machine when it executes a
Java applic&ifien stored in flash memory 153 and executes this Java
application on this Java Virtual Machine. Furthermore, CPU 151
25 activates Java Virtual Machine and the browser when it accesses a Java
application (Java applet) stored in RAM 154, and executes this Java
application 0;1 Java Virtual Machine and the browser.

Acquisition of data by terminal T is performed first, by obtaining

HTML data from the home URL (the resource location on gateway GWS



which it should access first) stored in ROM 152 by CPU 151 which accesses
the browser stored in ROM 152 and executes this browser. Then, based upon

this datmg4sbisges d crystal display 15 pronpts the display of the di apguers
screen, and data is obtained when the user operates input unit 13 5 after

the display of this dialogue screen. [Java Application Obtaining Operation]
Fig.7 is a flowhart show ng the fIOV\{bof the process which termnal T
perfornms when a Java application is o4tai ned, and hereafter, by referring

mai nl'y t@hkdip.i2.shoudd 3acddse- fir@ndstbre in RGMAIRAyIGPOf 154r nvARlh 10 T for
obtaining a Java application fromIP server Ww ||l Dbe explained according
to each amesses thetbrowseatdtered irHR@MVel 52 iamd: ¢recengd tmabrowser.bellthen,t he
operations which overlap are omtted as nmuch_as possible. . At termnal T, it

i s assunasedhupon [hishdates diquidscryista adigplage hS prompis e dispkay aofi the r egar d
to the a(g. rFi?sition enboai#;ent. of the Jaya application 15 .whi %h I.s .t,he obj ect
of the aSAUG sdisen; and datds Qhained; When e user ,QRerates JopYt gpnif ér:iporary
menor.y, I e in ' va application is stored in fixed
nmenorly a%?%rtﬂgtcﬁsé@%u(?@ 1?51631%%Ihf%m5geeégpl ained to avoid conplicating the
expl anatg : QHHHE ' | Pattern P1 ~0 As shown in Fig2, the
comuni CQ?P%#Q%&@R%} @::b(;mmn cr:(?i??lf)alrt]%[lattern P1 are in ordinary node in
Step A and St efFiB.7 agdai flo¥thdre SH@pingC.thEi fivtw of ahsi padcebsolilgichs t he
page (hereafter, referred to as downl oad page) for obtaining the Java

appl i catteomingli T iperforims vdigreatfay stagplicasioplis. olBpuad, ianal hgreabriy, b1 of

term nal (refer .to Fig.5) contraols transmtfiinpg-receiving_unit 11 based
upon t heleEgRghmasnly %%egés Figdutig and diigi nrsB@ OReftians Ofkerminals | p

o U RO RRR "t TR IAS, HOEE. S, PP B8 Blgine,
responseccififngdfy 8abh dARNAMEARSH p@en WiHdwkver, U bleldeplahdeidng 2005 15
below, the operations which overlap are omitted as much as possible. At
terminal T, it is assumed that the browser has already been activated.
Also, with regard to the acquisition embodiment of the Java application
15 which is the object of the acquisition, it can be stored in either fixed
memory or temporary memory, but only the case in which a Java
application is stored in fixed memory after its acquisition will be explained
to avoid complicating the explanation.
(1) Case of Communication Pattern P1
20 As shown in Fig.2, the communication modes of communication
pattern P1 are in ordinary mode in Step A and Step B, and in SSL in Step
First:;~ -terminal T obtains the page (hereafter, referred to as
download pz;ge) for obtaining the Java application which is its object (Step
25 S1). Specifically, CPU 151 of terminal T (refer to Fig.5) controls
transmitting-receiving unit 11 based upon the command of the user inputted
from 1nput unit 13, and sends IP server W HTTP message by GET method
which is the-compliance of transmitting-receiving unit 11 to this command

(refer to Fig.4). In response, HTML data of the download page which is



the object is sent back fromIP server W This HTM. data is received by
transmtting-receiving unit 11 and is transferred to CPU 151 from

transm tfo4xgr3186€i ving unit 11. CPU 151 stores this HTM. data in RAMp r;l,§4 0
and provides the user interface by further interpreting and executing 5 t?n%
data. As a result, the display by this user interface appears in liquid
crystal display 14. Then termnal T 3its for an input of a conmand by the
user (Step S2), and the acquisition process terminates if the conmmand

i nput t edthesotjett i SentCloankafidni AP sepvei W.ng TiHie WML tdatavsa reppiviedabion (St ep
S3). 1o Specifically, CPU 151 of terminal T identifies the content of the .
comand tragsmitéingseacebdngd umonli handonsrateanisfgmued eto f CRi dpdt fneim 13 and
the current user interface, and the acgui sition _procesi termnates if

i

conmandstrangmikngreeceiYingr et klr onPhe lodnstores risddil M ki dafar ve RAMA
adif ut t.ed

R LRI R
ot g SLED TR ASellI, ECOGH,y brRP\BLP RS QbR KRN g

pattern érry@{m%iglﬂa fo Step B and the connecting node are identified (Step
S4). Then“the procéss which 20 corresponds to the identified result is
execut ed, and Alernwterniinab Tt Waits dby @aatinpst olftaacorandfst by tBB)usek(Stép s case,
t he conmuni cation nodes of both Step A and B are ordinary; therefore, in
conpl i an®d),vandchthsr ac@eisitiempsocess tesmangtes -1If theicpmmangdeinpugtass & not

"Bei ng CBEAICRBIARG A tq COREVRY Tt | PALRCY JRYar APPU-aHPLy (1eP ASBhovn | n
Phe BonnBiRsal CPy I 8¢ rortioBl 3°REH %L Y Edtuef ATMEIOABRAINT 1T &
i's not enenused bab¥d W &8¢ coRithand igpa&eaﬁfrojtﬁ iﬂ(ljﬁutf aMpal 3Gy thef erring

to the URL which is contained in HTM. data obtained in Step S 1 for
obt ai ni nourAdit. us4nserIacs drd kiera2qQoBitidls process terminates if commands
which are différent from the content of obtaining the Java application, such
as obtaining a different page, is inputted, or the power switch (not shown)

15  1s shut off.

On the other hand, if the command inputted in Step S2 is the
request for obtaining the object Java application (Step S3), by HTML data
obtained in Step S1, the shifting pattern from Step A to Step B and the
connecting mode are identified (Step S4). Then the process which

20 corresponds to the identified result is executed, and ADF which is the
object is obtained (Step S5). In this case, the communication modes of
both Step Aiz—md B are ordinary; therefore, in compliance with pfocess table
PT1 shown‘;-in Fig.6, the process for obtaining ADF by ordinary
communication is performed. During this process, "Being Obtained" is

25  displayed in liquid crystal display 14. As shown in process table PT1 in
Fig.6, the processing content is determined whatever the connecting mode
is in this case. Also, the communication mode in Step B is not determined

by the user, but in Step S4, it 1s revealed by referring to the URL which is
contained in HTML data obtained in Step S1 for obtaining ADF.



Specifically, the beginning of the URL displays the comruni cati on node for
accessi ng WAWV server, and when the URL begins with "hap", the conmunication
node W | lpolgs/5msdi nary” since HTTP is displayed. If the URL begins ybMay s
"https", the communication node will be "SSL" since s HITPS is displayed.
As the acquisition of ADF is conpleted, and if the automatic acquisition of
JAR is not allowed (Step S6), term naHGT proceeds to ask the wuser whether
JAR shoul d be obtained (Step S7). Wien the command for continuing the

acqui si t iSpacifical AR theiteninhath a$ theUREsdzpigyd ¢hd Rommuoaidation ano8eep S8),
it proceeds to the process of Step S9. However, when the command for

di scont i fioi agcesseng WSVt servenf andRvheni theulUiRId, begies withcohttpruithg process
is performed (Step, S 12), and the process goes back, to Step S 1. Also, if
the aut osammuawgtion mase valliR pedigarpueidcedddd By displaxedyr odbshe

I rmedi at proceeds.to,Step, S9. 15 Terminal T is, equj,pped th t.he function
for st t RLEPRERS dvith | BUBSToe: Femii Sivarioe miadlsr GHIFBE oh Aingey 181
sets/tes | ed bit of flash nmenory 153 which is the bit for
settihg Z‘Ff’&@ﬁﬁﬁgﬁ%@&g@f the automatic acquisition of JARin response to
the command inppist et facgliisitiBRUST YADIF 1s°>;chhPreqéa,r Ando¥f 8 eutoRgari® this
bit, CPU 151 can identify the 20 allow disallow setting for the automatic
acqui si t kogusitig\Bf JARas nio allosved{SteprS6 yyuenginal 6 psscéatsSioepsiStie CPU 151
di sconti nues the process for obtaining the Java \g}%pl i cation, discards ADF

whi ch i suseiewdistleert JARdshauldshe obtinad f(Sem S rory hesahepemmand feaxi mum
R T8 Tl U SRR R, R b o
e SOV ShPIEHERCedl; Pkt uhosed MRNIcide BB HiLSY, |
ol o YeoRMA= Qo TERMREIANE dosalifuon O Al tipuea uhss o
discontinuing p}ocess is performed (Step S12), and the process goes back
to Step S1. Also, if the automatic acquisition of JAR is allowed (Step S6),
the process immediately proceeds to Step S9.
15 Terminal T is equipped with the function for setting allow/disallow
for the automatic acquisition of JAR. CPU 151 sets/resets the designated
bit of flash memory 153 which is the bit for setting allow/disallow of the
automatic acquisition of JAR in response to the command inputted from
input unit 13. Therefore, by referring to this bit, CPU 151 can identify the
20  allow/disallow setting for the automatic acquisition of JAR. Also, in the
discontinuing process in Step S12, CPU 151 discontinues the process for
obtaining the Java application, discards ADF which is the object and is
stored in ﬂa,;hmernory 153, and takes maximum advantage of the memory
volume of flash memory 153.
25 Next, the shifting pattern from Step B to Step C and the
connecting mode are identified, and the acquisition process of JAR 1is
performed baldsed upon the identified result (Step S10, S11). In this case,

the communication mode of Step B is ordinary, and the communication

mode of Step C is SSL; therefore, as shown in process table PT2, the



process wll be the one in which JARis obtained by newWly starting SSL
communi cation. During this process, "SSL Communi cati on Begins (Being,..

Aut hent i qatiegiyias s displayed in liquid crystal display 14 as the 2‘gplt\{ ;UUS
nmessage. Thus, the process which corresponds to shifting pattern 5 Pl in
Fig.3 is properly perforned. As shown in process table PT2 in Fig.6, the
process content is determ ned whatever,-the connecting node is in this case.
Al so, the communi cation node of Step é will be revealed in Step S9 by

ref erringrbeedsheilibe the ©ne in eanichi NER 191 obb&inBFbY idesvigbsartind $SL Step S5
for obtaining JAR. As ADF is obtained, if the URL begins with to http , the

conmuni caoinmumcieion.| | Barmgr d]hmirprdcdss t eSS URIChmgusicationh Beginss”, the
comuni cation node will be "SSL." (2) Case. of. Comuni catlon Pattern P2 As

shgwn i n (Being, Auﬂeerﬁm:fﬁdﬁ cHt |d¢$P1ﬁﬁ§@slrbfllqwﬁ1TﬁWSé&lt dasplapalded the are i
S B S A 15 Fi 5,
AR b B
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S G SR, ey ST e Sl DY RE T

and the Qﬁéf;ﬁeat&%t éé’fﬁenfﬂi’éjﬁete?rrﬁh@d“@h%tdvrérSth@lfbcﬁlrf&h'rlggrrfd@ieslspfrp%§s
'therefore s shown 1 n 20 process table PT1 shown in Fig

comuni cghb@n Wk, the sboppedicaaon nidie pf Step Clwill bbt Iaavreahzgi ADE‘StIap
ordi nary comuni cation wil erformed. During this process, "SSL Page

Ter ni nat &' by setirsimigatoethd lthIwﬂBlc@ ©r gentained $rplth§l ALBFaﬁlet ﬁbtaan@@uaé

S B
25 and t RER QiR GRIABIETAR i n?\gféﬁ%fé Shigiped; eia bl o n'gzw‘éﬁp'r ocess
ggr ?gmnhg b?rge W@&%&h&pﬁ?@fn& b%r %‘“ws plltfoper perff%ﬁ1 (3)

Case of %@ﬁmﬂttggt e dhbfRin ﬁ;&oﬁ%@(ﬂp\mm% FSQLZ" t he comrunl cation m)des
of comuni cati on F0455/3135 20 MAY 2005
(2) Case of Communication Pattern P2
As shown in Fig.2, the communication modes of communication
pattern P2 are ordinary in Step B, and SSL in Step A and C.
15 First, in Steps 1 to 5, the same process as in communication
pattern P1 is performed. However, since the communication mode in Step
A is SSL, HTTPS of GET method is transmitted to IP server W in Step S1.
Also, the communication mode 1s SSL in Step A, and the communication
mode is ordinary in Step B during this process; therefore, as shown in
20  process table PT1 shown in Fig.6, SSL communication will be stopped, and
the process for obtaining ADF by ordinary communication will be
performed. '__During this process, "SSL Page Terminates" is displayed in
liquid crystéidisplay 14 as the display message.
Also, after Step S9, the communication mode in Step B is ordinary,
25  and the communication mode in Step C is SSL; therefore, the same process
as communication pattern P1 will be performed. Thus, the process which
corresponds go communication pattern P2 in Fig.3 is properly performed.

(3) Case of Communication Pattern P3

As shown in Fig.2, the communication modes of communication



pattern P3 are ordinary in Steps A and C, and SSL in Step B. First, in Steps
S1to S5 the sane process as communi cation pattern Pl is perforrrtég.,1,,,
However , rduss/ugst hi s process, the conmuni cation node of Step Ais d‘.-f’ﬁa@ﬂ%
and the conmunication node 5 of Step Bis SSL; therefore, as shown in
process table PT1 shown in Fig.6, the process will be the one for obtaining
ADF by newly starting SSL conmuni cat'gon. During this process, "SSL

Communi cation Begins (Being Authenticated)" is displayed in liquid crystal

di spl ay pdttem PRare Grdplay inES©epgA ahddd, arid S8 doSegsB.ng node s
keep-alive, SSL 1o communication newy starts in this process despite the
connect i ng nmodeFirst,nme Steps cHil ntp t35,S8ie sammurproatsorasmedanmuancatenor di nary

comuni cati on npde without term nating the process is inpossible. Next, the
shi fti ngppéemer Pk r don Paspommed. St e FlAOVEYRSL, t HEUNIBENNBYS | nRFASEES, arthe

Step B | SOMIUEAHON OSSR B OFBary Atel S5 EORATUPIA iRt TOREr of or .
he d ' N O], . " back
Lo sip o S H RESaLe nRrRf. o S 8 Brach b G PRORMAEFFI S (Tc

obj ect Jﬁi’@g@@@éésc@xfilloﬂe' ﬁlé“_%tneoﬁla'db?ﬂniﬁ%%ﬂm%)prr&‘iﬁﬁs st’éﬁti(h'g &R esponds
to conmmunication pattern P3 in Fig.3 is 10 properly perforned.” (4) Case of
Comuni cabimmnui@iatienn PDunghohis iproBess,2,'SShe Commundedtiom Begdas of

communi cation pattern P4 are ordinary in Step C, and SSL in Steps A and B.
First, ifBengpAghenacasd)t hs dispba a@sbqugf) coisiahi displayh 1dmspsheern P1

rosbage OISR RESHES | o TVahsth (hqoRanTangr ooV | Keomadiyes BSIAl ko, in
e G v A
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communication mode without terminating the process is impossible.
Next, the shifting pattern from Step B to Step C and the
connecting mode are identified (Step S9). During this process, the
15 communication mode in Step B is SSL, and the communication mode in
Step C is ordinary; therefore, the determined result in Step S10 will be
"yes", and the process goes back to Step S1 via the discontinuing process in
Step S12. In other words, the object Java application is not obtained, and
the process which corresponds to communication pattern P3 in Fig.3 is
~0 properly performed.
(4) Case of Communication Pattern P4
As shown in Fig.2, the communication modes of communication
pattern P4 ar:éordinary in Step C, and SSL in Steps A and B.
First, in Steps S1 to S5, the same process as communication
25  pattern P1 is performed. However, since the communication mode in Step
A 1s SSL, HTTPS message of GET method is transmitted to IP server W in
Step S1. Al;o, in this process, the communication mode in Steps A and B
is SSL; therefore, the process in compliance with the connecting mode

from Steps A to Step B is performed. In other words, if the connecting



node i s non-keep-alive, the process for obtaining ADF by starting SSL
communi cation is perforned. If the connecting node is keep-alive, the
process frp458M13 ni ng ADF by continuing SSL comunication is performggdiy @m
the former case, "SSL Conmunication Begins" is displayed in liquid 5 crystal
display 14, and in the latter case, no nessage is displayed in |liquid
crystal display 14. A nessage i s not Esplayed when the connecting node is
keep-alive because a new process of SSL commruni cation does not start. Al so,

t he conmmmbdatisofomkeepadli v, etheBprscéssLforaobtdihing eddFuby csthitingn®8E of Step
Cis ordinary, therefore, the sanme_process as 1o communication pattern P3

i s per f orqeE@munhcasjon he gmrfmres@d.milgmh@cﬂmpangsrrxodecrsmm@éwa;rth@at tern

P4 in Fig.3 i |y, d. 5). f Co i cat] Pat t P5 As
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per f or re¢rbaabdisppey 14t heannhesas ismdétadikpldyed whewnhe Rohingcfing!Modeher
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wor ds, the process of 20 obtaining JAR is pérforned by starting SSL
communi cas keapvilare bémmuseannewt progeswoé S comrkerrationvdoesandt stagt.pr ocess
of obtaining JAR by continuing SSL conmuni cation is perfaornmed when the
connecti ng node 4180, Khepcammunicatign  medeo e StepsB, 18 SSSLeo@Rehithst i on

o mossado i, mifie of $16p TS Ruipariiiffetite, Asame et o ocoee
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(5) Case of Communication Pattern P5
As shown in Fig.2, the communication modes of communication
pattern P35 are ordinary in Step A, and SSL in Step B and C.
15 First, in Steps S1 to S5, the same process as communication
pattern P3 is performed. Then, in the process after Step S9, since the
communication mode is SSL in Step B and C, the process in compliance
with the connecting mode from Step B to Step C is performed based upon
the process in table PT2 shown in Fig.6. In other words, the process of
20 obtaining JAR is performed by starting SSL communication when the
connecting mode is non-keep-alive, and the process of obtaining JAR by
continuing SSL communication is performed when the connectihg mode is
keep-alive. '-.ii-{n the former case, "SSL Communication Begins" is
displayed in liquid crystal display 14, and in the latter case, no message is
25 displayed in liquid crystal display 14. Thus, the process which
corresponds to communication pattern P5 in Fig.3 is properly performed.
(6) Case of Communication Pattern P6

As shown in Fig.2, the communication mode of communication

pattern P6 1s SSL in Steps A, B and C.



First, in Steps S 1 to S5, the sane process as comruni cation pattern P4 is
performed. Then in the process after Step S9, the sane process as

communi cahiggspattern PS5 is perforned. Thus, the process which coiw @spaitbs
to communi cation pattern P6 in Fig.3 is properly 5 performed. (7) Case of
Communi cation Pattern P7 As shown in Fig.2, the comunication node of
communi cation pattern P7 is ordi narygé)n Step A, Band C. First, in Step S'1
to S5, the sanme process as comuni catfon pattern to Pl is perforned. Then,

in the process pfrsSt g Si@g_@”gl_t&ﬁ@?,f S  sdhe pRycesess PorahhaiiBafien) AR by
continuing ordinary commuhi cation in accordance with process table PT2

shown i nphitgr® B4 ipepdriormeed.si Thent ive theoproosss adftem SrepeS8f tBeegamB and C
is ordinary. During this process, "Being Obtained" is displayed in liquid
crystal @reggsayas £omsmunécatiosplpajtedn1Bonts pegormedis, Thus, thecpeeceski ch
corresponds to communi cation pattern .P7 in Fig.3 i.s properly perfqgrmed. (8)
Case of wﬁﬁhnpeaﬁsmp&ttpepﬁnmuwaéwawm &0 ing égg’or’fﬁruﬁ %B‘?‘ﬁ%n nodes
of copmmuni catio pattern P8 are SSL in Step A and ordinary in Steps B and
C. ?0°Fi PSHIOTYCst eps Si to S5, the same communication pattern as P2 is

perfor rregp Eag@o{i%@gﬁ@?ﬁ?gge{gﬁp S9 and thereafter, the sane

conmuni cat1 on pa ornmed. Thus, the process which

cor responds- : t OAGOSHBARA Gt szgaﬁ& efdinfifidibaffol- Mode 6f epeimyiniesfion med.
[ Suppl enent] 25 As expl ai ned above, accor di ng to the present enbodi nent, the

process phttein Pdris esgurady ih Gtepek yBoamdhi cati on pattern shown in Fig.2 and
Fig.3 is properly perforned, and @EPF i s obtained by commynication in the
encrypting conmiiiptdRiSAP ROdE SPhERe SHRCRAOCESH A5 CORBUDIGH P PALEEN

appl | cat pqn; by, obtal ol norgaR BY GRMRYBLEA! bENsidh YN hER4RRL3IRE 10 MY
process of obtaining JAR by continuing ordinary communication in
accordance with process table PT2 shown in Fig.6 is performed since the
communication mode of Steps B and C is ordinary. During this process,
"Being Obtained" is displayed in liquid crystal display 14 as the displayed

15 message. Thus, the process which corresponds to communication pattern

P7 in Fig.3 is properly performed.
(8) Case of Communication Pattern P8

As shown in Fig.2, the communication modes of communication
pattern P8 are SSL in Step A and ordinary in Steps B and C.

20 First, in Steps S1 to S5, the same communication pattern as P2 is
performed. Then, in the process of Step S9 and thereafter, the same
communicziti_bn pattern as P7 is performed. Thus, the process which
correspondsicrcommunication pattern P8 in Fig.3 is properly performed.
[Supplemen-i]

25 As explained above, according to the present embodiment, the
process which corresponds to every communication pattern shown in Fig.2
and Fig.3 is properly performed, and ADF is obtained by communication in

the encrypting communication mode. Then the pattern of acquiring a Java

application by obtaining JAR by communication in ordinary



communi cation pattern can be elimnated. Hence, when the term nal user
executes the obtained Java application and, the obtained Java application
per f or ns eapIYLati on by using the network, transm ssion of person& MAY 2005
information in the plain 5 | anguage by Java application, contrary to the
will of the term nal user, can be prevented. Also, as in the above

menti oned enbodinent, a cellular tele rllone Is effective as a termnal. The
data processing ability of a cellular“"tel ephone is |ower conpared to a

term nal copefudscaicwpaiieakceRbewlfhinatedand the bandwi dth of the
communi cation path is narrow when conpared to cable comuni cati on;

therefore, the pbariehi Mitten fthe tthemopar atseonexécutes ther wbranetlo Jlae'a
restricted for a longer period of tinme than the user expects.is gher in
prior artapplivationmn ethpr@gemedelﬂxﬁjapph@au@mmr&)m&ﬁ@muamtlson bvou ded by
al l owi ng a.Jav pplicat |ontobeobt ned b di .|t|nt 15 ADF and
TAR, " and YBYAEI WSTRMORE, (EAISTORBIOR < PRSIl pASEIIION ifto it PHARon: ADF

evamte PGP e Sl A R the

Java applye 32‘53% ain even after the termnal was restarted, by storing
the obtain ava 20 application into fixed nenory, was shown; however,

obtaining the Javso, apph itls@abore agantionéd @mbddinmertrancd]llar talepﬁdnen by
storing the obtai ned Java application into terrporary menory, is feasible as

wel | . Al $9,effective ashavdermmalonefhentaidi pracessing agbilippbf cat colulas | ust

one exarrp f data which can be obtained,  but,K other ns or data 25
can al so ®EPHBASI 1SI@WINCOIPBFCNEP s [CHmEIAb SUEBns |an9‘gfﬁ$’%8% CAMMECHpp! i ed

it ot ot 20k @5 B H b8 cHnfiiEieul rﬁgéﬁﬁiﬁ%“‘rw M SRR 1 or e
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terminal to be restricted for a longer period of time than the user expects is
higher in priof arts. Yet in the present embodiment, such a restriction is
avoided by allowing a Java application to be obtained by dividing it into
15 ADF and JAR, and by allowing the user who referred to property
information on ADF to determine whether to obtain JAR.
In the above mentioned embodiment, the example of allowing a
Java application to be used without obtaining the Java application again
even after the terminal was restarted, by storing the obtained Java
20  application into fixed memory, was shown; however, obtaining the Java
application agam after the terminal is turned on, by storing the obtained
Java apphcatlon into temporary memory, is feasible as well.
Alsp,-in the above mentioned embodiment, a Java application is
just one example of data which can be obtained, but other programs or data
25  can also be obtained. In other words, the present invention can be applied
when a hnf* of data which 1s divided into two units is obtained from the
Internet.
Also, 1n the -above mentioned embodiment, communication

patterns P1 and P2 in Fig.2 are alloWed, but these can be forbidden. In



99 ot her words, forbidding an acquisition pattern in which the comunication
system of Step B and the communication system of Step C disaccord is

possi bl e ppfds9L35i N t he above nentioned enbodi ment, a cellular tel ephone is

5 an exanple of a termnal, but in the present invention other term Qé'?@\YdZDUS
whi ch can perform communication via a network by cable or air can be used.
Al so, in the above nentioned enbodi meg%, comuni cation patterns P3 and P4
in Fig.2 are, without exception, not aflowed, but such limtations do not

apply tooihg Wb@éserfbrtbﬂawﬂﬁl& ia@Nac nﬁgéuidﬁpaﬂém iPIiagkitAe chinfihieagibnwhet her
acquisition is possible whén co nication patterns are P3 and P4 in Fig.2,

JAR can Begsteaceif VetdpaBdasd chedcodmenunivationesysipar ofeStep G Hevasicoedbig
allowing a tﬁgﬁe of Java application to be stored in ADF, JAR can be
recei ved passl or ed even if the comunication patterns are P3 and P4 in

Fig.2 if the Ja appllcatlonls of t t ype, which does not perform 15
comuni cat i on. S§b ml thet 30 st F@?ﬁ‘f@ﬂ&?ﬁ@ﬁ%ﬁﬁl lulas tslgPBENSS IS

by eooht Bﬂ&%%rt(rmi é?ﬁPB?bi’dl(t hetpresen e atioRingt fthunat wilishi cat i on
can be aggs cSﬁ;?nu&caP%‘ﬁr@l% q(H@tv%‘ﬁyl\ Bg'&‘#?é Bf“tairoﬁm BeRfs%HOCOl whi ch

correspon I've and non-kKeep-

communi cati on pA@sT,d)CQh whe c hibdaes m@htl@)QEHeSd}ﬁdeirﬁeﬁﬁ‘e%@mrﬂtﬁﬁcatlﬁnt he
above mentioned enbodi ment, an exarrp e of converting a-comrunication

pr ot ocol patteget Bdeands @dvar F@\B are, skthont kexiceptibng nios abloiwedyneuesachl e.  For
i nstance,. by allow ng HTTP (and I—FI'TPS) 25 and SSL_to be processed at the
t er ni nal Jingigattans eamasrappl Bethei presenty inventiond 5ot inganeenby askingni nal

and 1P server, or il can be carried out ofter ol fhroudh a plurality of
P3 and P4 in Fig.2, JAR can be received and stored when the user approves.
Otherwise by allowing a type of Java application to be stored in ADF, JAR
can be received and stored even if the communication patterns are P3 and
P4 in Fig.2 if the Java application is of the type which does not perform
15 communication.

Also, in the above mentioned embodiment, examples of
forwarding data by using HTTP (and HTTPS) and AL are shown, but in the
present invention, any protocol which can achieve encryption
communication can be adopted. It can, of course, be any communication

0 protocol which corresponds to keep-alive and non-keep-alive. It can also
be a communication protocol which does not correspond to these.

Alse, in the above mentioned embodiment, an ekample of

converting a-communication protocol at gateway server GWS is shown, but

this is only one example. For instance, by allowing HTTP (and HTTPS)

o
[}

and SSL to be processed at the terminal, communication can be directly
carried out between the terminal and IP server, or it can be carmed out after

going through a plurality of conversions.



CLAIMS 1. A data obtaining nmethod conprising: a first receiving step in a
term nal which can communicate via a 5 network for receiving via said

net wor k a&dfisegti3zdata unit in which property information on data is sgﬁre®'
a determning step in said termnal to determ ne whether said data 2 HAY B
obt ai ned based upon a comuni cati on node which was used in said first

recei ving step and a communi cation node used for receiving a second 1lo data
unit in which an entity of said data is stored; and a second receiving step
in which said second data unit is relcAlMS from said network side when a
determ ned outcone in said determning step is "yes", and said second data
unit is not received fromsaid network side when it is "no." 15 2. A data
obt ai ni ng net hod aﬁﬁgrding t aiml. wherein acquisition of said data is
deterningd a8 d3{goR{AEHNE dBG OIFPIIZIYHruni cat i on node which is used for

o Cd 4 dat. R h . : . .
g e ¢ oSBTty Mebeir & IoPHEhaf INGRSCHE i Gt o
Step. 53. RGRR @Ptr?bé'i'vri'ﬂo TBh A HEFRb ﬁgﬁ}% Heal dhit iehier ?Opert?/
communi cat1on node for reteiving said first data unit is a de" using

encrypti QAferenacion oatdLn is ststedcqui sition of said data is 25 determined as
"no" when a conmmuni cation node for receiving said second data unit is a node

whi ch does not audetcemeniypgt step innsadi térnendr to deteynsinepwhether sadditdatabt ai ni ng
met hod according to aim1 wherein acquisition of said data i,s determ ned
as "no" WwABP&OPtMBed Hased apomCcorrBUNIEAtiopMAHE ERIGhWiRs dsedHnRidas used
in said ]:;-l nmuni cation de used for recgi Vi ng

said sec Hé? %%éeigﬁ%y%tggiai%ﬁg&%gggﬁni& 1on mode used {Or receiving a secon
10  data unit in which an entity of said data is stored; and
a second receiving step in which said second data unit is received
from said network side when a determined outcome in said determining
step 1s “yes”, énd said second data unit is not received from said network

side when it is “no.”

2. A data obtaining method according to Claim 1

wherein acquisition of said data is determined as “no” when security
of a communication mode which is used for receiving said second data unit
1s lower than security of communication mode which was used in said first

20 receiving step in said determining step.

3. A data 6Btaining method according to Claim 1
where'm: a communication mode for receiving said first data unit is a
mode using encryption communication, and acquisition of said data is
25  determuned as “no” when a communication mode for receiving said second
data unit 1s a mode which does not use encryption in said determining step.

4. A data obtaining method according to Claim 1

wherein acquisition of said data is determined as “no” when a



said determning step. 5 5. A data obtaining nethod according to Caiml
wherein said data is a conputer program which can be executed at said

t ermi nal .Fo@s5/413kat a obt ai ni ng net hod according to Claimb5 10 wherejn said
conputer programis a conputer programwhich perforns conmuni cat i SniAY7200A
data obtai ning nethod according to Caiml wherein said termnal is a
cellular telephone. 15 8. A term nal ,gonprising: a first receiving neans
for receiving a first data unit in whiich property information on data is
stored froommaungtarok mode; whidetvedsrused anneaids firsr reedierny siey drfd a
acquisition of said data is ~o feasible based upon a communi cati on node
whi ch wasomsmdnicatioreawdd nsed $ar deddiving skidseeoind datasuni disacaordeiei vi ng
means and a comruni cati on node wused for receiving a second data unit in
whi ch an Sait deterganig $fePata is stored fromsai d network side; and a second
recei ving neans which receives said second data unit from 25 said network
si de when a determ ned outcone by said determning neans is "yes", and does

not 1 gceisve R3ifl, SHEAMIndFhEHYA AcddrBMSH 1Agh ok side when'it is "no.”
wherein said data is a computer program which can be executed at

said terminal.

6. A data obtaining method according to Claim 5
10 wherein said computer program 1S a computer program which

performs communication.

7. A data obtaining method according to Claim 1

wherein said terminal is a cellular telephone.

8. A terminal comprising:
a first receiving means for receiving a first data unit in which
property information on data is stored from a network side;
a determining means for determining if acquisition of said data is
0 feasible based upon a communication mode which was used for receiving
said first data unit by said first receiving means and a communication mode
used for rec;éiving a second data unit in which an entity of séid data is
stored from-said network side; and
a second receiving means which receives said second data unit from
25  said network side when a determined outcome by said determining means
is “yes”, and does not receive said second data unit from said network side

when it 1S “no.”





