SW TCHI NG HUB AND LAN SYSTEM The present application
i s based on Japanese patent application

No. 2007- 028511 filed on February 7, 2007, the entire
contents of which are 5 incorporated herein by
reference. BACKGROUND OF THE | NVENTION 1. FIELD OF
THE I NVENTION This invention relates to a swtching
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switching hubs equipped with a VLAN function are now offered commercially. Use
20 of the VLAN function atlows dividing computers connected to the same switching
hub into different groups, or combining computers connected to different switching
hubs into the same group.
A switching hub with a VLAN function receives from a computer connected
to its port a data frame configured based on a data communication standard format,
25  and adds to the frame 4-byte data called a tag indicative of a VLAN to which that
computer belongs, and relays to another switching hub. The switching hub with the
VLAN function, which has received the tag-added frame, deciphers the tag to
determine the VLAN to which the frame belongs, and relay the tag-removed frame to
a port corresponding to that VLAN. Herein this function is referred to as



1 1 EEE802. 1Q tag VLAN. The sw tching hub has plural
ports connected to a network, and matches a
destination address of a received frane and an address
corresponding to a port registered in an address

|l earning table, to relay the franme to a port connected
to a 5 destination termnal. This switching hub is
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its VLAN domain is different,

20 As described above, many companies build a network using the VLAN.
Accordingly, in backbone networks built by carriers, to provide broadband LAN
connection services for companies, it is necessary to recognize a subscriber
{company)-transmitted frame, make receivable and transmissible VLANS settable
respectively for each port, and have plural groups of those settings.

25 There is a demand to make relays for a VLAN to which a computer belongs
possible from all VLANSs to which each project belongs, but to make relays between
VLANSs to which each project belongs settable respectively to permit some of the
VLANSs and prohibit the other.

For example, assuming that when connecting a VLAN to which a computer



VLANs to which each project belongs settable
respectively to permt sone of the VLANs and prohibit
the other. For exanple, assumi ng that when connecting
a VLAN to which a conputer 2 belongs to a port A a
VLAN to which a project B belongs to a port B, a VLAN
to V\,hi ch a project C belongs to a port C and a VLAN
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this settl ng has the problemof relaying to the
pr @hPdit €dprofeet @y—ort D (project D): prohibit

10) Port D (project D) — Port A (computer): permit

)

15 11) Port D (project D) — port B (project B): prohibit
12) Port D (project D) — port C (project C): prohibit
When using a typical port VLAN or IEEE802.1Q tag VLAN to realize the
VLANS, each port VLAN setting is required to be the same for all ports:
Port A: VLANI (computer)
20  Port B: VLANI (project B)
Port C: VLANI (project C)
Port D: VLAN]1 (project D)
However, this setting has the problem of relaying to the prohibited relay 6
port although relay 1 is permitted to be performed. Even relays 2-5 also have the
25  problem of leaking to the other ports although the relays themselves are permitted to
be performed.
In order to prevent this, when building plural VLANS, setting the plural
VLANS for the ports to perform router routing between the VLANS is considered, but

there is the problem that when building plural independent VLANS, a router which is



port although relay 1 is permtted to be perforned.
Even relays 2-5 also have the 25 problem of | eaking
to the other ports although the relays thenselves are
permtted to be perfornmed. In order to prevent this,
when buil ding plural VLANs, setting the plural VLANs
for the ports to performrouter routing between the
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the VLANNID, via the port, which matches the VLAN-ID,

(2) In accordance with another aspect of the invention, a VLAN system

comprises:
a switching hub comprising a control unit for setting, for a port, a VLAN-ID
comprising a subgroup ID of a subgroup constituting a VLAN, and a sub-ID of a
20 group contained in the subgroup ID; and a switching processing unit for relaying a
frame, which contains the VLAN-ID, via the port, which matches the VLAN-ID,
wherein the VLAN system receives a frame relayed to the switching hub
from a transmitting source constituting the VLAN at the port set to the VLAN-ID, and
relays it from the switching hub to a destination via the port set to the VLAN-ID.
25 According to this invention, it is possible to flexibly adapt to frame relay
seftings without making the configuration of network devices complicated even in an

environment where a plurality of VLANs are provided.

BRIEF DESCRIPTION OF THE DRAWINGS



wherein the VLAN systemreceives a frane relayed to
the switching hub froma transmtting source
constituting the ULAN at the port set to the VLAN-ID,
and relays it fromthe switching hub to a destination
via the port set to the VLAN-ID. 25 According to this
i nventi on, IS possibletoflexibly adapt to frane
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expl ?c?ed bel ow referring to the draw ngs, wherein:
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FIG5 is_a diagram showi ng settin of the VLAN-1D
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di af msmnzbhdwm a nodified switching hub. DETAILED

CESCHY P o, (P gL PREFCRRED EBEDIENTS 20 SHTE G

15  this embodiment; and

FIG.8 is a schematic configurational diagram showing a modified switching
hub.

DETAILED DESCRIPTION OF THE PREFERRED EMBODIMENTS
20 SWITCHING HUB CONFIGURATION
FIG.1 is a schematic configurational diagram showing a switching hub in this
embodiment. This switching hub 1 includes a port unit 3 comprising plural ports
3A-3N provided for connecting communication cables, such as LAN cables, etc., to a
side of a body 2, a port processing unit 4 comprising a receive port processing unit 4A
25  and a transmit port processing unit 4B, a filter processing unit 5 comprising a receive
filter processing unit SA and a transmit filter processing unit 5B, a switching
processing unit 6 for determining a frame-relaying VL.AN, a FDB (Forwarding Data
Base) 7 with frame destination addresses registered therein, and a control unit 8 for

setting VLAN-IDs corresponding to the plural ports 3A-3N respectively of the port
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FIG1l is a schematic configurational diagramshow ng a
swtching hub in this enbodinent. This sw tching hub
1 includes a port unit 3 conprising plural ports
3A-3N provided for connecting conmuni cati on cabl es,
such as LAN cables, etc., to a side of a body 2, a
port processing unit 4 conprising a receive port
proc?33|ng unit 4A 25 and a transmit port proceSS|ng
un't4B, a filter processing unit 5 conprising a
recei ve THd dokt@hitA @PHsds Mk plial pord 3A0IN & WHisMBANL
filter processing unit 511, a switching processing
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unit "3 into the swtching hub 1,7 and when a VLAN tag

i s addidealthe dratnecthé regeiwe port processing unit 4A adds a VLAN tag to the frame

according to a VLAN setting of the receive port.

The transmit port processing unit 4B references the frame relayed from the
transmit filter processing unit 5B of the filter processing unit 5, and when the relevant
transmit port has no tag, deletes the VLAN tag from the frame, to relay to the
corresponding port of the port unit 3.  Also, when the relevant transmit port has a tag,
the transmit port processing unit 4B relays the VLAN tag added to the frame directly
to the port of the port unit 3.

The receive filter processing unit SA references a VLAN-ID 13D of the
frame shown in FIG.3 relayed from the receive port processing unit 4A, and when the

VLAN-ID 13D of the frame matches a set VLAN-ID of the receive port, relays the



relays the franme directly to the filter processing
unit 5. Also, when no VLANtag is added to the frane,
the receive port processing unit 4A adds a ULAN tag to
the frame 20 according to a VLAN setting of the
receive port. The transmt port processing unit 4B
references the frane relayed fron1the transmt filter

prqcessi ng uni.t. 5B of .the .fj rocessi.n it 5,
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Cr TG psaimeRtanct oAl e ol G5 tndRapni by f pors

t Y SRtlﬁ) bt tﬁ@? ﬁmpﬁﬂowﬁﬁﬂ PRSI n SudhettingFare Ridle 6Y &6 %ﬁiﬁ)l unit
frame hi s enbodi nent, a subscriber conpany A

buBst a VLAN 1 usi ng the smntchlng hub 1. Herein are
explained the frane relays in the VL 1. FI.G
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transmits a frame to be relayed and can relay a VLAN frame based ona VLAN-ID

defined in the transmit ports, from the switching hub 1 to a transmitted destination.

Also, in this embodiment, the ports 3A-3D have no tag. Also, VLANI-1 to
VLAN1-4 belong to a subgroup of the VLAN1, and each port has corresponding set
VLAN-ID.

The port 3A has VLANI1-1 set as a receive port, and VLANI1-2, VLANI1-3,
and VLAN1-4 set as a transmit port.

The port 3B has VLAN1-2 set as a receive port, and VLANI-1 and VLAN1-3
set as a transmit port.

The port 3C has VLAN1-3 set as a receive port, and VLANI1-1 and

VLANI-2 set as a transmit port.



15 3A-3D of the port unit 3 shown in FIG 1. Such
settings are nmade by the control unit 8. Here, the
receive ports refer to a port at which the sw tching
hub 1 receives a relayed frane, and the transmt
ports refer to a port at which the switching hub 1
transmts a frane to be relayed, and can relay a VLAN
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deshhdddt pe). Al so, in this embodi rrent, the ports
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VLANI -2 set as a recéive port, and VLAN1-1 and VLAN1-3
sein EMz.3At ransmit port. The port 3C has VLANL-3 set as
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| EEES802. 1Q VLAN tag (herein referred to as a VLAN
t adfy 134, a bt ppgrity 18B fer mdjcating apaiotityny 1 -bid G (Fangniceldognat
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15 Regipaaniey FlehBCdal a10-b#etANaD 18D Of repRE&HGSE a group to which the
frame 10 belongs.

FIG.4 is a diagram showing the VLAN-ID 13D of FIG.3B. The VLAN-ID
13D comprises a 4-bit subgroup ID portion 130 for indicating a subgroup of a VLAN,
and a 8-bit sub-ID portion 131 for indicating sub-IDs in the subgroup.

20 FIG.S5 is a diagram showing settings of the VLAN-ID shown in FIG.4.
When defining a VLAN built by a company A in this embodiment as subgroup 1 and
defining subgroups included in the subgroup 1, values for the subgroup ID portion 130
and the sub-ID portion 131 that constitute the VLAN-ID are set as shown.

Here, when defining a first VLAN in the subgroup 1, its VLAN-ID 13D is

25 VLANI1-1, and a “1” is set in the VLAN subgroup ID portion 130, and a “1” is set in
the VLAN sub-ID portion 131.  Also, when defining a fourth VLAN in the subgroup
1, a “1” is set in the VLAN subgroup ID portion 130, and a “4” is set in the VLAN
sub-1D portion 131.

Such settings can be made, for example, by connecting a device, suchasa
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As shown in FIG 3B, the VLAN tag 13 conprises a 16-bit
VLAN protocol [ID 13A, a 3-bit priority 13B for
indicating a priority, a 1-bit CFl (Canonical Format
Indicator) 13C for indicating presence/ absence of an
optional RIF (Routing 15 Information Field), and a
12-bit VLAN-1D 13D for representing a group to which
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poptdcessing3fit Samdl swintehmgl prokb&3sing uhit 6,in A&brdaned with the VLAN-ID
constitute the VLAN-ID are set as shown. Here, when
deFeiHPgHgioged o the nopyolaile memoBy subgr oup 1, its VLAN-1D

13D is 2€§SV I

subgr oup piggy t di%ﬁ @g%,“ﬁnﬁélmtk&f%%?h @ gl{tmgmgltﬁ}mw AR hub
sulpf thid gsbodingemt, 1 3he \A\_Lm ofhesdnthany Aicognedtet @sing the ¥ivAbhing
in the subgroup 1, "1" is set in the VLAN subgroup

| Dhpl A tHilh pe qwneairmloafref?mrigstowh figyra- he VLAN sub-1D
port 1 on e &6 Bl b BERfiRe R OB el BB G s

by connecting’a qev Eonal compu

( hegiap furk BRI %ﬁa&d&ﬁcﬁs@@daﬂér@nﬂs&ﬁn@s\ﬂoi ﬁbélwaﬂauﬁn&mt
with a LAN cable or the like to use tel net connection

or petiein|theamepotomnmand- | i ne access control software

t d til . d.in.th

wi t chi el R ofiee Rareraby ot REEDY B teprapafe 20
setrbkyddSmiphtef Sdrke? 96 Q(Mga%?avﬁrﬂgzhub SARdiTRarkll %ran@h 50, where the
nonvol atil e menory. The control unit 8 controls the

porubgmrupdedefined asifii’t the subriD ofckokyphaadassters @0 undefingd asand

VLAKEAN TSR AT el mkSbcommpuaraen o Gy o2 e D of

FI ‘I%aﬁagta%a @rﬁbﬁ%@@lﬁmw rb&hdﬁle%%‘iﬁfohb%m& GiahdHBE0 SVLAN1 4",

usi ng he swt I nNg hub
Such settings are made by the above-mentioned control unit 8 of the switching hub 1.

FIG.7 is a flowchart showing frame relay processing in the switching hub of
this embodiment. The frame relays from Tokyo headquarters 20 to Ibaraki branch 50
will be explained below referring to each figure.

(S1) When, in the Tokyo headquarters 20, a unicast frame for destination

Ibaraki branch 50 is first relayed to the switching hub 1 from a PC belonging to an
in-house LAN, the switching hub 1 receives this frame at a receive port 300 in a port
3A, and relays the received frame to a receive port processing unit 4A.

Here, since no VLAN tag is added to the frame relayed to the switching hub 1,
the receive port processing unit 4A adds a VLAN tag 13 to the frame according to the
VLAN-ID setting of the receive port 300. Since the VLAN-ID of the receive port



of this enbodi ment. The VLANs of the conpany A
connected using the swtching 10 hub 1 will be

expl ai ned below referring to each figure. In FIG 6,
receiving and transmtting in the switching hub 1 are
drawn as being functionally separated because of
different settings for receive and transmt ports in

th ane .po The VLAN networ k e '

our? 255 oYt B e 2P o8 130 of G VT ATE RT3 i to e
CeRhRE i30and{RIRBANREAGH teof &0 N Rkl JAHENG1Ih BE.
where the subgroup is defined as "1", the sub-1D of
TolLAaNH2 13R-ernteinmg MLAN tagdBiinethyab via 4 icaiNg filttr prodessing unit
sub-1D of, Tokyo conputer center 30 "VLAN1-2", the

SuBA D7 YN SR 40~ VAN -3 and! t h

ssub-1 D ofis3 Kttt R o Cseilt O 6 ferencStis HesiRitloh MIRC
are made(%y’ t He gk?ove- n%%t?egﬁe% contr%rnunigte8 of the
swaddréss A ohthbd frime Pdaviet Goth the regeiiré Hlripaocessidponitia, o ane
relay processing in the switching hub of _th

entitieiHEn e frme 28 yryeast PEVNEP 4 o 39&&@9&%@%’6@%&% fna FDB
o SRR RGBS 3o b B IbAL P g aC

headifyesan ef the ZAmea uni cast frane for destination
| baraki branch 50 is first relayed to the switchin

10hub 1 f (8t YesHEhsaptaiaval rryult i fapnd ip thejinformation rqgiaterer? icthe
SW j . ives. thisfr t [ i [5.
SOEDBY. DRl okl U2 b 8AFaSnd 5P Sh KB s
I €35 MigelB@ the BhRE 85 918 ink#idd trehfmit Ppoft Based of €R FIIB Widhdtered
tafygslbs added to the frane rel ayeldbtelg the swi tching hub

1, inferiatipretoay transipis filtenprensesing yrut Th wherp/An thdeseanf Jestination

tag 13.t0 r . according to.the VILAN setti

o Rtk beinde, o B B e 00 i Yot POt 307 Sfport 9.
157 ecei ve po tyed) 15 GrahsinibBlter Yradbsink unit 38 réfRAER R VDAN-ID

portion 130 of the VLAN-1D 13D added to the frane is

1 539 of e framb 14ldyeg drom the swiBhirtgiteoasering wnitl6, afdhwhenftheme

ad ' h LAN-1D 13D-contajni ng, VLAN tag 13 i.s

O VEdnhir Rap 3 me b marnes et BEARGEL Pne ahddE seppibpor

SWaGCAH D dRf ﬂ?,‘%élgjrsﬁﬂe Hithd o tra'%snggﬁ?rt §{90%3:ssi-ﬁﬁ Gn WBt chi ng

processi ng unit references a i nation MAC
(87) Since the relayed frame has the VLAN tag 13 while the port that

20  transmits this frame has no tag, the transmit port processing unit 4B deletes the VLAN
tag 13 from the frame and transmits from the transmit port 307 of the port 3D, to relay
the frame to the Ibaraki branch 50.
In this manner, by providing the subgroup ID portion 130 and the sub-ID
portion 131 in the VLAN-ID 13D contained in the VLAN tag 13, and adding the
25 VLAN tag 13 to the switching hub 1-relayed frame the according to the port
VLAN-ID setting, it is possible to define plural VLANSs even without using any router,
and facilitate switching thereof.
In the above switching hub 1 frame relay, there is the registered information

in the FDB 7 and the frame is relayed to the destination Ibaraki branch 50 as learned

10



10 pr berdquariers Ak desippated pemukicastdhop !

15

20

address 11 of the frame relayed fromthe receive
filter processing unit 5A, to determne the frane as
uni cast for VLANl1-4. (S3) Information registered in a
FDB 7 is retrieved with respect to a set of the
subgroup I D portion 130 and a source MAC address 12
of the frane. 10 (S4, Yes) If the retrieval result is

{ndfictsho GO YRR Mg SHheseRI gD et e iR pedor g setin

f r aev N IpaBRRadt L LASE unlcaétsl@mel do dot @t tﬁerb%t mmD of the

for a destination transmt port based on the
7- tmxysmﬂt e (58) itheh dientednsmit fifter pro¢essamsuriit SB d1b¢aects the frame, so as

processi n?lgﬁ_mt 5B, where in the case of destination
| bAPtR feak therfely o an yuntgaded TARSMIERPT r ansmi t port is a

transmt er\tlog%) eg\;nté”hl b l%a %igia(n%rs ngﬁﬁﬁca&?ﬁm multicast or

transmt It process g uni references

VL Biyadidast, {S3ptieh tﬁd‘s@xtﬁ:hlagprobeﬂsmg aflit 6 dedigtabee flowvdihg forag

processing unit 6, and when the VLAN-ID 13D of the

f r defEnptigneHbaToup iadicated the pikgroupdD rogian 138 f ths VLAN-ID 13D

transy iy 307 of the port 3D, relays the frane to

a trans}n Qp%}“? processing unit 4B. (S7) Since the

rel ayed fRoRBRini}as af SRwiliANIG20f 43 fiohielrélay hempky Tokyhat

20 transmts this frame has no tatgwthe transmt port
Witching PRockssyi unkid

pofraB pabRRs By b b Pl L g Bpiior Viaficn g2
| NabdWWEANBINEA if B'Bé fRERVER) BemitheTskys ﬁéé@l@@ar{eR 06 Bésihated as

130 and the sub-ID portion 131 in the VLAN-ID 13D
o broadqasic then thelywitehing\proegysin g pmaﬁ desghdien foedieg fop B VIIAMN

& tof%‘ °¥ﬁﬁ%’i&r%ﬁ‘m ‘igi?‘i(ﬁd frarr:est I;gssi bl e

to def| ! 1®|M{dads rééks‘&'h'ﬁor?ﬂa?&hn%&%&at‘iﬁh{égth@%éefv@ I
and facilitate swtching thereof. In the above

swethgtriupgDlpottioh 180,28 sowrtaMAC dddress ars retgi’seerecbgtostheFBB 7,
e tr nme is relayed

i nf.Qr ma in the F th

t h&%@@{t‘ hﬁ LB o $t53é?al[<)%4b]?r &ﬂﬁ sge isalioaRphdhenghe desthnation
p ID portion 130 and

¢ nof e mc{??ﬁamé\?z)nr?l g R FEREBAD O AR D 13D of "t he

| ear ned MODH%ICAT[‘IGNE do not match the set VLAN-ID of

t he

FIG.8 is a schematic configurational diagram showing a modified switching
hub. This switching hub 1 comprises plural ports 3A-3D provided for connecting
communication cables, such as LAN cables, etc., to a side of a body 2 explained with
FIG.1, where the ports 3A and 3B include plural virtual ports, the ports 3A and 3C
belong to a subgroup 100, and the ports 3B and 3D belong to a subgroup 200.

In this modified example, the port 3A includes virtual ports A1-A4 for being
connected to branches 70-73 present in specified areas of a company A, the port 3B
includes virtual ports B1-B3 for being connected to branches 74-76 present in
specified areas of a company B, the port 3C is provided as a frame input/output unit to

the switching hub 1 for relaying the specified areas of the company A and the port 3D

11



transmt port, (S8) then the transmt filter
processing unit 5B discards the frame, so as not to
| eak the relay into an unintended transmt port. 5
(S2, No) If the switching hub 1-relayed frame is not
uni cast, but nulticast or broadcast, (S9) then the
swi tching processing unit 6 designates flooding for a

destinati oy di cat e the ub

pof PRRIde8s & e Rl L0 el DRAHEBLR P slaying the
FogpeRinltes oftfic Sty B0 FI G2, if the frame relay from
the Tokyo 10 headquarters 20 i s designated as

mul t i castUsetofithe \tItﬁaNéwsctbhgsrvgpbmd es@swglbgdnmeneﬂlows the
desj gnat es. f1 oodj Nsu of _.desj gn d

on BRI PR IRerS35 b b Pvsiel RoFAR o 3By gHiFe: ¥ PR 55
5T 1 YTRANLE efid@ %rt omgnch@ﬁﬂﬂ ‘P@fotﬂﬁN 3 are Yefined for the port
desi gnat ed as cast, then the sw tching

pr 8Beasliartgidge d¢s1r6d t:betm ogmatlmszafabb adefiged mrthaVIANNubgroups.
I LANI AN1-3, and VLANI -4 1
'? rﬁ?fﬂﬁ%fﬁe { P sttt 0 6 deoc ot s Comamyi ?ﬂﬂg@e
th%ﬂggﬁlﬁlﬂjﬁl%hed fo?ﬂté%fﬁgﬂq | portion 130, and source
VA

ess are registere |nto the FDB 7, foll owed

by r et urThetsabgib®pl0.is (Swhectbdihroligh tl&a:bﬁwpsnchh@porawtd ertlay
when the destination of the unicast frame is

10f ofipfyork20 and bepypset subgrqupEPARY) Giiso.the mbegogp 200 | ’e‘i connected

o P e R AURREOATB o L1 RELHRON sRE1R TR bty 0

polztms 3A—3D provi ded for connecting conmunication
cabl es, such as LAN cables, etc., to a side of a body

2 expl ai fo&I1G§, Hlehrardﬂohvien@tvﬂe\ﬂeﬁdﬂbofsm eAEpagBA, the

oo e T bbb ViAo e ipeh 0Bl To 5 ViV e

15 bebamneh 4Pbelorzy tz%@wmoanc&ﬁe VD ANY BR1oARS o N TSN FOoan st the
the port 3A includes vi rt ual ports Al-A4 for being

c o suhgrtupd 00 viagheyidhal pot a1 z8 ﬂpr;es:ém iThe std:eH? ﬁf ibel VAASH0-1

ik AR VR el BV AR Fop-2 PEhe o 100 B BBt
spaRidriiRGor12as 1ok séb-APHPROVLENIDAS iPPT tnﬁﬁzmqs belongs to

provi ded ‘as a frame input/output unit to
SWIVILAN 119§-3mfithelsubgroup E00awia thg virhel peds3 6f thdpa‘t 84s 'tlie sub-ID

ot NSr GOMMAN 063309, LIS PLAR4 Bongs to VLAN100-4 of the subgroup 100
via the virtual port Ad of the port 3A. The sub-ID of the VLAN100-4 is 4.

Also, the branch 74 belongs to the VLAN10 of the company B, the branch 75
belongs to the VLAN20, and the branch 76 belongs to the VLAN30, and the VLAN10
belongs to VLAN200-10 of the subgroup 200 via the virtual port Bl of the port 3B.

25  The sub-ID of the VLAN200-10 is 10. The VLAN20 belongs to VLAN200-20 of
the subgroup 200 via the virtual port B2 of the port 3B. The sub-ID of the
VLAN200-20 is 20. The VLAN30 belongs to VLAN200-30 of the subgroup 200 via
the virtual port B3 of the port 3B. The sub-ID of the VLAN200-30 is 30.

Also, for the port 3C, there are defined the VLAN100 belonging to the

12




11 is provided as a frane input/output unit to the
swtching hub 1 for relaying the specified areas of
the conpany B. Use of the VLAN-1D settings expl ai ned
in this enbodinment allows the plural virtual ports to
be set in the physical ports 3A and 3B. Here, VLAN to
5 VLANM are defined for the port 3A and VLANLO to

deaniiatr BoGEbgmin fi s dog dahinalfor Ramh i G nigh te
SUREHLHIPS00) dhdithM shbFreth idcﬁ@%ﬁﬁm feamd BRySHID HRY8ay Rlwork

is defined for the conpany and the subgroup 200 is
dePPned for the conpany B. The subgroup 100 is

connect ed, t hrough t or r espandj to.a relay
70 et wonkoghr B 4B. Geteare e BENERN 08Bl Rite ot

5S URgY, 208 Qubgro&P 115 866 &fd subJH QU@F&qhilﬂéﬁ OPIrARS RAFY Wil the
port 3D'to a relay network 91 and has a set subgroup
| DsuliBép 200, duld @e Sibgrotye20i) raqited 76r femtearlygs wvith theeeldf Wil ork

of the conmpany A, the branch 71 belongs to the VLANZ,
t h@loranch 72 bel ongs to the VLAN3, and the 15 branch

73 bel on ML AN I t
VLANL0O- %&8%8’%%%&*{@ ouspﬁ%'geo‘texr%?sambﬁ%h\‘}ﬁﬁegg@ s%’o"r%f and 73
of wiithn thocdmbAy ATiehesaubgrbd D0, hibfrado LY thiough shelrelafhe

- VLAN2 bel ongs to VLANLQO-2 of the subgroup 100 via the
10y petwerk Yofrem thebrayichesy®, pb7gamd 73he sub- 1D of the

VLAN10O-2:4.8 :2. .11lh Al | t A . e
subgr oup 1076 S0P G¥bE i BB fes ) AL R
Theosipdhy [Bindhe Sbglole 200, MM Riindrelays throupgheMeAMheR@IIOPDSom
to VLAN10O-4 of the subgroup 100 via the virtual

pothedmanshestMe7hend 7®A. The sub-1D of the VLANLIOO-4 is

4. Al so,. . the branch..74 bel ongs to the 10 t he

Comnny 18 Aaped RS o SRRk & e Sont iRt kot
15t h@hbk ARGRe fdmBe Biafch 1000 iRieMirAhGPbrafdhdy 3tiD RVl virtual

bel ongs to VLAN200- 10 of the subgroup 200 via'the

vi petiAll cpuespolingto thenBLANH tof 38 po BATH ¢hesswhitchibg biib 1,1tke
VLAN2QO- 10.i.s 10. The \ 0 bel ongs t.o VLAN200- 20, .of
¢ nevGcting g bt N copaed b ot nav ehine
3BprotBRing Whit kdtiQles 1R Srame relay destination based on VLAN subgroup ID and
VLAN sub-ID corresponding to the virtual port and a source MAC address and VLAN

subgroup ID of the frame. 'When the relay destination virtual port A3 is present
within the same subgroup 100, the VLAN sub-ID contained in the VLAN-ID of the
frame is substituted with the VLLAN sub-ID 3 corrésponding to the relay destination
virtual port, which is relayed to the relevant virtual port A3.

As described above, in the branch-aggregating switching hub 1, the virtual
ports are defined in its physical ports by the VLAN-IDs comprising associated VLAN
subgroup IDs and VLAN sub-IDs, and for these virtual ports, the plural subgroups are
defined and multiplexed, thereby allowing enhancement in relay scalability without
any increase in the number of switching hub ports.

Although the invention has been described with respect to the specific
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VLAN200-20 is 20. The VLAN30 bel ongs to VLAN200O- 30 of
t he subgroup 200 via the virtual port B3 of the port
3B. The sub-1D of the VLAN200-30 is 30. Also, for the
port 3C, there are defined the VLANLOO belonging to

the 12 subgroup 100, subgroup ID 100 and sub-1D 100
required for frane relays wth the subgroup 100, and

" oIS for SougpleEA g i B8 porai gl regi o e thus
defimired vhthige MbANSAGuBELAADBGing 911 HdBifRatfind ShdRmAHG
subgroup I D 200 and sub-1D 200 required for frane

r ekcanstrugtionk thatmay eaghrytone skillgl in ghecart wkick falirdyr fall with@0the basic
requir.ed far f%a relays with the relay network 91.
Su CWB%FFEBFQinﬁ allows frane relays in the branches
70, 71, 72, and 73 wthin the conpany A in the
subgroup 100, and frane relays through the relay 10
network 90 fromthe branches 70, 71, 72, and 73. It

i kewi se allows frame relays in the branches 74, 75,
and 76 within the conpany B in the subgroup 200, and
frame relays through the relay network 91 from the
branches 74, 75, and 76. In frame relays with such
virtual ports in the ports 3A and 3B, for exanple, 15
when a frame fromthe branch 70 to the destination
branch 73 is relayed to the virtual port Al
corresponding to the VLANL of the port 3A of the
switching hub 1, the switching hub 1 references

VLAN- 1D contained in that franme, and its sw tching
processing unit retrieves the frane relay destination
based on VLAN subgroup ID and VLAN sub-1D
corresponding to the virtual port and a source MAC
address and VLAN 20 subgroup ID of the frame. Wen the
relay destination virtual port A3 is present wthin
the sane subgroup 100, the VLAN sub-1D contained in
the VLAN-ID of the frame is substituted with the VLAN
sub-1D 3 corresponding to the relay destination
virtual port, which is relayed to the relevant virtua
port A3.
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As described above, in the branch-aggregating
swtching hub 1, the virtual 25 ports are defined in
its physical ports by the VLAN-IDs conpri sing

associ ated VLAN subgroup I Ds and VLAN sub-1Ds, and
for these virtual ports, the plural subgroups are
defined and nultipl exed, thereby allow ng enhancenent
in.rel ay s&l%ka_bi ity without any increase in the

nu 15521868 5:hi ng” hub ports. Al though the invention
has been described with respect to the specific 13
enbodi nents for conplete and cl ear disclosure, the
appendeld Acdwdiching huls, compriding:be thus |inmited but are to

be construed as enbodying all nodjfications and
al t er nat §opEol Wit et $effg; {0ha Peth At Vvl TB comprisipg g subgroup ID of a

ki e . i £ A S : .
¢ SNERTR 5O fhublife T AN ah S TD Y Bl Wrathdd U6 S84 0,
AasdM t chi ng hub, conprising: 2 a control unit for

setting, for a port, a VLAN-ID conprising a subgrou
| D of & SW3tching Bresessngant dorrelayinga frameahic fm!taansg%!/féN-ID,
of . ' kA Aheysubgroup 1D, 4 and 5 a
s&daﬁ%ﬁo%%gcg%%shlgﬁgmuv%ﬁﬁ?%r rel aying a franme, which
contains the VLAN-ID, 6 via the port, which matches

the VLAN-ID. 1 2. The switching hub according to claim

1, wherZkiThe switehing hybApeording to cdamtlaivherdini n a VLAN t ag

of the fr scri.bed,in EEQQ2. 10 1 3. A.

owi t ot T RPIES EahR R s AN il e e frectrinél i

t (eEERoR i) ng/ receiving a frame; 3 a port processing
unit conprising a receive port processing unit for
selectively 4 adding a tag to the frame based on the

presencg/,absence of a VLAN tag of the received 5
frane, Cﬁé&%ﬁqﬁ&gg‘&mvﬂmﬁg of the receive port, and a

t 1 aNS M & pRfof tritisMRERSHBEVINR b Frabld!

a port processing unit comprising a receive port processing unit for selectively

adding a tag to the frame based on the presence/absence of a VLAN tag of the received
frame, and on a set VLAN-ID of the receive port, and a transmit port processing unit for
selectively deleting a tag from the frame based on a set VLAN-ID of the transmit port;

a filter processing unit for referencing the VLAN tag of the frame to, when a
VLAN-ID contained in the VLAN tag of the frame matches the set VLAN-ID of the
port, permit forwarding of the frame, and when a VLAN-ID contained in the VLAN tag
of the frame does not match the set VLAN-ID of the port, discard the frame;

a switching processing unit for referencing registered information based on
refrieval from a FDB (Forwarding Data Base) to determine a relay of the frame added
with the VLAN tag containing the VLAN-ID; and

a control unit for setting the VLAN-ID to contain a subgroup ID of a subgroup
contained in a VLAN and a sub-ID of a group contained in the subgroup ID.
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6 selectively deleting a tag fromthe frane based on a
set VLAN-ID of the transmt port; 7 a filter
processing unit for referencing the VLAN tag of the
frame to, when a 8 VLAN-ID contained in the VLAN tag
of the frame matches the set VLAN-ID of the 9 port,
permt forwarding of the frame, and when a VLAN-1D

cont ai int LAN t a 10 qof the franme does not
mat ch t‘ﬁg—hgé‘f’““g‘l%ﬁl“f’ﬁcﬁg%@%ﬁ3 YIFSBard the frane;
11 a swhi ORARQIPIQERSREDR tHJ‘VtA %Bﬁfn?&&:ﬁé? ta€cribed in

regi stered 1 nformation based on retriev froma
FDEK802r1ar di ng Data Base) to deternine a reI ay of the
frane added 13 with the VLAN tag containing the
VLAN-1D; and 14 a control unit for setting the VLAN-1D

to contai : .0f a subgroup 15 contained
in a VL%Q%%E%EEE%H%L%% group contained in the
subgr ougpdri¥or ftimsihiténg/iebeivingia thakie shdompesings VILAN-ID for

claim3, wherein: 2 the VLAN-ID is contained in the
Usfieesubsroppand iterdergn a¥dANsed in 3 | EEES802.1 Q 1

> A Svgt]% Qﬂi ?&sgrg%b nl{':{:%;@li‘l:ﬂ?lgngécei%e om grocessmg unit for selectively

trans recet vi ng

Vhdifihgd Diaf @ the Eashe bhdal og tie pﬁébbﬂﬂeﬁﬁﬁbn&ﬂ&' a vﬁANrwgle thereeived
VLAN, 4 a port processing unit conprising a receive

p &ﬁme,mné €8 8 $¢tid-ANHID of e ressive ppitiandyp tragsmaigi forhprogessing unit for

to.the frane base nce/ VL AN

¢ et PR RE ot PimPESEERES 5 VIR0 Bl nfpsfpors
the r eCaeﬁl’té?pﬂﬁésfsmg%Hﬁ fct réfeRAS ﬂ1e N‘LAINﬁ %@ﬁz‘éfﬁ‘aﬁﬂ tblRiHen a
for 7 selectively deleting a fromthe frane based

oNLaNsH? cwadmdl iDthef VLA tagred rﬂaframqmztches Shezef YLANFID of the

P 3800l e A PR g o

osf thd ﬁaﬁe abR Wﬁ&ct BeviseN-idlohbie &B rtOfisdaftfind fram@y ¢,
pernmt forwarding of the frane, when a VLAN-1D

C o] nt al m@dvﬂlchmg procidsillutid for rdﬂ:renémg legisferainefodogonrbased on
e set. VLAN-1D of the port, discard the frane;

1&6%\% SR 9, @hepYIo@eIsIQ lﬁ@“ﬂfmofl copfpingd mcthe. framegnd a source MAC
gmﬁ; JA0 d:&Hu%i)rzpaﬂemf%%eo foth ﬁgﬁﬁ Eﬁo‘?ﬁﬁjd}nnga@a BA&b),

e VLAN-1D I'nformati on contai ne ane an
adetenttinkea WA of the frame added with the VLAN tag containing the VLAN-ID; and
a control unit for setting the VLAN-ID to contain a subgroup ID of a subgroup

contained in a VLAN and a sub-ID of a group contained in the subgroup ID.

6. The switching hub according to claim §, wherein:
the VLAN-ID is contained in the VLAN tag of the frame prescribed in
IEEE802.1Q.

7. The switching hub according to claim 3, wherein:
when the registered information is not found in the FDB, the switching

processing unit designates flooding for a destination subgroup indicated by the
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14 (Media Access Control) address of the franme, froma
FDB (Forwardi ng Data Base), to 15 determ ne a relay

of the frame added with the VLAN tag containing the
VLAN-1D; and 16 a control unit for setting the
VLAN-1D to contain a subgroup ID of a subgroup 17
contained in a VLAN and a sub-1D of a group contai ned
in.the bgr oup. | D. 6.. The switching hub according
tsubg%’lpﬁﬁﬁg a%ﬁ%”éﬁ'?ﬂojféhet%aém\'/LAl\l-l Dis contained in the
VLAN tag of the franme prescribed in 3 IEEE802.1 Q 1
7. The switching hub according to claim3, wherein: 2
when t hi A €lghNtspsten, domposingt i on is not found in the
FDB, the sw tchi 3.processing.ynit desjgnates

£ oodi S ishing Ry Sompriamect oG PGRIF FiBecar aRohy VAN
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