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IMAGE PROCESSING APPARATUS, METHOD THEREFOR

AND RECORDING MEDIUM STORING IMAGE PROCESSING PROGRAM )

BACKGROUND OF THE INVENTION

'Field of the Invention

The present invention relates to image processing

.for protecting the copyright of the image or the like.

" Related Background Art

Standardization of motion image encoding

technology is progressing rapidly in recent years.

There are already determined encoding standards such as
MPEG-1, 2, H.261 and H.263 (these encoding methods
being internationally standardized by ISO
(International Organization for Standardization) and

ITU (International Telecommunication Union)), and

international standardization is being in progress for

MPEG-4 as the ganeral-purpose next-generation multi
media encoding standard usabie in'various areas such as
computer, brbadcasting and communication. These
encoding technologies have advanced the digitization of
images, stimulating rapid progress in the accumulatian
and communication of motion image.data.

For example. in the MPEG-4, a motion image scene of
a given instant is regardad as a group of constituent
objects such as "person", "automobile", "background”,
"music", "video" etc., and highly efficient encoding of

the motion image data is achieved by applying adaptive
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encoding for each object.

In the multi-object endoding technology such as
MPEG-4, a scene is represented by the combination of
cémpression encoded objects. Consequently another
scene can be easily represented in the MPEG-4 data, by
re~utilizing object data from other MPEG-4 data.

With the spreading of such digital encoding
standards '‘as mentioned above, the issue of copyright
protection is being stfbngly requested from the
contents-related businesses. The issue is that good
contents cannot bé safely provided with the standard
that cannot ensure satisfaCtory copyright protection.

This issue is seriods in MPEG-4, because the
encoding is executed for each object in MPEG-4 as
explained above and can therefore be manipulated or
modified. Consequently, in the_multi;bbject'encoding
as in MPEG-4, the protection of intellectual property
in the unit'of each objecﬁ is an obvious request in
consideration of smooth re-utilization of each object,
and the protection of portfait right is also requested
in casé the object is a person.

Therefore, for the purpose of prdtecting the
copyright of a part of a motion iﬁage, there is
conceived a method of temporarily stopping the decoding
of the motion image in order not to reproduce such part
of the motion image. More specifically, in

consideration of the copyright or portrait right in the
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motion image, the decoding is stoppéd in a portion
relating to such rights; and is stérted again after
such portion is over.

Such method is however associated with the
following dfawbacks._

For the motion image, thete is generally employed
encoding methods utilizing interframe correlation.
Among these methods, well known are H.261, H.263, MPEG-
i, 2 and MPEG-4. In these methods, the encoding is
basically executed by motion compensation, referring to
a preceding frame or preceding and succeeding frémes in
time.

Fig. 1 shows the mode of reproduction by H.261,
H.263 etc., in which I indicates a frame for which
infraframé ehcoding is executed while P indicates a
frame for which interframe encoding is executed. In
Fig. 1, TIME indicates lapse of time; SECURITY shows
the period (black zone) during whicﬁ the decoding is
stopped; CODE indicates the arrangement of frames in

the order of encoding; and DISPLAY indicates the

'.arrangement of frames in the order of display.

It is now assumed that the dédoding is stopped for
the encoded data P, to P, for the purpose of protection
(secgrity) of the intellectual property right (for
example copyright). The decoding of the motion image
is stopped“at P,, and the image is thereafter not

displayed until the decoding is re-started.
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Simultaneous with the stopping of the decoding, the
writing of the encoded data into the buffer is stopped,
so that thé_éncoded_data P, to P, are discarded.
Therefore, when the decoding is re-started from P,
after the image.protection period, the decoding process
from P,, cannot be exeduted properly since Py, to be
referred to by P,,, is already discarded, so that the
image in each frame is perturbed.or the decoding
operation is interrupted in a period of P,, to P,; before
the decoding of the intraframe encoded I,.

Also, the MPEG-1l, 2 or 4 encoding method employs

bidirectional motion compensation executing prediction

'forward and backward in fime.

Fig. 2 shows the encoding mode in such method. B'

indicates a frame for'which bidirectional interframe

encoding is executed. In Fig. 2, TIME indicates lapse

of time; SECURITY shows the period (black zone) during
which the decoding is stopped; CODE indicates the
arrangement of frames in the order of encoding; and
DISPLAY indicates the arrahgement of frames in the
order of display. ‘The order of encoding of frames
becomes different from fhat of original image due to
the presence of B frames.

It is now assumed that the decoding is stopped for
the encoded data B,, to P, for the purpose of protection
of the intellectual property fight (for example

copyright). Since motion compensation is not properly
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executed as in the case of Fig. 1, the images of the
frames B,,, B;;, B,, or B,; cannot be properly executed,
so that there may result perturbation of the image in

each frame or interruption of the decoding operation.

SUMMARY OF THE INVENTION

In consideration of the foregoing, an object of
the present invention is-to prbvide an image processing
apparatus capable.of adequately processing
reprdduction/stopping of rhe image for protecting the

intellectual property right (for example copyright) of

Zthe image, a method therefor and a recording medium

storing an image processing program.

The above-mentioned object can be attained,

according to a preferred embodiment, by an image

processing apparatus/method which comprises entering

image data encoded with plural encoding modes and -
security data for protecting the image data;
discriminating, based on the security data, whether the
reproduction of the encoded imaée data is permitted;
judging the encoding mode of the encoded image data;
and decoding the encoded image data based on the
results of discrimination and judgment.

Also according to another preferred embodiment,
there is provided an image processing apparatus/method
which comprises entering image data encoded with plural

encoding modes and security data for protecting the
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'image data; discriminating, based on the security data,

whether.the repfoduction of the encoded image data is
permitted;.judging the encoding mode of the encoded
image data; decoding the encoded image data; and
controlling the synchronization of the decoded iﬁage
data based on the result of discrimination aﬁd.ﬁhe
result of encoding mode judgment.

Also according to still another preferred
embodiment, there is provided a recording mediﬁm
storing process codes of an image processing method,
which comprises an input step of entering image data

encoded with plural'encoding modes and security data

for protecting the image data; a discrimination step of

discriminafing, based on the security data, whether the

reproduction of the encoded image data is permitted; an

encoding mode judging step of judging the encoding mode

of the encoded image data; a decoding step of decoding

'the encoded image data and outputting the decoded image

data; and a decoding step of decoding the encoded image
based on the result of discrimination of the
disctimination step and the result of judgment of the
encoding mode judgment step.

Also according to still another preferred
embodiment, there is provided a recording medium
storing process codes of an image processing method,
which comprises an input step of entering image data

encoded with plural encoding modes and security data
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‘for pfotecting the image data; a discrimination step of

discriminating, based on the sécurity data, whether the
reproduction of the encoded image data is permitted;.an
ehcéding mode judging step of judging the encoding mode.
of the encoded image data; an image decoding step of .
decoding the encoded image data; and a synchronization
control step of controlling synchronization of the
decoded image data.based on the result of
discrimination and the result of judgment of the
encoding mode.

Other objects, features and advantages of the

invention will become fully apparent from the following

detailed description taken in conjunction with the

accompanying drawings.

BRIEF DESCRIPTION OF THE DRAWINGS

Fig. 1 is a view showihg the mode of conventional
decoding'in case of protection of an image (composed of
I, P frames);

Fig. 2 is a view showing the mode of conventional
decoding in case of protection of an image (composed of
I, P, B frames);

| Fig. 3 is a block diagram showing the
configuration of an image processing apparatus
constituting a first embodiment of the present
invention;

Fig. 4 is a view showing the security encoded data
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'in the first embodiment of the present invention;'

Fig. 5 is a block diagram showing the
configuration of a seeurity decoding unit 1004 in the
first embodiment; | _

Fig. 6 is a block,diagram showing the
configuration of a video decoding unit 1005 in the
first embodiment;

Fig. 7 is a view showing the mode of decoding in
the first embodiment;

Fig. 8 is a view showing another configuration of
the video decoding unit 1005 in the firsf embodiment;

Fig. 9 is a view showing the configuratioh of the
video decoding unit 1005 in a second embodiment of the
present invention;

Fig. 10 is a view showing the mode of decoding in

the second embodiment:

Fig. 11 is a block diagram showing the
configu;ation of an image processing apparatus
constituting a third embodiment of the present
invention;

Fig. 12 is a view showing the content of a memory
301 ip,the third embodiment;

Fig. 13 is a view showing the securify encoded
data in the third embodiment; |

Fig. 14 is a flow chart showing the image
processing operation in the third embodiment:

Fig. 15 is a block diagram showing the
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configuration'of an iﬁage processing appératus
constituting a foufth embbdiment of the present
invention;

Fig. 16 is a view showihg scene describing encoded
data in the fourth embodiment;

Fig. 17 is a view showing security encoded data in
the fourth embodiment:

Eig. 18 is a view showing video encoded data in
the fourth embodimenf; .

Fig. 19 is a'block diagram showing the
configuration of a system decoding unit 3004 in the
fourth embodiment;

Fig. 20 is a block diagram showing the
éonfiguration of a security decoding unit 3005 in the
fourth embodiment;

Fig. 21 is a block diagram'showihg the
configuration of a video decoding unit 3006 in the
fourth embodiment;

Fig. 22 is a block diagram showing the
configuration of a synchrohization control unit 3008 in
the fourth embodiment;

Fig. 23 is a view shdwing the mode of decoding in
the fourth embodiment;

Fig. 24 is a view showing the security encoded
data of another configuration in the fourth embodiment;

Fig. 25 is a view showing the security encoded

data of still another configuration in the fourth
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embodiment;

Fig; 26 is a flow chart showihg the entire
function of the fourth embodiment; and

Fig. 27 is a block diagram showing angther
configuration of the synchronization control unit 3008

in a f£fifth embodiment of the present invention.

DETAILED DESCRIPTION OF THE PREFERRED EMBODIMENTS

In the following there will be given a detailed
description on a first embodiment of the present
invention, with reference to the accompanying drawings.

Fig. 3 is a block diagram showing the
configuration of an'imagé processing apparatus,
constituting the first embgdiment of the present
inventiqn. | | |

Referring to Fig. 3, a memory device-lOOl storeé
motion image data, which are compdsed of encoded data
of each_motion image, and security encoded data in
which information for protecting the copyright is
encoded. In the present embodiment, it is assumed that
the security encoded data ére transmitted prior to the
transmission of the motion image data. However, such
method is not restrictive, and the security encoded
data may be transmitted by time-shared multiplexing
with the motion image data.

In the present embodiment, there will be explained

a case where the motion image encoded data are encoded
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by the MPEG-1 encoding method. The MPEG-1 encoding
method is detailédly described in ISO/IEC 11172-2 and
will not, therefore, be explained further. For the
purpose of brevity, it is assumed that.the encoding is
executed in the unit of a ffame, and the data consist
of I frames in which iﬁfraframe encoding is conducted
and'P_frames utilizing interframe correlation. For the
motion image data, there may be employed any encdding
method utilizing frames of.intraframe encoding and
interframe correlation. Naturally there may be
employed encoding in the unit of a field.

Fig. 4 shows the configuration of the security
encoded data.

Referring to Fig. 4, there are shown a code length

code 2001 indicating the code length of the security

encoded data; an IP code 2002 indicating the

information required for certification of the
intellectual property right (copyright being taken as
example in fhe present embodiﬁent): a security start
time code 2003 indicating the time for starting tﬁe
copyright protection; and a security end time code 2004

indicating the time for releasing the copyright

. protection. In the present embodiment, data 2002 to

. 2004 can designate one portion to be secured in the

motion image data. Therefore, if plural portions to be
secured are present in divided manner, plural sets of

data 2002 to 2004 are present consecutively,
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corresponding to such blural portions (cf. Fig. 4).
Again referring toﬁFig. 3, a communication circuit
1002 is composed of a LAN; a public COmmnnication line,
a wireless line or a broadcast wave. A communication
interface 1003 receives the motion.image data from the
communication circuit 1002.
There are aleo shown a security decoding unit 1004

for decoding the above-mentioned security encoded data

and instructing stopping and re-starting of

reproduction through comparison with certification
data; a video decoding unit 1005 for decoding the
motion image encoded data thereby reproducing motion
image; and a monitor 1006 for displaying the reproduced
motion image.

The processing of the motion image data in the
apparatus of the above-described configuration will be
explained in the following.

At first an unrepresented operator selects the
motion image data to be reproduced, from the memory
device 1001. The notion image encoded data and the
security encoded data of the selected motion image data
are read, and are respectively supplied to the video
decoding unit 1005 and the security decoding unit 1004.

Fig. 5 is a'detailed block diagram of the security
decoding unit 1004. |

Referring to Fig. 5, there are shown an input

terminal 151 for entering the security encoded data; a
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security decoder 152.for decoding the security endoded
data thereby acquifing certification information and
information on thé'fime for executing copyright
protection; a securify certification unit 153 for
analyzing the certification information thereby
determining whether or not to inhibit decoding; a timer
154 for generating time for properly reproducing the

motion image; a control signal generator 155 for

'generating a signél for controlling the wvideo decoding

unit 1005 according the determination of the security

certification unif 153; and an output unit 156 for

outputting the control signal, generated by the control

signal generator 155 to the video decoding unit 1005.
In the following there will be explained the

decoding function of the security decoding unit 1004 of

the above-described configuration.

The security encoded data, -entered into the input
terminal 151, are decoded in the security decoder 152,
and the code length code is decoded from the codes
shown in Fig. 4 to recogniie the amount of the ehtire
encoded data. Also on each portion of copyright
protection, there are.decoded thelIP dode indicating
the information required for certification of the
intellectual property right, the security start time
code indicating the time for starting the copyright
protection and the security end time code indicating

the time for te;minating the copyright protection and
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.the respective'information are acquired.

'The.informétion required fof certification is
entered in the security certification unit 153. 1In the
absence of instruétion from the-security certification
unit 153, the coﬁtrol signal generator 155 generates a
control signal from the outpﬁt signal 156 to-the video |
decoding unit 1005, in such a manner that the wvideo
decoding unit 1005 executes decoding of the motion
image data.

The security certification unit 153 executes
comparison with the certification information acquired
in advance or entered by the operator, thereby judging
whether or not to permit decoding. In case decoding is
permitted,'the permission is informed to the control
signal generator 155. In case the control signal is
already generated so as that the video,décoding unit
1005 executes decodiﬁg of the motion image data, such
control_signal is maintained.

On the other hand, in case the decoding is
inhibited, the security certification unit 153 sends a
signal for inhibiting the decoding to the control
signal generator 155,_which compares the information on
the time of corresponding copyright protection
(information decoded from the security start fime
code), entered-ffom the security decoder 152, with the
time entered ffom the timer 154,.and outputs a signal

for stopping the decoding of the motion image from the
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terminal 156 when the.staiting time for the copyright
protection becomeé equal to the above-mentioned time.
It also compares'thé.information on the time of
corresponding copyright protection (information decoded
from the security end time code) with the time.entered

from the timer 154, and outputs a signal for re-

.starting the decoding of the motion image from the

terminal 156 when the ending time for the copyright

. protection becomes équal to the above-mentioned time.

The video decoding unit 1005 receives the motion
image encoded data from the memory device 1001 and the
control signal from the secﬁrity decoding unit 1004.

Fig. 6 is, a detailed block diagram of the wvideo
decoding unit 1005.

Referring to Fig. 6, 101 indicates an image data
input terminal fdr entering the motion image encoded
daté.from the memory device 1001; and 102 ihdicates a
control signal input terminal for entering the control
signal from the security decoding unit 1004.

103 indicates a buffer for storing the entered.
motion image encoded data; and 104 indicates a
separator fdr reading the MPEG-1 encoded data from the
buffer 103 and separating header information indicating
the content of codes, a motion compensation code for
executing motion compensation, and data encoding DCT
transformation coefficients.

105 indicates a header decoder for decoding the
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-separated header information, thereby acquiring start

codes, image size and encoding mode of each frame.

106 ihdicates a motion compensation decoder for
decoding the motion.compensétion code, thereby decoding
encoding mode of each macroblock, motion vector etc.

and acquiring information required for the motion

‘compensation, and 107 indicates a texture decoder for

decoding the code thereby.acquiring guantization
coefficient, quanfized result of DCT transformation
coefficients etc. |

108 indicates an inverse quantization/IDCT unit
for receiving the quantization coefficient, quantized
result of DCT coefficienfs etc., also executing inversé
guantization and inverse DCT, thereby acquiring pixel
data or error data by motion compensation. |

109 indicates an adde; for adding the result of
motion compensation and the error data mentioned above;
110 indicates a reference frame memory for storing a
reference frame required for the motion compensation;
and 111 indicates a motion compensator for executing
motion compensation on the content of the reference
frame memory, according tb'the result of the motion
vector decoder 106.

113 indicates a display frame memory for
temporarily storing the image of the decoded frame for
the purpose of display; and 112 indicates a frame mode

discriminator for receiving the encoding mode of the
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frame from the héader decoder 105 and'discriminating_l
frame or P frame. The frame mode discriminator 112
control the reference frame memory 110, the display
frame memory 113 etc. 114 indicates'ah 6utput terminal
for outputting the motion image data to the monitor
1006. |

"In the following there will be explained the
decoding operation in the video decoding unit 1005 of
the above-described configuration.

In case the control signal from the controi signal
input terminal 102 indicates that the decoding is
possible, the buffer 103 receives the motion image
encoded data from the image data input terminal 102 and
stores such data. 1In case.the control signa1 from the

control signal input terminal 102 indicates that the .

decoding is inhibited, the buffer 103 does not store

but discard the motion image encoded data.

At first there will be explained the function when
the control signal indicates that the decoding is
possible.

The separator 104 receives the encoded data from
the buffer 103, and separafes-the header information
indicating the content of codes, the motion
compensation code for executing motion compensation,
and the encoded data of DCT céefficients. The header
decoder 105 decodes, from the header information

separated by the separator 104, various start codes,
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image siie and encoding_modé of each frame, thereby
acquiring these information;

The motion compensation decoder 106 decodes the
motion compeﬁsation_code.Separated by the separator
104, thereby decoding the eﬁcoding mode of each

macroblock, motion vector etc. and acquiring the

' information required for motion compensation, and, in

case of a P frame, sends these information to the
motion compensatot 111 to execute the motion
compensation. .

The texture decoder 107 decodes the encoded data

separated by the separator 104, thereby acquiring the

~quantization coefficient; quantized result of DCT

coefficients etc. The decpded gquantized data are
entered into the inverse quantization/IDCT unit 108 to
determine the pixel data or the error data by motion
compensation.

The above-mehtioned error data are added, in thé
adder 109, to the output data from the motion
compensator 111. The motion COmpénsator 111 executes
motion compensation on' the reference frame memory 110,
according to a value "O" in case of a macroblock for
intraframe encoding or otherwise according to the
motion vector obtained from the motion coﬁpensation
decoder 106, and outputs the reference data to the
adder 109.

The pixel values obtained in the adder 109 are
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stored in the reference frame memory 110 énd the
display frame meﬁory 113. The image dafa stored in the
display frame memory 113 are supplied through the
output.terminal 114 to the monitor 1006 and displayed
thereon.

In the féllowing thefe will be explained the
decoding operafion in case the control signal instructs’
the inhibition of decoding_from a state where the
decoding is permitted. .

The buffer 103 stops the input of codes, and stops
the function of the header decoder 105, motion
compensation decoder 106, motion compensator 111 and
texture decoder 107. It also inhibits update of the
reference frame memoryllloland the display frame memory
113. As a result, the image data of the last decoded
frame are outputted from the output terminal 114.
Consequently the monitor 1006 continues to display the
last decoded frame.

In the following there will be éexplained the
decoding operation in case the control signal instrﬁcts
the re-start of decoding by permitting the decoding
from a state where thg decoding is inhibited.

The buffer 103 re-starts the input of the codes,
and activates the header decoder 105, which detects and
judées the next start code. In case the start code of

a frame is recognized, the encoding mode of such frame

is supplied to the frame mode discriminator 112.
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In case the éncoding.mode indicates a P frame, the
frame mode discriminator 112 does not re—stért the
function_of the motion compensation decoder 106, motion
compensafor'lll and texture decoder 107 and maintains
the state of ihhibiting the'update of the reference
frame memory 110 and theldiéplay frame memory 113..

In case the encoding mode indicates an I frame,
the frame mode discriminator 112 re-starts the function
of the motion comﬁensation_decoder 106, motion

compensator 111 and texture decoder 107 and re-starts

_ the update of the reference frame memory 110 and the

display frame memory 113. Thereafter the function of
various units is continued until the control signal is
shifted to inhibit the decoding. Thus the display on

the monitor 1006 is updated whereby the motion image

display is re-started.

According to the above-described proéedure, in
case the decoding is re-started, the process is started
from a frame of intraframe encoding thereby easily
preventing perturbation of the image in the fraﬁe or
interruption of the decoding operation._

As an example, iq case the decoding is inhibited
by protection (security) of copyright in an encoding
frame period P, to P, as shown in Fig. 7, the frame P,
immediately before the security period is continuously
displayed from the start of such security, and the

decoding is re-started from the next I, frame whereby
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-avqidéd is interruptioﬁ.o: perturbation of the image,
and the operafor is relieved from the unpleasant image
display.

In the preséht.embodiﬁent, during the'period of
inhibition of decoding, there is outputted the image
decoded immediately beforé such inhibition, but it is
also possible to stored a predetermined image in
advance for example in a memory and to output such
predetermined image.

Also in the_present_embodiment, the memory
configurétion is suitably modifiable. It is also
effective for the communication data, by executing
similar operations on thé-motion.image data enfered
from the communication.cirguit 1002 thfough the'
communication interface 1003.

It is furthermofe possible to reconstruct
synchronization ﬁith the audio data etc. at the re-
start of decoding, by providing an output terminal 199
as shown in Fig. 8 and.externally outputting the
information of the header decoder 105, for example
information on the decoding time of the framé (such as
decoding result of time_code for a group of images or
decoding result of temporal reference code for a
picture).

Fig. 9 is a block diagram shoWing the
configuration of the video decoding unit 1005 in a

second embodiment of the present invention, wherein
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compdnents equivalent td those in the first'embodiment
are represented by.cor:esponding humbers and will not
be expléined fﬁrther.

In Fig. 9, there are shan a motion compensator
201 capable of bidirectional motipn compénsation for
the B frame in addition to motion compehsatibn for the
P frame; and reférence frame memories 202, 203 for
storing reference frames'required for the motion
compensation and functioning similafly to the'reference
frame memory 110. |

A display frame membry 204 functions similarly to
the display frame'memory 113, but receives inputs from
the reference frame memofies 202, 203 in addition to
the adder 109.

In the following there will be explained the

decoding process in the video decoding unit 1005 of the

above-described configuration.

At first there will be explained the decoding
operation in case the'control signal indicates that the
decoding is possible.

The separator 104 receives the encoded data from
the buffer 103, separates various information, and
distributes the codes to the header decoder 105, motion
compensation decoder 106 and texture decoder 107.

The motion compensator 106 decodes the encoding
mode of each macrqblock, the motion vector etc. thereby

acquiring the information required for motion
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compensation, and, in case.of P or B.frame, enters
these information into the motion compensator 201
thereby exécuting the motion compensation. 1In case of
a P frame, the motion compensator 201 executes motion
compensation, referring to the coﬁtent of the last
renewed one of thé reference frames 202, 203. 1In case _
of a B frame, the motion compensation is execﬁted by
referring to the reference frames 202, 203 and taking
the content of thé iast updated frame as the referepce
frame of forward.prediCtioﬁ and the other frame as the
reference frame of rearward prediction.

The texture decoder 107 and the inverse
quantization/IDCT unit 168 determine the pixel data or
the error data by motion compensation, and the adder |

109 adds the error data and the result from the motion

compensator 201.

In case the éixel values (decoded image)
determined.by the adder 109 are an I or P frame, they
are stored in one of the reference frame memories 202,
203, storing a frame decoder earlier in time. 1In case
a B frame continues thereafter, the decoded image of
the I or P frame is not stored in the display frame
memory 204, but it is transferred from the reference
frame memory 202 or 203 to the display frame memory 113
after the decoding of the B frame and the output
thereof to the display memory. |

In case the pixel values (decoded image)
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determined by the adéer 109 are a B frame, they are
stored in one of' the reference frame memories 202, 203
but transferred to the display frame memory 204 only.

The image data.ﬁtored in'the display frame memory
204 are outputted through the output terminal 114 to
the monitor 1006 ahd'displayed thereon. | |

In the following there will be explained the
decoding operation in case the control signal instruéts
the inhibition of.decoding'from-a state where the
decoding is permitted.

The buffer 103 stops the input of codes, and stops
the functioﬁ of the header decoder 105, motion
compensation decoder 106; motion compensator 111 and
texture decoder 107. It also inhibits renewal of the

reference frame memories 202, 203 and the display frame

memory 204.

If the frame mode discfiminator 112 identifies
that an I frame has been decoded, the inhibition of
update is continued. If a P frame has been decoded,
the decoded and written cohtent is read from the
reference frame memdry 202 or 203 and transferred to
the display frame memory 204 and then all the updates
are inhibited. If a B frame has been decoded, the last
updated content is read from the reference frame memory
202 or 203 and transferred to the display frame memorf
204 and then all the updates are inhibited.

As a result, the image data of a frame last
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decoded in timé are outputted from the output terminal
114. Therefore the mqnitor 1006 continues to display
the last frame for which the decoding is permitted.

| In,the following there will be explained the
decoding operation in case the control signal instructs
the re-start of decoding by permitting the décoding_
from a state where the decoding is inhibited.

The buffer 103 re-starts the input of the codes,
and activates the‘header decoder 105, which detects and
judges the next start code. In case the start code of
a frame is recognized, the engoding mode of such frame
is supplied to the frame mode diécriminator 112.

In case the encoding mode indicates a P or B
frame, fhe frame mode discriminator 112 does not re-
start the function of the motion compensation decoder
106, motion compensator 201 and texture decoder 107 and
maintains the state of inhibiting'the ﬁpdate of the
reference frame memories 202, 203 and the display frame
memory 204. .

In case the encoding mode indicates an I frame,
the frame mode discriminator 112 re-starts the function
of the motion compensation decoder 106, motion
compensator 201 and texture decoder 107 and re-starts

the update of the reference frame memories 202, 203 and

the display frame memory 204. The encoded data of a B

frame, next to the 1 frame, are not decoded, and

thereafter the decoding function of various units is
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continued for execufing ordinary decoding and update
operatibns, starting from the immédiately succeeding I
or P frame; unfil the control signal is shifted to
inhibit the decoding. Thﬁs the display on the monitor
1006 is re-started whereby the motion image display is
re-started.

According to the above-described procedure, in
case the decoding is re-started, the process is started
from a frame of intraframe éncoding thereby eésily
preventing perturbation of the iﬁage in the ftame or
interruption of the decoding operation.

As an example, in case the decoding is inhibited
by protection (security) of copyright in én encoding
frame period B,, to P, as shown in Fig. 10, the frame P,

properly decoded immediately before the inhibition

period is continuously displayed from'the frame

immediately preceding such inhibition period to the I,

frame first appearing after such inhibition period, and

the decoding is re-started from the I, frame whereby

avoided is interruption or perturbation of the image,
and the operator is relieved from the unpleasant image
display.

In the present embodiment, during the period of
inhibition of decoding, there is outputted the image
decoded immediately before such inhibition, but it is
also possible to stored a predetermined image in

advance for example in a memory and to output such
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predetermined image.

Fig. 11'is_a.block diagram'showing_the
configuration of an image processing apparatus
constituting a third embodiment of the present
invention. |

In Fig. 11; there are shown a central processing

" unit (CPU) 300 for controlling the entire apparatus and

executing various processes; and a memory 301 providing
memory areas required for the operating system (0s),
softwares and calculations necessafy for controlling
the present apparatus.

There are also provided a bus 302 for connecting
various units and exchanging data and control signa;s;
a memory device 303 for storing motion image data; and
a communication circuif-304 composed for examplé of a
LAN, a public communication line, a wireless_channel or
broadcasting wave.

- There are further provided a communication
interface 305 for receiving the motion image data from
the communication circuit 304; a diéplay frame memory
306 for storing frame data of the motion image to be
displayed; and a monitor 307 for displaying the
reproduced motion image.

Fig. 12 shows the status of use and storage of the
memory 301.

The memory 301 stores an operating system for

controlling the entire apparatus and operating various
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softwaies, a system décoder_software'for decoding the
encoded data containing'information for synchronizatidn
control of the audio data and the motion image, a
security décodér software for decoding the encoded data
for copyright protecfion; a mdtion image decoder
softwafe for decoding the motion image, and an éudio
decoder software for decoding the audio data. There
are also provided an image area for storing the decoded
image for the purpose of display or reference for
motion compensation étc., and a working area for
storing various operational parameters.

In the above-described configuration, the system
decoder software is actiﬁated prior to the processing,
in order to independently monitor the synchfonization
of the motion image and the audio data. Then the
motion image data, composed of security encoded data,
motion image encoded data and audio encoded data, are
entered from the memory device 303 or the communication
interface 305 and stored in the work area of the'memory
301. In the following deséription, the motion image
encoded data are assumed to be encoded by the MfEG-l
encoding method, but there may also be employed any
other encoding method employing motion compensation.

Fig. 13 shows the configuration of the security
encoded data employed in the third embodiment.

The security encoded data shown in Fig. 13

coptain; in addition to the codes of the first
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embodiment shown'in_Fig._4,-an A/V flag 2005 for
discriminating whether the copyright is for éudio or
for motion image. |

In the following there will be explained the
decoding operation of the CPU 300, with reference to a
flow chart shown in Fig. 14. |

At first a step S0l discriminates whether a stream
has been entered, and, if entered, the sequence
proceeds to a step S02, but, if not, the sequence is
terminated. |

A step S02 activates the security decoder software
for discriminating whethef the decoding is permitted in
fhe above-mentioned motidn imagé data. If the result
of decoding by the security decoder indicates

permission of decoding, the sequence proceeds to a step

S03, but, if inhibition, the sequence proceeds to a

step SO05.

A step S03 activates the motion image decoder
software to decode the.motion image according to the
MPEG-1 decoding method, énd stores the decoded image in
the image area of the memory 301. Then a step S04
transmits the image data of the image area to the
display frame memory 306 in the order of display,
thereby executing display on the monitor 307 and the
sequence returns to the step SO1l.

A step S05 deactivates the motion image decoder

software. As the security can be independently set for
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the audio data and the motion image, the encoded data

‘are read in synchronized manner in order to secure the

synchronization even while the decoding is interrupted,
but the read data are not stored in the working area of
the memory 301 but are merely discarded.

A next step S06 discriminates whether the re-start

of decoding is instructed by the security decoder, and,

if not, the séquence returns to the step S05, but, if
instructed, the séquende proceeds to a step SO07.

If re-start of decoding is instructed from the
security decoder (step S06), a step S07 activates the
motion image decoder software from the stopped state,
but at first executes deéoding to the PTYPE code
indicating the frame mode of each frame.

Then a step S08 discriminates whether the PTYPE

indicates an I frame, and, if otherwise, the sequence

returns to the step S07 to decode the next PTYPE code,
but, if I frame, the sequence proceeds to a step S09.

A step S09 re-starts the decoding after the PTYPE
code, thereby decoding the motion image according to
the MPEG-1 decoding méthod, and stbres the decoded
image in the image area of the memory 301, whereupon
the sequence proceeds to a step S10.

A step S10 transmits the image data of the image
area to the display frame.memory 306 in the order of
display, thereby executing display on the monitor 307,

and the sequence then returns to the step SO1.
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According to the above4deSCribed selection-
procedure, the entire apparatus or a part thereof can .
be realized by softwares.  It is aléd rendered poséible
to apply security for protééfing the copyright or the
like indepéndently fdr the.audio data and the motion
image. |

In the following there will be given a detailed
description on a fourth embodiment of the present
invention, with réference to the attached drawings.

Fig. 15 is a'biock diagram showing the
configuration of an image processing apparatus,
constituting a fourth embodiment of the present
invention.

In Fig. 15, a meméry device 3001 is proVided-for

storing the motion image data, which are composed of a =

scene description code, security encoded data

containing information for protecting the intellectual
property right (copying right being taken as an example
in the present embodiment), video encoded data of each
motion image, and audio encoded data.

In the following there will be giveﬁ an
explanation on the scene description encoded data.

Fig. 16 shows the configuration of the écene
description encoded data. |

In Fig. 16, there are shown a ODUpdate_tag code
4001 indicating the start of a sequence; an ESD_tag

code 4002 indicating the start of description on each
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object; an ES_ID cbde 4003 for distinguishing each
encoded data; a DeéConfD_tag code 4004 for designating
the decodef to be used for decoding; a stream Type code
4005 indicating the king of the succeeding encoded
data; an IPMPD_tag code 4006 ihdicating the start of
description on the security encoded data; an IPMP_ data
code.4007 describing certification of security or start
timing of security; aICGCommand.code 4008 containing
encoded instructiéns required fof generating CG among
the scene description codes; an AudioDecode code 4009
indicating description on the audio encoded dafa; and a
Videobecode code 4010 indicating description on the
video encoded data. |

In the following there will be explained the
security encoded data.

Fig. 17 shows the configuration of the security
encoded data.

In Fig. 17, there are shown a CodeLength code 4011
indicating the code length'of the security encoded
data; an Ipcode code 4012 indicating information
necessary for certifying the copyright; a
SecufityStartTime code 4013 indicating the time for
starting protection of the copyright etc.; and a
SecurityEndTime code 4014 indicating the time for
ending protection of the copyright etc. In the present
embodiment, the data 4012 to 4014 can designate a

portion to be secured in the motion image, so that, if



10

15

- 20

25

- 33 -

piural portibns to be_sécured are present in divided
manner, plural sets of the data 4012 to 4014_will be
present iniconsecutive manner, corresponding to such
plural portions (cf. Fig. 17).

In the following thefe will be explained the wvideo
encoded data. |

Fig. 18 shows the cpnfiguration of the video
encoded data. |
| In Fig. 18, there are shown a
visual object_sequence_start_code (VSSC) code 4021
indicating the start of the video encoded data; a
video object layer start_code (VOLSC) code 4022
indicating the start of fhe motion image; a
vop_time_increment_resolution code 4023 indicating the
resolution.in time for renewing the VOP (video object“_'
plane); a vop_start_code code 4024 indicating the start
of VOP; a vop_coding type code 4025 indicating_the'
encoding mode of VOP, namely I frame/P frame/B frame;
and a vop_time_increment code 4026 indicating the
relative display time of a frame.

In the present embodiment, there will be explained
a case where the motiqn image encoded data are encoded
by the MPEG-4 encoding method. The MPEG-4 encoding
method is detailedly described in ISO/IEC 14496-2 and
will not, therefore, be explained further. For the
purpose of brevity, it is assumed that thelencoding is

executed in the unit of a frame, and the data consist
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of I frames in which infraframe encoding is conducted
and P frames utilizing interframe correlation. For the
motion image data,.there may be employed any encoding
method utilizing frames of intraframe encoding and
interframe correlétion. Naturally there may be
employed encoding in the unit of a field.

Referring again to Fig. 15, there are shown a
communication.circuit 3002 cbmposed for example a LAN,
a public line, a wireless channel or broadcast wave;
and a communication interface 3003 for receiving the
motion image.data from the communication circuit 3002.

There are also shown a system decoding unit 3004
for decoding the above-described scene description
code; a security decoding unit 3005 for decdding the

security encoded data and instructing the stopping and

re-start of reproduction of the motion image through

comparison with the certification data; a video
decoding unit 3006 for decoding the motion image
encoded data thereby reproducing the motion image; an

audio decoding unit 3007 for decoding the audio encoded

data thereby reproducing audio or sound signal; a

synchronization contrql unit 3008 for outputting the
decoded results in synchronization; and a monitor 3009
for displaying the reproduced motion image.

'In the following there will be explained the
processing for the motion image data in the apparatus

of the above-described configuration.
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At first the operator selects motion image data to
be reproduced from the memory device 3001. The scene
deSéription encoded data of the selected motion image

data are read and supplied to the system decoding unit

'_3004.

Now there will be explained the details 6f the
system decoding unit 3004.

Fig. i9 is a block diagram showing the
configuration of the system decoding unit 3004.

In Fig. 19, there are shown an input terminal 400
for entering scene description encoded data; a system
decoder 401 for decoding the scene description encoded
data; a video decoding controller 402 for controlling
the start etc. of decoding of the wvideo encoded data;

and an output terminal 403 for outputting the control

signal, supplied from the video decoding controller, to

the video decoding unit 3006 and the synchronization
control unit 3008.

There are also provided an audio decoding
controller 404 for controliing the start etc. of
decoding of the audio encoded data; and an output
terminal 405 for outputting the control signal,
supplied from the audio decoding confroller, to the
audio decoding unit 3007.

There are further providéd a security decoding
contfollér 406 for controlling the start etc. of

decoding of the security encoded data; an output
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terminal 407 for outputting the control signal, from

the security decoding controller, to the security

decoding unit 3005 and the synchronization control unit

3008; and a CG generator 408; and a CD image 409
generated by the CG generator. |

In the following there will be explained the
decoding function of the system decoding unit 3004 of
the above-described configuration.

The scene déscription code received from the input
terminal 400 is entered into the system decoder 401.
The system decoder 401 decodes the ODUpdate tag code in
the encoded data of the configuration shown in Fig. 16,
thereby detecting the start of a sequence. Then it
decodes the ESD tag code 4002 to detect the start of
description on each object. Then it decodes the ES_ID
code 4003 thereby acquiring the information for
distinguishing the eﬁcoded data of each object. It
then decodes the DecConflD_ tag code 4004 to determine
the decoder to be used for decoding the selected
encoded data. The stream Type code 4005 indicates
whether the ensuing encoded data are CD encoded data,

security encoded data, video encoded data or audio

~encoded data. Based on these results, the decoder is

selected and the decoding controllers are activated.
Thereafter, the subsequent codes are decoded whereby
acquired is information describing each encoded data.

The acquired information are entered into the
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video decoding controller 402, audio decdding
controller 404, security decoding controller 406 ahd CcG
generator 409. More specifidally, the decoded result
6f the VidéoDecode code 4010 is suppLied to the video
decoding controller 402; that of the AudioDecode code
4009 is supplied to the audio decoding controller 404;
the decoded résults of the IPMPD_tag code 4006 and the
IPMP_data code 4007 are supplied té the security
deco@ing controllér 406; and the~decdded-result of the
CGCommand code 4008 is supplied to the CG generator
408.  These descriptiohs contain the timing of decoding
etc. of each encoded data and a pointer indicating the
storage location of each.encoded data.

Based on the decoded result of the VldeoDecode

code 4010, the video decodlng controller 402 reads the

video encoded data, stored in the memory device 3001,

in thé timing of display, causes the video decoding
unit 3006 to execute decoding, generates the control
signal so as to enable display in synchronization, and
executes output to the membry device 3001 and the
synchronization control unit 3068 through the output
terminal 403. |

Also based on the decoded result of the
AudioDecode code 4009, the audio decoding controller
404 reads the audio encoded data, stored in_the memory
device 3001, in the timing of display, causes the audio

decoding unit 3007 to execute decoding, generates the
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control signal so as to enable reproduction in

synchronization, and executes output to the memory

"device 3001 and the synchronization control unit 3008

through the output terminal 405.

Also based on the decbded'result of the IPMP_data
code 4007, the security decoding controller 406 reads
the security encoded data, stored iﬁ the memory device
3001, generates the control signal so as to enable
decoding in the sécurity decoding unit 3005, and
executes output to the memory device 3001, security
decoding unit 3005 and the synchronization control unit
1008 through the output terminal 407.

Also based on the decoded result of the CGCommand

' code 4008, the. CG generator 408 generates the CG image

by lettering, and outputs the CG data to the

synchronization control unit 3008 through the output

terminal 409 and, at the same time, the control signal
on synchronization to the synchronization control unit
3008.

Noﬁ there will be.explained the details of the
security decoding unit 3005.

Fig. 20 is a block diagram showing the
configuration of the security decoding unit 3005.

In Fig. 20, there are provided an input terminal
501 for entering the security encoded data from fhe
memory device 3001; and an input terminal 502 for

ente:ing the control signal from the security decoding
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controller 407.

There are also proVided a security decoder 503 for
decoding tne security encoded data thereby acquiring
information on the certification information and time
for copyright protection; and a security certification

unit 504 for analyzing the certification information

thereby determining whether to permit or inhibit the

decoding.

There are futtner provided a video decoding
control signal generator 505 for generating a signal
for controlling the video decoding unit 3006 according'
to the determination of the security certification unit
504; and an output terminal 506 for outputting the
control signal, generated by the video decoding control
signal generator 505, to the video decoding unit 3096
and the synchronization control unit 3008.

There are further provided an audio decoding
control signal generator 507 for generating a signal
for controlling the audio decoding unit 3006 according
to the determination of the security certification unit
504; an output terminal 508 for outputting the control
signal, generated by the audio decoding control signal
generator 507, to the audio decoding unit 3007; and an
output terminal 509 for outputting, to the
synchronization control unit 3008, a control signal
indicating whether the decoding is inhibited by the

security.
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In the following there will be explained the
decoding function of the security decoding unit 3005 of
the_above-described configufation.

The security encoded data entered from the input
terminal 501 are decoded by the security decodef 503
according to the contfol signal from the secufity

decoding controller 406. Among the codes shown in Fig.

'17, the CodeLength code 4011 is decoded to acquire the

amount of the entire encoded data, and, for eadh
portion of copyright protection, the IPcode 4012
indicating the information necessary for certifying the
copyright, the SecurityStartTime code 4013 indicating
the start time of copyfiéht protection, and the
SecurityEndTime code 4014 indicating the end time of

copyright protection are respectively decoded to

acquire the security information.

The information necessary for certification is
entered into the security certification unit 504, which
executes comparison With the certification information
acquired in advance or entéred by the operator, thereby
discriminatipg whether the decoding of the object video
or audio encoded data is to be permitted.

In case of permission of decoding, the permission
for decoding is informed to the video decoding control
signal generator 505 or the audio decoding control
signal generator 507. In the absence of instruction

from the security certification unit 504, the video
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decoding control signal generator 505'outputs the
control signal from the output terminal 506 to the

video decoding unit 3006 so as to enable therein the

"decoding of the video encoded data. Also in case of

audio, in the absence of instruction from the security
certification unit 504, the control signal is generated
from the output termipal 508 to the audio decoding unit
3007 so as to enable therein the decoding of the audio
encoded data.

In this state, if the video decoding unit 3006 has
already generated the control signal for executing the
decoding of the video encoded data, such control signal
is retained. |

On the other hénd, in case the decoding is

inhibited, the security certification unit 504 outputs

a sighal inhibiting the decoding to the video decoding

control signal generator 505. Based on the information
(obtained by decoding the SecurityStartTime code) on
the time of copyright protection, entered from the
security encoder 503, the video decoding control signal
generator 505 outputs, from the output terminal 506, a
signal for stopping the decoding df the motion image
when the time for starting the copyright protection is
reached. |

Also based 6n the information (obtained by
decoding the SecurityEndTime code) on the time of

copyright protection, it outputs, from the output
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terminal 506, a signal for re-starting the decoding of
the motion image when the time for ending the copyright
protection is reached. |

The videb decoding unit 3006 receives the motion
image encoded data.ffom the memory device 3001 and the
control signal from the security decoding unif 3005.

Now there wili be explained the details of the
video decoding unit 3006.

Fig. 21 is a.block diagram Showing the
configuration of the video decoding ﬁnit 3006.

In Fig. 21, there are shown an image data input
terminal 601 for receiving the motion image encoded
data from the memory device 3001; and a control éignal
input terminal 602 for receiﬁing the control signal
from fhe security decoding unit 3005.

There are also shown a buffer 603 for storing the
entered motion image encoded data; and ‘a separator 604
for reading the MPEG-1 encoded data from the buffer 603
and separating therefrom header information |
representing the content of the codes, a motion
compensation code for executing motion bompensation,
and encoded data of the DCT coefficients.

A header decoder 605 for decoding'the separated
header information decodes various start codes, image
size and encoding mode of eééh frame, thereby acquiring
corresponding information. |

A motion compensation decoder 606 decodes the
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encoding mode, motion vector etc. of each macroblock,
thereby acquiring information necessary for the motion
compensation. A texture decoder 607 decodes the codes
thereby acquiring the.quantization'coefficient and
guantized result of the DCT coefficients.

An inverse quantization/IDCT unit 608 réceives the
quantization coefficient and the quantized result of
the DCT coefficients, executes inverse quantization and
inverse DCT transfo;mation, and acquires the pixel data
or the error data by motion compensation.

There are also provided an adder 609 for adding
the result of motion compensation and the above-
mentioned error data; a feference frame mémory 610 for
étoring a reference frame.required for the motion

compensation; and a motion compensation unit 611 for

executing motion compensation on the content of the

reference frame memory 610 according to the result of
the motion compensation decoder 606.

An output terminal 612 detects the egcoding mode
of the frame from the headér decoder 605 and outputs it
to the synchronization control unit 3005. An output
terminal 613 outputs the decoded motion image data to
the synchronization control uﬁit 3008.

| A terminal 614 is provided for acquiring and
outputting the information on the reproducing time of a
frame from the header decoder 606, namely information

on the display time, based on the result of decoding of
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the vop_ time_increment_ resolution code 4023 and the
vop_time increment code 4026.

In the following there will be explained the

decoding process in the video deqodihg unit 3006 of the

above-described configuration.

In case the control signal from the confrol signal
input terminal 602 indicates that the decoding is
permitted,'fhe buffer 603 inpufs motion image encoded
data from the imége data input terminal 601 stores such
information. In case the control signal from the
control signal input terminal 602 indiqates that the
decoding is inhibited, the buffer 603 does not store
but‘discard the motion image encoded data.

At first there will be explained the décoding
operation in case the control signal indicates that the
decoding is possible.

The separator 604 receives the encoded data from
the bﬁffer 603 and separates the header information
representing the content of the codes, the motion
compensation code for exeéuting motion cémpensation,
and the encoded data of the DCT coefficients.

The header decoder 605 decodes, from the header
information separated by the separator 604, wvarious
start codes, image size and encoding mode of each frame
thereby acquiring the corresponding information. Thé
synchronization control unit 1008 receives the encoding

mode of each frame from the terminal 112 and the
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information on the reproducing time of frame ffom the
terminal 614. |

The motidn compensation decoder 606 decodes'the
motion compensation dode separated by thé separator

604, decodes the encoding mode,'motion vector etc. of

each macroblock thereby acquiring the information

necessary for motion compensation, and outputs these

_informatidn to the motion compensation unit 611 in case

of a P frame, thefeby executing motion compensation.
The texture decoder 607 decodes the encoded data
separated by the separator 604, thereby acquiring the
quantization coefficient, the quantized result of DCT
coefficients etc. The_décoded gquantized data are

éupplied to the inverse quantization/IDCT unit 108,

thereby determining the pixel data or the error data by

motion compensation.

The error data meﬁtioned above are added with the
output dafa of the motion compensator 611 in the adder
609. The motion compensator 611 executes motion
compensation on the reference frame memory 610, based
on a value "0" in case of a macroblock of infraframe
encoding or otherwise according to the motion vector
obtained from the motion compensation decoder 606, and
outputs the reference data to the adder 609. The pixel
values determined in the adder 609 are supplied to the
reference frame memory 610 and the output terminal 613.

In the following there will be explained the
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decoding operation in case the control signal indicates
that the decoding is inhibited.

The buffer 603 stops the code input.and terminates
the function of the héader:deéoder 605, motion
compensation decoder 606, motion compensation 611 and
texture decoder 607. It also inhibits the renewal of
the reference frame memory 610. As a resulf, the
output terminal 613 outputs the image data of the last
decoded frame.

In the folldwing there will be explained the
decoding'operation in case the control signal instructs
the permission for decoding from a state in which the
decoding is inhibited, thereby re-starting the
decoding.

The buffer 603 re-starts the input of codes and
activates the header decoder 605. The_header decoder
605 detects and discriminates the next start code. 1In
case the start code of a frame is recognized, fhe frame
mode is decoded and thé encoding mode of the frame is
outputted to the synchroﬂization control unit 3008.

In case the encoding mode of the frame is a P
frame, the header decoder.605 does not re-start the
function of the motion compensation decoder 606, motion
compensator 611 and texture decoder 607 and retains the
state in which the update of the reference frame memory
610 is inhibited.

In case the encoding mode of the frame is an I
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frame, the header decoder re-starts the function the
motion compensation decoder 606, motion compensator 611
and texture decoder 607 and re-starts-the update of the
reference frame memory 610. Thereafter the function of
various units is continued until the control éignal
inhibits the decoding. |

Now there will be explained the'aetails of the
synchronization control unit 3008.

Fig. 22 is a block diagram showing the
configuration of the synchronization control unit 3008.

In Fig. 22, there are shown an input terminal 701_
for receiving fhe frame mode from the video decoding
unit 3006; a frame mode discriminator 702 for
discriminating the entered frame mode; a timer 703 for
synchronization; a terminal 704 for receiving
information on synchronization and synthesis frdm the
system decoding unit 3004; and a synchronization signal
controller 705 for controlling the synchronization
based on these inf&rmation.

There are also shown a termiﬁal 706 for receiving
the motion image data, obtained by decoding the wvideo
encoded data, from the video decoding unit 3006; a
terminal 707 for receiving CG image data from the CG
generator 408 of the system decoding unit 3004; and a
terminal 708 for receiving audio data, obtained by
decoding the audio encoded data, froﬁ the audio

decoding unit 3007.
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Buffers 709, 710, 711-are provided for temporarily
storing the data in order to adjust the synchronization
thereof, and reépeétively store motion image data, CG
image data and audio.data.

There are further_proﬁided a video synchroniiation
controller 712 for synchronizing and outputting the
motion image data:; a CG synchronization controller 713
for synchronizing and outputting the CG image data; an
audio synchronizafion controller 714 for synchronizing
and outputting the audio data; a synthesizer 715 for
synthesizing the CG image data and the motion image
data; a terminal 716 for outputting the synthesized
result to the monitor 3009; and a terminal 717 for |
6utputting the reproduced éudio data to a speaker 3010.

There are further provided an input terminal 718
for receiving the information on the reproducing time
of the frame from the video decoding unit 3006; and an
input terminal 719 for receiving, from the security
decoding unit 3005, information indicating whether each
data are secured and decoding thereof is inhibited.

In the following theré will be explained the
decoding process in the synchronization control unit
3008 of the above-described configuration.

The motion image data, CG image data and audio
data entered from the terminals 706, 707, 708 are
respectively stored in the buffefs 709, 710, 711. The

synchronization control signal controller 705 compares
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the timings of reproduced outputs of various data from
thé system decoding unit 3004 and the reproducing timé
of the motion image data, with the fime of the timer
303 and generates signals for controlling the video
synchronization controller 712, the CG synchronization
controller 713 and the audio synchronization controller
714. According to these signals, the video
synchronization controller 712, the CG synchroﬁization
controller 713 and the audio synchronization control;er
714 read and output the data from the buffers 709, 710,
711 in synchronization.

The motion image data and the CG image data,
outputted from the video'synchronization controller 712
and the CG synchronization controller 713, are
synthesized by arrangement or deformation; according to

the information on synthesis from the terminal 704, and

outputted as the image data through the terminal 716 to

the monitor 3009 thereby being displayed thereon. Also
the audio data are cutputted through the terminal 717
to - the speaker 3010 and reprbduced fherein.

When security is applied to the motion image and
the decoding is inhibited, such status is received from
the terminal 719. In response, the synchronization
signal controller 705 so instructs the wvideo
synchronization controller 712 to terminate the
synchronization on the motion image data. In response,

the video synchronization controller 712 stops the
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display of the motion image data. Thus the CG image
data alone are outputtéd'through fhe synthesizer 715 to
the terminai 716.

When security on the motion image is relieved and
the decoding is re-started, such status is received
from the terminal 719; Hoﬁever, the synchronization
signal controller 705 does not immediately adtivate the
Video 5ynchronization controller 712, but receives. the
encoding mode of éach frame from the terﬁinal 701 and

discriminates the frame mode. Such state is retained

until an I frame is'identified. When an 1 frame.is

entered, the reproducing time of the frame is entered

from the terminal 718 and is compared with the time of

fhe timer 703. Thus'there.is given an instruction so

as to activate the video synchronization controller 712

~from the encoded data of the I frame, and the motion

image data of the I frame are read.from‘the buffer 709
and supplied to the synthesizer 715.

According to the above-described selection
procedure, in case the décoding is re-started, the
information of the frame mode is used for
synchronization control to secure the synChronization
with other data and to start fhe synchronization from
the frame of infraframe encoding, thereby easily
preventing pé;turbation of the image in the frame or
interruption of the decoding operatibh.

As an example, in case the decoding is inhibited
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by protectioﬁ (secﬁrity) of gopyright in an encoding
frame period P4 to P, as shown in Fig. 23, the state‘of_
no diéplay'continues from the start of security.
However, the audio and CG_data continue to be .
reproduced. The decoding is re-started from the next I
frame and the synchronization is re-adjusted,'whereby
avoided is interruption or perturbation of the image,
and the operator is relieved from the unpleasant image
display.

In the present embodiment, during the period of
inhibition of decoding, there is outputted the image
decoded immediately before such inhibition, but it is

also possible to stored a predetermined image in

 @dvance for example in a memory and to output such

predetermined image.

In the present embodiment, the configuration or
the memories etc. is suitably modifiahle; Also similar
effects can be realized for the communication data, by
executing similar operations on the motion image data
entered from the commuhication circuit 3002 through the
communication interface 3003.

The detection of the frame mode may naturally be
replaced by the detection of the start code for a group
of pictures, and the reconstruction of synchronization
with the audio signal etc. at the re-start of decoding

can be easily achieved by employing the decoded result

‘of a time_code of the group of picture layer or a
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temporal reference code of the picture, instead of the
vop_time increment code.

For the purpose of brevity, the foregoing
description has been made on the I and P frames, but
the recovery of eynchronization can naturally be
achieved similarly in case of employing B frame.

Also the configuration of the secnrity code is not

limited to that explained in the foregoing. Fig. 24

shows a configurafion in case plural objects are
present in the MPEG-4 method. There is added an
Objectcode 4030 for distinguishiné each object, so that
security can be applied to each object. It is
therefore possible to secure the synchronization in
independent decoding of plural objects, by preparing
the video decoding unit 3006, shown in Fig. 15, in
plural units corresponding to the number of the objects
to be decoded and ope:ating these units in parallel.

Also a configuration shown in Fig. 25 may also be
adopted, and the decoding can be re-started as soon as
the certification is execufed.

Fig. 26 is a flow chart showing the above-
described decoding operation.

At first a step S10 discriminates whether the
video encoded data are entered from the memory device
3001, and, if entered, the sequence prodeeds to a step
S11, but, if not, the sequence is terminated.

A step S11 discriminates whether the security
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decoding unit 3005 permits decoding in the above-
mentioned motion imége'data, If the result of decbding
in the security decoding unit 3005 indicates that the
decoding is permitted, the sequence proceeds to a step
S§12, but, if inhibited, the Sequence proceeds to a step
s14.

A step S12 activates the video decoding unit 3006
to decode the motion image according to the MPEG-4
decoding method. .A next step S13 enters the decoded
image into the synchronization control unit 3008, and
displays the image in synchronization on the monitor
3009, whefeupon the sequeﬁ¢e returns to the step S10.

A step S14 deactiﬁafes the video decoding unit
3006. In order to secure synchronization, the encoded

data are read in synchronization even while the

decoding is inhibited, but are not stored in the

working area of the memory and discarded.

Then a step S15 discriminates whether the re-start
of decoding is instructed from the security decoding.
unit 3005, and, if not, the sequence returns to the
step S14, but, if instructed, the sequence proceeds to
a step S16.

If the re-start of decoding is instructed from the
security decoding unit 3005 (step S15), a step S16
activates the header decoder 605 of the security
decoding unit 3005, thereby executing decoding up to

the vop coding type code 4025 indicating the frame mode
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of each frame, and sends the iesult of decoding to the
synchronization cqntrol unit 3008.

Then in a step 517,.the synchronization control
unit 3008_discriminafes'whether the result of decoding
of the vop_coding type code 4025 indicates an I frame.
If otherwise, the seqﬁence returns to the step S$16 to
decode the next vop_coding type code 4025, but, if an I
frame, the sequence procee@s to a step S18.

A step S18 fé-starts the decoding after the
vop_coding type code 4025, thereby decoding the motion
image according to the MPEG-4 decoding method, also
decodes the vop_time_increment code thereby adjusting .
the synchronization of reproduction, and the sequence
ﬁroceeds to a step S19.

In a step S19, the synchronization control unit

- 3008 displays the motion image data on the monitor 3009

in synchronization, and the sequence returns to the
step S10.

Such selection procedure allows to realize all the
apparatus or a part thereof by softwares. It is also
rendered possible to apply security, for protecting
copyright or the like, independently on the audio data
and the motion image.

Fig. 27 is a block diagram showing the
configuration of the synchronization control unit 3008
in a fifth embodiment of the present invention, wherein

components equivalent to those in the fourth embodiment
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are represented bf corresponding numberé and will not
be explained further.

In Fig. 2%, there are shown a stop time
discriminator 801 for determining the time in which
security is applied; and a synchronization signal'
controller 802 for controlling synchronization.

In the following there will be explained the .
decoding procedure in the synchronization control unit
3008 of the above-described configuration.

As in the fourth embodiment, the motion image
data, CG image data and audio data are-respectively.
stored in the buffers 709, 710, 71l. The |
synchronization control éignal controller 802 comparesl
fhe timings of reproduced outputs of varioué data from

the system decoding unit 3004 and the reproducing time

. of the motion image data, with the time of the timer

703 and generates signals for controlling the wvideo
synchronization controller 712, the CG synchronization
controller 713 and the audio synchronization controller
714. According to these signals, the video

synchronization controller 712, the CG synchronization

‘controller 713 and the audio synchronization controller

714 read and output the data from the buffers 709, 710,
711 in synchronization.

When security is applied to the motion image and
the decoding is inhibited, such status is entered into

the terminal 719. The stop time discriminator 801
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records the time of entry, in ofder tozmeasure the stop
time during which the reproduction is stopped by
security, ihforms the synchronization signal controller
802.of the interruption of decdding, and instructs the-
&ideo synchronization controller 712 to interrupt
synchronization on the motioﬁ image data. The wvideo
sfnchronization controller 712 terminates the display
of the motioﬂ image data, whereby the CG image data
alone are outputted through the synthesizer 715 to the
terminal 716.

When the security on the motion image is relieved
and the decoding is re-started, such status is entered_
from the terminal 719. The stop time discriminator 801
determines the stop time duriné which the reproduction
is stopped by security, from the time of inhibition of

decoding. This time and the re-start of decoding are

informed to the synchronization signal controller 802.

However the synchronization signal cohtroller 802 does
not immediately activate the video synchroﬁization
coﬁtrdller 712, but enters the encoding mode of each
frame from the terminal 701 and discriminates the frame
mode; lSuch state is retained until an I frame mode is
entered. When an I frame is entered, the'réproduction'
time is calculated from the stop time and the decoded
result of the vop_ time increment code 4026 of the frame
and is compared with time of the timer 703. Then there

is given an instruction to activate the video
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synchronization controlier 712 from the'encoded.data of
the I frame, and the motion image data of the I frame
are read from the buffer 709 and supﬁlied to the
synthesizer 715.

Such selection procedure in case of re-starting
the decoding allows to restore the synchronization by
referring to the stop time and to start the process
from the frame of intraframe encoding, and the
synchronization-can be securely restored even after the
stopping of a long period that cannot be represented by
the decoded result of the vop_ time_increment code. The
deéoded fesult of the vop_time increment code can only
described the time up to 256 frames, but the
synchronization can be calculated from the stop time in

cooperation with the decoded result of the

" vop_time_increment code 4026.

The present invention may also be applied to a
system consisting 6f plural equipment (for example host
computer, ihterface devices, reader, printer etc.) or
an apparatus consisting of a single equipment (such as
a copying machine or a facsimile apparatus).

Also the present invention includes a case where
the program codes of a software realizing the
aforementioned embodiments are supplied to a computer
of a system or an apparatus connected to various
devices in order to operate the devices so as to

realize the functions of the foregoing embodiments and
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the functions ef the aforementioned embodiments are
:ealized by operating the devices by the computer (CPU
or MPU) of the above-menfibned system or apparatus
according to the program_codes;

In such.case the program codes themselves of the
software realize the functions of the aforementioﬁed'
embodiments, and the program codes themselves and the
memory medium storing the program codes constitutes the
present invention.

The memory medium storing such program codes can
be, for example, -a floppy disk, a hard disk, an optical
disk, a magnetooptical disk, a CD-ROM, a magnetic tape,
a non-volatile memory card or a ROM.

The present invention also includes not only a

case where the functions of the aforementioned

- embodiments are realized by the execution of the read

program codes by'the computer but also a case where an

operating system or the like functioning on the

computer executes all or a part of the actual processes
under the control of such program codes thereby
realizing the functions of the foregoing embodiments.
The-present invention further includes a case
wherein the program codes read from the memory medium
are once stored in a function expansion board inserted
into the computer or a function expansion unit
connected to the computer, and a CPU provided in the

function expansion board or the function expansion unit
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executes all the proéess or a part thereof acqording to
the instructions of such program codes, thereby
realizing the functions of the aforementioned
embodiments.

In the foregoing deséription, the decoding is
started in the unit of a frame, but such case is not
restrictive and thé decoding may also be started in the
unit of a field or plural macroblocks. | |

The format of the security encoded data, the
certification method, the method of designating the
portion for protecting thé éopyright etc. are not
limited to those in the foregoing embodiments but may
natufally be replaced by other formats or other
certification methods.

Also in the foregoing embodiments, the period of
security.is determined in advance, but such form is not
restrictive. For example the usef may determine tﬁe
timing of releasing the seéurity for example by
entering a password for releasing the security, and
releasing the security after the password is certified.

In other words, the foregoing description of
embodiment has been given for illustrative purposes
only and not be construed as imposing any limitation in
every respect.

The scope of the invention is, therefore, to be
determined solely by the following claims and not

limited by the text of the specifications and
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alterations made with a scope equivalent to the scope
of the claims fall within the true spirit and'scope of

the invention.
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WHAT IS CﬁAIMED IS:

1. An image proéessing apparatus comprising:

a) input means for éntéring image data ehcoded
with plural encoding modes and security data for
protecting said image data:;

b) discrimination means for discriminating, based
on said security data, whether the reproduction of.said
encoded image data is permitted or not;

c) encoding mode judging means for judging the
encoding mode of said encoded image data;

d) decoding means for decoding said encoded image
data and outputting said decoded image data; and

e) control means for controlling the decoding
operation of said decoding means according to the

outputs of said discrimination means and said encoding

"mode judging means.

2. An apparatus according to claim 1, wherein
said plural encoding modes at least include an intra-

encoding mode and an inter-encoding mode.

3. An apparatus according to claim 2, wherein
said plural encoding mode include a bidirectional
prediction encoding mode.

4. An apparatus according to claim 1, wherein

said control means is adapted to stop the decoding
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.operation of said decoding means.

5. An apparatus according to claim 4, wherein
said control means is adapted to re-start the decoding

operation of said decoding means.

6. An apparatus according to claim 2, wherein
said control meanslis adapted, in case the reproduction
is permitted by said discrimination means'from_a state
in which the reproduction is inhibited, to stop the
decoding operation to the intra-encoded image data

after fhe reproduction is permitted.

7. An apparatus according to claim 2, wherein

said control means is adapted, in case the feproduction

- is permitted by said discrimination means from a state

in which the reproduction is inhibited, to re-start the
decoding operation from the intra-encoded image data

after the réproduction is permitted.

8. An apparatus according to claim 1, wherein
said control means is adapted, in case the reproduction
is inhibited by said disqrimination means, to output
the image data decoded before the reproduction is

inhibited.

9. An apparatus according to claim 1, wherein
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said control means is adapted, in case the reproduction

is inhibited by said discrimination means, to output a

predetermined image at least during the period in which

the reproduction is inhibited.

10. An

apparatus according

said image data are motion image

11. An
said encdded

MPEG-1.

12. An

said encoded

MPEG-2.

13. An
said encoded

MPEG-4.

14. An

said éncoded

apparatus according

image data are data

apparatus according

image data are data

apparatus according

image data are data

apparatus according

image data are data

an image into N objects (N being

encoding each of said objects.

to claim 1, wherein

data.

to claim 10, wherein

encoded according to

to claim 10, wherein

encoded according to

to claim 10, wherein

encoded according to

to claim 1, wherein
obtained by dividing

a natural number), and

15. An apparatus according to claim 14, wherein

said décoding means executes decoding for each of said
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objects.

16. An apparatus according to claim 15, wherein
said control means controls the decoding process in the

unit of each of said objects.

17. An apparatus according to claim 14, wherein
said security data at least include a code for

identifying said object.

18. An apparatus according to claim 1, wherein
said sécurity data at least include a code for

protecting intellectual property right.

19. An apparatus according to claim 1, wherein
said security data at least include a code for

certifying copyright.

20. An apparatus according to claim 1, wherein
said encoded image data include a code for identifying
said encoding mode, and said encoding mode judging

means judges the encoding mode by said code.

21. An image processing apparatus comprising:
a) input means for entering image data encoded
with plural encoding modes and security data for

protecting said image data;
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b) discrimination means for discriminating, based
on said security data; whether the reproduction of said
encoded image data is_permitted or not;

c) encoding mode judging means for judging the
encoding mode of said encoded image daté;

d) image decoding meané for decoding said encoded
image data; and |

e) synchronization control means for controlling
the synchronization of said decoded image data
according to the outputs of said disciimination means

and said encoding mode judging means.

22. An apparatus according to claim 21, wherein
said input means includes decoding means for entering

encoded information data and decoding said information

. data, and said synchronization control means is adapted

to control synchronization of said decoded image data

and said decoded information data.

23. An apparatus according to claim 21, wherein
said image decoding means is adapted to control the
decoding operation according to the outputs of said
discrimination means and said encoding mode judging

means.

24. An apparatus according to claim 21, wherein

said plural encoding modes at least include an intra-
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encoding mode and an inter-encoding mode.

25. An apparatus according to claim 21, wherein
said image decoding means is adapted to stop the
decoding operation according to the output of said

discrimination means.

26. An apparatus according to claim 25, wherein
said image decoding means is adapted to re-start the
decoding operation according to thé outputs of said
discrimination means and said encoding mode judging

means.

27. An apparatus according to claim 24, wherein

said synchronization control means is adapted, in case

- the reproduction is permitted by said discrimination

means from a state in which the reproduction is
inhibited, to re-start synchronization according to the
intra-encoded image data after the reproduction is"

permitted.

28. An apparatus according to claim 21, wheréin
said synchronization control means is adapted, in case
the reproduction is permitted by said discrimination
meané from a state in which the reproduction is
inhibited, to re-start sYnchronization according to the

period in .which the reproduction is inhibited.
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apparatus according

said image .data are motion image

30. An
said encoded

MPEG-1.

31. An
said encoded

MPEG-2.

32. An
said encoded

MPEG-4.

33. An

said encoded

apparatus according

image data are data

apparatus according

image data are data

apparatus according

image data are data

apparatus according

image data are data

an image into N objects (N being

encoding each of said objects.

(A

to claim 21, wherein

data.

to c1aim 21, wherein

encoded according to

to claim 21, wherein

encoded according to

to claim'21, wherein

encoded according to

to claim 21, wherein
obtained by dividing

a natural number), and

34. An apparatus according to claim 33, wherein

said image decoding méeans executes decoding for each of

said objects.

35. An apparatus according to claim 33, wherein

said security data at least include a code for

identifying said object.
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36. An apparatus according to claim 21, wherein

said security data at least include a code for

_protecting intellectual property right.

37. An apparatus according to claim 21,'wherein
said security data at least include a code for

certifying copyright.

38. An apparatus according to claim 21, wherein
said encoded image data include a code for identifying
said encoding mode, and said encoding mode judging

means judges the encoding mode by said code.

39. An apparatus according to claim 22, wherein

said information data are audio data.

40. An image processing method compfising steps
of: |

enterihg image data encoded.with plural encoding
modes and securify data for protecting_said_image data;

discriminéting, based on said security data,
whether the reproduction of said encoded image data is
permitted or not:

Jjudging the encoding mode of said encoded image
data{ and

decoding said encoded image data according to the

result of said discrimination and the result of said
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41. An image processing method éomprising steps
of:

entering image data encoded with plural encoding
modes and security data for protecting said image data;

discriminating, based on said security data,
whether the reproduction of'said encoded image data is
permitted or not:;

judging the encoding mode of said encoded image
data;

décoding said encoded image data; and

controlling the synch¥onization of said decoded
image data according to the results of said

discrimination and said encoding mode judgment.

42. A computer readable recérding medium for
recording an imége'procéssing program, said program
comprising:-

a) a process code of an input step of entering
image data encoded with plural encoding modes and
security data for protecting said image data;

b) a process code of a discrimination step of

discriminating, based on said security data, whether

the reproduction of said encoded image data is
permitted or not;

c) a process code of an encoding mode judging step
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of judging the encdding mode of said encoded image
data: | |

d) a process code of a decdding step of decoding
said encoded image data and outputting said decoded
image data; and |

e) a process code of a decoding step of
controlling the decoding said encoded image data
according to the results of said discrimination step

and said encoding mode judging step.

43. A computer readable recording medium for

.recording an image processing program, said program

qomprising:
a) a process code of an input step of entering

image data encoded with plural encoding modes and

" security data for protecting said image data;

b) a process code of a discrimination step of
discriminating, based on said security data, whether
the reproduétion of said encoded image data is
permitted or not;

c) a process code of an encoding mode judging step
of judging the encoding mode of said encoded image
data; |

d) a process code of an image decoding step of
decoding said encoded image data; and

e) a process code of a synchronization control

step of controlling the synchronization of said decoded
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image data accdrding to the outputs of said
discrimination step and said encoding mode judging

step.



