METHOD AND DEVI CE FOR | NTERCEPTI NG JUNK MAIL Field of the Invention

The present invention relates to the field of network communication
technol ogi es, 5and particularly to a method and device for intercepting a
junk mail. Background of the invention In the email field, junk mails
i ncreasingly spread, which not only increases processing tinme of a nornal

obst r et nwmﬁyﬁo@ﬁéﬁwfﬁfﬁﬁ@f&“ﬁﬁﬁf@ﬁ%@ﬁwfy TERK Thercrore,

the junk mai|l probl em should be sollMeAIL At present, an interception
techni que based on a string is typically adopted to prevent the junk nai
inthe mail system In the interception technique based on the string, it

i s requi rigid ofekbdivienltio String database. The string in the string
dat abase enployS an existing single word or phrase, and a Iength of the

string isr eii@é}bl\é?éni/mvh%lﬁgl 1cia§e§ tJ t}% iﬁ‘tlcf bﬂ%t&@xt(acl?)ﬂﬁl?mp&ﬁgﬁ tctcﬂ \/1& a certain
updat e cycl e and di nensi on, and di mensi on of scanna g§ in the
string damé@aS@UBﬂwémdmeﬂuWQQd@cwmbMMonmaaahegdhmnpmamt|caI appllcatlons

by using the string in the string database described above, a received mai
is filtergd anner of full-text sequential scanning or
regul ar ex¥ of

&s to determ ne whether the received mail is

a junk mail an mail, and the received mail is intercepted if it
isj a junk mailt 816 Cmdlfﬁ%}ﬂéﬁemwsw@waenwe%wd ivhidnnolopnlytinercasesent or

finds t h%ﬁo&%ﬁgftiﬁ{e%fac{ ndrfAP ndingel Al %Wor\gaa%so\%)lluagﬁ, 1ggloutupc§h ;'nglr wg;t | ead

Constructing the string using the éxisting sin
to a rel ayitume) tjnuseﬂmtmutsngza;bneecspoﬁotbtammgrnatead bﬁ"czauﬁxenwehls@xrﬁdxbmg:,Sl ngl e

word or r.as res not Iy in the junk mail, but al so sonetines
in tHg n@%ﬁﬁPFﬁhﬁﬂno Wﬁ§ ggFﬁ@V? fal se determination. expression
matching is inefficient when the dinension of the string database i's

rel atively |&arg@serdnsh hﬂéil:eﬁt!oﬂﬁcéﬂnlugtﬁrlbﬂgd bAra §thﬁ [ eRiaY ?IE'%t]ﬁd Ggnnot  be

i npl ement ed, ich significantl ects usage ex eri‘ence’ o e user.
prevent the junk matl in the mail system In the interception technique based on the
string, it is required to establish a string database. The string in the string database
employs an existing single word or phrase, and a length of the string is relatively fixed.

15  The string database needs to have a certain update cycle and dimension, and the
dimension of scannable sirings in the siring database often reaches a million scale. In
practical applications, by using the siring in the string database described above, a
received mail is filtered in a processing manner of full-text sequential scanning or

regular expression matching so as to determine whether the received mail is a junk mail

20 oranormal mail, and the received mail is intercepted if it is a junk mail.

In implementing the present invention, the inventor finds that there are at least the

following problems in the prior art.

Constructing the string using the existing single word or phrase may lead to a
relatively serious false positive rate because such existing single word or phrase is
25 presented not only in the junk mail, but also sometimes in the normal mail, thus leading

to false determination.

Since a complete string in the string database is used to filter the mail, the

above-described processing manner of full-text sequential scanning or regular



Summary of the Invention 5Exanples of the present invention provide a

met hod and device thr intercepting a junk mail, so as to decrease a false
positive rate of the junk mail and to inprove a filtering efficiency of the
mail. A method for intercepting junk nmail, which includes: A obtaining

text dat ax@fes@omBhhichhi GR 1'[1@@'1‘&!@%?%11({:'11 tilil@rd:ﬂgné?&f)%?slﬁ& @%% gﬁa}bﬂ%t grmning

whet her the text data contain a keyword in a string cont In a strlng
databaselﬁthﬁHﬁWE&hHMGLNﬁgncéﬁ@nngﬁmhthwaCdahml@manMnmmﬁen&&mMord in

the strin ont ai tr|n dat ahase for mail filtering, further
deternlnﬂ%ﬁgwﬂéWﬁ§Wq3ﬁgT“g%PaH%Tﬂ?HHHF&Q *458% ring corresponding to the
keyword contained in the string database; and C. determ ni ng whether the

mail s &kiiaPRof (Reqahdnp@ 0 a result of the further 15determ ning and
according to a predete term ning policy, and |ntercept|ng t he mai

if the mail kg he J)HHJ-( 1 tlll\f%llg?:YBx%@la rmétﬁ(%(fglﬁied&k@%njdﬁpzcc lil;ad.l ncl udes:

a text data obtaining , con ur ed al n text il

whi ch rGQWMTE@ﬂTbOBEHJdgA@b@@dQScm@mhﬂ@aﬂﬁbﬁﬁ&cmﬂkrﬁﬁt&ﬂhkﬂhﬂ@oﬂ@dU|e
configurgq t.0 determ ne whether the text data contain a keyword in a string
cont ai ne “theﬁﬁ??ﬁﬁoﬁngﬁﬁ e for mail filtering, and if the text data
contain the keyword in the string contained in the string database for nai

filtering, famidiesd GetrasinmMhal el Wingh eKkedata contain a string
correspondlqg to the keyword cont ai ned in the string database; and
obtaining text'data of a mail which requires filtering processing;

10 B: determining whether the text data contain a keyword in a string contained in a
string database for mail filtering, and if the text data contain the keyword in the string
contained in the string database for mail filtering, further determining whether the text
data contain a string corresponding to the keyword contained in the string database; and

C: determining whether the mail is a junk mail according to a result of the further

15 determining and according to a predetermined determining policy, and intercepting the

mail if the mail is the junk mail.

A device for intercepting junk mail includes:
a text data obtaining module, configured to obtain text data of a mail which
requires filtering processing;

20 a character determining module, configured to determine whether the text data
contain a keyword in a string contained in a string database for mail filtering, and if the
text data contain the keyword in the string contained in the string database for mail
filtering, further determine whether the text data contain a string corresponding to the
keyword contained in the string database; and

25 a mail processing module, configured to determine, according to a result of further
determining from the character determining module as well as a predetermined
determining policy, whether the mail is the junk mail, and intercept the mail if the mail

is the junk mail.

It can be seen from the above technical solutions provided by the examples of the
30 present invention that in the examples of the present invention, the text data of the mail

are scanned according to the keyword, the text data of the mail are then scanned



25a mai|l processing nodul e, configured to determ ne, according to a result
of further determning fromthe character determ ning nodule as well as a
predet ermi ned determ ning policy, whether the mail is the junk mail, and
intercept the mail if the mail is the junk nail. It can be seen from
t he above,. i : L.Qf avided b e, £ ,ofF 4t.he esent

i nventi o?c%ﬁgp&l tﬁﬁﬁi{ﬂé%%%{%gﬂ% ék(ﬂg]gp@ggé%aﬁﬁm{: %‘ﬁ%%ﬂlﬁg%{ ggg{ dat a of
the mail thwes scanmgdpecicoridiffigctay tdnebckieynoved, atdhesat-anie fdatiag 6fr thbe mai |
are then scanned .according to the string corresponding to the keyword
after rrat"&‘l‘ifr‘fd“o"’ EIH%IBIR“éMr%YF“tWE@ theg 4R, %ﬂa%%élﬂlsa%dlﬂ%‘ﬁ‘fqﬁ%ﬁ@'ﬁ%y can be
i nproved,di@pgkigeal -time filtering for the mail can be inplenented even when
the string database has a relatively large dinension. 5 Brief Description
of the Draw ngs In order to explain the technical solutions in exanples
of thé pridgiehtDdasevintiomof itbe ddxdwimrgsy, the acconpanyi ng draw ngs required
in describing the exanples are concisely listed below It is apparent that

t he acconpaniyi eigerdioassphds thienetngeatl @slatiopt incoxahgl@vefane pre&eliyvease exanpl es
of the pres_eg{::H invention, and for those ordinarjly 10 skilled in the art,
ot her acdSHPARA g Ut 2REP A AR dHvEBeh a8 Edilh slsabdnr dierfrardlossge
aCCO”panlébﬁ'ngsc‘l? ?%@anw. & Fkﬁiﬁbal%ﬁtqlgt'tﬁd Ao %ﬁg)i%?ﬁ%i}’;ﬁ it B REsc HBRLE! N

Figure 1 is a IITustrating a net i ntercepting a junk nail

owchart |
in an exdnpiveastmeilely pmes examplow ehthegnescandvention, and B quse oRiiiasila

structural ..diagram.il|ustrating specific inplementation of a device for 15
i nt eﬁéeptsl(lr%d e oHocr g TGt 0% AR B GEREAQ B85 on.
Det ai | ed abesganplisQavdihed REhONRALIsHE any invehilvd Rep eyagRies of the present
invention, text data of a mail which requires fi IIt)erl ng processing are
obtained; it_is determ ned whether the obtained text data of the nail
contain a keyged isrt Howeharnglusietinesa meHgddat abeseptngra jrakimdil it eri ng, and
when t he Lexty ) ned _contain the keyword, it is further
determ ngégﬁﬂg{%ﬁg}"d@ Sgllﬁgi‘?ﬁ@gtﬂﬁgont ain the string corresponding to the
keyword in the string database. According to a determ ning result regarding
whet her t he ltigwt 2dat sirwontlaliaprah éllstmiimgspecifcésplendinngionh of & bevidegymwor d i n
t he %ri ng dat abase and. accor.fji ng to a predetermn ned determ ning policy, it
i s dét er HIASHPHISSUHBE MaHdn Apgtheriekample ph kheRiFsent YNENEHe mail is i ntercept ed
if the mail is 25the junk mail.

Detailed Description of the Invention

In the examples of the present invention, text data of a mail which requires
filtering processing are obtained; it is determined whether the obtained text data of the
mail contain a keyword in a string in a string database for mail filtering, and when the

20 text data obtained contain the keyword, it is further determined whether the text data
contain the string corresponding to the keyword in the siring database. According to a
determining result regarding whether the text data contain the string corresponding to
the keyword in the string database and according (o a predetermined determining policy,
it1s determined whether the mail is a junk mail, and the mail is intercepted if the mail is

25 the junk mail.

Further, afler the mail which requires the fillering processing is received, a title
and main body contents of the mail are obtained; after the title and the main body
contents are stitched to obtain a piece of text data; and the obtained text data are
determined as the text data of the mail which requires the filtering processing.

30 Preferably, the text data may be stored.



Further, after the mail which requires the filtering processing is
received, atitle and main body contents of the nail are obtained; after
the title and the main body contents are stitched to obtain a piece of text
data; and the obtained text data are determned as the text data of the

mai | whi ch 1 eqiidh 8fe ki@ cbhibficl B9 1R 86685 310%se BARLEHRIRANWoneldignd Xt data
may be stored. Fur{’her, the string contai nec? in the string dat abase i s
const r uctcddrapigr onigs. gy chayaadercimar mctudes ainfcts .ond o€ hatagkigr wonl, & (Hicdsudes at

| east one.of an English word. a, Chinese single word, a sjngle English
letter, &R fW(BE’thé“lgﬁ#ﬁ@glégl%ii%f’edmﬁ‘#ﬁ Bring Ehirs, el Rerd Qi at h

punct uat ifol-width/hafwidaepunchiRgost ri ng dat abase corresponds to a hash chi ef
table and a hash link table, where the keyword in the string contained in
the string database and | ength information of the string corresponding to

the kéyword BrEcstipy dyng datebpse persesperdsde ahag diclahde astriash &nk akact er
const r uctj0n, irnf.¢ i:on..Qf .. 1he string.carresponding to the . keyword is
R R L s At T R A
above i s oéxbecutried, corfeepaddir@i o hs:kegwbordaid figred iprks dhshnehiberabf aghar acters
by starti‘nﬁﬁp&?om a first char a,chgr uni t r@f the text data, detecting whether
t he hash “EIPEEC (HCET CHRFHUPHIMREONBE g tEE coespastighivdhaleyvipsd pr eset
nunber ofis ghaKag tiRNesh BRdibfc. Yes, obtaining the length information
(specifically, a length value) corresponding to the keyword, taking out the

corr espondi n\% string fromI5 the text data according to the length
i nf or'fat i on, Wher ec tdeisgminier lvgeratine drastbddi aboveabl exacomrtiaitns detsd &t ri ng

t aken out,, . Afoye eterminir hat the text data are hit . by scanning
for one E”fdrlr%re ﬁj’éﬁlé’ rérégits:%lrngg!"ha @Wéacﬂegﬂ%%ga%wé?ﬁoﬁjeasﬁquhcj’tm% 'é”PléQ{tth{‘t"é are hit
by scannidag, dasctiwgWheagr ilghasinatié@ibiotodthas aRkesaanth Rohk exyosdhand
string. If the hash chief table does not contain the keyword that is the

same as PHECHRBYSE obthapgiese andil venabwatiag the leneth infarmetipnshedifiedlyt abl e does
not cont @iy st r. fy,. . e nher . of characters are taken
out after “é’h‘.t ?‘??ﬂ& Ogggf&a%gq%g%oiﬁ%%ﬁ%%@ﬁ %Ut{}ﬁ?tg&f 7 %Cﬁ%mf‘i%glton&har act er
uni t 16f theaettekta davalingodhd keghhafaohtss dtrkary Whtha@ne: Rsadiagsade i n
accordance with a processing op;r,‘?\ti on for the preset nunber of characters
taken oufORNPigithharing lakenc plly 304 &b veinidelesmining thag fhe it datarie (hit Ple | ast
preset NumRneGbr SRAHAE! &luSelddRthe nkfll: Hahd: IS are hit by ur ther,
the hash chi _e]éD tabl e and the has% |“?’r§15<‘ tab 2lgbrsgﬁggs‘f?g%?%%%émtlml()))ﬁgh:
t aki ng ostanting, predess infmeriond! bhapactpendingyestad ahdgrihpom t he first
character in a first string contained in the string database, taking the
characters taken aqut, .as a keyword, determ ning whether the preset nunber of
characters flflgﬁqq dﬁle&}l‘l%r%@(’gﬂé% %‘%;[tchldﬂh‘?lf kl“%w%"géﬁ%ﬂ% F S&PF PhgCAYREE t han the
firsto st hinAger of chir@cisis! binig tigaiaalb ase dleddeh BoS@mRiRdie kRS aRLd thand i f the
same, recording length information of the another string and the keyword
in the hBSHICHITEE plpbpeckie &ben gihifia hblldunicbrerddyamacharcicomst r uct i on
i nfor mat 8t tﬂ@ ﬁli'@%hz?rgﬁ&htﬁ{it (?itt[lé ﬂgt Hﬁa,tﬁa 1&?‘&&1&%%%( tak{%lb (l)L?t;aréa gl%césrs]éadq

in accordance with a processing operation for the preset number of characters taken out

from the first character unit of the text data until the last preset number of characters in

25 the text data are detected.,

Further, the hash chief table and the hash link table are established through: taking
out the preset number of characters by starting from the first character in a first string
contained in the string database, taking the characters taken out as a keyword,
determining whether the preset number of characters from the first character unit in

30 another string other than the first string in the string database are the same as the

keyword, and if the same, recording length information of the another string and the



further determ ning a second string other than a string recorded in the
hash Iink table in the string database, and processing the second string in
accordance with a 5 processing operation the the preset nunber of
characters taken out fromthe first string, until recording all sections of
char act eng. L, aken, it nRy Si@rdbipsfem.k; e dve first character units
of all stryngs fn thé sf??néaﬂggggégghgﬁglF%Eg@ﬁkkh@3¥%%Ei%ﬁg¥ﬁgwgof in the
hash chi effarablie; ofahd aneborsdinggn tlesipab fink eabdoapd efe@ char act er construction
information of all corresponding strings in the hash |ink table. 10Further,
the determ ning whether. the mail is a junk mail includes: obtajning the
recor ded nunﬁ%%CbggfvﬂﬁgﬁﬁﬁﬁfmFL%“?%ngh 4 “aiohigco *Sé%gﬁﬁyﬁb}mﬁs wel | as
the recongad ih NROKIRLI RILARO YA YRR eSIRJ BRPRRMNUKEYMOLE BNt gtring is
recorded when the text data contain the string corfesponding to t he keywor d
in thé stipeegsiaapetialse loarg preset ihembesiof ehanedcrs tadn 0B oootidi gt ong, he

recor ded el . tijnes. that .the text data are.hit by scanning _.as well as
t he reco#@ggQgﬁ)@%ﬁﬁpfgﬁwg%%ilmkﬁgn%g&wégﬁgﬁdﬁ%bn%QQWHpﬁ“éHﬂAWﬂéh%tring, it
i s det er mhaediewhetshdTalltshingihi the ki hRtEbiYanTd o PRasRha@8n tHheopiedet er m ned
determ ning palicy, and the mail is intercepted if the mail is the junk
mail. Furg b?i}‘e¢tﬁéep41@d'§?%¢iﬁﬁ Hegcdeeepmpilheagsiyr epnepwtion dornmatienmai | i s
det erm negd. o s i), t.he.nunber of times that the text data
are hit ggdgggﬁﬁgﬁg&?éS?Qgégahéﬁéﬂﬁgmﬁggget nunber of times; or if
information of the string is the length of the string hit by scanning, the
pr edéfer m neldurttet.gheridefemgining| wisyhdrribé vdéss atjlnek mail lindlsdedeblenimimedic as t he

junk mail_wh the nupber of times that the text data are hit by scanning
is |ar gerle('toh‘ge?il ‘P‘h@’%f’g@ s ﬁﬂh‘ﬁ‘é}exbfid‘flid%@ Bhirappiae) Bgthasdhe roqerded r i ng hi t
by scanniif@r&idned@er tht RaesBaRdiRE RSRIo @R suing islPedRidBbndonl agk! i tate
under st andi ng the exanples of the present invention, a further explanation
i s made Waleapngit e shipzsevespandigpecihtikeyexdripllesting domtbinand énthan t h t he
acconpanxk@gkgrgﬁ%ngs, and respective exanples are not intended to limt
t he exanpl es of e present invention. A hash schenme is a storage
structure. In the hash schene, a corresponding relationship is established
bet wegn a stawcagmpposidicandaf maaton odtithet hat keynodgaafe hibsy dahaingand a set
of the ke ﬁord IS nagped to a |ocation set through the corresponding
rel ati ondKi'gs U%e’tef“'?‘ﬁiﬁ SHORKEIOR 3P Ed PoHTsIgo bRk syoshrpd the stingits e, as
| ong as ybesi otheP ey 1 ol ot oo, _ ] owabl e
e e Y Al D L
| i nk t abbelicyl, anpHeatdicalinteppbtiod dithomsil id theijwknegjui red to constitute the
hash chief table and the hash link table according to an actual situation.
According tq, an exanple, a.processin rocedure of a nethod for
interceptingLgmfhﬁﬁﬁﬁﬁﬁ?uPgﬁgﬁgﬁﬁ”?%g&gﬂﬁﬁéﬁfgnﬁnﬁmfﬂgFﬁg¥ﬁBB”¥ﬂE?udes
processi 0g jahlepgilashdnQhd OWBberlo@BHRR thak helfdg dRxXhre 9t QhndiRg idMider Whi ch
requires the filtering processing are obtained.

than a preset number of times; or if information of the string is the length of the string

hit by scanning, the predetermined determining policy includes: the mail is determined
as the junk mail when the number of times that the text data are hit by scanning is larger
than the preset number of times and the length of the string hit by scanning is larger than

25  apreset length.

[n order to facilitate understanding the examples of the present invention, a further
explanation is made hereinafter by several specific examples in combination with the
accompanying drawings, and respective examples are not intended fo limit the

examples of the present invention.



The detail is: after the mail which requires the filtering processing is
recei ved, decoding the mail and obtaining the title and the nmain body
contents of the nmail; obtaining a piece of text data through directly
stitching the title and the main body 15contents; and determ ning the

obt ai ned texs d text. dat - the sl ich requir h
filtering pr{\)clgdgg?Sr?gér}l%]hgtae%&ffgashg?g{[%,ﬂi tr?@ﬁé%%t‘%& a‘%?#’f%s%t% gélpge

i nt er ceptrélaorishipt inesstablishowibngvest epstorabi pbsiiien sfpdtd fiidcak keysbever the Step 13
bel ow, the text data. first. be stored tepporarily. Step 12:
Accor di néd‘[‘lod%{}?é‘adgél@eryi“ﬁ’ bdét‘%“i?ﬁg&ot‘%a%‘&éw EHpgh the speespradiige hash
201 i nk t a@lh€oBdLB. Sstiabbl 8 res Hergl j 18, X , chinef.: | e and

t he hash link t%bl e a?e ﬁelgt% g%ﬁpgﬁcg?@ é@gg‘?ndsiﬁlﬁggtﬁ (c))htt:3 ﬁ’ej{%? }r?éi’ %géhgg}t&g%gse, it
can bé cdébslogetiadseat kiaes ndlegosbesiong aaalibadbl hage. dhedrske sgendi tygicaBy at i onshi p
to the hash chief table gand the hash |link table. 1t.should .be explained
that 't ho SRy Fegh @ Cind ¥ RataRh bR acBuEe i GBR% MiRai B8S Dy one
or nore chafmdiul the RkdhschicBp®ed £rdand hash IfoReaFOALBLHES o URki B Rt | east
one of an English word, a Chinese single word, a single English letter, a
hal f of the Chingse single word or a full-w dth/half-w dth punctuation. It
can be seen 28R & Pianple sniarsseiaginioeRerest 1 meherhfoabalesen@e ot be an
exi sting;si e erelels it a j . 1Qn havi ng. exible

St uct ur b ARa iDL Snd S Bndh lel9eS Bk Be AN Brdobet on o

30t he English word, the Chinese single word and the punctuation. Typically,
in pr@cticalSteappi batéxonia ethestail vhichiajuiree Kiesfilsering @opashikgnmeé | or a
nor mal matl . Preferably, a situation that the string contained in the
string d3P@BSde is presented in the junk mail is taken as an exanple. It
shoul d be noted that this exanple takes the situation that the string

cont ai ned i Miichi2tft Ist Aderd@t aRAShich REGFRNMEH Ik PRch UM WBkdei@s an
example. In 5 consideration of an application scope of the exanpl es of the
present Perrding s, methand oplapyng ot Hilmedd ithe ien body pepteids abdsenwdscri bed

cbove Mgl 50 PIARDIGILLXBe G SHLAD REHTLA9 D IS0 SRR | T

si muls aneaualty,. andr éfi@ndhihy thobemineotibkiade: used @inadd anaUshy wisgeci fic
text data can @e ?_canned and determ ned by using a nmethod such as any
statisti EPICs)§e dlgEas procaingnn 8f%oli t hm and/ or artificial intelligence
classification algorithm For exanple, the two types of strings in the

normal mai | raRdnt BeokddPko Mailita@¥hebBid ke 'ﬁaﬁclnatgg fﬁwiﬁg R, Usiling ;@ Bayesian
algorithmto obtain a classification nodel, and the classification nodel is
used to pwrifsaly subyveeiguren | detlewnibniteg dofa neaynfiist besstdred tengomdrént s .

Therefore, it can be seen that Figure | nerely shows an exanple, and is not

intended to @%L‘?Jl fjn/([ccgl%%g' t%%t [I()%]edosftrh%ghSat%%wl’;g Eas%fch}e??ab Lr gnsde tﬂtp hlas 1V ention.

20 link table are established.

Herein, since the hash chief table and the hash link table are established according
to the string database, it can be considered that the string database has a corresponding

relationship to the hash chief table and the hash link table.

{t should be explained that the string contained in the string database is constructed

25 by one or more character units. Specifically, the character unit may be at least one of an
English word, a Chinese single word, a single English lelter, a half of the Chinese single

word or a full-width/half-width punctuation. It can be seen that the string contained in

the string database may not be an existing single word or phrase, but a string section
having a flexible structure. The string section may be at least one or any combination of

30 the English word, the Chinese single word and the punctuation. Typically, in practical

6



In the exanple, the hash schene descri bed above is introduced, and
according to the | oaded string database, the hash chief table and the hash
link tabl e are established. A process for establishing the hash chief table
and the hash link table is as follows: strings in the string database

descr i beglpgg&‘f%n@éﬁr EE@W’EQHQ‘E@HQQN gl [k '!{ﬂﬂn(])it‘d I('?m 1121? nfa.?lg' %cﬂ ggl of the

string d ase. aracte yhé are

t aken as sauftionsthat v efrinhasitainnd éxthe EOrnodEBi(bﬁSLpE pmmzﬁ@hi\n&m Rm@enailk 1S
supposed that n is 2. Tﬁe first-1ev sh index is then determ ned as the
keywor d. BT 4RnpirEPlG desheulis wpt t"!aS MG EkC Bsrdsaisthahiic chi nese

wor d T or igchbontndCGh tﬁ@ﬁt?in% RGLALL 8 grus{yﬂ&ﬁn e ﬁ]t}]k PE| Kse)ﬁ%g dﬁ? 1En | ndex,

anot her str|ng ot her than t first string in the strin ase
descrﬁbe@OHBQVQHWBOé@awcwadpommdnwhéﬂhemxmhpkﬁKfsm:ﬁw&hanmmmﬁos bkt t he

anot her s in r.e the,sa e determned. |f, the first 2
char act er sln &flﬁaéméﬁ}ﬂ]t hepu g’tfvr‘f%%’dﬁ‘rg fowg ‘g?itf?é‘“é’é‘iyt #Heo k’é%%ly Ropl et e

char act efsti@nNsadigtih @ Adifher e | @nm@%@l ilg@NFbbhi (A R TRE AN Bl thhgpRNt her
string are obtained. Preferably nthis exanple, the length information of

all of tW@dflsé!tf%uuangbltlwaﬁwaﬂé th@lak@o wWeyhotre aisel simghiaricatisly agetifie first 2

Chi nese YarRE ash chi ure of
t he hashqc f %%b?@g gﬁégﬁﬁ 8§%H?Hm%a%ﬁ8” ”wl g=%gﬁgwan*ﬁzp@§%@ t he
respact i \tbismﬁmﬂlcﬁt elgokigmacieésor C@ﬁﬁ&iﬁb@ﬁtblﬂl@eﬁd@f aﬁmﬂdaﬁﬂn Aflg@thmofFok he

strings that take the keyword, e.g. "SanLuy", as the first 2 characters is
stored i ﬁx%lﬁﬁleh‘é‘éﬁwpltﬁ?@stogbtl“éés i 1@% poiRal meilgmdt bl ual gwail nak be Bined | s as

shown i n labl&. 2l u§fn§da F%‘-@Yé{n Tg}lﬂﬁ[tﬁl 108 blﬁuh %Plﬁcaﬁgﬁ“ T J&l”‘tdn(anl(ﬁ(, keywor d

corresponds to one 't h ere s only one
hash chi efassifidten medaMsivsd @lpkrfofin haégsmredsdcmdmhhgoi emgﬂh tenkontembi on of

the 5 str'n t hat take eac ke S the first n characters are stored.
Ther e naJJhB% 11 £ B S8 ’ah]ilhﬂ‘)ét ABFISY ShRs ah cxRile B8 hanatoniprdsgde t i ve

keywos ds iinit ipEichasoahd @)Ian{]ﬁutél(ﬁthc-rﬁ@c%l hvekigph chief table Keyword Length
val ue SanLu 5

In the example, the hash scheme described above is introduced, and according to
the loaded string database, the hash chief table and the hash link table are established. A

process for establishing the hash chief table and the hash link table is as follows:

strings in the string database described above are scanned sequentially from the

20 beginning of the string database. Firstly, the first n characters of a first string are taken
as a first-level hash index. For description convenience, it is supposed that n is 2. The
first-level hash index is then determined as the keyword. For example, the keyword is
*SanLu” which represents one Chinese word formed by two Chinese characters. Then,

with the keyword as an index, another string other than the {irst string in the string

25 database described above is searched, and whether the first 2 characters of the another
string are the same as the keyword is determined. If the first 2 characters of the another
string are the same as the keyword, complete character construction information and

length information of the anther string are obtained.

Preferably, in this example, the length information of all of the strings that take the
30 keyword, e.g. “Sanl.u”, as the first 2 Chinese characters may be stored in the hash chief
table. A structure of the hash chief table is as shown in Table 1 listed below. Thereafter,

the respective complete character construction information of all of the strings that take



10 Table 2: Hash link table SanLu m |k SanLu pure mlk SanLu infant mlk
After the above processing such as taking out the keyword for the first
string and filling Table 1 and Table 2 according to the keyword, the above
processi ng such as taking out the keymord and filling Table 1 and Taﬁle 2
accordin i-s 1 he r. 1 ng, ot her

t han theggégQ%nﬁdK?% F&ghhrﬁgpﬁquégéﬁﬂ %fé%s omnhfﬁ %gﬁﬁg |n t he
string da*lnablasmfdbts%hbiekl tthoig@s st In Im 12 angd belbwf OligiEbiN candet he first

n characters, of all e strings in the string database are recorded in
t he hashS&ﬁ}@Wi@ﬁﬂ?@wﬁﬁg*¥ﬁép¥@§g%%Wﬁ@@hg@ﬁﬁﬂﬁﬁg“éﬁéﬁﬂéﬂﬁ*”@oﬁ§ﬁwuct|on

i nformatipn &fe @lsh cRkr uﬂﬁ $it {}v'hfbgsali' e ?cnggshl?foldl{} o e 20Thus,

t hrough the steps describéd above, the”has chle e an correspondlng
hash 5|nhuuabﬂbg'mhwcbélésmﬂhﬂwshbdlmmth<ma@p3c1dmcﬂmh¢ Ehare mogaydaé abase.

cabl e and IR TAS O oo e RireRer 1 REPHANE s CHe ' R Rl s

det er m neghi@according to a scanni ng

Table 1: Hash chief table

Keyword Length value

Sanlu 4 5 6

Table 2: Hash link table

Sanl.u milk

SanLu pure milk

SanLu infant milk

After the above processing such as taking out the keyword for the first string and
filling Table 1 and Table 2 according to the keyword, the above processing such as
taking out the keyword and filling Table 1 and Table 2 according to the keyword is then

15 performed for another string other than the strings recorded in the hash link table shown
in Table 2 in the string database described above, until the length information and the
first n characters of all of the strings in the string database are recorded in the hash chief
table and the respective complete character construction information of all of the strings

is stored in the hash link table.

20 Thus, through the steps described above, the hash chief table and corresponding

hash link tables may be established with respect to the siring database.

Step 13: The text data of the mail are scanned by using the hash chief table and the

hash link table, whether the mail is the junk mail is determined according to a scanning



result and a predeterm ned determ ning policy, and the mail is intercepted
if the mail is the junk mail. After the hash chief table and the hash
| ink tabl e descri bed above are established, for the text data of the mail
which requires the -filtering processing, a string constructed 5 by the
first n cf IS can:specifically.hen2. or. ot her..yal . s taken
out by St e e P AR ERER R BT B SN R s

det ect ed thdhpinheraila keyword which is the sane as the string taken out exists
in the hash chief table established. If such keyword exists, a first |length

val ue correspanding to . the string is obtained Then, the corresponding
string is t a}lgg‘.ﬁ’ %hﬁasﬁlr(’é)l}ﬁr}?%’ c ?’é&@lb&éﬁhal”ﬂ‘cieglrcdii‘:%%% apee i F%‘l‘b‘?‘!sg‘?‘rGt h 10

val ue, arfgr tht 1dxs d&lebegik echiWIBR efqut:BEmhS tlleNBy bRKERIHRUL slﬁ%%ﬁ&%u‘u&ea he hash
link table. If such strl%eX| sts, it _is detérmned that the scanning hits
the téxt dhaliron haaciersnidvhgrun caf eneatdichidn be Aok odir tvhlack briakesponty ng
keyword apd.the strin i L..0y. the scanning is.recorded. if such string does
not exi s? {églrlf]é;’ ﬁ?f Ot&%@?slt gh&\%@% B‘E'Z““f[{é%odrggle‘g’.d Nsl'hs'e&rcg(é{%‘ffgmtb‘fl dttﬁj‘b‘fl“é”?s s checked
agai n f orwldcingxthe kenghhtheabite @RET @SRANE MAht Badtheistvblo@stabitdid. @l | of the
15l engt h ‘va}I ues q(g)r responding to the stri ng_ are detected. | f the
keywor d VHF LG Resigahirshiedethe aliersorgsnoaiiog o e ydesismbtanedi Ekenin t he
hash chi ¢f. t@RlBondhespash Li ‘ | QL he ghacked. ¢l qstarting
fromthe s{'econdSE((!':Fhalg’asc’:lfI g!i? rybopkt& Eg&?@é@ @g? %(,t Qi?%egg?lr%’:ﬁﬁg%w‘ﬂ‘f ﬁﬂ_gq%?%gact ers is
t aken0 outvaluAnmhdiitis deteded ettibhdr thbething takicheuhasds @hthehashalpk eabia ¢f sudies a
keyword which i.s the agrrp .as the string t}ken_ 20 out by starting fromthe
second cii; gt gt 1t fideuied H‘é’f e sRptipg ”éb‘B?/ée’ﬂé{aé‘“_chrdﬁwdHHe @84 er ni ni ng
process WbAndtRaP06H al thel NLrePdrde LK@ M (HRYstdh a[l)ﬂ'b?Qhé F(le'lltll Ggfirst
character is repeated until the string construct eaz’ y the | ast characters
of the t&scordpdt o sheh dibnedeasdiot PHenno adeorationgvitl de rdverdedc dhadiedhichiedbr mat i on

on the nunber of . tinmes that the 25 scannin its the text . ..and the

ht o at LR s sBie st Tt B SunBeae Riapulte & brdnbEriiARADy e
scann ngjenghietdhess chhrespdBding ke ticReidounk d&mdikd.i s determ ned based on the
predeterm ned determ ni ng policy. ‘%he predeterm ned determining policy is
desi gned ac\(':{grdi ng to the actual situation, and the determning policy may
be as fol | ovistheikeyvad Wusbsrthesang wake shae talsa oubsaes gat exiside thsibeslby t he
scanni ngqhiss LAIIMe LRENR tabld Qel L .8 determ ned a e, junk, mail, or
if the nﬁnlber 0 tLi m;s rh[nﬁai? bl’? g}éwggg&dz@%bﬁﬁ%ﬁehﬁl{%%lgﬂfbﬁzonégg’nérﬁcﬂléd is larger
t han 4 apliradie dfshgtdut dftat the satnpi wigh Bichahytetshie tSeanmi.ngnd 8 14 asigaed t han 4,
the mail is determ ned as the junk mail. . . .The predeterm ned determn ning
pol i cy sROGIG! 1ﬁ§“d?he§1‘ﬂ§tlblélﬁ‘_“é+f¥‘"is re‘é‘eV‘ﬁF’_gjeWB’&Ei“t ihpeamg e thengineabe smal | er
thanan aeaspiabhe nbal B8 sResH thGckAbEhl R8N ata LBP algfe RNLuaNeNtire
interception rate should be larger than an acceptable interception rate

i ndex, edgemyione BTesh witthecsgett do hnettinguakemaid by starmie froepthedirsand t he
nor mal |1 that is not the junk mail passes. . .In the above process for
scanni ng‘éj1 %%‘é“t“ﬁéﬂc,p("ftﬁ u%)ﬁ“ %HP%c%}bllf’ﬂggﬁ%ﬁ“ lagt & “Ihfl’t‘l’sttmss‘brg]ﬁh‘éﬁt Lg‘&:or ding to
t he keywarddiecadd after it is found that the text data of the mail contain

t he keyword, the text data of the mail are then scanned according to the
string

Then, according to the recorded information on the number of times that the

25 scanning hits the text data and the information such as the corresponding keyword and
the string hit by the scanning, whether the mail is the junk mail is determined based on

the predetermined determining policy. The predetermined determining policy is
designed according to the actual situation, and the determining policy may be as
follows: if the number of times that the text data are hit by the scanning is larger than 5,

30 the mail is determined as the junk mail, or if the number of times that the text data are
hit by the scanning is larger than 4 and the length of the string hit by the scanning is

larger than 4, the mail is determined as the junk mail.



10corresponding to the keyword. Thus, a scanning speed and efficiency can
be i nproved. Anot her exanple of the present invention also provides a
device for intercepting a junk mail. Its specific inplenmentation structure
is as shown in Figure 2. The device can specifically include the follow ng:
a text data | f a mai
hion 1S equ?l?%@e?%l&%gwgéi&}%%gé?gﬂév QWu?cgcﬁqgﬁotﬂataz{nncntn? fais%ﬁ gtltﬁ rodul e
22, conf irglarsedulti bedetadenihae anhetdperbld fadsctiexitivd atta iedest aino. a%gay&\@nd ina
string con{alned I&ﬁ ‘itrlnﬁgthaba e for mil filtering, and if yes,
further JOHECHCREPHRRIRoH ‘té%f"%Pénéﬁﬁpﬁﬁh“ﬁﬁéﬂgF@ihﬁf@éw?éébondlng to
t he keywame, contai ned in the string database; and 20a mail processing
nodul e 23, configured to: according to a further determning result from
the character determning nodule 22 and a predeterm ned determ ning policy,
det er i ne whEtRethetdserigicd 1k maif imktepagpied, andhi nowead eptl thiigs maithe i f it s
t he junkﬂHE'MHE§!g the further determning result fromthe character
det erm ni %2 may specifically be a determ ning result regarding
whet her the text data contain the 95string corresponding to the keyword
cont ai ned idnﬂhee@bwipgmdauaba&mnhEM$cahalaﬁte@qdﬁteémﬂmhﬂglGﬁﬁﬂh@ 22 may
specificalL%Vlnclu a has &Hgble est b|IShIn nmodul e 221, configured

to estabPfARCS AL “%H?QF TABPE dgmh%éﬁ‘PWHR“F&%?%XMﬁﬂéﬁf@bﬂﬁéépond to
the stri ggndatBORSAVoMNGE &ixp d&l@%f lﬂ%snﬂalﬁf' hicaf amf ahly ?eﬁsc{cg(?:ﬁﬁw PEKENMPT d ' n the

string contained in the string dat abase an orifmation 0

string cepresppodidg tythe beywedkByusor shanaing spéed alnésfﬁclmmj( chrabd ﬁm;ﬁbwdes

conpl ete character construction information of the string corresponding to
t he keymord“Aﬁp nni_n SSI canfigured to

dul
extract a preseﬁ”ﬁu%%@?sg A QBPE OB gﬁ%&?&ﬁ%‘%?ﬁﬁﬁﬁ“??? PlRdar act er

unit of fihk rhﬁktliqdﬁlcﬁﬁc 1dﬁilc§ﬁdmaﬂibﬁtshﬁémichea@%bm1151E;}hi\l@i TirkleQiceent ai ns the
keyword which is. t sanme as the preset nunber characters, and if yes,

obt ai n t FRECHERYY likedherilloving speci fical Iy, a length val ue) corresponding
to the keyword, take out the corresponding string fromthe text data

accordi ng tQlt%i?led%]e?ﬁgl%ﬁmﬁg")fgg&%tz' OQ?I}%}(%{O gﬁ@g{l {t{io{’sa nﬁlng}{nﬂken out

exi sts in the , and term ne ext data are
hit by theugcafhérmg froresong tinme, and record the 10nunber of tines that the
text data are hit by scanning as well as information of the correspondi ng
keyword and stri
y ac 1&1&01&%1 determining module 22, configured to determine whether the text data
contain a keyword in a string contained in a string database for mail filtering, and if yes,
further determine whether the text data contain the string corresponding to the keyword

contained in the string database; and

20 a mail processing module 23, configured to: according to a further determining
result from the character determining module 22 and a predetermined determining
policy, determine whether the mail is a junk mail, and intercept the mail if it is the junk
mail. Herein, the further determining result from the character determining module 22
may specilically be a determining result regarding whether the text data contain the

25 string corresponding to the keyword contained in the string database.
The character determining module 22 may specifically include:

a hash table establishing module 221, configured to establish a hash chief table and
a hash link table which correspond to the string database, wherein the hash chief table

stores the keyword in the string contained in the string database and length information

{0



I f the hash chief table does not contain the keyword which is the sane as
the preset nunber of characters, or if the hash link table does not contain
the string taken out, the preset nunber of characters are taken out from
the text data after shifting backward by 15 one character unit fromthe
first charagd f t : : a er

Shi 711G baskir 8 oy o 40 R h i IR BTN PSR T e

t ext dat ghapeeprasiessied ihlrmaaoorddncsring tdrrapprdoewsshageopedatidon for t he
preset nunber of characters taken out fromthe first character of the t ext
data, until the | reset nu acters in the text data

dot oot oq.  THe R BCEEEE g S RE SRS B Baffy b erfaugbel 87

scanni ng charhatimaliseri@hiah aifg chpdubeuddds iheRRf day dadctvanakt ﬂtcr]tafslhe
recorded jnforpmtion apout the nunber of tines that the text data are hit
by scannichigf w&&“ﬁﬁkmbégcF%@Wﬁédﬁﬂﬁb@ﬂﬂﬁﬂﬁ%nﬁﬂﬁ%ﬁCﬁﬁowmb@hékb@ﬁﬁ@gpond|ng

Kk d f
¢ ﬁé}[m[ heg{&g 1Sl 'orl?aﬂm}a tr%gqﬁ{g{tﬂ ﬁl%ljn}/dgﬁ{% I{sﬁ)ehlﬂi crngjﬂt chlé(:{j coucsrlia]pntlp’lt%?(% oﬁ aLIOHFS

the corr d@pkﬂ}dmn@ tley worr ﬂhcamdtcsltdnking dtng éﬂb@’( d&dtc)t\h&e’ad tb&rdigxtiodad a contain
t he Stfl? orhgspondlng to, t ﬁf yword in the, string database; and a
deternin‘%ﬁrﬁﬁ Atk detses Werthe d %”ﬁ%?k“éBWﬁWQUHéél wshépkiabienand accor di ng

to the ipfgREk n&ttétff?ﬂmaﬂﬁ&%c E&?dﬁ'&@ﬁeﬁlt 9{' i Jégg'rﬁnﬁg:g b@ﬁheeﬁd dajaqre hit by

scanning as well as according to the or mat | corréspondi ng
keywdd d amwabet ol thgss thaethegextt duga 3@nEi by issanhhe dsundl] nmidfotnasied odnhd he
predet erm ned m ni n olicy; and intercept the mail if the mail is
deternlné@'%gotﬁgﬁ ﬂﬁ%”ﬂgt$““ﬂé Those ordinarily skilled in the art can
understand that all or part of the procedure in the nethod in the exanples

descri bed alipthe hagkychRe b RIBOE @Y ha k6 PRIBLEHIcHK AEY Afelad Blefd&ki N
rel evant hardware. The prograntnay be stored in a conputer readable storage

nmedi um VW@HmﬂHEhﬁﬁ@@WaWﬁf'Wé%@thﬂé@bwﬂhﬁsp@b@@HMY@Gﬁhﬂkh@wn@uei@hples f or
respect i ﬁgs%tuﬁﬁ))gts ctcp c?ﬁt%é%umgmttﬁc 1 UPLE pﬂ"tn p%c;fl cal l y, the
ti'c disc, an opﬁl

st orage dluntnay y Menory

( ROMJI5 or ome &araimm:A&dmsﬂMmrcyla(a%Nbf thetiext data, dnHQ 15 Ullfﬁié«imms M(gﬂ%h?g t he )
string secti e flexible structure_.that is presented only in the
j unk mai fI§* ﬁgﬁ%l&gba&g%a%%gma cepRgeEuRbemdhe Bist epacter REhekavgptesicof 10t he
present hRyentd cCRlaReWE £ 16 dal prior
art, andb%ave a rélat?ve l'y rgﬂ Cbﬁlgg%og@ﬁgg%pg hgaéﬁ Rgl]q%b%Fégiy hi gh
|ntercepwk@nonahenltmth&eyhasuﬂgotﬂe feashatehingfl thabie pandt hiv@bdrash | i nk
table in the ha exanpl es of the present invention scan the

t ext dat%%%%i?h81Wﬁ&V?H% Eﬁﬁé reatly inprove the scanning efficiency
and i nprove the scanni ng speed, and can i npl enent

20 The mail processing module 23 specifically includes:

a scanning information obtaining module 231, configured to obtain the recorded
information about the number of times that the text data are hit by scanning, as well as
the recorded information about the corresponding keyword and string. Specifically, the
information about the number of times that the text data are hit by scanning, as well as

25 the information about the corresponding keyword and string is recorded when the text

data contain the string corresponding to the keyword in the string database; and

a determining and intercepting module 232, configured to determine, according to
the information about the number of times that the text data are hit by scanning as well
as according to the information of the corresponding keyword and string, whether the

30 mail is the junk mail based on the predetermined determining policy; and intercept the

mail if the mail is determined as the junk mail.



15real -tine filtering for the mail even when the string database has a

rel atively | arge di nension. The foregoing is nerely preferred exanpl es
of the present invention, and the scope of the present invention is not
limted thereto. Any variations or alternations easily made w t hout

departing fr t.heteahni.gal. scope of the present invention by 20 those

skilled in tﬁg%%?%héﬁggP%ﬁginéﬁ%%ﬁﬁggggﬁmﬁwgﬁ?ﬁdﬁﬂbp%%g%%”a?“%H%JBresent

i nvent i onhe Thehef ar ehe thepssonsc@icdt RvENBSERE inpU@inidnyy Aashipuke as

defined by the appended clains. What is clainmed is: 1 . A nethod for

i nt er ceptiAGAR [AaHKRCtingi leleveynsvdwitag The epapren: may be storgd ipBteaimmuivg t ext

data of gefmible WakGR HEQUL O%nid ke rp'ré]gg‘ A RCESILAG: (R pASEELILR! 1?19 whet her
? E a2t 5's ring

the text data conprise a keyword in‘a ring containe

dat abase dxamphmifbr febpacard mgthodndedcfibechebdvexhaydad ansiompiied Spebigickeyword in

t he striqﬁnqontaineg int q,st[iang t abase fo[ mai | filteriggi further
det er mi ni'AY SWABEHEFA RPN & FREECHCORPTi VORIt FiShg? Ksr-E9hoNEMMEY t o t he
keywor d qRuj fedRidlohhRc®td Mifhotal8hes Sic.and C: determ ning whet her
the mail is a junk mail according to a result of the further 10determ ning
and accordinﬂ&to a predeterm ned determ ning policy, and intercepting the
mail if the isumy gpit e usiigkthergsiting section having? theTfiexihfet fiodtuac dot di ng t o

claim1, W%~ 2| St . i ses: aften receiving the na%%\mhich
o aim L, SR A15. 50 £, PRI S0 SSFR AP I L1,
cont ent s tid pichent imvdntion tiut edliv@ gict e tdeteh@imnen e lemiin 1RogHorGRNtLeMt s to
obtain text data;, and determning the obtained text data as the text data
of the naf¥e Ml enelql frlss peHve st andiaglagively ddaly intpreeption rate.
By using the hash chief table and the hash link table in the hash scheme, the
examples of the present invention scan the text data of the mail, which can greatly
improve the scanning efficiency and improve the scanning speed, and can implement
(5 real-time filtering for the mail even when the string database has a relatively large

dimension.

The foregoing is merely preferred examples of the present invention, and the
scope of the present invention is not limited thereto. Any variations or alternations
easily made without departing from the technical scope of the present invention by

20 those skilled in the art should be encompassed within the scope of the present invention.
Therefore, the scope of the present invention should be as defined by the appended

claims.



3. The nmethod according to claim1, wherein the string contained in the
string 20 database is constructed by one or nore character units; wherein
the character unit conprises at |east one of an English word, a Chinese
single word, a single English letter, a half of the Chinese single word or

a full-w dth/hal f-wi dth punctuation. 4. The nethod according to
any of clainms 1-3, wherein the string database 25corresponds to a hash
chi ef tabVhatandamnddash |ink tabl e; wherei n hash chief table stores the

keyword in the string contained in the string database and | ength _

i nformati on bfA mbidod fariingreeptings pakdiailg chaptitieg kieywat d, and the hash |ink
table stores, conpl ete character .copstruction information of the string

cor r espondi Yy q’%t’ﬂ]& R 'r"g;a 1%&7{‘(85"@?‘?9“&‘}@%“@?@&% AISCEdpY i ses: 13 1 :
extracting agnfcRsfiniAUIREheOhe RRANALEGHS N 18V abld g SEP Boftalilci$h o Char act er
of the text data, detecting whether the hash Chief ta contarns a keyword
that Fs thmgsinbascder mhid fifrvsstnd dithetexodate anaceenskeyaod] infthd sianpash chi ef

tabl e contai a keyword, that i1s the sane as the preset number of
char act erré éﬁdg%? al ﬁ%é}g/)\lpntghdéﬁalbé?%’gﬁo h‘qaﬂﬁ 8@?’?&%’71 @Hh%ro‘ﬁ}éé)'éﬁi%?”ﬁ@lﬂgoﬁlf H&tkeywor d,
t aki ng outtaaosipiis®@ sfrin@nokiRgoneiy 18 AMAkAGERE dbGint® i M€ shBRUalhbhff or mat i on,
detecting whether the hash link table contains the string taken out; 5 and
if the hd8h link table contains the stri ng taken out, determ ni n?rbthatfthe
text data are fid. nnk.ng .t or . t nd..recor di he.nunber o
times that t(ﬁe({&'tLeté?(lpM r&%@ag{%@gﬁlgqmﬁgQi%né{nlﬁi%;\% é)gdm fqalggﬂ?%éig? Hﬁhcbn about
t he keywdedrminéhgtdnd astariiing t¢ apreispanihcd defeeminhe, ey wendintarepigdhe i f the
hash chi ef . tahl e does not contain the keyword that 1s the same as the 10
preset nitdf T§Mmahistcrek §ailor i f the hash link table does not contain the
string taken out, taking out the preset nunber of characters after shifting
backward by a character unit fromthe first character of the text data, and
processi ng tZhdhe hwtlmdtaecadingkenlaout!, ivheraocthe §apoecomirised processi ng
operation for fthe preset nuFbFr of char,achfrs taken out fromthe first
character of"FhECFELE iﬁét”?f” Kish dpausies the filpingioeessinggotiainggre Pileset
nunbes 1aef neEbABL @hentdol RE aeXktidRha the tile and HAGLARHLRAH 0?19;&95% ng to
claim4, wherein the hash chief table and the hash Iink table are
est abl i shedint rodah: arBGlgtermiaiki Mg obiaintd dexrdasets Wartpardagf ottamagt er s by
startin nthe first character 20 unit in a first string contained in
t he str?h%gcg‘g}’%%%ssg}c @leilfnl%’d’r?ﬁ%s%gﬁar acters taken out as the keyword,
determ ni ng whet her the preset nunmber of characters fromthe first
character unit in another string other than the first string in the string
dat abase ar e t/He naeiprsd eordies keghise d, vAsEin the Heng aprsained so g signg he
keywer d angh, )€ @9&:&15&1‘[\&%5@ i) xornorrh%hﬁga&hﬁﬁitsst\éﬂepcgn i Eltﬂf‘ac{?&s&i? hi ef
tabl e and recordi ng conpl ete character construction

comprises at least one of an English word, a Chinese single word, a single English letter,

a half of the Chinese single word or a full-width/half-width punctuation.

4. The method according to any of claims 1-3, wherein the string database
25  corresponds to a hash chief table and a hash link table;
wherein hash chief table stores the keyword in the string contained in the string
database and length information of the string corresponding to the keyword, and the
hash link table stores complete character construction information of the string
corresponding to the keyword,
30 wherein the Step B comprises:
B1: extracting a preset number of characters by starting from a first character of

the text data, detecting whether the hash chief table contains a keyword that is the same



25information of the another string in the hash link table; and BO2:
further determning a second string other than a string recorded in the
hash link table in the string database, and processing the second string in
accordance with a processing operation for the first string in Step 1301,
until i kg Htkel AGnEQ¢ BSFANG s ORET A Qﬁgfcﬂfe?a%?e Jo'g&a?:‘is e?l@erg%%qt'hgt st ep BO1
for all strings contained Iin the string database. . e net hod
accor di ngha sawk aismile, pwher eimb&t ep cBawonpr icbesning the Qengtbbinddmiarign t he
recorded number .of tinmes that the text data are hit by scanning, as well as
the recordéd’ |°H?18i5ﬁ%ﬁlﬁﬁyﬁ%’b{:ttai‘[‘%ORte%/?/}BP%I?‘é?HHﬁ’f’H%“ﬁEI HGOLSH @sPbndi ng to
the keywogghih miféhmation, defictias GOeGkNGe hast & HBICQRLARIMTRRE, kel biiES T hat
the text data are hit by scanning as well as the recorded infornmation about
t he kéywdndifahghashéinktablgepntony be poindiakgn put. déternkieingdhad thalextatatn ané ng
whet her th il :0sethe. jun | based on. the. predeternined determ ning
policy, tgﬂg)yi@%r{g}%‘e{gi Pl(r?f’gil“ﬁh’le% ngng(ﬁo“?% 1?1 (ra“ur]?‘gi'[l(%it m‘tsﬂlzdtj .Efnth éﬁ’ﬁ'i qe I%t T
The net hog saambipdisngell & @l@hmién avheiri Ry Wbel pleegdetenyoadsdaltarw ni ng
policy conprises; the mail is determ ned as the junk mail when the nunber
of times ﬂ%@r}_%?ty“’toﬁ@ apdxt data are hit by scanning is larger than a preset
nunber of tigesy t[‘f%rhasﬁghfe[;tdbw Q8438k,| Q&Fﬁﬁc{h‘é Kb orattﬁitqgt[%nsta%eea% s
|l ength of the string hit by scanning, e predeterm ned determnihg policy
in Step ERsclommrbics of chari@erpar if ile Mdeli Bnlniabidd@s nbheorjtainkha@iihg when t he
nunber of tines that the text datg are hif by scanning is |larger than the
preset nﬁ%é&%& O‘fiilf’@g"eéﬂd“‘m?gr Pt&&ﬂ’%@? a@%‘e%gfllﬂg H@Cl‘h’@’atrd By 3§@&1ﬁﬁ1i@hg is
l'arger t han r@dnPhe IRt cheRetehor e (ext data?qnd{%ﬁrg&\ééiﬁgtHceq,rhafa@ A GRRL I AIG @ ] unk
mai |, conpri sing: a text data obtaining nodule, contigured to obtain
t ext dat aceskdamcersiith aprioctssingopicragien forl the piengf ipmdee 9§ chayactars cdkanaat er
determ ni.ng modul e, configured to deternine whether the text datq_ 20
conpr i seﬁggktgfl\j\’%srt(? hiugcty: Q%F%ﬁ“ gﬁ‘ﬁt“é#ﬁ@@ b Hm\é\{ncglwrc?iﬂé dgﬂ Bl‘f’é%té‘“f“_tg’r“ nai |
filtesingfcianstddid e d@yhadata conprise the keyword in the string
contained in the string database for mail filtering, further determ ne
whet her the text data conprise a string corresponding to the keyword
cont al ned_ ) ﬁ‘H@m%ﬁ{ h%gco‘ilé‘ih@*?@&ﬁén 2,“\91@?@{1‘;\{-'1131 f, O&&EP 1%1&%%13&91%%'&%1 50 nfigured
to determ ne, accor di ng to & resul t'0 urthé

table are established through:

BOT: taking out the preset number of characters by starting from the first character
20 unitin a first string contained in the string database, taking the characters taken out as
the keyword, determining whether the preset number of characters from the first
character unit in another string other than the first string in the string database are the
same as the keyword, and if the same, recording the keyword and length information of
the another string in the hash chief table and recording complete character construction
25  information of the another string in the hash link table; and
BO2: further determining a second string other than a string recorded in the hash
link table in the string database, and processing the second string in accordance with a
processing operation for the first string in Step BOI, until finishing the processing
operation for the first string in Step BOT for all strings contained in the string database.
30
6. The method according to claim 4, wherein Step C comprises:
Cl: obtaining the recorded number of times that the text data are hit by scanning,
as well as the recorded information about the keyword and the siring corresponding to

the keyword; and



25 determning fromthe character determ ning nodule as well as a
predeterm ned determ ning policy, whether the mail is the junk mail, and
intercept the mail if the mail is the junk mail. 9. The device
according to clain18 wherein the character determ ning nodul e 30conpri ses:

a hash table hi dul ed t h a h sh, chi ef
table and a & &ﬁhh %Qg“ale (E ‘8%?‘ésgrw%°t§mfﬂ§ E?L%ﬁﬁ ﬂata%gge

wher ei n tsbﬁmlﬂégs hs ohitehs ttﬁ@lra:osmr ggoilgiokeyseRr dhd Refh@dsind 0@ @a@pgai ned in
the string database and |l ength informatjon of the string corresponding to

the keywSPHOSPRRENE rtétmt%wpi%réct@amneww@@ "é‘blﬁ*pllle‘tﬂéb ki amaithased on
construct e key and

o soanni t B sacaue etk G} bR AL G, SRR

charaét emsaiby starting froma first character unit of the text data, detect
whet her the hash chief table contains the keyword that is the sane as the
preset nunber of characters, and if the hash 5 chief table contains a
keywor d_t haty i 'y BRISANR. ARl Ql'a%% mtrtttﬁrm@fp;&ﬁet;ﬁﬁteenﬁmatthﬁtr n the

| ength information corresp ond’ to the keyword, take out a string fromthe
t ext dat@Ohﬁt@WMMngsﬂbsmh@mkewgmhmdmﬁdwnwduemlwﬁet@cnumheuﬂenmsﬂethash li nk
tabl e cont al, ?tb ? takenlo ttl 12 | i nk table contains
the string %% 3 et Er iR ?h%t’?hépﬁe%fmag?ap F8**hPt by scanning for
one tipne, angdinf@aiidn kb MeERete iafSepl@1 tsiiemsh SRS stiiRehit BXbcaf@ha @& e hit by
scanning as well as information about the Keyword and the string

corres porﬁ’didﬁgutlémti stekaipker RRlicamel Steb Gheohpisigs:dhe wpil iaddierndossasibe cont ai n
the key har a Glers,.or if the
nach ) neprEbbE e RR0T @3 A BL AL P e SR AT o ¢ are
out the pil[ee;ﬁie:tct numberofafmehatald engthaffties smhg, hitibpgcdmmbkwalgdodythan ghar act er
unit fromth {st character of the text data, and 15 process the

char act ePES¢! ﬁéﬂ’out after shifting backward by a character unit fromthe
firstscharacter of the text data in accordance with a processing operation
for the preset nunber of characters taken out by starting fromthe first
char act er urf. A d&iviceHer inexteptag ajunktidil,detnpetingg a | ast preset nunber of
characters in_ t t ext .dat a, 10.. The device according to. claim?9,

wher ei n theEhﬁ?r%ﬁ'dﬁ@@EWﬁd“WBd%I%“%@Hﬁﬁ @e@“m“‘L“'g%%aﬁ%ﬂﬁﬁlﬁﬂpgtnatlon
obta|nlnguﬂgguhgmuggﬂgﬁgqhgd to obtain the recorded nunber of tines that
the text data are hit by scannlnP as well as the recorded information
about the kéwt@r@ifant@tmmeueg niodylec oprlaapeohti dgemong meuuhew@rtdxt datd 25 a

d dul di
he. 7 acor HanT Rk hf FE iR TR R i R b0 dor e BirE as el |

as accor dtcﬁ@;tﬁ@takh&ph@@tﬂlt tedvérafiomaatiproatalet it e sy iRkBasamét hdlp string
corresponding to the keyword, whether the mail is the junk rmail based on
the predétieims, Hé&ltaé%wﬂmh PhgISHINE &Kt da@omntisr TEPRS eHEsheding 1 thhe mai | i s

the junk GﬁM&dcmﬁ gﬁﬁgﬂemnnodaHbAmﬂﬁﬁ@Od and a device for intercepting a

j unk nal are provi mainly includes: A obtaining text data
of a mail whinghl meqnmmgsxﬂmktamd@guﬁﬂode&ann@“mamdd@ueaﬁhnhngﬁm@@ther t he
t ext gata contain keymo rdin 3 string gtalned in astrin
2 determining ﬁom ¢ character Lte;mmmg, mo ule as well as a plcdetcxmmt,d
determining policy, whether the mail is the junk mail, and intercept the mail if the mail

is the junk mail.

9. The device according to claim 8, wherein the character determining module

30 comprises:
a hash table establishing module, configured to establish a hash chief table and a
hash [ink table which correspond to the string database, wherein the hash chief table
stores the keyword in the string contained in the string database and length information

of the string corresponding to the keyword, and the hash link table stores complete



dat abase for mail filtering, and if the text data contain the keyword in
the string contained in the string database for mail filtering, further

determ ni ng whether the text data conprise a string corresponding to the
keyword contained in the string database; and C determn ning whether the

mail is ahhubi: C@ishu&ﬁﬁﬂﬁﬁ)‘x:'ﬁQu&Poiathé gi%ertwiQ{:sth(ﬁn%Wﬁlp by d&ies ni ng and

according to a predeterm ned determning po ntercepting the mail
if the nail 4satheg qunk%m thodwBy, cohegured hunkuaada Iﬂeml o@nbdrioé clsaariaisng

KO TR RN O LN TR NI
rel ati velcyntagis @ Iy WBREIHANS the same as the preset number of characters, and if the hash
5  chief table contains a keyword that is the same as the preset number of characters,
obtain the length information corresponding to the keyword, take out a string from the
tex{ data according to the length information, detect whether the hash link table
contains the string taken out, and if the hash link table contains the string taken out,
determine that the text data are hit by scanning for one time, and record the number of
10 times that the text data are hit by scanning as well as information about the keyword and
the string corresponding to the keyword; and if the hash chief table does not contain the
keyword that is the same as the preset number of characters or if the hash link table does
not contain the string taken out, configured to take out the preset number of characters
after shifting backward by a character unit from the first character of the text data, and
15 process the characters taken out afler shifting backward by a character unit from the
first character of the text data in accordance with a processing operation for the preset
number of characters faken out by starting from the first character unit of the text data

until detecting a last preset number of characters in the text data,

20 10. The device according to claim 9, wherein the mail processing module
comprises: |
a scanning information obtaining module, configured to obtain the recorded
number of times that the text data are hit by scanning, as well as the recorded
information about the keyword and the string corresponding to the keyword; and
25 a determining and intercepting module, configured to determine, according to the
recorded number of time that the text data are hit by scanning as well as according to the
recorded information about the keyword and the string corresponding to the keyword,
whether the mail is the junk mail based on the predetermined determining policy, and

intercept the mail if the mail is the junk mail.
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