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TWO-DIMENSIONAL CODE PROCESSING METHOD AND
APPARATUS

[0001] The present application claims priority to Chinese Patent Application No.
201510714082.0, filed on October 28, 2015 and entitled "TWO-DIMENSIONAL
CODE PROCESSING METHOD AND APPARATUS", which is incorporated herein

by reference in its entirety.

TECHNICAL FIELD

[0002] The present application relates to network technologies, and in particular,

to a two-dimensional code processing method and apparatus.

BACKGROUND

[0003] With the development of Internet technologies, people's life becomes
increasingly convenient. For example, two-dimensional codes are more widely used
in various fields. A two-dimensional code records data symbol information by using a
particular type of geometric graphs distributed on a black and white plane based on a
particular rule. It has features such as a large information capacity. A code scanning
client can be used to obtain the information in the two-dimensional code by parsing
and to perform some application processing based on the received information.
However, current two-dimensional codes are usually static two-dimensional codes.
Such static two-dimensional codes can be easily copied or photographed, resulting in
a leakage of information included in the two-dimensional code. Consequently, the

leaked information may be illegally used to cause losses to the code owner.

SUMMARY

[0004] A main object of the present application is to provide a two-dimensional
code processing method and device to improve the security of implementing a

two-dimensional code.
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[0005] Specifically, the present application is implemented by using the following
technical solutions:
[0006] According to a first aspect, a two-dimensional code processing method is
provided, including:

when receiving a two-dimensional code generation request sent by a
two-dimensional code display client, generating static two-dimensional code
information based on a user identifier carried in the two-dimensional code generation
request;

generating a random feature value, where the random feature value is used
to limit a display feature of dynamic feature information displayed by the
two-dimensional code display client; and

sending the static two-dimensional code information and the random
feature value to the two-dimensional code display client, so that the two-dimensional
code display client displays a combinational two-dimensional code, and the displayed
combinational two-dimensional code includes the static two-dimensional code
information and the dynamic feature information displayed based on the random
feature value.
[0007] According to a second aspect, a two-dimensional code processing method
is provided, including:

sending a two-dimensional code generation request to a server, where the
two-dimensional code generation request carries a user identifier;

receiving a combinational two-dimensional code returned by the server,
where the combinational two-dimensional code includes a random feature value
generated by the server and static two-dimensional code information generated by the
server based on the user identifier; and

generating dynamic feature information based on the random feature value,
combining the dynamic feature information and a static two-dimensional code to form
a combinational two-dimensional code for displaying.
[0008] According to a third aspect, a two-dimensional code processing method is
provided, including:

scanning a combinational two-dimensional code displayed on a
two-dimensional code display client, where the combinational two-dimensional code
includes dynamic feature information and static two-dimensional code information

that is generated based on a user identifier of the two-dimensional code display client;
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parsing the combinational two-dimensional code to obtain the static
two-dimensional code information, and obtaining a random feature value based on the
dynamic feature information; and

sending the random feature value and the static two-dimensional code
information to a server to request the server to verify the random feature value.

[0009] According to a fourth aspect, a two-dimensional code processing apparatus
is provided, including:

a first generation module, configured to: when a two-dimensional code
generation request sent by a two-dimensional code display client is received, generate
static two-dimensional code information based on a user identifier carried in the
two-dimensional code generation request, where the two-dimensional code generation
request is sent by a two-dimensional code display client;

a second generation module, configured to generate a random feature
value, where the random feature value is used to limit a display feature of dynamic
feature information displayed by the two-dimensional code display client; and

an information sending module, configured to send the static
two-dimensional code information and the random feature value to the
two-dimensional code display client, so that the two-dimensional code display client
displays a combinational two-dimensional code, and the displayed combinational
two-dimensional code includes the static two-dimensional code information and the
dynamic feature information displayed based on the random feature value.

[0010] According to a fifth aspect, a two-dimensional code processing apparatus
is provided, including:

a request sending module, configured to send a two-dimensional code
generation request to a server, where the two-dimensional code generation request
carries a user identifier;

an information receiving module, configured to receive a combinational
two-dimensional code returned by the server, where the combinational
two-dimensional code includes a random feature value generated by the server and
static two-dimensional code information generated by the server based on the user
identifier; and

a combination and display module, configured to generate dynamic feature
information based on the random feature value, and combine the dynamic feature

information and a static two-dimensional code to form a combinational
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two-dimensional code for displaying.
[0011] According to a sixth aspect, a two-dimensional code processing apparatus
is provided, including:

a two-dimensional code scanning module, configured to scan a
combinational two-dimensional code displayed on a two-dimensional code display
client, where the combinational two-dimensional code includes dynamic feature
information and static two-dimensional code information that is generated based on a
user identifier of the two-dimensional code display client;

a two-dimensional code parsing module, configured to parse the
combinational two-dimensional code to obtain the static two-dimensional code
information, and obtain a random feature value based on the dynamic feature
information; and

a two-dimensional code verification module, configured to send the
random feature value and the static two-dimensional code information to a server and
request the server to verify the random feature value.

[0012] In the present application, a combinational two-dimensional code that
includes the static two-dimensional code information and the dynamic feature
information is generated, and two-dimensional code verification is performed based
on the random feature value corresponding to the combinational two-dimensional
code. The disclosed method and apparatus can make copying the two-dimensional

code more difficult, so as to enhance security of using the two-dimensional code.

BRIEF DESCRIPTION OF DRAWINGS

[0013] FIG 1 is a schematic diagram illustrating an example of a system for
two-dimensional code processing, according to an embodiment of the present
application;

[0014] FIG. 2 is a flowchart illustrating an example of a two-dimensional code
processing method, according to an embodiment of the present application;

[0015] FIG. 3 is a schematic diagram illustrating an example of displaying a
combinational two-dimensional code according to an embodiment of the present
application;

[0016] FIG 4 is a flowchart illustrating another example of a two-dimensional

code processing method, according to an embodiment of the present application;
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[0017] FIG. 5 is a flowchart illustrating yet another example of a two-dimensional
code processing method, according to an example embodiment of the present
application;

[0018] FIG. 6 is a flowchart illustrating yet another example of a two-dimensional
code processing method, according to an embodiment of the present application;
[0019] FIG. 7 is a structural diagram illustrating an example of a two-dimensional
code processing apparatus, according to an embodiment of the present application;
[0020] FIG. 8 is a structural diagram illustrating another example of a
two-dimensional code processing apparatus, according to an embodiment of the
present application;

[0021] FIG. 9 is a structural diagram illustrating yet another example of a
two-dimensional code processing apparatus, according to an embodiment of the
present application; and

[0022] FIG. 10 is a structural diagram illustrating yet another example of a
two-dimensional code processing apparatus, according to an embodiment of the

present application.

DESCRIPTION OF EMBODIMENTS

[0023] Example embodiments are described in detail herein, and examples of the
example embodiments are presented in the accompanying drawings. When the
following description relates to the accompanying drawings, same numbers in
different accompanying drawings represent a same or similar element unless specified
otherwise. Implementations described in the following example embodiments do not
represent all implementations consistent with the present application. Instead, they are
only examples of apparatuses and methods that are described in the claims in detail
and that are consistent with some aspects of the present application.

[0024] Two-dimensional codes have been widely used in people’s daily life. A
two-dimensional code can carry a relatively large amount of information, and the
information in the two-dimensional code can be obtained by scanning and parsing the
two-dimensional code. For example, a two-dimensional code can be used for payment
transactions. When making a payment, a payer requests a server to generate a
two-dimensional code. The two-dimensional code can include identification

information of the payer. A payee obtains a payer identifier (ID) in the
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two-dimensional code by scanning the code and submits the payer ID to the server to
request the money paid from the payer account that corresponds to the payer ID.
[0025] The two-dimensional codes currently used are wusually static
two-dimensional codes. Static two-dimensional codes are easy to be copied or
photographed, resulting in leaking of information included in the static
two-dimensional code. For example, when using the two-dimensional code for
payment, the payer ID can be easily obtained by scanning the two-dimensional code.
If a payer sets password-free authorization for small amount payment, the payee can
request the server to deduct money from the payer’s account once the information
contained in the two-dimensional code is obtained. If an offender obtains information
about the payer through copying or photographing the two-dimensional code, because
of the password-free payment authorization, the offender can also easily request the
server to deduct money from the payer’s account, which can cause a fund loss to the
payer. To overcome the security risk associated with the static two-dimensional code
and improve security of applying the two-dimensional code, the present application
provides a two-dimensional code processing method. The two-dimensional code
generated in this method is not a static two-dimensional code but a more secured
combinational two-dimensional code. Details are described below.

[0026] FIG. 1 is a schematic diagram illustrating an example of a system for
two-dimensional code processing, according to an embodiment of the present
application. When a two-dimensional code is applied, three devices can be used. As
shown in FIG. 1, the application system includes the following devices:

[0027] Two-dimensional code display client 11: For example, the display client
can be a user’s smartphone or an application (APP) on the smartphone, and the
two-dimensional code display client can be configured to display a combinational
two-dimensional code according to the present application.

[0028] Server 12: the server 12 can generate information that is used to display
the combinational two-dimensional code, that is, the information of the combinational
two-dimensional code can be generated by the server 12. The server 12 can transmit
the information to the two-dimensional code display client 11, such that the
two-dimensional code display client 11 can display the combinational
two-dimensional code based on the information. The server 12 can also be configured
to verify the combinational two-dimensional code, as illustrated in the following

embodiments.
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[0029] Two-dimensional code scanning client 13: the two-dimensional code
scanning client 13 can be, for example, a device such as a code scanner or a camera
that can scan a two-dimensional code or an APP installed on the device. The
two-dimensional code scanning client 13 can be configured to scan the combinational
two-dimensional code displayed on the two-dimensional code display client 11, and
parse the combinational two-dimensional code to obtain two-dimensional code
information included in the combinational two-dimensional code. In addition, the
two-dimensional code scanning client 13 can further request the server 12 to perform
two-dimensional code verification. The server 12 returns a code scanning success or
failure message to the two-dimensional code scanning client 13. If the code scanning
succeeds, the server can use the two-dimensional code normally (for example,
proceed to money withdrawal). If a code scanning fails, applying the information in
the combinational two-dimensional code may be stopped (for example, stop money
withdrawal).

[0030] FIG. 2 is a flowchart illustrating an example of a two-dimensional code
processing method, according to an embodiment of the present application. The
method can include the following steps.

[0031] Step 201: When receiving a two-dimensional code generation request sent
by a two-dimensional code display client, generate static two-dimensional code
information based on a user ID included in the two-dimensional code generation
request.

[0032] For example, when receiving a two-dimensional code generation request
sent by a two-dimensional code display client 11, a server 12 can generate static
two-dimensional code information in this step. The static two-dimensional code
information can be two-dimensional code information generated in a conventional
method. For example, the two-dimensional code display client 11 can carry a user ID
(for example, a user account) when sending the two-dimensional code generation
request. The server 12 can generate, based on the user ID, a piece of static
two-dimensional code information that can be used to uniquely identify the user that
corresponds to the user ID.

[0033] Step 202: Generate a random feature value, where the random feature
value is used to limit the display feature of dynamic feature information displayed by
the two-dimensional code display client.

[0034] For example, step 202 and step 201 are two parallel processing steps, and
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can be performed simultaneously or sequentially. In this example, a two-dimensional
code displayed by the two-dimensional code display client 11 is a "combinational
two-dimensional code". The combinational two-dimensional code includes not only
static two-dimensional code information but also dynamic feature information.
Obtaining information in the combinational two-dimensional code through copying or
photographing can be prevented, by using the dynamic feature information.

[0035] For example, the dynamic feature information can include: a dynamically
played video or audio, or a series of dynamically played images, etc.; and in short, can
be information that changes with time. The random feature value generated in this
step is used to limit the display feature of the dynamic feature information. For
example, the display feature can include: a playable frame rate of a video, a playable
audio of a music file, etc.. The corresponding dynamic feature information is the
video or the audio.

[0036] In this step, the feature value used to limit the display feature is randomly
generated by the server. For example, the server can generate a random number by
using a random algorithm. The random number can then be used as the random
feature value, for example, the generated random number can be used as the playable
frame rate of the video.

[0037] Step 203: Send the static two-dimensional code information and the
random feature value to the two-dimensional code display client, so that the
two-dimensional code display client displays a combinational two-dimensional code,
and the displayed combinational two-dimensional code includes the static
two-dimensional code information and the dynamic feature information displayed
based on the random feature value.

[0038] For example, the server can integrate the static two-dimensional code
information generated in step 201 and the random feature value generated in step 202
into a two-dimensional code information string, and send the two-dimensional code
information string to the two-dimensional code display client, so the two-dimensional
code display client can display the combinational two-dimensional code based on the
two-dimensional code information string.

[0039] FIG. 3 is a schematic diagram illustrating an example of displaying a
combinational two-dimensional code according to an embodiment of the present
application. As shown in FIG. 3, the outer part of the combinational two-dimensional

code is a regular two-dimensional code and includes static two-dimensional code
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information for identifying a user identity. The middle part of the combinational
two-dimensional code includes dynamic feature information that is displayed by the
two-dimensional code display client based on the random feature value obtained by
the server. In the example shown in FIG. 3, the dynamic feature information is a video
displayed based on a random frame rate sent by the server.

[0040] Alternatively, the combinational two-dimensional code can be in other
forms. For example, the video can be displayed at the corner of the combinational
two-dimensional code, instead of being in the center of the combinational
two-dimensional code. As another example, the combinational two-dimensional code
can include two dynamically displayed videos. One displayed at a left corner, and the
other displayed at a right corner. The frame rates used by the two videos can be the
same or different. Both frame rates can be generated by the client server and sent to
the two-dimensional code display client. As yet another example, the combinational
two-dimensional code can be in a form of a combination of static two-dimensional
code information and music playback. The music can be an audio that is randomly
generated by the server. In this case, the two-dimensional code scanning client needs
to collect the music. Other examples are not further described in detail.

[0041] In this embodiment, the server generates the static two-dimensional code
information and the random feature value, so the two-dimensional code display client
can display the combinational two-dimensional code based on such information. Thus,
the security of the combinational two-dimensional code can be improved, and the
two-dimensional code information leakage caused by methods such as copying or
photographing can be prevented.

[0042] FIG. 4 is a flowchart illustrating another example of a two-dimensional
code processing method, according to an embodiment of the present application. As
shown in FIG. 4, the method can include the following steps.

[0043] Step 401: Send a two-dimensional code generation request to a server,
where the two-dimensional code generation request carries a user identifier.

[0044] For example, the two-dimensional code display client can be client
software (for example, payment software) on a user’s smartphone. The user can place
a purchase order by using the display client. When the user is ready to pay for a
selected product, the user, as a payer, can tap a "generate a two-dimensional code"
option on the display client. Then the display client can send a two-dimensional code

generation request to the server. The request can carry a user identifier (for example, a
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user account), which can be used by the user to log in to the display client.

[0045] Step 402: Receive a combinational two-dimensional code returned by the
server, where the combinational two-dimensional code includes a random feature
value generated by the server and static two-dimensional code information generated
by the server based on the user identifier.

[0046] Step 403: Generate dynamic feature information based on the random
feature value, and display a combinational two-dimensional code that combines the
dynamic feature information and a static two-dimensional code.

[0047] For example, in this step, the two-dimensional code display client can
parse the combinational two-dimensional code to obtain the random feature value and
the static two-dimensional code information that are received at step 402 transmitted
by the server. In addition, in case that the random feature value is a video frame rate,
the two-dimensional code display client can locally prestore a video, and adjust the
frame rate of the video by using the random video frame rate, to generate a video
displayed at the frame rate sent by the server. The two-dimensional code display client
combines the adjusted video and the static two-dimensional code information for
displaying, as shown in FIG. 3. Alternatively, the video can be delivered by the server,
and the frequency of the video is the random feature value.

[0048] In this embodiment, the two-dimensional code display client displays the
combinational two-dimensional code based on the information generated by the server,
and the combinational two-dimensional code includes the dynamic feature
information. Thus the security of the combinational two-dimensional code is
improved, and two-dimensional code information leakage caused by copying or
photographing can be prevented accordingly.

[0049] FIG. 5 is a flowchart illustrating yet another example of a two-dimensional
code processing method, according to an example embodiment of the present
application. As shown in FIG. 5, the method can include the following steps.

[0050] Step 501: Scan a combinational two-dimensional code displayed on a
two-dimensional code display client.

[0051] For example, a code scanning operation of the two-dimensional code
scanning client in this step is used to obtain static two-dimensional code information
and information that can be used to obtain a random feature value based on dynamic
feature information.

[0052] For example, if the dynamic feature information in the combinational
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two-dimensional code is a video displayed at a frame rate indicated by a server, the
code scanning client needs to scan the combinational two-dimensional code twice to
obtain two video frame images and their corresponding times, so as to calculate a
frame rate in a subsequent step. If the dynamic feature information in the
combinational two-dimensional code is a music file played based on an audio
indicated by the server, in this step, the code scanning client needs to collect music
files with proper playing time. So an audio can be calculated in subsequent steps.
[0053] Step 502: Parse the combinational two-dimensional code to obtain static
two-dimensional code information generated based on a user identifier of the
two-dimensional code display client, and obtain a random feature value calculated
based on dynamic feature information.

[0054] For example, in this step, the code scanning client is configured to
calculate, based on the information collected in step 501, the random feature value
that corresponds to the dynamic feature information in the combinational
two-dimensional code.

[0055] If the dynamic feature information is a video, the two-dimensional code
scanning client can obtain the random feature value by scanning the combinational
two-dimensional code and performing calculation based on the dynamic feature
information in the combinational two-dimensional code. For example, the information
obtained by scanning the combinational two-dimensional code in step 501 can include
two video frame images and corresponding times. In this case, the code scanning
client can calculate, based on the information, the quantity of video frame images
played in the aforementioned time range. As such, a video frame rate by means of
calculation can be obtained. The video frame rate is the random feature value that
corresponds to the dynamic feature information obtained by scanning the
combinational two-dimensional code by the code scanning client.

[0056] Step 503: Send the random feature value and the static two-dimensional
code information to a server to request the server to verify the random feature value.
[0057] For example, after obtaining the random feature value, the
two-dimensional code scanning client can send the random feature value and the static
two-dimensional code information to the server to request the server to verify the
random feature value. The server is mainly configured to verify whether the random
feature value is a random feature value generated and allocated by the server. The

server can identify, based on the static two-dimensional code information reported by
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the two-dimensional code scanning client in this step, a random feature value that
corresponds to the static two-dimensional code information; and determine, by
comparison, whether the random feature value corresponds to the static
two-dimensional code information is the same as the random feature value obtained
by performing calculation based on the dynamic feature information in step 502. If
they are the same, the verification performed by the server succeeds, and the server
can return a code scanning success notification to the two-dimensional code scanning
client.

[0058] It is worthwhile to note that when using the combinational
two-dimensional code, the static two-dimensional code information may be mainly
used. For example, when using two-dimensional code for payment, the static
two-dimensional code information in the combinational two-dimensional code
displayed on the payer’s two-dimensional code display client can be information used
to identify the payer’s identity. After a payee scans the two-dimensional code using
the two-dimensional code scanning client, and transmits the scanned static
two-dimensional code information to the server, the server can obtain payment
information (for example, a payment account) of the payer based on the static
two-dimensional code information, and perform a money deduction operation. In the
present application, the dynamic feature information included in the combinational
two-dimensional code is mainly used to verify whether the scanned static
two-dimensional code information obtained by code scanning client can be used, so as
to prevent illegal use.

[0059] For example, a function of the dynamic feature information is further
described. After an illegal user copied or photographed the combinational
two-dimensional code, and obtained the static two-dimensional code information by
parsing a copied or photographed combinational two-dimensional code, the user
needs to request the server to deduct money based on the static two-dimensional code
information. The copied or photographed combinational two-dimensional code can be
a static two-dimensional code image that corresponds to a single time point. For a
video played at a specific frame rate in the combinational two-dimensional code, the
illegal user can only obtain a video frame image at a specific time point through
copying or photographing. The code scanning client cannot obtain the calculated
frame rate merely based on this single image. Therefore, the code scanning client

cannot report the video frame rate in the combinational two-dimensional code to the
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server at the same time. Even if the code scanning client reports a randomly generated
video frame rate, the randomly generated video frame rate may not be verified by the
server, and cannot be consistent with the video frame rate of the combinational
two-dimensional code that is stored in the server. In this case, if the randomly
generated video frame rate cannot be verified by the server, the server may return a
code scanning failure message to the code scanning client, and stop using the static
two-dimensional code information to deduct money, so the security of applying
two-dimensional code information is ensured.

[0060] In this embodiment, the two-dimensional code scanning client obtains the
static two-dimensional code information and the random feature value by scanning
the combinational two-dimensional code. The random feature value can be obtained
based on the dynamic feature information. The two-dimensional code scanning client
can request the server to verify whether the scanned combinational two-dimensional
code is valid based on the random feature value. If the two-dimensional code is valid,
the static two-dimensional code information can be used. As such, the security of
using the static two-dimensional code information can be improved.

[0061] The following description uses a combinational two-dimensional code for
payment as an example, where a video frame rate is assumed to be the feature value
randomly generated by a server. Referring to an embodiment in FIG. 6, the method
can include the following steps. Steps described in the previously mentioned method
embodiments will be briefly described in this embodiment. Details can be referred to
in the embodiments in FIG. 2 to FIG. 5.

[0062] Step 601: A two-dimensional code display client sends a two-dimensional
code generation request to a server, where the two-dimensional code generation
request includes a user identifier.

[0063] For example, the two-dimensional code display client can be client
software installed on a user’s smartphone. The user can place a purchase order by
using the software and tap a "generate a two-dimensional code" option on the client,
triggering the client to send a two-dimensional code generation request to the server.
The user identifier carried in the request can be, for example, an account used by the
user to log into the client.

[0064] Step 602: The server generates static two-dimensional code information
based on the user identifier of the two-dimensional code display client and generates a

random frame rate.
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[0065] For example, in this step, a server can generate the static two-dimensional
code information by using the current two-dimensional code generation technology.
The static two-dimensional code information is an identifier of a user identity. In this
embodiment, the server further generates the random frame rate. For example, after
using a random algorithm to generate a random number, that number can be used as a
random frame rate to limit the video displayed by the two-dimensional code display
client.

[0066] Step 603: The server stores a mapping relationship between the random
frame rate and the static two-dimensional code information.

[0067] For example, the server can store the mapping relationship between the
static two-dimensional code information and the random frame rate in this step, to
search, based on the mapping relationship in a subsequent step, a frame rate that
corresponds to a specific static two-dimensional code.

[0068] Step 604: The server sends the static two-dimensional code information
and the random frame rate to the two-dimensional code display client.

[0069] Step 605: The two-dimensional code display client parses the
combinational two-dimensional code to obtain the static two-dimensional code
information and generates dynamic feature information based on the random frame
rate.

[0070] For example, in this step, based on the random frame rate, the
two-dimensional code display client can set the random frame rate as the frame rate of
a video locally stored on the two-dimensional code display client. The video played
based on the random frame rate is the dynamic feature information. In this step, the
two-dimensional code display client further parses the combinational two-dimensional
code to obtain the static two-dimensional code information.

[0071] Step 606: The two-dimensional code display client displays a
combinational two-dimensional code that combines the dynamic feature information
and a static two-dimensional code.

[0072] For example, for a form of the combinational two-dimensional code, refer
to the example in FIG. 3. The static two-dimensional code carries information about
the user identifier, and the dynamic feature information is the video displayed based
on the random frame rate generated by the server.

[0073] Step 607: A two-dimensional code scanning client scans the combinational

two-dimensional code displayed on the two-dimensional code display client.
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[0074] For example, in this step, the two-dimensional code scanning client scans
the combinational two-dimensional code at two different time points. The
two-dimensional code scanning client scans a video at a first time point to obtain a
first video frame image and scans that video at a second time point to obtain a second
video frame image.

[0075] Step 608: The two-dimensional code scanning client parses the
combinational two-dimensional code to obtain the static two-dimensional code
information generated based on the user identifier of the two-dimensional code
display client and obtains a random feature value by performing calculation based on
the dynamic feature information.

[0076] For example, the two-dimensional code scanning client can not only parse
the combinational two-dimensional code to obtain the static two-dimensional code
information, but also calculate the frame rate based on the information obtained by
means of code scanning in step 607. For example, based on the first and second time
points, a time difference between them can be calculated. In addition, frame
identifiers that correspond to the first and the second video frame images can be
obtained, so does a frame difference between the two images. As a result, the quantity
of video frames played in a time period between the first and second time points can
be obtained. As such, the random frame rate can be obtained.

[0077] The respective frame identifiers that correspond to the first video frame
image and the second video frame image can be obtained in multiple implementations.
For example, the two-dimensional code display client adds a frame identifier (for
example, a third frame) of a video frame to the frame when displaying the
combinational two-dimensional code. Alternatively, an original video which is the
same as the one on the two-dimensional code display client can be stored on the
two-dimensional code scanning client, and when a video frame image is obtained by
means of code scanning, a frame identifier of the image can be queried based on the
original video.

[0078] Step 609: The two-dimensional code scanning client sends the random
feature value and the static two-dimensional code information to the server to request
the server to verify the random feature value.

[0079] In this step, the server receives a two-dimensional code verification
request sent by the two-dimensional code scanning client. The two-dimensional code

verification request includes the random feature value, such as the random frame rate

15



10

15

20

25

30

of the video obtained in step 608, and the static two-dimensional code information
obtained by parsing the scanned combinational two-dimensional code by the
two-dimensional code scanning client.

[0080] Step 610: The server obtains a corresponding random feature value based
on the static two-dimensional code information and the mapping relationship.

[0081] For example, based on the stored mapping relationship, the server can
search based on for a random frame rate corresponding to the static two-dimensional
code information, that is, search for a specific random frame rate allocated to the user
corresponding to the static two-dimensional code information in step 602.

[0082] Step 611: The server compares the random feature value corresponding to
the static two-dimensional code with the random feature value obtained based on the
dynamic feature information.

[0083] For example, the server can compare the allocated random frame rate with
the video frame rate calculated by the two-dimensional code scanning client based on
the dynamic feature information. If both are the same, step 612 is performed.
Otherwise, step 613 is performed.

[0084] Step 612: The server returns a two-dimensional code scanning success
notification to the two-dimensional code scanning client and starts to use the static
two-dimensional code information to deduct money.

[0085] Step 613: The server returns a two-dimensional code scanning failure
message to the two-dimensional code scanning client, and stops using the static
two-dimensional code information to deduct money.

[0086] In this embodiment, the server generates the static two-dimensional code
information and the random feature value, so that the two-dimensional code display
client can display the combinational two-dimensional code based on the information.
In this way, the security of the combinational two-dimensional code is improved, so
the two-dimensional code information leakage caused by a method such as copying or
photographing can be avoided.

[0087] The present application further provides a two-dimensional code
processing apparatus to implement the two-dimensional code processing method. FIG.
7 is a structural diagram illustrating an example of a two-dimensional code processing
apparatus, according to an embodiment of the present application. As shown in FIG. 7,
the apparatus can include a first generation module 71, a second generation module 72,

and an information sending module 73.
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[0088] The first generation module 71 is configured to after a two-dimensional
code generation request sent by a two-dimensional code display client is received,
generates static two-dimensional code information based on a user identifier carried in
the two-dimensional code generation request.

[0089] The second generation module 72 is configured to generate a random
feature value. The random feature value is used to limit a display feature of dynamic
feature information displayed by the two-dimensional code display client.

[0090] The information sending module 73 is configured to send the static
two-dimensional code information and the random feature value to the
two-dimensional code display client, so the two-dimensional code display client can
display a combinational two-dimensional code, and the displayed combinational
two-dimensional code includes the static two-dimensional code information and the
dynamic feature information displayed based on the random feature value.

[0091] For example, the random feature value is a frame rate of the dynamic
feature information displayed by the two-dimensional code display client. For
example, the dynamic feature information can be a video.

[0092] FIG 8 is a structural diagram illustrating another example of a
two-dimensional code processing apparatus, according to an embodiment of the
present application. Based on a structure shown in FIG. 7, the apparatus can further
include a storage module 74, a receiving module 75, a searching module 76, and a
determining module 77.

[0093] The storage module 74 is configured to store a mapping relationship
between the random feature value and the static two-dimensional code information.
[0094] The receiving module 75 is configured to receive a two-dimensional code
verification request sent by a two-dimensional code scanning client. The
two-dimensional code verification request includes the static two-dimensional code
information obtained by parsing the scanned combinational two-dimensional code by
the two-dimensional code scanning client and the random feature value obtained by
performing calculation based on the dynamic feature information.

[0095] The searching module 76 is configured to obtain a random feature value
that corresponds to the static two-dimensional code information.

[0096] The determining module 77 is configured to return a two-dimensional code
scanning success message to the two-dimensional code scanning client when the

random feature value obtained based on the dynamic feature information is the same
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as the random feature value that corresponds to the static two-dimensional code
information.

[0097] FIG. 9 is a structural diagram illustrating yet another example of a
two-dimensional code processing apparatus, according to an embodiment of the
present application. As shown in FIG. 9, the apparatus can include a request sending
module 91, an information receiving module 92, and a combination and display
module 93.

[0098] The request sending module 91 is configured to send a two-dimensional
code generation request to a server. The two-dimensional code generation request
carries a user identifier.

[0099] The information receiving module 92 is configured to receive a
combinational two-dimensional code returned by the server. The combinational
two-dimensional code includes a random feature value generated by the server, and
static two-dimensional code information generated by the server based on the user
identifier.

[0100] The combination and display module 93 is configured to: generate
dynamic feature information based on the random feature value, combine the dynamic
feature information and a static two-dimensional code to form a combinational
two-dimensional code, and display the combinational two-dimensional code.

[0101] FIG. 10 is a structural diagram illustrating yet another example of a
two-dimensional code processing apparatus, according to an embodiment of the
present application. As shown in FIG. 10, the apparatus can include a two-dimensional
code scanning module 1001, a two-dimensional code parsing module 1002, and a
two-dimensional code verification module 1003.

[0102] The two-dimensional code scanning module 1001 is configured to scan a
combinational two-dimensional code displayed on a two-dimensional code display
client. The combinational two-dimensional code includes dynamic feature
information and static two-dimensional code information that is generated based on a
user identifier of the two-dimensional code display client.

[0103] The two-dimensional code parsing module 1002 is configured to parse the
combinational two-dimensional code to obtain the static two-dimensional code
information and obtain a random feature value by performing calculation based on the
dynamic feature information.

[0104] The two-dimensional code verification module 1003 is configured to send
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the random feature value and the static two-dimensional code information to a server
to request the server to verify the random feature value.

[0105] Further, the dynamic feature information can be a video. The random
feature value of the dynamic feature information can be a frame rate of the video.
[0106] The two-dimensional code scanning module 1001 is configured to: scan a
video at a first time point to obtain a first video frame image and scan the video at a
second time point to obtain a second video frame image.

[0107] The two-dimensional code parsing module 1002 is configured to obtain a
frame rate of the video by performing calculation based on a time difference between
the first time point and the second time point and respective frame identifiers
corresponding to the first video frame image and the second video frame image.
[0108] In this embodiment, the server generates the static two-dimensional code
information and the random feature value, so that the two-dimensional code display
client can display the combinational two-dimensional code based on the information.
As such, the security of the combinational two-dimensional code can be improved,
and the two-dimensional code information leakage caused by copying or
photographing can be avoided.

[0109] The foregoing descriptions are merely examples of the embodiments of the
present application, and are not intended to limit the present application. Any
modification, equivalent replacement, or improvement made without departing from
the spirit and principle of the present application shall fall within the protection scope

of the present application.



CLAIMS

What is claimed is:

1. A method for processing a two-dimensional code, the method comprising:

in response to receiving a two-dimensional code generation request sent by a
two-dimensional code display client, generating static two-dimensional code
information based on a user identifier carried in the two-dimensional code generation
request;

generating a random feature value, wherein the random feature value is used to
limit a display feature of dynamic feature information displayed by the two-dimensional
code display client; and

sending the static two-dimensional code information and the random feature value
to the two-dimensional code display client, so that the two-dimensional code display
client displays a combinational two-dimensional code, wherein the displayed
combinational two-dimensional code comprises the static two-dimensional code
information and the dynamic feature information displayed based on the random feature

value.

2. The method of claim 1, wherein the method further comprises:
storing a mapping relationship between the random feature value and the static
two-dimensional code information; and
wherein after sending the static two-dimensional code information and the random
feature value to the two-dimensional code display client, the method further comprises:
receiving a two-dimensional code verification request sent by a
two-dimensional code scanning client, wherein the two-dimensional code
verification request comprises the static two-dimensional code information obtained
by parsing the scanned combinational two-dimensional code by the
two-dimensional code scanning client and the random feature value obtained based
on the dynamic feature information; and
obtaining a random feature value corresponding to the static two-dimensional
code information; and
in response to determining that the random feature value obtained based on the

dynamic feature information is the same as the random feature value corresponding
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to the static two-dimensional code information, returning an indication that the
two-dimensional code scanning was successful to the two-dimensional code

scanning client.

3. The method of claim 1 or 2, wherein the random feature value comprises a
frame rate of the dynamic feature information displayed by the two-dimensional code

display client.

4. The method of claim 1 or 2, wherein the dynamic feature information

comprises information that changes with time.

5. The method of claim 4, wherein the dynamic feature information

comprises a video.

6. A method for processing a two-dimensional code, the method comprising:

sending a two-dimensional code generation request to a server, wherein the
two-dimensional code generation request comprises a user identifier;

receiving a combinational two-dimensional code returned by the server, wherein
the combinational two-dimensional code comprises a random feature value generated by
the server and static two-dimensional code information generated by the server based on
the user identifier;

generating dynamic feature information based on the random feature value; and

combining the dynamic feature information and a static two-dimensional code to

form a combinational two-dimensional code for displaying.

7. The method of claim 6, wherein the random feature value comprises a
frame rate of the dynamic feature information displayed by the two-dimensional code

display client.

8. The method of claim 7, wherein the dynamic feature information

comprises a video.

9. The method of claim 8, wherein the random feature value comprises a

video frame rate, and wherein the two-dimensional code display client:
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locally pre-stores the video; and
adjusts the frame rate of the video by using the random video frame rate, to

generate a video displayed at the frame rate sent by the server.

10. The method of any one of claims 6 to 9, further comprising:

scanning the combinational two-dimensional code displayed on a two-dimensional
code display client;

parsing the combinational two-dimensional code to obtain the static
two-dimensional code information;

obtaining a random feature value based on the dynamic feature information; and

sending the random feature value and the static two-dimensional code information

to a server to request the server to verify the random feature value.

11. The method of claim 10, wherein the dynamic feature information is a
video, and the random feature value obtained based on the dynamic feature information
is a frame rate of the video; and

parsing the combinational two-dimensional code to obtain a random feature value
obtained based on the dynamic feature information comprises:

scanning the video at a first time point to obtain a first video frame image;

scanning the video at a second time point to obtain a second video frame image;

and

obtaining a frame rate of the video by performing calculation based on a time
difference between the first time point and the second time point and respective
frame identifiers corresponding to the first video frame image and the second video

frame image.

12. A two-dimensional code processing apparatus, comprising multiple

modules configured to perform the method of any one of claims 1 to 5.

13. A two-dimensional code processing apparatus, comprising multiple

modules configured to perform the method of any one of claims 6 to 11.
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