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SYSTEM, METHOD AND DEVICE FOR PROCESSING A TRANSACTION

FIELD OF THE INVENTION

This invention relales fo g sysiem, method and device for processing s transachion, parlicularly
for supply chain management, more particularly for managing the supply chain of goods, for

sxample, phammaceutical products.

HACKGROUND TO THE INVENTION

The term supply chain generally refers to & sysiem of entities, people, activiies, information,
andior resources involvad in moving a product from a supplier © an end-operator. Supply chain
activities may involve the ransformation of natural resources, raw materials, and componenis

into a finished product that is deliverad o the end-user.

Presently, the complexity of supply chaing is increasing as, for sxample, companies gulsowree
more aspects of their business 1o globally distributed supplisr natworks. Dus o the number of
different thind parties involved in @ supply chain, sach with thelr own systems in place, it can be
difficult for a product or resource {o be reliably trached as # moves from one stage in the supply

chain o another,

There i3 accordingly a nesd for & fechnology which alleviates these andior other difficuliies.
Although the inveniion is primasily aimed ai supply chain mansgement applications, d is
envisaged that the invention may bs applied to many other applications, for example, point of

sale {FOE) applications,

SUMMARY OF THE INVENTION

in accordance with 2 first aspect of the invention, there is provided a meihod for processing 8

transaction via a ransaction device including the steps oft

{A) obiaining an identifler of an operator handiing & producy;
{8} authanticating 3t least the operalor,
{C) obtaining an identifier of the product using 8 product identifving componsnt associaled
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with the transaction device, and
{0 updating s record lo asscciale the identifier of the operator with the dentifiar of the
product and aptionally additonal information;

whanein:

{ the product identifving component is activated post operator authentication, and/or

() atleast the idenlifier of the opavator and the identifier of the product are oblainable within
a predefined ransaction time interval, cutside of which the transaclion is operably

cancaiied,

A further feature provides for updating a record (o inchade storing one or more of the identifisr of
the operator, the identifier of the product and additional information in one or both of a digital

storage of the ransaction device and a credential storage device,

& shl further featurs provides for the method o include a slep of fransmitling dala including one
or more of the identifier of the oparator, the ideniifier of the product and additiona] information to
a third parly server compuier for storage thereal.

Typicaly, the siep of ransmiting data includes a step of encrypting such information.

A yet further feature provides for oblaining an identifier of an opsyator o include obtaining an

identifier from 3 oredential storage device of the operator.

A further fealure provides for authenticating the operater to include oblaining hiometric
information from the operator and comparing the obtained biomelrie information 1o blomaetric

information stored on one or bolh of the ransaction device and the credential storage device,

A st further featurs provides for the operator o be & supplier of the product and for the method
o include steps of oblaining an identifier of & recipient of the product; and, authenticating the

recipient,

A yet further feature provides for the timed step of oblaining the identifiers of the supplisr and
the praduct including the furthsr siep of obiaining within the predefined ransaction tims intarval

ihe identifier of the recipient.

C A furiher feature provides for the timed siep to also include oblaining an identifier of &
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fransaction devics, The transachion device identifier may be a unique number associated o

such transaction device andior 3 specific location of such ransaction device, L¢. the GPS co-

ordinate at which the fransaction device is located at the lime of procsssing the transaction,

Generally, the timed slep i3 limed by a tming means of the transaction device, ong or other of

he credential storage devices and/or the server compuiers,

Yot further features provide for the step of oblaining an ideniifier of a recipient to includs
ghimining an identifier from a credantial storage device of the reciplent; and for the step of
authenticating the recipient to include obtaining biomelric information from the reciplent and
comparing the oained biomatic information o biomaelric information slored on the credential

storage davice of the recipient.

& slilt further feature provides for the step of oblaining an identifier of 8 fransaction devics o
nolude obiaining an wentifler from a credential slorage device of the ransaction devices; and
for & siep of suthenticating the transaclion device fo include comparing the cbiained transaction
davice identifier of @ transaclion devics information stored on the credential slorage device of

the ransacton devices,

A yat further fealure provides for updating a record o include assodiating the identifier of the

product with identifiers of the supplier, the recipient andior he ransaction device,

An even further fealure provides for updating & record to includs associating the identifier of the
product with & stelus from & group of staluses including, product recsived; product dispensedd;

product sold; produdct retimed; sic

Another fealure provides for (e step of oblaining an ideniifier of the product to include a step of
authenticating the ideniifier of the producl in the event of the ideniifier of the produdt falling
authenticalion, the ransaclion is operably canestied with the product being fagoed or remove.

The alm of this step i 1o eradicate non-genuing products.
Yei a further fealure provides for assoclaling 8 successiul transaction with the identifier of a
product such that, a downstream ransaction is aliowabls only on the succsssiul completion of

an upsiream fransaction,

A further feature provides for the method o includs receiving diagnaestic information relaling
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the reciplant

A& shll further fealure provides for the disgnostic information o be input by the operator and for
ihe received diagnostic information o be slored on the credential siorage device of ihe

racipient.

A yet further fealure provides for the diggnostic informatien o be received from a Cradentisl

storage device of the reciplent,

& further feature provides for the mathod o ncluds:

hased on the received disgnostic infermation, identiving & product o be provided o the

racinisnt and

responsive 1o identifving the product, granting permission for release of the identiified

product.

& stifl further fealure provides for the method o includs:
determining whether the identified produst is available; and

i the ideniified product is available, granting permission for relesse of the identified

proguct, and

if the identified product is not available, [dentifying an allemative operator able b release

{he entifed product.

Further features provide for the additiona!l information o include one or more of biomedric
information of the operator, supplier andfor the recipient; a time a1 which the idendifier of the
product was oblained; & time ai which the [dentifier of the operalor, supplier andfor the recipient
was oblgined; diggnostio information; and, & time at which the operalor, supplisr andior the

recipient was authenticated.

Even further featurss provide for the addiional informnation fo also inciude one or morg of! the
date and time of concluding the ransaclion; and the monelary amound associated with the

fransachon,
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it will be appreciated that sithough the method may be applied to processing any numbar of
transactions, including point of sales transactions, the method is primarily aimed at a method for
managing the ansactions within a supply chain, with the transaction device heing 2 supply

chain manageament device al each siage of 3 supply chain

in accordance with a second aspsot of the invantion, there is provided a mathod for processing
ransactions, the method conducted at a ceniral server compuler n communication with &

number of third parly server compulers, comprising:

{A} receiving, from each third parly server compuier 3% 8 product moves from ong person of
anlily io another, data associaled with the product, the dats having been recsived at
sach third parly server compuler from a ransaction devics operaied by an operator
handiing the produci, the fransaction device having obiained an identifier of the
aperator; authenticated the operator; and oblained & product identifier of the produgt,
whersin:

{iy obtainment of the product identifier oocurs post authenticalion of the operalorn
andior

{ify &t least the identifier of the operator and the identifier of the produd! gre oblainable
within 2 predefined transacton Hme interval, oulside of which the fransaction is

operably canneled,

{B) updating & record {0 associate the wentifier of the operator and optionslly additional
information with the identifier of the product,

Generally, the method is 8 method for managing a supply chain, wheraln sach of the third party

server computers relaies o g different stage of the supply chain.

Typically, the step of receiving dala associaled with the produt is received from each third

party server compuiar as a product moves from one stage in the supply chain to another,

Prefarably, the step of updating a record ocours at each stage of the supply chain.

Another feature provides fer the slep of oblaining an ideniifier of the product to wlude & slep of

authenticating the ideniifier of the product,
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Further features provide for the additional information 1o include one or more of biomstic
information of the operator, 8 supplier andfor a recipient; 2 time at which the identifier of the
product was obisined, a thme 8! which an ideniifier of the operator, supplisr andior the recipient

was obiained; diggnostic information; and, 8 tme a8t which the operator, 8 supplier andfor a

recipient was authenticated.

Even further foatures provide for the addiions! informstion o also include ong or maore of the
date and fme of concluding the transaction; and the monslary amoun! associated with the

transaction.

in accordance with & third asped! of the invention, thers is provided a system for processing a

ransacton, the system including 3 ansaction devics comprising:

an operator identifving module for obisining an identifier of an operator handiing s

product;

an suthentication componant for suthentioating the opsrator

a product identifying component for oblaining an wentifier of the product using ths

product identifying componeny;

& record updating component for updating 8 record {o associate the dentifier of the

operator with the identifier of the product and optionally addifionsl information; and

one or both of

{it an activating component for, if the operator is authenticated, aclivating the product
dentifying component associaled with the device; and

{#} = tming component for iming & predefined ransaclion time interval within which at
ieast the identifier of the operalor and the ideniifier of the product must be

operalively oblained, and cuiside of which the transaction is operably cancelied,
Further Teslures provide or the operator idenlifving moduie o include 8 credentigl slorags
device recelving module and for obiaining an identifier of an operator b nclude obiaining an

wentifier of the operator from a credential sforage devics of the operator

A slill further feature provides for the authentication component to includs & blomelric capluring
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device, and for authenticating the operalor to nclude obiaining biometric information from the

operaier and comparing the oblainad biomekic information to blometric information storsd on

ong or both of the transaction device and the credential slorage devics.

& yet further faaiure provides for the product identifying component {o include one or both of 8

barcode scanner and a radic-requency eniification {(RFID) {8y readsr.

& further fealure provides for he ransaction device o include 2 rensmitling component for
transmiting data Inchuding one or more of the identifier of the operator, the identifier of the

product and addifional information © a thind party server computar for slorags thereatl.

A& siill further featurs provides for the ransmilting component {o ransmit dala via ong or mors of
the group of & long rangs wirsless arsa network {LoRAWAN), 2 salsilite communication link; a
celiular communication link such as a8 universal mobils elecommunications system [UMTE) link
andior global system for mobile communicstions {GEAM); & wired local srea network; and a

wirgless local areq nebwork,

& yat further fealure provides for the system o include a thivd party server computer incheding:

a receiving component for receiving data from the ransaction devies;

a sloring component for storing the recelved data; and

& synchronising componsnt for synchronising the slored dala with @ central server

compuiar

Furiher features provide for the additional information to include one or mors of. biomstric
information of the operalor, a supplier andfor & recipient; a me at which the identifier of the
product was obiained; & time at which an identifier of the operalor, supplier andfor the recipient
was oblzined;, diagnostic information; and, a time at which the operator, & supplier andfor &

racipient was authenticated.

Even further festures provids for the additional information to also includs one or more of. the
date and lime of concluding the transacton; and the monstary amouni associaled with the

fransaction.
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Another featurs provides for the authentication of the identifier of the product

it will be appreciated that although the system may be applied o processing any number of
transactions, including point of sales transaclions, the system s primarily aimed at managing
the wansactions within & supply chain, with the {ransaction device being & supply chain

management device al sach slage of a supply chain,

in accordancs with @ fourth aspect of the invention, there is provided a system for processing
fransactions, tha sysiem including @ ceniral server computer in communication with & number of

third party server computars, comprising:

a synchronising componant for receiving, from sach fhird parly server computlsy 83 a

product moves from one persoen of entily 1o ancther, dala associated with the product

the data having been recsived st each third party server computer from 8 fransacton

device operated by an operastor handliing the product, the transaction device having!

ghisined an dentifler of the opsrator; authenticaied the operator; and ohigined a produst

identifier of the product, whersin:

{1} obisinmsnt of the product identifier coours post authenlicstion of the operatorn
and/or

iy at ivast the identiffier of the operator and the identifier of the product are oblainable
within g predefined lransaction fime interval, outside of which the transaction is

opsrably cancellad; and

updating 2 record 10 associale the identifier of the operator and oplionally additional

information with the identifier of the product.

Generally, the system I8 for managing & supply chain, wharsin aach of the third party server

comnputers ralales to g different stage of the supply chain.

Typically, the recelving of data associated with the product is received from each third party

server compuler 28 a product moves from one stage in the supply chain to another,

Freferably, the updating a record ocours at 2ach slage of the supply chain.

Another feature provides for the authentication of the ideniifier of the product.
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Further features provide for the addifional information o induds ons o more of blomelric
information of the operalor, 3 supplisr andior a reciplent;, a tme at which the identifier of the
product was ohigined, & tme af which an ideniifier of the operalor, supplisr andior the recipient
was oblained; diagnostic information; and, 8 fime at which the operalor, a suppler gndfor a

recipient was sulhenticated.

Evan further feadures provide for the additional information o alse nlude oneg o more of, the
date and time of concluding the transaction; and the monsiary amount associated with the

fransaction

in accordance wilh a fifth aspect of the invention, there is provided s fransaction deavice

including:

an opergior identifying module for oblaining an identifier of an operator handling 8

product;

a product identifying componant for obiaining an identifisr of the product using the

product identifving componen;

a communications module for transmitling and recelving dats for at sast the purposes of

authentizating the operator, and

ong oF hoth of:

{H an activaeting componeant for, post suthenlication of the operator, aclivaling the
product identifying componant asseciated with the device; and

{iiy & tming componant for ming & predefined ransaction ims interval within which at
lgast the idenfifisr of the opersior and the identifier of the product must be

operativaly oblained, and cutsids of which the ransaciion is operably cancelied,

The sperater identifving module may be al lzast one biomseiric scanner for scanning & blomeadnic
of the aoperator, which operator may be one or both of 2 supplier and a reciplent. Freferably, the

fransaciion device includes lwo bomelrio scannars,

Generally, the transaction device includes af lsast one secondary operalor identifving moduls

for obtaining a secondary identifier of an operaior.
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i one embodiment, the secondary operator identifving module may be 3 user input for inpulting
8 unique supplise PIN and a uniqus recipient PIN. In an allernative embodiment, the secondary
operator identifying modules may be a cand reader or a RFID fag reader. Preferably, the
secondary operalor identifying module is g pair of card readers, 2ach configurad o recelve an

idantification card of either the supplier or the recipient.

Typically, the product identifving component includes one or both of & barcods scanner and a
RFIE tag reader.

The communivations module may be integrated or capabls of being integrated with a msans of
grcryplion theraby o encrypt seme or all of the dala being transmitled from andior received by

the communicalions moduls, Generally, the communications module is capable of being

infegrated with an Active Direclory (AD} andfor Lightweight Directory Acosss Protocol (LDAPL

Preferably, and whether for the method, system or device described hersin, the predsfined
fransaction fime interval is 10 seconds or less. More preferably, the predefined fransaction tims
interval is 5 seconds or less. Most preferably, the predsfined Wansaction time inferval is 2
seconds or less. s svan more preferable, that the predefined iransaction time interval is near
zere such that af lsast two or more of the identifiers ars obtained near simulianssusly, forming a

"wirtual handshaka”.

The fransaction device may include furthern

an aythentication component for authendicating the operator andior the product; andior

a rgoord updaling component for updating & record o associale the identifier of the

operaior with the identifier of the product and optionally additional information,

The transaction device may be configured for use in Mmany applications, including use as & point

of sales device or 8 supply chain management device.

BRIEF DESCRIPTION OF THE DRAWINGS

The invention wiil now be described, by way of example only, with reference to the

aooompanying reprasentations in which:
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i3 a schematic disgram which Blusirates an exemplary supply

chain management sysiem;

i a How diagram which illustrates an esemplary method for

MANEGING & supply chain;

s & flow diagram which illustrales another exemplary mathod for

managing & supply chain;

is a flow chart showing an example of 8 supply chain at macro

sveal;

is @& fAow charl showing an sxample of a2 supply chain of

pharmaceuticsls al maoro level;

5 & Bow charl showing 2 process for capluring opersior

information on oradential storage devigs:

% & flow chart dlustrating a method for managing a supply chaln;

i & flow charl showing information foedback of 3 product to a

manufacturern

is a flow chart Hustrating 8 methed for managing & supply chain;

is a Bow charl which #Hlusirates an sxemplary envolment process;

is 8 flow chart flustrating a method for managing g supply chalm;

iz & table showing sxemplary fraceable dalg;

is 2 table showing exemplary raceable data for pharmacsuticals;

is a flow chart which Huslrales a method for managing 8 supply

chain i which 3 supplier and reciplent parficipale;
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Figure 14

Figurs 144

Figure 148

Figue 13

Figure 18

Figurs 184

Figura 188

Figure 17

Figurs 184

Figure 188
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5 a fow charl which Hustates a method in which diagnostic

information is oblained and medicineg dispenssd;

i a flow chart Hustrating 2 method for managing 8 supply chain n
which product avaflability is delermined and an altemnative supplier

is idantified;

i g flow charl which Busirates a stage of the method dllusirated in

Figure 14 in greater detaill;

is & flow chart which dlustrales ancther siage of the melhod

iffusirated in Figure 14 in greater detail;

is & schematic diagram which Husirales aspecits of an sxemplary

supply chain managemeant sysiemy;

is & schematic dingram which flusirales third parly inlegration with

8 supply chain managemant systemy;

Hustrates an lermediate level of dala flow bebveen a supplier

and/or & reciplent and the supply chain management system;

Hustrates an inlermediale lovel of date flow belween a supplier

andfor a recipisnt and the supply chaln management systany,

g 8 schematic diagram which lustrales aspecis of an sxemplary

supply chain managemasnt system;

5 & schematic diagram which illustrates a first exemplary in-use

SCenano;

i & schematic diagram which Hlustrales 8 second axemplary in-

Use scenaro;

i & schematic diagram which Husirates g third sxemplary in-uss

SCEnara;
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Figure 19 15 @ schematic diagram which Husirales a method of synchronising

data bebvesn a third party server computsr and a8 central server

computer;

Figure 20 is 8 flow chart which flusirates an sxemplary svent oriteris of data
colisction:

Figures 214-210 iflustrate an sxemplary supply chain management davics:

Figures 22A-22D Husirate an exemplary porfable device ncluding & biomatic

capluring devics, a credeniial storage device raceiving module and

a product dantifving component;

Figures 23A-23E Hustrale an exempliary product identifving device; and,

Figures 244A-248 dhusirate an allernalive supply chain management devics,

DETAILED DESCRIPTION WITH REFERENCE TO THE DRAWINGS

Although the desorplion that follows focuses on the application of the present invention o
supply chain management, | will be appreciated that this has been done only o fully describe
the invention and will not be construed o limil the invention 1o this application exclusively. For
example, the invention iz capable of being applied to many applications, with point of saiss

application just baing one other,

Effective supply chain management may enable & sufficient amount of inveniory 1o make sales
o be maldaingd by a third parly, thereby preventing unnscessary slorage and wastage
gxpansas. Furthermors, logistics expenses may be reduced dus o more efficient distribution
systems.  Communication channels betwseen reciplents and suppliers may be enhanced.
Resources, including raw maledals, equipment, emplovses and finances may be mors

afficienily utilised.

The systems described hersin include a cenitral server compuler which receives dats
associated with 8 product from @ number of third parly server compuiers, each of which relstes

0 or is associzied with a different slage in & supply chain, as the product moves from one sigge
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inn the supply chain o another. The dala is received al each third parly server computer from s
fransaction davice, more parlicularly and for the purposes of supply chain mansgement
applicatons a supply chain management device, operaled by an operator who handles the
sroduct, The supply chain managament device obtaings an identifier of the operalor and, in ons
smbodiment, authenticaies the operalor prior to oblaining an identifier of the product. The dala
recalved al the cenfral server computer from tha thivd party server computers includes the
identifier of the operator, the identifier of ihe product and optionally additional information and is
ussd to update a record to associale, for each siage of the supply chain, the identifier of the

operator and optionally additional information with the identifier of the product,

n another embodiment and either as an alternative or a supplement {0 authenticating the
operator prior to obiaining an dentiber of the product, the sysiem is configurad to oblain al least
the dentifier of the operator and the identifiar of the product within a predefined transaction tims
interval, oulside of which the bansacion is opsrably cancelled. Although the predefined
fransachion time interval may bypicaily be any tims span of 19 seconds or less, i is proferable
that such predefined ransaction lime interval is very small such that such steps are undertaken

near simullansously thereby to constitus & “virlua! handshake”.

The systems and methods descoribed herein aim 0 improve supply chain visibility, This may
help fo minimize dsk of less, order defays and reduced gually, Collshorstion and
cormmunication behween rocipients and suppliers may be improved. Additionally, fransparency,
fraceability, sllecstion and accountabilily of rescurces slong the supply chain may be improved

a0 as {0 snable accurate and timely designation and distribution along the supply chain,

The term “supplier” a5 used herein should be broadly construed and includes any individusl
authorised io distribule, dispense, releass, delfiver or otherwise dispose of or order the disposal
of a product. The supplier may reprassent {s.g. be employed by} & thivd party organisation or
antily which is invelved in & product supply chain. Dome specific sxamples of suppliers as
anticipated herein include madical practitioners such as doctors who disgnose conditions and
preseribe medication based on the diagnosis, A supplisr may further Include a pharmacist whe

dispenses g product based on & doclors prascription.

it will be appreciated that a supplier may even further include 8 ratall merchant, for the ratall of

ary product pharmacsutics! or othenwiss,

The term “recipient” as used herein should be brosdly consbrued and includes any individual
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tan

authorised o recesive, iske delivery of or collect a product, or any individual receiving
authorisation o recelve, take delivery of or collsct a product. The recipient may rspresent {s.q.
be smploved by} a third parly organisation or entity which s involved a product supply chain, A
specific example of a recipient as ussd herein includes a patient who s presoribed ceriain

madication by & medical praciitioner and who then sesks the medication from a pharmaist,

it will be sppreciated hat g recipient may be the ullimais cusiomer in the supply chain, or any

termediate supplisr batween the first supplier and the uitimate customer.

The term “product” as ussd herein should be broadly construed and includes any article,
cormmodily, object, produdct of manufacture, shipment, consignment, container, crate, pallel or
the fke which movas from contred of one individual or entity lo control of ancther individual or

entity through a supply chain.

The term “supply chain” as used herein refers to a system of entilies, organisations Individuals,
aciivities, informalion, and resources involved in meving & product or service from supplier o

and-user,

Figure 1 is 2 schematic diagram which #ustrates an exemplary supply chain managemsnd
systam {10} The svstem includes g supply chain management device {13}, a third parly server
computer {14} maintainsd by third parly eniily {8.g. & supplisr or a recipient enlity} invoived in
ane stage of 2 supply chain and & cenfral server compuier {18) maintained by & supply chain
management entity.  Although only one third parly server compulsr and one supply chain
management device are lustrated, it should be appreciated thatl in a practical implementation
thare may be one or more of sach of these, For sxample, there may be one third parly server
and one or more supply chaln management devices al sach stage in the supply chain. The
system (10} includes a communication network {17} vis which the supply chain management

device {12}, third party server computer (14} and central server computer (18] communicats.

The supply chain mansgement devics (12} may be any appropriale mobile communication
device. In one embodiment, the supply chain management device (12} takes on the form of &
portable tablet computer which 5 able o operale In remote localions. The supply chain
managemert devics is operated by an operator who may be an amployes or representative of
the third party entity, As menlioned above, the third pardy entity may be any enlily along a

supply chain who recelves andfor disposes of products,
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The supply chain management device (12} includes an operator identifving module {18} for
obisining an identifier of the operator.  in the Husiraled smbodimend, the operator identifying
module {18} includes 8 credential storags device receiving module {20} or obiahing an
identifer from a credential storags device of the opsrator, in the flustrated embediment, the
oradential storage devics s g smaricard {e.g. an 1D smartcard) which is configurad to slors
credentials relating to the operalor. Cradentials storad in the credential storage devics indude
one or more of the group of the operalor's name, dats of birth, authorty levsl, biometric
information, organisational details and the ke, The credsniial storags device receving module

{28 s, in ihis embodiment, g8 smaricard readsy,

The supply ohain management device {12} further includes an authentication componant {22}
for authenticaling the operalor. The authenticstion componsnt {22} includes, in this exemplary
smbodiment, a8 biomaetric caplring device (24} for obiaining blemetrie information from the
operater and comparing the oblained biomebic information lo blomaetric information siored on
one or both of the supply chaln management device {(12) and s credential slorage devica.
The biomelic capturing device may be ong of more of the group of g fingerprint scanner, &
finger vain scannsr, a reling soanner, @ microphone for performing voice recognition, a high
resclution camera for performing facial recognition, a means for measuring slectrophysiclogical
signals {i.e. an electrocardiography davics (ECG) or an slectrosncephalogram device (EEG)), a

means for distinguishing humans from micrebial, bacteral andfor DNA markers, and the like.

The supply chain management davice {12} is associated with a product idenlifying compansnt
{28 and includes an activating component (28} for, i the operator is authenticsted, aclivating
the product identifving componsnt {28).  n this manner, the identifier of & preduct cannot be
obiained if the opsrator has not been authenticated, The product identifying componeant is
operable (o oblain an idenlifier of 3 product and may include ong or both of a3 barcode scanner
and & radio-frequency identification (RFID} {ag reader. The product identifier may be a unigue
number, an optical machine readable identifier such as & barcode {e.g. linear barcode, wo

dimensional barcode or the Hke), an RFID tag, or any other appropriste identifier,

As previously described, and sither as an alternative or 8 supplemant 10 authenticating the
oparator prior o oblaining an dentifier of the product, the device may include & lming
componant for iming a predefined fransaction time inlerval during which af least the dentifier of
the operator and the identifler of the product must be oblained. If such identiflers are not

obiainad within such predefined transaction time inlerval, the ransaction is operably cancelled,
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Furthermore, the step of oblaining an identifisr of the product should further include a step of
authenticating the identifier of the producl. i the event of the identifier of the produdd failing

authentication, the ransaction is operably cancelled with the product being Hagged or remove,

in the Hustrated embodiment, the supply chain management device (12} indludes a record
updating component (30} for updating a record to associals the identifier of the operator with ths
wentifier of the produst and opHonally additional information. The record updating component
{30} iz pperabls o store one oy more of the identifler of the operator, the identifier of the product
and additional information in one or both of & digital slorage of the supply chain management
device {12) and a credential storage device, The additional information includes one or more of
biometric information of the operator {8.g. supplisr andfor recipient); a lme at which the
ientifier of the product was oblainad; & tims al which the identifier of the operator {e.g. supplier
and/or recipient}) was obiained, diagnostic information; and, a fime al which the opsralor {8.g.
supplisr andfor recipient) was authenticated.  In some embodiments, the record updating
componan (30 updates a record maintained remotely by 8 cloud-hased server compuler {84,

a cloud-based record).

# will be appreciated that for point of sales applications, # would be usseful for the addilional
information o alss include, for example, the date and time of concluding the transaction and the

monstary amount associaled with the fransaction.

Furthermors, in the illusirsted smbodiment, the supply chain management device {(12) includes
a transmitling component (32) for fransmitling data induding one or more of the entifier of the
pperalor, the ieniifier of the product and addiional information to the third parly server
computer {(14) for storage thereal, The {ransmifling component {32} is opsrable 0 traramif data
via ong of more of the group of 2 long rangs wireless area nabwork {LoRAWAN), a satsllite
communication  link; 2  csiiular  communication  Hink such as & universal maobile
izlecommunications system {(UMTS) link {e.g. 306, 4G, LTE, sie} andfor global system for
mobils communications (GSM); a8 wired loeal area network; and & wireless incsl area nebwork
{8.g. Wi-Fi}. in this manner, the supply chain management device may be oparable in remols

argas, even oulside of the range of Iorresiral-based communication natworks.

The supply chain managemaent device {12} also includes & user interface (34) vig which the
operator {8.g. a supplier or reciplent) may interface with the devies (12}, The user interface (34)
iz operable to recsive operalor input In the ferm of confrols, instructions andfor information. The

yser interface, in one smbodiment, is operabie (o receive diagnostis information relating © &
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medical {or other) condition of a recipient. The user interface s also operable o culput data
andfor information o the operaler.  In this exemplary smbodiment, the user interface {34}

includes a louch-sensitive display soreen for input and ouiput.

The ihird parly server computer (14} is any appropriale server computer and has access 1o 8
database {36}, The third parly servar computar {14) includes & recelving componant {38} &
receiving data from the supply chain managament device (12) and a sloring component (44} for
sioring the received data in the database (38). Sloring the recelved data may include updating
various Inveniory Hsis so as to indicals, for sxample, whether 8 product which was In
possession of the operator has bean dispensed or dispatched or is countedelt / unidentifiable
or, conversaly, whether a product has been received and must now bs included in the inveriory.
The third parly server computer (14} further includes a synchronising component {42} for
synchronising the stored dats with the central server compuier {18} maintained by the supply

chain managsmend antity,

The central server computsr {18} is any sppropriate server compuler and has gocess o &
database {44}, The ceniral server computer (18} includes 2 synchronising component {48} for
synchronising with the third parly server computer {14}, The synchronising component {48}
updates a record i the dalsbase {(44) lo assotiale, for sach stage of ihe supply chain, ths
identifier of the operator and oplionally addiional information with the dentifier of the product

Thus, a product may be tracked by the central server compuier {18} as i movaes through 3
supply chain. For sach stage af the supply chain, the product is assosaied with an operalor
handling the product, the operator having been securing identified and suthenticated prior {o the
product identifier being obiained. In this manner, ransparsncy, traceability, aliscation and
accouniability of the product along the supply chain may be monitored and managed so as o

enable accurate and timely designation and disiribution of the product along the supply chain.

I some smbodiments, the biomeine capluring device (24), credential storage device recaiving
modale 20) and 3 product ideniifyving component {(28) are provided by 8 separsie poriable
device which is delachable from the supply chain management device {(12). Furthermore, soms
embodiments anticipate the ransmilting component {32) being provided in the form of &
portable modem detachabie from the supply chain management device {12} The supply chain
management devics {12} may further include a porlable eleclronic device and g further, portable
product identifving device which may be detachabls from the supply chaln management devios,
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To further authenticats the delivery of the product through the supply chain, ihe device includss
a devics ideniifier in the form of a unigue number associaiad o such supply chalny managament
device andfor & specific location of such device, e, the GPS co-ordinale at which the
fransacton device is locaied at the time of processing the ransaction. i will be appreciate that

this identifier is simiarly record against one or more of the operator or product identiliers.

Reference is now made (o Figurs &, in which an exempiary methed (80) for managing & supply
chain is Hlustrated.  The method {(80) may be Implemented by 8 supply chain management

system as describad heram,

At a first stags {52}, an dentiffer of an operator is oblained from, in this exemplary embodiment,

a credential slorage device {e.g. an 1D smarlcard} of the operator,

At a nexi stage {84}, the operator is authenticated,  Authsnticating the operalor includes
chiaining blometric information (e.g. a fingsmprint or reting imags} from the operator and
companng the obilained biomelrie infermation to blomestrie information stored on one orboth of g

supply chain managemant device and the credential siorage device,

At a fellowing stage {88), ¥ the operatler is authenticated, a product ientifying component {a.g.
3 barcode scanner) associaled with the device i3 aclivaled and, at & further stage {58}, an
ideniifier of a product is obtained using the product identifving compenant {8.g. by scanning &
barcode displayed on the product).

Ax an alternative or 3 supplement 1o authenticaling the operator prior (o obiaining an identiher of
the product, the method may includs 8 timing means for tming 2 predefined transaclion tims
interval during which al least the identifisr of the opersior and the identifier of the product must
be obiained. if such identifiers are nol obiained within such predefined fransaction me interval,

the transaction is operably cancalled.

A record is then updated at a following slage (80) 50 a3 o asseciale the identifier of the
eperator with the identifier of the product and oplionally additional information.  Updating ths
record includes storing one or more of the ideniifier of the opearstor, the identifier of the product
and additiona! information in one or both of a digitsl storage of the supply management device
and 2 oredeniial slorage devics. The addifional information may nciude oneg or more of
bigmetric information of the operator; a time al which ths identifier of the product was oblained,

& time gl which the identifier of the operalor was obisined; and, g ima al which the operalor
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For point of sales applications, it will be appreciated thal the additional information could also
nclude, for example, the dale and time of concluding the transaction and the monetary amount

associated with the ransacton.

tpdating a record may further include associating the identifier of the product wilh & slatus
incheding, for example that the product has been dispensad. in this manner, 8 product is finked
o an operator having handled the product al 2ach stage in the supply chain. Furthermorg, the
aparalor is auihenticated by providing biomaine information meaning that the product can be

accurately tracked as i movas through the supply chain.

In some embodiments, the operator is a supplisy and, at a following stags (82), an idenlifierof a
reciplent is oblained from, for sxample, a credential storage device of the recipient {e.g. the

recipients D smartcard).

The recipient s suthenticated at & next slage {84}, for example, by oblaining blometric
information from the recipisnt and comparing the cobilainsd biometric information to biomsiric

information stored on the slored on the credential slorags devics of the recipient.

Al a further stage (88}, the record is updated so a5 10 associale the identifier of the reciplent and
aptionally additional information with the identifier of the product. The slage {88} of updating the
record may inchude storing one or more of the identifier of the supplier, the identifier of the
recipiend, the dentifier of the product and additional information it ong or more of 2 digitsl
storage of the device, the oredential slorage devics of the supplier and the credential storage
device of the recipient. Preferably, at least somes or aif of the identifiers, including the identifier
of the supply chain management device, are oblained within the predefined iransaction tms

intarval,

The additional information may further include blomeine information of the recipisni; & time at
which the identifier of the recipient was oblained, and, g fime al which the recipieni was
authanticated, Updating the record may further include associating the ideniifier of the product
with a status including, for example that the product has been received. Thereafler, the product

may be dispensad from the suppliar o the reciplent.

Al 3 later stage (88), dale including the updatad record is transmitted o 3 third parly server:
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compuler for storage thereat,

Figure 3 is a flow diagram which Hustrates a method {70} for managing a3 supply chain, The
mathod (70) may be implementad by a supply chain management system and includes an initisl
stage (72} of obtaining an identifier of an operator, in this case being 2 supplisr, and

autheniicating the supplier.

At a following stage (74}, an ideniifier of & recipisnt is obiained and the recipient is

auvthenticated,

&t @ next stage (78}, diagnostic information relating b a recipient is reosived. In one case, the
diagnostic information may be recelved as an inpu fom the supplisr. For exampls, the supplier
may be 2 maedics! praciitioner who performs madica! tosls on g recipient and in doing 8o
diagnoses a condilion with which ihe recipient is suffering. The medical practitionsr may then
input the diagnostic information info & supply ohain managemend devics of the supply chain
management systemt.  In another case, the diagnostic nformation may be received from &
credential slorage device of the recipient, For exampls, the recipient may have pravicusly been
diagnosed with a condiion and diggnostic information relating therslo having been stored on

the recipient’s credential slorags devics.

At g following stags (78}, based on (he recelved diagnostic information, a8 product to be provided
o the recipient is identified. The product may be identifisd as bsing, for example, & suilable
medicameant 1 be faken in order o treat the condition with which the recipient has been

diagnossd,

In some embodiments, at a further stage (80}, the avallabllity of the relevant product may be
determined and, if the identified product is avallable, permission for release of the identifled
produci may be granted al & next stage (82) such that the recipient can lake delivery of the
product thers and then. | the ideniifisd product is not availabla, an allermnative supplier able o
release the identified product is identified at a further slage (84), In some cases, parmission
may be granied for release of the produst and stored in the cradential slorags device of the
recipient, along with an identifier of the produdt and any appropriats additional information, such
hat the reciplent may visit the allernstive supplier {&.g. 8 pharmacist) in order o oblain the

product,

Figure 4 s a8 flow chart showing an exemplary supply chain at macro level The supply chain
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includes manufactures (101}, which may be local or international, and a logistics centre (102}
which manages products manufactured by the manufacturer. Various ransportation {103
methods may be used by the logistics cendre {102} in ransporting the products to distributors
and importers (107).  Exemplary tansportation {103} methods include, air {104}, sea (108} or
road (106}, Transporling products o distributors and importers (107} may be referred to as
inbound logistics. Wholssalers and sub-distributors {108 supply retailers (108 who In tum
supply end operators {110}, a processes which is refered o as cutbound logistics. A supply
chain management device {111} may be used al sach stage within the cutbound logistics and
provides statistics and end-lo-end detall of the product that is made available o any of the

supply chain eperalors,

Figure 8 is a flow chart showing an sxemplary supply chain of pharmacsuticals at macro fpvel
The local and intemational manufacturers {201} perform 2 dual function; firstly, fo supply
government dirsctly via awarded {enders (202}, where the pharmaceuticals are distributed
dirgctly fo siale depots (203} who then supply slate health facliies {(204), szecondly, the
pharmaceuticals are distnbuled o distributors and importers (208) or o wholesalers and sub
distributars {208} or even dirgctly {o the private health sector (2113 Typically the privale haalth
sector s aplit bebween relall pharmacies (207), privale hospitals [208), maedical practitioners
{208} and other private business (210}

On a micrs level the process can be used within 2 specific segment of 3 corporation's supply
chain o caplure and manage data thal provides key interest Le. biomelrics only as part of

cutbound logislics.

Figure § is a flow chart showing an exemplary process of capluring operator information on a
credential storage device. The supply chain management device (308) may be & specifically
designed tablel computer. The operator {301} is the person designated 1o use the supply chain
management device (308). The operater may be anyons in the outbound amgisﬁcﬁ referred 10 in
Figure 4 {8.g. a distribuior, wholesaler and relalien). A cradential siorage device (302) is issusd
{303} 1o the designated operator (301) where all relevant personal detalls {304} are caplured.

Authaority levels (308} are silocated to the operalor (301) sccording to the function o be fulfilled.

Figure 7 is a flow chart of the scan process using the credential storage device and biometris
capturing device, The supplier (401} represents anvons in the sutbound logistics role except for
e end operator thal distribules producls (402) using the supply chain management device
{403}, The supplier {401) places his credential sibrage device (404} into a credential storage
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davice receiving module the supply chain management devics {403} to uniock the devics for
use. The supplier (401 provides his or her biomeiric {2.g. 2 finger (408} fo the biomelic
capluring device which caplures biomelric information (408). The supply chain management
device (403} authenticates (407} the caplurad biometlric information {408} against the credentia
storage device (404, If successful (408}, the barcode scanning process (408 is activaled. The
barcode of the product is scanned (410} and all the information {(2.q. supplier {operaion name,
blomatric information and product delais/identifien) s saved (411} to the supply chain

managament device (403},

Figure 8 is a flow charl showing information fesdback of & product 1o & menufaciurer. The
product (801} when distribuled In sutbound logistics has alf the relevant operalor information
linked fo i} when the distributor, the wholesaler, retaller and end-user use the barcods sean
functions {5302} of the supply chain management device, H will be appreciated that the process
preferably includes an authentication (803) of the product (801} through s idenitifier. in the
avent of the identifier of the produgt failling authentication, the ransaction s aperably cancellsd
with the preduct being Ragged or removed (504),

Figure § s & flow charl which Hlustrates an sxemplary process using the credential storage
davice, biomelric capturing devics and produst idemiifving device In the context of 2 supplisr and
a racipient caplure. The supplier {801) places hiz credential storage devics (803} into the
avatlable the credential storage devics rscsbving module the supply chain management device
{802} to uniock for the supply chain mansgement devics for use, The supplier (801} places
mrovides his or her biomelrie information {e.g. 8 finger (504} o the blomelrie capluring device
which caplures the biomsiic information {(e.g & fingerprind {805). The supply chain
managemeni device (B02) suthenticales {(B08) the biomsiric information {805 agsinst the
cradential storage devics {B03) ¥ successful {807} the product identification process (608} is
aclivated. The supplsr (801} identifies the product {e.g. by scanning the barcods of the
madicine (80%)) to be issusd io the reciplent (810}, The reciplent (810} places his credential
storage device inle the credential siorage device recsiving module the supply chaln
managament device (802} 1o unlock for use. The recipient (810} provides his biomsiric {8.g. 8
finger (812} to the blomelric capluning device which captures the blometric information {eg. &
fingerprint (813} Onece ths biomsirc information s suthenticated, the medizine (814 5
relegsed. Though the supply chain focus is on culbound logistics, the following processss can
be implemenied at inbound logistics as well, Where thers I8 3 supplier there is & raciplent, from
manufaciurer through the supply chain down o the retailer this system can caplure specific

gyants and intersclions,
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Figure 10 i3 g Bow charl which illustrales an sxemplary credential storags device enrolment
process. The operalor requests & cradential storage device {701 form the authoriser who then
approves {7021 the application and issues the relevant application form FO4) to the operglor io
compisie {(705). The reguest may also be declined (702} and sent back {703} for possible
reprecessing. When the operator completes {he application form {(FO5) the dooument is sant i
ihe enrolment depadment for processing. The application s reviewsd {708). The application
may be rejected or sent back for reprovessing (707) to the authoriser (708) and operator (VOS),
The gpplication can be resubmilisd when the highlighted problems are resolved. When the
agpplication meels the orileria, an operator profile is crealed (FI10) using the credential slorage
davice readsr software Insialied on the supply chaln managemen! device {714}, When the
snroiment depariment is ready the operalor’s presence is regquesied (718}, A photograph is
faken (T11) with the supply chain managemsnt device {714} a fingerprint (biometnic} scan is
faken {713} with the supply chain management device {714} and the credential storage devics
is personalised including the operator password, All the recorded data is storsd on the supgly

chain management device {714).

Figure 11 is a flow chart of an sxemplary supply chain management process using the supply
chain managemant system through the supply chain, The opsrator {801} {skes the supply chain
management device, places his credantial slorage device into the credential storags device
receiving module, scans, verifiss and asutheniicates {(802) his credentizls. The dals is recorded
{803} including & date and fims stamp {804) onto the supply chain management device, The
biometric capluring device is activated and the operator {BO1} places v.g. his finger on the
biometric capluring device, caplures a biometric and verifies {805} the caplured biometrie. The
data is recorded (B0} hcluding & dale and time siamp (B07) onto the supply chain
management device., The product identifving device s activated and the operator (801}
identifies the product (2.4, by scamnning, verifying andauthenticating (B08) 8 barcode). Once the
product has besn authenticaled as genuing {809), the data is recorded (812} induding 3 date
and time siamp {813} onlo the supply chaln management device. The product is ready 10 be
shipped or recsived (814} In the svent of the product feiling authentication it s not dispense bt
fagged (810, allowing for the product removal from the supply chain (811}

Figurs 114 1s a table of exemplary fracesabls dals as may be rscorded through various supply
chain stages described in Figure 11, Figure 118 is a lable of exemplary traceable dals for

pharmacsuticals 35 may be recorded through the various stages described in Figurs 114
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Figure 12 iz a flow chart of an sxemplary supply chain management procass which uses a
supply chain managemeni system bebween a supplier and & recipient {seeker). The suppher
(301 places his credential storage device into the credential slorage devics receiving modude of
his supply chain management device which scans and verifies (802) his credentiale. The data is
racorded (303} including & dale and fime slamp (804} onio the supply chain mansgament
device. The biomelric capluring device is activated and the operalor (801} provides biometric
nformation o the biomeldc capturing device which oblaing and verfies (805} blomelnic
iformation of the operalor. The data is recorded (808} including & dale and time stamp (807}
oo the supply chain managemsnt device, A product idenlifying device of the supply chain
managament device is activated 10 enable the supplier (801} to identify the produdt (e.g. by
scaning and verifying (808) a barcode thereof), The data is recorded {808} including & dale
and fme stamp (910 onlo the supply chain management devics, Thersaller, the medicing is
ready o dispense (811}, In order to take defivery of the medicine, the recipient (812} places his
cradential siorage device into the credential slorags device recelving module,  information
storad on the credsntial siorage device is obisined and verified {813) by the supplier {801}, The
datz is recorded {814} and dale and tme stamped {815} In the supply chain management
device. The blometric capturing device is aclivaied and the reciplent {812} provides his
Hometric {0 the blometric capluring device which obiains and verifies {818} biomelric
irformation of the recipient. The dals is recorded {817 and dale and me slamped {818} in the
supply chain management device, Thereafler, the supplisr {801} may dispense {818} the

medicing {o ths reciplent {812},

Figurs 13 is g flow chart which #lustrales an sxemplary supply chain management process
which utllises @ supply chain managament system o diagnosis and dispense medicing. The
raciplent {1004} arives al 8 health facility and presents his credential storags device {1005} 1o
tha supplier (1001} Inilially, the supplisr (1001} logs in (this includes Inserling his cradential
storage device into the credential siorage device receiving modules and providing & biometric
from which biometric information can be obiained) {1003} into the supply chain management
device {10033 The supplier (1001} inserly the reciptent’s {1004} credential siorage davice
{1008}, logs in and verifles (1008} {ihis includes fingerprint {(biomealric} scan} ine the supply
chain management device (1003}, The supplier {1001) performs the required lest (1807} {e.g. 3
medical tesl) on the reciplent (1004}, When a positive diagnosis (1008} has been esiablished,
e supplisr (1001 obiaing blomestric information {1008} of the recipient {1004} and records
{1010} the resulls on the credential storage devige {1005 and the supply chain managemend
davice {(1003). The suppher (1001} selects the sppropriale medicing {1011} and scans ihe
product barcode {1012) and records. the information to the supply chain management device
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{1003}, The supplier (1001} obtains biomstric information (1008} of the reciplent {1004) and
records (1040} the medicing infermation on the credential storage device (1005} and ths supply
chain management device {10031 The medicine is distributed (1013} o the recipient {1004} by
the supplisy {1001)

Figure 14 is g flow chart which Hlusirates inleraclions between g supply chain management
systam and a pharmacsulical supply chain al recipient level. The supply chaln management
system {1101} has 2 daisbase o add, retrisve or updale siored information lo manage stock
{1102}, to caplure personal details of the supplier {1103}, to caplure personal delails of the
recipient {1104} and o capture the tests resulls (1108} of the reciplant {1104}, Furthermore, the
supply chain managsement system {1101} caplures the data inpul by the supplier io delermine
the needs {1106} required by the reciplent {1104}, For axample, & positive test resull for malaria
alfows for the reisase of the appropriate madicines. Thae stock {1102) availability is checked to
asceriain whether the supplier has the ability to supply (1107} the approprizie stock. A decision
{1108} is made {o sither find an allernale supplier (1108} that has the legitimate stock i the
stock is nol avallable, ¥ avallable then releass (11O the iegitimate stock o the recipient
{1104},

Figure 144 is a fiow chart showing a detalled sub process associated with capluring personal
details of the supplier {1103} Hlustrated in Figure 14. The supplisr allocated to use the supply
chain management system (1101) complelas {1111} an application form {(1112% and §lis in his
parsonal details, namsly, full name with identification number (1113), contac! details (1114} e.g.
addrass, islephone number, small sic. and the position or ille {(1115) he holds within the
organizalion. The compleled form is handed fo the authoriser who caplures {1117) the delal
omto the supply chain management system {11015 The authoriser sels (1118} the authonily
fevel of the operator. The authoriser creatss a credential siorage device profile (1120} using
cradential slorage device software {1119} {as Hlustrated in Figurs 1), Onee the credential
storage device issus process is complele, the credential storage device is inserled inlo the
credential storage device recelving module of the supply chain management device and links
the credential slorage device profile (1121} 1o the supply chain managesment system {1101
The operator provides biometrie information which is caplured by & biometric capluring device
{1123} and the authoriser records the biomelio information {1123) and records the dala fo the

supply chain management syslem {1101}

Figure 148 is s flow charl flusiraling 2 datalled sub-process of capluring parsonal details of the

recipient {1104} .as #Hlusirated in Figure 14, The supplier aliocated o use the supply chain
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management system {1101} completas (1111} an applicaion form (1112} in fills In his personal
delais, namely, full name with identification number {1113} and contest details {1114) e
address, elephons number, emall, sto. The completed form is handed to the authoriser who
caplures {1117} the daiall onle the supply chain management system (1101} The authodser
creaies a credential storage device profile (1120} using the oredential slorage device softwars
{1118} {as ilustrsted in Figure 10}, Once the credeniial siorage device issus process is
complels, the cradential storags device is insarted into the credential storage device receiving
muodule of the supply chaln management device which links the credantial siorage devics profils
{1121} {0 the supply chain management system (1101 The operator provides blomelric
mformation (e.g. places his finger on 8 scanner) {1122) and the authoriser records the biomelric
information {e.g. fingerprint {1123} and saves the data (o the supply chain management system
{1101}

Figure 15 is a schematic diagram which flustrates a high level layout of an exemplary supply
chain management system. Using a cloud {2101) based server, & ceniral dalabase (2103
stores all information linked to the syslem.  Infrastucture includes various backend systems
utilised in the grocess. The infrastruciure includss stock confrol (2103) processes that are linked
{2104} fo & third party (2105 software system o exiracl the relevant information. The
infrastructure further includes a credential storage devics management {2108} sysiem which
uses its own software (2107) fo register and manags oparators. The produst alivcation and
distribution {2108} system is the procsss 0 select and issue product {8.g. madicing to the
reciptent {8.g. 8 patient). The stock conirod (2103} process and the produst aliocation and
chstribution {2108} system are linked {o the supply ohain management sysiem. A platform
includes & web bassd frontend system 2112) that aliows operalors to access the cloud via the

supely chain management devics {(2113)

Figure 19 i3 a schematic diagram which dlustraies a8t an intermediate level how third parly
software may interface with a supply chaln management system. Third parly soflwars refers {o
platforms which may be usad by thind parties slong the supply chain to manage their stock in
and stock oul. The stock contral (2201} process inchudes stock in (2203) which sends selecied
information to & race (2202} system. When slock is selecied (#205) and allocated {2204} the
selected nformation is sent {o the trace (2202) sysiem. Slock owt (2307) refers to the
distribution (2308} of stock 10 the recipient and salscled information is sent io the racs (2203}

sysiem,

Figure 184 is a flow disgram which flusiraies an infermediale level of data fow belween a -
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supplier andior a recipient and 2 supply chain management sysiem. The invenlory (2208} on
hand {3309} on the reciplent / supplier platform nesds o mirrer {2210} to the inverdory (2211)
database on the supply chain management system. Each stock Hem (2212} will track data

racaived, 8% will be sxplained further below,

For stock in, recipient { supplier platform processes invenlory received (2213} and updates the
iventory (2208} on hand (2209). The supply chain management syslem reoonds the operalor
information {3214} {(ncluding  Information oblained from & credential storage device and
biometlric capturing device) with & date and tme E2158) of ransaction. The capturad information

i5 recorded (2216} against the individual stock itern (2212} (8., against & product ideniifien.

For stock out, the recipient andior supplier platiorm processes inveniory dispatched (2217) and
updates the inventory (2208} o hand (2208} The supply chaln managemant system records
the operator information {(2214) {neluding information obitained from a credsntial storage device
and biomelic capling device) with g date and fime (3215} of ransaction. The captlured
information is recorded (2218} against the individual stock tem (23312} {e.g. against & product
identifier).

Figure 168 is g flow disgram which Bustrates an inlermediale level of data flow belween a
supphar andfor 2 reciplen! and the supply chain management sysiem. inventory (3208} on hand
{3200} on the recipient / supplisr platform nseds W mirvor (3218) {o the inventory (3211
database on the supply chain management sysiem. Each stock Ham {3212) will frack data
received. The reciplent / supplier platform allocates (3218) avsilabls inventories {3208) to be
distributed {3219}, The supply chain management system records the operator information
{3214} (including nformation oblained from & credential storags device and biomeinic capluring
device) with @ date and time (3218) of transaction. The caplured information is recorded (3218)
against the individual stock itlem (3213).

Figure 17 i3 8 high leve! lowchart which Husirates exemplary inlerfaces belween a supply chain
managameni sysiem and a recipient / supplier system. The recipient / supplier system includes
& storage dalabase (3301) which may reside on & server {3302). The ssrver (3302} in tum
connects o a front end workstation (3304} sidher directly or through a cloud platform {3303}
The recipient 7/ supplisr is able o log into the froni and worksiation {3304} and loads an
appropriste software program {3305} which manages stock (3308}, Slock is sither receivad

{3307} or issusd (3308} as may be appropriate. The supply chain management system includes

- & siorage database (3308) which may raside on g server (33101 The server (3310} connects io
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e supply chain management device (3312} through a cloud {3311} platform. The supply chain
management software {3313} is operable o gather information from the reciplent / supplisr
platform as slock s recsived, sold, dispensad or the fike. A process and connactivity module is
providad which includas a rack moduie (3314}, The track moduls (3314) enables a raceability
and transparency process that follows the joumey of the stock (3307} and (3308 from
manufaciurer o end-operator depanding on the supply chain needs. An gllocate module (3315}
i provided which enables an aliocalion and accountabilily process that checks the siock
avatlability (3308} and suggests allernative supply, whather at sourcs or alismative oplions. A
distribute module (3318} is provided which snablas a designation and distiibution process for

selling or dispansing (3308} of stock,

Figure 184 is a flowohart which Husirates conneclivily which may be implemantsd belween g
supplier § recipient system and a supply chain management syslem according o ons
gmbodimant.  In this embodiment, 8 supply chain management device s used alongside a
suppHer { recipisnt work siation.  An operalor (3401} logs into the supply chain managsement
davice {3402), inserls his credantial slorage device (3403} and provides biometric information
for capture by a blomestric capluring device (3404}, The information Is sent {o a third parly server
computer {(3408) which then relessas (3408} the work station (3407} o do the reguired
processes {3408). The work siation may, for exampls, identify 8 produst which is io be
dispensed or disposed of, or ideniify & product which is to bs received. The dalg is
synohronised (3408) belween the third party server computer (3405} and the central server
compuier {3410}

Figure 188 is a flowchart which illustrates connectivity which may be implemenied belwasn a
supplier / recipient system and & supply chaln management system according fo another
gmbodiment. in this embodiment, the supplier { reciplent work station inlerfaces with the supply
chain management sysiem for the entire process. The operator {4401} logs inlo the supplier {
recipient work siation {4407}, inseris his credentisl slorags device {4403} and provides
hiometric information using the biomesiric capluring devics (4404}, The information is sent fo the
third party server computer (4408} which then releases (4408} the work station (4407} {o do the
required processes (4408} The dala is synchronised {44098) between the third parly server
computer {4405} and the ceniral server computer (44703,

Figure 18C is a Bowchar! which illustrates connectivity which may be implemented betwean a
suppiier { recipient sysiem and g supply chain management system according 1o yet another

smbodiment. [n this ambodimant, the supply chain management device usss the supply chain
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managament sysiem for the entirg process.  The operator (8401} logs inle the supply chain
management device {5403}, inseris his credential storags device (8403 and provides blomstric
wformation using the biomelric capluring device {8404), The informalion is sent fo the third
party servar computer (3408) which then relsases (5408) the supply chain managemeant devics
{5402} to do the required processes {5408} The dails is synchronised (840%) belween the third
party server compuder (5405} and the central server computer (5410}

Figure 18 is a flow chart which llustreies method for synchronising data betwesn 3 supplisr /
recipient system (2. & third parly sever) and & supply chain management systam (8.g. 8
cantral servern}, The supplier / reciplent system server storage (3501) exporis the data (8802} in
a text formal (3503}, The rasuliant text e is encrypted (5504) and uploaded to {5505} 8 secure
He transfer protoco! (FTP) server (8508}, The supply chain management sysiem accesses the
secure FTP server {5508} remolely and downloads {3807} the data. Ths dala is transferred
{3508} to a ceniral server computer storage (5508) whersal the text fie is decrypted (8510}
Such an implemeniation desoribed above with reference to Figure 18 may require mors
resource managemend than process management. This may in tum require significantly less
programming. In some cases, the synchronisation may lake place at set intervals, e.g. howdy,
datly, weskly, monthly, and the like. The intervals may be initinted or controlled by & recipient /

supphier.

Figure 20 is g flow charl which dlustrates an sxsmplary event criteria of data colisction.
Cparators (8801) may be the employess or contraciors who fulfl the varous processes (8604)
of slock movement (8608}, The opersior dala (5602} collscts information inchuding: operalor
name; operator position; operator authentication {e.g. credential slorage device information,
biometric information),  This information s stored in the server (8803} slorage database. The

various processes (5604) done by the operators (5801} relaling o stock movement (8808) that

affect the stock balance {8807Y include: Invoicing  steck oul) credil notes siock ouwl reversed;

goods receiving siock in) debit notes siock in reversed; siock fske slock adjustmaents, wasts

stock adjustrments; spollage stock adjusiments; and, expired stock adiustments.

An example of what a text file may look ke could be a3 follows:

Mame, Position, Date, Time, 1D authenticalion, Biomelric authenlicalion, Frocess, Description
John Srnith, Accounts Pavable, 8 May 2015, 08:00am, True, Trus, Goods Regsiving, Slock in
Pate Jones, Storeg Controffer, 18 May 20185, 11:18am, True, frue, Expirad, Sfock adiusimsnis

Figures 21A-210 jHustrale various views of an sxemplary supply chain management devicse
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{55}‘?2}, The supply chain management device {8012) includes g poriable device {S014)
detachable from the supply chain managemeant device (B012) and which includes 3 biomatric
capturing devics, a credential storage device receiving module and 8 product identifving
componant. The supply chain management device {8012} also includes delachable transmiiting
component (033}, which may be in the form of 2 portable modem, and is operable to transmit
tala via one or more of the group of a long range wirsless area network (LoRAWAN), &
sateliite communication nk; a coliular communication Hnak such as @ universal mobile
islecommunications system (UMTS} link {e.g. 3G, 4G, LTE, eic) andfor giobal sysiem for
mobile communications {(GSM); & wired local arss network; and a wirelsss local arsa nedwark
{&.g. Wi-Fl). In this manner, the supply chaln management device may be operable in remots
argas, even ouiside of the range of lerestriabbassd communication networks,  The supply
chain management device (B012) further includes & porlable electronic devics (S050) and =
porfable product ientifying device {8082), both of which sre detachable from the supply chain

managamant devina,

Figures 22A-220 Hlusirate vartous views of an exemplary portable device (8014} which may be
utiised in aspecls of the disdlosure. The poriabls device (8014) includes a biometric caplwring
device (8024}, a credential storage device receiving module (8020) and a product identifying
component (8028),

Figures 234-23E Bustrate varlous views of an sxemplary porable product identifying device
{8082}, inchuding a product identifying component, which may be utifised in aspecis of the

disclosure,

Figures 244 and 248 Hlustrates ancther embodiment of the supply chain management device
Y012 including a palr of operalor identifying modulss 7013, 7015, in the form of blomeirie
fngerprint or finger vain scannears, and a palr of secondary operalor identifying modules TO17,

TO1Y, in the form of card readers,

The supply chain management device 7012 further includes a product identifving compeonent
7021, v the form of & barcode scannet, and a soreen 7023, With the supply chain management
device TO12 configured in this manner, a blomelric and ssoondary identifier of sach of the
suppher and the recipient, as well as the identifier of the produst can be obiained near
simuftanecusly, and cersinly within the predefined transaction time interval, constiluting a

virtual handshaks,
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it is envisaged that the invention will lend o what is rving to be achisved undsr legisiation (or
proposed legislation) in the Uniled Stales of America and the Ewopean Union, namely The

Drug Supply Chain Sscurity Act and the Faisifled Medicines Dirsclive.

The foregoing desoription of the embodiments of the invenlion has been prasented for the
purpose of Hustration, # is not intended (0 be exhaustive or 1o Hmil the invention to the precise
forms disclosed. Persons skilled in the relevant art can appreciale that many modifications and

varialons are possible i Hght of the above discioswrs,

Some porlions of this description describe the embodiments of the invention in lerms of
aigorithms and symbolic represeniations of operations on information.  These aigorithmic
descriptions and representations arg comwmonly used by those skilled in the data processing
arts 1o convey the subsiance of thelr work sfleclively o others skilled in the arl.  These
operations, while descoribed funclionally, computationally, or legically, are undersinod o be
implamenied by computer programs or egquivalent slectrical circuils, micrecods, o the ke, The
described operations may be embodied in software, firmware, hardwars, or any combinations

theraof.

The softwars componants or funclions describad in this application may be implemenied as
software code to be sxacuted by one or more processors using any suitable computer languags
such as, for example, Java, G+, or Perl using, for exampls, conventional or objeci-orienied
fechnigques. The software code may be slored as a serfes of instructions, or commands on a
non-ransifory compulerreadable medium, such as a random acoess memory (RAM), 3 read-
only memory (ROMS, 2 magnelic medium such as a herd-drive or & floppy disk, or an oplical
medium such as & CO-ROM. Any such computerresdable madium may also resides on or
within 8 single compulstional apparatus, and may be present en or wilhin different

compulational apparaiuses within a system or network.

Any of the steps, operations, or processes desoribed hersin may bs performed or implemented
with one or more hardwars or software modules, along or in combination with other devices, In
one embodiment, a software module s implemented with a8 compulsr program produst
camprising & non-ransient computerreadable medium containing computer program code,
which can be sxscuted by a compuler processor for performing any or all of the steps,

operations, of processes deseribed,

Finaily, the language usad in the specification has been principally selected for readability and
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nstructional purposes, and & may nol have hesn selecled io delineale or cireumsornibe the
wentive subject matier. it is therefore infended that the scops of the invention be limiled not by
ihis delalled description, but rather by any claims that issus on an applicetion based hereon.
Accordingly, the disclosurs of the embodimenis of ihe invention is infended (o be Hlusirative, but

not fimiting, of the scops of the invention.

Throughou! the specification unless the conienis reguires otherwiss the word ‘comprise’ or
variations such as ‘comprises’ or ‘comprising will be undersiood to imply the inclusion of 8
stated inleger or group of inlegers bul not the exclusion of any other inleger or group of

intagers.
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CLAIMS:

1. A method for processing a transaction via a transaction device including the steps of:
providing a supply chain management device comprising:
a product identifying module; and
an operator identifying module for identifying at least one operator handling a
product, the operator identifying module comprising a biometric identifying component and a
secondary identifying component;
(A) obtaining an identifier of the at least one operator handling the product;
(B) authenticating the at least one operator by using the at least one operator identifying
module;
(C) obtaining an identifier of the product using the product identifying module
associated with the transaction device;
(D) updating a record to associate the identifier of the at least one operator with the
identifier of the product; and
cancelling the transaction if the step of obtaining the identifier of the product does not
occur within a predefined transaction time interval that is negligible such that the identifier of the
product is obtained approximately simultaneously with the step of obtaining the identifier of the
at least one operator from both the biometric identifying component and the secondary

identifying component

2. The method according to claim 1, wherein the updating of the record includes storing at
least one of:

the identifier of the at least one operator; and

the identifier of the product in at least one of a digital storage of the transaction device

and a credential storage device.
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3. The method according to claim 2, further comprising:
a step of transmitting data including at least one of:
the identifier of the at least one operator; and
the identifier of the product to a third party server computer for storage, wherein

the data transmitted in operably encrypted.

4. The method according to claim 3, wherein:
the step of obtaining an identifier of the at least one operator includes obtaining an

identifier from a credential storage device of the operator.

5. The method according to claim 4, wherein:
the step of authenticating the at least one operator includes:
obtaining biometric information from the at least one operator; and
comparing the obtained biometric information to biometric information stored on

at least one of the transaction device and the credential storage device.

6. The method according to claim 5, wherein:

the at least one operator is a supplier of the product and further wherein the method
includes the steps of: obtaining an identifier of a recipient of the product; and, authenticating the
recipient.

7. The method according to claim 6, wherein:
the step of obtaining the identifiers of the supplier and the product include obtaining
within the predefined transaction time interval the identifier of the recipient.

8. The method according to claim 7, wherein:
the step of obtaining the identifiers of the supplier and the product further includes:
obtaining an identifier of a transaction device, the identifier of the transaction

device being at least one of:
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a unigue number associated to such transaction device; and
a specific location of such transaction device at which the transaction
device is located when the transaction is processed, wherein the step of obtaining the identifiers

is timed by a timing means.

9. The method according to claim 8, wherein:

the step of obtaining an identifier of a recipient includes obtaining an identifier from a
credential storage device of the recipient; and

the step of authenticating the recipient includes obtaining biometric information from the
recipient and comparing the obtained biometric information to biometric information stored on

the credential storage device of the recipient.

10.  The method according to claim 9, wherein:

the step of obtaining an identifier of a transaction device includes obtaining an identifier
from a credential storage device of the transaction devices; and

the step of authenticating the transaction device includes comparing the obtained
transaction device identifier of a transaction device information stored on the credential storage

device of the transaction devices.

11. The method according to claim 10, wherein:
the step of updating a record includes associating the identifier of the product with at

least one of the identifiers of the supplier, the recipient and the transaction device.

12. The method according to claim 11, wherein:
the step of updating a record includes associating the identifier of the product with a
status from a group of statuses including: product received; product dispensed; product sold; and

product returned.
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13.  The method according to claim 12, wherein:
the step of obtaining an identifier of the product includes a step of authenticating the
identifier of the product thereby to authenticate the product.

14.  The method according to claim 13, further comprising:
a step of associating a successful transaction with the identifier of the product such that a
downstream transaction is allowable only upon successful completion of an upstream

transaction.

15.  The method according to claim 14, further comprising:
a step of receiving diagnostic information relating to the recipient, wherein the diagnostic
information is capable of being inputted by the at least one operator and for the received

diagnostic information to be stored on the credential storage device of the recipient.

16.  The method according to claim 15, wherein the step of receiving diagnostic information

includes receiving such information from a credential storage device of the recipient.

17.  The method according to claim 16 further comprising: based on the received diagnostic
information, identifying a product to be provided to the recipient; and responsive to identifying
the product, granting permission for release of the identified product.

18.  The method according to claim 17 further comprising:

a step of determining whether the identified product is available; and: (i) if the identified
product is available, granting permission for release of the identified product, and (ii) if the
identified product is not available, identifying an alternative operator able to release the

identified product.

19.  The method according to claim 18, wherein the step of updating a record to associate the

identifier of the at least one operator with the identifier of the product further includes
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associating the identifier of the at least one operator with additional information, the additional
information includes one or more of:

biometric information of the at least one operator, supplier and/or the recipient; a
time at which the identifier of the product was obtained,;

a time at which the identifier of the at least one of the at least one operator,
supplier and the recipient was obtained;

diagnostic information; and

at least one of a time at which the at least one operator, supplier and/or the
recipient was authenticated; the date and time of concluding the transaction; and the monetary

amount associated with the transaction.

20. A method for processing transactions, the method conducted at a central server computer
in communication with a number of third party server computers, comprising:
providing a supply chain management device comprising:
a product identifying module; and
an operator identifying module for identifying at least one operator handling a
product, the operator identifying module comprising a biometric identifying component and a
secondary identifying component;
receiving, from each third party server computer, as a product moves from one person or
entity to another, data associated with the product, the data having been received at each third
party server computer from a transaction device operated by an operator handling the product,
the transaction device having: obtained an identifier of the operator; authenticated the operator;
and obtained a product identifier of the product, wherein:
obtaining at least the identifier of the operator, using both the biometric
component and the secondary identifying component, and the identifier of the product are
obtainable within a predefined transaction time interval that is negligible such that the identifiers
of the operator and the product are obtained approximately simultaneously, outside of which the

transaction is operably cancelled; and



39

updating a record to associate the identifier of the operator and optionally

additional information with the identifier of the product.

21. A system for processing a transaction, the system including a transaction device
comprising:

an operator identifying module for obtaining an identifier of an operator handling a
product;

an authentication component for authenticating the operator;

a product identifying component for obtaining an identifier of the product using the
product identifying component;

a record updating component for updating a record to associate the identifier of the
operator with the identifier of the product and optionally additional information; and

a timing component for timing a predefined transaction time interval within which at
least the identifier of the operator and the identifier of the product must be operatively obtained

substantially simultaneously, and outside of which the transaction is operably cancelled.

22.  The system according to claim 21, wherein:

the operator identifying module includes a credential storage device receiving module
and for obtaining an identifier of an operator to include obtaining an identifier of the operator
from a credential storage device of the operator.

23.  The system according to claim 22, wherein:

the authentication component includes a biometric capturing device;

authenticating the operator includes obtaining biometric information from the operator
and comparing the obtained biometric information to biometric information stored on one or

both of the transaction device and the credential storage device.
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24.  The system according to claim 23, wherein:
the product identifying component includes one or both of a barcode scanner and a radio-
frequency identification (RFID) tag reader; and

the system authenticates the identifier of the product.

25.  The system according to claim 24, wherein:
the transaction device includes a transmitting component for transmitting data including
one or more of the identifier of the operator, the identifier of the product and additional

information to a third party server computer for storage thereat.

26.  The system according to claim 25, further comprising:
a server computer including:
a receiving component for receiving data from the transaction device;
a storing component for storing the received data; and
a synchronising component for synchronising the stored data with a central server

computer.

27.  The system according to claim 26, wherein:
the additional information includes one or more of:
biometric information of the operator, a supplier and/or a recipient;
a time at which the identifier of the product was obtained;
a time at which an identifier of the operator, supplier and/or the recipient was
obtained; diagnostic information; a time at which the operator, a supplier and/or a recipient was
authenticated; the date and time of concluding the transaction; and the monetary amount

associated with the transaction.

28. A system for processing transactions comprising:
a central server computer in communication with a plurality of third party server

computers, comprising:
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a synchronising component for: receiving, from each third party server computer
as a product moves from one person or entity to another, data associated with the product, the
data having been received at each third party server computer from a transaction device operated
by an operator handling the product, the transaction device having: obtained an identifier of the
operator, authenticated the operator, and obtained a product identifier of the product, wherein:

at least the identifier of the operator and the identifier of the product are obtained
within a predefined transaction time interval in which the identifiers are obtained approximately
simultaneously, outside of which the transaction is operably cancelled; and

updating a record to associate the identifier of the operator and optionally

additional information with the identifier of the product.

29.  The system according to claim 28, wherein:
the additional information includes one or more of:

biometric information of the operator, a supplier and/or a recipient;

a time at which the identifier of the product was obtained;

a time at which an identifier of the operator, supplier and/or the recipient was
obtained; diagnostic information; a time at which the operator, a supplier and/or a recipient was
authenticated,

the date and time of concluding the transaction; and

the monetary amount associated with the transaction.

30. A transaction device including:

an operator identifying module for obtaining an identifier of an operator handling a
product;

a product identifying component for obtaining an identifier of the product using the
product identifying component;

a communications module for transmitting and receiving data for at least the purposes of

authenticating the operator; and
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a timing component for timing a predefined transaction time interval within which at
least the identifier of the operator and the identifier of the product must be operatively obtained
substantially simultaneously, and outside of which the transaction is operably cancelled.

31.  The transaction device according to claim 30, wherein:
the operator identifying module is at least one biometric scanner for scanning a biometric

of the operator, which operator may be one or both of a supplier and a recipient.

32.  The transaction device according to claim 31, further comprising:
at least one secondary operator identifying module for obtaining a secondary identifier of
an operator, the secondary operator identifying module being:
(i) a user input for inputting a unique supplier PIN and a unique recipient PIN;
(ii) a card reader for reading a unique supplier card and a unique recipient card; or
(iii) a RFID tag reader for reading a unique supplier tag and a unique recipient
tag.

33.  The transaction device according to claim 32, wherein: the device includes a pair of

biometric scanners and a pair of: (i) card readers; or (ii) tag readers.

34.  The transaction device according to claim 33, wherein: the product identifying

component includes one or both of a barcode scanner and a RFID tag reader.

35.  The transaction device according to claim 30, further comprising: a record updating
component for updating a record to associate the identifier of the operator with the identifier of

the product and optionally additional information.



