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(54) Title: ANALYSIS SYSTEM, ANALYSIS DEVICE, ANALYSIS METHOD, AND RECORDING MEDIUM HAVING ANA­
LYSIS PROGRAM RECORDED THEREIN 

(57) Abstract: An analysis system that obtains data includ­
ing an encryption key relating to encrypted communications 
executed between an information communications device 
and a communications network, from a memory space held 
by the information communications device. The analysis 
system comprises: a memory acquisition unit capable of ob­
taining at least part of the data held in the memory unit, 
from the information communications device having a cal­
culation unit and a memory unit; and a communications pro­
cessing unit that determines whether or not key data is held 
in the memory unit, on the basis of communications data 
sent and received between the information communications 
device and the communications network in accordance with 
an encrypted communications protocol, and instructions the 
memory acquisition unit to obtain data held in the memory 
unit, on the basis of the determination results, said key data 
including the encryption key used in encryption processing 
in the encrypted communications protocol. 
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FIG. 17: 
1701 Information communications device 
1701a Calculation unit 
1701b Memory unit 
1702 Memory acquisition unit 
1703 Communications processing unit 
1705 Communications network 

J6<±BE> ^E g 

tz=f -1 (Dmm £*> a^asu t, £m * *> „ ±BE> ^E gLT±BE> ̂E gSPICKSti 



wo 2016/047110 AI III llll IIII III Hill lllll III III III III! Illll Illll lllll 111 111 lllllll llll 111 llll 

- (^^21^(3)) 


