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IC CARD SYSTEM AND INFORMA nON REGISTERING METHOD 

BACKGROUND 

Technical Field 

Embodiments of the present invention relate to an IC card system and an 

information registering method. 

Related Art 

In recent years, technologies for using biometric information such as 

10 fingerprints for personal authentication of integrated circuit (lC) cards have been put into 

practical use as disclosed in Japanese Unexamined Patent Application, First Publication 

No. 2015-228570 and Japanese Unexamined Patent Application, First Publication No. 

2009-169809. In such IC card systems, in order to perform personal authentication, it is 

necessary to register authentication data (biometric authentication information) based on 

15 biometric information of a user in the IC card. The IC card systems in related art are 

not convenient because it is necessary to visit certain facilities such as counters of banks 

so as to register authentication data. 

20 

BRIEF DESCRIPTION OF THE DRAWINGS 

FIG. I is a block diagram illustrating one example of an Ie card system 

according to a first embodiment; 

FIG. 2 is a diagram illustrating an example of data of a user information storage 

according to the first embodiment; 

FIG. 3 is a diagram illustrating an example of data of a contract information 

25 storage according to the first embodiment; 
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FIG. 4 is a diagram illustrating an example of the configuration of the hardware 

of an IC card according to the first embodiment; 

FIG. 5 is a block diagram illustrating an example of the functional configuration 

of an IC card according to the first embodiment; 

FIG. 6 is a diagram illustrating one example of an operation of an IC card system 

according to the first embodiment; 

FIG. 7 is a block diagram illustrating one example of an IC card system 

according to a second embodiment; 

FIG. 8 is a block diagram illustrating an example of the functional configuration 

10 of a reader/writer device and an IC card according to the second embodiment; and 

15 

FIG. 9 is a diagram illustrating one example of an operation of an IC card system 

according to the second embodiment. 

DETAILED DESCRIPTIONS 

Hereinafter, IC card systems and information registering methods according to 

embodiments will be described with reference to the drawings. 

(First embodiment) 

FIG. 1 is a block diagram illustrating one example of an IC card system 100 

according to a first embodiment. As illustrated in FIG. 1, the IC card system 100 

20 includes an IC card 1, an IC card management server 3, a mobile network operator 

(MNO) server 4, and a terminal device 5. The IC card management server 3, the MNO 

server 4, and the terminal device 5 are connectable through a network NWI. 

The IC card management server 3 is a server apparatus that manages the IC card 

1. For example, when biometric authentication information based on fingerprint 

25 information is to be registered in the IC card 1, the IC card management server 3 requests 
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the MNO server 4 to make an inquiry regarding a user of the Ie card 1 based on user 

information. In addition, in a case in which the validity of a user using the Ie card 1 is 

verified, the Ie card management server 3 transmits a generation request that includes a 

card ID (card identification information) and a secret key for generating a registration 

5 application registering biometric authentication information to the MNO server 4. 

In addition, the Ie card management server 3 includes a network (NW) 

communicator 31, a server storage unit 32, and a server controller 33. 

The NW communicator 31 is connected to the network NWI using a wireless 

local area network (LAN) communication or the like and performs various kinds of 

10 communication through the network NWI. The NW communicator 31, for example, is 

connected to the MNO server 4 or the terminal device 5 through the network NWI and 

performs various kinds of communication when biometric authentication information is 

registered in the Ie card 1. 

The server storage unit 32 stores various kinds of information used by the Ie 

15 card management server 3. The server storage unit 32, for example, includes a user 

information storage 321. 

The user information storage 321 stores a card ID and a secret key (common 

key) used when user information and biometric authentication information relating to a 

user using the Ie card 1 are registered in the Ie card 1. Here, an example of data stored 

20 by the user information storage 321 will be described with reference to FIG. 2. 

FIG. 2 is a diagram illustrating an example of data of the user information 

storage 321 according to this embodiment. 

As illustrated in FIG. 2, the user information storage 321 stores a "card ID," 

"user information," a "secret key," and "registration/non-registration of biometric 

25 authentication information" in association with each other. Here, the "card ID" is card 
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identification information used for identifying the IC card 1 and, for example, is an 

individual ID. 

The "user information," for example, is information relating to a contract of a 

subscriber identity module (SIM) card 60 for mobile communication with a mobile 

5 phone or the like for which a user has a contract. In the "user information," for example, 

a ''user name," a "telephone number," and the like are included. The ''user name" is a 

name of a party of a contract of the SIM card 60, and the "telephone number" is a 

contract telephone number of the SIM card 60 (for example, a mobile phone number). 

The "secret key" represents a secret key used when biometric authentication 

10 information is registered in the IC card 1, and the "registration/non-registration of 

biometric authentication information" represents whether or not biometric authentication 

information has been registered in the IC card 1. 

The example illustrated in FIG. 2 represents that, as "user information" of an IC 

card 1 of which a "card ID" is "AAAAAA," the "user name" is "AABB," and the 

15 "telephone number" is "090XXX: •••. " In addition, it is represented that a "secret key" 

of the IC card 1 is "KEYl," and "registration/non-registration of biometric authentication 

information" is "not registered." 

In addition, it is represented that, as "user information" of the IC card 1 of which 

a "card ID" is "BBBBBB," the "user name" is "ABDD," and the "telephone number" is 

20 "090YXY···." In addition, it is represented that a "secret key" of this IC card 1 is 

"KEY2," and "registration/non-registration of biometric authentication information" is 

"registered. " 

Referring back to FIG. 1, the server controller 33, for example, is a processor 

including a central processor (CPU) and the like and integrally controls the IC card 

25 management server 3. The server controller 33, for example, executes various 
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processes such as a process of registering biometric authentication information in the Ie 

card 1 and the like. The server controller 33 includes a registration processor 331. 

The registration processor 331 executes a process of registering biometric 

authentication information in the Ie card 1. For example, in response to a request for 

5 registering biometric authentication information from the terminal device 5 to be 

described later, the registration processor 331 may request the MNO server 4 to make an 

inquiry regarding a user based on user information. 

For example, the registration processor 331 receives a registration request 

including information that can be used for identifying a user (for example, a user name, a 

10 telephone number, a card ID of the Ie card 1, or the like) through the NW communicator 

31. In response to this registration request, the registration processor 331 searches for 

user information corresponding to the information that can be used for identifying a user 

from the user information storage 321 and acquires the user information from the user 

information storage 321. The registration processor 331 transmits an inquiry request 

15 including the acquired user information (for example, a user name and a telephone 

number) to the MNO server 4 through the NW communicator 31. In other words, the 

registration processor 331 requests to make an inquiry regarding a user using the Ie card 

1 based on the contract information of the SIM card 60. 

In addition, the registration processor 331 receives a result of the inquiry 

20 regarding a user acquired by the MNO server 4 through the NW communicator 31. For 

example, in a case in which the validity of the user is verified in accordance with the 

result of the inquiry regarding a user, the registration processor 331 may transmit a 

generation request for generating a registration application (a generation request) to the 

MNO server 4. Here, the generation request is a request for generating a registration 

25 application that is a dedicated application for registering biometric authentication 



5 

6 

information in the Ie card 1. In this generation request, as information used for 

generating a dedicated registration application for the Ie card 1 for which the validity of 

a user has been verified, for example, a card ID, a secret key, and the like may be 

included. 

For example, in a case in which the validity of the user has been verified, the 

registration processor 331, for example, acquires a card ID and a secret key 

corresponding to the Ie card 1 for which the validity of the user has been verified from 

the user information storage 321. The registration processor 331 transmits a generation 

request including the card ID and the secret key that have been acquired to the MNO 

10 server 4 through the NW communicator 31. In addition, in the generation request, 

information representing a telephone number may be included for identifying the SIM 

card 60. 

In addition, the registration processor 331 receives a notification of completion 

of generation of a registration application from the MNO server 4 through the NW 

15 communicator 31. For example, in a case in which a notification of completion of 

registration of biometric authentication information has been received from the terminal 

device 5 (the SIM card 60) through the NW communicator 31 after reception of the 

notification of completion of generation of the registration application, the registration 

processor 331 ends the process of registering biometric authentication information. In 

20 addition, in a case in which a notification of completion of registration of biometric 

authentication information has been received after reception ofthe notification of 

completion of generation of a registration application, the registration processor 331 

changes the "registration/non-registration of biometric authentication information" 

corresponding to the Ie card 1 stored by the user information storage 321 to "registered." 

25 On the other hand, in a case in which the validity of the user has not been verified in 
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accordance with the result of the inquiry regarding the user, the registration processor 

331 stops the process of registering biometric authentication information. 

The MNO server 4 (one example of a SIM management server) is a server 

apparatus managed by a mobile communication service provider and, for example, 

5 manages the SIM card 60. For example, the MNO server 4 may execute a process of 

making an inquiry regarding a user (a party of a contract of the SIM card 6) in 

accordance with the inquiry request described above and execute a process of generating 

a registration application in accordance with the generation request described above. In 

addition, in a case in which the process of generating a registration application is 

10 completed, the MNO server 4 notifies the terminal device 5 of a download notification of 

the registration application. 

The MNO server 4 includes a NW communicator 41, a server storage unit 42, 

and a server controller 43. 

The NW communicator 41 is connected to the network NWI using wired local 

15 area network (LAN) communication or the like and performs various types of 

communication through the network NWI. The NW communicator 41, for example, 

performs various types of communication when it is connected to the IC card 

management server 3 or the terminal device 5 through the network NWI and registers 

biometric authentication information in the IC card 1. 

20 The server storage unit 42 stores various kinds of information used by the MNO 

server 4. The server storage unit 42, for example, includes a contract information 

storage 421. 

The contract information storage 421 stores information relating to a contract of 

the SIM card 60. Here, in the information relating to a contract, for example, contract 

25 information registered when a contract is made for the SIM card 60 is included. Here, 
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an example of data stored by the contract information storage 421 will be described with 

reference to FIG. 3. 

FIG. 3 is a diagram illustrating an example of data of the contract information 

storage 421 according to this embodiment. 

As illustrated in FIG. 3, the contract information storage 421 stores a "user 

name," an "IMSI," and an "MSISDN" in association with each other. Here, the "user 

name" is a name of a party of a contract of the SIM card 60, the "IMSI" is an 

international mobile subscriber identity (IMSI) of the SIM card 60 and is card 

identification information used for identifying the SIM card 60. In addition, the 

10 "MSISDN" is a mobile subscriber integrated services digital network number (MSISDN) 

corresponding to the SIM card 60 and is information representing a telephone number 

corresponding to the SIM card 60. The "IMSf' and the "MSISDN" are stored also in 

the SIM card 60 to be described later. 

In the example illustrated in FIG. 3, for example, it is represented that an "IMSf' 

15 corresponding to the user name "AABB" is "XXXX," and an "MSISDN" is 

"XXX090XXX •••. " In addition, it is represented that an "IMSI" corresponding to the 

user name "ABDD" is "YYYY," and an "MSISDN" is "XXX090YXY •••. " 

Referring back to the description of FIG. 1, the server controller 43, for example, 

is a processor including a CPU and the like and integrally controls the MNO server 4. 

20 F or example, when biometric authentication information is registered in the IC card 1, 

the server controller 43 executes a process of making an inquiry regarding a user based 

on the contract information of the SIM card 60 in response to the inquiry request 

described above. In addition, the server controller 43 executes a process of generating a 

registration application in response to the generation request described above. 

25 The server controller 43 includes an inquiry processor 431 and a registration 
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application (AP) generator 432. 

In a case in which a request for making an inquiry regarding a user is received 

from the Ie card management server 3 through the NW communicator 41, the inquiry 

processor 431 executes a user inquiry process. The inquiry processor 431, for example, 

5 compares a user name and a telephone number, which are user information included in 

the inquiry request, with the contract information stored by the contract information 

storage 421 and determines the validity of the user as the user inquiry process. The 

inquiry processor 431 transmits a result of the user inquiry to the Ie card management 

server 3 through the NW communicator 41. 

10 In a case in which a request for generating a registration application has been 

received from the Ie card management server 3 through the NW communicator 41, the 

registration AP generator 432 generates a registration application using a card ID and a 

secret key included in the generation request. Here, the registration application is a 

dedicated application for registering biometric authentication information in an Ie card 1 

15 corresponding to a card ID and a secret key and is downloaded (installed) to the SIM 

card 60 through the terminal device 5. In a case in which the generation of the 

registration application has been completed, the registration AP generator 432 transmits a 

notification of completion of generation of the registration application to the Ie card 

management server 3 through the NW communicator 41. 

20 In addition, in a case in which the generation of the registration application has 

been completed, the registration AP generator 432 notifies the terminal device 5 of a 

download notification representing that the generated registration application can be 

downloaded through the NW communicator 41. The registration AP generator 432, 

for example, transmits a message of a download notification to the terminal device 5, into 

25 which a target SIM card 60 is integrated, using a short message service (SMS). 
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In addition, in a case in which a download request for a registration application 

has been received from the terminal device 5 through the NW communicator 41, the 

registration AP generator 432 executes a download process of downloading the 

registration application to the terminal device 5 and installing the downloaded 

5 registration application in the S1M card 60. In the registration application installed in 

the S1M card 60, a card ID and a secret key of the target Ie card 1 are included. 

The terminal device 5, for example, is a mobile communication terminal such as 

a mobile phone or a smartphone and has the S1M card 60 integrated therein. When 

biometric authentication information is registered in the Ie card 1, the terminal device 5 

10 transmits a request for registering the biometric authentication information to the Ie card 

management server 3 in accordance with a user's operation. For example, in a case in 

which a notification of download of a registration application has been received using a 

SMS, the terminal device 5 downloads the registration application from the MNO server 

4 to the S1M card 6 in accordance with a user's operation. 

15 In addition, the terminal device 5 relays communication between the S1M card 6 

and the Ie card 1 on the basis of the registration application that has been downloaded 

(installed) to the S1M card 6 and registers the biometric authentication information in the 

Ie card 1. 

The terminal device 5 includes a NW communicator 51, an input device 52, a 

20 display device 53, a terminal controller 54, and a SIM card 60. 

The NW communicator 51 is connected to the network NWI using mobile 

communication, wireless LAN communication, or the like and performs various types of 

communication through the network NWI. The NW communicator 41, for example, 

is connected to the Ie card management server 3 or the MNO server 4 through the 

25 network NWI and performs various types of communication when biometric 
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authentication information is registered in the IC card 1. 

The input device 52, for example, is an input device such as a keyboard, a touch 

panel, or the like and accepts input information of various operations performed by a user. 

The input device 52 outputs the accepted input information of an operation to the 

5 terminal controller 54. 

10 

The display device 53, for example, is a display device such as a liquid crystal 

display device and displays various kinds of information. The display device 53, for 

example, displays various kinds of information such as various operation screens and an 

input screen for information, messages notified to the terminal device 5, and the like. 

The terminal controller 54, for example, is a processor including a CPU or the 

like and integrally controls the terminal device 5. The terminal controller 54 transmits a 

request for registering biometric authentication information to the IC card management 

server 3 through the NW communicator 51 in accordance with a user's operation using 

the input device 52. In addition, in a case in which a notification of download of a 

15 registration application has been received from the MNO server 4 through the NW 

communicator 51 using a SMS, the terminal controller 54 displays details of the 

download notification on the display device 53. 

Furthermore, the terminal controller 54 acquires a registration application from 

the MNO server 4 through the NW communicator 51 on the basis of the download 

20 notification in accordance with a user's operation using the input device 52. The 

terminal controller 54 stores the acquired registration application in the SIM card 60. In 

addition, in a case in which a notification of completion of registration has been received 

from the IC card 1, the terminal controller 54 transmits a registration completion 

notification to the IC card management server 3 through the NW communicator 51. 

25 Communication between the terminal device 5 or the SIM card 60 and the IC 
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card 1 is performed using a reader/writer device not illustrated in the drawing or 

short-distance wireless communication such as near field communication (NFC). 

The SIM card 60 is a card, which stores contract information with a user, 

integrated into the terminal device 5. The basic configuration of the SIM card 60 is 

5 similar to an IC card 1 a, which will be described later, not including the fingerprint 

sensor 7. 

The SIM card 60 includes a communicator 61, a SIM controller 62, and an AP 

data storage 63. 

The communicator 61 communicates with the terminal device 5 or the IC card 1 

10 through the terminal device 5. 

The SIM controller 62, for example, includes a CPU and integrally controls the 

SIM card 60. The SIM controller 62 executes a process according to a command 

received through the communicator 61 (a command process). Then, the SIM controller 

62 transmits a response (a process response) that is a result of execution of the command 

15 process through the communicator 61. 

20 

25 

The AP data storage 63 (one example of a data storage) stores the IMSI and the 

MSISDN that are the contract information described above. In addition, in the AP data 

storage 63, a registration application including a card ID and a secret key of a target IC 

card 1 in which biometric authentication information is to be registered is stored. 

The IC card I, for example, is formed by mounting an IC module lOin a plastic 

card base PT (one example of a card main body). In other words, the IC card 1 includes 

an IC module 10, a fingerprint sensor 7, and a card base PT in which the IC module 10 

and the fingerprint sensor 7 are embedded. The IC card 1 can communicate with the 

terminal device 5 (the SIM card 60) through a contact part 15. 

For example, the IC card 1 receives a command (a process request) transmitted 
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from the outside through the contact part 15 and executes a process (a command process) 

according to the received command. Then, the IC card 1 transmits a response (a process 

response) that is a result of execution of the command process to the outside through the 

contact part 15. 

5 The IC module lOis a module that includes the contact part 15 and an IC chip 

20 and, for example, is traded in the form of a chip on tape (COT) in which a plurality of 

IC modules 10 are disposed on a tape or the like. There are cases in which a single IC 

module 10 individually extracted and separated from the tape is called a COT. 

The contact part 15 has terminals of various signals required for the IC card I to 

10 operate. Here, the terminals of various signals include terminals supplied with a power 

source voltage, a clock signal, a reset signal, and the like from the outside such as the 

terminal device 5 and a serial data input/output terminal (an SIO terminal) used for 

communicating with the outside. 

The IC chip 20, for example, is a large scale integration (LSI) such as a one-chip 

15 microprocessor. 

The fingerprint sensor 7 (one example of a biometric information acquiring unit) 

acquires fingerprint information of a user. In this embodiment, the fingerprint 

information is used as one example of biometric information. The fingerprint sensor 7, 

for example, acquires fingerprint information of a user using one of a capacitance type, a 

20 heat sensitive type, an optical type, and the like. 

FIG. 4 is a hardware configuration diagram of the IC card 1 according to this 

embodiment. 

As illustrated in FIG. 4, the IC card I includes an IC module 10 including the 

contact part 15 and the IC chip 20, a fingerprint sensor 7, and a verification processor 8. 

25 The IC chip 20 includes a universal asynchronous receiver transmitter (UART) 24, a 
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CPU 25, a read only memory (ROM) 26, a random access memory (RAM) 27, an 

electrically erasable programmable ROM (EEPROM) 28. Such constituent elements 

are interconnected through an internal bus BS 1. 

The UART 24 performs serial data communication with the terminal device 5 

5 through the SIO terminal described above. The UART 24 outputs data acquired by 

converting a serial data signal received through the SIO terminal into parallel data (for 

example, data of one byte) to an internal bus BS1. In addition, the UART 24 converts 

data acquired through the internal bus BS 1 into serial data and outputs the converted 

serial data to the terminal device 5 through the SIO terminal. The UART 24, for 

10 example, receives a command from the terminal device 5 through the SIO terminal. In 

addition, the UART 24 transmits a response to the terminal device 5 through the SIO 

terminal. 

The CPU 25 performs various processes of the IC card 1 by executing a program 

stored in the ROM 26 or the EEPROM 28. The CPU 25, for example, executes a 

15 command process according to the command received by the UART 24 through the 

contact part 15. 

The ROM 26, for example, is a nonvolatile memory such as a mask ROM and 

stores programs used for executing various processes of the IC card 1 and data such as a 

command table. The RAM 27, for example, is volatile memory such as a static RAM 

20 (SRAM) and temporarily stores data used when various processes of the IC card 1 are 

performed. 

The EEPROM 28, for example, is an electrically-rewritable nonvolatile memory. 

The EEPROM 28 stores various kinds of data used by the IC card 1. The EEPROM 28, 

for example, stores information used for various services (applications) using the IC card 

25 1. 
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The verification processor 8, for example, includes a CPU and a program 

memory. The verification processor 8 is connected to the fingerprint sensor 7 through a 

dedicated line or the like and can detect whether or not the fingerprint sensor 7 is in a 

state being able to acquire fingerprint information (conduction state). The verification 

5 processor 8 performs authentication of a user by converting fingerprint information into 

biometric authentication information acquired by extracting a feature quantity of the 

fingerprint information of the user acquired using the fingerprint sensor 7 and comparing 

the converted biometric authentication information with biometric authentication 

information stored in the IC module 10 and outputs a result of the authentication to the 

10 IC module 10. 

In addition, when biometric authentication information is registered in the IC 

card l, the verification processor 8 generates biometric authentication information based 

on the fingerprint information of the user acquired by the fingerprint sensor 7 and outputs 

the generated biometric authentication information to the IC module 10. In other words, 

15 when biometric authentication information is registered in the IC card 1, the verification 

processor 8 converts fingerprint information into biometric authentication information 

acquired by extracting a feature quantity of the fingerprint information of the user 

acquired by the fingerprint sensor 7 and outputs the converted biometric authentication 

information to the IC module lO. 

20 Next, an example of the functional configuration of the IC card 1 according to 

this embodiment will be described with reference to FIG. 5. 

FIG. 5 is a block diagram illustrating an example of the functional configuration 

ofthe IC card 1 according to this embodiment. 

As illustrated in FIG. 5, the IC card 1 includes a communicator 240, a controller 

25 250, a fingerprint sensor 7, a biometric verification processor 81, and an AP data storage 
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281. 

Here, each unit of the IC card 1 illustrated in FIG. 5 is realized using hardware 

of the IC card 1 illustrated in FIG. 4. 

The communicator 240, for example, is realized by the UART 24, the CPU 25, 

5 and a program stored in the ROM 26 and, for example, transmits/receives a command 

and a response to/from the terminal device 5 through the contact part 15. In other 

words, the communicator 240 receives a command requesting a predetermined process (a 

process request) from the terminal device 5 and transmits a response to a command (a 

process response) to the terminal device 5. 

10 The AP data storage 281 (one example of a data storage), for example, is a 

storage unit configured by the EEPROM 28 and stores application data. The AP data 

storage 281, for example, stores a card ID, a secret key, biometric authentication 

information, and the like as the application data. 

The controller 250, for example, is realized by the CPU 25 and the RAM 27 and 

15 the ROM 26 or the EEPROM 28 and can integrally controls the IC card 1. The 

controller 250 includes a command processor 251. 

The command processor 251 (one example of a processor) executes processes of 

various commands (command processes) in accordance with commands (process 

requests) transmitted from the terminal device 5 (the SIM card 60) to the IC card 1. The 

20 command processor 251, for example, executes a command process in accordance with a 

command received from the terminal device 5 (the SIM card 60) through the 

communicator 240. In addition, the command processor 251 transmits a response that 

is a result of the command process to the terminal device 5 (the SIM card 60) through the 

communicator 240. 

25 In addition, for example, in a case in which a card ID and a secret key input 
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from the SIM card 60 respectively match a card ID and a secret key stored by the AP data 

storage 281, the command processor 251 permits registration of the biometric 

authentication information. In a case in which the registration of the biometric 

authentication information is permitted, the command processor 251 causes the biometric 

5 verification processor 81 to be described later to generate biometric authentication 

information based on the fingerprint information of the user acquired from the fmgerprint 

sensor 7. The command processor 251 stores the biometric authentication information 

acquired from the biometric verification processor 81 in the AP data storage 281. 

In addition, in a case in which authentication using biometric information of a 

10 user is performed, the command processor 251 outputs the biometric authentication 

information stored by the AP data storage 281 to the biometric verification processor 81 

and acquires a result of the verification with the biometric authentication information 

based on the fingerprint information of the user acquired from the fingerprint sensor 7 

from the biometric verification processor 81. The command processor 251 outputs a 

15 response including the acquired result of the verification through the communicator 240. 

The biometric verification processor 81 is realized by the verification processor 

8. In a case in which biometric authentication information is registered, the biometric 

verification processor 81 generates biometric authentication information on the basis of 

the fingerprint information of the user acquired from the fingerprint sensor 7 and outputs 

20 the generated biometric authentication information to the command processor 251. 

In addition, in a case in which authentication using biometric information of a 

user is performed, the biometric verification processor 81 acquires biometric 

authentication information, which is stored by the AP data storage 281, output from the 

command processor 251 (the biometric authentication information that has been 

25 registered). In addition, the biometric verification processor 81 generates biometric 
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authentication information on the basis of the fingerprint information of the user acquired 

from the fingerprint sensor 7 and verifies the generated biometric authentication 

information with the biometric authentication information acquired from the command 

processor 251 (the registered biometric authentication information). The biometric 

5 verification processor 81 outputs a result of the verification to the command processor 

251. 

Next, the operation of the Ie card system 100 according to this embodiment will 

be described with reference to the drawing. 

FIG. 6 is a diagram illustrating one example of operations of the Ie card system 

10 100 according to this embodiment. FIG. 6 illustrates a process of registering biometric 

authentication information of the Ie card system 100. 

As illustrated in FIG. 6, when biometric authentication information is registered 

in the Ie card 1, the terminal device 5, first, transmits a request for registering the 

biometric authentication information to the Ie card management server 3 (Step SI01). 

15 In other words, the terminal controller 54 of the terminal device 5 transmits a request for 

registering biometric authentication information to the Ie card management server 3 

through the NW communicator 51 in accordance with a user's operation using the input 

device 52. In the request for registering biometric authentication information, for 

example, a user name, a telephone number, a card ID of the Ie card 1, and the like are 

20 assumed to be included as information that can be used for identifying a user. 

Next, the Ie card management server 3 transmits an inquiry request including 

user information to the MNO server 4 in response to the request for registering biometric 

authentication information (Step S 1 02). In a case in which a registration request 

including information that can be used for identifying a user has been received through 

25 the NW communicator 31, the registration processor 331 ofthe Ie card management 
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server 3 searches user information corresponding to the information that can be used for 

identifying a user from the user information storage 321 and acquires the user 

information from the user information storage 321. The registration processor 331 

transmits an inquiry request including the acquired user information (for example, a user 

5 name and a telephone number) to the MNO server 4 through the NW communicator 31. 

In this way, the registration processor 331 requests to make an inquiry regarding a user 

using the Ie card 1 based on the contract information ofthe SIM card 60. 

Next, the MNO server 4 executes an inquiry process in response to the inquiry 

request (Step SI03). In a case in which a request for making an inquiry regarding a user 

10 has been received from the Ie card management server 3 through the NW communicator 

41, the inquiry processor 431 of the MNO server 4 executes a process of making an 

inquiry regarding the user. The inquiry processor 431 compares user information 

included in the inquiry request, for example, a user name and a telephone number with 

the contract information stored by the contract information storage 421 and determines 

15 validity of a user as the process of making an inquiry regarding the user. 

Next, the MNO server 4 transmits a result of the inquiry to the Ie card 

management server 3 (Step S 104). The inquiry processor 431 transmits the result of the 

inquiry regarding the user to the Ie card management server 3 through the NW 

communicator 41. In the example illustrated in this drawing, the inquiry regarding a 

20 user will be described as being successful. 

Next, the Ie card management server 3 transmits a request for generating a 

registration application to the MNO server 4 (Step S 1 05). The registration processor 

331 receives a result of the inquiry regarding the user acquired by the MNO server 4 

through the NW communicator 31 and, in a case in which the validity of the user is 

25 verified, acquires, for example, a card ID and a secret key corresponding to the Ie card 1 
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of which the validity of the user has been verified from the user infonnation storage 321. 

The registration processor 331 transmits a generation request including the card ill and 

the secret key that have been acquired to the MNO server 4 through the NW 

communicator 31. In the generation request, infonnation representing a telephone 

5 number is assumed to be included for identifying the S1M card 60. 

Next, the MNO server 4 executes a process of generating a registration 

application (Step S 1 06). In a case in which a request for generating a registration 

application has been received from the IC card management server 3 through the NW 

communicator 41, the registration AP generator 432 of the MNO server 4 generates a 

10 registration application using the card ID and the secret key included in the generation 

request. 

Next, the MNO server 4 notifies the IC card management server 3 of completion 

of the generation of the registration application (Step SI07). 

In addition, the MNO server 4 notifies the tenninal device 5 of a notification of 

15 download of the registration application (Step S 108). The registration AP generator 432 

notifies the tenninal device 5 of the notification of download representing that the 

generated registration application can be downloaded, for example, using the SMS. 

Next, the tenninal device 5 transmits a request for downloading the registration 

application to the MNO server 4 (Step S109). The tenninal controller 54 of the tenninal 

20 device 5 causes the display device 53 to display the notification of the download 

described above. In accordance with an operation of the input device 52 executed by a 

user who has checked the notification of the download displayed on the display device 53, 

the tenninal controller 54 transmits a download request to the MNO server 4 through the 

NW communicator 51. 

25 Next, in response to the download request, the MNO server 4 executes 
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download of the registration application to the SIM card 60 (Step S110). In a case in 

which a download request for a registration application has been received from the 

terminal device 5 through the NW communicator 41, the registration AP generator 432 

executes a download process of downloading the registration application to the SIM card 

5 60 of the terminal device 5. The terminal device 5 acquires a registration application 

from the MNO server 4 and stores application data including a card ID and a secret key 

corresponding to the target Ie card 1 for registering biometric authentication information 

in the AP data storage 63 through the communicator 61 of the SIM card 60. 

Next, the SIM card 60 of the terminal device 5 establishes secure 

10 communication with the Ie card 1 (Step SIll). The SIM card 60 starts communication 

with the Ie card 1 through the terminal device 5 on the basis of the registration 

application and executes an authentication process with the Ie card 1 using the card ID 

and the secret key stored in the AP data storage 63. In addition, the SIM card 60, for 

example, generates a session key on the basis of the secret key that is maintained to be 

15 common to the Ie card 1 and establishes secure communication of performing encrypted 

communication using the session key with the Ie card 1. 

Next, the Ie card 1 acquires fingerprint information (Step S112). The 

command processor 251 of the Ie card 1 causes the biometric verification processor 81 

to generate biometric authentication information based on the fingerprint information of 

20 the user acquired from the fingerprint sensor 7 in accordance with a command for 

registering the biometric authentication information based on the registration application 

of the SIM card 60. The biometric verification processor 81 generates biometric 

authentication information based on the fingerprint information of the user acquired from 

the fingerprint sensor 7, and the command processor 251 acquires biometric 

25 authentication information generated by the biometric verification processor 81. 
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Next, the Ie card 1 registers the biometric authentication information (Step 

SI13). The command processor 251 stores the biometric authentication information 

acquired from the biometric verification processor 81 in the AP data storage 281. 

Next, the Ie card 1 notifies the terminal device 5 of completion of the 

5 registration (Step S114). The command processor 251 of the Ie card 1 notifies the 

terminal device 5 of completion of the registration as a response to the command process 

of registering the biometric authentication information. 

Next, the terminal device 5 notifies the Ie card management server 3 of 

completion of the registration. The terminal controller 54 of the terminal device 5 

10 transmits a notification of completion of the notification to the Ie card management 

server 3 through the NW communicator 51. In a case in which the notification of 

completion of the registration has been received, the registration processor 331 of the Ie 

card management server 3 changes the "registration/non-registration of biometric 

authentication information" corresponding to the Ie card 1, which is stored by the user 

15 information storage 321, to "registered" (see FIG. 2). 

As described above, the IC card system 100 according to this embodiment 

includes the Ie card management server 3 and the Ie card 1. The IC card management 

server 3 stores a card ID (card identification information), user information relating to a 

contract of the SIM card 60, and a secret key in association with each other. The Ie 

20 card management server 3 requests the MNO server 4 (the SIM management server) to 

make an inquiry regarding a user based on the user information and, in a case in which 

validity of the user is verified, transmits a generation request for generating a registration 

application for registering biometric authentication information based on biometric 

information of the user, which includes card identification information and a secret key, 

25 to the MNO server 4. In addition, the Ie card 1 includes the AP data storage 281 (the 
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data storage) that stores card identification information and a secret key and can store 

biometric authentication information of the user. The Ie card 1 performs 

communication with the SIM card 60 on the basis of the registration application 

generated by the MNO server 4. In a case in which authentication based on the card 

5 identification information and the secret key is successful in accordance with the 

communication with the SIM card 60, the Ie card 1 stores the biometric authentication 

information based on the biometric information acquired from the user in the AP data 

storage 281. 

In this way, the Ie card system 100 according to this embodiment performs 

10 identity verification of the user using the user information relating to the contract of the 

SIM card 60, and accordingly, for example, biometric authentication information of the 

user can be registered in the Ie card 1 without the user visiting a counter of a bank 

(without performing face-to-face identity verification). Accordingly, the Ie card system 

100 according to this embodiment can improve convenience. 

15 In addition, in the Ie card system 100 according to this embodiment, biometric 

information and biometric authentication information are not transmitted on the network 

NW1. For this reason, the Ie card system 100 according to this embodiment can 

register the biometric authentication information of the user in the Ie card I while 

securing the security. 

20 In addition, the Ie card system 100 according to this embodiment further 

includes the terminal device 5 in which the SIM card 60 is integrated and the MNO 

server 4. The MNO server 4 executes an inquiry regarding a user in accordance with a 

request for making an inquiry regarding the user from the Ie card management server 3 

(verification request) and transmits a result of the inquiry to the Ie card management 

25 server 3. The MNO server 4 generates a registration application corresponding to a card 
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ill and a secret key in accordance with the generation request and notifies the tenninal 

device 5 of a download notification representing that the registration application can be 

downloaded. The tenninal device 5 acquires the registration application on the basis of 

the download notification. 

In this way, in the Ie card system 100 according to this embodiment, the 

tenninal device 5 that has received the download notification can appropriately acquire a 

registration application corresponding to a card ID and a secret key, and biometric 

authentication infonnation of the user can be registered in the Ie card 1. For this reason, 

the Ie card system 100 according to this embodiment can register biometric 

10 authentication infonnation of the user in the Ie card 1 while further securing the security. 

In addition, in this embodiment, the Ie card 1 includes the fingerprint sensor 7 

(a biometric infonnation acquiring unit) that acquires biometric infonnation. The Ie 

card 1 stores the biometric authentication infonnation based on the biometric infonnation 

acquired from the user using the fingerprint sensor 7 in the AP data storage 281. 

15 In this way, in the Ie card system 100 according to this embodiment, the 

biometric infonnation of the user is acquired inside the Ie card 1, and biometric 

authentication infonnation of the user is generated inside the Ie card 1, whereby a 

possibility of the biometric infonnation and the biometric authentication infonnation of a 

user outflowing to the outside can be reduced. Accordingly, the Ie card system 100 

20 according to this embodiment can register biometric authentication infonnation of a user 

in the Ie card 1 while further securing the security. 

In this embodiment, biometric infonnation is fingerprint infonnation of a user. 

The fingerprint infonnation, for example, can be acquired using the fingerprint sensor 7 

in a relatively simplified manner, and biometric authentication can be perfonned using 

25 biometric authentication infonnation of which a volume is smaller than that of different 
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biometric information. For this reason, the Ie card system 100 according to this 

embodiment can relatively easily realize biometric authentication using the fingerprint 

information inside the Ie card 1 and can improve the convenience. 

An information registering method according to this embodiment includes an 

5 inquiry step, a generation request step, and a process step. In the inquiry step, the Ie 

card management server 3 that stores a card ill, user information relating to a contract of 

the SIM card 60, and a secret key in association with each other requests the MNO server 

4 to make an inquiry regarding a user based on the user information. In the generation 

request step, in a case in which validity of the user is verified in the inquiry step, the Ie 

10 card management server 3 transmits a generation request for generating a registration 

application registering biometric authentication information based on biometric 

information ofthe user, which includes a card ID and a secret key, to the MNO server 4. 

In the process step, the Ie card 1 including the AP data storage 281 that stores card 

identification information and a secret key and can store biometric authentication 

15 information of the user communicates with the SIM card 60 on the basis of the 

registration application generated in the generation request step. Then, in a case in 

which authentication based on the card identification information and the secret key is 

successful in accordance with the communication with the SIM card 60, the Ie card 1 

stores the biometric authentication information based on the biometric information 

20 acquired from the user in the AP data storage 281. 

In this way, the information registering method according to this embodiment 

has effects similar to those of the Ie card system 100 described above and can improve 

the convenience. 

25 (Second Embodiment) 
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Next, an Ie card system 100a according to a second embodiment will be 

described with reference to the drawing. 

FIG. 7 is a block diagram illustrating one example of an Ie card system 100a 

according to this embodiment. As illustrated in FIG. 7, the Ie card system 100a 

5 includes an Ie card la, a reader/writer device 2, an Ie card management server 3, an 

MNO server 4, and a terminal device 5. 

In this diagram, the same reference signal will be assigned to the same 

component as that illustrated in FIG. 1, and description thereof will not be presented. 

In this embodiment, a case in which the Ie card la does not include the 

10 fingerprint sensor 7, and the reader/writer device 2 includes the fingerprint sensor 7 will 

be described. 

15 

The reader/writer device 2 is connected between the Ie card la and the terminal 

device 5 and performs a communication process between the SIM card 60 and the Ie 

card 1. In addition, the reader/writer device 2 includes the fingerprint sensor 7. 

The Ie card la is similar to the Ie card 1 according to the first embodiment 

described above except for not including the fingerprint sensor 7 and the verification 

processor 8. Since the hardware configuration of the Ie card 1a is similar to that of the 

Ie card 1 illustrated in FIG. I except for not including the fingerprint sensor 7 and the 

verification processor 8, description thereof will not be presented here. 

20 FIG. 8 is a block diagram illustrating an example of the functional configuration 

of the reader/writer device 2 and the Ie card 1 a according to this embodiment. In this 

drawing, the same reference numeral will be assigned to the same component as that 

illustrated in FIG. 5, and description thereof will not be presented. 

As illustrated in FIG. 8, the reader/writer device 2 includes a communication 

25 controller 21 including a biometric verification processor 22 and a fingerprint sensor 7. 
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In other words, the reader/writer device 2 includes the fingerprint sensor 7 and the 

biometric verification processor 22 instead of the IC card la. 

The communication controller 21, for example, is realized by a CPU and a 

program memory not illustrated in the drawing and controls communication between the 

5 IC card la and a terminal device 5 (a SIM card 60). 

10 

15 

The biometric verification processor 22 generates biometric authentication 

information on the basis of user's fingerprint information acquired from the fingerprint 

sensor 7 and outputs the generated biometric authentication information to the IC card la 

through the communication controller 21. 

The IC card la stores biometric authentication information based on the 

biometric information acquired from the user using the fingerprint sensor 7 included in 

the reader/writer device 2 in an AP data storage 281. 

Next, operations of the Ie card system 100a according to this embodiment will 

be described with reference to the drawing. 

FIG. 9 is a diagram illustrating one example of operations of the Ie card system 

100a according to this embodiment. FIG. 9 illustrates a process of registering biometric 

authentication information of the Ie card system 100a. 

In FIG. 9, processes of Step S201 to Step S210 are similar to the processes of 

Step S 101 to Step S 11 0 illustrated in FIG. 6 described above, and thus, description 

20 thereof will not be presented here. 

In Step S211, the SIM card 60 of the terminal device 5 establishes secure 

communication with the Ie card la through the reader/writer device 2. The SIM card 

60 starts communication with the Ie card 1 a through the terminal device 5 and the 

reader/writer device 2 on the basis of the registration application and executes an 

25 authentication process with the Ie card 1 a using the card ID and the secret key stored in 
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the AP data storage 63. In addition, the SIM: card 60, for example, generates a session 

key on the basis of the secret key that is maintained to be common to the Ie card 1 a and 

establishes secure communication of performing encrypted communication using the 

session key with the Ie card 1 a. 

Next, the reader/writer device 2 acquires fingerprint information (Step S212). 

The communication controller 21 of the reader/writer device 2 causes the biometric 

verification processor 22 to generate biometric authentication information based on the 

fingerprint information of the user acquired from the fingerprint sensor 7 in accordance 

with a command for registering the biometric authentication information based on the 

10 registration application of the SIM: card 60. The biometric verification processor 22 

generates biometric authentication information based on the fmgerprint information of 

the user acquired from the fingerprint sensor 7 

Next, the reader/writer device 2 transmits the biometric authentication 

information to the Ie card la (Step S213). The communication controller 21 transmits a 

15 command for registering biometric authentication information including the biometric 

authentication information generated by the biometric verification processor 22 to the Ie 

card la. 

Next, the Ie card la registers the biometric authentication information (Step 

S214). The command processor 251 of the Ie card la stores the biometric 

20 authentication information acquired from the reader/writer device 2 in accordance with a 

command for registering biometric authentication information in the AP data storage 281. 

25 

The following processes of Step S215 and Step S216 are similar to the processes 

of Step S 113 and Step S 115 illustrated in FIG. 6 described above, and thus description 

thereof will not be presented here. 

As described above, the Ie card system 100a according to this embodiment 
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includes the Ie card la, the reader/writer device 2, the Ie card management server 3, the 

MNO server 4, and the terminal device 5. The reader/writer device 2 includes the 

fingerprint sensor 7 (a biometric information acquiring unit) acquiring biometric 

information and performs a communication process between the SIM card 60 and the Ie 

5 card 1 a. The Ie card 1 a stores biometric authentication information based on the 

biometric information acquired from the user using the fingerprint sensor 7 included in 

the reader/writer device 2 in the AP data storage 281. 

In this way, the Ie card system IOOa according to this embodiment has effects 

similar to those according to the first embodiment described above and can improve the 

10 convenience. 

In each of the embodiments described above, although an example in which 

fingerprint information is acquired as one example of biometric information, and 

biometric authentication information based on the fingerprint information is registered in 

the Ie card 1 (la) has been described, the embodiments are not limited thereto. For 

15 example, the biometric information may be vein pattern information, iris information, 

voiceprint information, DNA information, or the like and may be any other biometric 

information as long as the information enables biometric authentication. 

In addition, in each of the embodiments described above, although an example 

in which the Ie card I(la) communicates with the outside through the contact part 15 has 

20 been described, the Ie card may be configured to communicate with the outside through 

a contactless interface using a coil or the like. In such a case, power may be supplied to 

the Ie card 1 (Ia) through the coil or the like. 

In addition, in each of the embodiments described above, although the Ie card I 

(la) has a configuration in which the EEPROM 28 is included as a rewritable nonvolatile 

25 memory, the embodiments are not limited thereto. For example, the Ie card I (Ia) may 
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include a flash memory, a ferroelectric random access memory (FeRAM), or the like 

instead of the EEPROM 28. 

In addition, in each of the embodiments described above, although an example 

in which a download notification is performed using an SMS has been described, the 

5 embodiments are not limited thereto and, for example, a notification may be performed 

using an electronic mail, a social networking service (SNS), or the like. 

Furthermore, in each of the embodiments described above, although an example 

in which the Ie card management server 3 and the MNO server 4 are different server 

apparatuses has been described, for example, in a case in which a management company 

10 of the Ie card I (la) and a mobile communication service provider managing the SIM 

card 60 are the same or the like, the MNO server 4 may include the function of the Ie 

card management server 3. 

In addition, in each of the embodiments described above, although an example 

in which the registration application is downloaded (installed) to the SIM card 60 has 

15 been described, the registration application may be downloaded and installed to the 

terminal device 5 and the SIM card 60 in a divisional manner. In such a case, the card 

ID and the secret key are stored by the SIM card 60. 

In addition, after the biometric authentication information is registered in the Ie 

card I (la), the registration application may be prohibited from use or deleted. In 

20 addition, the registration application may have a use limit such as the number of times of 

use (for example, usable once) or a use term (for example, within 24 hours from 

download or the like). 

Furthermore, in each of the embodiments described above, although an example 

in which a user name and a telephone number are used as one example of user 

25 information transmitted to the MNO server 4 at the time of making an inquiry regarding 
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a user has been described, the embodiments are not limited thereto, and, for example, 

information such as an address, date of birth, an age and the like of a user may be used. 

In addition, in the first embodiment described above, although an example in 

which the verification processor 8 is disposed outside the Ie module 10 has been 

5 described, the embodiment is not limited thereto, and the Ie module 10 may have 

functions corresponding to the verification processor 8. 

In addition, in the second embodiment, the terminal device 5 may have the 

reader/writer device 2 integrated thereinto. Furthermore, the reader/writer device 2 may 

include a secure module for performing secure communication between the Ie card 1 a 

10 and the SIM card 6. 

According to at least one of the embodiments described above, by including the 

Ie card management server 3 that requests the MNO server 4 to make an inquiry 

regarding a user based on user information relating to a contract of the SIM card 60 and, 

in a case in which the validity of a user is verified, transmits a generation request for 

15 generating a registration application registering biometric authentication information of 

the user, which includes a card ill and a secret key, to the MNO server 4 and the Ie card 

that communicates with the SIM card 60 on the basis of the registration application 

generated by the MNO server 4 and, in a case in which authentication based on the card 

ID and the secret key through communication with the SIM card 60 is successful, stores 

20 the biometric authentication information of the user in the AP data storage 281, the 

convenience can be improved. 

The embodiment described above can be represented as below. 

An Ie card system including an Ie card management server and an Ie card, 

wherein the Ie card management server includes a user information storage that stores 

25 card identification information, user information relating to a contract of an SIM card, 
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and a secret key in association with each other, a first storage unit that stores at least 

information relating to a first program that can be executed by a computer, and a first 

hardware processor that executes the first program stored in the first storage unit, the first 

hardware processor, by executing the first program, requests the SIM management server 

5 to make an inquiry regarding a user based on the user information and, in a case in which 

validity of the user is verified, transmits a generation request for generating a registration 

application registering biometric authentication information based on biometric 

information of the user, which includes the card identification information and the secret 

key, to the SIM management server, the Ie card includes a data storage that stores the 

10 card identification information and the secret key and is capable of storing the biometric 

authentication information of the user, a second storage unit that stores at least 

information relating to a second program that can be executed by the computer, and a 

second hardware processor that executes the second program stored in the second storage 

unit, the second hardware processor, by executing the second program, communicates 

15 with the SIM card on the basis of the registration application generated by the SIM 

management server and, in a case in which authentication based on the card identification 

information and the secret key through communication with the SIM card is successful, 

stores the biometric authentication information based on the biometric information 

acquired from the user in the data storage. 

20 In addition, by recording a program for realizing the function of each component 

included in the Ie card system 100(100a) according to the embodiment in a 

computer-readable recording medium and causing a computer system to read and execute 

the program recorded in this recording medium, the process of each component included 

in the Ie card system 100 (lOOa) described above may be performed. Here, "causing a 

25 computer system to read and execute the program recorded in the recording medium" 



33 

includes installing the program in the computer system. The "computer system" 

described here includes an operating system (OS) and hardware such as peripherals. 

In addition, the "computer-readable recording medium" represents a portable 

medium such as a flexible disk, a magneto-optical disk, a ROM, or a CD-ROM or a 

5 storage device such as a hard disk integrated into the computer system. 

While preferred embodiments of the invention have been described and 

illustrated above, it should be understood that these are exemplary of the invention and 

are not to be considered as limiting. Additions, omissions, substitutions, and other 

modifications can be made without departing from the spirit or scope of the present 

10 invention. Accordingly, the invention is not to be considered as being limited by the 

foregoing description, and is only limited by the scope ofthe appended claims. 
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What is claimed is: 

1. An information registering method comprising:

requesting, by an IC card management server that stores card identification 

information, a SIM management server to make an inquiry regarding a user based on 5 

user information, the user information relating to a contract of a SIM card, and a secret 

key in association with each other; 

making the inquiry, by the SIM management server, by comparing a user name 

and a telephone number with the user information relating to the contract of the SIM 

card stored in the SIM management server;  10 

determining validity of the user based on the result of the comparison, by the 

SIM management server;  

transmitting, by the SIM management server, a result of determination of the 

validity of the user to the IC card management server;  

transmitting, by the IC card management server, a generation request for 15 

generating a registration application registering biometric authentication information 

based on biometric information of the user, together with the card identification 

information and the secret key, to the SIM management server in a case that validity of 

the user is verified by the SIM management server;  

generating, by the SIM management server, a registration application using the 20 

card identification information and the secret key;  

notifying, by the SIM management server, a terminal device of a notification of 

download of the registration application;  

downloading, by the SIM management server, the registration application to the 

SIM card of the terminal device, upon receipt of a request for downloading the 25 

registration application, wherein the registration application allows the SIM card to 

communicate via the terminal device with an IC card storing the card identification 

information, the secret key and the biometric authentication information, and wherein 

the registration application allows the SIM card in the terminal to authentication process 

using the card identification information and the secret key, and the registration 30 

application allows the SIM card to generate a session key on the basis of the secret key;  

MCSLLP
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executing an authentication process by the SIM card with the IC card using the 

card identification information and the secret key;  

communicating, by the IC card that includes a data storage storing the card 

identification information, the secret key and the biometric authentication information 

of the user, with the SIM card on the basis of the registration application; 5 

storing, into the data storage of the IC card, the biometric authentication 

information based on the biometric information acquired from the user in a case that the 

authentication is succeed based on the card identification information and the secret key 

through the communication with the SIM card. 

10 

2. An IC card system comprising:

a SIM management server that manages SIM cards;

an IC card management server that stores card identification information, user

information relating to a contract of a SIM card, and a secret key in association with 

each other, and  15 

an IC card that includes a data storage storing the card identification information 

and the secret key and for storing the biometric authentication information of the user;  

characterized in that: 

the IC card management server is configured to request the SIM management 

server to make an inquiry regarding a user,  20 

the SIM management server is configured to make the inquiry by comparing a 

user name and a telephone number with the user information relating to the contract of 

the SIM card stored in the SIM management server;  

the SIM management server is configured to determine validity of the user based 

on the result of the comparison;  25 

the SIM management server is configured to transmit a result of determination 

of the validity of the user to the IC card management server;  

the IC card management server is configured to transmit, in a case that validity 

of the user is verified by the SIM management server, a generation request for 

generating a respective registration application for registering a respective biometric 30 

authentication information based on a respective biometric information of the user, 

MCSLLP
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together with the card identification information and the secret key, to the SIM 

management server;  

the SIM management server is configured to generate a registration application 

using the card identification information and the secret key;  

the SIM management server is configured to notify a terminal device of a 5 

notification of download of the registration application;  

the SIM management server is configured to download the registration 

application to the SIM card of the registration application, wherein the registration 

application allows the SIM card to communicate via the terminal device with an IC card 

storing the card identification information, the secret key and the biometric 10 

authentication information, and wherein the registration application allows the SIM card 

in the terminal to authentication process using the card identification information and 

the secret key, and the registration application allows the SIM card to generate a session 

key on the basis of the secret key;  

the SIM card is configured to execute an authentication process with the IC card 15 

using the card identification information and the secret key;  

the IC card is configured to communicate with the SIM card on the basis of the 

registration application generated by the SIM management server, and, the IC card that 

stores in the data storage, the biometric authentication information based on the 

biometric information in a case that the authentication is succeed based on the card 20 

identification information and the secret key through communication with the SIM card. 

3. The IC card system according to claim 2, comprising:

a terminal device that has the SIM card integrated therein; and 

the SIM management server that executes an inquiry regarding the user in 25 

response to a request for making an inquiry regarding the user from the IC card 

management server, transmits a result of the inquiry to the IC card management server, 

generates the registration application corresponding to the card identification 

information and the secret key in response to the generation request, and notifies the 

terminal device of a download notification representing that the registration application 30 

is downloadable,  

MCSLLP
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wherein the terminal device acquires the registration application on the basis of 

the download notification. 

4. The IC card system according to claim 2 or 3, wherein the IC card

includes a biometric information acquiring unit that acquires the biometric information 5 

and stores the biometric authentication information based on the biometric information 

acquired from the user using the biometric information acquiring unit in the data storage. 

5. The IC card system according to claim 2, further comprising:

a reader/writer device that includes a biometric information acquiring unit for 10 

acquiring the biometric information and for performing a communication process 

between the SIM card and the IC card, 

wherein the IC card stores the biometric authentication information based on the 

biometric information acquired from the user using the biometric information acquiring 

unit included in the reader/writer device in the data storage. 15 

6. The IC card system according to any one of claims 2-5, wherein the

biometric information includes a fingerprint information of the user. 

7. The IC card system according to any one of claims 2-6, wherein the IC20 

card management server and the IC card are implemented to execute the information 

registering method of claim 1.  
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