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200

Send first secret symbol string (FSSS) to 201

first device over first quantum channel

|

Send first basis set used for modulating FSSS
to first device over first comms channel

|

Send second secret symbol string (SSSS) to
second device over second quantum channel

}

Send second basis set used for modulating SSSS
to second device over second comms channel

!

Generate third symbol string based on
combining first and second symbol string

|

Send third symbol string over second comms
channel to second device

|

Determine by first device a first received set
of secret symbols using first basis set

l

Determine by second device a second received
set of secret symbols using second basis set
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Generating a fourth set of symbols by second ~—209
device based on combining second received set
of secret symbols and third symbol string

}

Performing by first & second devices symbol ~—210
sifting operations over third comms channel
based on first received set of secret symbols &
fourth set of symbols
~— 211

Generating common set of sifted symbols for
forming cryptographic key
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220

Send from intermediary device (ID) first secret ~—221
symbol string (FSSS) to first device (FD) over
first quantum channel

I

Send from FD to ID symbol positions of FSSS [ ~—222
successfully received by FD

l

Send from ID to FD a first basis set used for 223
modulating FSSS to first device in relation to
successfully received symbols

I

Generate at ID a first set of symbols corresponding
to the received symbol positions from first device

!

Send from ID second secret symbol string 225
(8SSS) to second device (SD) over second
guantum channel

}

Send from SD to ID symbols positions of SSSS 226
successfully received by SD

}

Send from ID to SD a second basis set used ~—227
for modulating SSSS to SD in relation to
successfully received symbols
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Generate at ID a second set of symbols ~—228
corresponding to the received symbol positions
from SD

}

Generate at ID a third symbol string by combining
the first and second set of symbols

—~— 229

Send third symbol string to the SD 230

l

Determine by FD a first received set of secret
symbols based on received first basis set

!

Determine by SD a second received set of secret
symbols based on received second basis set

}

Generate at SD a fourth set of symbols combining ——233
second received set of secret symbols and received
third symbol string
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Perform sifting operations between FD & SD over
third comms channel based on received first set of
secret symbols, fourth set of symbols, received first

basis set & received second basis set

}

Generate first common set of sifted symbols
at first device

l

Generate second common set of sifted symbols
at second device

!

Perform error detection & correction between
FD & SD in relation to first & second common
sets of sifted symbols to obtain common set
of sifted symbols

l

Use common set of sifted symbols to form
cryptographic key at first & second devices

FIG. 2e

~—234

—~—235

—~—236

~— 237

—~—238

SUBSTITUTE SHEET (RULE 26)



WO 2021/090025 PCT/GB2020/052826

10/17

300

Generate first secret symbol string 301

I

Send first secret symbol string to first device (FD)
over first quantum channel

l

Generate second secret symbol string

|

Send second secret symbol string to second
device (SD) over second quantum channel

|

Receive from FD first set of symbol positions of
successfully received symbols at FD

}

Receive from SD second set of symbol positions
of successfully received symbols at SD

}

Generate a first set of secret symbols from first ~—307
secret symbol string based on received first set of
symbol positions

!

Generate a second set of secret symbols from ~—308
second secret symbol string based on received
second set of symbol positions
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Send first basis set to FD used for
modulating those symbols in the first secret
symbol string corresponding to the received first
set of symbol positions

}

Send second basis set to SD used for
modulating those symbols in the second secret
symbol string corresponding to the received
second set of symbol positions

—~~—310

}

Generate third secret symbol string based on
combining the first set of symbols with the second
set of symbols (e.g. XOR, OTP, efc...)
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|

Send third secret symbol string to SD for use
by second device and first device in agreeing
on shared secret
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320

Receive from intermediary device (ID) first secret ~—321

symbol string over a quantum channel

|

Demodulate received first secret symbol ~—322
string using basis state(s) from randomly
selected basis set for each symbol

}

Generate first set if symbol positions of those ~—323
symbols in first secret symbol string successfully
received by FD

!

Send first set of symbol positions to ID over first
comms channel

|

Receive first basis set of the bases used by ID to  [~—325
modulate those symbols in first secret symbol string
corresponding to first set of symbol patterns

I

Generate first received set of secret symbols ~—326
based on the first secret symbol string and the
received first basis set

I~ 324

FIG. 3¢

SUBSTITUTE SHEET (RULE 26)



WO 2021/090025

13717

PCT/GB2020/052826

Perform sifting operations with second device
over third comms channel based on first received
set of secret symbols and another set of secret
symbols determined by the second device, the
other set of secret symbols associated with the
received first set of secret symbols

~—327

}

Generating common set of sifted symbols based
on performed sifting operations with second
device over third comms channel
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!

Perform error detection and correction on
generated common set of sifted symbols with
second device over third channel

~—329

}

Form cryptographic key based on remaining
common set of sifted symbols
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340

Receive from intermediary device (ID) second 341

secret symbol string over a quantum channel

|

Demodulate received second secret symbol 342
string using basis state(s) from randomly
selected basis set for each symbol

}

Generate second set if symbol positions of those 343
symbols in second secret symbol string
successfully received by SD

!

Send second set of symbol positions to 1D over
second comms channel

l

Receive second basis set of bases used by ID  [™—345
to modulate those symbols in second secret
symbol string corresponding to second set of

symbol positions

!

Generate second received set of secret symbols ~—346
based on the second secret symbol string and the
received second basis set

I~ 344

FIG. 3e

SUBSTITUTE SHEET (RULE 26)



WO 2021/090025 PCT/GB2020/052826

15/17

Receive a third symbol string from ID ~—347

l

Generate a fourth set of symbols based on
combining the third symbol string with the second
received set of secret symbols (e.g. XOR or DTP)

}

Perform sifting operations with first device over a —~—349
third comms channel based on first received set of
secret symbols determined by first device and the

fourth set of secret symbols, where fourth set of

secret symbols associated with first set

l

Generate common set of sifted symbols based —~—350
on performed sifting operations with first device
over third comms channel

}

Perform error detection and correction on
common sifted set of symbols with FD
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Form cryptographic key based on remaining
common set of sifted symbols

FIG. 3g
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