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Enbodi nents of the present invention provide techniques for updating system
Bl OS conpaanlcisgdf a nodern conmputer system on a nodul ar basSingso1/p4056
functional elements of a computer systemincreasingly are being integrated
into unitary integrated circuits, nmultiple BIOS i nages that fornmerly may
‘have been stored in isolated options ROMs also may be integrated into a
unitary firmvare system This |arger scale of integration creates a need
to be able to update syst &RIBVEX RRADE MEGHANISM i n the unitary
firmvare wi thout having to replace the entire systemBIOS. 10 For exanpl e,

I ntel Cor r(.’q{'lg UNrdﬁe assi gnee of the present invention is designing a
single in%%eg—m-rcuit that merges the functionality of a processor, a
graphics controller and a nmenory controller. Thus, the integrated circuit
may communi cat EMRCEMeNts Pk eraskat invartiondersvidettachpiaest iemutiaihiayexstemi ng

I nput / out BUOS tERAPSTRGHES OIS S0 may include a

vi deo BICS for tEe gr aphi @ogﬁﬁégﬁﬁeg}r S%S}gq‘nm% ﬁ‘%ﬁﬁ'?f ?%.lé\ﬁ deo BI OS upgrades
may be_ publ i shﬁd i ndependent |y of system BIOS updates. Accordingly, there
is anted int éf'a\'?‘it'ogﬁlrelﬁm% t ¥l BPORUIER sYStpEr iRFreasingld ararbeingpniedsatetio

Bl OS conppreohitary Mtddisted cREGBE MBHILBIOT PR adeS 3R i6mdr] nﬁ@y v geous
to update, the vi}:jeo,dl_g,l OS_ wi t hout g)i'sturbi nagg%éhe eﬁﬂtn} rrg S s?%%]bﬁéwrﬁat he

st orage nmBdFBAISIRPliBRF HOMESise PrRYANe Dieorsied DAY NOEBIFIicnware systeror Bhies a
syst em Bl @yer@ese & Hiedratich cre R0 @i HRALo 8k a%zféﬁg@b@% steh RIS Qhjerh 21s

a usage nodel according to an enbodi nent o present 1 nvention. Fl 3
i s a hi ghSPERAED the Gufas igae Mithewtheding fte)repfece i antire system BIGS. nodul ar Bl OS
25 update ("MBU') process and interaction between the BIOS and driver

during the i nsgdsapidied Mief CarpBididn PREKa8Ened bithe HrddehtmlédoRSs aeg@ginﬁd of
t of th t ntion. 1

updating firmyvare according to an enbodi nent of e present inventi
WD 01/ 614855/ USEEierh srolithat merdes athrefvbetjonetily P BuBrosessonganemaphigs
| ocat i Onsc&ﬁrofléraé}@QtnSemory controller. Thus, the integrated circuit may communicate with

firmware that includes both a system BIOS governing input/output transactions
throughout the system but also may include a video BIOS for the graphic controller

15 functionality. Video BIOS upgrades may be published independently of system BIOS
updates. Accordingly, there is a need in the art for a system BIOS that permits modular
updates to BIOS components in the storage medium. For example, it may be
advantageous to update the video BIOS without disturbing the entire system BIOS in the
storage medium.

20 BRIEF DESCRIPTION OF THE DRAWINGS

FIG. 1 illustrates a system BIOS according to an embodiment of the present
invention.

FIG. 2 is a usage model according to an embodiment of the present invention.

FIG. 3 is a high level flow diagram illustrating an embodiment of the modular BIOS
25 update (‘MBU") process and interaction between the BIOS and driver during the
installation of a BIOS package.

FIG. 4 illustrates a method of updating firmware according to an embodiment of
the present invention.



FIG 6 is a nenory map illustrating a reassenbled BI OS package. FIG 7
illustrates a nethod of updating video BIOS according to an enbodi nent of

t he presewoolgivggntion. 5 FIG 8 shows a sanpl e MBU packagetagweosing to an
enbodi mrent of the present invention. DETAILED DESCRI PTI ON Enbodi nents of

the present invention provide an MBU nmechanism - a standardized nmethod to
update options ROMs and provide video and processor 10 m crocode updates

wi t hout requ”h%s%%%ﬁ dap%ms%ﬁﬁ@menfafryﬂobﬁ.oﬁx%maarﬁé@@ The = MBU

mechani sm provi des severa vant ages. First, new featUres and Bl OS bug
fixes may be delivered to an installed base of end-user systenms even if
direct OEM suppl6tt6 iganmoamepy Mgentlistialine aareassepples BIR® divshags. nielp. be

provi ded @sstatddh k& of&lda8hg vrd%mogrh%com oréfﬁ%lbo&ﬁleﬁt yrathb Qb 4R
matri x, Bl OS updates nmay be managed easily. 1l illustrates a nenory

space 100m§@6wnng a system BICS 110 accordlng to an enbodlnent of the
present invention. The nenory space 100 nay include a first nenory space

120 argl a secopgs, BRI SRS MEU pd Ogélaeécsrdmgr{@éuemamqmw%q;rr@sen@ore
BI OS 140 and one or nore ancillary Bl For exanple, FIG | illustrates

a core BNYEtPAQ and a video BIOS 150 stored in the first nemory space 120.
The first nenory 20 space 120 may be provided in firmware but alternatively
may be prB i \{ tional ROM nenory. According to an enbodi nent,

the first eed not provide for witing of data to the
space 120. During operation, additional BIOS's nay be witten to the
firmare 100. Regadidiests obf theh aresest iadition oprahidsl @' B4 engeh@sismt + A t he

firmvare e d h e 0]
expect ed %199?%@38% Eshgﬁer e%haétgr ngﬂ)erltﬁt ﬁ i\ccor 3| n (?/e { %h E'fzr%"t%%ésor
spacelQl20mitrocddesspdatep vathoukfasiiried & oomlalstet neelabememmftthe [susiem" BITie §b@ond
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space 130 ma e n

01/ 61485 'I‘:Q?’?JS b%%l;l%%g #gge%f%gé@gﬁ?éngs qcd %Bro%m%ﬁ rsov ldéga%g% g}c age
of Bl OS elevizmss With resonpiil & vaitatiar msatllstIQSmma"ceH m'ahbsm@la@sj edsgiyent s
stored in the default space 120. By

15 FIG. 1 illustrates a memory space 100 storing a system BIOS 110 according to an
embodiment of the present invention. The memory space 100 may include a first
memory space 120 and a second memory space 130. The first memory space may store
core BIOS 140 and one or more ancillary BIOS’s. For example, FIG. 1 illustrates a core
BIOS 140 and a video BIOS 150 stored in the first memory space 120. The first memory

20 space 120 may be provided in firmware but alternatively may be provided in conventional
ROM memory. According to an embodiment, the first memory space 120 need not
provide for writing of data to the space 120. During operation, additional BIOS’s may be
written to the firmware 100. Regardless of whatever additional BIOS’s are present in the
firmware 100, those BIOS’s stored in the first memory space 120 are expected to remain

25 therein permanently. Accordingly, the first memory space 120 at times may be referred to

as the “default space.”

The second memory space 130 may store the additional BIOS's. Therefore, it
may permit writing of data thereto. The second memory space 130 may store
enhancements to the default system BIOSs. Accordingly, the second memory space 130

30 attimes may be referred to as the “enhancement space.”



way of exanple, the enhancenent space 130 may store: mcrocode updates
that correct mcrocode errors in the agent, 5 BIOS updates or patches that
fix bugs wo diwegdef ault Bl OS space, and Bl OS nodul es t hatctsukashoidrot e for
a BIOS in the default space during operation, and updateable video driver
paranmeter data tables, tables providing paraneters that configure the sane

driver to be USRE @HaASSTEM E;bafbleemol%a%) biARR fo%Vét?rgg?Sof Blog %I&é@ﬁgtt%d

that any BIOS el enents that are provided in the d pace w1
be al t er e@URRlragNtrIRUPEHiticoiRr thaskeRIOS, elapmanisesiored in the d@faulé@pacﬁs 12 By

enhancenmepky $Pagsinpld e e}l{h@m@ﬁmp%q@om@oéw al so may store an index
tabl e that %aps BIpOS el enments in the enhancement space and the default

spaces 120, 130. Th at i an, tabl e contajn pointers
tﬁat i dentify whi ch@égo%&?%@ %? tcPB??t Q S?émcroézf’g‘?r@rﬁ?@ '%/m?rﬁgceﬁ defaul t space
120 ar® bei ng rep! aB¥aS ppdatae oepaikas thaldix huge in beivefadAS sppaecandFI G 2 s

a usage nodel acoceor &i0g nicuas testodstinee o BIdEBmFth@&@ﬂ%UItb;Bé/dérﬁlJr@P _
According to this eppedtio®rind a conputer system may program itself with

Bl CS 20 h t I E { package 200,
a data object that ﬁg%t é’%ﬁdyverda%m&e*% {%@s? Gbroyih JHg). The
[

MBU pagkage 200 may 1I|9<§1 F’ S e conputer system a an 7 out put
devi ce such as an el rica nagnetlc or optical storage device or via a
communi cattii®axpaciadetnbheny BKUR hlexentshibskaremrovidethin tﬁeldefauttrsaam 120 wilematet or

Wi rel eSS BOTUILATP ISR ( Sha0S! LHBLLTERTESRIESt 3% ABn2dlLy The |

conput er system may i ncl ude an I nst e rnsta
an appl i cag.onThse eghaneen®0Ot spacea 180 @d ntayr $tarse adrindesr tabni‘\)th:wsngmmﬁl(t)s

process tQ%mewguer%%gﬁagc%q}éﬁ? s%%&? %@1”&1@ %r%l}n sﬁ&Sc s”q 6“ Bt SEIQL; Iﬁ‘gﬁ?er

herein. In one enbodi ment ns ace Wit
net wotk, slashatiers tabte 300 Imaw cordain pcmntesahheh|deohfyaminicrdeymemaﬂl%sn‘ms5yst@nent

VL packeBenfil, KO, SUMAER, o582 SRERASAABEAPATLIGS oBPRls o8 o

packages amlamalylentmnalce any har dware interfaces 250 that may be necessary
to update the firmvare. According to an enbodi nent, a Bl OS package may
i ncl ude not onFiG.thes BluS8ge Bdepdatoeding selah dmibodihent efsthe qiredeat! invahfiatat i on

and revi Skg&r&i%otro”ﬁntis Oer}nbo-glﬂ%er%t,nsat %prln%[ltegzs%stem may program itself with BIOS
20  enhancements autonomously. FIG. 2 illustrates an “MBU package” 200, a data object
that may include one or more BIOS packages (not shown). The MBU package 200 may
be input to the computer system via an input/output device such as an electrical,
magnetic or optical storage device or via a communications interface, such as those
provided for intranet, internet or wireless computer networks (collectively represented as
25  210).

The computer system may include an installer 220. The installer 220 may include

an application program 230 and a BIOS interface driver 240 designed to process the

MBU package 220 in accordance with the embodiments described herein. In one
embodiment, the installer 220 may interface with a computer network, such as an

30 Internet, to search for and download a most recent MBU package for the computer
system. Once the MBU package 200 is received, the installer 220 may disassemble the

MBU package into discrete BIOS packages and may invoke any hardware interfaces 250

that may be necessary to update the firmware.

According to an embodiment, a BIOS package may include not only the BIOS
35 update itself but also associated validation and revision information. The installer 220
3



3 WD 01/61485 PCT/ US01/ 04079 may have a role in validation and revision
conparison. For revisions, prior to installation, the installer 220 may

conpare t\We q1®vigsi on i nformati on of the BIOS update vvith PRV 0904079
information (if any) that may be associated with previously stored system
Bl OSs, those stored in the default space 110 (FIG 1) and those stored in

t he enhaneeiyenive spakein Valdfioh Rh&revidion tBmb&isone W%MS plibr tb h‘?st&l%'fﬂ?ﬁr Ison

determ ne that the Bl OS update provided in the package is not nore

current t Nl mRALMaYicglwrle @Fd?@ﬂ'ont'mfermﬁ’f%&flt@ BIOD opsaly Wit igvisione t he
i nstal | at irﬁdsrnwh@@%%ny)%ﬁpfrﬂwrlﬁ AdsoaRtRMad br@puslytdel R§ER M Sro§s2‘%‘h<{£%
store the g{gs 535% Ystemmem) for installation. The 1nstall

220 al so § Wt 4P f|~°’aa%e P &JSt dh? thﬁé?rﬁwct'athmnw%mnh@pa@?swm
Menor y5 st (FI8s 8. BirfOhip asi@armertther tH&b@hbﬁsoﬁZQetéﬂn%ﬁes R t‘ﬁb%ﬁi@@ WpBLfeal N
har dwar e secu It%él ocks t hat rra%/rwattac to the firmvare that nmay prevent

data wri t BEV959iR e PROKRIECS AQE MK RWFeRtIthahacapy Greviorslyi starery thet installer

har dwar e 23@eiyiténnihas ive MBMIRRNEr6edRked with a conventional call to a
System Managenent Interrupt ("SM") handler 250. The SM handl er 250 may

di sable th 15 t system and permt updates to the Bl CS.
Once the i nst arPE B80S eBOHENT HES JRAR 20 ) Soem e RS pagtge

i nstal | at symempnh@maﬁﬁ féreihslanatiods. TAk h&ali&romd Bibosetdfcetam fléb%t f kpdb@n

roce the installer 220 ma reset the processor in such manner that
Phe. plbceBEaIory B ficele Bt ST comeniisiorss 2 Bos kaskasoTys instalRaraR slseq.

For exanphey didtck @Malhﬂwa?&ﬁé}me'cﬁh?do@éé tﬁ§§ﬁfa5/'aﬁ'@ch 10 thdkitiwae 18 ng)hg#/nt el

processors. FIG is a high-level flowdiagramillustrating an e ment

of the NBPI%?%%%@ wrig®) to rﬁﬁftaf'WBW?flel %tngaw@%ﬁé?r@tl%n Tyﬁl@&w@halhqm!m@s of
execut i ONseRel Aok wckélgnéy%eemséu@@ \)nth raUlaoﬁ\}efﬁﬁoﬁéOoauO@ 563%% ﬂ’ﬂ%ﬂagﬂ{rﬁ@rﬁ 330

and OS | oad 3 ocess begin at the RT poi after

i nstal |l er '%?f[ﬂﬂtc(a@'wbh @@é'ef 525é3t ar?@d SI\/}i‘shqqﬂer, ﬁ@@ efﬂ@)érdlséibtﬂ itheatcoowuzss 25
startgs |bpmyn@ggse&,hah@?emwa&ééqbt,;’él@,d@ox 301). In response, the driver

240 may determne an interface revision supported by the MBU SM handl er
(Box 302). If the  revision nunber is recognized by the driver, the driver
may attach to PRE® &)Q inpiaiel 440 RasHored tﬁ%ﬁ?r%‘??@et'mak’s'f@“f‘é&%fé@r}’aﬂ?@ ipgellatinag a

handl e t opfgestseemingtesal At t‘hé'doﬁcldéibh%@tﬁé"%s%mn%r@&@s%s tr%oﬂstaﬁgrtﬂo may
initialization conpletes, the driver240 may return control the 3

i nst al | er "%§pb} hecRIOF@FE0p 30 SUFR 2 MaPeer kahing Arocassor restars @Qh&e tscmients of
i nst al | at §yafeng MMM &§tdretEaRtaindBY Ifdreéi@aﬁnp?é‘ﬁhlg‘?ﬁﬁrsﬁé‘ralfcd}%l@ﬁ% By ldRsbifg

packagoe fra1grrent s (discussed herein)
IT# on many Intel processors.

FIG. 3 is a high-level flow diagram illustrating an embodiment of the MBU process

300. FIG. 3 illustrates operation in several phases of execution: operating system (“OS”)
run-time 310, OS restart 320, POST 330 and OS load 340. The process may begin at the
START point after the installer application 230 is started. As the installer application 230

25  starts, it may attach the MBU driver 240 (Box 301). In response, the driver 240 may
determine an interface revision supported by the MBU SMI handler (Box 302). If the
revision number is recognized by the driver, the driver may attach to the SMI handler with

a command that creates and returns a handle to be used for all calis during the MBU
process 300. After initialization completes, the driver240 may return control to the

30 installer application 230. If there is an install to be done, the installation application230
may create any necessary pointers to the package fragments (discussed herein) and may

call the MBU driver’s install entry point (Box 303). The MBU driver 240 may save this
information and return to the installation application230 (Box 304). At this point in the

install process, the installation application230 can exit leaving the install request pending
4



call the MBU driver's install entry point (Box 303). The MBU driver 240 may
save this information and return to the installation application230 (Box
304). At Wwo E/psnt in the install process, the install atpc@ngso/04079
application230 can exit |eaving the install request pending 4 WD 01/61485
PCT/ US01/ 04079 in the MBU driver's update queue (Boxes 305, 306). The MBU

driver 240, rm@méermweréGpdﬁequgué%ge&)eéigynédé FREVED 95461”%5%%[@%5399

to the MBU driver240 during s ope ating systens prepa
restart, eRd)e sip el (e Q8 pandBEClosEnEsEagaedkalEd driverd40 diring shetdowna
notification-list. The MBU driver 240 may be included on this 5 list.

During restart asth rUﬁi’a{;CHbt‘éﬁfs Mo M REBHY &h 'MO@&W
exam ne its pendi n!ge ate’ t abl gééfbgr a(r)l VBU u8d§{e Box 311 “tIFlere is

an updat eMe§Sagss tG@H 'V?ﬂ‘ié’“l\ﬂS(‘Ptﬂ'Fﬁﬂﬁer“SQAfT(b‘erM§ i 'e%!t%“odﬂﬂhyé insildeg@inftbis i n
syst ens MeR&r Y pufimy reﬁﬁﬁ thtehﬁIB'Hpgﬁ\Fe@ mcf‘ﬁ%gQ'ef:él@énat WI%Gf 'dLQ)$E‘tn9es'§§gé" ar;qgrmr y

and may set a flag in rrem)ré i nf ormx& an update |
perfornede{(%%e3t§233”dmﬁéJWB @blevfer ap Li@P@ﬁ@r‘B%?ﬂ)elféh%ré i$ @8 Lrh)dﬁ’@l’fe WI th

the SM haadbgs, tﬂé%@lﬂ%rﬁléﬂmmﬁ% r@?é(gﬁoh&\gal Iﬁﬁf@ in sy§{e$ﬁ RIS, mhPRaHS My

close in a conventl onal nmnner. has cl ose may gener ate an
INIT# to eupiaiecaskege fiem fhe fﬂ# infgo @i Hlemasy eandt may rasint flag dmtesnergr |

| eavi ng SyéMJTBRPEIOS MR G uﬁ&?e IleoT% b@r‘?c%w%dt BSx FALPCARSABUL Qrivel©4B00t

vector and resets the nenory's I@éﬂ schene to a sta?e that 15 all ows
pr ogr &mi Hgn MAY eleasesits papdie V‘%th th‘P rhangigr 280 e teoBTatpHBexes33 B, Idd)-i ng

the POSTTRERSRerSHR O§¥r$éyed163%|rﬁ)§ dESﬁVer{ti%héll rﬁﬁr he package from system
menory, authenticate thé package and wite the package into the

enhancenent space ([Box 321) Once the update is cong@ete t he sistem Bl OS
may i ssue a sySnemtheSst h%ﬁw@ioquarttmay geRaTAR aPOSTH i heayscqssen e Sha iWT#323) .

Once the t rred
to the %ﬁﬁiéa@dﬂéﬁdaﬁ%@ghﬁﬁ/ éd?rtﬂo@é’rdleta{%ﬁ% %tem%’erﬁ@? ”ﬁgétewé\p ?#f:lés%@ Foads

the driveP®CPF He theibiogkredernpndipesets die BNy %mymg@reeme tohe Sthte Weats i n
this {5 st aiswd B® gMg i | YR FIGA49. th\éhﬁnilltﬁé?r%té@% Hd V’?fSTzﬂﬁasel @ﬁﬁ@rlggl Hay

attach to the er 250 and determ ne version o
i nt er f acePOPIpohesal 329, tsyetemiiPer megorefisyr ﬂezpachaget fiem\VBYStemi memops0

recogni zeg,hbRicak %r%rp%ici?ggé‘é'ﬁ@@/ﬁte thb éﬁ%g%tih@rmé chRa ;f?e%sﬁébe V&%%ﬁ%% Fure

handl er 250 agai n cre e driver Tor use
calls (BanQQ%)e uwﬁ@ewswomﬂlaie,rheza@temeﬁiqiﬁamay desuer aristisiemhegset andistaot at he

MoSt T eCend mikppRicer g%eé%égé&teﬁwﬁn@ héd/ Bl ﬁ%/é{en{@)b§§§§n?g'%a§§% and

remain idle until calle er a Ication
20  control may be transferred to the OS Load phase 330 of FIG. 3.

In the OS Load phase 330, the OS loads the drivers in the “driver startup” list (Box

331). One of the drivers in this list is the MBU driver 240. When the MBU driver 240

loads, it may attach to the SMI handler 250 and determine a version of the MBU-SMI

interface supported by the handler 250 (Box 322). If the MBU driver 240 recognizes the

25  version number, it may attempt to attach to the SMI handler 250 again by creating a

handle to the driver for use with future calls (Box 323). The MBU driver 240 then may

determine the status of the most recent update (Box 324). The MBU driver 240 may save

the status and remain idle until called by the installer application 230 (Box 335). The
update process is complete.

30 FIG. 4 illustrates a method 400 of updating firmware during the POST phase of
FIG. 3 according to an embodiment of the present invention. After the BIOS is restarted
(Box 410), the BIOS will undergo a startup procedure. At some point during the start up
procedure, preferably before any element of the ancillary BIOS in the default space is

5



update process is conplete. 30 FIG 4 illustrates a nethod 400 of updating
firmvare during the POST phase of FIG 3 according to an enbodi nent of the

present iweoanleige3. After the BIOS is restarted (Box 410) ,pdigsoBosdsow | |
undergo a startup procedure. At sonme point during the start up procedure,

preferably before any elenent of the ancillary BIOS in the default space is
5 WO 01/ 61485 PCT/ US01/ 04079 executed, the BI OS may determ ne whether the
Bl OS i ndi esgasied; like BI@S emmedaérnaind/BbetheaticaBOg Bolicatt20he présenoé of thaBBI OS

may exit t cant i with.the start rocedure, .
event ual | %Qg(gggt@:aggét% gee}gﬁ?ti e g{/tg &Y( %&{ﬂgﬁ?t_ od AféBh%ﬁng'P“‘? HéthaibRor y
cont ai ns &tartud@madeflueey evérdvally récBBgpbe katye sgstest Box4bBe). 5 BIOS attenpts to
aut henti cate the MBU package (Box 440). The BI OS det erm nes whet her

t henticati i f : : i S id_(Box 450)., 1f
ot 1t the VLTSI EECER] HorBRlehitn' 2l BARERP e BRS, PrBERR A0R 2t i on
failure (BHXSAEnpimdo aeftientcathdherdBlddbacBage 4B6) 440% \Taki Bl @steﬁmme?gs,
t he BI OS ' et t 0._enf e ace. ( Box
470) - A FRanes aufehfcchbae SABRREIARE Il d8indt e SERE R e 1P B
updat e sutheddBy paBkagetigyvalid fthe BIOS réternBIa@SB/llButauthmsi?ﬁ'ronwg(l)w(;?(B%?o‘) ahtiure

Box 490 update flag from Bl OS ( Box . erw se,
(Box )eﬁ{%&hggfe%@e{é& B

the BICS nm enhanCenment flag (Box 510) and returns a status flag
i ndi cating successful storage (Box 520). Once the enhancenent table has
been amended, tfhealigstidrodunegeds1the éH@Bnaegins Wpowriteethe MEU qackdgd he thet hod

400, ir S ystem.reset only.

r est aﬁrc'?g %}@éﬁ@gnt{ ? é%ef Eét‘)bg(t@(;161()'50'&%0 éa#ogmsufl@f‘ eﬁ] tﬁ%r}%rf*t 3 ﬁ'\?\h%@)%{ Hgt%r'égpﬁem
resets, tWeethBUhsaikatresuosagdshi@okiBok eld nass tikeBISiiaterds lay Mbigiupdsterfairme .
Package exdqd [ r may i,nc

pac kage Qﬁgt(%eﬁq) %g? i ngnb.rg g}kéé@lggglaﬁ%t? t(f)'Q F\HXE];%@%? ?FteBﬁf( %Oﬁ )rcm ?’tﬁgyyu%&%bﬁg ‘ﬁay
cont ai n auekiéeat theagrihancémeéntrftagt (Bor 510hand eiimae s’caiudlsflagiirhdii%ingfwcsénsfme of
t he MBU ey ication inforpmation occur
accor di ngg)tt8 Féa%g ngﬁzgf)p()@%éa 5 é@% ”gﬁ]%?&qib%ﬂbﬁsf%e%ﬁi“ﬁ%%%b@%918%&’ MBY t he
Bl OS 1 ttesmimefeaul t space 110 (FIG 1). The new y recei ved MBU package may
be 25 signed with a private key. Using the public key, the processor nay

exani ne the coy) - Of. k?ébe n e_signature that acconpanies
t he MBU packageb@gﬁém"%ft'& QD? PR > the gléQ fmay 381 the entire system.
system reset not only restarts the BIOS itself but also clears system memory. When the

system resets, the MBU packages may be invoked as determined by their content.

Package Authentication

20 As noted, the MBU update process may include package authentication.
According to an embodiment, the MBU package may contain authentication information
that uniquely identifies the source of the MBU package. For example, the authentication
information may occur according to a public-private key pair. A public key may be stored
by the BIOS in the default space 110 (FIG 1). The newly received MBU package may be

25  signed with a private key. Using the public key, the processor may examine the contents
of the MBU package and the signature that accompanies the MBU package to
authenticate the package. Success indicates that the MBU package was published by an
authentic source. Failure may indicate that the MBU package was not published by an
authentic source, that the MBU package somehow was corrupted after publication or that

30 some other error occurred. The BIOS may terminate the MBU update process if
authentication fails.



aut henti cate the package. Success indicates that the MBU package was

publ i shed by an authentic source. Failure nmay indicate that the MBU
package wa® ni@hagaubl i shed by an authentic source, that ther@Bldipagkage
sonehow was corrupted after publication or that 30 sonme other error
occurred. The BIOS may term nate the MBU update process if authentication
fails. 6 WD 01/ 61485 PCT/'USO01/ 04079 According to an enbodi nent, the public
key-private ke ture

al gor i t hirs Sucﬁcﬁ&lﬂlﬁgﬁ? Qﬁgﬁéﬁ?e%tq Lgrﬁlg k% F’loﬁeﬁké?l V%ﬁsq%g on one

al gori t hnef teevélniovawn @gmaﬂtn@ alg@itbmnerstuam |aerRS$abDSs§>hsag|sat0|fe dBtempacktiges ar e
expect ed i of private keys. Thus, a successful

aut hent i C%PI %tﬁ}enég@éﬂgpétaﬁée)%cf@nat ure included with the MBU package shoul d

i ndi cate that the MBU {)ackage originated froman authorized source. Buffer
Fragment Tabl eDadng énpleaieatatipnwpuiiishers afpUBUr papksgesTare mepasted tpatigainay be
al | ocag edcérﬂrol %10 HUEté Red Phiy %%E@éég}m%gthéhﬁ%tlorg %Palﬁétatﬂgl,sgmaﬂpg rnac lJO%g

systenms of rLTquter systens conventl ona

predet er rﬁNﬁ'édh§| M@ §39kageosh®1d<umd1¢gze dbat the MBmeka@ driginated Ifnom taed by
the page giw6riRly ddigse systems. According to an enbodi ment, MBU package
may span several pages. Thus, when stored in main nenory by t he

instal lation application of t he operating system 240 (FIG 2), portions of
the MBU 15 pagkfideFrdmdift 15b® ed in several discontinuous pages throughout
system nmenory. In an enbodi ment, the installation appli catl on 220 may

interface withath to, al |l ocate page n of the
MBU package. Tﬁgn‘?eﬁ]gg Oy ya‘fvﬁgﬂ gém%?%a\?ys@ﬁns ﬁﬁngrysﬁoqal’?%/ r?ﬁ“é qﬁc?tﬁgdﬂent
buf f et0 t abhits oﬂenpneﬁytemgmanme/ Imaéxamﬂe mhﬁr@tnr@aeyst@ﬁsfdfhmaﬁy Qﬁﬁﬁi%é? Lray
be found abe 1 Iowr resents i nformatj.on t hat
may be coRTBRoMEnTHEAY alieals dugdss Ot Prede e Hgea. St SgH Al CekiPKies. A
Fragment KBagpeckagSi zeAcdlimied of ﬂiexrba@aslze%\ddtfrm@%@%té@]s':r A@6&AIng to an
0x80_00000« O(OBl?%.%(lFFAé) 0x12

embodimen package may-span several pages. Thus, when stored in main memory

by the installation application of the operating system 240 (FIG. 2), portions of the MBU

15 package may be stored in several discontinuous pages throughout system memory.

In an embodiment, the installation application 220 may interface with the operating
system to allocate pages to fragments of the MBU package. The installation application
220 also may create a fragment buffer table identifying memory locations where each of
the fragments may be found. By way of example, Table 1 below represents information
20  that may be contained in one such fragment buffer table:

0x80_0000 0x0 0x0 8180 (Ox1FF4) 0x12_0000

0x12_0000 0x0 0x1 8180 (Ox1FF4) 0x09_2000

0x09_2000 0x0 0x2 8180 (0x1FF4) 0x64_6000

0x64_6000 0x0 0x3 1583 (0x62F) 0x4C_A000

0x4C_A000 0x1 0x0 256 (0x100) 0x00_0000
Table 1

As shown in this example, the fragment buffer table may track multiple “buffers” for each

BIOS package. A first buffer contains the BIOS code itself and a second buffer contains

a digital signature associated with the BIOS code. FIG. 5 is a memory map 600
25  illustrating the memory locations of the fragments 610-650 listed in Table 1.



0x12_00000x00x18180( Oxl FF4) 0x09_2000 0x09_20000x00x28180( Ox1FF4) 0x64_6000
0x646000 Ox00x31583( 0x62F) Ox4C_A000 0x4C_A000Ox10x0256( 0x100) Ox000000 Tabl e

1 As showwo qi/¢idgss exanpl e, t he fragnent buffer table may garagdoonldi pl e
"buffers" for each BICOS package. A first buffer contains the Bl OS code

itself and a second buffer contains a digital signature associated with

the BIOS code. ,FIG, 5 6 il atin

| ocations of thSCFPRY n?g eg'lerf?dééﬁj .9%% gaﬁsr ﬁ%ﬁ”ﬁ tf!.;'e7mﬁ% %ﬁ’%g'%Se%h
PCT/ US01/ agmientAafcamct ibniffet, @ lauifee abd fiagmeht, nurhigeriof tﬂqéﬁra@ﬁ@gﬁ@tﬁasbaéﬁdeessay
i dentify T’e

h , h. buf f buf f nt
for the fr g;r;?rseeng 9 ﬂ];% g%ghtdsr §§ﬁcr} Qp’%@@g'hﬂnﬁa’ 'ltj%t":,\'z? %@ﬂgﬁt regrqss f:';ﬁngu
mai n marmfr;agman%s giree laddalahia‘ddmsgéplnes?ntfnaggwehheTmEma’gmtonswwaydﬁg p&ﬂdﬂe@ln
dd T n
o %3 ol R R B BE o7 BB, RO BEE R et e
][ret hod 4800 |$mvmhedk§da prbb&sp]E mgslsmrmmwmhﬁrarbmf&ermgnl@ﬁr taBlebaxisteand, c
t uf fer

et R e ool R F S0RoN PRRE! [ S B
map 700 i Boxsi2ont |Fﬂ§ Bhie a ﬁr&swymham 7BD Gﬁxspamgag& rea'éilé@ﬁlelgﬂ tB0S Mtﬁagl_e

t Hgﬂ) t rocessin o
ngggftsolr\/éHJg’éﬁﬁ%r g]en&gc%%ﬂ(/@ﬁy FB’ﬁg\ueW@% ?/ [ ng}Nude addi ti gnal

functionality to permt installing new processor mcrocode updates, |oading

an upgated Vi gg%%lro%g%{npe MBU bl ock, checking for the video bypass

hot key, checki ng s indicating flow options and the presence of

option ROM s o Bl GS ges 15 fromthe MBU bl ock. These features are
descri bed next. Iﬁi"’@po‘gqﬁéaaumafﬁﬁ & svariel shitem BIQst sy isgbde@detiandlg t o

an enbodi ftmaﬁom.tyt ﬂbepérﬁﬂtelﬂéﬂamﬁ n@hﬁ@o@é@@amaﬁcé& Uﬁﬂétésal'lba?cﬁwé B upydRa
BICS, a k for an existing video BI'CS update for

t he speci Y'Fjeo gﬁ'éﬁhﬁr‘é@ @@vM@H *EJPC‘? ifé‘e§|§’%3 &oh ther ideo bqusd?ﬁtk% checkdng it e
the def aubios @@@m%hc@ﬁng MBE ptiBe Qﬁ&trﬁt&ééér{& &f@%’u&?ﬁ'@)l\ﬁ’% of 'B‘POQ/%QC%‘ &l ock,

a system BIOS may_check to nake sure th IS va Thi s

ox 810).
can b® dofiemghe MBY bigekchiersei fﬁ@"“&*%&&@ﬁcﬂ'@dd?exf HAGMBLs Blfbl’)’kélagrﬁmt ¢fehivBU

bl ock s pigRudd b aédaed.ﬁg%foaéH EmBatitBht SR MByntRR, executed (Box 820), else
the BI OS checks for th

When preparing to initialize the video BIOS, a BIOS may scan the MBU block for
an existing video BIOS update for the specific graphics device of the system before
attempting to execute the default video BIOS image. Before starting the scan of the MBU

20  block, a system BIOS may check to make sure the MBU block is valid (Box 810). This
can be done quickly by checking a header ID of the MBU block. If the MBU block is
invalid, the default option ROM may be executed (Box 820), else the BIOS checks for the
depression of a predetermined bypass hot key (Box 830).

If a hotkey is pressed, it signifies a user command that the default video BIOS
25  should not be executed (Box 820). Pressing the bypass hotkey, however, does not cause
the system BIOS to clear the CMOS bit identifying the presence of the BIOS package. If
no hotkey is pressed, the system BIOS checks the CMOS bit (Box 840). If the bit is
enabled, system BIOS begins looking for the video BIOS update in the MBU block (Box

850). At this point, a video BIOS is present in the MBU block (Box 860).

30 After the video BIOS is found in the MBU block, system BIOS may determine if
the video BIOS package is compressed (Box 870). If so, the system BIOS may search
the MBU block for decompression code associated with the video BIOS package (Boxes

8



depression of a predeterm ned bypass hot key (Box 830). If a hotkey is
pressed, it signifies a user conmand that the default video BIOS 25 should

not be ex@gliigdsgsBox 820). Pressing the bypass hotkey, howgwaisoidags not
cause the systemBIOS to clear the CMOS bit identifying the presence of the

Bl OS package. If no hotkey is pressed, the system BI OS checks the CMOS bit
b1 05 updaf i SSPHLAR By s R sy B PR g T et %0 oS bremtes
present i thet idetBUOB patkagBdix r@6aYyailBl Mdaxes20)hdf tisdenleBsG6und; BIOSehayn t he
MBU bl ock I it er i if he,vi d B package is
corrpressegef%@é(r@g%@ﬁe%%@%e'bﬁgggggteg%% @W§%§Qa$ " the MBU bl ock for

deconpr essi on code associated with the video Bl G5 package (Boxes 8 WO
01/ 61485 PCT/ UStheuwAo2gnlikan, tigo0yBUI fregion cofddininwafeounaly bédrensy sioeopBldeS may

t d VY i kage is.not i | abl e
(Box. 650) O htohindEn BLEP 4BEEURE POtnREREL HR BRRSRES (i B8k Bfermge
and execufigfaplt vespneeS thegideg BIPS ontiom RQ's sidred & systenh 8IOBLEXeegti@nobhe
firmvare r iOni n h a e, the PCST
Shoul d catgauRFEeTBIOShaPe BfeedbyIAREHBEE | PR el olhd SR Shsdntsii geo
Bl OS opt i biesreMhe predetennined bymsase imoBe@BLIrifx eanyt bhamh beford the vidkef atlzipter\Hagdeo

Bl OS may u j ~Jf the systemdetern nes at. a.user has
pr essed A pRuBBEe i 8Rtart BRIE L arbl PeCiPh ST BUReRE S PaitaRikei deo
adapt €¢ hdefaulhdrtagiated $ystdnz 8)St he system BIOS may onit the scan of the MBU
area and boot using the 10 default, integrated system Bl OS. According to

mbodi t, - ' t St | OS_of
enhancenent | spAseroRESE ttoatiehe the BIb4RR roEEe St THR Cabstmetiotibe s
f rom at t eaphdanegmeniospasadoropsingle rR@Mtu tideed ot disabla dutursobadts fremséti@ﬁgﬁing To

| et el [ tch i rin
L S L X
Wien t he vidise BB p@ichdonBeRSUtQMISirgpP OB, the GMOSamdblethils asise keysdar e

pressaf, the MBU bl ock | ooking for a video BIOS update
B | PRSI PR

nodul e. no Vi pdate nodul e is found, the BIOS may execute the
default BICOS stored as part of the systemBIOS. Ot herwi se, the BICS
extracts the vi\theo tB: OdsepBY ¢ideodBil0S’ CNOSeoptiontieset ancand bypass Kdye are

remai ni ngoSust LM BhSs H%%c%% MBU block looking for a video BIOS update module. If
no video BIOS update module is found, the BIOS may execute the default BIOS stored as
part of the system BIOS. Otherwise, the BIOS extracts the video BIOS update module,

20  executes it and runs the remaining system BIOS (Box 920).

Loading Option ROM’s

The enhancement space also may store option ROM's. According to an
embodiment, option ROM’s may be disabled by individual CMOS option bits.

Prior to executing any option ROM'’s, the system BIOS may check for updated
25  option ROM’s in the MBU block and execute those option ROM’s in preference to any
option ROM stored in the system BIOS image.

CMOS Options

FIG. 7 illustrates a method of updating video BIOS according to an embodiment of
the present invention. The system BIOS may provide a CMOS option to allow the user
30 the ability to disable use of the updated video BIOS in the MBU block. Herein, this bit is

e



Loadi ng Option ROM s The enhancenent space al so may store option ROMs.
According to an enbodinent, option ROM s may be di sabl ed by i ndi vi dual
CMOS opt i eip QAlciggs Prior to executing any option ROM s, the@ysdoeaiBhOS may
check for updated 25 option ROMs in the MBU bl ock and execute those
option ROMs in preference to any option ROMstored in the system Bl OS

i mge. CMOS Options FIG 7 illustrates a nethod of updating video BI OS
according to an enbodi nent of the present invention. The system Bl CS may
provide a CMOS option to allow the user 30 the ability to disable use of

t he updated video BIOS in the MBU bl ock. Herein, this bit is 9 W 01/61485
PCT/ US01/ 04079 referred to as the "Use MBU Video BIOCS' CMOS bit. The Use
MBU Video BIOS" CMOS bit is set when a successful update of the MBU bl ock
is perforned. By way of exanple, for Intel processors, the system Bl CS may

set this bit fromthe .sys a n e ("SIWM') environoent. \Wen
this ovos BrEey B a e BE VT TRESHIORE b B e Une S Y R sNaS
sear ch t heit iBsbthiimrka Socceasiulipstiate df heddBU BIIGE ibbabNRK BYUIANEF éatple,
the. di sab{® [i50 POAGSE RellVIGLS" 1S Mt a8 BTt DADTR She vHBE, Ban PRy
pa(r:]kage menode Sy _ﬁ]elvmraéntﬂfvﬁﬁn m@mb bit i@rset,isnsmluba% thstis in@%_@a@sf&‘the
enhancgnent .s e e construct ccording to a
pr edet %r mS%Sé%{QS@@% ttoe%e[a%%ghg y‘%@%ﬁqﬁg%@ PH@%&% |V@F°f530%d%°ﬁ?rﬁf%%eaw%9pthsc ess
t he NSU paefeayesiec @I\LZSi If therBE lotook g empfy| e s@st&hﬂ&@@m\&/\?ﬁlﬁbﬁhyﬁﬁaﬁ%ﬁﬂﬁége
accordi ng,to od] t the present invention. thin the

package 10%%? @Epﬂﬁ?%bﬁ%@éé\@ es 1010, 1020, 1030 may exist, sone of
whi ch may be conpressed and nay vary in size. BIOS packages 1010, 15 1020,
1030 may be | opatedeadit@oentn tiMBONpackags haay ifcdade Bb(SpalPBRIQIRCAETER. fok020,

1030 stored, in.the package 1000 may ipcl an object header 1011,
1021, 1037SHIAN g Pt ?’@E"”{gﬁ@e%ﬁ%%c@- ariea bt dcfs §have PETIRNSHUEIG of
the ot ectcoonying & bopedétbeningi erhitedi@adsroeant the inSRMEr & iderBpdhapRécessf the
pr esent |%wpon [gare speci.f |rga| ly illustrated and 20 described herein.
However , IP2g gfﬁpﬁggﬁtit‘éef § S-nmodi fications and variations of the
present invention are covered by the above teachings and within the purview
of the FIG. 8 shows a sample MBU package according to an embodiment of the present

invention. Within the MBU package 1000 multiple BIOS packages 1010, 1020, 1030 may

exist, some of which may be compressed and may vary in size. BIOS packages 1010,

15 1020, 1030 may be located adjacent to one another. Each BIOS package 1010, 1020,

1030 stored in the MBU package 1000 may include an object header 1011, 1021, 1031

that identifies the object and defines its size. The data of the object may follows the object

header entry.

Several embodiments of the present invention are specifically illustrated and

20  described herein. However, it will be appreciated that modifications and variations of the

present invention are covered by the above teachings and within the purview of the
appended claims without departing from the spirit and intended scope of the invention.

10



appended claims without departing fromthe spirit and intended scope of the
i nvention. 10 WD 01/61485 WE CLAIM PCT/US01/ 04079 1. A nethod of updating

a system ®Rigd/6143NMPri si ng: receiving a data obj ect havi ng prtiieponaskage
and an associ ated signature, authenticating the BlIOS package using a
public key stored on the conputer and 5 the signature, and if the

aut henti cation succeeds, witing the Bl OS package to firmvare on the
conputer gystemm2. The nmethod of claim1, wherein the signature is
generated by a public key-private key pair, the public key of which is
stored on the conputer. 10 3. The nethod of claim 11, wherein the receiving
conpr i ses 1l oadArmgethhe ofjapdetiop peystent BIOR, aosposiage devi ce. 4. The net hod of

claim1l, wherej : (A ' recei vi the data object froma
communi cat i on Iﬁéez:ls mé 8@‘3 #L%@@?@%‘Bgﬁég F%q%ef,ng e%’séi)?{g‘f"ﬁé'gp U vi ng
conpri ses recehvihagticatieg det BI@Djpedtage Wsiriyr @ publicckaypsidret! anethaabknpufer ahae

et hods of tffélé?ﬂar{E‘tJre %Mt her conprising, prior to the witing: via an
operating system &storing fragnents of the received data object in system
menory, creatiliigha auhérdicattensidogeds) wolrat itenSI0$ mmkhgd tadimanbrd Bnsyiet em

menory, a qu‘ol ing the BI OS package fromthe fragments using the
table. 7 9%11%%%%? or updating a systemBICOS for a processor, conprising,

upon restart of the processor: determ ning whether system nmenory contains
a Bl OS paékagehe metihashefi daimi hgvhehain BieGSomeiciedg genarattdy aipabslic keg-pegstbul

[ j I3 in fi . 8. Th t hod of
laim 7, oo P Re) ROVLER BREE I R ReP The 6i'cs package s

successfully stored in the firmvare, if so, report a success flag
i dent1@yi Bg t héhanedhgshekelgie Aswberetnethefratéiving tompdsesdloading dinodater olsyctt em

Conmpri Sl Ngom a storage device.

4, The method of claim 1, wherein the receiving comprises receiving the data object

from a communication network.

5. The method of claim 1, wherein the receiving comprises receiving the data object
15 from a computer network.

6. The method of claim 1, further comprising, prior to the writing:
via an operating system, storing fragments of the received data object in system
memory,
creating a table identifying locations of each fragment in system memory, and
20 assembling the BIOS package from the fragments using the table.

7. A method for updating a system BIOS for a processor, comprising, upon restart of
the processor:
determining whether system memory contains a BIOS package,
authenticating the BIOS package, and
25 upon successful authentication, storing the BIOS package in firmware.

8. The method of claim 7, further comprising:
determining whether the BIOS package is successfully stored in the firmware,
if so, report a success flag identifying the BIOS package as successfully stored.

9. A computer system, comprising:

11



11 WO 01/61485 5 PCT/ USO1/ 04079 a processor, firmvare electrically
connected to the processor, the firmvare conprising: a first storage space
to store wddifeiisssystem BI OGS, the first storage space beipgg/@soiefdeonly
menory, a second storage space to store a second system BI OS and an i ndex
table associating elenments of the second systemBIOS with el enents of the
first system BlI(8...10. The conputer systemof claim9, wherein the first
st orage space iéoto store a system BICOS and at | east one ancillary BICS
and the index fianvere elegiti¢aly comneactas! tBiti@Ssrocdgsot, the Armedra edmepfisipgtbl i shi ng

updates for system Bl ter { rising. based
on content of the B?C@ﬁ%gﬂé g%%?%gft%%q'ﬁgﬁyg%ﬁ] g@népéﬁé@ 3@%‘% d?%aé:et 0 a
private key of baing@epd oRyngmoyat e key pair, storing the Bl OS update and

the digital signatur r i i t reguest from
a corrp%t er, transfere" ﬁﬁi‘fﬁ@a@fﬁgﬁgﬁgﬁ@@fﬁ% h§§%g|&§|%1§§ a&dgaﬁdFﬁ?(ga%@ t he
conput er. 12. FPOGAINEEENENte phthmseconddystent BIQP with elensdrés of the ficd spstemes
transferring tagpgata object froma nenory device. 13. The method of claim
10, wherein the transferring conprises transferring the data 20 object
froma comuni cation network. 14. The nmethod of claim 10, wherein the
transferrilBg coRprocswstarrsysteneof clagn thevheaeia the firs ctorbge space anfsustere a

net wor k. 3o OBRIACH &2kt G Biik | e iBbE Bl AOBIAUR! | €
key-pri vat)e%?(ey pair is ss% oljgégéﬁl nR{ ﬁ%éﬁ%ﬁ?g?. bl§ : %ﬁfy&g %tlcgg%ssi ng
met hod, conprising: executing a systemBIGCS froma default nenory space,
execul® ng1an aAdnethad pf pultishiag siodaten fortsysteteBIE1Ss ofidegloyked toreputansystarhs,| ar y
Bl OS exi SE&nbrﬁhiﬁd? alterable nenory 30
based on content of the BIOS update, creating a digital signature according to a
private key of a public key-private key pair,
storing the BIOS update and the digital signature on a storage medium,
15 responsive to a request from a computer, transferring the BIOS update and the
digital signature to the computer.

12 The method of claim 10, wherein the transferring comprises transferring the data
object from a memory device.

13. The method of claim 10, wherein the transferring comprises transferring the data

20  object from a communication network.

14. The method of claim 10, wherein the transferring comprises transferring the data

object from a computer network.

15. The method of claim 10, wherein a public key of the public key-private key pair is
stored in the computer.

25 16. A BIOS processing method, comprising:
executing a system BIOS from a default memory space,
executing an ancillary BIOS according to:
determining whether an ancillary BIOS exists in an alterable memory
space,
30 if no ancillary BIOS exist in the alterable section, executing an angillary
BIOS from the default memory space.

12



space, if no ancillary BIOS exist in the alterable section, executing an
ancillary BIOS fromthe default nenory space. 12 WO 01/ 61485

PCT/ USO1/ G i%1486. The nmet hod of claim 16, further conpri SIdQusoibh4@n
ancillary BIOCS exists in the alterable section, executing the ancillary
BIOS in the alterable section. 18. The nethod of claim 16, further

e e ndr, e TREThENEE $NHACTe TRREIESFLI AR AN BRENSTERAL L8] AoRE

entered and, et erm ned user has be
execut i ngalt¢reblarsertidraeye@itiastia amillaheBIAS iertdblkersigle section. 19. The net hod of
claim 16, further conprising: deconpressing an ancillary BIOS fromthe

al terabl eqgecti Lt 4 . I V. . JAn
nci | ary "B o5 oy Sraded SR | Rrtie? cBpATRY SRR Mo A Flaienteg.
anci | | ar y UBiromaaradesi keepr eeied and, dhneritedetemimed usgracenoénd inesviesea, i f

the anst | bAleBbe RS A0S BPERRERIm L EILDg et her o predet erm ned

user conmand has beenentere et erm ned user command has not
been entered, executing the ancillary 15 BI OGS package fromthe enhancenent
space, ot ABrwi dBe ”@E@Sﬂii@fiqlﬁjmd@, BRI CHPRSBINOS from a default space of

firmware. 21 Fogiinkian oh aflifrTBR0s sbHf hBSheeBNELR]fighq decomr essing the

ancillary BIOS fromthe alterable section an executi1 ng the deconpressed
anci | | ary Bl Osexegyting thepgecarpressad aneilansBiPScessi ng net hod, conpri si ng:
determ ni ng whether an ancillary BI OS package is present in an enhancenent

space of bpr m’"ﬂﬁ%ncfllérytmés%?GéésEﬁanéhg,sCB%%QH% I's present, deternining
whet her a predeternminéd flag has been set Iin the firmvare, 25 if the

predel®r mi ned defermistenahetheiaan rasiaryeBlOSe Raekage g Prérenhiic AN eahan@nest
package fgoMptfr@rpphancenent space, otherw se, executing an ancillary BIOS

froma default space of firnmware. 23. The nethod of claim22, further
conpri si ng: if the ancillary BIOS package is present, determining whether a predetermined

user command has been entered,
if the predetermined user command has not been entered, executing the ancillary
15  BIOS package from the enhancement space,

otherwise, executing an ancillary BIOS from a default space of firmware.

21. The method of claim 20, further comprising:
decompressing the ancillary BIOS from the alterable section and
executing the decompressed ancillary BIOS.

20 22.  Anancillary BIOS processing method, comprising:
determining whether an ancillary BIOS package is present in an enhancement
space of firmware,
if the ancillary BIOS package is present, determining whether a predetermined
flag has been set in the firmware,
25 if the predetermined user command has been set, executing the ancillary BIOS
package from the enhancement space,
otherwise, executing an ancillary BIOS from a default space of firmware.

23. The method of claim 22, further comprising:
decompressing an ancillary BIOS from the alterable section and
30 executing the decompressed ancillary BIOS.

24, An ancillary BIOS processing method, comprising:

13



deconpressing an ancillary BIOS fromthe alterable section and 30 _
executing the deconpressed ancillary BIOS. 24. An ancillary BI OGS processing
met hod, cwerie3igdg: 13 WO 01/ 61485 PCT/ US01/ 04079 det er m migigusveidier an
ancillary BI OS package is present in an enhancenent space of firmware, if
the ancillary BI OS package is present in the enhancenent space,

deconpr essi ng i | i the ancillary

Bl OS package. gé‘%rrﬁﬁ@dawﬁlét?‘.iag% %p@)@%ﬁ@csegggﬁgeﬁeﬁ%%ng% &l aﬁgﬁm?rﬂ}rther
conpr i si ng§ragefdiinwgre, menory for a deconpressor associ at fed WI;jth the
ancil l ary Bl CSip age.; , mldhat C r.is,pnot n xecuting a
second anci | | a}fy@%((gﬁ%lgdg agzae;?rg%:kggge?gﬁﬁﬁggﬁpéﬂéeth%f ?r}h(r%ﬁnc/%?%rﬁ 89%. A
vi deo Bl Cdegaroriessingtherasichiod, BlOSrmmckagm@nd det er ni ni ng whet her a vi deo Bl OS
existsgin an a i j of a nmenory system if no video

Bl OS e§<i st in %;r(\%ug{?é g}efa%r[ e] e@ﬁ%dkgg%cuti ng a video BIOS in a

nonal terable firmware section in the nenory system 15 27. The nmethod of

cl ai m 26, 2wher éhe appibay &IOSHPREeRFINEnTIetrd @litciaing 24t &ptheacempyising seanstindur i ng

i f . chal er._ go LSi ng,
T o vi don Dok R ERse8” 2Pt SR L TRCIR, BT BHOS et d ndr Fahe el o

in the al fegoamressosds nehfound. expeutingeasedonst andilEirmBIBS Hagkadeefromoarpiefasitng,
det er m ni Q;gadé"‘tﬁtﬁhﬁ\gat% predeterm ned 20 user command has been entered and,
if no predeterm ned user command has been entered, executing a video BICS
fromthe alterable section, 30. The nethod of claim 26, further conprising:
decontft esdfng & Wdeed OS) mscessinmneeibodicompddng: section and executing the

deconpressed VhgemnRIngSvh&@Rer3d viddoVB eﬁk\gﬁnpérp(éﬁ?’al)l@gﬁr%\;eaﬁ%%ect?o%ng{gSi ng.

determ ni ng whet her a~vi deo BI package T's present I'n an enhancerent “space
of firmafeMary systeMyi deo BI OS package is present, determ ning whether a

predeterm ned WS video BIOS exist in the alterable section, executing a video BIOS in a

nonalterable firmware section in the memory system.

15 27. The method of claim 26, wherein the determining and executing steps are
performed during execution of a system BIOS.

28. The method of claim 26, further comprising, if a video BIOS exists in the alterable
section, executing the video BIOS in the alterable section.

20. The method of claim 26, further comprising, determining whether a predetermined
20  user command has been entered and, if no predetermined user command has been
entered, executing a video BIOS from the alterable section.

30. The method of claim 26, further comprising:
decompressing a video BIOS from the alterable section and
executing the decompressed video BIOS.

25 31, A video BIOS processing method, comprising:
determining whether a video BIOS package is present in an enhancement space
of firmware,
if the video BIOS package is present, determining whether a predetermined user
command has been entered,
30 if the predetermined user command has not been entered, executing the video

BIOS package from the enhancement space,
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command has been entered, 30 if the predeterm ned user command has not been
entered, executing the video BIOS package fromthe enhancenent space, 14
WO 01/ 614Q% R%1489S01/ 04079 ot herwi se, executing a video Blpgg/dgu@m@e def aul t
space of firmwvare. 32. The nethod of claim 31, further conprising:
deconpressing a video BIOS fromthe alterable section and executing the
deconpressed video BICS. 5 33. A video Bl CS processing nethod, conprising:
det er m ni ng whétheerise, axedélnoBl Us=pBEIifemisdefadbensce iohfirmmwvarahancenent space
of firmvare, if the video BI OS package is present, determ ning whether a

pr edet er ngged fhathetaPorkRh Skl idifaldgivare, 10 if the predeter mned

user conmand has been set, executlng video BI G5 package fromthe
enhancenent spdeE@MRIEHHEIGA yisleo Bl torhijealioiatersertiasand om a def ault space

of firmware. 3dxecliify MR AREnRfessbaliedbiobur t her conprising: deconpressing
a video BICS fromthe alterable section and 15 executing the deconpressed

Vi deoegl 0S. 35. A video BI OS processing nethod, conprising: determ ning
whet he? aS¥i de6 VileeP PRRaERsSINg (PR’ ACMARiSAA: enhancenent space  of

firmare, if theerhifRg MEFePAGKAIBIOS RERRRNE dréseh AU e,
deconpr essij ,n% 20 thE@vi deo BI OIS packagpg, and g;ecu?ﬁngp?he v?@ght%
package. Qfgir 'vi deo BI OS processi ng nethod of claim35, further

conpri sing seaf e Dideo @@Qrb'ack%? & H@E&ﬂpﬂ&éﬁﬂﬁing%hem@c?vb%ggtgﬁé@gggkage

and i f the deconpressor is not ound executi ng secon ckage
froma defaubsernssphdethsflimpainare. 25 37. A conputer readabl e nedi um havi ng

storegh there op tRE QREQRIMSE Yeb) Qﬁgmtaﬂéthas Ws@%&%&%ﬁgﬁ%gi@@é@%éor’

cause the processor to: receive a data object havih age and an
associ at eBRERgRAFPOYIES enhnaeaiant 8RACS. t he Bl OS package using a public key

stored on the gRERWHEE exBAHiING M video BIOS from a default space of firmware.

34. The method of claim 34, further comprising:
decompressing a video BIOS from the alterable section and
15 executing the decompressed video BIOS.

35. A video BIOS processing method, comprising:
determining whether a video BIOS package is present in an enhancement space
of firmware,
if the video BIOS package is present in the enhancement space, decompressing
20  the video BIOS package, and
executing the video BIOS package.

36. The video BIOS processing method of claim 35, further comprising searching
memory for a decompressor for the video BIOS package and if the decompressor is not

found executing a second video BIOS package from a default space of firmware.

25 37. A computer readable medium having stored there on program instructions that,
when executed by a processor, cause the processor to:
receive a data object having a BIOS package and an associated signature,
authenticate the BIOS package using a public key stored on the computer and the
signature, and
30 if the authentication succeeds, write the BIOS package to firmware on the
computer system.
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signature, and 30 if the authentication succeeds, wite the Bl OS package to
firmvare on the conputer system 15 WO 01/61485 PCT/ US01/ 04079 38. The
medi um of we) @ieTagd7, wherein the signature is generated by@E/Hepbigokey-
private key pair, the public key of which nay be read by the processor from
a nmenory. 39. The medium of claim37, wherein the receiving conprises |oad
the data object froma storage device. 5 40. The nedi um of claim 37,
wherein the receiving conprises receiving the data object froma

conmmruni cation network. 41. The nmedium of claim 37, wherein the receiving
conprises receiving the data object froma conputer network. 42. The
medi um of claim 37, further conprising, prior to the wite: 10 via an
operating system store fragnments of the received data object in system
menory, create a table identifying |ocations of each fragnent in system
menory, and assenble the BIOS package fromthe fragnments using the table.
15 16

38. The medium of claim 37, wherein the' signature is generated by a public key-
private key pair, the public key of which may be read by the processor from a memory.

39. The medium of claim 37, wherein the receiving comprises load the data object
from a storage device.

5 40. The medium of claim 37, wherein the receiving comprises receiving the data

object from a communication network.

41. The medium of claim 37, wherein the receiving comprises receiving the data
object from a computer network.

42, The medium of claim 37, further comprising, prior to the write:
10 via an operating system, store fragments of the received data object in system
memory,
create a table identifying locations of each fragment in system memory, and
assemble the BIOS package from the fragments using the table.
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