PROGRAMVABLE ELECTRONI C LOCKI NG DEVI CE - FI ELD OF THE

| NVENTI ON The present invention relates to the field of
el'ectroni c or nechani cal -and-el ectronic locks, and to 5 associ ated
security conbination keys. 1 PRI OR ART _

At present, i dwellings, and nore generally I n | ocal or profezslongl
prem ses there exi st nunerous t of nechani cal |ock designed to be
recei ved i n t hcPROGRAMMABLE pﬁlﬂg W@o@cﬂn%fn%l e and in which the

cyl i nder. conplies, dinensiopg , E r internationa
standards that are in force. Sucﬁ %h |ﬂ§L?§Ea?§9EﬁiE°ﬁ rticularly conplex
to i mpl enent and thé?mbﬁF@ﬁeﬁﬁkénWFntion E@@gﬁsﬁetpotgstéﬁ#lgewéral billion

Fesi ot ance 10 ok o e e TS the
resi stance cki o drillin ere als

mar ket ver;tna%f 3%1 & securdty; £l gb33§§&°8nkﬁy§ysten1conprlS|ng a | ock
and a key, e.g. for cars (steerlnqgumnu B ocks) or nore generally 2?
in industry, in par t AN 0 ratlon o]
numer ous appllances%gf mc?eeg:ro?yl pgheébn " i %% g@ Pl}§p§

Over the | ast flogale®rs professiongd @trgmisesnthere éxisito puserouisn typelss
that conbine meghaRichanieddi NGckd delsTBnRIP tot Beb Febieli leRT 19 thel &B%in

tcﬁgx' Sting oM tha3l of a Hood! bo"oE LOTRAALIGN LAl eXT gts Ic;]rlinderey or
complies, dimensionally, with European or international
standards that are in force. Such cylinders are
particularly complex to implement and they often make it
possible to obtain several billion different
15 combinations, with the best of them presenting excellent
resistance to picking and to drilling.
There also exist on the market very many locking
devices based on a system comprising a lock and a key,
e.g. for cars (steering-column 1ocks)_or more generally
20 in industry, in particular for authorizing or preventing
operation of numerous appliances or indeed of electronic
cabinets or racks.
Over the last few years, there have also been
developments in locks that combine mechanical coding
25 implemented by bitting or notches coexisting with an
electronic combination that exists in the key or the
lock. European patent application No. 0 277 432 shows an
example of one such mechanical-and-electronic lock in
which the key comprises not only conventional mechanical
30 coding for releasing the lock, but also an electronic
circuit that, when the key is inserted in the lock,
transmits a preprogrammed identification code to the
lock, which code is in turn transmitted to an external
control module which decodes it, said module also serving
35 to power the lock-and-key combination. In a more
elaborate version, that electronic system may comprise a
non-volatile memory including an identification code for
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prov1ding no more than an additional security element.
Maximum security is provided above all by the cylinder
being of complex structure, with the consequence of the
lock being very expensive. In addition, any loss of the
15 key automatically requires the cylinder to be replaced
(it being out of the question to modify this mechanical
element), whether or not the cylinder is associated with
electronic means. Naturally, in order to guarantee such
high security, each cylinder is associated with one key,
20 and with one key only.

Also, the proprietor of application EP 0 388 997 has
proposed a lock that is entirely electronic in which a
door is opened in the event that an identification code
of the key corresponds to a code of the lock. The key

25 includes a memory capable of receiving a plurality of
codes corresponding to different locks, and the cylinder
of each lock includes a power supply for its own
electronic circuits and for those of the key. In
addition, the cylinder described may have standardized

30 dimensions analogous to those of a cylinder of a
conventional lock.

Nevertheless, that electronic locking system still
suffers from certain drawbacks, in particular in the
event of the key being lost or in the event of the power

35 supply running low, thereby greatly restricting practical
application theregf and, in fact, making it unsuitable
for any commercial use. For example, in the event of the



bei ng:of ¢onpl ex structure, with the consequence of the l'ock being
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An object of the present invention is to mitigate
the above-specified drawbacks by providing a programmable
electronic closure device that is particularly simple and
cheap and capable of being implemented by any user, even

15 if not professional.

An essential aim of the invention is to-make it
possible by individual programming of each key to provide
the user thereof with access to all of the security
characteristics of the lock.

20 Another aim of the invention is to provide an
electronic device capable of replacing existing
mechanical devices, particularly in order to increase
security, without requiring excessive expenditure, i.e.
without requiring complex intervention on the devices or

25 the structures in which they are incorporated. Yet
another aim of the invention is to propose a device whose
characteristics may advantageously be compared with those
of present devices but that also present additional
functions.

30 These aims are achieved by a programmable electronic
closure system comprising a lock designed to be operated
by a key when an identification code of the lock and an
identification code of the associated key are observed to
match, the system being characterized in that:

35 the lock includes a cylinder provided with a portion
in which at least one keyway is provided for receiving
said key; '



key being*lost, the user nust necessarily turn to the manuf act urer who
must then make a visit in order to reprogramthe codes in each of the
| ocks. Possibly, if t he manufacturer authorizes it and if the

manuf acturer 5 desires to be the only sodrce of reprogranm ng, the user
must turn tos=a centralized conputer device. However, under such

ci rcunst ances, the conplexity of the resulting system nakes it
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conprising a ID@QnUéﬁignbﬂOnocQ@eopedacednected to the first electrical
connection means, and programming means for modifying the
15 data contained in each of the electronic control means of
the key and of the lock under the control of means for
inputting a confidential code;
the electronic control means of the key and of the
lock, and the cylinder release means being powered by
20 power supply means.

The presence of meaﬁs for programming the electronic
circuits of the lock and of the key directly from the key
avoids any need for the user to turn to external
programming (e.g. via the manufacturer) and avoids any

25 need to make a connection with computer means that are
cumbersome and necessarily expensive.

In addition, and this constitutes an essential
improvement of the invention, the above-defined technical
means in combination make it possible to implement a

30 device that is genuinely suitable for being
commercialized, such that it is intended for replacing
the existing mechanical devices presently on the market.
Above all, the device of the invention is simple to use
since it is presented like present-day systems and

35 therefore does not require any change in the habits of
the user. Further, compared with such prior art systems
it has the advantage of requiring only one key for



by a key when an identification code of the | ock and an i dentification
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a portion in which at | east one keywdly i s provided for receiving
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10 available using mechanical keys or even electronic keys.
Finally, the fact that the electronic circuits of the
lock are all localized.within its cylinder make it
possible for anyone to replace instantly mechanical
closure systems presently in use with those proposed by

15 the invention and without requiring aﬁy connection to or
use of additional external elements.

In a particular embodiment of the invention, the
first and second electrical connection means are replaced
by first and second cordless link means, e.g. radio or

20 optical 1link means, disposed respectively in the key and
in the cylinder. The structure is thus simplified and
any potential problems of electrical contact that could
result from multiple openings are avoided.

Preferably, the power supply means comprises a

25 rechargeable battery or a discardable battery disposed in
the key, thereby avoiding frequent and numerous
disassembly as would occur if the battery were disposed
in the cylinder. 1In addition, in order to restrict
battery consumption, energy generating means disposed in

30 the cylinder of the lock and actuated by inserting (or
withdrawing) or rotating the key are provided to enable
at least the release means to be powered, which means
constitute the greatest consumer of energy in the
cylinder.

35 In a preferred embodiment, the key is made up of
first and second distinct portions interconnected by an



the electronic control means of the key and of the | ock, and the
cyl i nder rel ease neans being powered by 20 power supply neans.

The presence of means for progranm ng the el ectronic circuits of the
l'ock and of the key directly fromthe key6 avoi ds any need for the user
to turnsto external programm ng (e.g. via the manufacturer) and avoi ds

any 25 need to nmake a connection with conputer means that are .
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identjfication code of a
the id 16 In a more advantageous second embodiment, the key is

constituted by the separable assembly of a first portion
in the form of a rod provided with a handling head and
including the first electrical connection means and at
least the power supply means and the first memory means,

15 and a second portion capable of acting as a multifunction
electronic unit and including all of the means required
for programming the data contained in the electronic
means of the key and of the lock, together with third
electrical connection means for receiving the first

20 electrical connection means.

This multifunction electronic unit may be

constituted by numerous presently-available devices, and
in particular by a calculator, a notebook, a watch, a
radio paging receiver, a telephone dialer, an alarm, or

25 merely a sensor of physical parameters.

The key may also include additional connection means
for remotely programming data contained in the electronic
control means of said key and of the lock. Nevertheless,
the additional connection means is preferably constituted

30 by the first electrical connection means. Optionally, it
may include cordless link means, e.g. radio or optical
means.

Naturally, the various elements present on the key
and enabling direct programing of the lock can be adapted

35 without difficulty to a mechanical-and-electronic lock
that also includes mechanical coding means (bitting or
any other equivalent notches) designed to co-operate with
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15 least a corresponding code of the key as received via the

electrical connection means.

In order to increase the security of the device of
the invention, the transmission of identification codes
between the lock and the key is provided by means of

20 cipher key encoding (specific algorithm). Similarly and
preferably, the memory means of the cylinder includes a
memory space that is accessible by the key in read-only
mode. Thus, by storing a reference number of the lock in
said space and enabling it to be read by the key, it is

25 possible subsequently to restrict comparison solely to
the identification code of the lock, to the exclusion of
any other code.

In a particular method of coding, each
identification code includes first and second

30 identification codes and in a normal mode, comparison
between the respective identification codes of the lock
and of the key is performed solely on their first
identification codes, whereas in a security mode,
comparison is performed on both their first and their

35 second identification codes.

In a particular embodiment, each identification code
is formed as two n-bit words, and the electronic control



6 . 'nternmedi ate portion that nmay be constituted either by a

flexible electrical link or else by a cordless |ink. In a first
vdri ant enbodi nent, the first portion is in the formof a rod provided
with a handling head and 5 including the figst electrical connection
means, and the second portion is capable of acting as an electronic
nul tifunction unit and further includes the electronic nmeans and the
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not ebook, ?bkuéﬂg identification code of the key with the second n-bit
word of the identification code of the lock as received
from the lock via the electrical connection means, a new
match relating to the two second words being required to
authorize release of the lock.

15 The present invention also relates to any lock, any
cylinder, or any key capable of being implemented in the
above-described programmable electronic system. |

Advantageously, the key may also include audiblé or
visible indicator means for informing the user whether

20 the key is operating in normal mode or in secure mode or
indeed that programming has taken place properly.

The programming means include a special (SECURE)
function key making it possible only for the users of
keys capable of operating in secure mode to change the

25 identification codes of locks.

Preferably, the programming means include a special
(RESTRICTION) function key enabling the holder of a key to
validate access to one or more determined locks from a
set of locks operable by the key, thereby making it very

30 simple to prevent certain people to whom the key has been
given having access to non-authorized places.

Similarly, the programming means include a determined
combination of specific function keys (RESTRICTION and ZERO)
enabling the holder of a key to prevent use thereof by

35 activating its essential functions of reading and of
comparison. Thus, when not in use, or when using a reserve
key, no risk of 1loss or theft is to be feared
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repro ucelb € HE%e%Qb%ionCS $eHE§95way of non-limiting indication and
with reference to the accompanying drawings, in which:

Figure 1 is a fragmentary perspective view of a
front door fitted with a lock of the invention and of the
associated key:

15 Figure 2 is a diagrammatic longitudinal section
through an embodiment of a standardized cylinder for the
lock of Figure 1;

Figures 3 and 4 are two other embodiments of
cylinders of the present invention;

20 Figures 5 and 6 are an outside view (cover removed)
and a side view of a first embodiment of the key of
Figure 1;

Figure 7 is a block diagram of the internal
components of the key of Figure 1; '
25 Figures 8 and 9 show two embodiments of the key; and
Figure 10 is a flow chart showing the programming
logic of the lock.
DETAILED DESCRIPTION OF AN EMBODIMENT OF THE INVENTION
Reference is made initially to Figure 1 which is a
30 perspective view of a fragment of a hinged member, e.g. a
door 10, in which a high security lock 12 of the present
invention is received. The lock is provided with a
cylinder 14 that comprises a cylindrical member 14A which
forms a rotor and in which there is formed a slot-shaped
35 opening 16 into which a key 18 can be inserted (and more
precisely the rod or blade of the key).
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el ectronic Conﬁéghg rotated to drive the bolt, thereby releasing the
hinged portioﬁ of the door 10.
Figure 2 is a highly diagrammatic longitudinal

15 section through a two-keyway (dual-cylinder) symmetrical
European-profile cylinder 14 whose outside shape and
dimensions are analogous to those of conventional
mechanical dual-cylinder locks used for locking the front
doors of apartments, thereby facilitating replacement

20  thereof (after removing the end screw 25 in Figure 1 and
extracting the mechanical cylinder). The dual-cylinder
conventionally includes an upstream portion 30, a
downstream portion 32, and an intermediate rotary portion
34 for driving the bolt (directly or via conventional

25 mechanical means). Each upstream and downstream portion
comprises a rotor element 30a (or 32a) and a stator
element 30b (or 32b) surrounding the corresponding rotor
element and in which the keyway 16 is formed, and which
is secured to the rotary intermediate portion 34 (by

30 known means that are not shown).

According to the invention, the rotary element 32a

of the downstream portion of the cylinder of the lock 10
includes firstly second electrical connection means 39
for co-operating with the first electrical connection

35 means 19 of the key and provided with corresponding
individual contacts, and secondly electronic means formed
by an electronic circuit 40, advantageously including a
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rest position (locked cylinder position) projecting
therefrom under drive from resilient elements 56 placed
15 in said first housings, thereby causing them to be
received in facing second housings 58 of the upstream
stator portion 30b. An electromagnet 60, or any other
similar device (known and used conventionally in micro-
mechanics, e.g. a micromotor), is provided to operate
20 under the control of the central unit 42 to retract the
pegs 52 into their housings 54, thereby allowing the
rotor elements to rotate freely and thus allowing the
bolt 20 to be driven. In the example of Figure 2, the
pegs are disposed regularly around the longitudinal axis
25 of the cylinder and parallel to said axis, and the
electromagnet 60 acts simultaneously on all of the pegs
so as to cause them to move together (by way of example,
one simple means for achieving such movement is to design
the pegs as plunging cores of the electromagnet).
30 Optionally, as described below and as shown in Figure 3,
the cylinder may also include energy generating means 62
actuated by insertion or rotation of the key and
delivering the energy required for actuating the micro-
actuator 60 (electromagnet, micromotor, or analogous
35 device) regardless of any additional energy that may be
provided by a rechargeable battery or a discardable
battery, for example. Although this solution appears, a
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prevent certain people to whomthe key has been gi ven havi ng access to
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a fo yportion (see the embodiment of Figure 4, for example).

The locking/release means 50 which include a micro-
actuator such as the electromagnet or the micromotor
described above could equally well include a piezo-
electrical actuator constituted by a screw subjected

15 simultaneously to the action of piezoelectrical thrust
torques situated to face each other and under the control
of the central unit. Similarly, it is clear that the
various components could perfectly well be implemented in
cylinders other than those described above, and in

20 particular they could be incorporated in a cylinder of a
device for locking the steering column of a motor vehicle
without any difficulty.

Figures 3 and 4 are highly diagrammatic and show
variant embodiments of the cylinder 14 of the lock,

25 likewise adapted to the doors of dwellings. In Figure 3,
the European-profile cylinder is of the single cylinder
type having a knob and the pegs 52 are disposed on axes
perpendicular to the longitudinal axis of the cylinder
(it is naturally also possible for them to be disposed

30 along axes in multiple directions). Of course, the
number of pegs is immaterial and the release means 50 in
the form of a single strip occupying a housing formed
along a generator line of the rotor element are equally
possible. Figure 4 shows a cylinder of the half-cylinder

35 type in which the release means 50 and the electronic
circuit 40 are both disposed on the same side, preferably



15 - Figure 2 is a diagrammtic |ongitudinal section t hrough an
enbodi nent of a standardi zed cylinder for the | ock of Figure 1;
Fi'gures .3 and 4 are two ot her enbodi nents of cylinders of the present
i-nvention; 20 Figures 5 and 6 are ag outside view (cover renpved)
and a sikde view of a first enbodi ment of the key of Fi gure 1;

Figure 7 is a block diagram of the internal conponents of the key of
Figure 1; 25 in théiupstsedn asitd® fimovhémof o otheroutside tfsckayf tinsl

Figure 10 is ééf hart show ng t he progranmm ng | ogic of the | ock
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shown, the keycamsstiteted sbylacsebeif individual contacts (comprising,

for example, a ground contact and a single data contact)

10 designed to co-operated with corresponding contacts of
the second electrical connection means 39 present in the
keyway 16 of the lock, and at its opposite end the key
has a head of arbitrary shape that may advantageously be
parallelepipedal, and that includes both a display 86 and

15 a keypad 80 provided with a set of function keys 82 and
digit keys 84 all of which are protected by a closable
flap that protects the display and the keypad except
while programing is being performed. Advantageously,
additional connection means 29 may be provided to connect

20 the key to an external programming module. Although the
contacts in the example shown are disposed at the free
end of the rod of the key 18, it is clear that the person
skilled in the art could envisage any other

configuration, such as a disposition on the side or on

25 the back of the rod (see for example above-mentioned
application EP O 388 997). In the extreme, particularly
when the cylinder has the energy supplying means 62
disposed internally for powering the microactuator 60 and
when said means are also adequate for powering all of the

30 electronic circuits, the electrical connection means 19;
39, 49 may be constituted merely by cordless data link
means of the radio type or of the optical type (e.g.
infrared). Figure 7 is highly diagrammatic and shows the
various electronic componénts making up the key. Like

35 the electronic circuit 40 of the cylinder 14, the key 18
comprises firstly electronic means 90 comprising a
central processor unit 92 or any other equivalent module,



I n greatér detail below with reference to Figures 5 and 6 conpri ses,

at one end, a "blade" first portion 18A in the formof a flat rod of
di'mensi ons that match the opening 5 16 in the cylindrical rotor 14A of the
l-ock, and whi-ch may have a notched praiile (other types of coding

exi st, - e+ g. based on fins or on indentations), and provided with

first electrical connection neans 19 including a set of I ndi vi dual

contacts for aatpovogramgmemonytP4nand a&hdabal medldry 296 ointércoon&ct@d and
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driving tgﬁdb0|t direc I%por via conventignal 25 nechapical neans). Each

upst r eam dERAST PRLY) POMPTHN (2 memaRy, pEcthe ROMOFYRELN@Rt8AY¥a (or 32a)
and a stator anakbgoustcipbuferis?fpsigheautdi fgcoh@ thér psogRdmsg r ot or

the rotary i nt EPRUSTERCERE, PFEEOSHLRE, va5ToRR AR RERRES HeptaEcTRo: chown).
Accordi ng to taentmedhbingnthehcenbralyunitescf® 8ad 42 sofashtodemssreeam
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el ectrical connection neans 39 for co-operating wth the tirst
el ectri catSconfeeurdhy (it may be observed that the central unit of the
cylinder may also be controlled by its own program memory
44).
The data memory 96 which is constituted by a non-
volatile memory such as an electrically erasable and
20 programmable read-only memory (EEPROM) is designed to
record various types of data and in particular the
various identification codes of the locks that are
accessible to a given key.
When the key 18 includes complementary connection
25 means 29, said means are connected directly to the common
bus 98 or, when a cordless link is used with the external
programming module, they are connected thereto via a
specific interface.93, e.g. an optical or radio receiver
(for an infrared or a radio link). Under such
30 circumstances, the audible or visible indicator means 97
may act to indicate that programming has been successful.
In order to simplify the structure of the key, when a
particular interface is not necessary, it is possible to
use the first electrical connection means 19 also as
35 means for connection to the external programming means in
order to enable the data memory 96 of the key to be
programmed remotely. Naturally, if the link via the



35 means' 19 of the key and provided with correspondi ng I ndi vi dual

contacts, and secondly el ectronic neans forned by an el ectronic
ci‘rcuit 40, advantageously including a m croprocessor, that
has a central unit 42 or an anal ogous ¥odul e, a program nenory 44, and
a data nenory 46 all interconnected by a common bus 48. In addition to

third electrical connection nmeans 49 accessible via the 5 opposite face of
the cylinder, ehectpicprdapprnpectipor means is goamprel then koslingder el ease

means 50 actuaigaBhesyniehk, th&hesﬁeaiailiaéekbscasnhﬁék Ba'bréeiaaﬁ
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terminated by a grasping and operating handle) provided
with the first electrical connection means 19. 1In
contrast, the second portion 18B is now in the form of a
multifunction electronic system, such as a calculator or

15 an electronic notepad, integrating at least the
electronic circuits 90 and the power supply-module 95,
and also the additional connector 92 (including its
interface) if necessary. The cylinder is powered and
data is transferred to the electronic circuits in the

20 cylinder via the cable 18C that contains the common bus
90. It will easily be understood that this particular
configuration presents the advantage of making available
in the invention the multiple functions presently
available only in a calculator, in a notepad, or in an

25 electronic watch, which functions may include, for
example: a calendar; a list of telephone numbers; a
telephone dialer; a radio pager receiver; a unit for
measuring various physical characteristics such as
temperature or pressure; or indeed a device for

30 controlling an alarm of a car or of a dwelling.
Nevertheless, it should be observed that implementing
some of these functions is not incompatible with the
first embodiment of the key insofar as they are capable
of being miniaturized (but access to the functions is

35 then not easy). In addition, it should be observed that
a cordless link, in particular an infrared link, could
also validly be considered for making the link between



pegs 52 into their housings 54, thereby allow ng the rotor elenents to
rotate freely and thus allow ng the bolt 20 to be driven. In the
eXanple of Figure 2, the pegs are disposed regularly around the

l-ongi tudi nal axis 25 of the cylinder andligarallel to said axis, and the
el ectronmagnet 60 acts sinultaneously on all of the pegs SO0 as to cause
themto nove together (by way of exanple, one sinple neans for
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shown in Figurgigd theN@irst elbBtriBdli BoAR¥cYRYn héahs 99| kR1iE8RSELbI e to
' nvert th%o operate with equivalent means 69 in the second portion.
In this configuration, it is important for at least the
battery 95 and the data memory 96 to be disposed in the
extractable first portion 18A of the key (with this
memory being readable directly under the control of the
15 central unit 42 of the lock when the key is inserted in
the cylinder), the other electronic elements of the key
being capable of being present solely in the second
portion 18B thereof.

An example of the operatioh of the high security

20 lock of the invention and the programming thereof (Figure
9) is described below.

In order to guarantee maximum security of the above-
described programmable electronic system, the system may
advantageously have two levels of security implemented by

25 using two types of identification code. A codé A for
normal use and a code B for high security use. Thus, for
example, for use within a business, it is possible to
implement such a distinction to allow access to certain
premises only to properly authorized persons who are then

30 in possession of keys that are provided with both
identification codes. Naturally, the system can be
improved by including additional restrictions, in
particular concerning times of day. It is also possible
to provide the lock with a plurality of codes depending

35 on circumstances of use, thereby enabling users to be put
in a hierarchy, particularly in the context of industrial
premises.
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to place the electronic circuit and the rel ease neans all in the sane
upstream or downstream 10 portion (see the enbodi ment of Figure 4, for
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circuit 40 arewhdich,dionoes eperateds sddewsithe rptercedemgnts of the
cylinder to be rotated by the key, thereby allowing the

15 door to be opened. Otherwise, in the absence of a match,
the release means cannot be actuated so the door remains
closed. Naturally, if the key includes a plurality of
ident;fication codes, the process described above is
repeated for the other codes. In normal use mode,

20 whatever the type of code recorded in the key (A or A+B)
if the lock possesses codes A and B, a comparison is
performed on code A only. In contrast, in high security
mode, the comparison is performed on both codes A and B,
and opening can be enabled only in the event of a

25 complete match of the codes (but an A+B key can open a
lock that possesses a single code A).

In order to increase the security of communications
between the lock and the key, the above-described process
may be made secure in various ways, particularly and

30 conventionally by special encoding using a cipher key
(and a specific algorithm). A security feature that is
relatively simple to implement may consist in subdividing
each code into two n-bit words (e.g. twice 8 bits). 1In a
first step, the key sends only the first portion of its

35 identification code to the lock (i.e. the first n-bit
word), and the lock then compares this first code portion
with the first portion of its own identification code.



13 . “in the upstream side further fromthe outside face of the

door 10. A first enbodi nent of the electronic key 18 is now
described in detail with reference to Figures 5to 7. 5 This key is nmainly
constituted by two portions 18A and 188, and at one end it includes a
flat rod provided with the first electrical connection nmeans 19 that
S constituted by a set of individual contacts (conprising, for
exanple, a gronﬂdacnatehtiandeﬁectegletﬁehatnenénéétrdﬂicdcsfﬁﬁﬁﬁ o9
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been inserted, its controlling central unit 92 reads the
contents of said memory space via the electrical
connection means 19 (or any equivalent link means) and

15 then sends the lock only the corresponding identification
code which can then, as before, be compared in the lock
-with its own identification code. This procedure serves
to avoid transmitting all of the identification codes to
the lock, thereby preventing possible interception of all

20 of this sensitive information.

In accordance with an essential aspect of the
invention, the identification codes of the lock and of
the key can be changed by the user directly from the key.
No external computer apparatus (e.g. a personal computer)

25 is required to perform this action, and the user has no
need to turn to the manufacturer, even in the event of a
key being lost. Nevertheless, if a key has been lost,
the user must have taken care to have noted down and
recorded the personal code(s) required for reprogramming

30 the new key. _

Codes in the key 18 (e.g. after losing an earlier
key) are programmed from the keypad 80 with programming
being monitored by the display 86. In a first step 100,
the user actuates an ON/OFF first function key (0) to

35 gain access to the various high level functions of the
key (and in particular programming). Acting on a SECRET
second function key (I) in a following step 110 serves to



when the cylinder has the energy supplying neans 62 di sposed
internally for powering the m croactuator 60 and when said neans are
al’'so adequate for powering all of the 30 electronic circuits, the

el ectrical connection neans 19; 39, 499may be constituted nerely by
cordl ess data link means of the radio type or of the optical type (e.g.
infrared). Figure 7 is highly. diagrammtic and shows the vari ous

el ectroni ¢ conainiridtse nthe Nhpik (e é(&;bnﬂid@ﬁfal tdodiee| (oxt morbicts)j rcuit 40

Comrising o -d ATt 4o WG 'y et SE .va‘fén?@r”édﬁf)e,

14 a pr &keysn Sdrn \siep mamammmammmmmm by a
common bus 98,1@&%%%@'%@ ﬁ% rsdﬂg in pd
el ectronic conponents e.g. rechargea attery or a |scar

battery, tdgetdRHi %ﬁﬂ%tﬁﬂ"iﬂ%"j@@g A §‘3?%eqqﬂﬂ"ceﬁt¥ﬁngﬁs dﬁ:il'@ power
suppl y nmodul e preseatts Gate Gisid {165t Fors O USRS fwrtied Bedeads tie ;f&seé:ﬂsml c

oot o oo R A et WS nd b1 5 ol ) St o
constituted byftmcmlon dear orand rﬁamtg/ perfomed diring akR@ew \gEp adkd@iny
anal ogous ci r%&&ﬂgfn@@ﬁ&%%%f oG ddife FHELAe by duhd '&F (Y
perform n:lgo Vardl Ouist lgnCtl nistlrys id d bei lidated durin final
ig eys, w sa co e being va ated du g a a
step 150 by means of a SET fourth function key (V).
Previously, displacement function keys (<=>) or an erase
function key (C) may have been used, where necessary, to
alter the code in the event of wrong input (steps 160 and
15 170). The following codes (for a plurality of locks or
for several code levels, e.g. A and B) can then be input
during subsequent steps 180 and 190 by making use in
similar manner of other displacement function keys (f#§).
When these steps are over, the key is programmed and it
20 is ready to operate, and the ON/OFF first function key
can again be actuated to terminate the process of
programming the key. The above-described manual
programming process may be applied equally well during
initial programming and during subsequent changes of one
25 or more codes, and when adding new codes. Naturally,
automatic programming can also be envisaged and is indeed
preferable when greater security is required (in
particular for dwellings). ‘This may be performed after
inputting the confidential code and on the basis of an
30 internal algorithm present in the read-only memory 94.

' It may be necessary in this case to input another
personal code in order to enable the wvarious
identification codes to be generated.

In order to program codes in various different
35 locks, it is necessary to insert the key into each lock
whose identification code is to be changed. The user
initially actuates the ON/OFF and the SECRET function



controlling the central units 92 and 42 so as to ensure operation and
programmi ng of the lock in conplete 15 security (it may be observed that

t He central unit of the cylinder may al so be controlled by its own

pr ogram nmenory 44) . The data ggnory 96 which is constituted
by a non- . volatile nenory such as an electrically erasable and 20
programmabl e read-only nenory (EEPROM is designed to record various
types of data kedsi inpsuccessioni hthen entersuthédeonfideatiah codes of the
| ocks that are e t e

I ncl udes conplgﬁgnfgéﬁ %éﬁggg gﬁézgéy in €M§910%%| %egﬂgga#éfng ?gd
directly to theoggkhda. wheﬁasngge§$ar3heh0al@@kdf@ssthermem@rnsed mnth t he

ext er ][lal : pl@ééﬁﬂ&h“&oﬁ?&ﬂb@ndiﬂgg}:ér%?gé?&&é?ggef:eg:f&&kv 1]§ae is to
ecitlic 1 erJ ace, |
?ﬁfrared 03 £ﬁd?Banﬁ§)gY %?85 @8'P%??%ﬂﬁ§FaH%¥§' ?ﬂem%ﬂﬂ*%P%dor

vi si bl e indlcaaboveﬁansTBé electngnﬂctciﬁcuﬂﬁloﬂlehéhbéypaﬂalﬁﬁﬂtné has

been sucoessf by octrohlcOHEkul kB Yokl ot RLh UGhESEOl ) "En S pdho" 2

particul ar i nterrace rsCnetiRecssShy
el ectrical conZ@@ttenverifiy thahltbeaboes an@ahhefkeycb@aatifbuatbonhe

external prograsgbemaeans hka in Qr%néﬁﬁ&a@#é?t% & fdé’@é")%é!t?éno‘c the
key to be rogramed renotely. Natura ) he link via't
15 10 on the PROGRAM third function’key which enables a new
identification code to be input (step 220), which code is
transmitted to the lock for recording in its data memory
after action on the SET fourth function key in a step
230. The key can then be withdrawn from the lock and the
15 ON/OFF Kkey can be actuated for a last time.
 Additional function keys are also provided for
programming the lock in normal mode (comparison with a
single code A) and in high security mode (comparison with
codes A and B). These two keys: NORMAL (N) and SECURE
20 (S): are activated only for a user having a key that
already includes identification codes provided with A
codes and with B codes. 1In addition, after acting on one
or other of these two keys, the audible or visible
indicator means 97 emit one or two audible or visible
25 signals, depending on which mode has been selected, for
the purpose of informing the user which mode is in
progress. These signals may also be emitted when the key is
inserted in order to validate the connection. A RESTRICTION
key (R) may also be provided to restrict use of the key to
30 one or more locks. After gaining access to programming
functions by pressing ON and SECRET and inputting the
confidential code, pressing the R key
followed by the desired lock numbers (or calling them up
in an address book function) enables the corresponding
35 cylinders to be validated. Thus, it is possible to use
this procedure to lend a key to a third party for a
specific access, ﬁithout any risk of the third party



el ectrical connection neans is no nore than a single cordl ess I|ink,
then special interfaces nust be provided in the key and also in the
cylinder (like the interfaces sh@in in Figure 8A for the cordless link
between the two 5 portions of the key). Figures 8 and 9 show two
ot her enbodi nents of the key 18. In Figure 8, the first and second
portions 18A and 18B are separate and interconnected by a flexible
cable 18C. As usingetheesaniengegnibodgaint actbssf toshohOauphorigadl8A is

tituted b bl n Lng and
const e b398k e b3, 5 h NS e oRSARRRRD, I,
19. In coﬁppﬁ§ﬁ°mmh§h§§c§ﬁ§tpé¢tign ieﬂctéonoqannenhbleoachSSato be

mul ti funct i on gLeRbreRka §$§é@§ﬂ uided éPeéifﬁé&%%erceﬁal‘éioﬁe el ectronic
not epad, teg h ectronjc circuits 90 and the power

suppl y nDd | e 58% 2 %QnﬂniigﬁtﬁﬁeaﬁﬁﬁﬁFlBﬁaPCBBﬁHEQtBY otingcpPrdrhg Rts
interface) if hegeagain. aﬁﬂeth¢h|bdetheseﬁasérndyaod Thigafantgion ke

160 that cont aPRE PRESCBRNAREALUEER' b ghlarpiofts Bke; 98 AnaboLroRRY L har

this particul aP, to pcenenguaayloaepoﬁstheskehe atihenregelbingaki ng
avai | abl e déHcEE@abﬂ&ﬁn?hﬂatiaﬁ HﬂiéhphﬁnyQCE garggfsgﬁi%yor

avai lable only 1n a calculator, 1n_a note tronic
wat ch, whi®h fuhichomaynhe prbigued %Fomatic@%hyrpﬁétea aafekepmined| i st of

telephone nunbapseaos timée%QDbQﬂﬁid%§£§1¥ dséfil OyREACEhé 6G8E¥ Chasd UNi t
temperature. or SRYSEEL, EOPTR; YE ERe .S0E0; Ee¥: 5Ad 5808 ot  heR rERBRLAl ar m of
a car or of a umasedn(the unibedrképsesan theshbel dedetbvatedesot that
i npl enenting they are unusable if they are lost or stolen). It should
15 be observed that for complete security, this function may
advantageously be activated between two instances of use.
The programmable closure system of the invention is
thus well adapted for replacing present-day mechanical
systems, but with greater seéurity and flexibility of use
20 while nevertheless providing numerous new functions that are
particularly advantageous. Other improvements can also be
envisaged, in particular for the purpoée of reducing battery
consumption of the key or for further increasing security.
Thus, battery lifetime can be considerably
25 increased, as mentioned above, by dissociating the
powering of the electronic circuits, as performed by the
battery, from the power requirements necessary for
releasing the bolt (controlling the microactuator 60). At
least three known solutions are presently appropriate for
30 establishing the electrical current required for this
purpose when the key is inserted or rotated. Firstly the
current may be generated by magnetic induction, e.g. due to
a magnet being displaced under the effect of the key
being inserted into a surrounding coil (it may be
35 preferable to store the current induced by the variation
in magnetic flux rather than using it at once). Secondly



sone of these functions is not inconpatible with the first enbodi nent
of* the key insofar as they are capable of being mniaturized (but
access to the functions is 35 then not easy). |In addition, it should be
observed t hat a cordless link, in partgzular an infrared |ink, could
al so val.idly.be considered for making the |link between

16 the two portions of the key (see for exanple Figure 8A in

whi ch t here arthel sursbntnmafgebenpeoliaced b¢ ansifiBatare genékatbirnk with
t-he conmon bus u h a he _second
enbodi nent of gggﬁ aBgv ggg#ﬁbég gha mﬁn& &#ﬁgi?lrsg gnd second
portions 18A aﬁﬂpreeréaﬁebgeaytaysyempsssénalbn, iteis alsprposgdbieoto

constituting a@n@kgﬁﬁatuSihQaﬁiégbélééeﬂlcal é@ﬁe§§€89§ PO§LEANs@RYems
el ectrical Ly conpectabl e thereto frical connection

means 19 wHi ch¥8&Y 9B aoﬁ@?ﬁ?ﬁiﬁF%hdSHﬁP9aWBﬁtheHh§n6§rFHePthsecond
porti on. insebtionooti gotation, oft the kapyréefertsoa sbrteash khe

bat t 95 and d t tab
first portion ESALGPIPRERE, CYYPERL, (REreotes, R v 8 RestLtglbl o o rect |y
under the_contebemehtthenssrataadrhy thet déficé)t And| dbokrehennt e key is
nserted N gehBfatubi BiSFYe LHAtOLBEAtELCEhEOBLECELERED! SubtehlS koY

bei ng capable © elng resent sole e sec
10 Similarly, security of the system can be increased

by protecting the cylinder and the key in conventional
manner against electromagnetic emission by radiation or
by preventing non-authorized access (in particular by
scanning through a set of codes in succession), e.g. by

15 requiring the user to withdraw the key after each
unsuccessful attempt or by imposing a minimum waiting
time before any new attempt.




_‘ortlon 18B t her eof . . An exanglehof the operation of the high
Se"?rllllﬂ!ﬁﬂllltllﬂﬁlllﬂf ot der o guarant ee I SeAL Ly o1

the ‘above- " d&sctibed programmabl e el 28tronic syste

advant ageously have two | evels of security inplenented by 25 using two
types of identification code. A code A for normal use and a code B for
-hi gh securit)/GBKEMSThus for exanple, for use within a business, it is

possible to Jggf#gmﬁﬁﬁi%
prem ses onl y % au o?ei ze%&%gs%%sim% %ﬁ%ﬁﬁ&ﬁ%sesm on
of keys t hat a1=Qc"E>r hé%esmrppd)otm be operpted szaall@ﬁycb?e%)s Wlpmmrm ly,
the system candéhtificatibrVEsidYos n&hé'dlé&{%té&nﬂeﬂ@ﬁﬂé&ﬂ&ﬂs in

particul ar_concerning tinmes of da is als oss rovide the
Pock with 5 pIGRaR 198 e coRRRe LRI diow, e 2 AR o iR
t her eby enabl|ggsuaerbeimgtmhﬁt&cterlzedlfnfmhﬁewchy particularly |n t he

context of industri
e Go" ' Ple ook LRELIRGe i orLtntes (14, Repiged wieh o

particul arly spemtion|(14k)tewhich ah lrast cﬁne Heeyway abbﬁ/)a $®ntioned
- modes. Each | ogiodfded FbFOéceiving said key (18);:

10 the cylinder includes at least one electrical
connection means (39, 49), electronic control means (40)
including at least one memofy means (46) for storing at
least one identification code and connected to the at
least one electrical connection means, and release means

15 (50) responsive to said electronic control means and
designed to release the lock; and in that

the key includes first electrical connection means
(19) for co-operating with the electrical connection
means of the lock when the key is inserted in the

20 corresponding keyway (16), first electronic control means
(90) including at least first memory means (96) for
storing at least one identification code and connected to
the first electrical connection means, and programming
means (80, 86, 90) for modifying the data contained in

25 each of the electronic control means (40, 90) of the key
and of the lock under the control of means (82, 84) for
inputting a confidential code:;

the electronic control means of the key and of the
lock, and the cylinder release means being powered by

30 power supply means (95).

2/ A programmable electronic system according to claim 1,
modified in that said first and second electrical
connection means are replaced by first and second

35 cordless link means, e.g. radio or optical link means,
disposed respectively in the key and in the cylinder.
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|dentl"” or A+B). whereas, in contrast, a 5 key can have a
pl-ur a "rﬂmm @rl 'T dentification codes (of the ty A—at—rFBF— VHES
a key is G nderme sI | ock, an electrical link is asﬂmmSHﬂERHASBE
between the two elenents, and the firs24 identificatiol codeREﬁEﬁEEE_;_
i's transferred to the electronic circuit in the | ock, &% code is

t hen conpared with the identification code specific to the lock. If the
codes match, tB4 3| pregsampable electrondé spetemcaccbrdingntootiaimel,

rel ease neans char&@té@iz@ﬂcfnoeﬁéét Qidzg 9%?2€nRgf%oﬁeﬁégngaﬁﬁrgge%hg
L4

cylinder to be rotated ereb

opened. CIherﬁFgﬁargﬁanﬁ HBEEﬁEX 6 gprdablet hatterevadispeaad imnnot
be actuat ed, sothéekdgor remai ns closed. Naturally, if the key includes
a plurality of i dentification codes, the process described above is

repeated for the other codes. In normal use node, 20 whatever the type of
code recorded #A bhprnsya@mableAeE#ctronicfsyetehoaccondsngsee eddem A, and

B, a Conpar'Soeheﬁactﬁriﬂéﬁffﬁngﬂa@nsgfg Pgh89|¥%%$g%fﬂ£%é%2 uﬁ#gﬁhlgh

security e conparison is
and openi ng caﬁoﬂﬁréﬁﬁﬁlEHeﬁﬁricihYtgenevehoromGQDSS(Ganﬂiepesedtth of the

codes (but an 18 &synﬁaaroazntﬁe lock! 86d é&eﬁaeaésﬁfsfﬁ% éiBﬂ'SﬁCOde A
et

I n order |ncr t he_secur of communi catl ons ween the | ock
and the k%@ the 3%% ESEP?béﬂypr%E€g§n9 to pewehahutRasEctR® in various
ways, part|cuInelqasedmeﬂnscOﬁQenGOpnalIy by speci al encoding using a

ci pher key (and a specific algorithm. A security feature that is
relatively sinple to i nplenment nmay consist in subdividing each code
into two n-bi t 340k deregrammahie cebeptrenic| system ac¢ordingttp, clatmkby

sends only thecharsttepibb@ninlthit 35101 RePlidi obhan SodgiLerhbe | ock
(i.e. the |rs£ ? g and the |"'ock then conpares this first
code port%% irst and second ortions (18A, 18B) interconnected by an

intermediate portion (18C).

6/ A programmable electronic system according to claim 5,
characterized in that said intermediate portion (18C) is
20 constituted by a flexible electrical link.

7/ A programmable electronic system according to claim 5,
characterized in that said intermediate portion (18C) is
constituted by a cordless link (64, 66).
25
8/ A programmable electronic system according to claim 5,
characterized in that said first portion (18A) is in the
form of a rod provided with a handling head and including
the first electrical connection means (19), and in that
30 said second portion (18B) is capable of acting as an
electronic multifunction unit and further includes the
electronic means and the power supply of the key (90, 95)
and the programming means (80, 86).

35 9/ A programmable electronic system according to claim 1,
characterized in that said key is constituted by the

separable connection of a first portion (18A) in the form
- T

This Sheet Has Been Re

WG



Al AR

ock Sentls 4 her sec& (
turn can conpare said second code portion25 with th

is detected, then the electronic

mﬂn of its own identification code.
portion of the | ock code to the

rts own nmenory. If a match is 5 again obtained, then tBes=6€k Ctan operate

as descri bed

above. Anot her sinple nmethod of providing

security for dafaa rod pnqwtdédawibhsabhanékhnghbetéyaadd;nbbgdbng thet o
provi de "e{EgP d18BEECob] EBfine8EKofl thaahil i) end"b€ a5t Ocne

accessible in readin

nunber of the

contal ns so erence
POYRT #“EElYaF?%FStﬁ%ske§nﬂa§he fir%teﬂemﬂgzr$eans|£%6),

control ling ceahdaa §ébbn§2p6£ﬁﬂ§nth£83) caf@bl&nés aﬁtﬁagdageavmulﬁﬂace

via the el gctr

cal

and 15 then sERRETIAR PEERCERLo WRLEoredcuiRlndite Geld i or Chbe resnd ™ (ke

whi ch can then(8@s 86&f o9@) beqnbnedrﬂdrlprb@tahﬂtﬁg the data contained

identificationy ﬁo?ﬁ gféét?&ﬁfgdﬂé§n$e5¥e§h k?%eregv8f ﬁé gggkttlng al |

of the identif

accordance wt

i'cal’l on CO pr éven

Pede1988 n%hé'fﬂ§§€¢é1@ét£ﬂéa1 conh&d€1bh Ofleahf€(19).

identifinbion codes of the lock and o

15

20

25

30

35

10/ A programmable electronic system according to claim 8

or claim 9, characterized in that said electronic multi-

function unit comprises one of the following devices: an

electronic calculator, an electronic notebook, an
electronic watch, a radio paging receiver, a telephone
dialer, an alarm, a measurement sensor.

11/ A programmable electronic system according to claim
1, characterized in that said key further includes
additional connection means (29; 93) for remotely
programming data contained in the electronic control
means (40, 90) of said key and of the lock.

12/ A programmable electronic system according to claim

- 11, characterized in that said additional connection

means includes cordless connection means, e.g. radio or
optical connection means.

13/ A programmable electronic system according to claim
11 or claim 12, characterized in that said first
electrical connection means is also used as external
connection means.

14/ A programmable electronic system according to claim
1, characterized in that said key further includes
mechanical coding means for co-operating with
corresponding mechanical decoding means of the lock.

I
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the key can be changed by the user directly fromthe key. No ext ernal

a personal conputer) 25 is reqU|red to perform
qumumqmﬁﬂﬂl user has no need to turn to the = v ’

ln the event of * Kkey being lost. Neveetheless, if
the user nust have taken care to have noted down and
personal code(s) required for reprogramm ng 30 the new ke

in the key 18 (e.g. after Iosing an earlier key) are progranned from

t he keypad 80 In a
first step 100ﬁ}%p‘§€e user ac &t %%%%%&r%%c#ﬁ%%gﬁéﬁlﬁ
35 gain accesk, tcharecterized in gthatyvihe felectrorigicomerol mﬁﬁqs(and |n

particul ar prOQi@mf'g'}heAﬁélE'gf@PtﬁexSEﬁRﬁrude céﬁﬁ&f@téﬁ'ﬁﬁéé&é‘ 8&2’) () in
a follow n £§h110 serves to 19

val idate t tCHFPEring i the n’t‘?%ﬁt’c%’o%a‘fjcﬁf‘ FPfie Of the e].'?f.’k sand t2Y
which is perfOIe@dthmnﬂea@5ré§péﬁuiﬂbg¢¢de of ketye Kdy i recéiyed 2@iaatilet 0

display a firs él%@gP da1 %a%%ag &gaﬁge f@ t display 86, in

y
particul ar for op ronar? orizTNg a subggﬂu change of the data
present at said |ocation. Such wite access is p055|ble only after

acting during 5P 150o@Parind R4 RO "ysten 4SS nk Yo @kt S

perforned durlng a new Ste
1, character zed in that the electronic control means

(90) of the lock further include comparator means (92)
for comparing the identification code of the lock and at
least one corresponding code of the key received via the
electrical connection means (19; 39, 49).

15
17/ A programmable electronic system according to claim
15 or claim 16, characterized in that the identification
codes are transmitted between the lock and the key by '
means of encoding using a cipher key.

20
18/ A programmable electronic system according to claim
1, characterized in that said memory means (46) of the
cylinder includes a memory space that is accessible to
the key for reading only.

25
19/ A programmable electronic system according to claim
1, characterized in that each identification code
includes first and second identification codes, and in
that, in a normal mode, only the respective first

30 identification codes of the lock and of the key are
compared, whereas in a secure mode, comparison is
performed on both their first and on their second
identification codes.

35 20/ A programmable electronic system according to claim
19, characterized in that each identification code is
made up of two n-bit words.
I ——
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|nputt|ng f|rst g ck code |ikew se by nmeans of the 10 di glt keys

\é\AE'EI_hf ialm‘m“lﬁl lm |dat ed during a final step 15Q

Previ ously, displacenent WHEISBEER

==>) or d4n ér ase functlon key (C) meg7have been usec V\heer:PLA
necessarsy, to alter the code in the event of wong inpe=%s [
15 170). The follow ng codes (for a plurality of |ocks or for

several code |evels, e. g. A and B) can then be input during subsequent

steps 180 and os.‘# '
di sBI acenent fl:,lh%%’t %n keys ([ errﬁ plectr néganese coqfdi%rd;e‘%)v&lajt"he key
is programmed art iqhexecterizediin dhaterthe e%mmmrqm mearfsunct i on
key can aggiao )bbﬂwtﬁfiﬂﬁaézerdf et Idtk RARASA1Y operdtiddAEN N

the key. The aRQove-descrihed nmanual ogra process may be applied
equal |y wel da:?‘l Sh FOmPARFHAL %%Q‘Fggd&% s@ﬂﬁéﬂ Thanges
of one 25 or menpansidhe msmmmdﬁlmmm d:m;as.deri‘thlﬂﬂdﬂﬁibn c?ode o
aut omali ¢ ProgiA N 1k Hith Yhe BAARIGLAN ot d Rdehe Preferable

when greater security |s require (| n particu ings). This
nmay be perfor nédesykigication qade iafy thee keynfisd aededivedo dacm then keye

basis of an 30 (1g) eRalth @'@dﬁi{ﬂﬂle%?ﬁ’aé%ih’z’?“{m qglrgysc()%m §4I i
o der "t 0 AabI B4, ek $ne” ¥ galadtzariion conizl Besasy e thecdey
In order to prd@wmmmasmligmmm @dﬁﬁmbz?ﬁelahﬁl(gﬁ)yfdrs gefgszary
Changes | The-EBSTRIGESGR I Socong, WiBte, SR Wb Ul Webod o
between said two first words, to compare the second n-blt
word of the identification code of the key with the
15 second n-bit word of the identification code of the lock
as received from the lock (12) via the electrical
connection means (19; 39, 49), a new match rélating to
the two second words being required to authorize releése
of the lock. |

20
22/ A lock implemented in a programmable electronic
system according to any one of claims 1 to 21.
23/ A cylinder suitable for a lock according to claim 22.
25

24/ A key implemented in a programmable electronic system
according to any one of claims 1 to 21.

25/ A key according to claim 24, characterized in that it

30 also includes audible or visible ihdicator means (97) for
informing the user whether the key is operating in normal
mode or in secure mode.

26/ A key according to claim 24, characterized in that
35 said programming means include a special (SECURE)
function key making it possible only for the users of
//.
eet Has Been Reﬁaced

TR



20 - keys in succession, then enters the confidential code __and

nccass o INMURIEOEDUINE S ercr, ™ aSalon cor bSponal e Shbmmacme-o

the lock*that ts "o ® 5" be changed by using the di spl acentat=keys—as=
mentioned , above). The electronic circuit of the key and/or the

el ectronic circuit of the lock then operate(s) in a step 200 to verify
that the | ock ¥%e¥s: capable; @¢énoperatingnin sesyyesmedeci¥o ghange fhe

fol |l owi ng step jgantdfidait8 oRC dodiesl @ £07 ocik® .,PROGRAM t hird function key
whi ch enabl es a new identification code to be input (step 220), which

code is transmtted to the lock for recording in its data nenory
after action o27/ha Wel aedordingndd elakay 24y eharepterizadlinlithakegaddn

then be w thdrawn from.the | ock ndt 15 _Q\ t for
ast time, 5 D¥BGraRRinG’ ReBRS INEAIAR B0 speel, (BESTRICIOH SRbRtich
programi ng t h&eyoenablimg rehie ioddefc ofpar keyn tai validate scogiss dodona)
and in high se fi g F Ao Qg LBI3E byRh
keys: NORMAL ( ﬂ%ﬁ@%ﬁsﬁ%&re%ﬁ \?atsggdg’n y @pt?ger having a e
key t hat ke¥ady includes identification codes provi ded with A

codes and vm'th B codes. In addition, after acting on one or ot her of

th t t udi bl bl di cat 7

o audi bl 8 o KaPRET,BGBRG e 5EAI G don SOREER tRBd T AT SBRE &

sel ected, for prograsmingyseans! indluade kg delvermdaedivconbimadd.ons ofn
progress. ThesgnildHlsS AREEAoN KaG S TRESTRIMITON BRd<2ER0Y enabling the

holder of a key to prevent use thereof by activating its

Q

essential functions of reading and of comparison.

15
29/ A key according to claim 28, characterized in that said
prevention can be temporary or can be performed
automatically after a determined operating time.
_—
This Sheet H

i ™



r

inserted i'n order to validate the connection. A RESTRICTI ON key (R) may
aISo be provided to restrict use of the key to 30 one or nore | ocks. After

gdi ni ng access to progranming functions by pressing ON and SECRET and
inputting the confidential code, pressing the R key foll onwed by the
desired:l ock-nunmbers (or calling them up I n an address book function)
enabl es the corresponding 35 cylinders to be validated. Thus, it is
possi bl e to use this procedure RoB &@ & Reg o a third party for a
specific access, without any risk of the third party

21 - using the sane key to gain access to non-authorized

| ocations. Wen conBhfedn¥epkigncredates tal anpapgrammahlet edgctranpic
restriction fUﬂIbSﬁﬂeCﬁ?seéﬂbbémﬁﬁﬂgiﬁ ta beck (1zythééigﬁédsebebé under

specified Line cond ti,o Ret to,_unli s achieve
agtlng on %h £ﬁ§yg§gﬁlhe ngigheﬂhﬁﬂ ?ﬂesg?ﬁgigiﬁ9t%9nTﬁ?§ef8 cF%Sn
key may aI1ockeandednmddénamfaddtlonnabdéeaf thg. assdcgate&ekey ar@, to

prevent any usgnglrblf KBYmalliG. | U 100 1nofSASLI XoLLPRRAUACE LY VI b

may be tenporary I'eve |ca
det er m ned praﬁééeéfW#theaupogﬁiencﬁlﬁADyinsuh&chmntnleastugne has

sever al COpIeSkeﬁwa§e(iawﬁigeﬁraeﬂdéanfoefréé&ﬂ%iﬁ&aéaid key"E289, (the
unused keXB ca yi egegelggfuéixgtgt fgaét one electrical connection

means (39), an electronic control means including at
least one memory means for storing at least one
identification means and connected to the at least one
electrical connection means, and release means responsive

15 to said electronic control means and designed to release
the lock, and the key includes first electrical
connection means (19) designed to co-operate with the
electrical connection means of the lock when the key is
inserted in the corresponding keyway (16), first

20 electronic control means including at least first memory
means for storing at least one identification code and
connected to the first electrical connection means and
designed to transmit a release instruction to the lock,
and programming means operable, under the control of

25 confidential code input means, to modify the data
contained in each of the electronic control means in the
key and the lock, the electronic control means of the key
and the lock and the release means of the cylinder being
powered by power supply means. The invention also

30 provides a lock, a cylinder, and a multifunction key as
implemented in the above-specified programmable
electronic system.



they are unusable if they are lost or stolen). It should 15 be observed
that for-conplete security, this function may advant ageousl y be
activated between two instances of use. The progranmabl e cl osure
system of the invention is thus wel | adapted for replacing present-day
mechani cal systens, but wth greater security, gnd flexibility of use 20
whi | e neverthel ess providing nunmerous neM/functiJ'séfhat are

particul arly advant ageous. Qher inprovenents can al so be envi saged, in
particular for the purpose of reducing battery ,z'consunB?TUn of the key

or for further increasing security. Hilus, battery |ifetTne_can be
considerably 25 increased, as nentioned aboy®ew by dissociating the
powering of the electronic circuits, as perforned-by the bat tqr from
t he power requirenents necessary for r e easing‘the\bolt (gent gol Ifi ng

t he m croactuat or 60).JEF' | past three Known sol uti oits\gFKE& Jpr ege Iﬁg?
appropriate for 30 est IGngethe el ectrijcal current requifred fprf [ hf

pur pose when the key is insertéd or rotated. Firstly the cur ple may be
generated by magnetic induction, e.g. due po g magne bEifig

di spl aced under .the effect of the key | NG 4e¢ fnfo a
surrounding coil (it may be 35 preferable « W cuf rfent i nduced by
the variation in magnetic flux rather ‘ once). [Jecondl y

22




the current may be produced by a m niature generator driven by rotation

of .t he key and coupled to an appropriate gear system Finally, it is

al so possible to envi sage usi ng piezoel ectrical generators. Such
systens 5 rely on a nechanical device which, when driven by i nsertion
or'rotation of the key, exerts a force on a pi ezoel ectric crystal
(directly or via a resilient el enent c@ Ebined by the device) and in
Feturn it generates charge that creates the electrical current. 10
Simlarly, securitEf'f he" dyst em can be i ncreased by protecting the
cylinder and the key !l w/costenti onal manner agai nst el ectromagnetic

em ssion by radiation or by preventing non-authorized access (in

parti cul ar by scanng@g t hrough a of codegan succession), e.g. by
15 requiring th?;ucnr tlo withdraw th ey after seach unsuccessf ul
attenpt or by _inposing a m ni num WS AT TOIANGT-AY Inpt .

1/ A progra blfp el ectronic cloqure syste W] F 1 s 3 ¢ )

desi gned to pe dperated by a key f|(18) when \ (fica ¢dde

of the Ik and an : 0 Lhemassdci gt e eyl@re
observed mat ch, the syste —

14
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the l'ock includes a cylinder (14) provided with a

whi ch at | east one keyway

(16)
(18); the cylinder includes at
means, electronic control

means (40)

portion (14A) in

is 10 provided for receiving said key

| east one el ectrical connecti on
including at | east one

nmenory peans, (46) for storing at | east 3p§i|dentification code and

connected to the at 15 | east one electrlc

.means (50) responsive to said el ectronic control
rel ease the lock; and in that

connecti on neans

20 of the |l|ock when

first nmenory neans (96)

of the electronic cont
under the control of

the electronic contro
cylinder rel gase neang
2/ A progranwabl e

designed to EEjFpe
of the I|o and
observed ~t@ At ch,

29

FIG.5

t he

necti on neans, and rel ease
nmeans and designed to

the key includes first electrical

key is inserted
keyway (16), first electronic control

for storing at
and connected to the first electrical
programm ng neans (80, 86, 90) for

nDdlfylng the data

for co-operating with the electrical connection neans
in the correspondi ng
means (90) including at |east

| east one identification code
connection neans, and 25

contained in each
e key and of the |ock

i ng aggonfidential code;

¢ 3 oek, and the

pply nmeans (95).
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the lTock includes a cylinder (14) provided with a portion (14A) in

whi ch at | east one keyway (16) 1is provi ded for receiving said key
(18); the cylinder includes at | east one cordless link 5 neans
(39, 49), electronic control neans (40) including at | east one nenory
:means (46) for storing at |east one |dint|éi cation code and connected to
the at |east one cordl ess |link neans el ease neans (50) responsive
to said electronic control neans and designed to 10 release the |ock; and
in that ﬁe;cz8 ncludes first cordless |ink means (19) for
co-operating w t dl ess link nmeans of the | ock when the key is
inserted in the correspondi ng keyway (16), first electronic control
means (90) 15 including at least first nmenory neans (96) for storing
at | east one identification code and connected to the first cordl ess
i nk nmeans, ! 86, 90) for nodifying the data
contai ned | f | eftronic jcdntrol neans (40, 90) of the key
and of the éoﬁﬁgc[g%mérut%gcomml of ans’ 82, Z) for inputting a
confidenti afy code; t he el ni ¢ |cont s of the key and_of
t he | ocld, BdRdE B @AM ATE] rel megns bgi ng po red—by 1po!
supply negnft FQ‘B)UDZIB o 3/ pr bl nic_system accfirding to
claim 291_{0 BREEracterized in _that sdi d power {sudply ma[iins
oo . . o oaonon |
0Oonono
. 1 B EBBE 184
/
188
—- /8A
FIG.8A 88 %
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conprises a rechargeabl e battery or a discardable battery disposed in
the key. 30 4/ A progranmabl e el ectronic system according to claim

1"or 2, characterized in that said power supply neans further conprises
electricity generator neans (62) di sposed in the cylinder of the |ock

~ "and actuat.ed by 35 insertion or rotation of the key, serving to power at

| east the rel ease neans (50; 60). 25//55 5/ A programmbl e

el ectroni c system according to claim 1 or 2, characterized in that
said key is forned of di stinct first and second portions
(18A, 18B) I nt er connect ed by an internediate portion (18C). 5
6/ A programmabl e el ectronic syste o] caain1 ,
characterized in that said interne |€HQN¢M¥%|0 y (18C) is constituted
by a flexible electrical |ink. grammabl e el ectronic system

according to Fhllﬁ 150 characterizdd in that said internediate
portion . onstltuteqFBVfﬁ'cor SsS f nk (64, 66).

8/ A programmabl e el ectronic system aceEeRFhg

INPUT CONF-
DENTIAL cobE —720

PROGRAM |~ /30

INPUT LOCK
! ﬁ — CODE 09 <~ U .
180 160 ‘140 Y170 ‘180
SET |~ 150
ON/OFF 100

VERIFY KEY-
LOCKMATCH T 200

PROGRAM |20

INPUTNEW | __ 29
LOCK CODE 220

SET ~- 230

ON/OFF |0
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15 5, charact eri zed [fFFrhat=—sait=tito gion (18A) i cﬁgP the form
of a fod provided w BEELAQEMENT\&-IHEM ané inclu éAGEMENT

el ectri calO connecti gn maarzsg(:]ak and in that said second por | on
(18B) is capabl e of | Date:.5.. dgg.'é electronic nultifunction unit and
fﬁrtEer (90209| eNBEE SciATis: 76 e B "-,-; ‘-. ;;;!- !‘ R NartORR1, piss

t he ey ATTC E - pTroyr o 0 o . .
prograrmabl e ‘el ectronic syst em accor di ng toclaim - 1, charact er| zed

in that said kay i g igéﬁukié]@fe b¥lé8€ron135c§89§£@bEgeggﬁn%ﬁédﬁ.

f t tion (1 rmof a rod provi |ng
hlagiz aggr on G %lﬁdf t‘?\%"’*gff‘%‘{ %?eEFrPESFaE%ﬂn’éXt 2okeeadd)( yg',en

and at |eas$ thm povaermmc;aBuMls (c%ﬁie angft he thier st lock g‘fmmr)gmeans -
96), and a se t 18B), ca C

I(TU|tIfUI’ICtI0n e%(;ég{t%?m&ca G tfe Fﬁﬁ?ﬁﬂ?{:@g f‘F Frtened?ﬁ%ﬁ%ed( 80,
86, 90) requirdwp fmatch, the qysct@malhemm tdhardaterdaedaiimedhat it he

clectronic means  the 168 8dey a2B0yigher! §2e) | BEkyiduBOSHRS 42 1H

third el ectrical connection rreans receivin
first electricROIHect(itdA) nedhswhigh at least ang Keﬁﬁ'\'@gfr aikfbl s

el ectroni c 10y stprowiciad didly deredhding said keyd (@8)Gl aim 9, characterized in
that said eIeCtrom(i:he cylinder includes at. least one electrical
connection means, electronic control means (40)
including at least one memory means (46) for storing at
least one identification code and connected to the at
15 1least one electrical connection means, and release
means (50) responsive to said electronic control means
and designed to release the lock; and in that-
the key includes first electrical connection means
_;gg_cb-operating with the electrical connection means
20 of the 1lock when the key 4is inserted in the
corresponding keyway (16), first electronic control
means (90) including at least first memory means (96)
for storing at 1least one identification code and
connected to the first electrical connection means, and
25 programming means (80, 86, 90) for modifying the data
contained in each of the electronic control means (40,
90) of the key and of the lock under the control of
means (82, 84) for inputting a confidential code;
the electronic control means of the key and of the
30 lock, and the cylinder release means being powered by
power supply means (95).

2/ A programmable electronic closure system comprising
a lock (12) designed to be operated by a key (18) when

35 an identification <code of the 1lock and an
identification code of the associated key are observed
to match, the system be'ing characterized in that:

R

N



mul tifunction unifFcerp the Egllomﬁng devices: an
elec;ronlc cal c runlc not ebook, an el ectronic watch, a

radi © pagi ng recg ope dialer, an aIarwnR{P
petpr Bcf TN ST

sensor. 5 11 ctronlp systenlaccordlng to

1, characterized 11 ,q,éedo:@ a i

~connection neans ( ' .
the el ectroni cPeshienl (14 A)means WMG:h o8t dfeé!%ﬂ done_y kg@g{ HA6)| otk

12/ A programgbbe; @LACELLNEECEYFIR S4LQEARI(ig) £l ai m 11,

charact eri zed “rmthat—sard addt tTonal—conmect{on means | ncl udes
cordl ess connect i ontR@ag¥lipogr at lea A ‘

13/ A progrannnbhﬁsekeetroeoc eyééeﬂbﬁSGOédmﬂﬁolomséﬁsn140) ﬂﬁcpmdshgln112

characterized 1 ﬁ € T CO HE“tIOH neans, 1s5_al so
used as extern g%;ngqgn glﬁrgnqggns th¢] ?9;, Qﬂiéﬂhﬁﬁﬁﬁﬂéﬁgﬂfronic

systen1accord|NQenb16haaunon cbderahdtﬂnnnantedZEd thethﬂ:kaa&tkege
further 'nClUdEErdles
25 corresponding

progr ammabl e ekect FaAAc §¢§F§ﬁ9§é§or€?ﬂ§r9b cmaan$ anq @ﬁ%;@@@@rlted in
that the el@ct reDesse0fheOloBRANENd in that

the key includes first cordless link means (19)
for co—operatiné with the cordless link means of the
lock when the key is inserted in the corresponding
keyway (16), first electronic control means (90)

15 including at least first memory means (96) for storing
at least one identification code and connected to the
first cordless link means, and programming means (80,
86, 90) for modifying the data contained in each of the

_ electronic control means (40, 90) of the key and of the

20 lock under the control of means (82, 84) for inputting
a confidential code; '

the electronic control means of the key and of the
lock, and the cylinder release means being powered by
power supply means (95).

25
3/ 2 programmable electronic system according to claim
1 or 2, characterized in that said power supply means
comprises a rechargeable battery or a discardable
battery disposed in the key.

30

4/ A programmable electronic system according to claim
1 or 2, characterized in that said power supply means
further comprises electricity generator means (62)
disposed in the cylinder of the lock and actuated by

35 insertion or rotation of the key, serving to power at
least the release means (50; 60). '

R R0 0RO



' (40) "of the lock § aratg means (42) 30 for conparing

the identificatioff REPKAGEMEWESHEEK |hnd at | east onenpepr, ode
of the key receivéd via %W_e\@?ec rical connection negﬁy{‘?wggs"@?
16/ A programmuabl ¢ Bbte(;tzgn -syst-en according to claim35 1,

characterized YR SBHS

~further incl uder)'c(;t AT Or BANS 9%3 (?or co aar‘?%%’("%g |%enF FI catlon
code of ‘the 1odk @mnd2, characterizpd in thet| mtdoheyCerSrem;m#ngfcode
-of the key recﬁl‘é%‘in\é'ta £itde elfd ri %éboﬁ&”” f@i‘o:’i@ans(l(a%@ 398849) -

.17/ A progranmmabl e el ectronic_system accord oclaimb or claim
16,  char acter"-lni:@&'“npﬁc‘:efihgﬂ( an H@temﬁﬁéﬁ £f PRRELBR é@)ﬁgé -are
'transmttedsbetween t he | ock and the key by nmeans of encoding using a

ci pher key. 8/ A pr.oagr ble electronic stem acgor di ¢laim10

1 or 2, charact® q%ﬁ“ﬂ‘!??’rgg; %%%QV%E%t T 65°oPE m?hggcf/ﬁﬁﬁﬁler

i ncludes a memﬁr,y shacecteaized atpesthdt e said o intedmedifadie r paditignonl y.
(18C) is constituted by a flexible electrical link.

10 7/ A programmable electronic system according to claim
5, characterized in that said intermediate portion
(18C) is constituted by a cordless link (64, 66).

_ 8/ A programmable electronic system according to claim

15 5, characterized in that said first portion (18A) is in
the form of a rod provided with a handling head and
including the first electrical connection means (19),
and in that said second portion (18B) is capable of
acting as an electronic multifunction unit and further

20 includes the electronic means and the power supply of
the key (90, 95) and the programming means (80, 86).

9/ A programmable electronic system according to claim
1, characterized in that said key is constituted by the
25 separable connection of a first portion (18A) in the
form of a rod provided with a handling head and
including the first electrical connection means (19)
and at least the power supply means (95) and the first
memory means (96), and a second portion (18B) capable
30 of acting as a multifunction electronic unit and
including all of the means (80, 86, 90) required for
programming the data contained in the electronic means
of the key and of the lock, together with third
electrical connection means (69) for receiving the
35 first electrical connection means (19).

10/ A programmable electronic system according to claim
8 or claim 9, characterized in that said electronic

* c L L} s *



) 19/ A progrannabl FeetTont c

chartact erized in tHEPL@%@ﬂE'F'ng atio code i ncl udegﬁp‘mggm ond
d ficat ;o I d
identification c a@manegé%gguﬁpgln in a normal nopde, on e respec ive

first i dentifi | ock and of the key are conpar ed,
whereas in a ar rfo e, r
first and on tﬂelrgggggﬁggn Sgggnt#gﬁgg%%gﬁ of €Le20¥8;?ow§§§
programiabl e efeviresic Hrst cedectroniag talcu&auor, B9 caleatreniced in

‘that each 'de”hb&éﬁabko”aﬁogfebﬁrgﬁleaQStHﬂ 0% 1R 8- ﬁ%g H@hgécelver 217 A

- programuabl e el ectroni ¢ s ystem accor di ng to claim aracterized in
that the eIect?oﬁF&eEBHPFoﬁlﬁﬁﬁﬁs an a%ﬁﬁTrOQ W?ﬁﬁ%ﬁ@WﬁM@rsﬁﬁs?ﬁe | ock
‘initially operates via 30 the conparator neans (42) disposed in the

cylinder to 90 are the fjrst -bk word of . the identification code .
o thel ok wi th7s BoBrParatnebig' aipatiphihce bR careoTaLhy BR SatRor t ne
key as receivedl,frohataetérized inl8thata sakdellegt r faaktheeannéntlodeseans
(19: 39, 49). 23a3Rdohly! heansaeti{;ﬁstmssﬁs“ggzc Co8} ' Opoltan m8£e1§

apc ding to claim15 1 or

key (90) |ikew se inc es conpara op era
second st age, Bﬁagrﬁmnegemﬁa oFOEtalne#atléh B @\A@éﬁ#@ﬁ@#w\ocﬂntgﬁlv\ords

to conpareld hemeans (40, 90) of said key and of the lock.

12/ A programmable electronic system according to claim

11, characterized in that said additional connection

means includes cordless connection means, e.g. radio or
15 optical connection means. ' '

13/ A programmable electronic system according to claim

11 or claim 12, characterized in that said first

electrical connection means is also used as external
20 connection means.

14/ A programmable electronic system according to claim
1 or 2, characterized in that said key further includes
- mechanical «coding means for co-operating with
25 corresponding mechanical decoding means of the lock.

15/ A programmable electronic system according to claim
1, characterized in that the electronic control means
(40) of the lock further include comparator means (42)

30 for comparing the identification code of the lock and
.at least one corresponding code of the key received via
the electrical connection means (19; 39, 49).

16/ A programmable electronic system according to claim
35 1, characterized in that the electronic control means
(90) of the lock further include comparator means (92)
for comparing the identification code of the lock and

A



© 28 - .second nfbF

F—woft ol LI entification code of pthe key with the
second n-bit wor (il REPLAGEMENT USSR & i on &dde of the ? recei ved

~fromthe | ock (18) V|a2t@ed L ectllri cal connection neans (1 B@@s a
new mat ch 5 reIEtDﬁ@ t@-t ety decond wor ds belng reqU|red to

aut hori ze rel ease~6t—tne eratin mnth

oyl nder (14) SF east | Gag fasresnendiigiocotd | ol cHie bk tRacieed vid
~connection 10 tisansléSOrid) , conmwedtdom ameams r 019 me30,s 4990) i ncl udi ng at
.l east one nenory neans (46) for storing at |east one i dentification code

~and connected to the at | east one elecgrical connecti on neans, and
rel ease neans 1%0)A progspomsble ebechidnitesysbemncacoending nkanclaim 15

~designed to reiFaseoi.he L9skm Chfgact eéhi ?ct@rlf'é& igal dtﬂf&% COgREi ses a

first electric connect on neans or co-operating wth the
el ectrical conh@%@?bﬁlcathﬁﬁn§°§ﬁﬁrﬁf%y Fﬁﬂ%ﬂlﬁFe@hbeFUGEnwmﬁﬁt%@ckey i s

inserted in a kRyweNe(%key By he&nsYydfndrtodingShsPiyed egipiey Ckepnt r ol
hmeans (90) including at [east first menory means (96) for storing

at | east one identification code and "connected to the first
el ectrical conb&fthoprogaessmabhed plegtaomingspebtem &€8Cording6to96)afimr

rodiying |00, 9362 sontaapakd aaNsfl chUE ZsacheRbLiheaflniRE) RS
of nmeans (82, the BX}lﬂéﬁrlhpeﬂﬂﬂﬁg é BeRPricAPREE EbAE. is aCCGSSIble
to the kgy for reading only.

18/ A programmable electronic system according to claim

15 1 or 2, characterized in that each identification code
includes first and second identification codes, and in
that, in a normal - mode, only the respective first
identification codes of the lock and of the key are
compared, whereas in a secure mode, comparison is

20 performed on both their first and on their second
identification codes.

20/ A programmable electronic system according to claim
19, characterized in that each identification code is
25 - made up of two n-bit words. '

21/ A programmable electronic system according to claim

19, characterized in that the electronic control means
(40) of the cylinder of the lock initially operates via

30 the comparator means (42) disposed in the cylinder to
compare the first n-bit word of the identification code

of the lock with the £first n-bit word of the
identification code of the key as received from the key

(18) via the electrical connection means (19; 39, 49),

35 and in that the first electronic control means of the
" 'key (90) 1likewise includes comparator means (92) for
operating, in a second stage, and in the event of a
match between said two first words, to compare the

e



'23/ A key for co- i nder;o(14) of a 30 lock (

i ncl udi hg at | east]| B& 5§HFFHK meang8 el ect romREPtM}EMH% SHERK
(40¥ including at Ieastgg?e L nojiy means (46) for storing at

| east one idenBB$| é” eand connected to the at Ieast one
cordl ess |ink T Gosk 5@6@%? (PQAnt EEPOLEI 0P Gd G Pl key
el ectronic contro means and desi ease

~ characterized iWithathsaisecengd n- kknﬂﬁ¥@e§fatﬁﬁr@Menﬁmﬁhﬁﬁtﬂqnwcmﬁans

for co-operatingf theM ibckh%scofé’é%é' FeoffE ioe Oﬁot:bae fﬁ’i)‘ ngeq Olf;héhe
29 | ock mhfn t he th | i nder,

f s inserted in a kﬁymgg é

 first electroni® %‘BH?'B‘F nﬁ&ﬂEeFEB?nl AELRGi nigt 9. 183k B F’sec‘”’ ‘F};’/
: mﬁansf(%) for sébatimgattd eght twonseccdad i wo£asi mle@d(eraqdleeane?bed to
t he irst 5 ¢ anmm ng means (80, 86, .90

for nodifying Q{Jﬁi.‘g;%z% gé%%%?% %%?itqgepi gi& of the el ectronic
control neans (40, 90) of the key and of the cylinder of the | ock under

the control of seans (&% forBAb-bRErhERHb! WiGHA £00) fRRLL 2li1690%¢ 10

] 24/ A key accordln
conpri ses power 18§ oﬂl2ﬁ3¢ﬁ§1ﬂéﬁng aGoﬂ@ﬁ%RmQﬂﬁcF%#Q&%#Qﬁ%cﬁ@n%%ﬂF%GF

means of thi0 kemeans (399f 4bhp 6VétEE6niof coherbDikeassli faPOVERc @Y
eans at least one memory means (46) for storing at least one
identification code and connected to the at least one
electrical connection means, and release means (50)
responsive to said electronic control means and
15 designed to release the 1lock, characterized in that
said key comprises-a first electrical connection means
(19) for co-operating with the electrical connection
means of the cylinder of the lock when the key is
inserted in a keyway (16) of the cylinder, first .
20 electronic control means (90) including at least first
memory  means (96) for storing at least one
identification code and connected to the first

t her

electrical connection means, and programming means (80,
86, 90) for modifying the data contained in each of the

25 electronic control means (40, 90) of the key and of the
cylinder of the lock under the control of means (82,
84) for inputting a confidential code.

23/ A key for co-operating with a cylinder (14) of a
30 lock (12) including at least one cordless link means,
electronic control means (40) including at least one
memory  means (46) for storing at ‘least one
identification code and connected to the at least one
cordless link means, and release means (50) responsive
3§ to said electronic control means and designed to
}elease the 1lock, characterized in that said key

comprises a first cordless link means for co-operating
with the cordless link means of the cylinder of the

-

) O R A



T o

15 6onprising'advan E0US 5£3b e battery or car dabl e
battery: 25/ AF@?MW}Q fo d| ai @924, charact eBEpigbeENTWET it
al so i ncl udes audi blje.or S gagp tor neans 20 (97) for informng
the wuser whether it ZKQ JBL """ gperating in normal node or in secure

node. 26/ _ A key accordlng to claim 24, c1aracter|zed in that sai d
pr ogr ammi ng mek@ck Vhep dde Kevsisiinserigd iy ackewway: i)k Rf nfleng it

- possible only feylih@etseEsrst eleckﬁdﬁwa@@dﬁ&ﬁopfm@mg a(sm)g imcpeging node
~to change the [ den rr ;CaLiomn cotes of
RETIRL 1 2013 TS

AcCO di ng
to claim24, Jﬁi_é.

speci al ( RESTRI && O\i)dent:.hm:ozm Ic@;deenabdl n nmm dmo othe kEyrso

validate  §2%628100: O0EnRIniBhE TEhG' BEOGLMALKS ALORABET BE, o)l ocks

operable by th ed in
that  said pfefr RAth§yspanstiacl dakaa GeRtained imnteachi opf thef
specific functepectkeﬁc(Bgﬁi%ﬂxh@hsamio, Z&6%) of thékey | &dtoe breder

of ‘a key to preveflngge “Pﬂt fgck under'%ﬁe control of means (82,
84) for inputting a confidential code.

10

24/ A key according to claim 22 or 23, characterized in
that it further comprises power supply means for
powering said electronical control means of the key and
of the cylinder of the lock, said power supply means

15 comprising advantageously rechargeable battery or a
discardable battery.

25/ A key according to claim 24, characterized in that
it also includes audible or visible indicator means

20 (97) for informing the , user whether the key is
operating in normal mode or in secure mode.

26/ A key according to claim 24, characterized in that

said programming means include a special (SECURE)

25 function key making it possible only for the users of

- keys capable of operating in secure mode to change the
identification codes of locks.

27/ A key according to claim 24, characterized in that
30 said programming means include a special (RESTRICTION)
' function key enabling the holder of a key to validate
access to one or more determined locks from a set of
locks operable by the key.

35 28/ A key according to claim 24, characterized in that
' said programming means include a determined combination
of specific function keys (RESTRICTION and ZERO)
enabling the holder of a key to prevent use thereof by
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activating |ts esser i ng and of ar| son.
29/ A key accordi ng g\ﬂ;f‘él m gg?gﬁnara '?g?l zed in that SR% Wz
can‘be tenporary or wd automatically after a deter
operating tine. ~—of.;a | ock for co-operating with a key
according to elc%u%ta%gt 0iEd, eegaheﬁagrlﬁﬁcbmrbdshabfl reb@in@TPAR&EDLONE

el ectrical connectiqn neans (39, 49), el ectroni c control "neans (40)
dincluding at [COHPRYIFET. nenory neans (46) for  storing at |east
one i dentification code and connected to the at | east one eI ectrical

control neans 200 % Kelb R e coldaby oBRARRIEetfeBRL 0 IR, G ©
- cont ai ned fn said cgpxevemhien coanr dle ntempoxay oan dan be npeﬂ?ffloemle@/
programm ng Meaiomradd801P)a ftler! R dé®%rmined operating time.

30/ A cylinder of a lock for co-operating with a key
according to claims 22 to 298, characterized in that it
10 comprises one electrical connection means (39,  49),
electronic control means (40) including at least one
memory means (46) for storing at least  one
identification code and connected to the at least one
electrical connection means, and release means (50)
15 responsive to said electronic control means and
' designed to release the lock, and in that the data
contained in said electronic control means (40) can be
modified by programming means (80,86,90) of the key.
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