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METHOD AND APPARATUS FOR GENERATING A TRANSFORM

Field of the Invention

The present invention relates generally to the field of
generating transforms, such as cyclical redundancy codes,
polynomial codes and hashing codes, and more particularly to a
method and apparatus for generating a transform.

Background of the Invention

An example prior art transform generator 10 is shown in FIG.
1. The prior art transform generator 10 has a data register (shift
register) 12 and an intermediate remainder register 14. The
specific generator of FIG. 1 is designed to calculate a cyclical
redundancy code (CRC-16). The plurality of registers 16 in the
intermediate remainder register 14 are strategically coupled by a
plurality of exclusive OR's 18. The data bits are shifted out of the
data register 12 and into the intermediate register 14. When the
data bits have been completely shifted into the intermediate
register 14, the intermediate register contains the CRC associated
with the data bits. Transform generators have also been encoded
in software. Emulating the hardware proved to be an inefficient
method of generating transforms in software, so software schemes
generally use look up tables to calculate the transform one byte or
nibble (4-bits) at a time. The table could be set up for any size of
data quanta's (e.g., 1 bit, 10 bits, etc.).

Packetizers use transform generators to calculate CRCs for
newly formed data packets. A packetizer receives packets (data)
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from a variety of sources, These received packets are then grouped
according to their ultimate destination. If two small packets have
the same destination they are combined into one packet and then
transmitted to the destination. In prior art applications the
packetizer removes the CRCs from both packets and then
recalculates the CRC based on the combined data of both packets.
In other scenarios the packetizer might receive one large packet
that needs to be broken into two smaller packets. In prior art
applications the large packet's CRC would be thrown away and a
new CRC calculated from scratch for both of the smaller packets.
This process is inefficient since the CRCs from the received packets
contain useful information in calculating the CRCs for the outgoing
packets.

A transform generator is also used in associative memories.
The transform generator calculates the hashing code or polynomial
code (see USPN 4,527,239 Brandin) to determine the address of a
data packet. When a data packet is a combination of two earlier
packets prior art associative memories calculate a new transform
(address) for the new data packet from scratch. Processing
advantages can be achieved by a transform generator that could
use the old transforms to calculate a new transform.

Thus there exists a need for a transform generator that can
generator a new transform from existing transforms without using
the underlying data.
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Summary of the Invention

A method that overcomes these problems generates a
transform by receiving a first transform associated with a first
5 data string. A second transform associated with a second data
string is also received. The second transform is appended to the
first transform to form a first-second combined transform for a
first-second data string.
An apparatus for performing this method includes an
10 input/output port coupled to a controller. The controller is also
coupled to a lookup memory, 2 shift module and a combiner.
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FIG. 1 is a schematic diagram of a prior art transform

generator;

FIG. 2 is a block diagram of a transform generator according
to the invention;

FIG. 3. is a schematic representation of a shift module used in
the transform generator of FIG. 2;

FIG. 4 is a is a schematic representation of a combiner used in
the transform generator of FIG. 2;

FIG.

5 is a block diagram of an alternative embodiment of the

transform generator according to the invention;

FIG.
FIG.
FIG.
FIG.
FIG.
FIG.
FIG.

6 is a flow chart of a shift module;

7 is a flow chart of an unshift module;

8 is a flow chart of a transform module;

9 is a flow chart of an untransform module;

10 is a block diagram of an associative memory;

11 is a block diagram of a packetizer;

12 is a schematic diagram of a general purpose computer

and a computer-readable storage medium containing computer-

readable

FIG.
FIG.

code.

instructions;

13 is a look up table for a CRC-32 polynomial code; and
14 is a reverse look up table for the CRC-32 polynomial
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FIG. 2 shows a block diagram of a transform generator 20
according to the invention. Unlike prior art transform generators
the transform generator 20 can calculate a new transform based on
two previous transforms without reference to the underlying data.
To understand how the transform generator 20 works it helps to
understand some of the underlying mathematics. The underlying
math is based on polynomial codes, including but not limited to
cyclical redundancy codes. These codes can be expressed by the
following equation:

XekMX)= QX)GX) +RX)

Where Xk is a shifting term
M(X) is the message polynomial;
G(X) is the generator polynomial;
Q(X) is the quotient that results when the message is
divided by the generator polynomial; and
R(X) is the remainder of the division process.

The remainder is the CRC or transform of the message. It can
be shown from the above equation that transform of two messages
that have been exclusive OR'ed (combined) is equal to the exclusive
OR'ed transforms associated with the two messages. If the first
message is "A" and the second message is "B", the combined
message is "AB". The message polynomial is:

AB(X)=XzA(X) + BX)
Where Z is equal to the number of bits in the message B.

and
RABX)=R(XZA(X)) + Rp(X)
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Thus to generate the transform for the message "AB" we need
only combine the transform of "B" with the transform for "AQ",
where O is representative of Z nulls. When the transforms for "A"
and "B” are known we just need to calculate the value of the shifted
transform for "A" and combine it with the transform for "B".
Fortunately, there is a simple process for calculating the shifted
transform.

The transform generator 20 uses the math described above to
calculate new transforms using existing transforms. An
input/output port 22 is used to receive the existing transforms and
output the new transforms. The I/O port 22 is coupled to a
controller 24 that coordinates the functions of a memory 26, a shift
module 28 and a combiner 30. The memory contains a look up
table for the transform. An example of such a look up table is
shown in FIG. 13. The table in FIG. 13 is based on a CRC-32
transform that calculates the transform on a byte by byte basis.
Other tables can be generated for other polynomials. The invention
is not limited to CRC polynomials, but can accommodate a wide
variety of other polynomials. The specific polynomial depends on
the application of the transform generator. The shift module 28
performs the function of determining the shifted transform. The
combiner is used to combine (XOR) for instance a shifted first
transform and a second transform to form first-second transform.
The first-second transform is defined as the transform associated
with a first-second data string (e.g., in a communications example
the second data string is transmitted immediately after the first
data string: first-second data string). The process of shifting the
first transform and combining it with the second transform is called
appending. The transform generator can be implemented in
software, or in hardware consisting of a memory, a microprocessor
and a few shift registers and exclusive or gates.

FIG. 3 shows a schematic diagram of the shift module 28 used
by the transform generator 20. - The transform to be shifted is
stored in a transform register 40 having an input 42, a shift control
44 and an output 46. The output 46 is connected to an exclusive OR
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gate 48. A look up register 50 contains a member selected using a
pointer derived from the tramsform to be shifted. The look up
register 50 has an input 52, a shift control 54 and an output 56.
The output 56 is coupled to a second input of the exclusive OR gate
48. The output S8 of the exclusive OR gate is stored in an output
register 60. After the appropriate processing the output register
60 contains the shifted transform, which is transmitted to the
controller 24 via an output 62.

FIG. 4 shows a schematic diagram of the combiner 30 used by
the transform generator 20. A first register 70 and a second
register 72 have there outputs coupled to an exclusive OR gate 74.
In one example the first register 70 contains the shifted first
transform and the second register 72 contains the second
transform. The output of the exclusive OR gate 74 is connected to
an output register 76. Once the shifted first transform is combined
with the second transform the output register 76 contains the first-
second transform.

"~ FIG. 5 is a block diagram of an alternative embodiment of a
transform generator 100 according to the invention. The transform
generator 100 has an I/O port 22 coupled to the controller 24. The
controller 24 communicates over a bus 102 to a memory 26, a shift
module 28, an unshift module 104, a transform module 106, an
untransform module 108 and a combiner 30. The memory 26
contains both the look up table (e.g., the table in FIG. 13) and a
reverse look up table, an example of which is shown in FIG. 14,
The reverse look up table in FIG. 14 is based on the same CRC-32,
byte by byte approach. The transform generator 100 of FIG. 5 can
combine transforms like the transform generator 20 of FIG. 2. In
addition, the transform generator 100 can determine a first-second
transform given the first transform and a second data string or
given a first data string and a second transform. The transform
generator 100 can remove the second transform from the first-
second combined transform to determine the first transform.
Essentially, the transform generator 100 allows the complete
manipulation of transforms given sufficient inputs as either



10

WO 97133376 PCT/US97/03355

-8-

transforms or data. How this is accomplished will be explained in
more detail after each of the modules are explained in more detail
with respect to FIGs. 6-9.

FIG. 6 is a flow diagram of the shift module. The shift module
determines the transform for a shifted message (i.e., "A0"- XzA(X)).
The process starts, step 120, by receiving the transform 122 to be
shifted at step 124. Next the a pointer 126 is extracted at step 128.
The transform 122 is then moved right by the number of bits in
the pointer 126, at step 130. This forms a moved pointer 132.
Note the words right and left are used for convenience and are
based on the convention that the most significant bits are placed on
the leftt When a different convention is used, it is necessary to
change the words right -and left to fit the convention. Next the
moved transform 132 is combined (i.e., XOR'ed) with a member 134
associated with the pointer 126, at step 136. This forms the shifted
transform 138 at step 140, which ends the process at step 142.
Note that if the reason for shifting a first transformn is to generate a
first-second transform then first transform must be shifted by the
number of bits in a second data string. This is done by executing
the shift module X times, where X is equal to the number of data
bits in the second data string divided by the number of bits in the
pointer. Note that another way to implement the shift module is to
use a polynomial generator like the one in FIG. 1. The first
transform 122 is placed in the intermediate remainder register 14.
Next a number of logical zeros (nulls) equal to the pumber of data
bits in second data string are processed.

FIG. 7 is a flow diagram of the unshift module. An example of
when this module is used is when the transform for the data string
"AB" is combined with the transform for the data string "B". This
leaves the transform for the data string "AO" or XzA(X). It is
necessary to "“unshift” the transform to find the transform for the
data string "A". The process starts, step 150, by receiving the
shifted transform 152, at step 154. At step 156 a reverse pointer
158 is extracted. The reverse pointer 158 is equal to the most
significant portion 160 of the shifted transform 152. The reverse
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pointer 158 is associated with a pointer 162 in the reverse look up
table (e.g., see FIG. 14) at step 164. Next, the member 166
associated with the pointer 162 is combined with the shifted
transform at step 168. This produces an intermediate product 170,
at step 172. At step 174 the intermediate product 170 is moved
left to form a moved intermediate product 176. The moved
intermediate prodnct 176 is then combined with the pointer 162, at
step 178, to form the transform 180, which ends the process, step
182. Note that if the number of bit in the "B" data string (z) is not
equal to the number of bits in the pointer then the unshift module
is executed X times, where X=z/(number of bits in pointer).

FIG. 8 is a flow chart of a transform module. The transform
module can determine the first-second transform for a first-second
data string given the first transform and the second data string,
without first converting the second data string to a second
transform. The process starts, step 190, by extracting a least
significant portion 192 of the first transform 194 at step 194. This
is combined with the second data string 196 to form a pointer 198,
at step 200. Next a moved first transform 202 is combined with a
member 204 associated with the pointer in the look up table (e.g.,
FIG. 12), at step 206. Creating a combined transform 208 at step
210, which ends the process, step 212. Note that if the pointer is
one byte long then the transform module can only process one byte
of data at a time. When the second data string is longer than one
byte then the transform module is executed one data byte at a time
until all the second data string has been executed. In another
example assume that first transform is equal to all zeros (nulls),
then the combined transform is just the transform for the second
data string. In another embodiment the first transform could be a
precondition and the resulting transform would be a precondition-
second transform. In another example, assume a forth transform
for a forth data string is desired. A first data portion (e.g., byte) of
the forth data string is extracted. This points to a member in the
look up table. When the forth data string contains more than the
first data portion, the next data portion is extracted. The next data
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portion is combined with the least significant portion of the
member to from a pointer. The member is then moved right by the
number of bits in the next data portion to form a moved member.
The moved member is combined with a second member associated
with the pointer. This process is repeated until all the forth data
string is processed.

FIG. 9 is a flow chart of an untransform module. The
untransform module can determine the first transform for a first
data string given the first-second transform and the second data
string. The process starts, step 220, by extracting the most
significant portion 222 of the first-second transform 224 at step
226. The most significant portion 222 is a reverse pointer that is
associated with a pointer 228 in the reverse look-up table. The
pointer is accessed at step 230. Next the first-second transform
224 is combined with a member 232 associated with the pointer to
form an intermediate product 234 at step 236. The intermediate
product is moved left by the number of bits in the pointer 228 at
step 238. This forms a moved intermediate product 240. Next the
pointer 228 is combined with the second data string 242 to form a
result 244 at step 246. The result 244 is combined with the moved
intermediate product 240 to form the first transform 248 at step
250, which ends the process at step 252. Again this module is
repeated multiple times if the second data string is longer than the
pointer.

Some examples of what the transform module 100 can do,
include determining a second-third transform from a first-second-
third transform and a first transform. The first transform is shifted
by the number of data bits in the second-third data string. The
shifted first transform is combined with the first-second-third
transform to form the second-third transform. In another example,
the transform generator 100 could determine a first-second-third-
forth transform after receiving a forth data string. In one example,
the transform module would first calculate the forth transform
(using the transform module). The using the shift module the first-
second-third transform would be shifted by the number of data
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bits in the forth data string. Then the shifted first-second-third
transform is combined, using the combiner, with the forth
transform.

FIG. 10 is a block diagram of an associative memory 300.
The associative memory 300 uses a transform generator 302 to
associate a data string with an address and a confirmer. Generally,
the address is one half the transform and the confirmer is equal to
the other half of the transform. A catalog 304 stores the list of
addresses and their associated confirmers and a linked list if
necessary. The linked list is necessary to resolve any conflicts, A
conflict occurs if two different data strings transform to the same
address. The linked list points to another address where a
conflicting data string is stored. The confirmer is used to verify
that the right address associated with the data string has been
accessed. The catalog shows the address where the data string is
stored in a memory (store) 306. The process is controlled by a
controller 308 that communicates with the external world through
an input/output port 310. If all the data strings are of fixed length
it is possible to eliminate the use of a catalog 304. By using the
transform generator 302 it is easy to look up if a first-second data
string is stored by knowing the first transform and the second
transform. It is also possible to quickly search for reverse ordering
(i.e., second-first data strings). A wide variety of other fast
searching routines will be obvious to those skilled in the art. Note
that the requirements for the underling polynomial for an
associative memory are not the same as those for a CRC. As a result
a number of other polynomial generators can be used in this
application.

FIG. 11 is a block diagram of a packetizer 320. The packetizer
320 is another example of a device that uses a transform generator
322 as described herein. In one example a packetizer is part of a
router. A controller 326 receives incoming packets 324. The
controller 326 forms up outgoing packets 328 from the incoming
packets 324. Commonly, the outgoing packets 328 are of a fixed
length and the incoming packets 324 are of either indefinite length
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or a different length. Often the incoming data has not been formed
into packets before at all. An out going packet 334 may be formed
from two small packets 330, 332 going to the same destination.
The data packets contain a data portion ("A" or "B") and a CRC or
transform [R(A) or R(B)]. Using the transform generator 322 the
CRC [R(AB)] for the combined packet ("AB") 334 can be quickly
determined given the CRC's of the individual packets 330, 332. In
another example, the incoming packet 336 is too large and must be
broken into two packets 338, 340. The two new CRCs can be easily
calculated by first calculating the transform (e.g., [r(C)]) for the
shorter of the two data strings and removing this transform from
the combined transform to form the other CRC [R(D)]. Other
examples can be imagined where more exotic manipulations of the
CRCs are required. The transform generator as described herein
can perform all these calculations without recalculating the CRCs
from scratch using the underlying data.

FIG. 12 is a schematic diagram of a general purpose computer
350 and a computer-readable storage medinum 352 containing
computer-readable instructions. The computer-readable storage
medium 352 contains instruction that when executed by the
computer 350 it performs the function of the transform generator
100. These instructions may be stand alone or as part of a set of
instructions that perform the functions of the associate memory
300 or that perform the functions of the packetizer 320.

Thus there has been described a transform generator that can
determine a combined transform from a plurality of separate
transforms without access to the underlying data. In addition, the
transform generator can perform a wide variety of other
manipulations of transforms that arise in packetizers and
associative memories. The utility of the transform generator is not
limited to the two examples (i.e., associative memories and
packetizers) described herein. Many other applications will be
obvious to those skilled in the art.

While the invention has been described in conjunction with
specific embodiments thereof, it is evident that many alterations,
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modifications, and variations will be apparent to those skilled in
the art in light of the foregoing description. Accordingly, it is
intended to embrace all such alterations, modifications, and
variations in the appended claims.



L

WO 97/33376 PCT/US9TIIISS
-14-

Claims

What is claimed is:

1. A method of generating a transform, comprising the
steps of:

(a) receiving a first transform associated with a first data
10 string;
(b) receiving a second transform associated with a second
data string; and
(c) appending the second transform to the first transform
to generate a first-second combined transform for a first-second
15 data string.

2. The method of claim 1, further including the steps
of:

20 (d) removing the second transform from the first-second
combined transform to form a shifted first transform;
(e) unshifting the shifted first transform to form the first
transform.
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3.  The method of claim 2, wherein the siep of
unshifting includes the steps of:

(i) extracting a reverse pointer from the shifted first
transform;

(ii) reading a pointer in a reverse look up table;

(iii) combining a member of a look up table associated
with the pointer with the shifted first transform, to form an
intermediate product;

(iv) moving the intermediate product left by a number of
bits in the pointer, to form a moved intermediate product; and

{v) combining the moved intermediate product with the
pointer.

4. The method of claim 3 wherein steps (i) through (v)
are repeated X times, where X equals the number of bits in the
second data string divided by a number of bits in the pointer.

5.  The method of claim 1, wherein the step of
appending includes the steps of:

(i) shifting the first transform right by the number of bits
in the second data string to form a shifted first transform; and

(ii) combining the shifted first transform with the second
transform.

6. The method of claim 1, wherein the transform is the
result of a polynomial code applied to a data string.

7.  The method of claim 6, wherein the polynomial code
is a cyclical redundancy code.
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8. The method of claim 1, further incluaing the steps
of:

(d) receiving a first-second-third transform associated
5 with a first-second-third data string;
(e) shifting the first transform by a number of bits in a
second-third data string to form a shifted first transform; and
(f) combining the first-second-third transform with the
shifted first transform, to form a second-third transform.
10
9. The method of claim 8, further including the steps
of:

(g) receiving a forth data string;
15 (h) calculating a forth transform;

(i) shifting the first-second-third transform by a number
of bits in the forth data string to form a shifted first-second-
third transform; and

(i) combining the shifted first-second-third transform

20 with the forth transform to form a first-second-third-forth
transform.
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10. The method of claim 9, wherein the step of
calculating the forth transform includes the steps of:

(i) extracting a first data portion of a forth data string;

(ii) accessing a member associated with the first data
portion in a look up memory table;

(iii) when the forth data string contains more than the
first data portion, extracting a next data portion;

(iv) combining the next data portion with a least
significant portion of the member, to form a pointer;

(v) moving the member right by a number of bits in the
next data portion, to form a moved member;

(vi) combining the moved member with a second member
associated with the pointer; and

(vii) repeating steps (iv) through (vi) until all of the forth
data string has been processed.

11. The method of claim 8, wherein the step of shifting
includes the steps of:

(i) extracting a pointer from the first transform;

(ii) moving the first transform right by a number of bits
in the pointer to form a moved first transform;

(ili) combining the moved first transform with a member
of a look up table associated with the pointer.

12. The method of claim 11, wherein steps (i) through
(iii) are repeated X times, where X is equal to the number of
bits in the pointer divided by the number of bits in the second-
third data string.
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13. The method of claim 8, wherein the step of shifting
includes the steps of:

(i) placing the first transform in an intermediate register
of a polynomial generator;

(ii) processing a number of logical zeros equal to the
number of bits in the second-third data string.

14. A computer-readable storage medium containing
computer-readable instructions that when inserted into a
computer performs the following steps:

(a) receiving a first transform associated with a first data
string;

(b) receiving a second transform associated with a second
data string; and

(c) appending the second transform to the first transform
to genecrate a first-second combined transform for a first-second
data string.

15. The computer-readable storage medium of claim 14,
further including the steps of:

(d) removing the second transform from the first-second
combined transform to form a shifted first transform;

(e) unshifting the shifted first transform to form the first
transform.
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16. The computer-readable storage medium of claim 14,
wherein the step of appending includes the steps of:

(i) shifting the first transform right by a number of bits in
the second data string to form a shifted first transform; and

(ii) combining the shifted first transform with the second
transform.

17. A transform generator comprising:

a input/output port;

a controller coupled to the input/output port;
a look up memory coupled to the controller;

a shift module coupled to the controller; and
a combiner coupled to the controller.

18. The transform generator of claim 17, further
including an unshift module coupled to the controller.

19. The transform generator of claim 17, further
including a transform module coupled to the controller.

20. The transform generator of claim 17, further
including an untransform module coupled to the controller.



