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[002] A portion of the disclosure of this patent document contains
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objection to the facsimile reproduction by anyone of the software engine
and its modules, as it appears in the Patent and Trademark Office Patent

file or records, but otherwise reserves all copyright rights whatsoever.
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WO 2011/ 072271PCT/ US2010/ 059971 [ 003] Enbodi nents of the invention generally
relate to co-location facility. More particularly, an aspect of an

enbodi renwoabittdiee7inventi on rel ates to managi ng per n ssipcmaSe@basing t o
accessing assets. BACKGROUND OF THE | NVENTI ON [004] d obal conpani es t hat
support custoners in many different

[003] Embodiments of the invention generally relate to co-location
facility. More particularly, an aspect of an embodiment of the invention

relates to managing permissions relating to accessing assets.



regions generally have multiple agreenments with the sanme custoner. The
agreenents may be established at the regional |evel. Each agreenent may be
treated asoaouni7epre agreenment with the custonmer with it Coms260059371

requi renents, resources, etc., even if other agreenents may have al ready
been established with the sane custoner. This approach nmay be used either
because it is a traditional business practice, or because it is the only
way the underlying information systemcan support, or both. As the nunber
of custoner increases and/or the nunber of agreenents per custoner

i ncreases, t EAGKERQPHNDID EDHdOhhnecessary overheads and costs for
t he global conpani es as wel | as for their custoners. SUWMMARY OF THE

| NVENTI ON [ Q0®]A c&ndlysilcongdamieotialt sdppaid @astoomert & many diff@enti ssi ons
nodel for perm ssions nanagenent for the | ogical and physical assets

associ at ed vv'rééﬂoﬁ@@eﬁérawprr@vaerﬁguna%g}@bhﬁén% Fith 164 saRrd Qrtbhen fasilities,
where the pernissions nodel is configured so that a designated user on the

custoner si dg F@&n@ﬁg%?y%@%@té&usﬁé&% HeeP’ é??é\mls%'[a%ﬂsagt@e%@ﬁt | ndi vi dual
users of thei® organi zation accor a separate user groups nodel
to allow the organiza nto manaeuser S an asset roup

separatel y 4050 bEdecRs o grﬁgﬁmﬁv PR G BREWIB HSIAYET 8%t ween ¢ he
users in the created user groups and the Permsm ons to use assets

cont ai ned i nOf FRRAYIGMRIYS oiREOHICEFD LS. RV IT giNeli Goreqinents raaviarei nt erface is
configured to allow the designated user to be designated as an

adm ni st r at oalready beeasstablished withahd saineg cdsteompnatidib agenoack naap beri zed to
adm ni ster over one of a single asset group, all of the asset groups, and

sone subset o@fkedldithef bébsusesisRla gaaitiphal bithdss Hlacitd, Rrldddathe Tite DRAW NGS

the only way the underlying information system can support, or both. As
the number of customer increases and/or the number of agreements per
customer increases, the same approach can cause unnecessary
overheads and costs for the global companies as well as for their

customers.



[ 006] The drawi ngs refer to enbodi nents of the invention in which:

Figures | A and 1B are bl ock diagrans that illustrate exanple enbodi nents of
a gl obal wo=gvomee27mavi ng nul ti pl e agreenents; and PCT/US2@us99IC i s a
bl ock diagramthat illustrates an exanpl e enbodi ment of using different

|l ogin IDs to access different assets; and Figure 1D is a bl ock
diagramthat illustrates an exanpl e enbodi nent of using a unified login ID
to access different assets; and Figure 2 is a bl ock diagramthat
il lustrates an exanpl e enbodi nent of groups of agreenents; and

Figure 3 is SUVMNARMQIT Hin NENTIONSt rat es an exanpl e enbodi ment of | ocal
and gl obal adm nistrators; and Figure 4A is a block diagramthat
i1l ustrates §05xampl eererd)eslatieml datalzaseassrininge® peanidsions model for

permissions management for the logical and physical assets associated
with one or more geographically distinct co-location facilities, where the
permissions model is configured so that a designated user on the
customer side can be assigned to grant/revoke permissions to the
individual users of their organization accordingly, and a separate user
groups model to allow the organization to manage user groups and asset
groups separately, a set of links to map the many to many relationship
between the users in the created user groups and the permissions to use
assets contained in the formed one or more asset groups, where a user
interface is configured to allow the designated user to be designated as an
administrator at the asset level, and that designated user is authorized to
administer over one of a single asset group, all of the asset groups, and

some subset of all of the asset groups.



Figure 4B is a block diagramthat illustrates an exanpl e enbodi nent of user

groups; and Figure 4Cis a block diagramthat illustrates an

exanpl e ewbadiwmege7iof asset groups; and Fi gur e PETItS2@ 0l059¢ K
diagramthat illustrates an exanple enbodi nrent of the database tables; and
Figure 6A is a block diagramthat illustrates an exanpl e enbodi nent of an
architecture that may be used; and Figure 6B is a block diagram
that illustrates an exanpl e enbodi nent of an architecture for user
managenent that may be used, and Figure 7A is a block diagramthat

i1l ustrates @RIEXANDEERIBHKINIG
perm ssion data store (PDS); and
[006] The drawings refer to embodiments of the invention in which:

 on processed by the

Figures 1A and 1B are block diagrams that illustrate example
embodiments of a global customer having multiple agreements; and

Figure 1C is a block diagram that illustrates an example
embodiment of using different login IDs to access different assets; and

Figure 1D is a block diagram that illustrates an example
embodiment of using a unified login ID to access different assets; and

Figure 2 is a block diagram that illustrates an example
embodiment of groups of agreements; and

Figure 3 is a block diagram that illustrates an example
embodiment of local and global administrators; and

Figure 4A is a block diagram that illustrates an example
embodiment of an asset tree; and

Figure 4B is a block diagram that illustrates an example
embodiment of user groups; and

Figure 4C is a block diagram that illustrates an example
embodiment of asset groups; and

Figure 5 is a block diagram that illustrates an example
embodiment of the database tables; and

Figure 6A is a block diagram that illustrates an example

embodiment of an architecture that may be used; and



Figure 7B is a block diagranms that illustrates an exanpl e enbodi nent of

rel ati onshi ps anong different information entities; and Fi gure 8A
i s a net wokodigez7am i |l ustrati ng an exanpl e enbodi nent pofr/is20etser7 k
environment that may be used; and Figure 8B is a conputing

envi ronnment exanpl e enbodi nent that may be used; and Figure 9 is
an exanple flow diagramthat illustrates a process enabling perm ssions and
restrictions nanagenent, in accordance with sone enbodi nents. [007]While
the invention is subH:ect to various nodifications and alternative fornms,
speci fi ¢ enbodi ment sFighea eBfis Rdleckrdiagramadhat ithystigigs an exaamiee in t he
drawings and will herein be described in detail. The invention should be

under st ood t enfsddilent ofar arthitectune faraudar cndrdagenosmethdi maly deagkedyut on t he
contrary, the intention is to cover all nodifications, equivalents, and
alternativesghglling within the spirit and scope of the invention.

Figure 7A is a block diagram that illustrates an example
embodiment of information processed by the permission data store (PDS);
and

Figure 7B is a block diagrams that illustrates an example
embodiment of relationships among different information entities; and

Figure 8A is a network diagram illustrating an example
embodiment of a network environment that may be used; and

Figure 8B is a computing environment example embodiment
that may be used; and

Figure 9 is an example flow diagram that illustrates a process
enabling permissions and restrictions management, in accordance with

some embodiments.

[007] While the invention is subject to various modifications and
alternative forms, specific embodiments thereof have been shown by way
of example in the drawings and will herein be described in detail. The
invention should be understood to not be limited to the particular forms
disclosed, but on the contrary, the intention is to cover all modifications,
equivalents, and alternatives falling within the spirit and scope of the

invention.



DETAI LED DESCRI PTION [8] For sone enbodi nents, nethods and systens are
described to enable a service provider to nore efficiently offer its
servi ces woeoust’eamer s t hat have gl obal presence. The nerhods2@005®YEt ens
extend user nmanagenent capabilities to include asset based perm ssion
managenent . User groups, asset groups, asset trees and asset perm Ssions
may be defined. A central relational database containing a set of tables
and schema may be used to store information relating to the user groups,
asset groups, asset trees and asset perm ssions. The methods and systens
enabl e a set DETAILEDDESCRIMIQNees) of the customers to be designated to
manage assets including del egations, restrictions, perm ssions applied
based on busi0&8js r &besomecerhbsdithems,anbihedsranki syatemoded deddribdu ter ar chi cal
nodel enables a well-defined |ogical flow of delegations and restrictions

Wi th pruning spaprb kbiwce gidividdr o Atiraniifdenisoiats $&10ickEadicliseAmdrsappr oach
where there is a lack of delegation and restriction based on the assets.

9] For sone i , t i acl e
E busi ness SR aH e oR eS| HRERAus ¥l SRR R ekt o<
California and | everagin he Tradi Co nity Architecture (TCA) fromthe
Gacle gns.  Ganaveticanebhfies 1S Bl leriop Basdd e MiseEs) BERAGEey « no
nmet hods and systens include Data Col |l ecti on Advantage (DCA), Oracle

| dentity I\/anéé?@' (TR ASEpt@OEPE MSSEh Feepiandcdssey Peimispiong MRy et her s.
[0010] In the follow ng description, nunmerous specific details are set

forth, such defirednA et ralpiendlidatatzase cirgaialng, a sehpldablessandtonnect i ons,
etc. in order to provide a thorough understanding of the present invention.

It will be apprégatmalpeeRIced,totstorenafcsiiatibedelaing ety tsdri@bupdie present
invention may be practiced without these specific details. |In other

i nstances, WelLekgB(psC b ndadiet BEdISHBYE. Mole MeMbalety | bed in

e 8
detail but rather”in a block gl agramin oﬁﬁer to avoi d unnecessarily
obscuring th rese ,avent.i on.  Thus, cictlc ils.s forth are
merely exenp?’&%ﬁsr%@agg&%tiog “88@1@?@@V%%?&m%agﬁ’ﬁﬁrih%B§ti Il be
contenpl ated to. be \/gthi n the sgi rit ag,d Sé:?ge of the present invention.

designated to manage assets including delegations, restrictions,

permissions applied based on business rules and based on a hierarchical

model. The hierarchical model enables a well-defined logical flow of

delegations and restrictions with pruning capability. This is advantageous

over the traditional approach where there is a lack of delegation and

restriction based on the assets.

[009] For some embodiments, the methods and systems implement
Oracle E-Business Suite (EBS) from Oracle Corporation of Redwood
Shores, California and leveraging the Trading Community Architecture
(TCA) from the Oracle EBS. Other applications from Oracle that may also

be used by the methods and systems include Data Collection Advantage



[ 0011] Sorre portions of the detail ed descriptions which follow are presented
internms of algorithnms and synbolic representati ons of operations on data
bits withwo aiieomut er nmenory. These al gorithm ¢ descri pCrasgoianssor
representations are the nmeans used by those skilled in the data processing
arts to nost effectively convey the substance of their work to others
skilled in the art. An algorithmis here, and generally, conceived to be a
sel f-consi stent sequence of steps leading to a desired result. The steps
are those requiring physical manipulations of physical quantities. Usually,
t hough not néRedgapragie |dendise Manager (OBd), @aeletln@rnetranrmtoa @i cal or
magneti c signals capable of being stored, transferred, conbined, conpared,
and ot herwi sanmmay pthkees.ed. It has proven convenient at tines, principally
for reasons of conmon usage, to refer to these signals as bits, val ues,

el enments, synbols, characters, terns, nunbers, or the like. [0012]1t should
be borne in mnd, however, that all of these and simlar terns are to be

associ at ed }Mé%(ﬁdghe g]o%ge[lb\%] Mﬁhant.’ﬂ”‘%’t"% %%cﬁ'&%e@él

conveni ent ese q Nl €s's specf‘sfl ca y st at ed

ot herwi se as_ apparent fromthe fol i.Scussi on s a C|atedthat

hr oughout -t ROTGUER g PP o S n i HBRERngomehenis, e BRcton
"processing” or "conputing" or "calculating" or "deternining" or

"di spl ayi ng" €& iR ﬁgﬂentﬁ@rowee@rthpwqhburaiqrsmdmwofﬁh@@é@m IferdioBonput er

system or simlar electronic conputing device, that mani pul ates and

transforns dattvaillmmanb@ovahyeiwalsMIkelddntthea‘rtdhatqthmrprieserets within the

conput er systenlis registers and nenories into other data simlarly

represent ed asveplivhinta) b waadticedasithdut ihesd Ssedrinpstais. §ysthem nmenories or
regi sters, or other such information storage, transm ssion or display

devi ces. [00 Idtdhes? M@I%Wr{‘&@rﬂbbﬁﬁrté'o?%étﬁbéé favé ‘PlogBBér'i %Hérut?é%{ in

perform ng the operations herein s apparatus nay be specr al

constructed TQf.f Q1§ LEAYHK §IEH 83FRHn ifbrddr tg%%%"dWr{ecse‘Es%n?e”era' purpose

conput er

obscuring the present invention. Thus, the specific details set forth are
merely exemplary. The specific details may be varied from and still be

contemplated to be within the spirit and scope of the present invention.

[0011] Some portions of the detailed descriptions which follow are
presented in terms of algorithms and symbolic representations of
operations on data bits within a computer memory. These algorithmic
descriptions and representations are the means used by those skilled in
the data processing arts to most effectively convey the substance of their
work to others skilled in the art. An algorithm is here, and generally,
conceived to be a self-consistent sequence of steps leading to a desired
result. The steps are those requiring physical manipulations of physical

quantities. Usually, though not necessarily, these quantities take the form



selectively activated or reconfigured by a conputer programstored in the
conputer. Such a conputer programnmay be stored in a conputer readable

st orage woi2oyo73271¢h as, but is not limted to, any typecofusdeiislosionc! udi ng
fl oppy disks, optical disks, CD-ROVs, and magnetic-optical disks, read-only
menories (ROWs), random access nenories (RAMs), EPROMs, EEPROMs, magnetic
or optical cards, or any type of nedia suitable for storing electronic
instructions, and each coupled to a conputer system bus. [0014] The

al gorithns and displays presented herein are not inherently related to any
particul ar cofplecicabor sidgmetiaSignaa Q&pahyamfba@ggﬁﬂ@daltrapaé@@e systens nay
be used with prograns in accordance with the teachings herein, or it may

prove convenicentbitied, congiaradtambotheswisel mbnipathtegpérraisysoven per f orm t he
requi red net hod bl ocks. The required structure for a variety of these

systems wi || c3pp@aenf aQmeNDERESIV P! @asBRS @VcoMrhdr Qéﬁgzé—,%iré\“ér to
[0015] Figures | A and 1B are bl ock diagrans that illustrate exanple

enbodi nment s I t r..h inﬂ% i service

provi der my?rﬁ]%sseegéﬂ@? ia&@&agg@gﬁ‘eﬁl}% wt%géﬁ@dg’t%%g&gﬁgére%%h of the

agreenents nma bDe associated wth an asset (or resource) offered by the
heberdyar e d

service provin £ may be geographically specific. Custoner 104

may have nmany | ocations globally. For exanple, the custonmer 104

[0012] It should be borne in mind, however, that all of these and similar
terms are to be associated with the appropriate physical quantities and are
merely convenient labels applied to these quantities. Unless specifically
stated otherwise as apparent from the following discussion, it is
appreciated that throughout the description, discussions utilizing terms
such as "processing" or "computing" or "calculating" or "determining" or
"displaying" or the like, refer to the action and processes of a computer
system, or similar electronic computing device, that manipulates and
transforms data represented as physical (electronic) quantities within the
computer system's registers and memories into other data similarly
represented as physical quantities within the computer system memories
or registers, or other such information storage, transmission or display

devices.

[0013] The present invention also relates to apparatus for performing
the operations herein. This apparatus may be specially constructed for the

required purposes, or it may comprise a general purpose computer



may have | ocations in London 101, Shanghai 102, and Munich 103, as shown in
Figure 1A, The custoner 104 may be a custoner of a service provider that

al so of f ewe 2ewvo7em@s i n rmany geographi cal areas. For exaoplus20mhs99ser vi ce
provi der may be Equinix, Inc. of Redwood City, California. Since Equinix
connects businesses with partners and custoners around the world through a
gl obal platform of high performance data centers, Equinix can provide its
data center services to custoners at many different geographical areas. For
exanpl e, Equinix may have a master service agreenent (MSA) with the

cust omer 104 selectivelytactvalgdordeserfigured sy edcompmien ipcegraanstore@iimtng may have
another MSA with the custoner 104 to use the data center |ocated in London,
etc. The ter gofrprten. cBudghr acbguter srogeed nay bekeretion a coompaey such as
Equity that provides services to custoners. The term "custoner” may be used

to refer to fesPBI@RbrAHEMSIBHCELORES T ULiIERoE RIS €5, 4y 9p8f Blskt he
service provider. The term"user(s)" refer to the enpl oyeés of the custoner

who act as r ' f Lk o] iized to
Accees tho sORTAEE 8ppY RS obL i) L ROAAS, e b R bR g o
Figure 1A, agreenent, A 105 may b ciated with a data cepter .in London
101, agr eeneRiSke. RS-y Temales (RO tandem Saeess Bemadies A Singhai 102,
and agreenment_ C 115 nmay be associated with a data center in Munich 103. In
many envi r onfEit@Ms; EEYFWMS, ARgResa oy OPHCH[AENY arfastydype §f B1asHa f r om t he
sanme custoner to have different agreenents with the service provider, as
conpar ed to Isailallg fonstonag tedactmmicimstroctiontiandi esadbemayded ez bosgpuesnent may
be different in ternms, services, etc. As shown in Figure 1B, all three
agreenments 1@PstetilBus. 115 are with the same custoner 104. [0017] Typically,
when a user needs to access the asset |ocated in London 101, that user is
assigned a user login by the service provider. Wen this sane user wants to
access an asset |ocated in Shanghai 102, a different user login is assigned

to the user es i i . on. i.S.lks LI [ in
Faure 10wl lcer ThEGTGuBAR AT weBRs Preiiied Nefsih Byt hobRYERI Loser

| ocated in Loqdon 101, user Io%in 1D2 to access the set located in
Shanghai 102 ¢/3iRf 19y PYYLPHar CORPUERTLY QIRST APRArgLSetVANRUS IRNETA Muni ch
103. It may be noted that since the agreenents 105, 110, and 115 are

di fferent, tmrmstmm@sedmngr@@grme@tgcwdaﬂ@@mmheo t he assets
| ocated in London 101, Shanghai 102 and Munich 103. Wen t he nunber of

agr eenment s amehdhiegherear, cvfit magpsovencomasienttacagsingcttrhereusgacidlizgdns and
their access to the assets can be very conplex. Unified Login

apparatus to perform the required method blocks. The required structure

for a variety of these systems will appear from the description below.

Multiple Logins

[0015] Figures 1A and 1B are block diagrams that illustrate example
embodiments of a global customer having multiple agreements. A service
provider may have multiple agreements with a customer, and each of the
agreements may be associated with an asset (or resource) offered by the
service provider. The asset may be geographically specific. Customer

104 may have many locations globally. For example, the customer 104

10



[0018] Figure 1D is a block diagramthat illustrates an exanpl e enbodi nent

of using a unified login ID to access different assets. In this diagram

t he user wBQoiig72dsie to the sane login | Dl to access treTasg@v/os49ocat ed i n
London 101, Shanghai 102, and Munich 103. To inplenment the unified login ID
as illustrated in Figure 1D, assets, asset groups, users, user groups,

| ogi cal custoner organi zation, perm ssions, etc. may be defined as follows.
Assets [0019] An asset can be a physical asset or a |ogical asset. For

exanpl e, a physical asset nmay be the data center, a particular rack in the
data center, naybarelosatiens somenden Hel,Ehangbent 82, a bupiatet03.@sges,

net wor ks, etc A | ogi cal asset may be user account infornmation, perm ssion

i nformati on, showary Figurer1 A.e@hecastoamst Tadndialy dyead custohtertof taheerviser i s
al l owed to be exposed to, as configured by the service provider under the

terms of theAgrigamat aIsEfofe%@Qchfés iheany aéog@?h.ohﬁaréa@,g%rn to the data
center in London using the login D1, the User 180 wll get visibility

into the | ogibah foseLse \Rcf{‘bfo‘?ndé? RRBRTEG R el ABhoouesh, ust 19, the

login 1D2, the 0 R ogr cal sets | ocated
in Shanghal : e able to access a i cal asset such
hs & rack or CllAAE ?lacgﬁﬁiwlceﬁw?ta CB3kesEPs AN B RSR GG ho. exanpl ec
above associate an agreenment with a data center &at data center |evel), the
agr eenent m@uéﬂ%rﬁér@@@%m%\ﬂ@ﬂd\F\WVPHQB & glghakplaterdn @ﬁmg@\mrjorm:a@peexanm e,
a service provider such as Equinix may have two data centers in London 101,
and an agr eeqiatd cevters, tHopiminsaoneovidedtsidatd cadien sédicemip testappld aabl e to
bot h data centers.

many different geographical areas. For example, Equinix may have a

master service agreement (MSA) with the customer 104 to use the data

center located in Munich, and Equinix may have another MSA with the

customer 104 to use the data center located in London, etc. The term

“service provider” is used to refer to a company such as Equity that

provides services to customers. The term “customer” may be used to refer

to a company that subscribes to the services offered by the service

provider. The term “user(s)” refer to the employees of the customer who

act as representatives of the customers and who are authorized to access

the services offered by the service provider.

[0016] Referring to Figure 1A, agreement A 105 may be associated
with a data center in London 101, agreement B 110 may be associated
with a data center in Shanghai 102, and agreement C 115 may be

associated with a data center in Munich 103. In many environments, it

may be necessary to have different groups from the same customer to

11



Portal [0020] The users may | ogin and access the assets using a portal

provi ded by the service provider. The users may use client conputer systens
and browswo 28nid72Em e t o connect to a network such as thecirntsesnmssrn a
client-server environnent. The portal nmay provide options for the user to
select the |l ogical asset(s) that the user needs to access. For exanple, the
portal may include a user interface that displays a |ist of |ogical assets
of fered by Equinix globally. [0021] Depending on the asset, a user may need
to use the right login IDto log into the portal and access the asset. The
portal may bdasesiftarantagrgenenis mihdhe sealicelpravidareasisenpame@io account

I nformati on nmay be stored. The rel ati onal database nay al so be configured

to store ot héavingf@remiaister aagseneat. €thislis bethesausacsagregheamendsbe asset s,
perm ssions, etc. The relational database nay be associated with one or

nor e dat abas%hfﬁé?éﬁﬁh%eﬁﬁé‘@%ﬂn@ésV&tbhAIshé?]dWﬁ WorikureThe, &ietrbéonal dat abase
may be centralized and may be used to store information about all of the

gl obal_asset s assnehatas, Wb fs SRS YhASnEaMdelsioheplipal Qust oner

Organi zati on

[0017] Typically, when a user needs to access the asset located in
London 101, that user is assigned a user login by the service provider.
When this same user wants to access an asset located in Shanghai 102, a
different user login is assigned to the user by the service provider, and so
on. This is illustrated in Figure 1C where user 180 needs to use user login
ID1 to access the asset located in London 101, user login ID2 to access
the asset located in Shanghai 102, and user login ID3 to access the asset
located in Munich 103. It may be noted that since the agreements 105,
110, and 115 are different, the user 180 may have different access
permissions to the assets located in London 101, Shanghai 102 and
Munich 103. When the number of agreements and the number of users
increase, managing the user logins and their access to the assets can be

very complex.

Unified Login

[0018] Figure 1D is a block diagram that illustrates an example
embodiment of using a unified login ID to access different assets. In this

diagram, the user 180 is able to the same login ID1 to access the asset

12



[0022] Figure 2 is a block diagramthat illustrates an exanpl e enbodi nent of
groups of agreenents. For sone enbodi nents, nultiple agreenents associ ated
wi t h t he warmelicasi7oner may be grouped together to form gcoasg010/059971
agreenents. Each of the groups of agreenents nay be referred to as a

| ogi cal custoner organi zation. Thus, there may be many | ogi cal custoner
organi zati ons for each actual custoner organi zation. For exanple, the
custoner 104 may be associated with | ogical custoner organizations 205 and

206. The | ogical custonmer organization 205 may be associated with
agreenent s 2igated in Lemdprp101, Sianghai he2) and duniadu@dmée implrmentdheon 206
may be associated with agreenents 213 and 214. Further, since the

agreenent s 2lhif2t3ogine Dessitlosiraied inFidurasidstassai] -asé&bgroupe, Lisgscal
cust oner organi zation 205 is al so associated with the assets AS1-ASb.

Sinmlarly, theelg@iupal g elBlonUrdRghRiaklie pPfidstorts Bacimhpdew th the
assets A56- AS10. "For sone enbodi nentS, the grouping of the agreenents into

| ogi cal cust I ! ions is established based on input provided by
t he custonerggﬁﬁﬁgﬁg?@gﬁﬁéone enbodi nents, the users assigned to a | ogical

cust oner organi zation are the users who may have visibility to the assets
associated with that |ogical custonmer organization. Each of these users may
be kept track of based on their user profiles as established with the
portal. The p¥6f19 e may include, for exanple, first nane, |ast nane, enmil
address, etc. An organization profile may al so be mai ntained for each

| ogi cal cust ¢@&r9)or gAniassei can bE@ pleysicallasset drea togiealiazaet. ororpr of i | e may

i nclude the user profiles nmentioned above as well as their asset

perm ssi ons. ekampls, alphyiical mRYeb@ay @ e-d2As edntcp! g pattivaldraack ase@,

departnment al - based, or in any ways that the custoners wi sh to group them
data center, a conference room in the data center, a cabinet, cages,
networks, etc. A logical asset may be user account information,
permission information, or any other features and functionality that the
user is allowed to be exposed to, as configured by the service provider
under the terms of the agreement. For example, when the user 180 logs
in to the data center in London using the login ID1, the user 180 will get
visibility into the logical assets located in London 101. Similarly, when
using the login ID2, the user 180 will get visibility into the logical assets
located in Shanghai 102. A user may need to be able to access a physical
asset such as a rack or cabinet to perform onsite operations. Although the
examples above associate an agreement with a data center (at data
center level), the agreement may also be associated with a region (region
level). For example, a service provider such as Equinix may have two

data centers in London 101, and an agreement with the customer 104 in

London 101 may be applicable to both data centers.
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[ 0024] The agreenents assigned to a |ogical custoner organization may be
changed over tine. For exanple, an expired agreenent may be renoved, and a
new agr eawernviimay27ve added. For some enbodi ments, when acmas2@goe®rent i s
added to the | ogical custonmer organization, new user profiles may be added
to the organi zation profile. The portal may be used to add new user
profiles to the organization profile. New login IDs nay be created. Sone
existing login IDs may be updated. Simlarly, when an expired agreenent is
removed, the organization profile may be updated using the portal, and sone
existing login IDs may be renoved. Local Adm nistrators [0025]Figure 3 is
a block diagramthat illustrates an exanpl e enbodi nent of |ocal and gl obal
adm ni st rat oPartaFor sone enbodi ments, a group of users can be assigned to a
| ogi cal custoner organi zation. Managenent responsibilities of the | ocal and

gl obal admi nisdagt or$h@r®eaé3malyer@lglhaa$@daéu@setmé a§§étsruéhrf§a%ﬁabased on a
hi erarchi cal nodél, and are determ ned by the custoners.

2011/ 072271'35%\}1)(%&?)9 Qégg%e provider. The users may use client computer

systems and browser software to connect to a network such as the
Internet in a client-server environment. The portal may provide options for
the user to select the logical asset(s) that the user needs to access. For
example, the portal may include a user interface that displays a list of

logical assets offered by Equinix globally.

[0021] Depending on the asset, a user may need to use the right login
ID to log into the portal and access the asset. The portal may be
associated with a relational database where user account information may
be stored. The relational database may also be configured to store other
information associated with the users, agreements, assets, permissions,
etc. The relational database may be associated with one or more
database servers connected with the network. The relational database
may be centralized and may be used to store information about all of the

global assets associated with a service provider.

Logical Customer Organization Model

[0022] Figure 2 is a block diagram that illustrates an example

embodiment of groups of agreements. For some embodiments, multiple
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[0026] All the users in a |logical custonmer organization may have visibility
to all the assets associated with that |ogical custoner organization. For
exanpl e, wbl20tig2213er s assigned to the | ogi cal custoner porgseeipasisen 205
may have visibility to the assets AS1-AS5. Simlarly, all the users
assigned to the | ogical customer organization 206 may have visibility to
the assets A56- AS10. [0027] A user associated with one |ogical custoner
organi zation is not allowed to access or have visibility to assets

associ ated with another |ogical custoner organization. For exanple, when

t he user 180 agepmentstassphiatgmbwithithe shmewgustomeoMay bergraaiped togethetess t he
assets A56- AS10 because these assets are associated with the | ogi cal

cust oer or gamfarat g@upaAs agnebmeontst Meadhogfi thelgrouss ohegreengmns radyi o 205.
However, if it is necessary for the user 180 to access the assets in the

| ogi cal cust eafFre@rte A & Rigic caSBmer SthhhiohoN. TTROShERR MRy emangi gned to
the user 180. This allows "access security to be managed w thin each | ogi cal

jié4ld ' | ogi cal
et omer o IREA duSRome el ERNRROAS U Aot CuleRhS: GRRPERAGN B0t ! 001 8

enbodi nents, the adninistrator,is a user who has .at |least the ability to
manage user exampe,%e customer1d4smay eassomategwn% IoglcaFcustomer y

organizations 205 and 206. The logical customer organization 205 may be
associated with agreements 210, 211, and 212, while the logical customer
organization 206 may be associated with agreements 213 and 214.
Further, since the agreements 211-213 are associated with assets AS1-
AS5, the logical customer organization 205 is also associated with the
assets AS1-AS5. Similarly, the logical customer organization 206 is
associated with the assets AS6-AS10. For some embodiments, the
grouping of the agreements into logical customer organizations is

established based on input provided by the customers.

[0023] For some embodiments, the users assigned to a logical
customer organization are the users who may have visibility to the assets
associated with that logical customer organization. Each of these users
may be kept track of based on their user profiles as established with the
portal. The profile may include, for example, first name, last name, email
address, etc. An organization profile may also be maintained for each
logical customer organization. For example, the organization profile may

include the user profiles mentioned above as well as their asset
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perm ssion on asset for any asset within a user group. The concept of user
group is described below The adm nistrator is capable of assigning

per m ssi oNO,20HppPe¥i Nng, searching and nodi fyi ng users wpChius2ailoes293Er

group. For sone enbodi nents, an admi nistrator may be a | ocal adm nistrator,
a global admnistrator or a super admi nistrator (as described below). A

| ocal adm nistrator is able to manage one or nore assets associated with
the | ogi cal custoner organi zation. For exanple, the |ocal adm nistrator 305
manages one or nore assets within the |ogical custonmer organization 205,
and t he | ocalpesuigsitinst r deograBpigsanay &e regnobasest, organizatonabasedh t he

| ogi cal custoner organi zation 206. [0029] A | ocal adm nistrator has the
ability to gdephrtamsedl-yased osinodrsy waye treatdhie ocDstemesevdsiassgmupt ed with the
sanme | ogi cal custonmer organization. The | ocal adm nistrator nay add a new
user, deleteygeser, or nodify their perm ssions to an asset. For exanple,
a user with the login ID10 may send a request to the | ocal adm nistrator
305 to be added to a list of user who has access to the asset AS1. At a
subsequent tinme, the sane user may be renoved by the | ocal adm nistrator
305 from havi ccess to the asset ASl. This granting and rempving
permi ssi on t G asSdle AESRIINS ASEIONRY &2 A 0B (RISIOBREPIGaT RO he user
with the login IDL0. For sone enbodi ments, the |Iocal adm nistrator is not
al | oned to mbeRY Pe Changrdpreriimes Fonexaswle anmegidrgrepBesh&ar berore | ocal
adm ni strators, each responsible for managi ng one or nore assets. There may
be a "group asmomedtarat amtwnagreemenineayt loe addeade Far lsoofe ¢mbodissastts, assi gned
to two or nore other |ocal adm nistrators. This provides sone |evels of
flexibility ahenhenewaagreamennissaddddito theYodithll custorher otdamidatienl new

adm ni strator whenever necessary. The |ocal adm nistrators are determ ned

by the cust ogRer pARAOMAT Ud Adld BHRE PYahiBstsiPptdife | TRE doRaFiiyri 3. the

| ocal
used to add new user profiles to the organization profile. New login IDs
may be created. Some existing login IDs may be updated. Similarly,

when an expired agreement is removed, the organization profile may be

updated using the portal, and some existing login IDs may be removed.

Local Administrators

[0025] Figure 3 is a block diagram that illustrates an example
embodiment of local and global administrators. For some embodiments, a
group of users can be assigned to a logical customer organization.
Management responsibilities of the local and global administrators are
applied based on business rules and based on a hierarchical model, and

are determined by the customers.
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adm ni strator 305 may be responsi ble for managing only the asset ASl1. A
different | ocal adm nistrator may be responsi ble for nmanagi ng assets ot her
t han t he w82o1ifitie27dotted |ine fromthe user 180 to the ®e3atS288059931 used to
represent that the user 180 is given access to the asset AS1l by the | ocal
adm ni strator 305. Note that the |ocal adm nistrator 305 can give users
perm ssion only to the asset AS1l. The l|ocal adm nistrator 305 cannot

adm ni ster or give permssions to the other assets AS2-AS5. d obal

Adm ni strators 0031] For sone enbodi ments, there may be one or nore gl obal
admi ni st rat of@Q264 gl diahe agedsins logicat cusipmeswsganizatinn inay haveal | of t he
assets associated with one |ogical custonmer organizations. For exanple,

gl obal adm nivisiiktyao aBtbe baseteiasisbtiatdg/ with thdtdogisaktisstdiigr ASS in the
| ogi cal custoner organi zation 205 or the assets A56-AS10 in the | ocal

cust oner or gapgdatatRih. 206 exdEéeal tHé"@sélb%@ign@@%rt‘héldgﬁ’éé?bu@t%’?né!ay use
one user IDto manage the assets Al-AS in the™l ogical custoner organl zation

205 and a di G EakuioSe b PYIEB RENRSARER ASTAGR inlidif, gl c

cust oner orga on or sone enpbodi ITE rator

or Gani zat1 ond e iﬁ%%gé’%%edﬁa&ﬁﬁﬁé?? sk Seérsor'@%pﬁia%ﬁ?@%t o HeEustoner

Super Admi nistrator [0032]In addition to the |l ocal adm nistrators and
gl obal adni nivisikibly de $he assets AS6-AS10

[0027] A user associated with one logical customer organization is not
allowed to access or have visibility to assets associated with another
logical customer organization. For example, when the user 180 logs in to
the portal, the user 180 is not able to access the assets AS6-AS10
because these assets are associated with the logical customer
organization 206 and not the logical customer organization 205. However,
if it is necessary for the user 180 to access the assets in the logical
customer organization 206, a different login ID may be assigned to the
user 180. This allows access security to be managed within each logical

customer organization.

[0028] One or more of the users assigned to a logical customer
organization is designated as an administrator. For some embodiments,
the administrator is a user who has at least the ability to manage user
permission on asset for any asset within a user group. The concept of

user group is described below. The administrator is capable of assigning
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there may be a super adm nistrator. A super adm nistrator may have all the
authority that the | ocal and gl obal adm nistrators have. That neans the
super admwvoietweEen ey grant perm ssions to any asset POTASg00989931 The
super adm ni strator may al so have the authority to manage users, user
groups, etc. The roles of the super adm nistrator, the gl obal
admnistrators and the |local admnistrators may be performed by different
people. Alternatively, sone roles may be perforned by the sane person,
depending on the configuration. The super administrator is determ ned by

t he cust onmer peThissinse APRMVING, Searahitg aag nediyingheseratvwitiin the usermake a user
a global admnistrator or a |ocal adm nistrator. Thus, a user who wants to
have access fgoown Bsssétmewmmivekmeaty, emusdrhinisiratol maglbeaalfdcal strator, a

gl obal adm nistrator or a super adm nistrator. Asset Tree and Asset-Based

Perm ssi on Madpligistrfd? 32 b b8nifistraton obb%%e%aamg}ramqaé Hbs&iderf s an

exanpl e enbodi nent of an~asset tree. Asset tree 400 illustrates physical

asset s and | aglqal QRRES Samidstop (AR Frardd ARSEH ot 8egganged in a

I
hi erarchi cal "nodel 'or tree structure. the TOp of ‘root O e asset tree
400 is all assets block 405 At the next |lower.level are the asset, types,
and they i nclaéa%c'ﬁ%dt‘%'llfh ﬁveo'eﬁ'C@ieystamer&mmeamrE%?mp'@iﬁle @ﬁa' al |
accounts bl ock 420. The all accounts bl ock 420 nay be used to access user
account i nf oefAlNisHatOTIROSINANALLDANE §F F1AsEIaSELtS npee aieal segtamera super
adm nistrator to manage the users and their profiles. For some enbodi nents,
t he account s objartikate@020m yantbihebeca copsisstraby 31emanagss onber invaral
adm nistrators and the gl obal adm nistrators. As nentioned above, the super

admi ni strat o;sse Wigie ted logidie castonedsr dryasizatieh egpabi | i ties of the |ocal
adm ni strators and gl obal adm nistrators. [0034] The portal block 410 may be

used to access |l ogical assets. The

[0029] A local administrator has the ability to grant asset permissions
to one or more users associated with the same logical customer
organization. The local administrator may add a new user, delete a user,
or modify their permissions to an asset. For example, a user with the login
ID10 may send a request to the local administrator 305 to be added to a
list of user who has access to the asset AS1. At a subsequent time, the
same user may be removed by the local administrator 305 from having
access to the asset AS1. This granting and removing permission to the
asset AS1 does not affect the user profile of the user with the login ID10.
For some embodiments, the local administrator is not allowed to modify
the profiles of the users. There may be one or more local administrators,
each responsible for managing one or more assets. There may be a
“group administrator” who is able to manage all of the assets assigned to

two or more other local administrators. This provides some levels of
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all data centers block 415 may be used to access physical assets. This

i ncl udes assets associated with first data center block 416 and second data
cent er blwokotilo7227For exanpl e, accessing a physical asseCTrsgoionstoatde
physically being at a data center. An enpl oyee or someone acts on the
behal f of the service provider may need to verify to determne if a user
has the perm ssion to access the physical asset. This verification my

i nclude using a secured portal to determ ne the pernission granted to that
user and whether to allow entry into the data center. [0035] When a new dat a
cent er bl ock flexi®ilits aadregrqup admsinisitatar way Hilldoferdbelloerl @dagaisiratdie new dat a
center block 418 is placed at the sane level as the first data center

bl ock 416 andvHemeveenecekbsday.aThendez abhmwiktrdtbrs ard datenmirted lopvtre | evel from
the all accounts bl ock 420 are a first account block 421 and a second
account bl ocle 4erAt a next lower |evel fromthe second data center bl ock
417 are the cages bl ock 430 and the all conference room bl ock 435. Bel ow
the cages block 430 are the first cage bl ock 431 and the second cage bl ock
432. [0036] When a new asset is added to the asset tree 400, it is added
based on whe it is. hysi cal, asset, .or.a_l ogi gal, asset. The new asset
is also addeWip]theAéb@f%@#%ﬁgﬂb‘? aﬂﬁ?}d 4pe {rhE! g%ét lhtéra‘](g,98a|400 dependi ng on
the relationship of the new asset to the existing assets. An existing asset
may al so be RERtNisHatar AStMay Kegespensilefoomapggingorrly dihassateht s, Anhen an
exi sting asset is renoved, all of the assets linked to and positioned at

| ower | evel s diffexant lbealeachrinist@tdremay ievedpansibledbs ondmagirenasssds ofrar

exanpl e, renoval of the cages block 430 will also renove the first cage

bl ock 431 anghdrmghesREONA heafiftidel IRRKFrdd2hé 1LREY 1 BE tesfehsddt ¢S #R0Used

to represent that the user 180 is given access to the asset AS1 by the
local administrator 305. Note that the local administrator 305 can give
users permission only to the asset AS1. The local administrator 305

cannot administer or give permissions to the other assets AS2-AS5.

Global Administrators

[0031] For some embodiments, there may be one or more global
administrators. A global administrator may have visibility to all of the
assets associated with one logical customer organizations. For example,
global administrator 315 has visibility to the assets AS1-AS5 in the logical
customer organization 205 or the assets AS6-AS10 in the local customer
organization 206. However, the global administrator 315 may use one
user ID to manage the assets A1-A5 in the logical customer organization
205 and a different user ID to manage the assets A6-A10 in the logical

customer organization 206. For some embodiments, a global
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[ 0037] As descri bed above, an asset nmay be nmanaged by a | ocal adm nistrator.
Cenerally, when the local administrator is assigned an asset at a parent

| evel , thwol2ocizd72zdm ni strator may al so be responsi bl e fPor/usanagsevgl al | of
the assets at the corresponding children |evels directly linked to and
positioned at |lower levels fromthe parent level. In some situations, a

| ocal adm ni strator nmay be assigned an asset at a child | evel such as, for
exanple, the data center 1 illustrated in block 416. [0038] For sone

enbodi ments, when a user is given access to an asset positioned at a
particul ar | @delinistrataicanssktise ieesarmaeisas By tarenanage @ssetsgndiffergdtess to
all of the assets at the associated children | evels. [0039] For sone

enbodi ment s, |ddiealpestorsei ongangatiens.t The glstsdl adeinistrators are determined

by the customer.

Super Administrator

[0032] In addition to the local administrators and global administrators,
there may be a super administrator. A super administrator may have all
the authority that the local and global administrators have. That means
the super administrator may grant permissions to any asset to any users.
The super administrator may also have the authority to manage users,
user groups, etc. The roles of the super administrator, the global
administrators and the local administrators may be performed by different
people. Alternatively, some roles may be performed by the same person,
depending on the configuration. The super administrator is determined by
the customer. The super administrator may have the authority to make a
user a global administrator or a local administrator. Thus, a user who
wants to have access to an asset may make a request to a local

administrator, a global administrator or a super administrator.

Asset Tree and Asset-Based Permission Models

[0033] Figure 4A is a block diagram that illustrates an example
embodiment of an asset tree. Asset tree 400 illustrates physical assets

and logical assets. In this example, the assets are arranged in a
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be limted instead of being extended to all the assets at the children

| evel s. For exanple, a user may be given perm ssions to access the data
center 2 wblstta7az7ed in bl ock 417, but that perm ssion PETIUSRIASID t he
conference roomillustrated in block 435, and does not include the cages
illustrated in block 430. This is referred to access-pruning and is
illustrated by the dotted lines 437 in Figure 4A. User G oup and Asset

G oup Models [0040]Figure 4B is a block diagramthat illustrates an
exanpl e enbodi nent of user groups. Users may be grouped into user groups.
One or nore hefarapicslpoadelpr beeaigstirat ¢d the top ar rasgiof e assat dieer

organi zation. As illustrated in Figure 4B, the users having login |D1-1D12

are grouped i4000s BhirgeediBlbek 405. A the gextupwed BRel&t thElmsset tyipeee user
groups may conprise all of the users that manage assets on behal f of

custoner 450 gniRREE NI BIScied ] ®VEIdidta cepterk Mfodkd {52 laneravi ded by  the
service provider to access the assets according to the agreenents

cot abl1 shed BELAGHE A0S, P45 PREC 488,300 05, 355 HBR,2URK hcoddl041) 10 the
user account information. The all accounts block 420 may be accessed by
a super administrator to manage the users and their profiles. For some
embodiments, the accounts block 420 may not be accessed by the users,
the local administrators and the global administrators. As mentioned

above, the super administrator may have all the authorities and

capabilities of the local administrators and global administrators.

[0034] The portal block 410 may be used to access logical assets. The
all data centers block 415 may be used to access physical assets. This
includes assets associated with first data center block 416 and second
data center block 417. For example, accessing a physical asset may
include physically being at a data center. An employee or someone acts
on the behalf of the service provider may need to verify to determine if a
user has the permission to access the physical asset. This verification
may include using a secured portal to determine the permission granted to

that user and whether to allow entry into the data center.

[0035] When a new data center block 418 is added (illustrated with

dotted lines 436), the new data center block 418 is placed at the same
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assigned the login | D1-1D5. The second user group 454 includes users
assigned the login 1D6-1D8. The third user group 456 includes users

assi gned wbeoliage2111D9- 1D12. The users may be det er m ne@Chyuskée/06293t oner
450. The service provider may enable the user to register and sel ect own
login ID via the portal. Alternatively, the service provider may
automatically generate the login ID on behalf of the user during a

regi stration process. Association of a login IDto a user group and to a

| ogi cal custoner organi zation may be perfornmed by the super adm nistrator.
[ 0042] Fi gur e lemel as the birsiclatalcanfeabiockat! 6 andither saaendadataxenisir ®leakbodi nent
of asset groups. Assets nmade available to the custonmer 450 by the service
provi der may 44&. gxteupexdt loweoleaskiedmghe WisaccOurtsdslocod 20 ass atfirglr oups nmay be
assigned to and nanaged by a local administrator. As illustrated in Figure

4C, the asselbgchnihSd0421 AndrLsRRMd dBBUht MI%CQ'4f2f23rﬁtr§ n&}I6WefIVEPS

460- 480. These five asset groups may be assom ated with a service provider

451 and nadefr%vﬁmea&if ARSI RIS 4 £P0 A0 Seﬁe@%ls& 46 AdGETRNLS

est abl i shed between e cust oner I'ce provi

be noted, an as c se one or assets 0043 A | ocal
adni ni st r at o9 dprﬂ% ‘Bﬁnéglg’?"’owet%ggé %%ga?sggt !ﬁ'ﬁes may be
done by associ atlé perm ssion right to | ogin ID The perm ssion nmay be
grant ed base®lQsi 4klsan %@POHW@Q%WOQ%%? group is conprised of nultiple

assets, the perm ssion granted to an asset group may conprise permn ssion
gr ant ed to all of the individual assets in the asset group.

[0036] When a new asset is added to the asset tree 400, it is added
based on whether it is a physical asset, or a logical asset. The new asset
is also added in the appropriate branch of the asset tree 400 depending on
the relationship of the new asset to the existing assets. An existing asset
may also be removed from the asset tree 400. For some embodiments,
when an existing asset is removed, all of the assets linked to and
positioned at lower levels than the asset to be removed will also be
removed. For example, removal of the cages block 430 will also remove
the first cage block 431 and the second cage block 432 from the asset tree

400.

[0037] As described above, an asset may be managed by a local
administrator. Generally, when the local administrator is assigned an
asset at a parent level, the local administrator may also be responsible for
managing all of the assets at the corresponding children levels directly

linked to and positioned at lower levels from the parent level. In some
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[ 0044] For sone enbodi nents, the concept of asset tree, user group and asset
group may be extended to have nultiple asset trees, user groups and asset
groups. NMsoyetiovammy rel ati onshi ps between the user groep3/seadonb®7asset
groups may be established. Managenent of user groups and asset groups may
be perforned separately. This provides flexibilities in formng the user
groups and asset groups based on different criteria. For exanple, the user
groups may be fornmed based on functions perfornmed by the users. There may

i ncl ude finance user group, and there nmay be a finance asset group, and so
on. A user i sitvalorfs, adace aginvioistiaigr may beassignesi an assat at @ chilsldevelt hat

bel ong in the shipping asset group, and so on. Database Tables WO

2011/ 072271 PElithSB00/exafiprd, thoQiktd Eeter @ ifusteated il blokk ditggr am t hat
illustrates an exanpl e enbodi nent of the database tables. The tables
illustrated here are representative exanples of sone of the tables that may
be used to inplenent enbodi nents of the invention. These tables include

t tabl - 0 t abl
525, user. as Tl %e; m SoraIe fipafaie \ERaFe URbPMLAT Eaate APl Ger
Rel at | onshi p aSaaneP T Haach & 6afiey e s BE e Rrsr 4o, e USS ma Siso

be given access to all of the assets at the associated children levels.

[0039] For some embodiments, the permissions given to a user may
be limited instead of being extended to all the assets at the children levels.
For example, a user may be given permissions to access the data center 2
illustrated in block 417, but that permission is limited to the conference
room illustrated in block 435, and does not include the cages illustrated in
block 430. This is referred to access-pruning and is illustrated by the

dotted lines 437 in Figure 4A.

User Group and Asset Group Models

[0040] Figure 4B is a block diagram that illustrates an example
embodiment of user groups. Users may be grouped into user groups.
One or more user groups may be associated with a logical customer
organization. As illustrated in Figure 4B, the users having login ID1-ID12
are grouped into three different user groups 452-456. These three user
groups may comprise all of the users that manage assets on behalf of

customer 450. These users may be allowed to use the portal provided by
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[ 0046] The custonmer organi zation table 540 nmay be used to describe the

| ogi cal custoner organi zations 205 and 206 illustrated in Figure 2. The
agr eenentwOabli®732¥% nmay be used to describe the agreeneRrC3/Usedvesy7t he
custoner and the service provider. For exanple, the agreenent table 545 may
describe the agreenments 210-214 illustrated in Figure 2. There may be

rel ati onship infornmati on between the custoner organi zation table 540 and
the agreenent table 545 to associate a | ogical custoner organization with
one or nore agreenents. [0047] The user table 525 may be used to describe
t he users théhe geryiagserovisier po acedssothetassetracdasdingriovhelagraameitisess t he
assets. For exanple, the users may include those that have the login | D
-1 DI 2 il usktaitieded befwap thed®istdiner 45@mndribegehads prdvidermay be used to
descri be groups that the users belong to such as, for exanple, the user
groups 452-456 illustrated in Figure 4B. There may be tools that allow
setting up a new user profile, maintaining the user profile and renoving

h £i . 458 !
bl Tow assoc 440" o [ hndhedatef s fisPlsdr JREp st ichPEpRisBRy &1 o0

organi zatl On’as%gﬂea?hgpdgin ID1-1D5. The second user group 454 includes users

assigned the login ID6-ID8. The third user group 456 includes users
assigned the login ID9-ID12. The users may be determined by the
customer 450. The service provider may enable the user to register and
select own login ID via the portal. Alternatively, the service provider may
automatically generate the login ID on behalf of the user during a
registration process. Association of a login ID to a user group and to a
logical customer organization may be performed by the super

administrator.

[0042] Figure 4C is a block diagram that illustrates an example
embodiment of asset groups. Assets made available to the customer 450
by the service provider may be grouped into asset groups. One or more
asset groups may be assigned to and managed by a local administrator.
As illustrated in Figure 4C, the assets AS1-AS10 are grouped into five
different asset groups 460-480. These five asset groups may be
associated with a service provider 451 and made available to the customer

450 according to the agreements established between the customer 450
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[ 0048] The asset table 510 nmay be used to describe the assets provided by a
service provider according to agreenents between the service provider and
t he cust oweroi1iRoe27exanpl e, the assets may include ASl- ABC@/uUskéms99at ed i n
Figure 4C. The asset group table 520 nmay be used to describe groups that
the assets belong to such as, for exanple, the asset groups 460-480
illustrated in Figure 4C. [0049] The perm ssion table 535 may be used to
describe different types of perm ssions that nay be granted to the users.
The user asset perm ssion table 530 may be used to describe the perm ssions
granted to aapdithe sehace pwidaralode cAs 1ay pranoiechubarasassegtoupanayough not
descri bed, other tables may al so be defined in the database and used to

i mpl ement  empodipmestaheodr mbes Assetst i on. [ 0050] For some enbodi ments, using
t he nodel s descri bed above, a user assigned to a user group and associ at ed
with a |l ogical custoner organization nmay use a unified user login IDto
access all the assets in the asset group associated with the sanme | ogical

custoner or gt | OR:ocal administrator may grant users permission to access the
assets. This may be done by associating permission right to a login ID.
The permission may be granted based on asset group. When an asset
group is comprised of multiple assets, the permission granted to an asset
group may comprise permission granted to all of the individual assets in

the asset group.

[0044] For some embodiments, the concept of asset tree, user group
and asset group may be extended to have multiple asset trees, user
groups and asset groups. Many-to-many relationships between the user
groups and the asset groups may be established. Management of user
groups and asset groups may be performed separately. This provides
flexibilities in forming the user groups and asset groups based on different
criteria. For example, the user groups may be formed based on functions
performed by the users. There may include finance user group, and there
may be a finance asset group, and so on. A user in the finance group may
not have visibility to assets that belong in the shipping asset group, and so

on.

Database Tables
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assum ng appropriate perm ssions have been granted. This is different from
the traditional approach where a different login IDis needed to access
each of tweasggtz1 Wen t he sanme user has a need to aceesgisanoas®et in an
asset group associated with a different |ogical customer organization, a
different login ID my be necessary. Architecture [O0051]Figure 6Ais a

bl ock diagrans that illustrates an exanpl e enbodi nent of an architecture
that may be used together with a portal. For some enbodi nents, enbodi nents
of the present invention nay be inplenented using Oracle ldentity Manager
(01M as a céPl4dl pFigureiboaiajoclodiagrampghatiilgstoaiearms examplevi si on users,
including their profile information into Oracle Internet Directory (01D),

Tradi ng Conmamdodidenhof etdatab4seGAblesAsT e gablediidsiabiedener®8 B O D and TCA
are products of Oracle Corporation. For sonme enbodi ments, information

rel ating to y&&cBBRMITE @READHISNEF SEIN@PHSIDEIHhaPmdy s US& trnd their
profiles is also provided to a Perm ssion Data Store (PDS). Figure 6B is a

bl ock di agr am,bfagte 't'énrfé@&{@teﬁgsegﬂh%ﬁ@vr%t%n?”ﬁ%@e”ingeﬁgﬁgg{j%@sE&Pﬁanee f

user nanagenenp tha rovi si onin rOV|§|on|ngogf
scal abi e to SUBpURE YALDAAUF HeerPr I RALRO Gt LEPHERIC Rt fasbs neods. It
supports asset permission table 530, permission table 535, and customer

organization table 540. Key fields in each table may be defined.

Relationship among the tables may also be defined.

[0046] The customer organization table 540 may be used to describe
the logical customer organizations 205 and 206 illustrated in Figure 2. The
agreement table 545 may be used to describe the agreements between
the customer and the service provider. For example, the agreement table
545 may describe the agreements 210-214 illustrated in Figure 2. There
may be relationship information between the customer organization table
540 and the agreement table 545 to associate a logical customer

organization with one or more agreements.

[0047] The user table 525 may be used to describe the users that may
use the portal of the service provider to access the assets. For example,
the users may include those that have the login ID1-ID12 illustrated in
Figure 4B. The user group table 515 may be used to describe groups that

the users belong to such as, for example, the user groups 452-456
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hi erarchi cal asset managenent, user, and asset groups. The PDS 615 is
configured to keep track of perm ssions granted to users who have been
approved.wohe110rd4710 D, TCA and PDS wor k toget her to enabirastéie/ 059971

i npl ementation of the users, the assets, and the perm ssions so that the
enbodi nents of the invention can operate in a secured manner. [0053]Fi gure
6C is a block diagramthat illustrates an exanpl e enbodi nent of associ ation
bet ween users and agreenents. \Wen a user logs in, the PDS 615 is consulted
to make sure that the login ID and the passwords are what they are supposed
to be. Once illustratastinifSgurer4Bi ddhess may kepinobs bt aew setting ug edavat i on of
the user and one or nore agreenents is verified, as illustrated in Figure
6C wi t h agr eesenpsfimaib@ninghhe usef profits aod revayving teé asedpidiild fre t abl es
of the relational database. For exanple, the tables may include user table

525, agreenepiflddhl Ife 2fSlcdNG GIEFT AR toBIsIARY BRI Qb a@é&iétﬂ{qbamér
information may be retiieved using the TCA "The TCA and the "PDS nay be

synchroni zed .t t - i i i relating to the
users and thé'\mgs%gg?@?@gﬁ’ %?6@%% C@é&@ﬂémé'{bﬁhﬁ?@%gé@@gogg%d on the

per m ssions. [0054] A user can login using the portal applications 605

provi ded by the service provider. There nay be different portal
applications. For exanple, the service provider may provide a custoner
portal, a mai®8ll acéhpassal tablg S0 s@ywhe esed feeestripepbetagsetsthese portal s
may use the sane relational database to authenticate users, determne their
per m ssi ons, pannddedbyiaesarvice pyevideatecardingriosgreambateoktaeenhber

perm ssions. Each of the logged in user nay have a different user

experi ence WskRidd praviddraindipsesiseymenersr @eimplesinegssass AripMayIadeby the
PDS 615 to the portal applications 605. For exanple, the portal

appl 1 cat | ons ARASRY IISARRA ifFGUFEUCH e 461t difh 14006 B iy BeUSer

:nterfa([:)g that only shows the ? sets ASl : ﬁ\ seC(ﬁn user w tSh thg
in 1 i AS1
282 because. et de BeHiRtn b\ B5aB b st BeH8 0 B0 S e BRRE i1 ana 2.

the asset groups 460-480 illustrated in Figure 4C.

[0049] The permission table 535 may be used to describe different
types of permissions that may be granted to the users. The user asset
permission table 530 may be used to describe the permissions granted to
a particular user to access a particular asset. Although not described,
other tables may also be defined in the database and used to implement

embodiments of the invention.

[0050] For some embodiments, using the models described above, a
user assigned to a user group and associated with a logical customer
organization may use a unified user login ID to access all the assets in the

asset group associated with the same logical customer organization,
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[0055] 1t may be noted that the portal of the service provider may be used
by users that are associated with different custoners. Each custoner may be
associ at esowntin7eate or nore | ogi cal custoner organi zati eaT/Ush@olosyyrcal
custoner organi zation that the user is associated with and the user |ogin
ID may be stored in the user table 525 illustrated in Figure 5. As

descri bed above, the users are determ ned by the custoner. The user's login
| D may be established by working with the service provider. Some of these
users may be designated as the local adm nistrators and gl obal

admi ni st r at o@SSUMY appropdaiecpeTrissions bavedeaalgranteds Tiay isudiffgrenit ed

perm ssions to access assets by the | ocal and/or global adm nistrators.
Wen a user [Krogsthietraditibhal approach whbee asikfferent logimiD i rieedeelrtof i ed to
determne if the user is an approved user. Being approved nay nean that the

user has beenrcgsadbgch BRI STt SWHentR8 AP B8 [dsLa haedlio aB8ésy a9l obal
admnistrators. [0056]1f it is determ ned that the user is an approved

, the PD i } ted to th
user | Honeversortinih A RAh bEdRRUMHa WA IBURS] ERofeN U0, Noer's
the user may be taken through an.approval process. This may be done by
det er ni ni ng” CRATEYI X @ﬁg%@ﬁ&glq) érﬂﬁy;g?ﬁ%eﬁ?ﬂ' t he user should be

associated with, searching the OMand |locating a |ocal or gl obal

adm ni strator who has the authority to grant the user necessary

perm ssions, etc. The local or global adm nistrator may then use the portal
to grant theApehitdcdeieons to the user. [0057] The di agram 600 al so i ncl udes
service |ayer 610 positioned between the portal applications 605 and the

data col | ect [@IE19YnCRIguné BAt ik @NblbtlRaRWPAMS GRS illddteate s bris@mpi¥er 610 is
configured to interact with disparate backend systens to fetch, transform
and reconci | e(KdfimbRt PR QRHiBERIrE HdTBhay BEQUskRRo§&RePIrh a portal.
For some embodiments, embodiments of the present invention may be
implemented using Oracle Identity Manager (OIM) as a central
provisioning tool to provision and de-provision users, including their profile
information into Oracle Internet Directory (OID), Trading Community
Architecture (TCA). As described above, OIM, OID and TCA are products
of Oracle Corporation. For some embodiments, information relating to the
provisioning and de-provisioning of the user and their profiles is also
provided to a Permission Data Store (PDS). Figure 6B is a block diagram
that illustrates an example embodiment of architecture for user

management that may be used. The provisioning and de-provisioning of a

user is illustrated.

[0052] The PDS 615 is configured to be flexible and scalable to

support customer specific model to fit their business needs. It supports
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[ 0058] The service layer 610 is configured to enable | oose coupling between
the portal applications 605 and the PDS 615. The service |ayer 610 masks

t he conplwweizoy/ob27ihe PDS 615 to the calling portal applPctatcanss®ob by
providing sinple to use interfaces. For exanple, the service |layer 610
exchanges information between the PDS 615 and the portal applications 605,
where the information may include asset tree related informati on and user
interface (e.g., screens, web pages, etc.) information. [0059] The PDS 615
in the mddle |ayer is positioned between the service |layer 610 and the
data col | ect ihtataeshicsh asaezaanagemeaieiser.lansasseT RS B16PDS ebhid gured to
receive requests fromthe portal applications 605, retrieve information
from t he dat gonfiglredtio keep)trachrol peraigsions grantaabiokuss?d whanthve losdrde
responses to the portal applications 605. The retrieved information nmay

i ncl ude i nf oAV STHY efivi (DIl”‘FCWarﬂPP@%o?%g@ﬁ{eﬁ*@@%ﬁab@ﬂhés
illustrated in Figure 5. The DS 615 is further configured to link the

e AR RSP EPHRS oo oSt B ABEERRccRAREl fal framt  on an

perm ssion in I'on ‘herr realon S an I nto
rel evant data ctu For exarrp nked information may be stored
5 the user 2otedtDEls Qs TyeRiPE R s s ek PR e 5. The. S 615
organi zes all the information that it retrieves fromthe database and
presents it to the portal applications to provide a custom zed port al
interface to the user. As described above, a user or portal interface of a

first user mi§0F8]f f eFigure®Caispobloak diagramfthatillostrateseroexhmgler because each
may be associated with a different |ogical custoner organization, has

di fferent asseibdeRmehssel fdcition. betivesRYIsbRs atd agreerigitt aWHent£uéace of a
non-adm ni strator user may differ froma portal interface of a |local or

gl obal adm nisid iRt He PDYR BILI NG RED R A2 9RE Togin 1D and the

passwords are what they are supposed to be. Once the user is verified as
an approved user, the association of the user and one or more
agreements is verified, as illustrated in Figure 6C with agreements 680-
690. This information may be stored in the tables of the relational
database. For example, the tables may include user table 525, agreement
table 545 and customer organization table 540. The information may be
retrieved using the TCA. The TCA and the PDS may be synchronized with
one another to establish information relating to the users and the

association of the users with the assets based on the permissions.

[0054] A user can login using the portal applications 605 provided by
the service provider. There may be different portal applications. For
example, the service provider may provide a customer portal, a

marketplace portal, or a service directory portal. These portals may use
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[ 0060] The PDS 615 also interacts with the portal applications 605 via the
service |l ayer 610. This enables the PDS 615 to gather information about the
| ogin | Dwb2ohe@7eyer and map the login ID with the appr epritst@opsyoni ssi ons,
assets, and agreenent information that the PDS 615 retrieves via the data
col l ecti on/ synchroni zati on framework 620. The operation of the PDS 615
enabl es the relevant data to be |logically managed to support having unified
user | ogins and asset-based perni ssion techniques in accordance with sone
exanpl e enbodi nents of the present invention. Also illustrated in Figure 6A
are the diff&epameratdtionprdatabase thauthenticateatsers, deierndaedheir

col l ection/synchroni zation framewrk 620. These include the O M 625, the

Oracl e Ent er permskespund ectfleaanir ggneERR)INfoR0atiendasdw otiasit e Oper at i onal
Data Store (ODS) 635. Features and functionalities of the Oracle products

can be found patmid3RretESH 6 B ISSGS] M RURRARRERS o dIROBAL Fgure 7A is a

bl ock diagramthat illustrates an exanpl e enbodi ment of information

processed”by o e AL\ AR 190 pBAL ALY & (RSl pBagha s 18A.LJdis} il es that

a |l ogi cal custoner organi zation infornma can contarn or inked to

mul tiple seryj ntracts or agreenen 712. A user 702 n be associ at ed
Wh one | ogiiht 81040 e PORA SR P N0 055 O REAHIRE tHOBOREN bel ong t o a
user group 705. The assets 725 can belong to the asset group 710. The
users, asset @PPheRIIONSAASHIRYPresantizelirst user with the login ID1a user interface

that only shows the assets AS1 and AS2. A second user with the login
ID2 may see a user interface that does not show the assets AS1 and AS2
because the second user does not have access to the assets AS1 and

AS2.

[0055] It may be noted that the portal of the service provider may be
used by users that are associated with different customers. Each
customer may be associated with one or more logical customer
organization. The logical customer organization that the user is
associated with and the user login ID may be stored in the user table 525
illustrated in Figure 5. As described above, the users are determined by
the customer. The user’s login ID may be established by working with the
service provider. Some of these users may be designated as the local
administrators and global administrators. The non-administrator or normal
users may be granted permissions to access assets by the local and/or
global administrators. When a user logs in to the portal, the user’s login ID

is verified to determine if the user is an approved user. Being approved
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| i nked and represented together, as shown in block 735. Perm ssion is given
to a user when a user is linked with the asset. [0062]Figure 7B is a bl ock
di agr anms wbabiid7karst r at es an exanpl e enbodi nent of rel atconskepss@nong
different information entities. D agram 750 includes |ogical custoner

organi zation block 715. Associated wth the |ogical custoner organization
715 are the user group 705, the asset group 710 and the asset tree 755. As
descri bed above, the users 720 belong to the user group 705, the assets 725
bel ong to the asset group 710. The definition of the user groups, the asset
groups, and thay Mmeasdpalchewsembabdesnigignied parovssiens by thenappiepriaieer . The
perm ssions 730 are given on the assets included in the asset tree 755 by,
for exanpl e, |ddat ahd@alglcaladmigistrh®@rs.adm ni strators. [0063] The niddl e | ayer
where the PDS 615 resides may be viewed as an abstraction |ayer. The PDS
615 extracts data fromthe various systens in the |ower |ayer, transform
them and put theminto a common data nodel. The PDS 615 t hen comruni cates

he i nf [ : | i i .
Thi s onabl os (RS por |41 Ao T Rae ard OEpr st AP REN PeeRe K% 176 mt f on

o the users 10, (13N RO S Bbrrtbint MFatQRb B L¥oe! the systems

However, if it is determined that the user is not an approved user, the user
may be taken through an approval process. This may be done by
determining the logical customer organization that the user should be
associated with, searching the OIM and locating a local or global
administrator who has the authority to grant the user necessary
permissions, etc. The local or global administrator may then use the portal

to grant the permissions to the user.

[0057] The diagram 600 also includes service layer 610 positioned
between the portal applications 605 and the data
collection/synchronization framework 620. The service layer 610 is
configured to interact with disparate backend systems to fetch, transform,

and reconcile data in appropriate format into the PDS 615.

[0058] The service layer 610 is configured to enable loose coupling
between the portal applications 605 and the PDS 615. The service layer
610 masks the complexity of the PDS 615 to the calling portal applications

605 by providing simple to use interfaces. For example, the service layer
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[0064] It should be noted that, although the above descriptions refer to

| ocal adm nistrators, global admnistrators, and super adm nistrator, the
nunber ofwocabhawm7exy reduced dependi ng on the inpl enent aftcorus2Hons®IaNpl €,
instead of having a |local adm nistrator at each |ocation or for each asset,
a global adm nistrator may nmanage nultiple assets in nmultiple |ocations
renotely. This provides the custoners flexibility in determ ning how they
want the assets to be nanaged. They can del egate the adm nistration
responsibility to one adm nistrator or many admni strators. They can

or gani ze t he 6a@reixehanges fermativnt heliveeadbeahafaneithemesigbnsi bilities a
hi erarchy of gl obal and | ocal adm nistrators, etc. Perm ssion Propagation
[ 0065] For sonmpphrdiinnis/6OH, syhepeting sdoomstionspagied ede absdt trre @adstetl and a

| ogi cal custoner organi zation nmay be propagated to PDS 615 in the middle

llayer. For ex#BRhStioVARA udet Fh@élfkac%dgé.gl;ll Série@h8r wab dRkes 2etdS Ghfornkhioh he | ogin
| DL perm ssions to use the asset AS3 Tocated in a firrst region, that

perm ssion information is propagated to the PDS 615. Simlarly, when
anot her | ocal admnistrator grants a user with the login ID8 perm ssions to

'S al o0 proply ¢ §heRDPALSIIEE MU phaShoBS s e iNeea s &
mast er perm ssion data source where pernmissions to all the assets are
mer ged t oget BEFViCeTIayep il iagslitha datd paltpatioasynshionizationdrapevarkbdure 7A,
The PDS 615 is configured to receive requests from the portal applications
605, retrieve information from the data collection/synchronization
framework 620, and provide responses to the portal applications 605. The
retrieved information may include information stored in one or more of the
database tables illustrated in Figure 5. The PDS 615 is further configured
to link the agreement information together with user information, asset
information and permission information based on their relationships and
put them into relevant data structures. For example, the linked information
may be stored in the user asset permission table 530 illustrated in Figure
5. The PDS 615 organizes all the information that it retrieves from the
database and presents it to the portal applications to provide a customized
portal interface to the user. As described above, a user or portal interface
of a first user may differ from a portal interface of a second user because
each may be associated with a different logical customer organization, has
different asset permissions, etc. It may be noted a portal interface of a

non-administrator user may differ from a portal interface of a local or global

administrator.
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Net wor k Envi ronment WD 2011/ 072271PCT/ US2010/ 059971 [ 0066] Figure 8A is a
network diagramillustrating an exanpl e enbodi ment of a network environnent
t hat may we 20s@d227Met wor kK envi ronnment 800 has a net wor k PBOAISRIASBONNECt S
Wi th server conputers 808 through 810 and client conputers 805 through 807.
Net wor k envi ronnment 800 nmay al so be referred to as a client-server
environnent. As illustrated, several server conputers 808 to 810 and
several client conputers 805 to 807 are connected to and comunicate with
one another via the network 801, which may be, for exanple, an on-chip
comuni cation network. Note that alternatively the network 880 m ght be or
I ncl ude one or nore of: inter-chip communications, an optical network, the

Internet, a [0@G0] Ar €acNDIBNE sANeradiwititieapdleavapdticalitid 605 alel it e
l'ink, fiber network, cable network, or a conbination of these and/or

iolt Ihﬁgtsr a{“ggeitrﬁlé‘g%rvidéelagém@% ‘anscéda%‘és WPDSEB’% RGhath8F MBSrnfAiBRUL er s
trat gure 8A are used as exanples only and is not neant to be
restrictive. ghout the login ID of the user and map the login 1D with the appropriate
permissions, assets, and agreement information that the PDS 615
retrieves via the data collection/synchronization framework 620. The
operation of the PDS 615 enables the relevant data to be logically
managed to support having unified user logins and asset-based
permission techniques in accordance with some example embodiments of
the present invention. Also illustrated in Figure 6A are the different Oracle
products that are used by the data collection/synchronization framework
620. These include the OIM 625, the Oracle Enterprise Resource
Planning (ERP) 630, and the Oracle Operational Data Store (ODS) 635.

Features and functionalities of the Oracle products can be found at the

web site of Oracle Corporation.

[0061] Figure 7A is a block diagram that illustrates an example
embodiment of information processed by the permission data store (PDS).
Diagram 700 illustrates that a logical customer organization information
715 can contain or be linked to multiple service contracts or agreements
712. A user 702 can be associated with one logical customer organization
715. The user 702 can belong to a user group 705. The assets 725 can

belong to the asset group 710. The users, assets, and permission can be
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[ 0067] The server conmputers 808 to 810 may represent, for exanple: a master
device on a chip; a server system an intellectual property core, such as a
m cr opr ocweori/o7ezymruni cati ons i nterface, etc.; a di sk CONBIRDFBUEM
and/ or conputing resources. Likew se, the client conmputers 805 to 807 may
have conputing, storage, and view ng capabilities. The nethod and appar at us
descri bed herein may be applied to essentially any type of communi cating
means or device whether |ocal or renpte, such as a LAN, a WAN, a system
bus, on-chip bus, etc. [0068]It is to be further appreciated that the use
of the term dnkeshandsepiesentegriagetheveas shwwuireblock 7/38r Rerarissign ism
specifying who initiates a communication (the client) and who responds (the
server). No livenaochysérswhemphiweer inlirdesl wixiptiecasdet. stated. Both functions
may be in a single communicating device, in which case the client-server
and server-client relationship may be viewed as peer-to-peer. Thus, if two
devi ces such as the client conputer 805 and the server conputer 808 can

both | ni tiat oo T RRRPd 7 CONBURLERL:ASna 1S aicoNARIE O TRy be

vi ewed as peer peer .¥Li kKew se TCat | ons e 'server
compuLer S 808 A 809, e %%ﬁ%ﬁn@meﬁ%ﬁaﬁﬁﬁ%ﬁ “PHESEY, 22 ang
response to %%WTH&LSS@ IIo(iqulcal customer organization block 715. Associated with the

logical customer organization 715 are the user group 705, the asset group

710 and the asset tree 755. As described above, the users 720 belong to

the user group 705, the assets 725 belong to the asset group 710. The

definition of the user groups, the asset groups, and their respective

members may be provided by the customer. The permissions 730 are

given on the assets included in the asset tree 755 by, for example, the

local and/or global administrators.

[0063] The middle layer where the PDS 615 resides may be viewed as
an abstraction layer. The PDS 615 extracts data from the various systems
in the lower layer, transform them and put them into a common data
model. The PDS 615 then communicates the information from the
common data model to the portal applications 605. This enables the portal
applications 605 to focus on presenting information to the users rather

than having to deal with the complexity of the systems in the lower layer.

[0064] It should be noted that, although the above descriptions refer to

local administrators, global administrators, and super administrator, the
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[ 0069] Figure 8A also illustrates an enbodi nent of a server conputer to

di splay the application on a portion of a nedia space, such as a web page,
a profil evpaga/omra portal such as that provided by a secviuseoipnsssider,

etc. The application may be enbedded into a third party's nedia space, such
as an HTML web page, a page of a portal, etc. The applicati on when executed
on a server 809 causes the server 809 to display w ndows and user interface
screens on a portion of a nmedia space such as a web page. A user froma
client computer 805 may interact with the page that contains the enbedded
appl i cat i on, nanberoéroleappayrachicad dependmguurethg impiementationorFaser vi ce
presented by a user interface of the application. The web page may be
served by a wehnpiy,ieste809f baviagya IJEM administratbesiseadttiesatign ot farol ( WAP)
enabl ed client conputer 805 or any equival ent thereof such as a nobile

devi ce or pere%@ﬁ%!ssép@F%!b@él-adﬁh‘iﬂis@ﬂdt&%a?@rmg%rmﬁﬂé_lé@é!sété‘m HiidE owser
software (e.g., Firefox) to access the web-based anticipatory design tools

host ed by on . r h - .For some
exanpl e errboﬁ?ér)?@r?ﬁg 1r§rtnﬁfeel%oﬁr‘p %eﬁrég%jlelggg?i%g%@ﬁé%g%ﬁg@ ”ﬁ%g] ﬂ%%%gic'ﬁ scripted
to execute on the server conputer 810 to all interaction wth a user and
to present c(ioMd ¥é(¥ﬁq?ﬁtﬂ%@ﬁn§%é??9€a{nﬁ§%9?d'T ﬁ’%%”@%?ﬁ%th%m ude codes
scripted to execute on the server conputer 810 to cause information stored
in the dat ab&éeigistration repossitiliy &ong e miig atasor MrNYPEIMBISr#aLs. al so be
configured to receive information fromthe portal applications 605 and to
present i nforlimeyican darganize theataliniapators anddinasir 668t rMmaeagemenad appl i cati ons
605 may be inpl enented as web applications hosted on the server conputer
809 and ser vegsgansidigiddr @neearcal of il apandad edmidigratng, &67. The port al
applications 605 may then serve web pages that allow a user to use the
client conputer 805 to access the various assets associated with a

particul ar | ogi cal customer organization. The rel ational database 811 may
be associ ate g E&g gﬁigog% server such as, for exanple, the server
conput er 810: at abase 811 may store information as defined
by the dat ab?os&sﬁabl ES illustrated in Flegur,e 5. Corrputlg%lit nvi r onnent

or some embodiments, permissions associate an asset

and a logical customer organization may be propagated to PDS 615 in the
middle layer. For example, when a local administrator grants a user with
the login ID1 permissions to use the asset AS3 located in a first region,
that permission information is propagated to the PDS 615. Similarly, when
another local administrator grants a user with the login ID8 permissions to
use the asset AS5 located in a second region, that permission information
is also propagated to the PDS 615. Thus, the PDS 615 may be viewed as
a master permission data source where permissions to all the assets are

merged together. The permission propagation is illustrated in Figure 7A.

Network Environment
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[0071] Figure 8B is an exanple conputing environnment that nmay be used with
sone enbodi nents of the invention. Conputing environnent 802 is only one
exanpl e ovoaoswi7eadl e conputing environnent and is not iPorarsdad/ os®7suggest
any limtations as to the scope of use or functionality of the enbodi nents
of the present invention. Neither should the conputing environnent 802 be

I nterpreted as having any dependency or requirenent relating to any one or
conbi nati on of conponents illustrated in Figure 8B. [0072] Enbodi nents of
the invention may be operational with general purpose or special purpose
conput er sys{@efiblor Cigure Géviata networicdmgpamsliugtrativglarkexampleonput er syst ens
that nmay be used include, but are not |limted to, personal conputers,

server conpuikentshdimenteh®hhdtvasrklempiropmaey treg snayloblustd, Netwotk phones,
Net books, multiprocessor systens, m croprocessor-based systens, set top

boxes, progr ahRehPehPS0CRBE aNARLHOBD ¢ $hatROWWBELS WIS seiVePLERPRErS! S,
mai nframe conputers, distributed conputing environnents that include any of

! Bilfgg\ég?iég)%@fgf%?%@égﬁcIi@rﬂ%otn#ﬁJtériskt?OS th#&igh 807. Network

environment 800 may also be referred to as a client-server environment.
As illustrated, several server computers 808 to 810 and several client
computers 805 to 807 are connected to and communicate with one
another via the network 801, which may be, for example, an on-chip
communication network. Note that alternatively the network 880 might be
or include one or more of: inter-chip communications, an optical network,
the Internet, a Local Area Network (LAN), Wide Area Network (WAN),
satellite link, fiber network, cable network, or a combination of these and/or
others. Note that the number of client computers and server computers
illustrated in Figure 8A are used as examples only and is not meant to be

restrictive.

[0067] The server computers 808 to 810 may represent, for example: a
master device on a chip; a server system; an intellectual property core,
such as a microprocessor, communications interface, etc.; a disk storage
system; and/or computing resources. Likewise, the client computers 805
to 807 may have computing, storage, and viewing capabilities. The

method and apparatus described herein may be applied to essentially any
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[ 0073] Enbodi nents of the present invention may be described in the general
context of conputer-executable instructions, such as program nodul es, being
execut ed W9 2a110007ut er system GCenerally, program nodul esTiuseémwdsoorout i nes,
prograns, databases, objects, conponents, data structures, etc. that
perforns particular tasks or inplenent particular abstract data types.
Those skilled in the art can inplenent the description and/or figures
herei n as conput er-execut abl e i nstructions, which can be enbodi ed on any
form of conputer readabl e nedia discussed bel ow. [0074] Enbodi nents of the
present i nvefitpeodf capmanioating peans ercaeyice wietharilocal ed remoetritsugh as

envi ronnents where tasks are perforned by renote processing devices that

are |inked t rloAlgha &VANESYsiEal bapsomehipdsds, etdr a di stri buted conputing
envi ronment, program nodul es may be | ocated in both |ocal and renote
conput er storage nedia including nmenory storage devices. [0075] Referring to
Figure 8B, the conputing environnment 802 includes

[0068] It is to be further appreciated that the use of the term client
computer and server computer is for clarity in specifying who initiates a
communication (the client) and who responds (the server). No hierarchy is
implied unless explicitly stated. Both functions may be in a single
communicating device, in which case the client-server and server-client
relationship may be viewed as peer-to-peer. Thus, if two devices such as
the client computer 805 and the server computer 808 can both initiate and
respond to communications, their communication may be viewed as peer-
to-peer. Likewise, communications between the server computers 808
and 809 and client computers 805 and 806 may be viewed as peer to peer
if each such communicating device is capable of initiation and response to

communication.

[0069] Figure 8A also illustrates an embodiment of a server computer
to display the application on a portion of a media space, such as a web
page, a profile page on a portal such as that provided by a service
provider, etc. The application may be embedded into a third party’s media
space, such as an HTML web page, a page of a portal, etc. The
application when executed on a server 809 causes the server 809 to

display windows and user interface screens on a portion of a media space
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a general - purpose conputer system 810. Conponents of the conputer system
810 may include, but are not limted to, a processing unit 820 having one
or nore pwoeesgi’ezyicores, a system nmenory 830, and a sy®CEmsbus/08®11t hat
coupl es various system conponents including the systemnenory to the
processing unit 820. The system bus 821 may be any of several types of bus
structures including a nenory bus or nmenory controller, a peripheral bus,
and a local bus using any of a variety of bus architectures. By way of
exanple, and not limtation, such architectures include Industry Standard
Ar chi t ect ur e SUCISAP Sweb peiger A\ Thaminem aneligiit cootuter WOMayboteractiwitihced | SA
(El' SA) bus, Video El ectronics Standards Association (VESA) |ocale bus, and

Peri pheral Coinppagathdtroataiog tecémbBtied bpplicdtonm, kndwhermsupply igputne bus.
[ 0076] Conmput er system 810 typically includes a variety of conputer readable

medi a. Conpuies queRARMNS aRBRY 8cRAt PRsBACENRR! ARl higBsiaof fhat can be
accessed by conputer system 810 and i ncludes both volatile and nonvol atile

medi a, renov : I i A , naﬁ'lﬂ; not
limtation, %@hﬁ?ﬁ@?‘ P@gbdgvgﬁ}%c{ﬁ ﬁ%%%&%ﬁ%u%gé S? ?é’r%ngé?%o‘% i nformation
such as conp r. readabl e i nstruction a_structures rogr nodul es or
ot hor dat o " B3I PENTEesS A sss b oingo; ML Bl Enahibt PRl BLRAEBE ST o Ram
ROM EEPROM flash menory or other mam)n( t echnol ogy, CD-ROM digital
versatile di 8RY eaoimgierdrtherentsueper amolile Revice agersana)fempeiefasdié t es,
magneti c tape, magnetic disk storage or other nmagnetic storage devices, or

any ot her nedliemhcgmpiicc 805 beayisetidedrewsee sofvearte®.g.ediretoxptoracéess and
whi ch can be accessed by conputer system 810. Conmuni cation nmedia typically

enbodi es compwg @kebrisamdabdricigabnugdsignoolsipb&edtbyusidioemor® bpgieam modul es
or other transport nmechani sm and includes any information delivery nedia.

server computers 808 to 810.

[0070] For some example embodiments, the portal applications 605
may include codes scripted to execute on the server computer 810 to
allow interaction with a user and to present customized interface to a user.
The PDS 615 may include codes scripted to execute on the server
computer 810 to cause information stored in the database 811 to be
retrieved. The codes of the PDS 615 may also be configured to receive
information from the portal applications 605 and to present information to
the portal applications 605. The portal applications 605 may be
implemented as web applications hosted on the server computer 809 and
served to the browser of client computers 805 and 807. The portal
applications 605 may then serve web pages that allow a user to use the
client computer 805 to access the various assets associated with a
particular logical customer organization. The relational database 811 may

be associated with a database server such as, for example, the server
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WO 2011/ 072271PCT/ US2010/ 059971 [0077] The system nmenory 830 i ncl udes
conputer storage nedia in the formof volatile and/or nonvol atile nenory
such as rweadooni7y7menory (ROV) 831 and random access MeROTUSCHRANFI9ZB2. A
basi ¢ i nput/output system 833 (BIOS), containing the basic routines that
hel p to transfer information between elenents within conputer system 810,
such as during start-up, is typically stored in ROM 831. RAM 832 typically
cont ai ns data and/ or program nodul es that are inmediately accessible to
and/ or presently being operated on by processing unit 820. By way of
exanpl e, and caotputerndttt Tlos relational slagEadd 8kt mayetorspafaitmatignasst em 834,
application prograns 835, other program nodul es 836, and program data 837.
[ 0078] The confetihed bgtisé eatdbb3ertayleslilfistiated ind€igatehdr

removabl e/ non-renovabl e vol atil e/ nonvol atil e conputer storage nedia. By way
of exanple only, Figure 8B illustrates a hard disk drive 841 that reads
fromor wites to non-renovable, nonvolatile nmagnetic nedia, a nmagnetic

di sk drive 8 fn ﬁ\QForTrﬁ or wites to a renovabl e, nonvolatile
magnetic di s@é@@ﬂ—o—w rcal disk drive 855 that reads fromor wites
to a renovabl onvpl atile .optical disk 856 such.as a ROM or ot her
opt foal meat 007 Ther ks 0B R AN SRS BRSBTS FRITAL Pee. comput et
storage nedia that can be used in the exenplary gperating environnment
i ncl ude, but Uged Wi Sameaierpdimentssy theiinventignd GemMrbiag arwABEet t ape
cassettes, flash nmenory cards, digital versatile disks, digital video tape,
solid state RARIssalyiahesexaraplR@ia suithtideompkiting Eneirtmmentiasd is not

intended to suggest any limitations as to the scope of use or functionality

of the embodiments of the present invention. Neither should the

computing environment 802 be interpreted as having any dependency or

requirement relating to any one or combination of components illustrated

in Figure 8B.

[0072] Embodiments of the invention may be operational with general
purpose or special purpose computer systems or configurations.
Examples of well known computer systems that may be used include, but
are not limited to, personal computers, server computers, hand-held or
laptop devices, Tablets, Smart phones, Netbooks, multiprocessor systems,
microprocessor-based systems, set top boxes, programmable consumer
electronics, network PCs, minicomputers, mainframe computers,
distributed computing environments that include any of the above systems

or devices, and the like.
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drive 841 is typically connected to the system bus 821 through a
non-renovabl e nenory interface such as interface 840, and magnetic disk
drive 85iwendiigpeizeal di sk drive 855 are typically connecras2410/059921 syst em
bus 821 by a renovable nenory interface, such as interface 850. [0079] The
drives and their associated conputer storage nedia di scussed above and
illustrated in Figure 8B, provide storage of conputer readable
instructions, data structures, program nodul es and other data for the
conputer system 810. In Figure 8B, for exanple, hard disk drive 841 is
illustrated §0&]ori kgnhgsimanisnef thg presarsdavendsipplmanbe slespribbed inieg4s,

ot her program nodul es 846, and program data 847. Note that these conponents

can either bgehbrlsanexasft comgufdreaxesttabi®msopetiaid, uch \astproydid,
application prograns 835, other program nodul es 836, and program data 837.

The oper at i ngnsYBEE B exbiifedrP'd sthbOoRr RYSGHAGeRA ally tdi8gier program
nodul es 846, and the program data 847 are given different nuneric

identificati : ' t 1 Ni t i fferent
copi es. [0088‘%@%%#@@%@&%3 @rﬁp@ﬁ%oﬁ%ﬁaﬁgs{gg@ E|Ent§’ociraﬁﬁlr:l[{Oqu)eﬁ]télj’nt o the
conput er sys 10 throua? devi ce u a.keyboard 862, a

tem 8 i nput C S
i CF ophone. 56312 SRACtHsn Fik ) RSTATER RegRote BsRE of MRG0 AV SRRl | or
touch pad. Ot her input devices (not shown) nmay include a joystick, gane
pad, scanner abskagtdataityres. These skilgddm Heg aitfant mipameristhgrdessfipion
and/or figures herein as computer-executable instructions, which can be

embodied on any form of computer readable media discussed below.

[0074] Embodiments of the present invention may also be practiced in
distributed computing environments where tasks are performed by remote
processing devices that are linked through a communications network. In a
distributed computing environment, program modules may be located in
both local and remote computer storage media including memory storage

devices.

[0075] Referring to Figure 8B, the computing environment 802 includes
a general-purpose computer system 810. Components of the computer
system 810 may include, but are not limited to, a processing unit 820
having one or more processing cores, a system memory 830, and a
system bus 821 that couples various system components including the
system memory to the processing unit 820. The system bus 821 may be

any of several types of bus structures including a memory bus or memory
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connected to the processing unit 820 through a user input interface 860
that is coupled to the system bus 821, but may be connected by ot her

i nt er f acewandiirz27st ruct ures, such as a parallel port, gaF@SpaosOr1 a

uni versal serial bus (USB). A nonitor 891 or other type of display device
is also connected to the system bus 121 via an interface, such as a video
interface 890. In addition to the nonitor, conputers may al so include other
peri pheral output devices such as speakers 897 and printer 896, which may
be connected through an out put peripheral interface 890. [008%%The conput er
syst em 810 nmepnispkeraageripharalduspanred leealinusnmdtg anyg ohg vasgiycell busonnect i ons
to one or nore renbte conputers, such as a renote conputer 880. The renote
conmput er 880 anghitcoturas.pBy s@yalf examplé.eand aottimnitativel, dude architecturser ver, a
router, a network PC, a peer device or other comon network node, and

typical l'y i neddygles InRYy BtaRdardoArchi8ctfl & TBAY Hudertidrb xhrdfapve rel ative to
the conmputer system 810. The | ogi cal connections depicted in Figure 8B

include a lo - LEAM i b VWAN) 873,
but may al sog\?}r}*&'%cg@’em(\éw %%%’V\DI‘ asn%éédgﬁctr%?&[jgls,%ﬁg%{/ﬁﬁ ‘%C(Y)@rrﬁ% S are
commonpl ace in _offices, enterprLse-w d onput networks, intranets and
Che I nter net StpgiAss wrsaCRLERTYE SR fogde EOTTAS ReMEhaR bhmaderthe. comput er
system 810 is connected to the LAN 871 through a network interface or

adapt er 870. IVigesPnnest(RGl) Hupaishikiwn RsAde&aiitoRuENnt , t he conput er
system 810 typically includes a nodem 872 or other nmeans for establishing

communi cati ons over the WAN 873, such as the Internet. The nodem 872, which
may be internal or external, may be connected to the system bus 821 via the

user-input i m@ré]aceo&ﬁg)ut@rrsmmrsmwpmny udBReca aristy of lddngpuret wor ked
envi ronment, program nodul es depicted relative to the conputer system 810,

or portions tHed80s mdrRy. QSm?h%rQQabg?lgunﬁgﬂg%%ﬂfﬁ@Wa§éi%{b?<9?né$"i’é{i ce. By

way of exanple, and not |limtation, ustrates renote

oPp! At on BLSRATE, 8% 830 S hReE DA EHRE D SRTMARIGFERy ! o
S O et R nonvorhile Mda. Temovabla and fon Temovable meaia By way of ™ Pe
example, and not limitation, computer readable mediums uses include
storage of information such as computer readable instructions, data
structures, program modules or other data. Computer storage mediums
include, but are not limited to, RAM, ROM, EEPROM, flash memory or
other memory technology, CD-ROM, digital versatile disks (DVD) or other
optical disk storage, magnetic cassettes, magnetic tape, magnetic disk
storage or other magnetic storage devices, or any other medium which
can be used to store the desired information and which can be accessed
by computer system 810. Communication media typically embodies

computer readable instructions, data structures, program modules or other

transport mechanism and includes any information delivery media.

41



[0083] 1t should be noted that sonme enbodi nents of the present invention may
be carried out on a conputer system such as that described with respect to
Fi gur e 8ByvOHowre271 sone enbodi nents of the present i nveoriusaowmyobe
carried out on a server, a conputer devoted to nessage handling, handheld
devices, or on a distributed systemin which different portions of the
present design may be carried out on different parts of the distributed
conmputing system [0084] Anot her device that may be coupled to the system
bus 821 is a power supply such as a battery or a Direct Current (DC) power
supply) and MQ@&fnat iTEg sgaiene menag) 33 iaptusies ciontuter storegeDoeg@wdr suppl y
may be a battery, a fuel cell, or simlar DC power source needs to be
rechar ged ontlee foem ofdiatatiiasingl/or Hudvotatitel metadry Gucheiiead (omly medesry 872 nmay
enploy a Wreless Application Protocol to establish a wireless

communi cat i opRONAE! and PehESHIHTEEBE SR HicPRorqRANG $32 ATBYsik TbRIGRAbULR
W rel ess networki'ng standard such as Institute ‘'of Electrical an

publ 1 shed by ST EER! ERe {05 Pe0Eys AT PREC ey Pt LR o oo ces may
b | bl , _Net book, I h , I
i tal ass SARTA0GH o8uiREN SPmAE MG csieh brioabalh BT power

and wirel ess comrunj cations ability that is powered by a Direct Current

(DC) power sélaEEPtigdyPisalhpsoead @MB%eRﬁg" BBe typieallyecomésing daghd that is
solely within the nobile conputing device and needs to be recharged on a
peri odi ¢ basiasd/ayrogrsn endduwdids thalt Bremmet@mtelgagcessible to and/or

presently being operated on by processing unit 820. By way of example,
and not limitation, Figure 8B illustrates operating system 834, application

programs 835, other program modules 836, and program data 837.

[0078] The computer system 810 may also include other
removable/non-removable volatile/nonvolatile computer storage media. By
way of example only, Figure 8B illustrates a hard disk drive 841 that reads
from or writes to non-removable, nonvolatile magnetic media, a magnetic
disk drive 851 that reads from or writes to a removable, nonvolatile
magnetic disk 852, and an optical disk drive 855 that reads from or writes
to a removable, nonvolatile optical disk 856 such as a CD ROM or other
optical media. Other removable/non-removable, volatile/nonvolatile
computer storage media that can be used in the exemplary operating
environment include, but are not limited to, USB drives and devices,
magnetic tape cassettes, flash memory cards, digital versatile disks, digital

video tape, solid state RAM, solid state ROM, and the like. The hard disk
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Fl ow Di agram [0086] Figure 9 is an exanple flow diagramthat illustrates a
process enabling perm ssions and restrictions nanagenent, in accordance

wi th somewernhodi7ammt s. Fl ow di agram 900 illustrates a pPorasgoiiosto7may be
performed to manage perm ssions and restrictions to access one or nore
asset in one or nore co-location facilities. WO

2011/ 072271PCT/ US2010/ 059971 [0087] I n bl ock 905, one or nore | ogi cal

cust oner organi zations are defined for a custonmer and stored in a central
rel ati onal database. Each of the |ogical custoner organizations is

associ at ed widride 844 istypieally connected to the system bus 821 through a non-

removable memory interface such as interface 840, and magnetic disk
drive 851 and optical disk drive 855 are typically connected to the system

bus 821 by a removable memory interface, such as interface 850.

[0079] The drives and their associated computer storage media
discussed above and illustrated in Figure 8B, provide storage of computer
readable instructions, data structures, program modules and other data for
the computer system 810. In Figure 8B, for example, hard disk drive 841
is illustrated as storing operating system 844, application programs 845,
other program modules 846, and program data 847. Note that these
components can either be the same as or different from operating system
834, application programs 835, other program modules 836, and program
data 837. The operating system 844, the application programs 845, the
other program modules 846, and the program data 847 are given different
numeric identification here to illustrate that, at a minimum, they are

different copies.

[0080] A participant may enter commands and information into the
computer system 810 through input devices such as a keyboard 862, a
microphone 863, and a pointing device 861, such as a mouse, trackball or
touch pad. Other input devices (not shown) may include a joystick, game

pad, scanner, or the like. These and other input devices are often
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agreenents established between a custoner and a service provider. In block
910, one or nore user groups are defined and stored in the central

rel ati onavodatiabbaye. Each of the user groups is associ atrel/usealo/08997Dgi ca
cust oner organi zation and is conprised of one or nore users. In block 915,
one or nore asset groups are defined and stored in the central relational
dat abase. Each of the asset groups is associated with a | ogical custoner
organi zation. In block 920, a user designated to grant perm ssions and
restrictions to access the one or nore assets is identified. The one or
nore assets icathecteditdéherprasessing urtieS2stheough swser inthd ijerface 866ns and
restrictions are granted to the users in the user groups. [0088]1n bl ock

925, access pedtns souples torthe epstenchio821 tisuttrhay bo&odneoteticdbyasibet s i s
assigned to each of the users in the user groups. Information regarding the

per m ssi ons @rﬁérfé@éhhd%‘s%ﬁ:ct@re&&f&ﬂaé 8 Jarsl| e PBT ?hm"eedo‘ﬁ bpgal dat abase.
In block 930, a portal is used to enable a user to Fogin using a login ID

o access tnenRaFedsoBLBuERSS gApﬂam?oraabﬁe&&w%edc;rq.ﬁaagae%é based

on the login e user asset groups erm ssi ons and
restrictions.granted to d[} bjser 32|n or mat.i n associated. with the
94

user is pres&htsd PONEHE e&ygtey 1P(f3e?'f‘éﬂ:t@r 4eSoCarE \)ﬂdteﬁ t he

portal. WD 2011/072271PCT/ US2010/ 059971 .
interface 890. In addition to the monitor, computers may also include

other peripheral output devices such as speakers 897 and printer 896,

which may be connected through an output peripheral interface 890.

[0081] The computer system 810 may operate in a networked
environment using logical connections to one or more remote computers,
such as a remote computer 880. The remote computer 880 may be a
personal computer, a hand-held device, a server, a router, a network PC,
a peer device or other common network node, and typically includes many
or all of the elements described above relative to the computer system
810. The logical connections depicted in Figure 8B include a local area
network (LAN) 871 and a wide area network (WAN) 873, but may also
include other networks. Such networking environments are commonplace

in offices, enterprise-wide computer networks, intranets and the Internet.
[0082] When used in a LAN networking environment, the computer

system 810 is connected to the LAN 871 through a network interface or

adapter 870. When used in a WAN networking environment, the computer
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[ 0089] From t he above, sone enbodi nents of the invention include systens and
nmet hods that use a central relational database containing information
associ at esowntin7bgi cal and physi cal assets, wherein thechragcaalosend

physi cal assets are associated with one or nore geographically distinct
co-location facilities. A perm ssions nodel is configured to enable at

| east one user froma custoner to be designated as having authority to
grant or revoke permissions to the |ogical and physical assets, the

perm ssions granted or revoked to other users of the same custoner. An
asset tree msystem §1¢dydicajlyrisdudes amaptiemdd GLpi eijeomeaans fobgi cal and

physi cal assets in one or nore asset groups and according to a hierarchical
structure. Aegtblisgihgupnmdeicatisns ondi iherWAN 87 & micheagtheuptergetofThehe users
of the custoner in one or nore user groups and according to the

geogr aphi cal |n¥odis!rﬁf8'720¢/vhfc¢rr‘n99%'|ﬁtérﬁé‘lcdr|é>&érﬁ§| rﬁﬁsﬁbé%éhngét@bmé tRed the
asset groups are managed i ndependent |y of one another. Many-t o- many

rel atf onshi pg, aefy 6L 881 DL @g@ﬂgpmﬁte%%%eon&ngﬁoo&érg&iee the

assets in thé’asse erm ssions users to use
t he assets. h%)O%Sorrel enbod qt‘s t he jinvention |n ‘gf‘é?t@ ser
interface co Wta%pgtﬁf‘foé e ﬁf‘tﬂ'F%’f‘?%pF%ﬁirQ%H‘OPH LY earant ed to a
first user according to perm ssions granted to the first user. The assets
are provi ded reatige &t eamputey sreieni@i @ HoripPrieoliese@d Mavt e sieeed st oner

a remote memory storage device. By way of example, and not limitation,
Figure 8B illustrates remote application programs 885 as residing on
remote computer 880. It will be appreciated that the network connections
shown are exemplary and other means of establishing a communications

link between the computers may be used.

[0083] It should be noted that some embodiments of the present
invention may be carried out on a computer system such as that described
with respect to Figure 8B. However, some embodiments of the present
invention may be carried out on a server, a computer devoted to message
handling, handheld devices, or on a distributed system in which different
portions of the present design may be carried out on different parts of the

distributed computing system.
[0084] Another device that may be coupled to the system bus 821 is a

power supply such as a battery or a Direct Current (DC) power supply)

and Alternating Current (AC) adapter circuit. The DC power supply may
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based on one or nore agreenents to enable the custoner to access the

| ogi cal and physical assets. The at | east one user fromthe custoner to be
desi gnat estoasiigyi7mg t he authority to grant or revoke pecwiEs301008997D t he

| ogi cal and physical assets is an adm nistrator responsible for nmanagi ng

| ogi cal and physical assets at an asset |evel. That designated user is

aut hori zed to adm ni ster over one of (1) a single asset group, (2) all of
t he asset groups, and (3) sone subsets of all of the asset groups. The one
or nore asset groups are associated with one or nore co-|ocation
facilities. TDee paiteryssifeeiselr ansigilar & Gpowes sourge needisitg el regbargsd t he

hi erarchy nodel includes perm ssions granted to other assets at |evels

| ower than tloe 4 pesddit ®asis. iThd bemhiumicatiohymovalel (or rueleot)l812 maget s at the
| evel s lower than the first level in the hierarchy nodel is limtable to

lless than a &pidby BUREIsSAGRESlch PRabEsiad dstatiiBr d Rireless! ower than the
first level. The agreenents are grouped into one or nore agreenent groups.

Each- agr eeneqh g ghiRafch B55A% ArSE S AickAgh GAla fuaYOTERL, prdaplcrRl | on.

Each | ogi cal "customer organization 1's assocCl at group and a
user group. A user can be a nber of at | east , on ser _group. An asset is
a member of A“RgesS BRAVIKDG St SufRers netiue REECEISA 308 ( he user to
access nore than one asset in an _asset group associated with sane | ogi cal
cust oner or g&igcterniemENgineeis@EERS 808 1ussapdand; $EEFGd-BA2deht!®PPcati on (1 D)
to access a first asset and a second asset in the asset group. Wen it is
necessary fopubhghadsley IRlbEatd883. an asset in the first asset group and an
asset in a second asset group, the user is to use the first login IDto
access the asset in the first asset group and a second login ID to access
an asset in a second asset group. The physical and | ogical assets may be

associ at ed Widhe} dAEda N6t mbBALbARIEng MROLESRM bOT bR NVventi on

i ncl ude applying'a perm ssions node nabl e at | east one user froma

rant or 1 astPTBEeRaraet BRePRict REnBRCLAL BhOR, X peprapuBr e Y O

geographically distinct co-laqcatjon facilities, The perm ssions, are applied
to other usedSSisiant QhrESEiEr dexice wath Bﬁitbé’érd E[Pﬁeég‘ﬁg RMEEAEAt i on rodel
is applied to enable grouping of one or nore agreenents between the

cust omer and Wiredegs,caBMpIN®aAtiaes abilihethediseoweartes nablitany Guientsees of the
custoner to access the assets of the service provider. An asset

hi er ar chi cal poodelsousceatppt s@pblics RQabltaggtoths mpbié dehiceaswethat isn one or
nore asset groups and according to the | ogical customer organization nodel .

Rel ati onshi pgorilyewRRinaRkirabisie @cﬁﬁEQtiﬁ@@e\%éé_@%di Hedddgo beereclbRjdeson hhe
assets in the asset groups, and the perm ssions granted by the asset

adm ni strat Orpe[']initcr}?as"rES,%ruﬁh a-gk?fljerFEQIrl Bp%ib%@tegfl ated to the relationships is
presented to'the users’via a user rnterface associated with a portal of the
service provider. Afirst user is a nenber of at |east one user group. An
asset is a nenber of at |east one asset group. The agreenents are grouped
into one or nore agreenent groups. Each agreenent group is associated with
a | ogi cal cusiOMEHag@gani zati on. Each | ogi cal customer organization is
associated with at |east one asset group and at |east one user group. The
first user i$00@8]useFiguiré ©ss ancziamplddioni diagetm dmat(iludtrates agressssa fir st
asset and a second asset in a first asset group and a third asset in a
third asset ghabling pbeniksiodt andisesirgtion® nithgeheerithinratcasgeicegnigup are
associated with a simlar |ogical custonmer organization. The first user is

to use a secqpfhd S3bBdiRAe, wa%gfﬁmyﬁmuw?@s%?ﬁ%%@m%@i gyp. The

second asset group I's assocl at ed w gl cal custoner organization

different th i . i n SOGCI j t he first
and third as%g{fbgfﬁgég(gH%?@%g%rﬁﬂ%?ﬁ%gﬁﬁSégh&ﬁ)%astat%a%%ﬁg%§ﬂ'em{éﬂ%§?arrpI es
descri bed above refer to a custoner, thﬁ,servi ce provider may have

agr eement s vviatsﬁetrfﬂmepq’remE[?s?Q)' |pn!§%g U&¥ the mul tipl e customers may be
associated with their own set of |ogical custoner organizations, and the

users of these multiple custoners may use the same portal to access assets
associated with their appropriate |ogical custoner organi zations.
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[ 0093] Whi | e sonme specific enbodi nents of the invention have been shown the
I nvention is not to be limted to these enbodi nents. For exanple, several
speci fi c wodnligw2itave been shown. Each nodul e perforns aCrasmepasdsii c
functions. However, all of these functions could be grouped into one nodul e
or even broken down further into scores of nodul es. Mst functions
performed by el ectronic hardware conponents may be duplicated by software
enul ation and vice versa. WD 2011/072271PCT/ US2010/ 059971 [0094] "' The
different functions described herein may be perfornmed by hardware,

sof tware, or [@QO&Qnbi hublock 966, boe or Muie legieali aistoroer olganizalinos iaos

I npl emented in software are stored on the nachi ne-readabl e nmedi um and have
execut abl e i ngfined foranctistonmusedtdiereteinld centtad relatioyaladtabdsdt. Eactcdi on. The

invention is to be understood as not limted by the specific enbodi nents
descri bed heggd bgiddicusidherdrgasioagotd istdioprRieNdRE FHePbrhore
agreements established between a customer and a service provider. In
block 910, one or more user groups are defined and stored in the central
relational database. Each of the user groups is associated with a logical
customer organization and is comprised of one or more users. In block
915, one or more asset groups are defined and stored in the central
relational database. Each of the asset groups is associated with a logical
customer organization. In block 920, a user designated to grant
permissions and restrictions to access the one or more assets is identified.

The one or more assets include the assets in the asset groups. The

permissions and restrictions are granted to the users in the user groups.

[0088] In block 925, access permissions or restrictions to the one or
more assets is assigned to each of the users in the user groups.
Information regarding the permissions and restrictions is stored in the
central relational database. In block 930, a portal is used to enable a user
to login using a login ID to access the one or more assets in the asset
groups. In block 935, based on the login ID, the user groups, the asset
groups, and the permissions and restrictions granted to the user, access
information associated with the user is presented to the user via a user

interface associated with the portal.
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CLAIMS What is clainmed is: W claim 1. A systemfor managi ng assets
in a co-location facilities environnent, the system conprising: a
central rwbavilermad7idat abase contai ni ng i nformati on assoecatusdomiosdy7asset s
of a service provider, wherein the assets are associated with one or nore
geographically distinct co-location facilities, wherein a perm ssions
nodel is configured to enable at | east one user froma custoner to be
designated as having authority to grant perm ssions to access the assets,
the perm ssions granted to other users of the sane custoner,

[0089] From the above, some embodiments of the invention include
systems and methods that use a central relational database containing
information associated with logical and physical assets, wherein the logical
and physical assets are associated with one or more geographically
distinct co-location facilities. A permissions model is configured to enable
at least one user from a customer to be designated as having authority to
grant or revoke permissions to the logical and physical assets, the
permissions granted or revoked to other users of the same customer. An
asset tree model is configured to enable grouping of the logical and
physical assets in one or more asset groups and according to a
hierarchical structure. A user group model is configured to enable
grouping of the users of the customer in one or more user groups and
according to the geographically distinct co-location facilities. The user
groups and the asset groups are managed independently of one another.
Many-to-many relationships are established among the users in the user
groups, the assets in the asset groups, and the permissions granted to the

users to use the assets.

[0090] Some embodiments of the invention include a user interface
configured to display information related to assets granted to a first user
according to permissions granted to the first user. The assets are

provided by a service provider which is associated with the customer
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wherein an asset hierarchical nodel is configured to enable grouping of the
assets in one or nore asset groups, and a user group nodel is configured to
enabl e grwoponig7ed71t he users of the custonmer in one or EOTAISAGIENSYrDUPS and
according to the geographically distinct co-location facilities, the user
groups and the asset groups managed i ndependently of one another, and
wherei n many-to-many rel ati onshi ps are established anong the users in the
user groups, the assets in the asset groups, and the perm ssions granted to
the users to use the assets. 2. The systemof claim1l1, wherein the
assets are phbasedeon ane or meresAgeemers deenabiedhaitestmen theaaasesgithe provi der
is associated with the custoner based on one or nore agreenents to enable

the custoner |dgicaamelsshytsival assetss. The at leastbnellisersSysh e ofistoh®rio be wherei n
the at |east one user fromthe custoner to be designated as having the

authority to d@@@ﬂhté@fé@hgﬁmgﬁﬁe ta@tﬂd?ﬁ){ s §Ring of %@ke%b’ﬂrﬂé%rﬁﬁd)ﬂhe
responsi bl e for “managi ng the assets at an asset level, and wherein that

desi gnat od usslediRBNRIGFadsea .éqwanﬁpg;ra%vr%sa&%.% tbinaaplo! e asset

group, (2) al roups subse
asset groups, . ] stem of cl wherei.n the ane. or rmre
asset gr oups]%l%almyﬁcégaﬁg?tﬁ e Hse Il -Ic;h"f“b‘?:easc' NHEPLSEl ISt i es, and
wherei n perm ssi ons gr anted to an asset at a first level of the hierarchy
nmodel i ncl udé@”}%kzﬁﬂ giagiynigialraven one bt hed sisteasseitdrren.dRs all @ite t han t he
first level in the hierarchy nodel. 5. The system of claim 4,
wher ei n t he asbergraspetandi{3)tdoend sviadeds lobak of tHerassctgréupst Thevse arn t he
hierarchy nodel is [imtable to I ess than a total nunber of assets included
in the |evel sndreviyset fupsheefdssstiatev@lth one or more co-location facilities.

The permissions granted to an asset at a first level of the hierarchy model

includes permissions granted to other assets at levels lower than the first

level in the hierarchy model. The other assets at the levels lower than the

first level in the hierarchy model is limitable to less than a total number of

assets included in the levels lower than the first level. The agreements are

grouped into one or more agreement groups. Each agreement group is

associated with a logical customer organization. Each logical customer

organization is associated with an asset group and a user group. A user

can be a member of at least one user group. An asset is a member of at

most one asset group. When it is necessary for the user to access more

than one asset in an asset group associated with same logical customer

organization, the user is to use a first login identification (ID) to access a

first asset and a second asset in the asset group. When it is necessary for

the user to access an asset in the first asset group and an asset in a

second asset group, the user is to use the first login ID to access the asset
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6. The system of claim2, wherein the agreenents are grouped into one or
nore agreenment groups, wherein each agreenent group is associated with a
| ogi cal owetonm722z7ngani zati on, and wherein each | ogi cal PCHAtSEOMBN39971
organi zation is associated with at | east one asset group and at |east one

user group. 7. The systemof claim6, wherein a first user is a
menber of at |east one user group, and wherein an asset is a nenber of at
| east one asset group. 8. The systemof claim2, wherein the assets

include | ogical and physical assets, and wherein a user interface is
confi gured t & thesipshgsseifgsowmand@ seoaddagindDl togiasebs agsasiset franted to a
first user according to permssions granted to the first user, the user

i nterface assecord adsetidrbup. poetglysihl hhe Isgcaliaseety may derassociated 9. The
systemof claim@8, wherein the user interface is presented to the first
user based owyithhegbid &nteser | ogging into the portal of the service
provider using a browser installed in a client conputer system connected to
a network in a client-server environnent. 10. The system of claiml,
wherein the assets are associated with one or nore data centers of the one
or nore geogr i.cal distinct co- lLocation.facilities, and wherein the
Gest gnat od_ i@V ®F SbesmbatimgTs ot ti i 80ind Tishide 8335R8%E o access the
assets. 11. A method for managi ng assets in a co-location facilities
envi ronment , PEABISsNSIROESRANsbiRat least one user from a customer to be

designated as an asset administrator having authority to grant or restrict
permissions to access assets in one or more geographically distinct co-
location facilities. The permissions are applied to other users of the same
customer. A logical customer organization model is applied to enable
grouping of one or more agreements between the customer and a service
provider, the agreements enabling the users of the customer to access the
assets of the service provider. An asset hierarchical model is applied to
enable grouping of the assets in one or more asset groups and according
to the logical customer organization model. Relationships are established
among the users in the user groups, the assets in the asset groups, and
the permissions granted by the asset administrator to the users. The
information related to the relationships is presented to the users via a user
interface associated with a portal of the service provider. A first useris a
member of at least one user group. An asset is a member of at least one
asset group. The agreements are grouped into one or more agreement
groups. Each agreement group is associated with a logical customer

organization. Each logical customer organization is associated with at
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applying a perm ssions nodel to enable at | east one user froma custoner to
be designated as an asset adm nistrator having authority to grant or
restrict woermiggezms to access assets in one or nore ge®grAshoioabdoyl
distinct co-location facilities, the perm ssions applied to other users of
t he sane custoner; applying a | ogical customer organization nodel to
enabl e groupi ng of one or nore agreenents between the custoner and a
service provider, the agreenents enabling the users of the customer to
access the assets of the service provider; appl yi ng an asset

hi er ar chi cal leasienetassehatsiup arcbalpieasgt @ie usey grovpt J herfirshesarris imree asset
groups and according to the | ogical custoner organi zati on nodel ;

est abl i shi ng arfebilognigbhiitcaaionntD) toeadeess & first Aduet asdra gecumasasdelh asset s
in the asset groups, and the perm ssions granted by the asset adm ni strator

to the usersy f8tasset groly Qﬁé%\tthﬁ*ﬁ a's@étqh@ile@Jrhsrs%k gEsmb. t?né hiest aekat | onshi ps
to the users via a usér interface associated with a porta of the service

provi der

: T ;ﬂ@élon rel ated
to the asset grOlt'%ar][%&er Qﬁrd%{é?gréﬂeor mei%%@g#iat?s sheé Q' % Intral
rel ati onal dat abase associ at ed t.h the se Vi ce prov wherein the
br caent at | on SR GTERGFAGLT ol 1P dFSHH88" 0.0 # ?éP&?”‘gﬁW 1% 8069 users
is based on the users Iogglng on to the portal of the service provider.
13. The net hG@d assetinad §paand apataraup-hé hadecand @saelodroup is é§§Qﬁ\%ﬁegl e for
managi ng the assets at an asset |evel and authorized to adm nister over a

si ngl e asset withcaufogice! lcusfomédreorgasieatign diffesentahas dine |cides eustonferal | of t he
asset groups.

organization associated with the first and third asset groups.

[0092] It may be noted that although the examples described above
refer to a customer, the service provider may have agreements with
multiple customers. Each of the multiple customers may be associated
with their own set of logical customer organizations, and the users of these
multiple customers may use the same portal to access assets associated

with their appropriate logical customer organizations.

[0093] While some specific embodiments of the invention have been
shown the invention is not to be limited to these embodiments. For
example, several specific modules have been shown. Each module
performs a few specific functions. However, all of these functions could be
grouped into one module or even broken down further into scores of
modules. Most functions performed by electronic hardware components

may be duplicated by software emulation and vice versa.
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14. The method of claim 11, wherein the one or nore asset groups are
associated with one or nore co-location facilities, and wherein perm ssions
granted twoaniiagset at a first | evel of the hierarchy nedeluscoolosmdes

perm ssions granted to other assets at levels |lower than the first level in
t he hi erarchy nodel. 15. The met hod of claim 14, wherein the other
assets at the levels lower than the first level in the hierarchy nodel is
limtable to less than a total nunber of assets included in the |evels

| ower than the first |evel. 16. The method of claim 11, wherein a
first user is a nmenber of at |east one user group, and wherein an asset is
a nenber of at |east one asset group, wherein the agreenents are grouped
into one or @O agr Geeediffegnt iyrsctionb elestibedh hbrey negnen pedoongd bg
associated wth a | ogical customer organization, and wherein each | ogi cal
customer or gaaidfhre0Boftwafs PP S @rilingtidh ofbolheasie PORIOAS DR EhATANGIHNd at

| east one user group. 17. The nmethod of clalm 16, wherein the first
user 1S 10 UsfoRnfddiSh il 6 alelSRl bR B fbDhin0 AHERRSyBAL i Shdasset
and a second asset 1n a first asset group and a third asset In a ird
asset group, wherein t first.asset qro and .the third set group are
Rs0ci ar ed whEHS xePuiaBt: nelipidt BcaisbR BRgune Sacrish uERE wnar oi h ¢ he
first user is to use a second login ID to access an asset in a second asset
group, wher effyNGtiga. sidteonventigels tghsupndersivsas Retdmitgd by the sRREE cust oner
organi zation different than the |ogical custoner organi zation associ ated
with the firsembdimehisdesasibed hpreinpbut only by scbpe of tiee appérndedélathai m 11,
wherein the assets include physical and |ogical assets associated with one
or nore data centers of the one or nore geographically distinct co-location
facilities, and wherein the user interface is presented to a first user
based on the first user logging into the portal of the service provider
using a browser installed in a client conputer system connected to a
network in a client-server environnent. 19. A conputer-readable
medi a that stores instructions, which when executed by a nmachi ne, cause the
machi ne to perform operations conprising:
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applying a perm ssions nodel to enable at | east one user froma custoner to
be designated as an adm ni strator having authority to grant or restrict
per m ssi ON® 2b/Eeess assets in one or nore geographi calPCy/useemiopar1
co-location facilities, the perm ssions applied to other users of the sane
custoner, wherein the admnistrator is responsible for managi ng the assets
at an asset |level and authorized to adm nister over a single asset group,
all of the asset groups, or sone subsets of all of the asset groups;
applying a | ogical custonmer organization nodel to enabl e grouping of one or
nore agr eerreé’LsSW@ ween the custoner and a service provider, the agreenents
enabling the users of the custoner to access the assets of the service
provi der; appl ying an asset hierarchical nodel to enabl e grouping of
t he assets | Whads afaimedes.asset groups and according to the | ogical
custoner organi zati on nodel; and est abl i shing rel ati onshi ps anong t he
users in theweseraj@roups, the assets in the asset groups, and the
perm ssions granted by the asset adm nistrator to the users. 20. The
conputer readabl e 1@/&1%2&199{ o ndd gﬂ]r?g 2408664 9 doﬂlfoeé{i?ﬁrﬁ t4¥liteg! ated to the
rel ati onshi ps anong t users in € user groups, e assets in the asset
groups, and the perm ssions granted.by the asset adm nistrator to the users
is presentedepxwgwgeﬂgip%SW?%”EC%EBP$¥Hterface associated with a portal of
the service provider, and wherein information related to the assets, the
users and the per @ @\ighselptiongl slakabase eondaipinadniarmation asspciatachwib e
associated with the service provider.

assets of a service provider, wherein the assets are associated with one or

more geographically distinct co-location facilities,

wherein a permissions model is configured to enable at least one
user from a customer to be designated as having authority to grant
permissions to access the assets, the permissions granted to other users
of the same customer,

wherein an asset hierarchical model is configured to enable
grouping of the assets in one or more asset groups, and a user group
model is configured to enable grouping of the users of the customer in one
or more user groups and according to the geographically distinct co-
location facilities, the user groups and the asset groups managed
independently of one another, and

wherein many-to-many relationships are established among the
users in the user groups, the assets in the asset groups, and the

permissions granted to the users to use the assets.
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2. The system of claim 1, wherein the assets are provided by a
service provider, and wherein the service provider is associated with the
customer based on one or more agreements to enable the customer to

access the assets.

3. The system of claim 1, wherein the at least one user from the
customer to be designated as having the authority to grant permissions to
the assets is an administrator responsible for managing the assets at an
asset level, and wherein that designated user is authorized to administer
over one of (1) a single asset group, (2) all of the asset groups, and (3)

some subsets of all of the asset groups.

4. The system of claim 1, wherein the one or more asset groups
are associated with one or more co-location facilities, and wherein
permissions granted to an asset at a first level of the hierarchy model
includes permissions granted to other assets at levels lower than the first

level in the hierarchy model.

5. The system of claim 4, wherein the other assets at the levels

lower than the first level in the hierarchy model is limitable to less than a

total number of assets included in the levels lower than the first level.
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6. The system of claim 2, wherein the agreements are grouped into
one or more agreement groups, wherein each agreement group is
associated with a logical customer organization, and wherein each logical
customer organization is associated with at least one asset group and at
least one user group.

7. The system of claim 6, wherein a first user is a member of at
least one user group, and wherein an asset is a member of at least one

asset group.

8. The system of claim 2, wherein the assets include logical and
physical assets, and wherein a user interface is configured to display
information related to logical assets granted to a first user according to
permissions granted to the first user, the user interface associated with a

portal of the service provider.

9. The system of claim 8, wherein the user interface is presented to
the first user based on the first user logging into the portal of the service
provider using a browser installed in a client computer system connected

to a network in a client-server environment.

10. The system of claim 1, wherein the assets are associated with

one or more data centers of the one or more geographically distinct co-
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location facilities, and wherein the designated user is further authorized to

revoke permissions to access the assets.

11. A method for managing assets in a co-location facilities
environment, the method comprising:

applying a permissions model to enable at least one user from a
customer to be designated as an asset administrator having authority to
grant or restrict permissions to access assets in one or more
geographically distinct co-location facilities, the permissions applied to
other users of the same customer;

applying a logical customer organization model to enable grouping
of one or more agreements between the customer and a service provider,
the agreements enabling the users of the customer to access the assets of
the service provider;

applying an asset hierarchical model to enable grouping of the
assets in one or more asset groups and according to the logical customer
organization model;

establishing relationships among the users in the user groups, the
assets in the asset groups, and the permissions granted by the asset
administrator to the users; and

presenting information related to the relationships to the users via a

user interface associated with a portal of the service provider.
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12. The method of claim 11, wherein information related to the
assets, the users and the permissions is stored in a central relational
database associated with the service provider, and wherein the
presentation of the information related to the relationships to the users is

based on the users logging on to the portal of the service provider.

13. The method of claim 11, wherein the administrator is
responsible for managing the assets at an asset level and authorized to
administer over a single asset group, all of the asset groups, or some

subsets of all of the asset groups.

14. The method of claim 11, wherein the one or more asset groups
are associated with one or more co-location facilities, and wherein
permissions granted to an asset at a first level of the hierarchy model
includes permissions granted to other assets at levels lower than the first

level in the hierarchy model.

15. The method of claim 14, wherein the other assets at the levels

lower than the first level in the hierarchy model is limitable to less than a

total number of assets included in the levels lower than the first level.

16. The method of claim 11, wherein a first user is a member of at

least one user group, and wherein an asset is a member of at least one
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asset group, wherein the agreements are grouped into one or more
agreement groups, wherein each agreement group is associated with a
logical customer organization, and wherein each logical customer
organization is associated with at least one asset group and at least one

user group.

17. The method of claim 16, wherein the first user is to use a first
login identification (ID) to access a first asset and a second asset in a first
asset group and a third asset in a third asset group, wherein the first asset
group and the third asset group are associated with a similar logical
customer organization, and wherein the first user is to use a second login
ID to access an asset in a second asset group, wherein the second asset
group is associated with a logical customer organization different than the
logical customer organization associated with the first and third asset

groups.

18. The method of claim 11, wherein the assets include physical
and logical assets associated with one or more data centers of the one or
more geographically distinct co-location facilities, and wherein the user
interface is presented to a first user based on the first user logging into the
portal of the service provider using a browser installed in a client computer

system connected to a network in a client-server environment.
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19. A computer-readable media that stores instructions, which
when executed by a machine, cause the machine to perform operations
comprising:

applying a permissions model to enable at least one user from a
customer to be designated as an administrator having authority to grant or
restrict permissions to access assets in one or more geographically
distinct co-location facilities, the permissions applied to other users of the
same customer, wherein the administrator is responsible for managing the
assets at an asset level and authorized to administer over a single asset
group, all of the asset groups, or some subsets of all of the asset groups;

applying a logical customer organization model to enable grouping
of one or more agreements between the customer and a service provider,
the agreements enabling the users of the customer to access the assets of
the service provider;

applying an asset hierarchical model to enable grouping of the
assets in one or more asset groups and according to the logical customer
organization model; and

establishing relationships among the users in the user groups, the
assets in the asset groups, and the permissions granted by the asset

administrator to the users.

20. The computer readable medium of claim 19, wherein

information related to the relationships among the users in the user

59



WO 2011/072271 PCT/US2010/059971

groups, the assets in the asset groups, and the permissions granted by the
asset administrator to the users is presented to the users via a user
interface associated with a portal of the service provider, and wherein
information related to the assets, the users and the permissions is stored

in a central relational database associated with the service provider.
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