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(57) Abstract: Provided in the embodiments of the present description are a hypercall method and apparatus for a kernel-mode program
of an enhanced Berkeley packet filter. The method is applied to a virtual machine monitor, and comprises: in response to a virtualization
page fault triggered by a kernel-mode program, acquiring a memory address where the virtualization page fault is triggered; determining
whether the memory address of the virtualization page fault is consistent with a memory address corresponding to a page fault key
in a mapping table, wherein the mapping table records a mapping relationship between key values, the page fault key is a key jointly
determined by the kernel-mode program and a virtual machine monitor from the mapping table, and each key in the mapping table
uniquely corresponds to one memory address; if the memory address of the virtualization page fault is consistent with the memory
address corresponding to the page fault key, reading, from the mapping table, a page fault value mapped by the page fault key, wherein
the page fault value comprises a function type of a hypercall written by the kernel-mode program before the virtualization page fault is



WO 2023/174128 A1 {/IMAID 000008000 O

SG, SK, SL, ST, SV, SY, TH, TJ, TM, TN, TR, TT, TZ,
UA, UG, US, UZ, VC, VN, WS, ZA, ZM, ZW.

84) IBEE FrH AW, ZREG—MATRMR X

{#47) : ARIPO (BW, CV, GH, GM, KE, LR, LS, MW,
MZ, NA, RW, SC, SD, SL, ST, SZ, TZ, UG, ZM, ZW), EX
. (AM, AZ, BY, KG, KZ, RU, TJ, TM), BXil (AL, AT,
BE, BG, CH, CY, CZ, DE, DK, EE, ES, FI, FR, GB, GR
HR, HU, IE, IS, IT, LT, LU, LV, MC, ME, MK, MT, NL,
NO, PL, PT, RO, RS, SE, SI, SK, SM, TR), OAPI (BF, BJ,
CF, CG, CI, CM, GA, GN, GQ, GW, KM, ML, MR, NE,
SN, TD, TG).

A E R
— AREEEERRE (EAE21E£OG)).

triggered; and on the basis of the function type indicated by the page fault value, executing the hypercall of the function type.
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