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| NCORPORATI NG %W@‘\\WWESS I NTO DI STRI BUTED CRYPTOGRAPHY The

i nvention rel at el d of electronics and data processing, and
particularly to nmetH®¥8" and apparatus for. distributed crypt 3gApmil003

I ncorporatin ' T W ' ' ogr aphy
deals with C&VMQM@P@EWD ch are ?@?%ﬁ?ﬁgﬁ%mgst parties so
that a plurality of the parti eCH¥PFEOGRAPHY action to performan act. For '
exanpl e, a cryptographic function nay be re-represented as distributed _
pi eces. Wien given an input, the parties holding the pieces have to cone !
up i th a Quofyh oloioh AAHBEIMAS ficld YA BleBSlicd BATARMa bodsliBg Guiar UM activates
its piece over the rnput, resulting in a partial result for each nmenber of
t he quor particuldrly tpandthads and spparatusifor distritvtedecsyptegraphy incomparatipg shared ¢ hat
correctlénre resents a cryptographic function such as decryption,

si gnat ur ,d &ty other function. Mre particularly, the function may be
based, for exanple, on discretcBACH@RQWNDover a prinme field or other

domai n or functions based on hardness of factoring. A.shared crypntographic
function provRigeibutedcayniographifieals v, CWP%S#‘ﬁSWﬁ?WMS{‘?@@ In
distri b“&:ﬁ&‘n&{s{ a[%ﬁ?ﬁes%s et Q-Szﬁuyﬁt}yw&w@é hEVe/ UG sHabh €o petfistin ANt Edie

| cal

service op lon 1s ty alTy presented as a sjngle coherent elenent
whi ch i sexseplayedrypeagraphid fanction may berearepresated asidistibwiad precesy Whstsi ti ve
function.. - The sepvice. has,.de i £ Qr, fty agai nst
I nsi der S@g{ﬁh“ﬁ’g}’%@%’%ﬁﬁﬁ,ﬁgldﬁ@gﬁgk’ {cgésgtég?tzo;%% lw%t?‘gsc{u%{é‘ilﬁg?f” buti on.
Shar ed cthepbelodspgidi each tenibenofths guromtactivates isgpiegsiover therinpweresuliiegiings

certificatiaq aut hori and. esScro Reaui, r .e-Qf -the-art
t echnol oﬁ?a‘ff-‘?rl\dﬁsé’gt tg’i Wfﬁ\éﬁmq’eé8&@@9’%%&&%‘%%0%&*%@%@% han those

 present fiial gesuR tiaPBorfeay SEfeseRid@sRyptograptiic finetion hucheasfdecxyption,nt egr at i on of

various technol ogi cal conponents, thus.i troqﬁ%‘é}% noée‘aa%ocggl | cat ed

wor kf | owsigeAte, 58 PihsT funglien Mateaartsis-ti e, 38%% heStG e nore

conpl i caggthHid1aR disBRid eitithmioveh pliine TRl grotRiRdonRih srefetions based ohhan 'j ust
careful —access-control "nechani sns. |In high-end secure systens which are
not i sol bardegss offagtodBginot rely solely on software nodul es, operating

systems, and RRysifalpRpfiphiciinctRRPEAdRY @rasewhick@Rs baltn distributed
trust. In distributed trust services using shared cryptographic functions, the service
. operation is typically pi-escnted' as a single coherent element which is managed ceﬁlrally
to achieve a uniquely identified sensitive function. - The service has decentralized control

for security against insiders and for geographic and/or organizational trust distribution.

- Shared cryptographic functions support cryptographic services such as certification

{ authority and key escrow. Requiremehts of state-of-the-art technology impose stronger
security and operational coﬁstx*aints than those present in existing systems. These
constraints have forced integration of various technological components, thus introducing
more complicated workflow relationships. These workflow relationships tend to be more
complicated than inpuf-output relationships and may require more than just careful
access-control mechanisms.
| In high-end secure systems which are not isolated, one cannot rely solely on

._soﬁm modules, operating systems, and physical security. Secure hardware tokens are
6ften included in high-end secure systems to enhance security protection. Alternatively,

" cryptographic modules, e.g., co-processors, may be added as well as other cry_ptographic

' facilities, e.g., hardware or software. Hardware tokens are hosted under the software of
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often included in high-end secure systens to enhance security protection.
Alternatively, cryptographic nodules, e.g., co-processors, my be added as
wel | as other cryptographic facilities, e.g., hardwareor software.

Har dwar e tokens are hosted under the software of 1 ~I|~~~~30-Aprit20031 1

Frere et et ~~I~ ~Il~ *000002* 30 April 2003 the general purpose
.conput i ng thugeaemﬂ'huppsdwmmgmnst'ﬁhmhndwwﬂbmt comiinuificateagith ot her
directly. Th rdwar ﬁﬁ FS are tg ﬁ?}t «protected" system conponents,
and thus t & ‘irdFF ehurwatetoksnsare the chgstyuptsried s§3ésﬁ‘€ﬂﬁ°mll’@ﬂe@§%ure

"end-t o- endndm@merm&gtu%kteﬁféfenmm B Plecude st%%dwagsﬁg digul d

provide security themselves. Iclt secUrity seems fo reqU|re an
explicit "besutitysatdhechighest heyet, hhe haldwmedtems should providessetnaritgi ibergselvak ens .

Such expli shake, " however., overjhurgden e, wor kf] ow by addin
i nter aclto i oﬁgéh ?’ﬁﬁﬂg& CURILY PESTRtR FeAUile g eéﬂg%‘t qb‘“ﬁﬁ ec GO e?%ﬂgqf!eéﬁal ?t y
by requiri ng, thethdalwaititdkenda8iich explibie MandahhI? Réwdvas, dvbmlﬁ&‘éﬁs%mu“ ng

envi ronnent at the hardware tokens. The fol | owi ng references provide
addi t i onal Weedleyr buaddieg uttmctmmemlu@n parformanee, andaddptorthe ezhuiredei n by
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[R] T. Rabin, Atgforrpl |pfied approacchﬁet?o %%Jsﬁglj% %%%r’gg%%'ve RSA,

Proceedi ngs of Crypto 98, Spriner-VeSBUMMARIOS8, pp. 89-104. [Y94] B. Yee,

Comput o Se enc EhBERRfientioh ShyelobE Sptogiaphia s hegeams osbigygersevenpe esent
i nventi on stewdtyapstems ypiphg/impitiatedRADMMSTBethv@bn fHe {t:d_@iag«;,gf@gcﬁs, curity
atl n

systenms enpl oyi ng shared randomess between the ope parti es. “Usi ng
shared ra daddomness sndiingerparating randotwrssioty 4 distibatedi csyptoprabhid

crypt ogr apfHetatioRREHAL bRd 1Ak, -1 0-¢ ity by non-comrunicati.ng
har dwar e (E};cye onents W tﬂltﬁl:ﬁc%%uﬁlgg - Igorll1 d&g%%ﬁ’&ga%aé#rﬂgﬁgmnﬁgﬁ JoHiess
may be ac dbg:gighsdmd gedyre systernn §hared eandpind@ssanily be ¥R¥mplihedby shatifg 4’ € -
hardware t ns s%ed b}/ potentl’ﬁl I Megsg secure software and/or general
‘pur pose cSRARIPFRELGKFY Storedin, secyse hargiwgrestokensihosted by potanyisiiy desasegure (. g. |
di st ri but edftRers didiigege b6R)G Qe that Q‘%ﬁg ﬁfkg':-.'lﬁltw ?ﬁtﬁRj“i nt o
the conputation_of tgﬁe_rgl;‘?ﬁal cro(zanyglﬁ?é I n ’%‘Pst ri g.t ed cr yp%‘&gi‘) DIRAY
system THEE: istrbuted RBAsigning service). Sthershantd mualomriest is integrapeat intedher esul t s
achi eves .pa06 e hokens. nel when the operation is
successf ul, H% atiod Igtﬁjl:g | (_:orrpg%@et%zlﬂlvﬁ1 f"ﬁ@’%‘iﬁﬁ"&%@?ﬁ‘&f SXSEFQL e idtegration of

the shared randomness into the partial results achieves a hand-shake amongst the tokens.

Namely, when the operation is successful, a result is computed with assurance that the

right parties have participated in the computation. This assures binding of the operatihg

parties, and overall the added shared randomness is added security to the system. 'Work

load is balanced between the token and its host.

In a preferred embodiment of the invention a method of distributed use of

cryptographic keys between a plurality of distributed electronic devices is developed in

which the distributed electronic devices are capable of communication with a central

server to develop a cryptographic output using shared random values. The method

comprises the steps of: (a) computing shared values over a known and agreed context;

(b) generating random values using the shared values; (c) generating a partial result for

each device using the random values; and (d) computing an output based on the partial

result. | | |




right parties have participated in the conputation. This assures binding of
the operating parties, and overall the added shared. randomess i s added
security to the system Wrk Iload is balanced between the token and its
host. In a preferred enbodi nent of the invention a nethsﬂdgf.%bbéributed
use of cryptographic keys between a plurality of distri @H ctronic
devices is developed in which the distributed el ectronic devices are
capabl e of comunication with a central server to devel op a cryptographic
out put using shared random val ues. The nethod conprises the steps of (a)
conputi ng simaedordangeswithea firskrappectind thgr reentionf ¢hdre i progesedrat i ng
random val ues using the shared val ues; (c) generating a partial result for

each dgwl i ; r : ti UH; ed on
Che paelRf 6P diiblitr eRARGHUBhRSBaNMalh LSREPH. bifaRy ST bR RGSCC OF,

t he i“8@8&59.%@&%%%‘?3%%M{aﬂfd;?dgﬁln risiﬂgt hod of distributed cryptographic

conput at’ron ‘'using a’prurali I'SUPibuted electronic devices, said

met hod conpyising: (@) ¢ uting shared val ues over a known and agreed

Cont ext . ecka)” Stapdfia, SPEEGRMES. Quah 3 JnOREn AHdnBGreSds CanfEnb: AR - subset
of the plurality of distributed electronic devices; (b) at each of a

pl ur al sharedfvaluge baing: knawn &y eadcmeasnber akgidistinct guhsetef thg pluralinedbm val ue
usi ng said shared values; (c) at each of a plurality of the distributed

el ect rdistributiel eleetronigedeieés;ng a partial result for the distributed
cryptographi c conputation using at |east one of said.random val ues; and

(d) conputimy at herbf basiutdlity of tﬁ@@iﬂ&i&ﬁéb%@ﬁbrﬁéWs{ipah@ram@wt ation

using partial results. I'n accordance with a first aspect of the invention,

t here ?a%deﬁpﬁélgg%sﬂ}?egﬁﬁr%%rgé vgiu%ts“ but ed cryptographi c conmputation using
p Sha '

a cryptographic va red anong’a plurality of distributed electronic
por for m  nalcd 8% PRTLELE BPANGGT Hh M TeBR AiPeRr VB2, RpERRG Zhar cd
val uespe?r\t/iglr réasulftn%vrmthgngist?l ru?gc? c(;;/)p%gz(a}ﬁhig %%?nr}/uayatlijoen using at least one of
said random values; and
(d) computing a final result for the distributed cryptographic computation
using patrtial results. |
In accordance with a first aspect of the invention, there is provided a
method of distributed cryptographic computation using a cryptographic value
shared among a plurality of distributed electronic devices, said method comprising:
(a) selecting a subgroup of devices to perform the distributed cryptographic
communication
(b) computing shared values over a known and agreed context, each value

being shared among a distinct subset of the subgroup of distributed electronic

devices;
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bei ng shared anong a distinct subset of the subgroup of distributed

el ectronic devices; 4a 30 April 2003 (c) at each distributed electronic
devi ce of the subgroup, generating a random val ue using said shared

val ues; (d) at each device of the subgroup of the distributed electronic
devices, generating a partial result for the cryptogra%ﬂfﬁ"&gﬂﬁﬁtation
using a share of the cryptographic value and at |east one of said random
val ues; and (e) conputing a final result for the distributed cryptographic
conputation wusing partial results. Brief Description of the Draw ngs The

present inva%%tg% '&Inétrtbﬁtels’cgéa@cg%ﬁﬁ;Mi@%wmd@r@ﬁﬁ,%é@ﬁﬁ g attached

drawi ngs in rawm ng 1l lustrating horizontal separation
of distriputed crypotograhi i.ce architecture. 4b 30 April 2003 BRIEF -
DESCRI @ﬂ‘%ﬂ‘ plup E‘%’ER%%&%%%%%ISNEI\WS To achi eve trust anong hardware
conponents, an explicit "end-to-end" hardware-{o-hardware i.nteraction, not
relying on (fbn-3i5ashafevies o'ﬁi@n? IrRED ge"\ﬁ%ug'é&%qtﬁé}@i%@c SRYICRSt ual
reliance may help in distributed systems to provide nutual verifications

t hat i generating sy padial reswdhfartthe civptiogeanhic computationedsing: § share gtifle  when
the hardware conponents are not directly connected, such handshakes cannot
~be per tgptagtaphicheid 3nd Af léagtloneidf saittifanelom valuesj amd i on of hardware units
which conplies with the vertical and horizontal separations of the

ar chi tectur t&}gm UBnd Y fihGF PeUAEfTOMRUaIStHbUS dMRStgFaphie confpltatort

i ndi rect haﬁe(}-s aEe" g\ﬁ‘/i a servers and the software unlgt spthat connect them
IS pOSS|. i ew primtive. Operation using the new primtive wll
assureaglﬁbglr?ﬁéelg’g?&lée?nd-to-end" trust while nmaintaining the vertical

(l ayers. New secure algorithnms and protocols achieve nutual nulti-party
trust at the managenent |evel. End- to-end security using the new primtive

does not require the secure_hardware token and
Brief Description of the Drawings

The present invention will be described below with reference to the
attached drawings in which:

Fig 1. Is a drawing illustrating horizontal separation of distributed

crypotograhic service architecture.
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can provide end-to-end security at the divisional units. In general a

hi gh-end security systemmy be built with increased conputationa

requi renents. Hardware and software units nay be added with relatively
mar gi nal added cost. The use of hardware is not so obvi ous30pni 2008re are
ef ficiency concerns because .secure hardware is typically slow Le.

har dvar e tokens ar BROE® PSCRIPTIGN GPTHIE BREFERREPEMBRTINIENsdeV ce by

the time they are certrfied. In addition, not a Tar €& devi ces have
accel erator chips toTp@phmwrtrgsIfa&mqngdmd\yarb amgpoxtenmpan etplicit “edd4Beld’t RSA

‘accelerato re,not .preval ent t Secur be reduced by

| oweri ng theﬁ sectﬁqfatrgl |"§ g?n’ Ié’t éé’?rﬁ’@n‘ Q:%P&Rfé‘?st E‘aR A
reduced seasedi ﬂ%nﬂﬂfaﬁ@?iﬁ mufaal wteﬁ@eeﬂ%%has ub&i%ﬁ«lb‘é?ed%%&@ﬁﬁ%

have the state-qf-the-art equi pnent erefore, theré is a |ch

to bal anceVaHatpnsthat iseeasq Sb’ﬁtﬁm iritegsiy faypitabilie, andsecmadéAoBGSf}eMMnhe

har dwar e .pgi; ftvvare f the
conput at i oﬁap&g@vc:agnej% ?gﬁa% ﬁﬁ?&)%g% dél?%&(?}, glltlga:tdg@a(kefg Eﬂeg rned
general , f dnrecﬂyglmzn ienpdicitdndiréct ycnﬁdﬂliohldfhadd“&fﬂmﬁtsaﬁmaﬂccﬁﬂﬂh’és%ﬂ?ﬂ{eo| erat ed
(since the bud | .ows for additjonal_ conputational devices to be

added) . ThYeé'"%f’g ‘tﬁ%’ﬂ%ﬂm@éﬁ%‘f‘%?rtscﬂf the,arghidechise thag is nat resgpres ¢onsuming icost |y
secure harghesasge token | ayer. The nethodol ogy discl osed herein bal ances
conput ati onal efficiency concerns. Shared randommess is achi eved between

two or nore entAni‘@spligjt isdedtignd-shakeivimsekeys amicthe spfryireqinits g€ vetgieandom
function el i seu&l?random nunber. g berator t.o enerate a value that is
0

common anong thEORIYY PLRE 2 DR RIER PSFLIOP H3ing %"UWAB‘P’PF tiveopl asperg s
‘pseudor andsiph-ieverteénds-end uRSWRIO mARASIRIN Flﬂi@%mwmfyfe?é Neéw P’ ocedur es

and notions which are known to those skilled in the art. By way of

exanpl e, sHegTEhms and, praterolsachisvegawuakmultispasty trustat themanygmn@t:bqylel cEnd-

cal cul ati ener at.or duces two

~large rangg%tng?éérargg Dﬁngﬁﬁﬁg&#&%?ﬁﬁgpggﬁgé@g it ard 60‘8 t he
Eul er toi tcanprdvidecerideto- éﬁ(drs)ecltrayatihe(dlﬂtsﬂohé.hﬁﬁts determ ne the secret key,

t he generator c¢hooses m nupber d such that d(d, J(n)) = 1. The

public key is ARgREFm! aglalgﬁ ﬁat?“&&yswﬂemh‘ﬁ a])‘wq'i"n‘@c‘l%%’d\ﬁ@ F’?é‘PE?l

di rect i on reqfireRBAts( ﬂi@dwh&zﬂﬂ%ﬁ%k@ﬂm@m Bhaddel i retiVBESASS I ad®dS =
nd(mod n), whereas the public (easy) di rectlon (used in encryption and

verifi cat 8 e use,Abhasdwire; is nptsg ofpvigs Yipen thpreane eficienay cemcerns because

secure hardware is typically slow. Le., hardware tokens are often times an “old

generation” computing device by the time they are certified. In addition, not all hardware
devices have accelerator chips to perform sufficiently large computatibn (2048 bit RSA
accelerator chips are not prevalent today). Security may be reduced by lowering the
security parameter, e.g., using a small combosite RSA. A reduced security parameter is
unacceptable because adversaries generalty have the state-of-the-art equipment.
Therefore, there is a need in which to balance security protection with performance. A
trade-off between hardware performing some of the computing and the software unit of

' the computational device (e.g., a PC) performing the rest is needed. In general, for high-
end security, additional computation should be tolerated (since the budget allows for _
_additional computational devices to be added). This additional computation should not be
performed at the costly secure hardware token layer. The methodelogy disclosed herein
balances computational efficiency concerns. )

Shared randomness is achieved between two or more entities by sharing a

common key and applying a pseudorandom function ot a pseudorandom number

generator to generate a value that is common among the entities. Methods for sharing
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The RSA function is a building block for many,secure systens where the
adversary is allowed to initially access the systemand get results based
on various restrictions on the input, i.e., chosen plaintext encryption,
random pl ai ntext to be signed, etc. Two types of separationgg@prioegem
el ements are distinguished: Horizontal and Vertical. Horizontal nodul es
di vi de t he keysimisewdorandeni funotighisyarsd sueadorifiddns nivhbér £eRBREGH Gre ﬂr&éédﬁfes id -
domai ns. " The. domai ns e deriyed fromthe organizational structure, i ch
can be def'foﬁlé’ﬂs %cgti‘éﬁ;n‘%%’@ E‘%%ﬁ&ﬁ#ﬂ@,‘i ip ghe ark By way of gxamply, sheedur i ty.
policy, et GanddthfesSine 'gﬂgg . | | ayer. that_enforces
organi zati onal pol |%:1ym(6?§{?g¥%e§ﬁ Ilat f%%?ﬁ%ﬁlgncgyc%ha&é‘g%%%q ?“gAw thin
exi sting nmiﬂgéglsnfrhﬂm& keygendmtor praduces 6p@REFY @ndbiipiiends} afd phishgct ure
K

into | ayers_of technol o%%/ boundaries: network interfaces, networ

firewal | s angPHes SLLPRYIt 5Pt giand theBalentoitenf fugetioand(n) = dppt 1)pd+ bn To

sof t war e, n_ exanpl e of trusted device). O her '
‘conponent s Qfsa%gﬁﬁggxﬁf%&n ?gf’gg? %%?ﬁr%g'f %ﬁ g%fa BpETa T dﬁﬂ%&ééﬂ"d%&ﬁm)t Y,
and auxi | i &l Hredpubdioikel 3¢ # abd & BuchBAEI B =9 OG89l A - | . secure
synchroni zat i on, and rezovery may be added. gﬁﬁjr)t %g:?%gl SV%{S i‘l@gdfrﬁcqq{b

. context of °fReéAuskindeeplien onsignateremfta messagean) isa), Ho (o), athek &5l -
Conbi ni ng })Dﬁ’ﬁ éﬁg%&ionaéﬁd%i\slert i cal. components _into_ a worki ng’nﬁ( .
“architecture 1nvelves 1Mo BasEnFaPighs Judserification efsignaturedis (Sai(nodwl ngs.

Separ at i onshitihmeniens Aor i zontal |y into divisional (organizational) nodul es
and vertically igt gﬁco onents in a divisional nodule. Bindings assure
- smoot h col | abor atf Fépmisarwildingdble¢kfos magy sedire Sesteips ivheRGBE onl v,
‘bot h hori zadepdalyisaNlGwk@ td inseilvY: ' n%i n t hod. di scl.osed m nimzes
security exposure aﬁg_ macf nt al h’sacf%%%?%yé a %eftr?ﬁﬂ‘gsbf’%?ﬂt%‘fa&ﬁﬁ%‘c

servi ce. Frestrictiohssorsthe éngatypiee, chbsdnhyslainesit ey Rion)Reidbfy ﬁaiﬂ?éﬁf%&é/\%{gﬁéd .
cryptograpfic service requester 104 is one or nore entities I chI'ssues
requests to the centralized nanagenent (defined by, for exanple, the
or gani zat i onal Bwb iedof hepddtiofof &stenf AR AP YdE Sror I Tegyest s
first sentVt 0, the server 108. Thi sgiseequestﬂ%eﬁgg?gmlsﬁg?%%%eg?e@%ﬁoﬂé’lﬁga
i ssui ng thee’BF‘éfani zation's signature on a specified nessage or decryption
(r)rfan\-l\,: L_e'; ﬁg?ed 2o e modhfes i RHE e a?&ﬁ{eréﬁjtre 170 diSiof: tu?fté( wi eségéréte

“trust domains.” The domains are derived from the organizational structure, which can

be defined by business structure, contracts, geography, security policy, etc.-

This structure defines the upper level layer that enforces organizational policy (trust
relati_onships)‘and preferably fits within existing management workflow.
Vertical components divide the architecture into layers of technology boundaries:
( network interfaces, network firewalls and access control gates, operating systems,
application software, and hardware tokens (as an example of trusted device). Other
cémponents such as humans (authorization of operators), physical security, and auxiliary
and administration systems such as logging, tracing, secure synchronization, and recovery
may be added. A ﬁlrther discussion in the context of the Q software key management
system can be found at [RFLW].
Combining the horizontal and vertical components into a working architecture
involves two basic design aspects -- separations and bindings. Separations divide -
horizontally into divisional (organizational) modules and vertically into components in a

divisional module. Bindings assure smooth collaboration among authorized elements



m ddl e), the crypt ographi c service requests are authenticated, usually with
the requester’'s signature or otherw se. This is anal ogous to an upwards
request in a mandatory integrity policy nodel. The server 108 forwards;
over an authenticated channel 112, the request to the di vi3diAphp0dhits 110
-and may al so first- negotiate whi ch divisional units will participate in
per f or m ngonly|dbot kerizegtallyitind veeticallge Tha bidinggethuddisalosdd thinimi@s sécu@pagi ng
| oad balancing at_the divisional unit level). After verifying the validity
of the crmmmemwmwt%ememtm%m%en speci fi ed
security policypd g M;{ahp@@%t Jr&o&épmodm@fsfw&ml@wwaﬁegh@mcbased on
the information in the cryptographi c service request and I vate

i nf or mat i eerviddwequaésterdi0disbneiod erelclﬁnbhwmohossneer rqhdses touth@cdntaligsd an

aut henti cated chann the S ver 108. aII the necessary '

di vi si onalm%H?SF’Qentr(gg%'éﬁlﬁ'é’y’ Plecxat} ‘?L@‘@atl‘? kisgdor he request ed
cryptogragﬂ}g h HVES han to the
requester 1 4?%?%%3%?% S!;haf.:l x%&?‘egt%] or, ef‘%&?é%érﬁb‘?g 0|§S msgg%ﬁﬁggw

decr ypt i orinstanogj wbeeﬁncrsypmgdh@qmemzah@ 5 signagteam aspecified Timssabewor s i onal
units 110 have.a bpilt-in redundan when the punber of  divisional _units
equi red (BERBTR PhivrkizbBed SPEROR, Thpreet Sehah VRS pURekF (bR tBrthe-

di vi si onalrmume§ She c%fmaﬁﬁvﬁ:&)‘ uR8ts ARNutheBitate € AusiARURTA BleSrefRbtdr s
added to the systemif high availability is required. Various naintenance
pr ocedur esigraureer ethepyise dThisieanaegops than vn‘eardygqqeﬁqt ina gandatoryeintageity i me

h I t
SN on. ibphoae THE JRVAABE Bl hoe) & WAELSEBlnSUOAT) BBl
tal gorith mtlmadhlv;sxc(mt usienE O mdahapﬁlsd ﬁttrnegoﬁawwhmhrdmmhﬂanﬁts [“Bﬂﬂardiﬁ%te
DF91, DDFY, F .GIKRS FGIW Gw2].. or i zatlon centralized
management“} the czypt QS‘F’E’Q € @ﬁ?‘ﬂ“% 5@%’%’&’% Of anaging jopd; ng
public kexsataﬁ’&ngxmeqtoi%agmﬁme@e Diagiet Verfryffy the YhIRdi 'M@&gﬁtﬁ?ﬁa&»ﬁwt lon

-sharing systemis to distribute the RSA SI n|n capability t any i
or nore us¢nvice rwsmdtgnMWm@edrsamunpohm&w divigional unitsddfe that is

fiabl 1.d I
cannot i eyt £o Bl bRELERE ootk A0 Sholograbhlt, K532 i

shari ng [ pritate Sifprmatidn. i The dhwslmahmmlt.«el 10 then $orgaiduhe opputidbvezranny be’

ted as, | th | to th 1-.di-gi t al
et hods,  Exbenliahatnd 1o threetyss TopnOBhRERl Be pismesicy famsicrdmath o
approval - gdspoid, dieSsetvt@u0d i9hbleRo bsmbre@aﬁe%@m&tea CryPrdgRiptad serfiek] ThES -the

Transparency serves three purposes: (1) external parties prefer not be
server 108 will grant the result to the requester 104, either in plain form or, if security is

required, e.g., a decryption service, encrypted under the requester’s key.

The divisional units 110 have a built-in redundancy when the number of divisional
units required to perform the service is smaller than the total number of divisional units.
Servers and cryptographic .service-requesters may be added to the system if high
availability is required. Various maintenance procedures may be executed internally in |
the system, e.g., a secure time synchromzatlon |

- The horizontal units in the present example jointly perform RSA s1gnmg Such
distributed signing has been shown possible algorithmically (at some level of distribution
or another) [B88, F89, DF91, DDFY, FGY, GJKR, FGMY, FGMY2]. An organization
(centralized management), which is externally one entity, possesses an RSA signing
public key, PK. The cryptographic objective of a distributed RSA function shan'ng
system is to distribute the RSA signing capability so that any i or more units
corresponding to divisional units can sign a message t_hat is verifiable by PK, yet an

'adversary, with at most ¢ — 1 divisional units, cannot sign. This is the same protection as
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encunbered by and, generally cannot enforce, the signing party's policy and
practices; (2) transparency ensures that external entities maintain
conpatibility independent of the internal structure and changes in

internal structure; and (3) since external entities do not.3gkagw2pb® or how
many i ndividuals "approved,” i.e., participated in, the signing of the
nessage, i it @kf@kh@ingJBiZSH]l Bt if A6k efaﬁ%l@, tH@#iEﬁiﬂF% eratioh intdy beSrep&lidd as
important for certain organizations. e Basic IBM security nodules and

tﬂe' RSAl oEiqnigfaiSélsﬁl@mi&sdi gA@,lggcmt% Q@I@P-Cﬁsi%m;hﬁdstﬂlplseclugﬁmﬁﬁcm&?l
Revs. hol o Dl bsfidatih SRR bibro Vil ot SRR GhEn b Babspal i BRVERAF, 1

the devi ceentitfesC Trdnkpaéncytsatvep tig8ephrpsses! €IY extarhal ispréfePhétiyen of trust

anong renote conponents that are hidden inside different vertical .
conponent s SafyEbgEsdiytand; ganerallytcapnefi enéqres. yhe signing pary s prticy and Reagticesr Q)i de

sone additj ' " . | i psfance in
banki ng and nreRgr Retc M odimd chificthdifn ol ARbUET udchBlaenfS AG 7
mechani snsintemashractoe adchanges ip irémal stmoturd; fanth §3 )hindecextakiainehtities dohothave
their own protected, 1/0 between, usgr and hardware token, and npst do not,

t hey pannogno‘b?” QEPO%WS‘P\AE‘Q’W& PRRFOXSfSt Efn mc’lgﬁﬁﬁﬁi}e’é&mﬁh@ttacks
i n which " jdets@gd linternhloiBaitidal dr7Redecy b, SHRM b VEH o hﬂ)‘?ﬁé&ﬁn
They, however, can protect the long- termprivate keys. Through the use of
audi ti ng, enganigationsgThe Basic IBM securiyrmodules anditbe\RSdeCentificate, IspuingpSystam

security [ K et.c.. an attacker. saf t war e syst that is well |
mai nt ai ned@§§§%%§$gh§}l?@e gg%@%??qt{ogpﬁy% a?gg)fs \_A&Jﬁo Péelgg%bﬁtc%t‘égr?wgone
(scenar i 0s. utio| ThethysicalikegOholdredddtiagic keys ahdother infdiHitionahd Pase e Miegltpr €d
keys into the conputation nodifies the original conputation by further

randoni zi nigtq the dexice. ; Incoptiastathe REesenty steny eploys dissibutien of Hustamang: at i on,

bi ndi ngs : £ ' 0, on is
nsour od i Fiout PPl Ut aRIRARAGAL dRRRARERIS) bAoA D", (2

f or encr ypntemast expligittynent i cati on, but here they are used as _
conput ation-nodifierns.,Sin t hey are shar the nodification at sone

| ocation can b(ejéec‘ér&?&[ijnwaéﬁ%ﬁ?ﬂls 8%/0 #&%ﬂ%&# %rﬁteﬁ?‘o{’i g“é?ﬁrﬁh‘f’ﬁ?ﬁ ons done
at that otprssticto(fed instance-inanRidig AR inkiliOP dpplidati6hi) HectHa SrSusST b fure

Di stributed RSA I ncorporating Shared, Randommess A first enbodi nent.of the
present i 3¢, FReFhanimsoto SrFeFwity Preteesipne dEbardwgre tokens do not have

their own protected I/O between user and hardware token, and most do not, they cannot

protect against operating system and application layer attacks in which “illegal”

~ (unauthorized) inputs are submitted to the device. They, however, can protect the long-
term private keys. Through the use of auditing, monitoring, virus detection, intrusion
detect_ion, proactive security [OY, HIJKY], etc., an attacker on software system thaf is
well maintained may have only a short-term affect, which is acceptable in some
séenarids. _ |

Folding or incorporating the shared randomness based on shared keys into the

computation modifies the original computation by further randomizing it. By

| incorporating shared randomnessl into the corhputation, bindings are created. The
presence of components in the computation is assured without further checking. Shared
random keys are typically used for encryption or authentication, but here they are used as
computation-modifiers. Since they are shared, the modification at soxﬁe location can be -

accounted for at another location or via computations done at that other location.



a hardwar e- based secure distributed RSA system Secure distributed RSA is
optim zed by using shared random key conputation and achi eves security in
operati-on as long as no quorumof the divisional units is conprom sed. The
el enents signed by the software are allowed to grow rel ati\39 Apil 2008 si ze of
t he public key block (1 is the nunber. of units, L =1!, t-out-of | are

needed to prodygfdwa®lRRel Seire Diftriblied aml:%rgbﬁhﬁgsh&ea Rah8ohfess

di stinction between. arawar € an SO tV\_/are._ 1€ protocols escri bed are
useful when harAlfisstemboldiment of therpesentiovensionancodparaiedshamsl randorness imhoe.
Let PRFk() den : dor and | on_. 1 ndexed he K. .. .
Pseudor and o%ﬁ?rgﬁgfcﬁ%%gg g?cgmﬁ g‘éﬁ%ﬁ’g&% 536%3}“-05 °@ %ﬁ%@}ﬁgﬁfﬁ/ Atvatimized o 4
key functigp ﬁsinﬁﬁharb@ rafoth k@aidaggtaﬁm ain@ latldvied Gecudidy in dPRriRdhWB 101 as no

performed for- shared values k.  Cenerate an_RSA function_having a public
key (e, n) qupamyobthe diyigopglyunits is compromisedh dhe clements gignad by thesefanagoare hm
the. deal er . .S, | = 2P+ ; e L). The
deal er choos%&@%%&raggf?wi%g% R?%e pgﬁkcgﬁg lgo%((lm'é%}tﬁf) Flggﬂgn,ltss uch
that A(0) =IAel'st-bit-of Mdre aselleddo piadufch signatpiz) 3hi2th€ekarhple bdlo® theré-is ho- 1

(the polynom.al i.s pver a, subset o he ‘integer nunbers: Z). Entity i
with public di‘%ﬁ%?%gﬁﬁe% “ﬁfe%}df S;D%iwart‘ec W§t°§&§rd§§°"i’ﬁ%m§flﬂ whep(xj) E
Z and the Server reCQﬂaYcRﬁaxEWehEaﬂQioﬁncBrponﬁé&ﬂucpﬂierax 'te@tﬂfcf.t'es (Q

jointly generate a shared secret key for °~ generating shared randomess a
,,t = a p for tle PRa{)pdermtca psapdomndom functibhiisdexed by thegdey fkor red vi a

Dffie-Hellmapn key exchange [L with added authentication) or_sone other
shared ra éﬁﬁw‘)&éﬁg’i‘:ﬁf’ ?Fet?’lé:%‘(‘ﬁrﬁ&.waf eé%&é%?“&éﬁ@’%i keynfungtorsar e
(distribut i,ﬁgﬂ,@ugga;sed on co-pendi ng patent application no. 08/ 842, 080,

filed April "28, 1997, titled Optinmal Resilience, Proactive, Public-Key
Cr ypt ogr afffetup:Sybe foHoariag ppe How setupis perfiornedSoi sharedevalueswhi ch i s her eby

i ncorporated by reference indj ent.i rety. Usi BF97] and co-pendi ng
patent appl i cat’i on e‘ﬁ%“.“%@ﬁ%{%%";%‘,"{'?‘? E@‘é“%?u@% 'Lefég@?; GJECP? _P‘é?fiatgegﬁﬂgt

Ef ficient D strd but qoudisAhKextendRIBuicHdEANalgbiihad) theSddaRE 88 cdiiGRE POT at ed by
reference in its entirety, one can enploy a 9 30 April 2003 di stri but ed

deal er procedure apon he, hard e, devic to oduce. a distributed trust
of P s ms)uc tl= P+V§t-s ! w%ere gs = gcd(e%). e dealer chooses a random

polynomial A(x) = 4o + A+ - - - +A4,.;x"!, such that 4(0) = Ao =L* -k’ and 4;
€n{0,L, - - ,2L7**°r} for 1 < j < £~ 1 (the polynomial is over a subset of the
integer _nﬁmbers: 2). ' '
° Entity i with public interpolation point x; = i receives secret shadow s; =
A(x) e Z and the Server receives public point P.

° Each pair of entities (7, j) jointly generate a shared secret key for
generating shared randomness o ;; = o ,; for the pseudorandom generator.
This can be performed via Diffie-Hellman key exchange '[DH] (with added
authentication) or some other shared randomness generation technique.

The above key generation and share distribution is based on co-pending patent
application no. 08/842,080, filed April 28, 1997, titled Optimal Resilience, Proactive,
Public-Key Cryptographic System and Method (“Optimal Resilience”), which is hereby
incorporated by reference in its entirety. Using [BF97] and co-pending patent application
no. 09/315,979, filed May 21, 1999, titled Robust Efficient Distriblited RSA-Key -

Generation, which is hereby incorporated by reference in its entirety, one can employ a



this sharing; hence not relying on any single entity. Operational Phase:
Let A where Al =t be the divisional units designated to participant -in
the signing (they are available to the system s nanagenent at this point):
The managenent Server notifies the menbers of A what A is.3®ppRi2NE3is used
as an exanple of incorporating shared randommess conputation, but shared

r andomess diRabutREdsh3& Priiekilire Ukl AR Wik Eired trus
decryption). Entity ] g)(gm?ut ees- s' gtﬁp}ﬂ?@qgf : E]%S{oxﬁgalk&%(yémk\%ﬁd)mg%v
v) - PRFQ | this gharingnhence notzre]yingion afy single(enlity( Xi - Xv)-r(0 - Xv). Entity j
transmts V.h - ' nmod n and transmts the result to the Conbining

Ser ver . T?@p e&ﬁ%‘f‘ﬂ irpr"(j‘s%e S‘\?EP ‘{’}Efr'fi)bzﬁgf %‘F éWéit‘ﬂF‘@n@f“nﬁf designgted togrrticipant
S,,,,,a nod n. m@@%ﬁ SCLikBle 8 s i’ ool k¢l & . hands shake"”
and checks that: (Sme rmyghg%). %ee abo?/sg)é%ﬁ)ggfgg?ée@%ég{c%?%q'c % and
correct si gnat umanageraentSeryaynotifiesthe mestberschifirgwhat 2pisbSignik@ls used agidn  The
sharing of the eudarandom fynctions anpng the hardware units and their

i nvocation in t Egaﬁc%ﬁﬂﬁfxgﬂp&é{%f@?@é@%“%esw(g@%% Wathared rapdompeshe
har dwar e conponsiay be Udédwith @8 Srybt Hi@NRHCBHRNE. 20 RSt ere the
absence of a unit is detected asr}?oi%ﬁ%s a singl egg’ri gﬁa%{nmit I S present.
The distributiom Eiftity ieomputpsut €4, £xporent {i2 o f8igeFar9- BRIPO

sof t ware exponent has achi eved the bal ancing between hardwar't and software
as di scussed bel oy, MiTeove(y, -kf)e@hayi ng of the pseudorandom functions
all ow the protocol to be*¥bn-i nteractive, where the previ ous practical
schene of this aaputiey f @RS, ] DELISALA 18§88 baldng ?%Qﬂ true random
bits. A bal ancing b_eteyv.\j/é_en effic':"l”gncy anxg ag\?ggsarl attso%lg [ ngg&ettacks) IS
‘provi ded by i ncoGeobining§enienr ed randomrmess. Software conpromi se and

har dwar e conpr om Zg)e .di stj ngui shed usjng shared rangomess. Anot her
enbodi ment of t'hesrgF mbining Server spmphtsy sigaatuee ofomnSu=m’ algi 8k v mod 7.
adversary whi ch, at Ks 1a .singl e devige. the device is protected against
tining attacks (ghg%glbély%ﬁgmefgﬁyoﬂa{@%q éﬂ‘\‘r\l@ndﬁg apdchecksdhatndom
function _de'pendem but? exponent independent), as well as attacks by an
adversary perfor %gf i t es into a single device. 10

The above protocol produces a secure and correct signature of a message m
- corresponding to public key (e, n). The sharing of the pseudorandom functions among the

hardware units and their invocation in the computation generates a “s~wise hand shake”

among the hardware components This creates a self-awareness property where the
absence of a unit is detected as long asa single original unit is brésent. The distribution .
of the computed exponent into hardware exponent and software exponent has achieved
the balancing between hardware and software as discussed below. Moreover, the sharing
of the pseudorandom functions allow the protocol to be non-interactive, where the
previous practical scheme of this nature required initial interaction to exchange true
random bits. _

A balancing between efficiency and adversarial setting (attacks) is provided By
incorpofating shared randomness. Software compromise and.hardware compromise are
distinguished using shared randomness.

Another embodiment of the present invention provides a scenario against an
adversary which attacks a single device, the device is protected against timing attacks
(due to exponentiation time channel being a pseudorandom function dependent but

exponent independent), as well as attacks by an adversary performing I/O queries into a

single device.
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30 April 2003 A nodification of the operational phase allows for.

di stingui shing between hardware and software at a divisional unit.

Qper ational Phase: Let A where JAI =t be the divisional units designated
to participant in the signing. The divisional ‘units are avai Aphi26030 the
systenli s managenent at this point). The managenent Server notifies the

mermbers of A what mAdifRatiéit 9Nhe @peratontd PHasd2l18Ws ForARInGulhin rating
gut sharged randonmess %&w&%&g SlWith ot her

shared ranﬁlg@‘less conput ation, f 1
crypt ogr apHrVaEH M soivare atp divisinnal yait.i on) .  Entity j conputes s' mj.A =

sj zI A + LANG] e = . .where. .= N x1-

23 (o Onctaonst Pkl p ere Pt bt Pl vl i Besipafied tbabicipan
msnj ~-r, r nod inthesigning. Thydibiidpabeiigale Svandsldide s§§t6ﬂ'nwm%adéeﬁiaﬂ{£k

pol y(log(n)) or zeraq go_. Use of zero. may_be preferred dependi ng on
“hardware const r Sifpano. imanagement Server antifies tyy mgmbersmf Mwbath baSipminy the

input it recei waged ’thg'{tl’ln ) he result.to the
Combi ni ng Server. © 'Bl'ﬁgﬂ%:o | ﬁ?ﬁgﬁg@f) \i}{eﬁgrE g%é%ﬁﬁggggﬁ%ﬁﬁaﬁoﬁ@wun@%m =nP
Il .eA Sm,,, A pigedrandorihess Seayvtr used withwathérdafpographit Girctibang: shake” and

checks that: '(Sggcg@?.orﬁsrmd n). If an adversary has access to t or nore of
t he conputing devi et's, ‘t he adversary ' can sign any nessage, since it can

aut hori ze the signat; +t0 1he_har re tokens. S urmed t hat
har dwar e t okens o%w a?/({elﬁﬁ){%é% nw&f?(c‘@ga%%&@ws WA éﬁ{cﬁn,-t,,réls)l ed
devices. A signature interface betwegn the Server/requester and the

har dwar e t okens ereaintl udgd®t-dvh¥®r &unaut hori zed requests by the

| ocal or divisional unit. This protocol assunmes both hardware and software

‘have to be conps oG8 RrdWRproHAA oGRS &ﬁ% ck is _grimiApPT ovenent cover a
si ngl e modul e RSA, i%qv\,hi ch tﬁ’é adversar§ as 'gri‘l'-‘&/".—tgrI conpt SRR WReE ) o

conputing unit. Anmmyher(pssudoyiangon tif stifEole ' ' the
situation where the ad(\p;ersa?rjy i s assuned toﬂ%rﬂgg}(yq%?gsbg ﬁgg?yy%%%of t he
system the adver &IPynay-Re prefegred dependingombardwareqionstraints. har dwar e devi ces
and all t software units. This adve_rsarys,ge_;s hold " of all software units.
It is thus necessErijtyyaosntansmitsiSu,e=tre "s0Y t waimod etbasedash the ifput ita

received from the hardware and transmits the result to the Combining Server.

e The Combining Server computes signature of m, Sp=m"- T . A Smyaxmod n.
e The Servef may “validate implicit hand-shake” and checks that: Sn)°

.
=m(mod n).

If an adversary has access to ¢ or more of the computing devices, the adversary
can sign any message, since it can authorize the signature request to the hardware tokens.
It is assumed that hardware tokens only have I/O interfaces through software controlled
devices. A signature interface between the Server/requester and the hardware tokeﬂs may
be included to avoid unauthorized requésts by the local or divisional unit. This protocol
assumes both hardware and software have to be compromised at many locations, which is
an improvement over a single module RSA, in which the adversary ha‘s only to
compromise a single computing unit.

Another embodiment of the pfesent invention addresses the sifuation where the
adversary is assumed to break into “almost all” of the system, the adversary has access to
the memory of v < ¢ hardware devices and all ¢ software units. This adversary gets hold
of all software units. It is thus necessary to ensure that the software retained within a
hardware token suffices for hiding the exponent d. |
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- hardware token suffices for hiding the exponent .d. - 11 30 April 2003
This is an extrenely strong adversaryand strong assunptions are necessary
to provide for both efficiency as well as security. It is a plausible
assunption that sone bits of d are known to be hard (hard 3®ApDiI@683 as
hard as finding d itself) even when the rest-of the d is known. It is
assuned that a fThick agexteémél @trb@%!\bdlfcﬂéhfy Bid Srotlg MsudiRions afb ndek to
assunptions can be dealt wit ogously. Assunption: For 0 < e 1, '
reveal i ng PB4 for bpibsthigiencypsiwell ggriepnitindt siaplavside assumptiow thag sorde bitsot e:

that is apolyaq eREadBRhalfinnlo dheld oF AN & FUBIrEl0 Sl GCWES e rel s

where. S > ¢he disiknbwmajt 1§a$snﬁ1ednhatm(ﬁ'm3ﬁ olfthetlbe/ driercbiglof Aieehind. fohep Whi ch
the exponents are dra h i nc ease is always possible with RSA.. h =
log nis tﬂ%s“g’é’l:‘BP??‘VV% uslyot ocol can be as efficient as the

nunmber of Hkﬂb@n@he ?bf§<é"Q'P'}er%ﬁB§%e (g r[ﬁ)lgﬁmémﬁ t%?ts(aﬁg s Lo

mnimze the nmultiplications the orm rexanpl e,
a | ow hammtevgalwii@ote: (whﬁihsrsmdﬂaheuppdrtmlﬁofdihea.sttblcng]pum) a short string

, %2 the s of th eudor andonmess uni forn roduced b
'Ef]gydew ces, Isg@? ﬂﬁ@'ﬁ@ épffhr‘l”a %Qas??é ad’ﬁ’?%?“'l?‘ t:on bageg onuDES g
ith bl i irf t d dent .
with pu 'ﬁJdﬁe?z&%ElElf M;w&ﬁ]@fe_essé ma@&{ pse %&%é&ﬁpe“ en

Thus, timng a s do’ not Du€ to ora onmess

adver sary dwmﬂhﬂommdnttm buq)omcms age ddawnh Such intsedse igitwagepassible ithS A 0
use the ti chann educe he pernmanent share will fail. The reason
for such ggl Pe s hﬁ of the pseudorandomess, which varies

'bet ween rressageshaﬁl@tddapcanrwm@meéﬁtra%%é ﬁﬁmgér&qﬂmxsﬂswﬁﬂ@%&mﬁu&%edone in

hardware. This creates a "random key schedule" at each execution and thus
foils timhgdem samky, mmbbsb@seedwpummﬁ@ Wﬁphm&b lewdwarei token muostUsi ng

Fobust conpin sor eithules BRI welet Grrdl B8R of TR ebe PiBlhhrces. 1 1
a server ns;lmhehmge(say,t‘/hﬂreenmftbesham@ practlcabl e vvay to determ ne who
acted incorrect]ly. . Trying all supse s of s olders wuntil a correct
signature is col!r’%ﬁ?‘@ax‘#oé‘%feﬁ%‘s Y&"lé""f"#%éﬁ”f’@‘a&@%b@@g the size
t = 1/ 2+1saife dh@%?tﬁlﬂéfdnl-&%edwﬁ DHS %mtpuﬂﬂel%pgﬁﬁgd(ﬁ%%ér@kts b@rf&)maﬂcg

t hese cases Robust
is message independent. Thus, timing attacks do not apply. Due to the

I) 2

pseudorandomness, an adversary which looks at the timing of the hardware device and

tries to use the time chahncl to deduce the permanent share will fail. 'The'reason for such

failure is the blending of the pseudorandomness, which varies between mcs.sages and the

random extraction of each exponents to be done in hardware. This creates a “random key
( schedule” at each execution and thus foils timing attacks.

Robust Computations with Reduced Communication Using Shared Randomness

Another embodiment of the present invention provides robust éomputations with
reduced communication using shared randomness. If a server misbehaves, .there may be
no practicable way to determine who acted incorrectly. Trying all subsets of shareholders
until a correct signature is computed is too expensive (e.g., when finding a subset of size ¢
= I/2+1 of honest parties out of / it would be eXponentia.l in/). In these cases Robust
Threshold RSA, in which the combining effort is efficient even when up to ¢ parties are
adversarial, may be required. Robust Threshold RSA was first introduced i in [FGY,
GJKR]. Namely, Robust Threshold RSA may provide safe assembly which is quickly
computable and able to verify the information while providing isolation to the shares.
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Threshold RSA, in which the conbining effort is efficient even when up to t
parties are adversarial, may be required. Robust Threshold RSA was first
introduced in [FGY, GIKR]. Nanely, Robust Threshold RSA may provi de safe
assenbly which is quickly conputable and able to verify t136 Aprif2z003at i on
whil e providing isolation to the shares. 12 30 April 2003 1In order to
verify that an Iacrderdo senfyghatianfcing sarverd evalsend apvalid ipaitiat sesultithe t he

wi,t h servear he, shared, val ues added to

fol | ow ' .S, f I
comput at ROV PN SBErHIBR e ML eE oo HE AT VBINEE ARSI FOPEAPER | 1

t he procedyb@nfameas will Wi bodthalf of theC@nidfuliliafign APdeiprédddar: &%spape‘éi-&ftﬁ, 080

("Optimal Resilience"). (Recall System setup) For each i the system
publ i shes & of'cpPendidg appliqation noj 085842080 (JOptimehResdliracel)e shar ed-val ue keys
arj =C j,4"a,j ... all, (for ar 1Sj S1) withj and publish
commitnents g ‘s (Rexiall Systenl setuif)eFor egeh Dihe system pfiblishes @l Landén. and
discrete .log of gi base g is unknown. For a failed attenpt in signi ng a
message m by A:* Pfser Efetup)Jainthy, periesdie shared-valugkeysiq gl5j olnE ") .. r® ., fforand
PRF Wl ld) U = 1JjE~, (g,) where n (f, v) = -sign(] -a,.v') rf,_or j ~ v and
1, otherw se. Entdjx §)with jradipubligscommitmegblg / g;/),L@ ‘098, whete g, g, R ]
(in each pair, only i or j need to publish and the other needs to verify).
A di spute decl ar atteef maximalmsder dnd disceite logtof g baseegis unkaominj , t hen t hey
open up their cogmtpents. to a j.and a;j and qne is renoved (with an
~ outlook, this % e%ﬁf‘iaﬁ?f??ﬁmélwgrae@qss%erm dMctivi zation, as discussed
bel ow). Each seryer | verifies thepiransek @y froma poly-share to a
sum share, namdl yl\‘fmftﬁéﬁ’“?]b?h&ﬂ&u & {[ T89S 9I mqdy, andy | yERO |, 1, (I ~~)~
(where VI = JJ VEA{,) (O -xveald2 rLEAL(/)(x, - x,) If the verification
does not pass theli @ [dis(u) e "V esol uwhem o ¢, Wer-signiied’) afedj seandt, i i s
renoved and a nev%tﬁ\eri‘ﬁsechosen to performthe signature.

2
PRE;; (m)L

e EntityiorjpublishesR;; = g &) R () o R;;(in each pair, Oniy i
or j need to publish and the other needs to verify). | _
¢ A dispute declaration: if there is a dispute between i and j, then they open up

their commitments to ¢, , and o, and one is removed (with an outlook, this

removal is until a refresh for proactivization, as discussed below).
e Each serverj verifies the transition from a poly-share to a sum-share, namely
‘that for all i € A\ {j}:

(S‘,)" = (U’-IHVEA(R;")('(/,v))'I where V| = HVEMI} (0 -x,) and V;

i I (x, —X ) :
e Ifthe verification does not pass then a dispute resolution is performed and

server i is removed and a new A is chosen to perform the signature.
o Shareholder j publishes QJE'H“A (g) ™o, ,("') mod n.

¢ A proof of knowledge of the discrete log O; base g; is performed as described
in [FGMY2]. (In practice a Fiat-Shamir transferable proof can be sufficient
based on “ideal bash™).
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Sharehol der j publishes Q@ _=J1 eA (g,) (m nod n. A proof of know edge of
the discrete log Q base gl is perfornmed as described in [FGW2]. (In
practice a Fiat-Shamr transferable proof can be sufficient based on
"ideal bash"). 13 30 April 2003 Use robustness al gorithm3SfAgriF&x)3 or
[&AKR] (for safe prines), using witness 1..J.AL2 )IQ nod n. If a

shar ehol der is JngRlL golRuREE ?@Bmgfﬂ-‘@’fﬂ%r [GIKR (fok sdt@priffe@P RS WinbSE

m ddl e of the entire protocol, 1t 1s elimnated and a new ATs used. This
operation is perfosmad L ocgt | rs if signing with the sum shares
went wrong (and Wth an ‘[nehm,/é‘ggg%g'rt of the proactive update later).
This operation isysugcesskul .in | ;0 ' ' Vi '

Furthermore, it éﬁ% RS oﬁ%rtxé]%naﬁgéuﬁﬂl?fggrﬁ gléésqeb%?g’h(g.djﬂg‘#ﬁ%(%ﬁgéh ¢

are' honest and achiid@leiof tite ¢rdité fotocd], iniBrlimimitet @nl 4 vl A éusediness checki ng

of the "sum shares generation"” (when the Fiat-Shamr, nethod is enployed).
Because of Thifeperaiériisgerfoanedtologie gheaters !fj Sil@%wg}aqmga%wem MTQNEt em

be run w L1 T i ,?agt@lé roper signature fails fora
parti cul ar@%&%ﬁ%ﬂ?&%ﬁ%pﬁaﬁ?ﬁ ro%rggﬂn%s enhaﬁ ements be incorporated to
el i m nat e cheatBiis opdtatiaicis suecdssfat in dliniaetin@SAishehdviighparaes. Randionmers sit

1ot 11 but GHDIRER e SHbEES B eitn alLaMES 4 b AR gt Vol il § gnon-
i mpl enent ghiepiol” foBastERERELIAEbT B ‘R Shares %eﬁemwis eWhérthk HatiSkmir he

time is divided into tinme periods which are deternmined by the conmmon
gl obal cl| ovéth¢disegmplayesbly, a week, etc.). Each tine period consists of a

short update phase, duin i i he ssenrver i N lat t,i ve
pdate prot ocolBeRs bR gAS SRISE i RRR ey B PRSFERY G o,
sharing) Qflitﬂdri]n@rotﬁ@@l_ éﬁmtﬁ_ﬁlh?]gﬁf(aﬂ& whea d-mdpérfsigfn‘ahﬁé ﬁrl;lssfpﬁa f)argaglhDEessage ’
conput ati on phase, .in ich the servers perform.the intended secret-key
oper at i on shewddhe robustnessenbancements beginegrrarstediig %FB%C cheatii¥-s.. The

adversary is conputati epaldtiVe PRURSEED RN With ShaRd30niRheser VErs at any
nonent during a tine p&frod Dy ViEew ng the nenories ol corrupted servers

and/ or : Another embodiment of the present invention involves a proactive distributed

RSA methodology using shared randomness. A proactive implementation of the
communication model is discussed in [HJJKY]. The time is divided into time periods
‘which are determined by the common global clock (e.g., a day, a week, etc.). Each time
period consists of a short update phase, during which the servers engage in an interactive
update protocol, at the end of which they hold new shares (in fact, a new sharing) of the
seéret d. Afier the update, there is a function computation phase, in which the servers
perform the intended secret-key operation using their current sharing of d on numerous
inputs. _ |

The adversary is computationally bounded, and it can corrupt servers at Any_
moment during a time period by viewing the memories of corrupted servers and/or
modifying their behaﬁor. One model does not differentiate malicious faults from
“normal” server failures (e.g., crashes). But, when an adversary intruding on a
shareholder is found it is “removed” (e.g., through a reboot procedure) before the
shareholder is made operational. The reboot operation is performed immediately when

- attacks or deviations from the protocol are detected, and it is overcomeé during update.

Within the proactive model, a period for processors to fail by stopping and then

rejoining (fa.ii-stop and rejoin) may be allowed. Thus, an unavailable processor is not

necessarily considered “faulty” in the malicious sense.
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modi fyi ng their behavior. One nodel does not differentiate malicious faults
from "normal" server failures (e.g., crashes). But, when an adversary
intruding on a shareholder is found it is "renoved" (e.g., through a
reboot procedure) before the shareholder is nmade operati ongd April2e08 eboot
operation is perfornmed i medi ately when attacks or ‘deviations fromthe

prot ocol are det LI d vercone during ,updat e It hi he
proactive nodel ,ﬁgegag??g{éﬂp%%&pr 3;(%es§{§r8r 8%-8“?‘5?5"%‘5‘?&%185&%0&%’!@# en
rej oi ni ng Eompltativnyran helprinjppodeliveRE ADsysteirso Wall prddetve updats fRAkad 420! €
processor is 98% necessari|y considered "faulty” in the malicious sense.

f
14 30 Apr PPsssieain addian tgsharg resharing, the psey Sanctignsisheulitbe replackd i s

added into ﬁurﬁ%ﬂi& i _ ' kve . .RSA systeny. Full

proactive thg?tey nt@% en r eég'pggslgﬁcg@enﬁiﬁeo%%g?@%%ﬁo% glvnscﬂgpsearfﬁﬂé‘g’?ﬂtﬁg’ t he

pseudor andemewshateil carslosiness wedimnisapstmakibe dbtainedybatths fandtiondisPdRsag. | N
afe first updated, a new shared

fact, when the pseudor om._f unct.i ons.

randpmessrmﬁﬂﬁgaﬂg?ﬁ_ <4 1BErasHERY #ede used _‘”c‘hé_“?@ﬁ?%-t (Chapgerafel f shoul d

remain UnCF@P&@&&&J&‘%U’-W-%@@Eh@“ﬁnﬁfcﬁg&il?dF&,‘?ﬂ? %@téﬂﬂ,e‘isldg &d iagnge of
-poly rot

representation "poly-to-sunm and "sumt e system as descri bed
in co- penpendinggnplication Q884230804 mayde penfaymext @atingrlast two 603p$ areok ast t wo

steps are n _ . The poly-ta-sum arotocol fol l.owed by a-sumto-poly

based on rﬁ%g\?\%)de@%igi@'dto ?%ﬁﬁoﬁ%%’l g?l?qv%edgbys"e%‘ﬁ?'éo‘B? ttoses omengwed sharedy

i nt er act i orndemMNEsHS alsourd Prodddol il re@&ﬂchlinﬁeﬁrcﬁm&ﬂﬁ&&@tdjﬁle%dﬁﬂﬂf‘h@vaThe
t Aresho

total nunber of servers may be changed fromlto 1', and the may
be changediofsughsum-te;pely updaten dhato leer ofsermernd ymeyrbecchapgiat fromt/hat’, aide

l ess costl - enpl.oyed. e such, change is, updating the pseudorandom
functi ons-%ﬁ@sgﬁq%‘%%ﬁxﬁggﬁmq a&&gwgﬂ Ut ween the parties, e.g.,
using Diffie- Mdtﬂ@d‘yﬂ%ﬂi@uﬁdﬂt&beﬂhawkMg%ﬁﬁxﬁ%wé(mgf&?%n@ﬁeQ&%hv}ﬁl%ﬂ the

parties. Since the parties share randommess, they can-also perform@hat is
call ed a Updatingthspseudorandoerfinetionsooly Bhis caebdidre interttivalyrbetwsenatke hange

by i i | ' I I P b I e,
gencr ot of 151 nr 5 e Pl AERERT e (PR RTRed key Bhohanetbaben i’

random keypartisisf f i e- Hel | man key exchange is A send ga nod P and B send gb
nod P and the - i a d P ich cgn be conputed by both A and B. A
contingent Di fﬁe%gel@? B?ﬁﬁ%e Bpgﬁﬁ'ﬂﬁ%g’ a}?é"(‘}?‘bﬁlr%%?@go%@’ higrcglled a

contingent key exchange based on the Diffie-Hellman key exchange by incorporating

shared randomness. As an example, let P be a prime, g a generator of large prime order
ofa subgoup of Z,, and k be a shared random key. Diffie-Hellman key exchange is 4
send g” mod P and B send g mod P and the key is £” mod P, which can be computed by
both 4 and B. A contingent Diffie-Hellman key exchange incorporates the share

a+PRFk (" A", tag)

randomness into the transmissions. Thatis 4 and g and B éends

g b+Pl:{Fk (" B", tag)

can be computed by both 4 and B, e.g., B.can compute

where fag is an agreed upon nonce. Similarly, it is easy to see that g

( g a+PRFk (" A", tag)/ g PRFk (" A", tag)

)’. As soon as the key is used, e.g., for encryption, it can
be determined if both agreed on the same key. '
Proactivization can be used to dynamically add and remove parties (vié an
update). By limiting the operation to adding and removing from the recently updated
group of parties, proactivization can also be accomplished by deciding to employ/not-

employ the shared randomness shared with the recently updated parties. This is an access .
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a+PRFF (" A", tag) randommess into the transm ssions. That is A and g and
B sends b+PRFE (" B",tag) g where tag is an agreed upon nonce. Simlarly,
it is easy to see that g9b can be conputed by both A and B, e.g., B can
compute K a+PRFk("A",tag) PRFt("A",tag) b (g | g ) . As sognapsl 20be key is
-used, e.g., for eneryption, it can be deternmi ned if both agreed on the
same key. Peasdrol fictign that computes onkeys (analdynsnd taintiv! ettordnattingRAMBESar ti es

[ ' i mting.the,. i on to adding and renmoving fromthe
Fecont |y upbaedhm o sepyRes haitic: %F@ﬁ%?wp@a@mwm%yw?@dwh o
l'i sh deddih - igRfr ed randommess share
W th The reoon ghugﬁ‘é?gé“s%??ﬁ%?“a%ﬂ?%@ s et BT £ 50 hr i1 2003

control functi onShdred randemumabisescan beyasec(i[ﬁnlhq:)ognmsw_ i _l,'re(g.,"rgﬁﬂz({]rgkgg\gggﬁe?g[ﬁegn
ti n S .1t assures .t i mtatiqQns, or :
ggnl Bg gas%y R |eév'lg](|§4 %\ﬂ %‘_’n'?iﬁ%ﬁe P%?Hgﬁﬁﬁ’é@%t P Feram ateming befersa val ues
as credent i gbadtiviZion e@piapeFormed] IS ckARpILSE bS SehvetQly #&yco E{eﬁ%l s’er’%{ t
- nonitoring which parties collaborate. This key control can be uged 0
prevent an &RPFSEBle 19 preventdhatisgrvse fromecallabprating ini a/sigmetire befire proastiviesticy. med.

prevent that seryaerpY RISk AR RPIHARL AP oSuBermbfis eoth iyaseabd o assure that
Br oact i vi zgmstowrrupliens@scrhorids lparned in the padtiPire Fsi6RE (naely HReAHnABRESMECO! S
I s needed t.0 assuye .that ast corruptions (nmenories |learned in the past)
are forgot ti’é’ﬁrg(ﬂﬁ):’refi?‘pi?rg ?‘%‘8‘ ng cam he usedytp assupeathat future conpu ﬁdhsmtmnlns“rrg
erH; ' { earn ast .

e done by Foo aeinst CHhis B oy Bl Btnniad: SERE Ry o Psted S Thig 1

iwHl leasei the siagatimmargums thepgsartoradapasitecoeS RABSM! FRGOM
(_el_ﬁ;sg tgghsigwgfle?ﬁtbe:mlgy at i nnﬂs?ﬁ E|O‘gmudor ndgjr?hfﬁs b%sed on "currtent
round i nfor maﬁl or%'& e—"“gr%’é( l}pﬁggnglh}?gpﬁ? TRREs B cysranpepund igformations” or
a counter whd itfa SanimeneiyeRohiROR tag g, BAB Y AUSul B VIAERERTbL %fg?‘?tnﬁns‘

enerate a new pseudor andonness for shared val ues
gs foll omeamgyregwua Fidopneshisqisecdito ganerate anew peeudetandomdess fopshated values

proactive Wﬂﬁtﬁ-com'ﬂﬁ{a'ﬁgﬁ DerdRea Hyea(flmydgf‘ée T Qnls5 S nes ag)la'%[-l edto a
non-i nt era%illll\)/riac(tie\;e%p’datg. _ | o
Using the above technique with [FGMY], fault-free non-interactive (e.g., all
parties are honest and active in a round) full proactivization is achieved. This is the first
time that such non-interactive maintenance is possible. It can be derived from [F GMY]
by sharing pairwise affixments wherein each committee in a family one affixment adds
and the other affixment subtracts using new locally refreshed pseudorandomness. The
| locally refreshed pseudorandomness is derived from the old key applied..to a global tag
~ which can be the global public state of this round. The new affixment keys generate new
shares, followed by a non-interactive verification. The following is an eiainple based on

[F89], in which the secret key d = sy4. . .+ s, similar to [FGMY]. The new shares now
~ become sj=s,+) . sign(i-j) PRF, (tag). Before changing the s, a signature

for some tag can be tested with the new shares. - For [FGMY] there are many such sets 51,

-+ » Sy (held by a family of servers) such that they sum up to d, and more than one server
can possess ;. |

For robustness of the update, a commitment to o .; 1s published as before.

Moreover, the distributor (a single dealer or a distributed one) had published' g"..
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parties are honest and active in_a round) full proactivization is achieved.
This is the first time that such non-interactive nmaintenance is possible.
It can be derived from|[FGW] by sharing pairwi se afif'ixments wherein '
each committee in a famly one affixment adds and the ot he30 Aprl 200 nt
subtracts using new |l ocally refreshed pseudorandommess. The locally
refreshed pseudorandomess is derived fromthe old key applied.prO @ggl obal
tag whi chPelivatien ofeonghitinent tp HRE, ¢ (sighiscprofidediby i nsogesay The=new T xment
keys generate new shares, foll ovned by a non-interactive verification. The
f ol | owi ng Estitées i ardipilag nbwsitgpuenif thelf@idagreeandivaloh it dpened if wdcessayy @ns

sl+. ..+ s, simlar to [FGW]. The new shares ngpw becone s, = s, +

2:, - L. J- 1 awill be wropg(and remyvedRFEachy( itadsp) publishiesr 2™ fom sixemexg rounsl usirg hia share,
signature f .ta n.be.tested wiih the new shares.. For [ FGW] there
are many s?ﬁcﬁi‘g gcﬁge@g _gen_cifc_an?n éslfn‘(‘ci‘?g?yacaﬁ V&“&’éﬁ‘rﬁ%‘m@’ ‘?@FG’@P‘%’)‘B t hat
~they sumup to d, and nore th NpRAE SELMeY) Can possess sF For robustness
of the updedcessagy: gihmig" §ga, e ng) publ.i Fnedligmtd)ef ds aow uved.eav @i, the

t
distributor (a single dea ’é?‘h r a distributed one) had published g 16 30

Apri | 2003FGRRYS) thit £ daBBl cofvted 8 iaAR « 8in GOBTHYERERo #0 PRF,, i | (tag) is
provided by I using say & | = g Entities 1 and | may now dispute if they
di sagree and vaTlheeeffisiengyegaintd by applydsg shayed mndomnéss lintoecompmtgionsth r enoved) .
Each i al so bl .shes.gs' for the next rqund . usj i s share, nd the

ol 1'owi no ABHER o BRORGHVE ysthiiesasy B el tARalicabls T B ychomipi AR fyen oo
phase if Hilthd schemé of dpardIRE SRashiring? o [FGMY [Favhic is(ve ' e, s,
i's now used. Ass ien OJel?ls JIN [FG\/N%](.-&-J'[[Eat 1’ca.ncub§vg(})}?13éeefrﬁtﬂggr§%ﬁ€é'&and t. '
‘can be corsmalkssalessystems. Qher fan-RSAhdistribatedepublio-kgppran employdhismewandomess
into corrpg}r?}diﬁg s in updates of proactive systens, say, are definitely

ot

appl i cabl ie scheme in [R] as well as to the schene of "parall el
sumrsharing" ofTHefdebfptiowthietdin isexemplary asd the notiofiedestiibad yan owdrforied i
syst ens. -O_LQer non- ?SA) distrj bsftglg{ed publi c-keys can epploy this new
primiti ve MHHBICREAYEr Fpt inglaners thy shared ragdomyest Joesnot nerd Yode igparparted infred
can be perdoLRdentle. g TPRE(ABL R WRY PRF[7A5)s" 02l BOGRd ih ¥ife Singeh HiRQMeSS
does not need to be Incorporated into -

Hellman, as well as during the operationa.l phase of RSA distributed signing (using

PRE, (m)'ign_(j_'))n""" mod n. Algebraic

instead partial signature S, ; , = (r[leA\{j} ou

operations other than addition can be used with shared randomness techniques. For
instance, if a distributed function is V, = g™ mod P by computing
Vi = (Vi.1) “ where ¥, = g, one could use shared randoinness as

I,i = (I’j_l) sl Hch,.l—lJ.‘.]"_J (PRFGI_I (tag)}i@("‘j) .

The embodiments described herein are intended to be illustrative and not limiting.
It will be appreciated that many variations are possible within the scope and spirit of the

invention.
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t he exponent, e.g., PRF(tag)g" and PRF(tag)gb can be used in the contingent
Diffie Hel l man, as well as during the operational phase of RSA distributed

signing (using sip (J'-i) r~ ninstead partial signature S. j _ LEA

) PRFa~~ (in)nmod n. Al gebraic -operations other than addition can be used

wi th shared randommess techniques. For instance, if a distributed function

isV=gs""'"" nmodP by conputing Vt = (V,-,d where Vo39.'°g%"|3.ﬂ@3could use
shared randomess as (PRF.,,, ~edCEAIMSt = (Vt-1) (rag) The enbodi nents
described herein are intended to beillustrative and not limting. It wll

be appreci af ed t hahethBaBf URtrititdDaFptaRpRRTSHPuaitivh ki nealggege and

spirit of the inve%ti on. 17 30 Apri Fﬁ}2)003 h%LAIII\/B 1.taprre?ﬁtgd of

distri &g&ﬁqggrex&%g{ca&m S%Mgﬁghggmgﬁgiﬂg: a plurality of distributed
evi ces et ho (

el ectronic , sal conpriSing” (a) conputing shared val ues

Kk d ag t ext h shared | bei b h
merber of st PP ESHBET bR PHE SO e Sruer; Buf el S8Fon ¢
devi ces; (b) at_ each of a plurality of the distrjbuted el ectronic, devices,
gener abgipgkeowmhy sach mamber ofs Higtindh sebsshefrtheplpgaliiy of disibuted electpniss 5

plurality of the distributed electronic devices, generating a parti al
r esul tddvicest he di stributed cryptographic conputation using at |east one of
said random values; and (d) computing a final result for the distributed

crypt ogr aphit) fteashibfd pRialitsofthe digtributad eleesonit devides, déirrdtidigaaanddm usi ng
di stributed cryptographic keys as recited by claim1l, wherein said shared

val ues,greud KEYS valdes: The met hod of using distributed cryptographic
keys a‘é reg%ﬂ?%%ﬂ%’;s/ cl aivarln ﬁs wherein said shared val ues are derived froma-

| E;igt ggr ?22{‘35 e% re’%é/ho(gf %Pleﬁlt)-/r QF thrée&isrﬁqﬁiutgé el'éétircg}gc gé\ﬁ&és! Eéi{[e?aqm%ra%%t?agr aphi ¢
| result for the distributed cryptographic computation using at least one of said random
values; and
(d) computing a final result for the distributed cryptographic computation using
partial results. .
2. The method of using distributed cryptographic keys as recited by claim 1,
wherein said shared values are random keys.
3. The method of using distributed cryptographic keys as recited by claim 1,
i . wherein said shared values are derived from a cryptographic protocol. |
4. The method of using distributed cryptographic keys as recited by claim 1,
wherein said shared values are derived cryptographically.
5. ' The method of using distributed cryptographic kéys as recited by claim 1,
further comprising the step of implementing a re-representation of a function.

6. The method of using distributed cryptographic keys as recited by claim 1,

wherein said partial results may include incorrect values.
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wherein said shared val ues are derived cryptographically. 5. The method of
using distributed cryptographic keys as recited by claim1, further

conprising the step of inplenmenting a re-representation of a function. 6.
" The met hod of using distributed cryptographic keys as recited by claiml1,

wherein said partial results may include incorrect valu @ 'ri?‘%Oég Apri |
2003 7. The method of using distributed crypéigﬁ%aphi C i(fé’ S. rgci ted by
claim1, wherei Fhemetod pEpsing distrityfedsgraptggrap S YUY RBPYIM 3, The

met hod of using distributed cryptographic keys as recited by claim?7,
f ur t hewhereimaidsiteps (ah@l giengroandd shatigelyval ues after said step of
generating an output based on said partial result. 9. The nethod of using

di stri but edg cryptRImMHBE of kaKHs dREituesd &rgptoByaphiciiens 3s recitbebpthindj d
cryptographi c protocol is a cryptographic function involving

exponegltr%glt %q%g&?nh%ir%?ch\%éﬁﬁé%ﬁ@ﬁ&%@i@f‘d@é %r@%ﬁ%&ﬂ%ﬁ%ﬁeﬁﬁﬁ@%ﬂgﬁﬁﬂhi c keys as .

.recite I'n sard cryptographic protocol s an RSA function.
11. The t hod ,of wusing distributed cryptographic keys as recited by claim
1, V\h'éﬁsggﬁné%‘fltﬂa@ﬁ [%€Wtval ues are stored in a hardware device in at |east
one of said distributed electronic devices. 12.. A net hod'gf flls ri buted
crypt ogr aphf< cofrimgthod of ysing distributodheyg keys gy Eecird PR 4 aHPnt; ng a
plurality of distributed electronic devices, said nmethod conprising: (a)
sel ect wheremn saithgryptyerafhiciprotaebistaccrppiogaphictfhectingny¢lpinged perspbedeft- aphi c
communi cation (b)-conputing shared val ues over a known and agreed context,

each val ue bgi ngThéheited oRWBIAg distibted ogbtoprdphii kays ab heitsdiby chaim 3of
distributed electronic devices; (c) at each distributed el ectronic device

lof the, ﬂ{éﬁﬂp’@?ﬁﬁ@%@t&olﬁnﬁ%A%&ﬁn”Si ng said shared val ues; (d)

at eac evice o oup of the distributed electronic devices,

0ener ) 48 P A b e g BRSPS 19 5
and - 1\?vh:e%rcc)einAs%ricll éha%e%ogalues are stored in a hardware device in at least one of said
distributed electronic devices.
12. A method of distributed cryptographic computation using a cryptographic
value sﬁared among a plurality of distributed electronic devices, said method comprising:
(a) selecting a subgroup of devices to perform the distributed cryptographic
communication
( (b)_computing shared values over a known and agreed context, each value being
shared among a distinct subset of the subgroup of distributed electronic devices;
(c) at each distributed electronic device of the subgroup, generating a random
value using said shared values;
(d) at each device of the sﬁbgroup of the distributed electronic devices, generating

a partial result for the cryptographic computation using a share of the cryptographic value

and at least one of said random values; and
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(e) conputing a final result for the distributed cryptographic conputation
using partial results. 13. The nethod of distributed cryptographic
conputation as recited by claiml1l, wherein each of a plurality of shared
values is shared anong a pair of the distributed electronic devices. 14.
The method of distributed cryptographic conputation as recited by claim

12, wherein each of a plurality of shared values is shaP@dApiihZ®§P3a pair of
t he di stri b(#)edmpetieg b final esulefor desdisttibutedeyptegriystdc odmgutation teihed
cryptographi c conputation as recited by claim1, wherein each of a
plural%&ﬁapkmggared values is shared anong a distinct pair of the
distributed electronic devices. 16. The nethod of distributed cryptographic

conmput ati on;@s rggi Al f: gﬁgn . i t1y...0f shared
val ues is s%%redqgh%%gugmgf§?P§%?&%gﬂ%&§%ﬁkﬁg |§?H}%U§é§!e)Q%¥PbLic
devices, 17. The _.nmet hod of. di stributed,cryptographic conputatiqn as recited
by 1 ol B 4RO B DI T SRAR S S e AR A R e Buted) shar od
anong a distinct subset of distributed electronic devices and (b) used to
generaﬂédﬁnbﬁﬂ?ﬂ%ﬁ-result in away that permts verification of
correctness of a partial result. 18. The nethod of distributed

crypt ogr aphi4. coffbetathainofatistribetet edypbyereplac compatimhas retiteddncdiaiof a
plurality of shared values is (a) shared anobng a distinct subset of

di stri btvatckréth @aEH SN Sluflgity 6 EshaddilvAllos is Siedled zﬁn@ﬁ%‘l@f)ﬁi 6f e Ratrhithiéd resul t in
a way that permts verification of correctness of a partial result. 19.

The mél@&ﬁoﬁ’éd&i'é&sri but ed cryptographic conputation as recited by claim12
wherein the ranéom val ues depend upon the particul ar devices sel ected for

t he subgrou - 30 rid..2003 .20. The .nethod of distr.ibuted .

crypt ogr aph?%‘- coﬁ:gﬁffg‘lﬂ?%glnmla(ggtp Hted SEPIQET AR ﬁ?rﬁp%té?’b‘fsrfeflﬁ% %Pbbr aph
conputation is_based on an argunent,. and the generated random values are
based WREEH ¢hch ofapBiality of shamgd valesisghared gmong jalistingt paiy ok tBgr aphi c
conputation as recited by claim12 wherein the cryptograph conputation is
based distributedrelentmonic dexivgst he generated random val ues are based on said

argunent .
16. The method of distributed cryptographic computation as recited by claim

12; wherein each of a plurality of shared values is shared among a distinct pair of the
distributed electronic devices.

17. The method of distributed cryptographic computation as recited by claim 1,
wherein each of a plurality of shared values is (a) shared among a distinct subset of

( distributed electronic devices and (b) used to generate a partial result in a way that permits

verification of correctness of a partial result.

18. The method of distributed cryptographic computation as recited by claim
12, wherein each of a plurality of shared values is (a) shared among a distinct subset of
distributed electronic devices and (b) used to generate a partial result in a way that permits
verification of correctness of a partial result.

19. The method of distributed cryptographic computation as recited by claim 12

wherein the random values depend upon the particular devices selected for the subgroup.
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22. The nethod of distributed cryptographic conmputation as recited by claim
1 wherein the cryptographic conputation conprises digital signing. 23. The
met hod of distributed cryptographic conputation as recited by claim 12
wherein the cryptographi c conputation conprises digital signing. 24. The
met hod of distributed cryptographic conputation as recited by claim1l
further conprising a step of using generated random val @8sApd 23ect

m sbehavi ng26@levi Ghs metikEl ofidigribetel odypodgrapltit corbpitedor asymetivglt mypikiom 1
conputation as recited by claim1 further conprising a step of using random

val ues whkresi e ey PSS cdRp i Gifis At @Y irBSme S M T @S ger&ated RidvRt hod of

di stributed cryptographic conputation as recited by claiml1 further

conpri si f Lv.ely updating a secret cryptographic val ue used
in the%lggsy%f%ér&gﬁ’isé%f’g%%ﬁ%‘ﬁtion. 27. The nethod of distributed

CrYBLOGTaDNLE COmUL Al O 08 B B Ll M L Rt TRy Lekg, @ step
crypt Ogvrhgr%}l t%e(f:(r)yq}@éj gtrglglll gor;r'lplitz%t:il-on is based on an argument, and the generated random
values are based on said argument.
22.  The method of distributed cryptographic computation as recited by claim 1
wherein the cryptographic computation comprises digital signing.
23.  The method of distributed cryptographic computation as recited by claim 12
wherein the cryptographic computation comprises digital signing.
24, The method of distributed cryptographic computation as recited by claim 1
further comprising a step of using generated random values to detect misbehaving devices.
25. The method of distributed crypto.graphi.c computation as recited by claim 1
further comprising a step of using random values or shared values to detect misbehaving
devices.
26. The method of distributed cryptographic computation as recited by claim 1
( further comprising a step of proactively updating a secret cryptographic value used in the
cryptographic computation.
27.  The method of distributed cryptographic computation as recited by claim 1

further comprising a step of proactively updating a secret cryptographic value used in the

cryptographic computation.

-21 -



