METHOD AND SYSTEM FOR CONTROLLI NG ENCCDED | MAGE
PRODUCTI ON FI ELD OF THE | NVENTI ON [ 0001] The invention

wo edoansssyieneral ly to the field of counterfeitPCT/US2004/030551
protection, and nDre particularly to the field of

el ectroni c HE{ %ﬁr’% j # ough the
use of an . ENTI ON
[ 0002] An energ PERL 3 gﬁ%y

el ectronic business world is using the world wi de web
and emai|l to provide up-to-the-m nute business
docunents to custoners and ot her end users. Automated
FIE L n and el ectronic distribution, such
[000F° ud @%V%Hﬁbﬁ re@ages"ﬁ*ﬂel%ﬁg\fé BRSNS R @Ym%ﬂﬁﬁ&&&ﬂﬁs and fhore
sl gni |cant y reduces costs assoclate
partiqpday torthe figldfod elestromlo endrpritted dodrimént grotengioh ithvgugh the use of an
&egln ling etc. It gives line-of-business users access
CnCofs #gbrt ant data instantly and makes documents
avail able to the custoners at all tines,

BACRIGROUNDIOFCHOE KNVHNWEURT , certain drawbacks are
present wth electronic docunments, including the

[00020t ey éiﬁer%i‘ﬁfg tleAREME ] n&r@isuﬁgilféﬁ:ét%m@ﬂusﬁﬂe@ﬁg&ih& r1~$usmg the world

. ocunent s hat i n nost or aspects rese
wide gvebgind &maﬂ[t@ PO8jdevimip-themtinate dusinedssiohamenth tecustomers and other

ugg rotet i nt [ .and confidentiali.t
end AT EP T BBt EopRbE leptabp € Mhufahongieh afusing email
or weibl Sefitdidhas FRMy qwmdgw all sizaifidaftly %éau@é%ddo@@ aSocfafANGNY

not es and formfl elds in the el ectronic docunent,

preprmng Fares, dAeyqit prshiving mgsling, hendlingietey Ideiyies lihe-of-business users
acces t(g \[}\@g&ﬁaﬁf‘dﬁt? hrfsgﬁtlg?ﬁ éssdocllglggé]avéla%'legtm {1«% guas Qmers 8t all

e measures typl cal
t1mesp mﬁ@—thdidOCHTEH6®em,03¢ﬁdﬁdira\nbzﬁ:lkg aierpRedeqt Wik Bﬁbtrdnﬁc documents,
él& t hese asur es. are often usel ess once the
inclu g

hrepRicnti! or dpapetiogad oregtign Bt radidenidasuanents thatgmost or all

aspecdtYREGRbI MY igRAY Protective neasures may not be
aval l able tothe recipient of the electronic docunent.

100030 ; FEATROfra6ity btk Rl BacSREHS BroPP B Bl Gn
confidatiafityesftelatroaic detentitanThat tyols, sactsm jlugthsgoay gbrtbroad
o) G T 0B L Lot SR
encrybli6n da@%emeagtadgﬁlg A ffal aga (i &Pﬂ% 'iBbuR¥RS, the printing

rocess. Furthernore, desktop 1 mage-editing

[00043°f t gt lﬁ&&k SraSARcPR tﬂggl%té gr?eaglﬁe @g@%ﬁnﬁgd&o protect

ts o even conp roni c
dOCUIﬁBIIltSl pmﬂndiadanl slotrenia fenmt lslthat\xshed;e Imeasigedlart ftBROYE]less once the

cts ly Ji nclu i ng business and
docurg H ?rr%éetam&ge i) Fghesy typigaldir s yduplesfive measures

may 16t b8 A9 R1bRS tod6d REMidAIofling efelrofiR UBLERER! FbPGkadfMie, security ink or

secure paper may be available to the document creator but not to the recipient of an

electronically transmitted document. Clearly, maintaining the security of hard copies of
electronically transmitted copies is problematic when the document creator has no control
over the printing process. Furthermore, many desktop image-editing software tools can be
used to create counterfeit print-outs of even complex electronic documents. Printed
documents are still widely used in many aspects of daily life; including business and

government settings.



identifying data alterations include bar codes and
digital watermarking. These are usually added as an
WO pwge3Issd e i nto a docunent by the origi nati ngPEEDS$2004/030551
However, bar-code generation software is w dely
avai |l abl e and can be used by a counterfeiter to create

f dulent d t 0Q0 Di gital. wat K, h
100054] oo M upripBEeRom gt b AP e COPECHYEE bwn
identiF{1A %dé’[‘é aﬁ&ﬁtlbl?ﬁ%clhﬁ@ bzﬁrecloﬂé’sbdnld' (ﬁ%ﬁd’l‘ QBT HAIRIN of‘hese are usually

consi stent and w despread use. Further, inplenenting
addedsascin imegh fitd iogya decuofenthy @ﬁp@gmaﬁng patiy. hHegevqunteamtcode

costs for the ecess rd d softwar.e
senerg LIRS BANOED E IR el e asrdhoe SRHDaGr (o matg frandutent
docufibMgt roni ¢ docunent dlstrlbutlon The anmount of

I nformati on that can be protected may often be limted
[00062o J Bgltafgz\c’fe[”lﬁgrkﬂ{ | %ls@rbeclz %Itoﬁ{)s%d a3h]s ﬁmeﬁ%!tfég% HAYE shown

Sevet e constral on relia ity an usage o

that iteheyctack thiecelalityartsssany fonromsiseeat mddvsiesprbacdsse BuihdaRY

OF THE | NVENTI .0007] Accordin there is ed
impleg b AT A ORI BPOTGE: PG ORI R foF the Hecessary
hardv®dr€ Gid Qitbveard %ﬂétixﬂ&tcaﬁaﬂﬁig M \ost Svirk ABCIBvd@through electronic

counterfeiting after the docunment has been printed.
docurRenttdisgribution. jIde mrgmnyofdggqrmat}yprethgbcqgrhg\prq@ctgd may often be limited

tl on hodaol, 0 t rovid
o RS EELER TR O Bt B R Ay o
usagd df@lectrdniti doBimerith & €opvhet akd sdriieeglocunent gener at or
or user and data that is not within the control of the

docurrent generator or user. [0008] An aspect of the
MR KIQRABE INVIENETIQN: aut onat ed net hod of pr oduci ng

enéoded |najes fbr {ncorporatlon into di gi tal
[0007 o c ufreerrdinghe thee isGdreed FopPEES aﬁ%@@@ﬁ@%ﬁi@%fnents in
electrfoﬁ%rﬁ)xgn %h%%a?n?m% pﬁgﬂ&gc% c%ﬂgt%ﬁggmggﬁglethe -Egﬁurfl&q $ESheen
es user-su data code

printddTE@ethett, itds hiphly- (Esnﬁli»le ediprdaida ai pﬁ@ﬂectdnngenhedxﬂegumpt predides
aut henticati on i.ndici and/ or . at

levels andrdegissp Pt RiQLesHER BF5E O Arcqmmbination ?ﬁ data gl isichip dhfegontrol of
the dGRRAt %é:h%raqgtt &ﬁﬂéﬁnﬁ%aﬁ’éﬂﬁﬁth? Rott WighiH SRS confroPbit th@ Bb&@tknt

to produce an encod I mge using the usersupplied
generdimlr ar uRkesponsi ve t o a determ nation that the user is

aut hori zed to produce an encoded i mage using the
[0008]s er Aaupjdct efithd atventienpodideg amadtbma&dalmhmhoﬁpredhomg encoded

The encodi ng acti ops, |gclude e%éabll at | east. one
images; f9F COPATAvR ARIALE il SRCUMRIGe Tan e &B PEATSTECARnS a request

from %ﬁhg&gb ga)daeé Bl Rl S RhadeNTHE gécfﬂtgstQﬁMud{%QfselséﬁthécF&Sjata for

encodi paraneters. The encoding paraneter S
produweiethe emcm)decrh oDale, teesarsupplied difta neldatg Useastppting authentication

. .. digitized authenticati The encadin

indiofy gt FFRAE S G PPN B BTG BT BV ¢ H BEpd Leg mprises

deterfirfhd WRSHeAHE e SRhdidRd |t@'?ﬂ>ﬁuéb3éﬂ’kﬁlcbﬂ@i enee dslﬁ% the user-
par aimet er set to produce a al encoded i mage Rl EF

supplpESER. Rysppnsdre tpaEeprminatosthat the user is authonzed to produce an

encoded image using the user-supplied data, encoding actions are carried out. The encoding

actions include establishing at least one digitized authentication image and establishing an
encoding parameter set including any user-supplied encoding parameters. The encoding

parameter set is usable to encode one or more of the at least one digitized authentication



[ 0009] The invention can be nore fully understood by

reading the follow ng detail ed description together
WOWk/083865 acconpanyi ng drawi ngs, in which | i kePCT/US2004/030551

reference indicators are used to designate |ike

el ements, and in which: [00010] Figure 1 is a

. fl owchart, for . a t ho f produci ng an encoded i nage.,. ...
imagg. oFheARCALHE iae%?nsﬁgsoangks@%ﬁ@ﬂ ing oag Ph gy o At leasl O digitized
SERR Rg pdMnétBV &Rt HBdudeLOBdal lenfd @l iBage.
authegffc?agggﬁlﬁ?{%l ust rgtg‘iégélo ofgI%he use of 1glmdlécodi ng rdlevi ce aee
to decode an encoded ina%§ roduced using a nethod
BRIEFABSCORIRTION QF THHBRAWINGSf t he i nvention; [00012]

Figure 3 is an illustration of a portion of an
[0009gut hEhe invantish endeneore fidhomidegtaddebyusediog the foBowitigrigtailed

device to decode an encaded i nage. prpoduced ing a,.
deseriFuioh (REcHSe Sk G 4O ZAT GG OERPHRRR D BETRE Ry Bidicators are
used{oo&géﬁllte@kgléfe%éﬁé, Sndh whibsstration of a portion of an

aut henti cat ed docunent show ng the use of a decoding

Vi 0 [ is
OO BB Ao et
autheh€fih4la docamest dcordingrio iah kxerhplatyi enbalimentpd the iomemionan

altered authenticated docunment showi ng the use of a
[0001d§ C OHigng: TRMvinGHudtteN PO&R ushef attwdatly devicefio deeadad encoded
) i mges produced using a nethod according to an,
image piegureseisingys methed apcpading fhan f@b@ﬁ&%ﬂenwfgb? Hmvengen; g
illustration of a portion of an altered authenticated,
[000X2d c uFigure % ksoani iHystratien ©f @ pertioa of as ewtharticptsd; dosupent showing the

xpose.the alterati ' ' .
use of K AERIYE SoBsr R o Sho ERETARE A PRAES LRGN B Biing o
an entiRAAEN oFti@URGenfiohs an aut hentication image that may
be used in nethods of the invention; [00017] Figure 8
[000133 aR; Ak Nadn iBastidn o @6rtioR I a8 thbRtidasRIdtidcimRt AOWg the
of the invention; [00018] Figure 9a is an illustration_
use 06 decqdona deyicedp degpdgan isaeaded anage produsedsingRpthed agrerding to
se. of a.decodi device to decode an encoded inmage to
ane%%é%ﬁ%ﬁ¥%ﬂ§?ng%q%8htication i mage; [00019] Figure 9b
j§ an.illyustration of the aguthenticated docu t
ool ¢ Pigres S SPhgdn oh e A oot b GOGTTR apgoment
shoWﬁerg;/thG 8sd & H@codRgldbeice sk theaBeration ¥f @vodediR®@Bsiproduced
aut henti cation inage; [ 00020] Figure is a flowhart for

usingza methhd dcevirdipg deleic Bodimerid dalVERHQe f or
aut henticating a docunment according to an exenpl ary
[000E5Th o Figuen6 isodn illngratiou efiaiporiion[of @0 2kprefiayihertidatedzdpcument

.l lustration of. an encoded i e..produced usi a
showipg 115 Bt s Vigh LrABst TEALTIBROR RecTRUah T gas produced
using PO aEdBWNE tb &n aMbbdilest dfahd Pefioran encoded i mage
produced using a nethod according to an enbodi nent of

[00016]€ EREEY i ok authentication image that may be used in methods of the invention;

[00017] Figure 8 is an authentication image that may be used in methods of the invention;

[00018] Figure 9a is an illustration of a portion of an authenticated document showing the

use of a decoding device to decode an encoded image to view a first authentication image;

[00019] Figure 9b is an illustration of the authenticated document portion of Figure 8a
showing the use of a decoding device to decode the encoded image to view a second

authentication image;



[00023] Figure is an illustration of an encoded i nmage
produced fromthe encoded i nages of Figures and 12

W@ g008g3m55et hod according to an enbodi nent of PEEUS2004/030551
i nvention; [00024] Figure 14 is a flowhart for a
met hod of produci ng an encoded i mage for

th ' b 0 olq| - | ar

10003, o870 S D REUIRY o Rl e ot AR SRR for
authdnkibatiitor eddcumeaf acebrdaficiodadxempey pnhboliment dithén dvaition;

aut henti cation i mages using a nethod according to an
[00021]‘00%%1&@11 1 & anf iNBsthAA6R BF hOBracodOP BR%e Jrb@ite® ukifigd method

schematic representation of an automated system for
accotdingoiogoreatiodyneniobthednyentigels i nto a document accor di ng

to an enbodi nent of the invention; [00027] Figure 17
[00022] aFspireiRis an itllegratioenf an emvded irrgeguodirat asing yshehod

for incorporatin ncoded i mages into a docunent
mmo%@&ﬂpﬁpﬁﬁﬁF@“%ﬂ“gﬁﬁ@d?ﬁ?‘ D:of the invention; [00028]

Figure is a flowhart for a nmethod of producing an

[000%3 c o e A gy igstintion oh a1 enaodpd imagsduwodherd fiont e gnepgled

. | i ' ian: . .

imagh o FHETE oL Y2 ETRT iR b0l A RRoAdner B e invention;
to S i ralel oded | S i pto

oo, S0 2 YEL AT DD ARl LR PO TR o Bl

authenfiv&itgl DdocubehiddebldidHESGRleRdh EMrEmBEmENGENAE Nention;

[ 00030] Enbodi nents of the present invention provide
[000283t h@lsiré OF id AE11StRiBR bF B efod8® FHARHrSdutsH MInPRR Mlthentication
~ nore encoded i mages that my be enbedded in a
imagpaedieg o methagraceerdingdo m@b%rne@t pletheiinyentiesor por at ed

into the docunents being protected. The systens and
[00026dt hdiksirol 6 isveschemetia fepresentationedfznedtangatechsysem for incorporating

escribed. in.co-pendin d

U S lication No. filed ,
encodGsRaelo ASRGTE) “rstia: B SRRy R denvintionn | s
|acorpor a herein.by reference. in its eptirety. . .
[000%7800 ﬁur%i’?dﬁsaeﬁkﬁréﬁtéq pretsq:fgatfcgquﬁejnéﬁmeél : %cp W#ﬁ:&éﬁx incorporating
encoli&f iﬁ{a?_est RitRa BRIt Z&BrdiSE fARRINRSb e Rl ele ABEHRM! at ed
variation of one or mbre authentication inages that,
[000%@e n e ggi ?sda ﬂ&&ﬁﬁ%f@ BethoRlof :ﬁ)ﬂoﬁ@ﬂfg ren@(gdeat'ﬁ‘jg e for
ckground or source i1 nmage, cannot be I'scer ned om
authenhieathesed @omeneatcomtiatgaoiiaalexemplathenbdibmknyr af uinclinoention; and
source i mage without the use of an optical decoding
[0002bVi Cezurdn9 ncetedatii@gRsemtidaeofganatonae $ys@m ff incorporating
aut henti catign image usj.ng a particular set of .
enco@aqippgeeintasd deaimenhaccpring Wansrekadiment of thenpyaytion.
corresponding to certain optical characteristics of

DETARCES $ssttReTdeN Of THihaViEReIGRcoded image is

printed, placenent of the decoding device over the

in , o . . .

L s e T T S R

doculneniis usingae or mdkd emebdédienagecihdenay bagabedded e a backighdimd or
but i ndecjpherable or indistinguishahle fromthe

h
sourQsARIRGT SLUHACTHYSUAECTAIRIE TRipdhe dapesats Romg preteRse: dhe systems and
methBALHURE ﬁﬂle@tﬁkﬁpﬁl@ fe1hBREPS 0deads itV c8-peAFhE U.E 3 hfiRkation

process su
No. , filed , 2004 under Attorney Docket No. 62770.000091, which is

incorporated herein by reference in its entirety.

[00031] As used herein, the term “encoded image” refers to a rasterized, scrambled or

other manipulated variation of one or more authentication images that, when embedded in a



as that described in U S Pat. No. 5,708,717 (the '717
Patent), which is incorporated herein by reference in

w0 r@®sesassF ety. In the ' 717 Patent method, di gi PCRES2004/030551
aut henti cation i mages are encoded by rasterizing them
according to a series of predeterm ned encodi ng
paraneters. Encoding parapgeters for this

( t hod ma
docuspiie R ABOMPTRIReCRAHIEPI0 R e ABE BRI e cBsceid from the
e (SRS §icHdl @1solylcB nSRONRIYLE ttleise ot 6ptical
base an i n%tg@ﬁggﬁlgff \%Jit%gg%l?%st er(?zsggﬂ)c.gﬁ%he Si zéﬁ gr?c}I Sggnberﬂlc
decodifig déwices i Amenabdedimageasat regdhemtpddingy agiaudenticatioh énagsfusing a

.line s nts .per .inch f the encoded i mage. The .
particab e Gh A arce P aign 06NN PABERF SRQpoging o certin
opticz\%lw_rclhlﬁﬂ&%t@;ibt% of hedREONBS BOVICA. MW he AL EAliiABe is"ﬁﬁhﬁ&l, placement

e oriented relative to the object upon which
of thet deepdiag devioe beerphd prinseld ef@doBBNagEhe a pexsigttrmined ovicaliation reveals

the ! 717 Patent. .net hod .be.a |l enticulak..len Vil N
the s nER PERLl e Ry Pl bRt e Rl e may
be vidipRIBut indecpRElabRWr adistifd@ishalé ot @e bhepsounybyie naked eye.
formed with a frequency that corresponds to the

[00032] €A 6RB SYetRfd Jfg)?ocﬁl@ﬁ@%%&éaqﬁﬁ e etordiAs RdtePY Ao f18cess such
encoded 1 mage and rotated to tﬁe correct angul ar

as thay desnibed inod,S. PhieNen2.d08d17 (the &7 i7Patradowbirch is insowtpyated herein by

al | owi ng .t he authentdgati.on_j e(. to.he. .viewed.
rferqsn s Tt AL £ et arroR e gt Bess e
encod®thstalifing Bl 4cebrdin foh eHeheUreddiérniqiiagicbdiag pa@imeters.
it will be understood by those of ordinary skill in
Encogling parameféra fordhiy matkgsemaninsida g liveireguenelvhigh gogepopds to the
def | le i : St l.at . . .
numbgg %%%%)%aﬁlg é)V[E ?E%glla\%m l?l?% @%ﬁ%ﬂéﬁ%@ﬁ%}l{ﬁzg agté@?%egllstd?w&ed (rasterized). The
size addanabeesf ditisivhs degrmiaesithe dreqnermg (. ¢l notmtem ofdihé s¢gneents per
. nmet hods of the present .jnvention. [00 35h A@ di scu?sed
inch) o heeencedrddmede i FRgeCoding PAETRSIEY Y SIROdREUGT ahgireylar
orienBiBh td d&theHoW @R hLmAEQRoh (RERS WiB bRYridntS€telfive to the object
encodi ng paraneters. The invention involves the
uponevihdditiengreab bepened. nore encoded i nmages into printable
docunents wherein the various encodi ng paraneters used
[00033) g&hededodirighieviznof ded 7l TRgest methiod ormg bt adentivular ilguls daving

opicR S ST g, BE SRS 0 BECOTBLL e e

' B ERGMCH BF HREnARA rage.
may?%%ﬁ%%ag%i gﬁﬁ}é&g&o{%ﬁé@ﬁsgti on,a acgi ngl enencodeéIlge

When plagel omy theeencodesltimage entl fotated trthe perosi Aegubarragientagion, the

oo g5 RSB IR RO BT AL AP RERE) e
o002 8 5 S BB AR P eSS anon

this shgkgﬂ%atioh,nit $21TBe GARLULOER thosd BEordinag) K@@ Qe thATRES image

e constructed frommultiple aut’hentication .
encoding gethoddmungheset ofddfingblovimagsduicristicsustablaty a decoding
.paraneter set. |n these enbodi nents one or all o
devicp RGO s B S BE Ry 15 Pt e RenioRatithe
methbdP&RhEBXsde isRh@st.ed or generated by the user, while
some or all of the

[00035] As discussed above, encoded images are derived from one or more digitized
authentication images using a set of encoding parameters. The invention involves the
embedding of one or more encoded images into printable documents wherein the various

encoding parameters used to generate the encoded images may come from multiple sources.
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encodi ng paraneters for a second authentication inmage

may be sel ected or generated by a non-user or sel ected
wa@iosisasstal |y without user input. [00036] An BSPES1000630551

the invention provides for establishing the

characteristics of an encoded image so as to be uni que

The crdpdbnd pincsIBBER SeATOLIG I oaek T T CLa D Hiag Bodgtes the
encod%ﬁ ‘flﬂg%eﬁ%lpﬁﬁé%ﬁf sidcd ahhﬁ:nﬁ@&f%ﬂQQagéEa% s&Hae Qﬁlbb@i‘tﬁeﬁgs of the

aracteristics generated automatically in such
mvenasn \Visyngds encoderhinopgel rya}d%@msfamcéed from an etnhOdlhgparameter set having

enerati on of a new doc artic
one ofge FREIE R ST Py retedl o S b B O mre
add1t1%£llen9@d1 ?ﬁhﬂﬁl@@f’& thhfHee g&ﬁizﬁ@d 8f defdctedDyt NMdn-HRY oP&re selected

varied include encodi ng paraneters such as, for
autoneigatfy mth«mttelsebn ipputf ﬂ@@fuamlyb@im@ntrsat@@ ém;gke@w@migl@lag@ Hy be

constfifkg st sRuBRE Bt Py G RAL &t 1RGP ANG0 i E e

paramei@det. (Th these eiﬂbedlmtse sovhé br dlpsfirae tndoding p@adttl @ for a first
frame of reference at which a decoder nust be placed
authepticasion énageomey bowsalerscdRi geaiafed i tbwwgl@}e SOTREOr, Al Qfule
encof JERERRCl PR SURFASLBEASHGH T PG, Laclasls & cd by
non-B¥ed3ERctet raﬁﬂoumacilg:xwltmnesmqmtt o identify
ci rcunstances relating to docunent generation. [00037]

[000383 WAhlashRt 6f the Useaton HiRVRIcS fdrQeiabRMiSs (b chiilﬁcterlstlcs of an
i nvention provide for the use of an encoded |

mag
encodsddmagaP P OF pRidue MWI?W@%UH@M bt Mgy b ﬁcwagphshed by
selecth\?e\ff ;%%ffgﬁ'g [éc@e GhAE é% ?r[ebb 0&%@5 gepélyﬁggé’[&% tb0h& encoded
imag#ot iephateyach sbmctamttfw (gsnamﬁtedl hetoimatieailyi io sugir @wvaleasftomniquely

user input into the ner at.i on of so but
associafthEHAY W {16 EeRETAEaN B0 BT IRTICRALET THA %ﬂi& i lign of a
previ vs;e EGHAEd ARGHIRNTAs Will BOFRCRERD ﬁier@ﬁltaéﬁengtli@ tH&Shay Be/varied

control of some aspects of the document
includatdveding patanetersraichad, fandxample.ché ingfrequeacyigbr ras’@ylzed image,

e gt oEX SR LB oL SPSRTESH e s e dcoting

angleTERMHRBdCiAT26 (ied. | thé hfde QfithRadpRoED QTSPec[lﬁ&Dﬁr&]ne 'Bh &ference at
nmet hods of the invention may be used In cagnjunction

whicink tpcadremagibstplased ierdsy tonden thecathieacdiondsrgse nhs unique
Q e I r
encocgerd é%’i%g Cghag%cfteir s%é"ﬁ #ﬁls@ Wcltg(féctﬂ Q{ater? eo? ﬁfezar%'ﬂ%gg%uon image,
whicls A diat exensie, fth/adieetepr gh@kﬁamdf to ndemméy aitdungstancechetatime o s
generated by ot her docunent processing software.
mmuﬁ@@éﬁﬁﬁPPW%ly, they may be adapted for use in software
subroutines that may be integrated into docunent

[00037d ne AatiiB e gissusedrsoms sarpogdimentoot thy gryspiéon mp&dé $eprthe use of an
enco%?i olgla % bé‘gg %S gﬁ‘i{@g %hcod-gﬁ ?m?%@ U%)Iﬁe ottv!;lﬁcﬁ ﬂfaﬁr F’ﬁ{sfasgomated

mor su sone or a
charadté@i@tﬁﬁ%rthatta@e mﬁqmlﬂothm’mmﬂﬁreﬂcmdlt@né soine b whichracondtn g\s noted

paraneters. One or npre auy henti cati on |g?ges g

above, SOmR Epeliansly of ghe; IRpRAtON PERY! Heer gyt o thergengration ol“ some but
not aff O R A hABeABs OF tHE¥EodlddtdabéehphBE RFLFariBRFEFocument. In some

embodiments, the user may have control of some aspects of the document authentication

method and not others. The user may, for example, be empowered to control the

authentication images themselves but not the other encoding characteristics or parameters.



The output file may be stored in nmenory and a user may
insert the file into the docunent. Alternatively, the
woeip0s3si | e may i nclude all or a portion of tPEI/US2004/030551
docunent with one or nore digitized encoded i mages
al ready enbedded therein In either case, when the
c nt 1s.printed, the encoded.i nages are printed .
100038 o EfmetOgFe e et mid 9o S6 IASOUCRHaYER e cpppgruction or
modifi &ith of @GRS produddBdYtvithl§ne AB@RSer ptodeQiiB o raphics
ocunents, both printed and électronic. In this '
softwamn They ntaydeddspted bedisest hoanduonelseftwewdprograpy for eperating on

docurity BRErEHLEY et mnear parer il s A T E; ey g be
adaptBd fRLESindREMARMubI SutREOREHEF bO It SRRk ttb ABCHRMY FBM¥ration
resistant to tanpering, to unauthorized duplication,

programs} sueh a8, fesrexpmpies Mierogeft ¥axd ppAdobopgwbyt. Toe ippy el the
00040] . Fi ' . r f .

B TN A T —

and o8 of Mered eh¢edihz paranieters. NOse obhbruthehiichiondnaPes may also be

. i mpl emented as a docunent authentication soffware .
inclugpdag ARt o he QUIRUEIAY Beif fiifeconpining gne ok mpreti gitized encoded images.
The oﬁﬁ)tula gﬂet dﬂffﬁgé QBrdand in’fén?or% %nd‘? Gebr AR QIUGE e RkdGE focument.
erncoded 1Tmage using a set of encodi ng paraneters
Alteragizvelyptheduipuo filesey ircliplelalled apartaomeiféhsdemudhent with one or more

. ...hon-user-suppl i ed par rs. .The nmethod begins at S5. .
s SRS P BT e TR A, B U i
intedYy \ e lis | HelpRARd BloBg MEIDI RS 86dudtdn@nNs of the
ane@f g&%ﬁé‘?dr%géigggﬁs i}ggﬁhttahato %\/I [ tbe pr odlﬁlced when the
[000 'kas&ﬂfe?%ﬁ,dthe @ﬂleﬂoéurgsgﬂ&qﬂcafnﬂbeer%&@gﬁtm%hh@af
I'ndicra may be’ a digitize orm of any vi sual
documexs doénpradted and eledtroicgnthits nraher, theidesatitted natitiged maple used to

proteglctmi %ﬁ@&ﬁﬁg l%écﬁéls@%&c{aﬁlg,e %ﬂd%&ﬁﬁ%%%qﬁ{]? (?ctt ﬁﬁ& dcs)cturnllerr]lg after it has
been ?ﬂﬁ@@mrh&ﬁﬁme& db&\heiit & FrBMciRe bl Mdkitey the uBther? fesisiBi &
Ile or any other data capabl e of belng represented
tampefing, teeuraythonized duplichiéond ead roadsher fpns efsateration, forgery, or fraud.
aut henti cati ng a docunent. [00041] Authentication
[00040fdi Eigarenhis adftows ehatofeaimsibod of prwdpeing ianendadfd imege agnording to

bout th f d t bout .t h . F
an enghpdiipgng of (e AU Bl WY PR LAY it fRE R g a dopument
autheBtiCRIoR b8 Brel R8GaR orla§ % sibutike B sinfeleCdt bOutntidation indicia is

governnment agency. Alternatively, or in addition,
used muprhdureiacingloendoded wnagermgipgiariet elduicpding pagiictass assembled from

v g PR TEC bR PHL T8 T 8

S10, hh@&itaiacinarRmM ardtecaiviedr Miuth¢hacatioy pedicn apliepRsentations®y the
be specific to_a particular docunent. Authentication

visuaj ifepgeioa tex thap wilh e producedorhisnehe Pipias gncadsd iagenisdecoded. The
i 1. .he ' f . .

s B 2 08 SO VS, i ot o

limitetioo Wigtized iAlapEe ndmpatei-generatetl griaphinwyndatestostiimgs| frmie dacument
textual representation of .the circunstan es relfati%} ,

procasing ROZEARS. cHUsali HEMERGEAR Po ROl HEEE be I fhe Tpish of an Hithge fle or

i el EHtd by BRHEBF1eqbE uti
oy TR Sk SRR Sonch ey
autheatitdtimgtai doatinent. i ndi ci a coul d i ncl ude a

[00041] Authentication indicia may be selected so as to provide information about the

source of a document or about the user. For example, authentication indicia may include an



textual representation of a tinme and date to be
associated with the docunent. Alternatively, or in
W@ewsn33say the aut hentication indicia may inclBdBUS2004/030551
information relating to a processor or station at
whi ch the docunent is generated, processed or printed.
: & nder st o by.t hose
imagt PP QA CTBED OF |ARAY Rentifcitoh o ABo VAR, AR YA IRR ety or
in additidh caushembiyative indidia i igokedé mfarnpaiobireldtify todtBe doRiMen® o be
dacu type .or may be neric to a particular user.
authepfiCafet. b PG nelndeadongiol JRO RO A0 Fhhd b SmRbRAbIng isa
docufBt &% BRI FREG i¥pRe bf RBY B spiifiPfoOV] f
ocuaut hentﬁ%t.i on soft}}ia reevvi ?‘hpor S\‘?ﬁfﬁ%{ﬁfa ]%’a%%%utl&fdrogﬁwﬁ? e
Authergigation B0gdafor Aispecifit hemunenatowdd, fonekapipde, imotudeetext from the

oo e B o B e B
Authéiticfi @ indiked MaP blsTRCIRR StERRh @fre8dtatih Yt ‘i:’l?eh(f,iﬁ:thrrls@ah@és relating

use by the software. In some enbodi nents, e user may
to thepraurggpt airteentigatéanepreeass.nBdfon exdreplei thanilbenticatipe imethod is carried out

jves.fr ich a user selection is,nade. .
o e ok LD R el ARG R i g ngiude o
textudlirepresthoitiag @f atiniesndiateddhe Al oeRedOyitithel dbdhhb@. Alternatively,
. determ nation nodule. |In sonme enbodi ments, non-user
orin éﬁ%‘?f}a & athanEiprtiondndisis matingluge iformmsionaeleting tostiproressor or

statiofi APWhicH thEGbdub R fé?@ﬁérﬁﬂéﬁ,%rk@e‘gs Frinfdem @ document

generati on circunstance or rom content of the

cu thentj cat ed. 044 turnj. ow to
000437 k9506 AU AR 2K i R o D05 e
authentietibe indicie naytbeenideamiqueno b pditichRr 8b&imhdht bh&dudfelt 8fbe or may
a digitized authentication i nage. If the
be geRqHOHB RnaElfU a8 Hseindi yptangther alfernafbieuthe auteatiqagioy indicia may be
hi i ' fornm he
cuab 8 7 4 b LBE 8 8 R ROy OS5 ol Bt o
the usBenderi ng may be done by the authentication software
code or by a separate nodule. In either case, the
[00048%s UTlid aghedikigatidrziediciaagebd iebeivaearinp@tirdt adkairay8the
. tg t he user.[00045] Encodi ng paraneters are received
receivgel figEha ARRTUSES SEWRSE- ST ARRIt anaychecwaPlRg ipterastivelyror suaty hat
K r , | ¥ rs are
sop! 0 S5 B LS PLSURRAE, 150R0L AR RN RI35 B0
offered puédgierinired apthentedion melicia alfdrhatves dcbinD hphraaet @& tibBRYs made.
N be usegéo Seterm’n.edthe ch ractzristics of the )
on-13eied MBS DRty B P froen tipragh gr may be determined by
an ind@1h B&Binhia Ak droModlB IR %ﬂbrﬁﬁlﬁiﬁ@&@,%ﬂ-ds@%{ﬁ lied apthentication
_ . .decoded. The nature of the encodi ng parane Br's o}lepenas
indicipmay fpe detseiied gr aenshoeted &gy weesupplied dptacSomfa docomdhng

sner TR ol T 6751 R BELB R B

: ( 1or ! |
o] S ASD RS ot an
authertREEAInAL 258 i€ihe FARPENLH RIRTRL B MRl in F}ﬁag%ﬂ If the

i ndicator that would determ ne a particular” type of
authentigatiely indigid ayp or Bebide datads Lo ritexttsinog) iy péorpestherahar amimyage

formal? ?heudc'a?ad istrgnc%?etdelﬁ{c')] arrllelinafgg format at $25. Rendering may be done by the

authentication software code or by a separate module. In either case, the resulting digitized

image file need not be displayed to the user.



exanpl e, whether an image is to be rasterized using

dots, lines, dianonds, elliptical dots, or sone other
w@emsesasst form Further, each rasterization tB@EBUSEY4/030551

i nvol ve specific characteristics that could al so be

used as encodi ng par aneters. These coul d include, for

exa the degree of elo | of di nds and
1000431 | Bescdine istiBctemacs roe g OR Ao e g s ggding
paranidi&!seR svid! %%]ﬁ)réﬁln%lﬂl B8cisSed, @ﬁcﬁﬁ%ﬁ%&éﬂeteﬂ%é 5[5;9f3d 4 digitized

orientation e authentication inmge when vi ewed
authehticatiog imb gretogeoduea. digitiesinegdguainaget Ehs em@ding makaneters may be

i ncl ude such, vari abl es.as print .reso
used ogFATEEHOE P RF B PF BB DM aar 1 e fineragee of the
authe}‘iﬁéa!ﬁ%ﬁ RRhsdRhéPih eﬁé&ﬁﬂ iBoAY B&IHel CThé f=15‘tufen(§lfI thé Sacoding
Fggure lustrates a decoding |ens 30 and an

paranest@péRangs en ﬁ@d@@toahnag@ﬂmomm luseH Expmaplefoef enepding parameters

fora &épﬂ{l?%tn 1rg§tg-grg 53y nécj n%enrtgscﬁﬁ Ecgn dcg g%e&%enc%ls etﬂ [LZ %ﬁé@lma% qmd the

orientatib® bt Whidh aQe06Hn Olchh aFOIR) pidkRaed reaéal thdentieneiostish image
i mge 20 was forned froma digitized authentication

(dechmg@g@nﬁmp@ph@xw wewkd be@@ggdlpﬁ@hﬂla‘bwould determine a particular
type Ttr r%&ggfﬁ éﬁt Sﬁ&l a ra-E%gi %qg%@&rﬁﬁégec o 'be u‘s’éﬁ% cfe‘fénfnﬂ{en%or

énco ing angle a and
exambfb@wﬁblﬂhhlem llnmbllsm) Yermagerizdgkiaghlots] lires) dimomindg editgicel dots, or
maybe defi ned as_the angﬂe bet ween the hori zont al

somewélaqy @EPRCtEiS Aprrey Fuithes frigpion (ype pay deplyeniperififs
chara@eéh&lé%hwswdgﬁ Q@h &mb&ﬁi% éﬁ[;)anﬁe?er's nTh@s% c%ﬁfdrlﬁélﬁde for
posi tion for ecodi ng e enco | rrage . he i rrage

examplegthe dagrcay)f bbngatomzfdhmortdh end n@llpeca:lelom eln ﬂneodmg parameters

orj z doc ortion axis.22
may 5% e VT Taago B doh@is aedistn Rt ceRbRnbg e v
autheYiﬂ@a[ﬁoYl'l \ﬁ%éiwh&[ Qughd iisudese dedidiet. SPscodthg Jakanétbrs cb@ld also
understood by those of ordinary skill in the art that
includguch vatiaties asepring resoltige on @ repglitipefagtaswa Bleguagcy Hsed to generate a

wallpaar%) gmtc%e(%!ﬁ?ﬁet%u%%n%C%{dnl}{dl%{éen t he decodi ng |l ens 30

orizon axis 32 within about

o005 et PR ORERASIY & GrmblthaaBb i
apph@d f@a‘/tli&@m‘éﬁi geitied 10 NURpesdaidnt Yoribn Q0 BaghsriAdvaral bRDGAALal axes

be understood that the anI%‘uI ar definitions

22, %I@@ﬁl/ﬁleaﬁeéocb%lﬁﬁﬁ éwa&amsyaramcwb@ ogeng @xend2. Stc Jdp sacoded

e g R e R RSB By e B o pporcen
of Trempoditig.’pIhakri@lis paymbtersuseat Eorfbfm itikeghcoded image 20 include the

non- user - provi ded. User - prOV|d en 3 arameters
decogag aple & A rcanthpticafion jawge apgle Pa&rf“P ‘\% i Bwy be

defmé%?rg h(Ee %g%lg Fﬂ)gtvﬁiteﬁ tﬁéjtﬁfr%n AP R ep (Q?' ?ﬁ Bis 90 ahd&eSirst dicoding

i ment's e user may er ed
lens xiedtvhemiheekdcalingiens BQ &tin dire @mmodpqsglqmafpad@dmg the encoded

NI WA KRN p—

Oftl%f £xiP 0P I AIMERE t Rk tiBe1iROf 1 ¥RhE athertRlafib® Madeetof Wit viewed
ata storage. Non-user-supplied encodi ng paraneters
throulghyhea;lagodlng lens 30. It will be understood by those of ordinary skill in the art that

the authentication image 40 may be viewable with varying degrees of clarity when the
decoding lens 30 is oriented with its horizontal axis 32 within about +/-5 degrees of the
decoding angle o. It will also be understood that the decoding angle o and the image angle 3

may be selected independently of one another.



be cal cul ated or determ ned by the software as a
function of a processing circunstance or based on a

w0 200d0838s®l ecti on. A processing circunstance cRCI/US2004/030551
include, for exanple, the tine at which the encoded
i mage is generated or characteristics of the operating
envi r onnent chﬁ%acteri tics or _identification

[ ) e.g.,
[000431 ¢ Kevillbg éléé%réﬁoogéh% gyl fRfpbnsABAYS are gxerpplary only and
i d the
that Bl e e T IR documep an
needsad thdmwsedecodi ng angle. Alternatively, information

relating to a processing circunstance or other
[0004!8ﬁ N- BRlevidisdl piddd@tk panimetem tarbagr-pevided o dus-aseriprovided.

t he aut hentication indicja. [30049 Li nki ng encodi ng
User-pravigdedieapeding PEppeEssay be fumpling by h@é&sewr@é%ctwly or may be
supplRASRhRiFed Br LAlTh) TR GHIE RNGAR chiloBlrhdi, R ﬁs@fsmgy be

processing or printing of a document fromthé encode
offerddmedsterminsd aufthdnhieaticavencading parameto déetnatineg érons whickediser

This provides an addjtional |ayer of authentication hy
select BapHG. NPTTHGEBIEN AT SPOLERA R 5oTS bt HARFgHOFBTAY into the
softwafe Jrggtaife_@ﬁﬁe AbmPdad $tHta8s KOk MEENupp i erRU&AR lpﬁraln%e'fbr@ﬁlay also

enco I mage having a decoding angle functronally
be calcelagtdent deterinined dydhesnitwadaasea funeton af/eprocefsingreingpmbignee or

B LS B O, SRR, e e
at whi@Q898lcofed NRiRds abRyfed eiRticRisAey GRS 8 atifyer@onment (e.g.,

user-supplied or non-user-supplied. In a particul ar, .
charagligtibféqstor ademniifipatinm ¢ dlep RFPCIsHY gepoialng Hhe, dochraeri)c Serhrgformation

r L.ncl t i
coul iR RREL BY sl Bl aBinshG8's ARG AL R0, BRRAREE Blch ac
the d&ARG anglep aXlamedtivelys mfornetian télxtdeh toar mowdssing oircumagtatme or other
tied tq a processing circupstance as described above.
non-UAERLFHPPHEh BYOTIRtgY $0aY; tﬁemaﬁa? HHo By eﬁH%’é’Péﬂ‘g‘E‘é‘r
that is not controllable by the user provides i
[00049 ot Békingrensgding PArameis® HYcessipa chirwnstageey gakes pessible to
- - | i .
dererRE HRGEEHPR (LRt EOARCLARRANTHBHEE bt Moo rd Bonfihe
encod®y imaga dnemifshe @koof thé edodediarageds fikghnTmaprovires As additional
di scussed .above, the non-user-suppl.jed_ encodi
layer g5 Raifigttisntie) O AJoiNg 41 B SSRAer ISPty BPTRREOR Bitpdap e face of
a priﬁgécf A neh N PrEr ek hRPlel MentpebdediBlafORRkhg Mecdathg dhgle functionally
Igitized encoded 1 mage is produced fromthe 5 gitized
relatedutd enddcosieniodutd, thegievessigaigr whelddrecbiieto determinstthe daje from the
di scussed abave,,, a t hod for. creating an encoded
encod<Rgpe e o TRE A OO e TG OP HRGoHED be ueed.
i ncluding the nethod described in the '717 Patent. In .
[00030] ot Aﬁé‘@??éd‘,bo‘(en ENGANERA RIS IARY PR -PWPRlisd OB R Btprsgpplied.

Ina ﬂ%ﬁ%&’& SuRnfEieq ftildBgeh RV RhE& iR pArBRBRPSH includes at
that may correspond, for exanple, to a certain nunber

least ofie grcodinggpatanrete thatis norchser-ipmliedr iThe adn-usdresupplissichadoding

par S T 5 F ST AL G e 4 Rl
abové.l AfiohE SEHL AfiNgsC RIChRBROMENREIHS phiddiete? thd: en & R6AESIEbIe by the
user ;I)rgsigdié protection against misuse by a particular user. The non-user-supplied encoding
parameter(s) may be set by a software licensing or control entity or may be set by an
administrator of the user’s organization. As discussed above, the non-user-supplied encoding

parameter(s) may also be constructed by the software without input from the user.
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[ 00052] Once the digitized encoded i mage has been

constructed, it nmay be returned as output of the
w@uiokesassTat i on software at S60. The encoded i PEDES2084/030551

be output as an inmage file and saved for |ater

i ncorporation into a docunent. Alternatively, the

encoded_| mage. may be i pserted directly i.ntp the .
10003 bo 01 r I EHE L erpd s 3 HodtRd. e fie felifg! autbentication
imagd QEHYTER enOGRA A dnerSef. (ABdiSeusJdiabd 08, WB Mletib foRERAREL an

t he 'encoded image may then be further processed,
encodetl amage fromdhe ruthentivhien imagewidyl bebsedirioednding dee mbthod tieseribed

. d | i hi cal |y enbedded. within.th
in ncSE0 RS Ret TR R o R AR by oo
encodée%hggé&ﬁavnv&@ Berldhe FrlQueHBR Hat inSy ROir&NpBHd, foPERipld k&8 certain

encodéd image will bé produced in its encoded form so
numbehef printed imgsarer shy Vewadriasase fre encededimege ayay ds yésveridragly

ecodi ng.devi ce. .The. n , Il n_an
ronfF RGP S A5G sk oA PERaTaRGe o Biteqlbolierh g B
frequérfcyadeeshin@inghte t belthpreacwisdiimgga/er si on of a document
al ong with a background i nage or surrounding sold

[000529! 0OnBAGK i AHA drddded TRMgOBad trch REndtRACRIOH nfhy be returned as
geonetric shape such as a square. The '717 Pafent

outpug of theiabenticaiion spliweaieraf 26 theenteded ivgage mrasybep@tput as an image

. _enbedded ,into a squrce i r_.b ) .
e oSG0 55 BL B BePBER T bR B 25PLEVES, ol Mg gose may
be inseek@ airecllyf ihfohe acyunsent ifihé sdftieare iciatkgehied R tivedoch@ent

adj usted according to the color and density of the

generglpn nftyvaser The decumat cansaining theensededrimageméaydhen berdigiber
proce?%g, {/r{cﬂgslnﬁ‘tid PII n@idt&fgl?w‘?ﬁ Be hilRAstBEd Bhefe %ﬁ%ﬁgg ?r?lage‘gs faphically

ge reproduced in itS asse
embeddesd witkinh thodeuart $dihal inisguintédnameltaneoiuly vathabel ddcument. When

i.e.,.invisjhle). form The |latent inmage becanes
the dogugien} i OIS RsaminiPRE R R AL B RRE PR, Babrapodefidorm so
that iS&RGLRYEWEAMRREYwWRE HeRBrrb#oBBing I dBERNS e \RtACR AMBSA ends at
the latent image. [00054] The digitized encoded i mage

S95. of the present invention may be sinilarly conbined
wi th a background or source inmage and added to an
[00053] e clir amillostcapy eafbotlingentlabeidigiiized endyeled inhhgenis inddddad the word

This may b one b he sqft e used to generate th
proceg BB YR O P SOB M AenE 1 btk UBH R GG P AP BFod color

back%%‘ﬁﬂ‘l RLOREY BE ROhPEQH &M Sdobicnid énage sutheR alsgBard OTHEEBNL7 Patent
0 be authenticated is printed, the encoded i mage (and

describey hbwekigstotized cocodediimege inar je cobbédeddatos sonraehmage or

enco i mage). is also,printed. Wile the.bac d
back GGG et O iy S SRsBoR B} Bl bl el ueney so
that thd€ncOBEPEebei BRI AB§)stddercYbrain@tio Y ablbrnd WighsitynsT this arious
properly oriented decodi ng device wth optical

of a vi ce |
parts of theersibledmagm Thameadaddmage pedibe visible impge apdsainggted
r rs . ] ;
N L
imagé BSi eticbddd (i.e., invisible) form. The latent image becomes visible only when a
decoding lens constructed for the selected frequency of the latent image is placed over the

latent image.

[00054] The digitized encoded image of the present invention may be similarly combined
with a background or source image and added to an electronic copy of the document to be

authenticated. This may be done by the software used to generate the encoded image or by a
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printers, such as those commonly found in many hone
and office settings. These may include | aser, ink-jet,
wo b@sosdssand i ndigo printers, for exanple. A rESDUS1000080551
of 200 dots per inch (dpi) has been found to be
adequate to produce an encoded i mage that can be

easi verified when viewed on a printed dggunment
soparfp A Vi GBI RGO D DR B Bufa 8T FBH fegument o
be aut[lv\lg Rl i@ﬁﬁﬁte@{j th8 tRbded HBaRUBRAE Ay BRkbRAN BRERIr s i@l{Ege

I ch the encoded I mage was produced may be reveal e
embeddedovigihtheleacered imhge it adse papioddWigledbe barkgrpund and/or source
. devi ce/.l ens. As shown in Figure 2. when a. lens 30.is
imagd 38 YEPIP i1 Pt R Gp P oE Shv AR Sres L B Pl el gl the vee
of a pféheliatichidg dBesI PddvileasiitiDBpteallpop ki cdi@ighitedno toiredpdad to the
aut hentication i rrage 40 is clearly displayed. If the
encodingpargeters afdheensadedi@ager om this orientation, the
aut henti cati on i nage becones increasingly distorted _
[00058hd Tine éauateheand 00T inlage swydegmiptadi mentativelfy lowaesolution
. . inventio one or re.non-user-suppl ied encodi
printegy, uchoAsdpase iy ERegH i gy BymeRBd e srtings: e may
includOthiepaihR-j&t! MEfAdMNand thdd@s prikieils 3for ek41Bp1s Ol eed1EtdH GRI0BMots per
. may genefate encodi ng paraneters that nodify the )
inch (dpi) dns bedndnuachig/bsradpite fogrodiceaneneqried dmpgete ean be easily
gl e as_Vi.,e 4 ' f 4 i
verifie R8E S BAT PR LB Ttk st -0 BREREF oo TRBics sequate
result€l t her case, the orientation is varied to produce an
authentication inage that is ideally unique to a

[000583T t D&Y FintE® GhTRIThentiON N iBTag8 PRIORARNitEe dfRoded image was
automatically add the non-user-supplied indicia or

produiced praprieirevealeditronglethgwst eht Fesaspordingdecorig dpmise/lens. As

non-users S I i jndl ci > ' .
snoBETEEL? SRR NGRELR I iy BE80 GRL AL R8P
20 thatta@BEdn printesiea tccuaiehepordonnOaiie agthentiation imaggu®)is clearly

aut henti cation i mage using "cut and paste”

a ., ..
displaygeh Hrfhe legn 3Qiis 1otaedyray fsom dhis aHsRtARSD. Shin éhanticatiqndmage

| . .eHBa? RRLEAOS Will not match up when
becorggegégg[gé'%lgégp%rgnp gu maélﬁ‘g two docunents 120, 130

ht he encoded | . ' ' .
o003 R ARAE 5 i30S PO o oo
parankhtérd apgriealetcpnined by ek aunhgntioatimesofiverapdogpapein particular, the

aut henti cation i mages 122, 12132 is the sane for, botH/
softwatgtIHese ALY SvieraneReedingqReAPETers {1t SiRgH Y theorigtatipn and/or

positigg?ﬁﬁ{@a%[heﬁﬁéitﬁﬁ%h% M{;Vg&g@édn%cgéiné BEthe encoded image. This

entication I mage ang romdoctinent to
modifictionemndty, bet tapd e bheysteingic ot i pitlpe cagegthe orientatibe isf varied to

aut henti cati.on. i m 122 is different fromithe inage
brodh g7 U PTGHEOL RTRANEAE HEFLY WHENGIS 4 MRG0 e unother
approAbIeWad atdhiiéc4l 8L tROnsieNdes Buptd iddibig or iffolfatRhtifiRhe

I's made to superinpose or paste a portion 134 of the

authegticatiod indieige The pon-nses-supprlictliipdiciajmasgfee plaged o ogieeigd so as to be

. m'srmtﬁlg1 results as shown in Figure 5. This m smatch
unique for each docuinent.

[00058] When an attempt is made to alter a unique (or semi-unique) authentication image
using a “cut and paste” combination with a portion of another authentication image, the two
image portions will not match up when decoded. For example, in the two documents 120,

130 with encoded images 121, 131 shown in Figures 3 and 4, the authentication indicia 110,

(“Department of Transportation™) used to produce the wallpaper authentication images 122,
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i ndi cates that the docunent has been altered. [00059]
I n sonme enbodi nents, the authentication i nage angle b
woreaps5/083863 n unchanged from docunent to docunmeneChus20041@30551
spacing of the authentication indicia O is
systenatically or randomly varied so that the
tication imge is uni

152 BB T S B hEo h 5 hncomo

systeHBAE, nio@lffddﬁo@ijthQ %%@ntﬁd&ﬁoﬂ"ﬁhﬁgé%%fe i ff@ﬁ%cﬁﬁl@ﬁ'ﬂ to document, the
portions 120, of two such docunents, the resulting

authedeca;tdmdmag@gsglmﬁi for He fitstsquthentidatthndntage i Pisrdiferanicthorpfthe

1mag? ﬁxa%le Eéogtbg ﬁft:%%ﬁg@l%ﬁ%u gr? g%gngo]géﬁéh@[vggwqfﬂ%mg decodmg device

140. Vb At kP Afeript iEMGATINAPHAIPORIR pastIBYoRBNUSAGS 1R second image
count eract counterfeiti ng. Once t he ocumsnt i s

132 igtertbe &irsé dnwdl zar # pleapmismgtcrresilisagpheva i gerean dlipagdsnatch
e ges fromnultiple
lmhc% Bﬁgﬁ? ﬂﬁﬁg ﬁ%%lgﬁgﬂaferent encodi ng par anet er

t d
10005 8y %rﬁ%wﬁb@é”eﬁggﬂ% RSB i R s roseaie pashened
from\ﬂb&&maﬁ SR ANBE tROSH R s B M RIthhaitAtibndadielaed o ib f
he docunent - uni que encodi ng aﬁaraneters are

systemhcallsyeqmmmy sari h@tttb‘? wallpapen alttb@mtcémrelmag@gs wyique for

each FB enerﬁg ¢ lngIgrnt thes t 9 (th{x ah h&ergﬁtcly g%ﬁ% &t %S& Egg’t &le

wallpdgécibiiised RGmtpdeicee d020,d 3paf Wt@hﬁobﬁh&its ﬂ@e fe@ultlhg‘ decoded
aut henti cation i nage, sone nethods of the invention

imagerajll he disipricd dug & m@além@*@h @bthertaytin thedarimagessl 122, 1132.
relating to the orientation or configuration of the

[00060]t h étman@msﬂmeﬁ:m@gfethe s ofedoghpicrt-unifiec wokationy ia enpgding

parargee[%% maéle e (g & u(‘:;olual%gacg g&klﬁ r?eltni%: uétvl\%ets t]ielg glggﬁﬁ?eqlt nsgge%nl%e% and

printélh) Cateritefptsay cheandrpagieqloytidnd @ thief dnedded itnagéssfrom multiple
previously described in conjunction with Figure 5, a
docupgpistretchdiaviag agdifferspicceding paragneter sefro eq%atsfa ngieencoded image

are re%ﬁﬁ? g&gggﬁﬁg BeU&] the rdﬁtthg catibfl ﬁnﬁ{e&?rﬁoﬁ@ will t%q-ﬁsgl?éned and/or

I ng eV|ce nmust e orien erent
gramangtaly ganblod.dHrthd docnirent-tiniqueendodmgaatvesters eEtIl(mHuser-supphed
i e. Thus, even |f the authenti.cati

I ma
perarp gt RoRteaE by e epPlaner GHER abfie gBaT e R g dted.

the tanpering will still .be evident. h9006@% It wll .
[00064] ﬁé@ﬂsaiter@atwmtorﬂ% addition, o deiarpinipg ghe pg prigpeters relating

to thcpﬂi; 2 f(ﬁl A8, %Eﬁl%r H&d%cgf sk ﬁ@%ﬁﬁtlﬁﬁ al OQVSth\é%bftWQl% to

entlc t’ion |n I Cl a, e use one or in
deterﬂﬁmap‘dnametbnsaalaﬂng wshabtieghticn Qnuoqﬁgllldbmualbhe authentication image.

ature. tha vents he docu bei n
For ex e, G SR ai SRR e MeaeRe- ol e defiting wrele o
may BORMAEMiqHeREhAT dtREwAR shﬁﬂgedo%ﬁﬁibﬂ@%a Ide uMidulelyPldeMifRel. If, as
understood that any or all of the encodlng paramet ers

previgusly dessribed inenonjupatiorowith Figues 5, mn@feuglezrttemmwapalyo& portion
oo ST BESH e 00 R R T RO SR L e

oriented at two different angles in order to view the entire authent1cat1on image. Thus, even
if the authentication images of the two documents are perfectly aligned and positioned, the

tampering will still be evident.

[00062] Tt will be understood that the above-described orientation parameters and other

encoding parameters, as well as the authentication indicia, may be used alone or in
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acconpl i shed through the use of a plurality of

aut hentication i nages conbined to forma single
wepwsdsssi mage. The aut hentication i mages usedPOEYSIvOVE30551

mul ti ple sources. For exanple, one or nore of the

aut henti cati on i nages nmay be based on user-supplied

i.ndj ci a ile one or nore additional authentjcation
comBinggBdS RDISE S SHOHEH GEBROG, BRI R hE Rl from
bein%ﬁﬁllp@féh%ﬁf éﬂéﬁﬁ/hi‘aﬂ mdVBUSwWTRY citdidiBtiReRot@ERRAL $3BraBbn to be
ser-supplied indicia and non-user-supplied indicia.
deterh3i6 4} wilhglse banedsgved it ayyprelctidy engofiog paragnesers and the

si.ngl e .encoded jmage froma plurality .of
auth%pﬁmlp@g{ai B %’ E'g?ové?éi °§111P31u§?1rf3r§?[\%ﬁﬁl'd approach is
to digitally caonbine the plural i%{i of authentication
[00063a g d& sompg gbodimegisef it BEFkOB TR R CHP May e
rec B L P o R S e o forma
singléendvebd imaget Néheamtediicrgiopamnagstused may hatomuitipde sources. For
aut henti cati on, i mages. nay each be omhi nation of. .. .. .
exanifle, o) PP A GIOO A BOeGS g e BAeq et Supplied indica
whilPATRhSE 2AdIHONE 4@ FhentélitbR iﬂnﬂges YW Bdsed@bh Abn-ubRIBpplied
encodi ng parameters could differ for each o
indiciast Avesneriecathenticaticmgmage may else bdiarmgmbanationof pser-supplied indicia
d associ at eg (g/l th.the decodi ng of the encoded inmage
and on-uoel-SUPRACHECEd ng angl e, decoder frequency, etc.)
uld be the sane for .all.. The result is an.encoded .
[000 g&hFﬁﬂ? SGiEA ApRTPAEy o forpEies Thele ehtqded Hmee‘fg?lae@éurahty
of audtéhhEMohGAREQN OXBGRidheoRPard iaBYREHILH dikitaDy E&SBRR thd\Surality
decodi ng device is positioned at a single orientation
of authepticativn imagesdotp 4 siagle inte Qa0 Btharignatien inpger ddehintiegraied
encode .the plurality of . .authenti.cation,inages. so that .
i GREAGH s B thery oo HbRTRh b AP PREBT 1R Mboribe.
As bé&ford, (i aB6difg PalafiRae sétt he thleaohidtigaidigingrgesfR9Eath be a
frequency, etc.) may be different for each of the )
combipativarafvgertrrenide Bon-wier-REPVidRdenapEpg REAMmeters Hgpever, while
the sEAEEAECH AR FRULNE pR AR A NPl Aol nlhficaion image, the
encodingipamettec adbeigted exithcthe decoklorg of thg erendetbimaader(ge.athgldecoding
[ 00066] . Figures 7-9 illustrate an ex le of this .
angld JA e BT e LU b i Lo R TS b7 e image
that, ¥/€n gﬁﬁt@d}ﬂlog%'}ﬁé &ltfe hitSdri8l GuBBSRUAAEN ifRBFo bEIvVEEHRSIen a
and 8 illustrate first and second authentication _
correispenglétg @20ding doyice ssyweitioneditys, singdp brienigtiatheves ferangeded image.
of the previous paragraph, the first authentication
[00063fag AR appraschos it@tmddeiteiplanligrd adihegtigeéion mmbgas se diat the
i.n which the decodin ngle is degrees_and the .
encogiBa GHRTRIEH BT EEL IO Eago R Lehs ShoatsbBrized e epsfing angle,
decofdt FRRBOHNNGCH A B BferRBl fol Bachiif @i AierfiesRst theBN A ing this
I's 90 degrees. The encoding paraneters associated with
approdeb, agngldiengpddd inege maybe prsated that.fvlrenthvimtedasllows only one

s G 5B P RO R A R R 8 TSR 8 ne anle
[000%@0 5 %%gc—_:esd?-b riﬁ?s%rat%ﬁa%’ ex\{a\‘r?llpfehofvt\ﬁlg af)gr(e)gchag)? ltllleec%sé gvhgn two

authentication images are used to generate a single encoded image. Figures 7 and 8 illustrate

first and second authentication images 220, 230, respectively. Applying the approach of the
previous paragraph, the first authentication image 220 is associated with an encoding

parameter set in which the decoding angle is O degrees and the second authentication image

14



Figures 9a and 9 illustrate a docunent portion 210 to

whi ch the encoded i mage has been applied Figure 9a, an
wa@ppsopssat e decodi ng device 250 is oriented apCDUS2004/030551

degrees, allowing the first authentication image 220

to be viewed. The second authentication imge 230

0 A e b Bt BRSBTS s
The efélEéCﬁ Bfakd £35diRBd Wgﬁe &28dABUeHck Qi[@ th8 s&ﬁ@fo?%‘é)%

I cation 1 mage 2 to be viewed.
autheaticutiod ilnegesp ﬁi‘necauﬂlbntnbatlbmmam 220,020 were Iﬁsgijwéh tl&aanamiing

b, th di le i | lv ind de
pararges SR T oSt Hewe RGBS PR APRIRd P dtoctment.
Flguréé@ﬁﬁﬂf 9153@1%@&’[6 'a %&ﬁn@ﬁﬂ gbRion[20006 §hhichhBeé encded ahadeqds been

two ways in a single encoded i mage may be
apphgh nierfagwd 9ﬁr mp@r@rmmlqc@@mgﬂe‘am Bhisiogignicdat P degrees, allowing

rent er-assogy ated en
the i g lon (e HBIRRE LeRR A TR S ln A REh g impe 30
remaid Hiddeh Y Biefire 916 MRel debedifg ¢ aw& gsmmaﬁe@ rdtsred By 98 ﬁegrees
encode the authentication i mages si mul t aneousl ﬁn@
a’ucatlon

(2)
therebyebscaring Wglfasiandisatientiondgaze G aushalionang thepecongap

umgé@ﬁﬁcH&Fﬁe&%f first of these approaches to provide a
e encoded i mage fromtwo aut hentication i nmages |s

I u | n_Fi od b L
o006y, s fufeiapieaRis fonters pul s R RS AR aBhved Beoche anete s
compl ? (ﬂa;p@ndeﬁﬁ 6f thedngldlbe thruiutiritictdhiigdiciandd ﬂieaaulﬁﬁ:mubﬁlon
ormof an image file or any other data capable

lmag@ﬂngiél ng represented digitally that may be desirable
for use in authenticating a docunent. The
[00068)t h@hetecs atdenst tveth wiys ihohiethesinglesncededimags may be @enerated

reom SRR RS AR RS RURE e aeBRD g encotin
pararhéé:@! (Bldnesdd @lchhiithentidation Spaceds and Olteghidthed b a single
whi ch the docunent is %gnerated processed or printed

encodnd image;i and|(Brncodscthe gpihgrifrarion naces skatanp sl e a single
encongegolHﬁth AI ARE Ll\gl%te(%faaorggt%hd fifat %1 s e fifdt g%gge%?ﬁ)tah&@ tdPYovide a

as to her e authentication | cia are
singlé¢ endolied fmatgm fedm awel hgthtiticedorninidgestsi ifattiatml inffagee 91 The method

e I Lo L B SRl oo
The dfuﬂg:'nﬁbﬁh Al ﬁdl@fa rhé}%éﬁﬁ%héjﬁ;rﬁ df@n gma%@f1fe%tan§ bitleP@ata t bﬁbaﬁle of

or m ot t han an I mage f or mat data 1s rendered
bemg nepmasarued diggelly baimeay bt dSirahls for e in auqbgmtld@@ngw g dp¢panent. The

rst au 0007
sutheglifaioadayigann £ SuiplFR TR FhOE 1At RERTRE MR sweplind sy mon-
user-pPlib&CEhY ﬁﬁh@limﬂﬁorﬁlﬁdlcihslﬁ?ﬂh Rde iiffofmaidnl reBitin g AL pioBEssor or
paraneter set at Sl i vi dual encodi ng paraneters

stathmmy Wlbl@;Ch(jb@ docpnmt thegeneyated oprogessed @q'mmt%@r may include text or other

g paraneters may be supplied by
data!iLa{Eenfr Fh glrr%gfﬁgéeﬁy or may be supplied and stored

[000(29(1r At tS?liZ, a (?eteannati%n may be made as to whether the authentication indicia are
in the form of a digitized authentication image. If so, the authentication indicia are accepted
as a first digitized authentication image. If the authentication indicia are or include data (e.g.,
a text string) in a form other than an image format, the data is rendered into an image format

at S113, the output being the first authentication image.
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sof tware. Non-user-provided encodi ng paraneters may be
pre-programed into the software or retrievable from
W@l 2108/03386F age. Non- user - suppl i ed encodi ng par aPEL/E8R04/030551
may al so be cal cul ated or determ ned by the software
as a function of a processing circunstance or based on
ra W &) d| | tized.
O o Tag U g PESERR: foh gt I R Rt bei€hivea
S1 14aemﬂ lassetribleak intwra firsaerecodmignardniserfser stS186C Qdﬁaﬁdﬂﬂreaa&ilﬁg
C]%rewousl di scussed, 3 met hod for_ creating
parari{ofs OB PR B G ORGSOk CeSRPFRHSacbAncp dag @arameters
ma t | I
Y B e Ratc oy sl sited Bl by the
softwatpe et h@mprmdadcancodldg pranfeanrs g bs peepdgrammed into the software

ication i L. ther usersupplied or
or o O R R OGRS e SRl e T e
calcu @l ¢t defehiRE by thO§dTBY4r08s 4 BlRliber & gro@cs@gl%%ﬁﬂ{staﬁge or based

station at which the docunent is generate processed
on a gpdypiseledtPlor may i ncl ude text or other data taken
fromthe docunent itself. [00073] At 122, a
[0007ddt e At hE], iadivstribigitibed mdéechmatge isretiined fidne the digitized
thentication in the formof a digitized
authe il i sk il <opfted palbpiles i ramRPERU B AIscussed, any
methd)dlﬁir Cieatifd n @ke8d RehdFrdhn BRAASutedtitdt#Rdmage may be used.
aut hentication inage. If the authentication Ph ardi’s

[00072] € Af S 1203 bixdenitation (rﬁhcga for% s%@&hgl a%h{ehﬁggtlon %é AR Feceived.

ot her an an | rmge or mat 1S ren
Agairg the &t@wtlﬁﬁm&ndmta foete sectwdcauthpmhcahen lilgagehﬁajs BE Qifﬂd:r user-

thenticatio 00074] Encodin arameters for
supp S B e AR RO A e B G B ygaation
relatigd tolaifodacbras SRIbA 8fwhich theddor 8RRt B5R4LAY, Q&rs?%eotr%hnted or

set at 126. Individual encoding pararreters
may igeudmigxben Wesdatdekesrronnteedastynehisitsefer - pr ovi ded or

non- user - provi ded and may be provided by and/or
[00073k c eAt/B122y 2 deteryinatiornt ey pe eraideas twwhiaharthé)ﬁdhdsmich@&ﬁmdlcla are

[ 8,.a second digi coded. i mage. i s
in e ORGP Al P Run B BRERE Prntae” ot B P hecnmbiacss segepied
as a sédoed dRGided aethenEeeion %é‘g’@‘-‘t]lffhesaﬁthenﬁ&\ﬁoﬁ‘?ﬁﬂ&q atbr include data
creating an encoded image fromthe second

(-8, atprhefngiawe form ofgg thapmy imeguonat, etdatsis perefesrdabtoyan image
format Eﬁﬁgnﬁg g?tp'ﬁpﬁelﬁg{ﬂg%gﬁ%%eaﬁ k{egé e{tll?)ﬁ dl&]:aée? f) od that if

nti ron
1000786 SRR pHBRETE [ The B T e Bnd buiyentiag Sotmeay aireceived a
S124 &dlassdnitsled int6h s@ddd SpesInth Iﬁﬁ&rﬁ&@ldse't HESES. %cﬁwdual eawodmg

|nga%rated to produce a single conposite digit
paramgigEoiQE thejsgenid. aumu@aﬁma@ag@may ge usezgmoedcﬂ)otad)mumgprov1ded

R L L T ——

o) as an nd saved for |ater . .
100073 PR, 550 HEREE 0 phirief Fhask t Braskeed, i e digitioed
authergiesieithdgBagag FRYsebénd dhe8iddgshrath&ecdet YAD h%tﬂd?ﬁor creating an
docunment if the software is integrat ed
encoded image from the second authentication image may be used, but is preferably the same
as the method used for the first authentication image. It will be understood that if additional

authentication images are desired, steps S120-S128 may be repeated as necessary.
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t he docunent generation software. The docunent

containing the encoded i mage may then be further
wWQpe@se3sesl, transmtted or printed. The encodeRCT/Iszye4/030551

is graphically enbedded within the docunent so that it

is printed simultaneously wth the docunent. Vhen the

[0007% %gﬁp(} ljihqp r{l Lt ed, ngle q;rgpéﬁ%tslggalggsg%g?ﬁggrhpg% produce a smgle
compamélﬁgﬁlze@éﬂdaaed Hﬁ%@s ThaReRbodie d{gﬁw&ﬁe@w&pﬁna}% ttﬁhytﬂ%%tored

correspondi ng devi ce or devices. The
or retemed aaoutp%of t{l@@ﬂﬁat]tlcﬁtncgm@tswam at1$31401 [The enerded umegmey be

f this approa rasteri zati t hod
outpud s xfoef i A e ot St AFBpHESh 19 o BRbURRS. ARbppagively, e
encodehhh‘ﬁ% ¢ be skHESYirQNg 96tothd dRaedl P tendopadedisiiitesrated with
gray background bl ock. The first encoded image 310 is

the depysnsot gansthtinn shitware; rTélfs dagurpeii coetainingmthe eaepsled ipage may then be

further r%?ce%s ﬁgg d{or ePn n S aeglg?(?eﬁc %\1% o ; t%‘?%Jh‘ri‘ eg?:)eflﬁeed within

the dcﬁduhfetnt ﬁﬂ@l@ﬂl@dﬂ prfmaﬁslﬁﬂlﬂaneﬁumgﬁthfme doduinenil OWHeh €¢he document is
orientation of the lines of the caonbined background
printeg thegriérdemcripdgage vl b Rrodeeedadissacodefgome S hat the

autheh{ul:affﬁhr ge% c%nr?cg (Bg %V\feﬂ%?ﬁg[g WHITBEE c32 oﬂﬁ]hg Beé%fhg device or

separately enco sane raster: zat
devicts. ebheemethob abdsaat §ilPF.er ent encodi ng angl e. The second
encoded image 320 is associated with a second

[0007FYt hEighde&ﬂi-m‘illhmthé ml@é ofsthespproah pathtd IQEteﬁi’aZmﬁfmdthl@iology
second encoded i is magnified to show th

similggrtp gt desceihedin they e7q147| Pﬁéf‘élt ofignrrel Ldiwpliratetr Het Rl@fpéa@] #mage 310

c f
oo SRFEREY ohERGR Bk, TS RS A8NImaby 40 8 associated with
first andreaticatiohachafy (noo siivm) gd alpartfculas setad dnseliggphranetodadcluding a
. images 310, ,320. ort 332 the i rate
first o aaR A Qb B OB Bk pen  DaRair T et fo ghow the
orienf286R bPiLRIinkHEF ﬂh!é"@oﬁ@ﬁ%& bhd@eodndBa8 Sncoleg 1ﬁ1§]%eezﬁfe@tré%,@enzat1on
encoded image 330 will reveal the first authentication

Figure i glusisates aae@md@dpmdd@ag%&(} avhigh want @ﬁaratelst ¢neofled with the

same 5?13? od {}191& ng@Jo ehey ﬁ;gt %lhj reHF Y ectglgltng??gg {iﬁx g SCeOcl’:lg eacoded image 320

is ass6giaRd ivith Adegbsd adtﬁKi@iZ&lonAnfzﬂge\(\mﬁ hm‘i/n)ofA orftieh 3 of thetsecond
uses the second approach to provid g_ﬁ Si n | e encoded
encodegdpags 2 Y hstuagniipdre shove the Gientating @:&Z difichg @PFP@PEW@

backgiGRAEL 2304 6 1 RRAGDAGBAT PIRHEL Sttt IRt

encodbdtihlagté B3katdnstrudtatiby c@mbiaingahé firss kndisdchadiencoded tmages 310, 320.
i ma are received. The .authentica ndi ¢ b

A poriimena of BerifGHraed Snreie IRAEG ORI DALt o BBt

combfing fleRo TRREPRE MhggbsdiTal hﬁéérxtea %ﬁ&odzaymgge 3300631 R0l e first

or_use in authentitcati ng docunent .
autheamethmnumagi bet:n 4 detoding dfemce tisheriefnitadsat tlmjﬁlﬂsedﬂcpdmglaogle and will

e either_user-su
revea) B b ol pontien e %%&ﬁ%t?@&tﬁ% seeopdeedingapele
clude information relating to rocessor or station
[0007 Whi ﬂ:‘ﬁ" Ehrat @c‘&? At thag “ifé%lé? aﬁﬂr%gé% BEpvigfing a single
encod%ﬁ'lﬂlagcﬂrrerfél (R VautHeGlieBn ﬁﬁééesq{avﬂltgmergﬁt(ﬁc&?éf &8sdcl® encoding
parameters is illustrated in Figure 14. The method begins at S205. At S210, authentication
indicia for a first authentication image are received. The authentication indicia may be in the

form of an image file or any other data capable of being represented digitally that may be
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itself. [00079] At S212, a determ nation may be made
as to whether the authentication indicia are in the
wo e0os08d858 di giti zed authentication image. |f BOI/US1904/030551
aut hentication indicia are accepted as a first
di gi tized authentication image. |If the authentication

desisgi it o B o lips iy g ofiopButih Fecdfloe et
authdnﬂbého@ﬁndaﬁ%ﬁﬁy bekrBér lﬂér—ﬁn%iaﬁed Bhﬁ)n%"eﬂkﬂp 84.N¥hé B@hentication

first authentication imgé. [00080] Enco g
indicianayrackide infermation rofating thpriocesser ca@tew@ntat whichdhe domgent is

N N T LAy A —

itselfpar anet ers may be user-provi ded or non- user - provi ded.
User - provi ded encodi ng parameters may be supplied by

[00079]€ Ys8D12, ratcﬁzte@ﬁﬁﬁavl%hyn@rberfﬁyde% t6 WBlhtedhe %ﬁﬁﬁeﬁﬁ&"ﬂ%ﬁ’ indicia are
for later use he software. Non-user-provided

in thesfosmdif ﬁgllgjazwlmngcm imegpr B-sprtbg pathensation imdidieare accepted

os a B Sl M ATAM BB E e g netude data e,
a tex@s’&h@g)hﬁlh Mﬁth@ﬂ‘h@lﬁ b RBgbIWrrhdieths AhlaM@reRdéedd Mth WA ¢hb & format
processi ci rcunstance or based on a random

at Sz&%lt%?ﬂtﬁ?f bey BiIIStA’e‘thSnt%ZIGOH Hotgfent i cation indicia
for a second authentication image are received. Again,
[000804e Eocosirg pasameters fonusecish therfirsirathsatention image are received at

nt t.] be either
214308 SRR 6T PSR R R v RTO R HRRAEH feoaing
paranigéxs ndyreludelepronided BBhoLOsdr Preutiddt) WRr-Priidsdemeoding barameters
station at which the docunent is generated, qfr ocessed

may by supplie Rithe ﬂlsmyteraﬁéw@}a@r fr@ytbeéup@teﬁémd dtored foz kaser use by the
softwfgfe OI’N(;AWIQ%Q ?on =5 n%&ﬁﬁ%é%ra%%&?@gl]av%ﬁ% Rer { ﬁraﬁlmed into the software

t erm nat
or retaevdbdnfromalatacsoragel i Nomusareuppliddreacddingpatmetet @hiy blse e

uthenlcal If so, the authentication
caleufaifd qridgt %ﬂ@ﬁ@&é@?@gﬂ%@ S Bgshen YPIOPFEPS circumstance or based
on a 1aHAdE REIEGRI on i mage. | f the authentication indicia

are or include data (e.g., a text string) in a form

[OOOtﬁtj h Cht 5b&]) a@fﬁeﬁt@ﬂ@g&%ﬁ}’% atstégo ﬂb 'ntcice(tﬁ) qﬁ{agé’ aIier}éc%ived

an i mage format at e out put "berng
Agaig ultdentientiastionnindivider the Q8@ 8]autratditing npageﬁm’(ay be sithepfiser-

wth the seco aut henti catign i nrage are received
suppl e et BB Lol e R B ogdRda TERCAEa e s RifpEgion
relatif@fo aaﬁroé%gtﬁ or lsPib lafRich %&Qﬁlﬁﬁnp@ loBfhiel gif&gars%édr@ printed or

second aut hentication image nay be uUser-pr
may inelndeteat onother ddtsdaki@uinom tey/ddpanmenoisetfed by and/ or
received via any of the previously described nethods.
[00082] wAL 8225 adademsiato ntak bt mdde aslth Whethal the authentication indicia are

) t hepticati es. are de red st eps, S220- S226 na
in thei b dfebtped duthERUGTaR ygeo Jon o ipigaton iariaga s° sccepted
as a sboatildi dgaﬁfédedﬂgﬁﬁﬁ@adoﬁqﬂﬁgé Stf AR A RAThERER dré b5hc AL data

secon
(e.g., a text string) in a form other than an image format, the data is rendered into an image

format at S223, the output being the second authentication image.

[00083] Encoding parameters for use with the second authentication image are received at
S224 and assembled into a second encoding parameter set at S226. Individual encoding

parameters for the second authentication image may be user-provided or non-user-provided
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digitized authentication images using the first and
second encoded paraneter sets. Any nethod for creating
werwsdsssi mages fromthe first authentication POEYS200E§30551
be used. The digitized encoded i mage nmay be stored or
returned as output of the authentication softmare at

S240. coded i nage, may be put, a i.mage file )
and i heiV0eq B oF pretiecsiFrdo ¥ aPa et G iy Eeubpetods. I will
be un@élrsﬁ)roﬁ‘i‘ltldt\ﬂeédﬂ1t1c}ngfa geSthl ﬁﬁ?alg@s TBYehRd S8 $29-5226 may be

rectly into the docunent if the software 1s
repeatadtasgeatsstiywi t h t he docunent generation software. The
docunent contai ni ng the encoded i mage nay then be
[000841]1 rt heS2p0,acshngedigitized acaded adagy is prodatedifromhie fine astbstcond
ge is graphically enbedded wthin the docunent so

dlgltlmaauﬂilftntlr%mmW@ﬁu%mgmﬁ iss{@Bd sppndienspded @a%@&méﬁﬁ Any
methé{g]ﬁﬁl c}é'éﬁrlg egééﬂg P éﬂg}e gtrohﬂth_@ q‘rrsttaﬁﬁlegﬁc'gfﬁ%ﬁ qlmg ge useigl.e The

I mage w Ini1ts enco orm at t
digitized dsr&nded:mlaige madyrtegesed anrettrndzbasoutpe of ﬁlecwﬂtenmatimntsbﬁware at

cQrres decodi ng devi ce or v e. net hod
52405 116 SH023 630 15650 86 PLARY i e o And S8 OB S dlkprporation
into d cﬂﬁgﬁleﬁtl OA]%rﬁﬁi’Véﬁd tﬂésénegd&lhhﬁtg@ RN PR GhAseWed Biréetly into the
rasterization nmet'hodol ogy simlar to that described in

documpyet if theBofreareris intggveted mabdbeldoeranpmt garaisnesdtiwdre. nthe decument

. back d bl h
contafi Y 1RFPERRRe R fiop TS G e TR e e
encodedBfRgé ROtrastieiNy)embRadd Witlvin e dodd@deht sahar it S9fringdd
encodi ng 1‘glgrameters including differing first and

simulianeendy 8nddhe depuaiegl eWhen ferdpcumpniip printed Hfee pripted eagpged
1mag§ iy gg Hﬁ)lﬂhg'@tﬂ% ifs %H:&Pd? Sothd fhe'a g@%ﬁ%clfaﬁtgﬁ gﬂ?@:rs §fmn0t be

enco sI nmul t aneous portion
v1ewﬁmmdgdwﬂtlnﬂg&oﬁ&@on&ngﬂgmcﬁmgadbvﬁ@ ahlevictd) eTHeermethbd agds at S295.
line structure. Simlar to the integrated encoded

[0008578.9®igadd1 Dillubirgied & dndodddienagd ad eebdub@besidkl Bisvipptoach with a
reveal the first authentication inage when a decodin

rasterigaipn anqthodglqgy siradarde thakdescriped mdb%o i/ iptenhgilhe eprgded image

410 eﬁ%l{eg de\ﬁfoai gﬁg @l{:ggﬁ.gﬁ ecéﬁ?lgltge' eglg% e(arln')[ag%gg%%g%mated with a

first andiacdcoreidushanticativa image (ot simvm)o&acﬂ datiap atﬁaﬁlcular set of encoding
ener, f.nultiple,. encoded.i m s ¢ch of whijch
paranfiag iy e TN e SoeT SR i TP M gimefigd the Pt and

secoddI duttihliddtioneng b AR riRe 78N kA&l Qfmﬁlﬁﬁe&%ﬁﬁ r@%bﬁi?)anl 2 of the
two encoded | mages, each having a separate set

first eanhedealdtmage 410 ssnagnifeedtatshew thergsilting linmgfexctpt. Sheilarie the

integ G EPIIRRER SR oS B Fhriedalke 210 iy a1 gt

autheh 1@ARS ifaYe Bherlh HERARBIdeTRe idGieridiPat NCRMEHeJolRG AR BN will
have, for exanple, different inmage and/or encoding

reveah gl seeongrauiienfieation imags whies rosaedioi the seropd degadingrangle.
(e.g., line frequency if a 19rasterizati on encodi ng
[000863ch fppe embodineet) of thmmvvlarqnerQWéﬂ budhegenseatiamef endtiple.

n nbi. nati on o
encodsgdpagiin D A BGRB8 D Pose AP g ey
illustREve sinBblin@heptos et fithd fiperfeN L tyvd HROES] Mifesl @@mng a
uni que. I n an exenpl ara(l
separate set of characteristics. The authentication images of the two encoded images may be
the same or similar or may be entirely different. The encoding parameters of the two images
may be different so that the encoded images may have, for example, different image and/or

encoding angles or different decoder-associated parameters (e.g., line frequency if a
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case, the paraneter sets would be established so that
only one of the encoded i nages i s docunent-uni que
wokiose3see ot her is only partially unique. ThePCT/US2004/030551
partial ly uni que docunent may, for exanple, have
characteristics conmon to all docunents generated in a
particular facility. [Q0087] Multiple.encoded i S
rasterjzaboR, eeqding t@%@l%dwseﬂﬁnﬁ%% VRS Bﬁcogt%@a@%ﬂm&%? two
ilﬁ%}ﬁlﬂ! &tg‘%o}’nb ©H A€ dsdr Rupplfiangh foAREHMIRPhleERF ineters
enux%ﬁ%%%%ﬁ I mage eing%g%begde% inﬁ%ubstantially ?Ee é%ﬁe
and nigbeestablishad 50 tiglt cheemcadbddmiagesgpae dpcuimeant bniqpé.eln an exemplary

ut henticatjon i es. 0088 revi ousl . .
case, Qe Sefor ol PR G ALlSBR SLrEniLY B oL risodgd ippecs i
docurhﬁﬁ—dnﬂjd(ﬁ RiHiRMhe biheMRYonBEpAEAlY @R, TRIpaB@E W@iquR! doc@hent
the 1 ndicia appearing i'n various authentication images
may, farrexempleneaveshpraoiristeas coynnzonsto aidecuiments genergfed ompashcular
to nultiple docunents while some are uni que or
@%ni-unique to a particular docunent. Authentication

i ndi cia.that . change from e docunent to the n
1000873y HlsTinle Erqod! i752s PdiFSibPans HOANE BARNg PR BY Srofed for later
use of FHHhEdide beld@Ed BXAIREIE dobifnehs RaciS biiib@ find R bethg embedded in
particul ar docunment or set of docunents or may be :
substateially ¢tk famprmartner aow singlaten¢adsd imagenwith wuligplo anthamication

indicia to be user-supplied gives the docunent creator
Magont rol over at |east some of the information that is

incluyded in an _.encoded i mage. Lnh an e I . D
100085 01 A5 Risvastis IS RO SRR B SL ABmEES 8t e ifyeation, it
| ' i abpalifk fh V4 dub bSthe@&tion i fi
may e 4o LR KO BBl o RE LRAE NG B Lk o e fton mages for
documénte pyelucdd hihesiogle nsermagnge emhaen fsi mokiphs deomspisarhilgrsome are
. that may .be used j.n.an, authentj cati.on.im 1
uniquedy SpRRATS ot PO dREE rf RS TRAR Bpdppfanee
from bhe 86@ilcilt 818 aERUNAEY refdiRd Cab e GRTaplcahdicp &V driBletindicia may,
or may not be fixed. For exanple, the indicia

may . :
for exsanpdey be pisersyapkied forra patsisulep doumaat poyet gl degrmegisranty, be
. C . . 5 .
s o 50 058 O R U 4
docui@eiit dréutdrivgntrbleovex arntphst sarfie pf thi dcfoimaficm thatis olcbuded in &y encoded

) indicia identifying the |ien hol der na I e .
imag ) Th@@mREY HORISPROR 1t I9eGmeBo TE RO RepFUgH Bihe title of a
vehicRE r@%{)ﬂéﬁ%dfcbﬁnqﬁk Red Bicht MBS URNEERRY of 1he lieh Bbkde? thémileage

var i ecause the identity of the |1en holder may
of thevearyorfang wther pleee phHinforniation that oraide usesivan auhentieasionfgygge to

e give ddi tj,onal, contr over e type of
attowi g tanhie bR e peB o et €t b S PRl gt s category or
type ¥f@ldia Afy bt fhay d6MBd fized. FRF cLMIB] tBe iditga @6forfsaine) Shay be the
select "m | eage" as the variable indicia type, and rm};
sametfhegvesndenument bapibe apluplindicgie Veriahle becanssthe ngfRe 13y change

ill then,b d to construct an authentication
fmm}g‘ﬂ%‘g@‘?m\?&]g%%mv%ﬁ%ﬁ t hen be decoded.

[00089] Continuing the example of protecting a vehicle title, indicia identifying the lien

facili

i

holder may always be included as indicia that is sent to the program performing the method
of the invention. The indicia is variable because the identity of the lien holder may vary from
title to title. In other cases, the user may be given additional control over the type of
information to be used as the variable indicia, as well as its identity. For example, the user

may first select “mileage” as the variable indicia type, and may then enter the appropriate
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[ 00090] "Fixed" indicia are those that are unchanged
from unchanged from docunent to docunent. These may be
W@ ed0shg3sshe user but will often be establi shedpP@lyus2004/030551
managi ng authority, software licensor or by the
softmare itself. Returning to the vehicle title

mlleag?I ?rgf 1a,twl31|r:]ké %ﬁgg@@ﬁ t%geil t egstbgtj ngé%gérﬁﬁt@mn {\;Ifaage wlsuclq will then
be deddg@sportation.” These indicia could be used, for
exanple, to formthe wal |l paper-type authentlcatlon
g I e
ooose 0TSRRI, 5 B oo PR RS R8s fhument
docurnémg @ heseymbebé set &6l thd dner Butowidli of@nﬂmreaﬂa’ehsékd bga&managttgd
with the indicia na be_vari.abl e so that

authogigy, ﬁ@ﬁwa@&tcr%wr Pﬁh)g e spHwaEiEss eé?qt%@g £ Fh%V&hwlerﬁa@ﬂ example,
an ex§1tn e (ff Bfxed ﬁfdﬂ#]? at Hﬁz B Sised APAPEe hEcuTRRAYs Quid lEEe“Department of
ments o vention, sone or all of the
Transponamme’r Thagpinilieth dontl i wedid! exanepie.adifonn therveatipaparsype

used. tQ create an._enco ea
authel 3o AR AN SGR i & E O R Rl e e indicia used
to fortd 5}%{&%&%&%&{&%@% BR3GBked, 6 ch@RliMd hAnEBHEUERidteiPFRN the
may serve as a signafure to identif a particul ar
indicidonapniemvarisblersodbtiha dnthdnsicatéonciove, thereepeded imagsras both may still
be d i nstances, the software nmay establish
© dogameRiS BP9 %uppl i ed indicia or encoding paranmeters based

a_docune SSin rcunst ance assqgciated with .
1000l ek e BERRET oS T B NABCT G pihp Goi-bsel-supplied
indicRRRbIR gncdﬁﬁlguﬁa@zgmét@fs Risél tore o s BRI PIRERTHAYEE read or

ci rcunst ance may be any ci rcunst ance, deSCI‘IptI on or

genengted|biytthe aﬁmﬁ axesyting thlfr raetb@d to produge tivenseded imagsj The resulting

v._include the cont e f.
enco@rlg]&ﬁ% pay serye as d 81§ cfg 1detn|;]1?¥ %ggﬂl Ul a?é’un?erlw pl%tea I{]ﬁth that
encod¥adinlap€.aln e iREAERS, Stheﬂg)fﬁﬁar@ malytebﬂabhzﬂf ndoResetlowppiied indicia or

Docunent processing circunstances for a particul ar
encodipg nﬁv@met%@/as% en 4 decument PESEEFHNECIrqURstange assqpigtediwith the

n i fi

dOCUﬁlP& ttﬁg&tﬂer M Ral an gﬁ%eq%) g(g?é;% r Iége%‘g ?‘gﬂ %ga%ré SRuhiRf
procepsing esaimygartch® mag be ey tircumstancd pdasomptionmrmgpelitybasethtaiwith a

a runni n nt of | ar docu or based on
pertiqYiAraruBPnte TB o inplu0e HRLCRAIRY o B SpRieeo R SR ed
cucumsttahcéé%wz%d WP AR RhAGi 6, S HIBE AR SFroBRYinB Or flﬁﬁﬁing &F the

formindicia for an authentication i mage or may be
documstd H@ud@nteprnmsemg ngcmnstwmee fcerracmdﬁm@arp@pmnten@ include, for

0 roces circupst ance

examnglty B it s oG v aEhsr U] BREER JRRGESiion o e
termihMend/or op&r@for gesmi@ ortphﬁ:e&m‘lg HeldRciyntOdt @ddbutﬂeﬁﬁmﬁﬂlﬁbr based

date information froman internal clock on the data
on a pnpEEseBnt affsipidardeeumets orbased gn papmyer efisesrpfethe software.

S e

ot LS TR RO oL R ROl 05, o i
for aipiAB@RRMMior Bnaye bnany dd usefhe dethiniver e ynaat scod@charameters.

indicia froma predeterm ned or random field of the

[00092 C UMRBEmbitSRbdessing circumstances may be determined by the software using any

method known in the art. For example, the software may obtain time and date information
from an internal clock on the data processor where the software is being run. The software

may also obtain information about the data processor or network components to which the
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[ 00093] Docunent processing circunstances nmay al so be
generated and/or provided by a separate software
wore@alssssa har dwar e conponent connected to thePCEUS2004/030551
processor or another processor or server connected to
t he data processor via a netmnrk Wth reference to
Fi gure .16, guigrmt ed docu a tgent cation ste
data pSRFST s FOEBT T 07 VN B AL ORGL B AR o SEIRIed or

randonfi¢H S8 shetl RabRnPiQEessor 510 connected to a user
Interface 520 and a printer 530. The data processor

0
000510, BB GRREL L B RSP 2oL PRI SR e by
separhtk Isuﬁ\tvmatmachdea alinedweea tomp(brendanmecpiecb treths dataptcessy or another
i ncl ude an aut hentication i ma

ul e t hat )
Processog oF YE¥ETFonpRaRd tthe %PW&ﬁﬁsgwﬁ@WW %Ylah Leherengesto Figure

16, aﬂ‘ﬁft&lﬁﬁt@ﬂ HOEIﬁJ LfthbfGcatiBAl k Fstén 560 f&ﬁﬁ@ afthg 8RboBed images into
digitized authentication inmages. The au hentlcatlon
a docimethtoincludesdy data procesdony Qranasatdtos: Usayinkeface 620 erdla printer 530.
ath I nter

romthe fa
The dgfagpiatelt 3 0ma BetRile bSO Reb gt frtitTing ot the
methSRBS iR PFntidAatn b GRiskeSverttbshetDIhe SlafProcHs&d 510 may include
paraneters into encodi ng parameter sets for use in
auémnmhtlng imhge wpgile 53 thakTachians Piceanpiatesiaythyaticating indicia and, if

e GRESAR M AR 88 ] D RGREEA R RERATED 5 e

autheBNERIBE ﬁindlﬂia @fd/onbicotingpprdestat ma@daelreceavddlaﬁ@n $ﬁemsage1a the user
nodul e 519 or sent to an enbeddi ng nodul e 518,

interfagre3i0p dhgtdata RTAEESERTd Qarpyi Asgyacivde an an@émmetﬁwodule 514
that r%c%gx}ég Lhd gssgﬁﬁmﬂéodgr%d%ﬁﬁﬁ&gﬁqnﬂo%ggdlggEalgﬁle&fr gétg fbriude in

ata storage no or printed’using t
encoding tlte&hglﬁﬁfﬁl_ autitn@ioa]onTitreges. t Armrertcedingauodman 516 uses the encoding

aut hen I.an stem 5 | so i.nclude a . .
parariorma b B LR OP AR Mok S GonHEEt kg Baed;isaage which
may 5206/ § BfaYERaRImbdife 515 HaRhi ©ahicAibeRlRAE AR 4§13, Whkh

data processor 510. The authentication contr ol devi ce

incorpergicsthe dpeodedsiapge e adpoyesnsol he rsulting dopurgentand encoded image
vice from h tlon t war e
may %aﬁo%gll%ﬁ]ﬁ dgﬁ FERES W&I lgﬁlé f @iﬂé@ Sselh o% prmteﬁ;’?’arret ers

arelati to a proces tance. Wi | |
ooy RS wsGilenePer Rat RS EREoR arTh P ey diodBfloo
authedB¥tR cofolYica|530 tHae nd4§ B ub& 1 RUERHIL the! ﬁmmﬁé hthﬁéhtlcatlon
use of the authentication software. [00095] Wth

proceseWith éreodata proFésgor 101 7Thegntheniéeatigs gertrolskevich 40 may be a separate

I nvent i Qn vi des a
proceéiﬂrhrgﬂ{iqq% 8? fla(o%% storasgfte %v%ggr%&ax&ﬁ?tﬁ g%er aglolﬁfeglilcatlon softwgre ay obtain
autheh GRS inditie, e’:hcddlﬁgl PRAmevesedata fRMIBZ06 aPrdcesting Fi€cumstance. As
actions relatlng to generating the encoded i mg

will herdiscaprsd areingiien dhs heapticronfoatirkdfvice ¥ O0dndt ﬁlé‘ﬁb%‘)&ﬁed to
preveQYur?a[ﬁtlﬁ)&'}z f{ge' Sahé Bﬂhéﬁa%%n B rponnected to the

tatron or data processor 610 through a

[00051}2 V“‘?\f ﬁjcrgf gg}cggg ggt%t V\ﬁ; aP?G]fgctar asg%cr'% é)g %ﬁe 1n‘¥en?f flg))r(oaw 4cs %n

autondé@stubfeat AtRendidsteinvekteAAADOLfOr ﬁlcﬁﬁp@faﬂingteﬁc@feddﬁhhges into a
processors 610. Alternatively, the authentication
docugentygiergn gome or all of the actions relating to generating the encoded image(s) and

embedding them into the document are carried out by an authentication server 640 connected
to the user’s work station or data processor 610 through a network 660. The network 660

may, by way of example, be a local area network that connects a co-located authentication
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may be renotely located relative to the data processor
610, the two being connected or connectable via the

WO 081088855 or ot her wi de area network. In eithePCES®)4/030551
the user data processor 610 nay be one of a plurality
of user data processors and may be connected to a user
j ' 6 T 0 t .

s Pt P ProRasDls 1) Ml i BElonccation server 640

may beitemartely detatednrelating toothe detipteref®d 620,ithe haslbdifg 66ndebted or
co nication with the user data processor 610.

Connffd%{fé 3 t%% terneteretied “ﬂg“c i REtvRUE kv Rithengase the pear data

ro itfyX

proe PR DN s ALt S o BT R somnected 102

descri be n. 1t w
user brfagn 620 and hpseen@ith dite dueymbet alithendedionsysemt d08tmay also

. one Il .of the actio are carried out as part_ of
ineludg a pthonbicatinequugl devics G 43FkAdip ol MheATHBRCHI Wil fhe user
data slet&seraepessor 610 and the authentication server 640.

t wll also be understood that one or nore of the
0 ti -he | [ rried
(00058 ' 20 b8 BTG S Heni b B FAED tTpbe e B fac out any
of theamdihododesbribeastiereis. Erveilldrnmidedtoodithdryhd dvgions of these methods may

In an exenpl ar

.aythenticatfi on server 640. [00097 y .
be i o L o G s 7ot B te il Shestheh Momiovice
transREOWREIICRE BBRIendRS BscP HRAG PPSLEsoP 00 FREE RBthentication server 640,
aut henti cation server 640. As part of this

It wil} alge B endessiood that ensear mprry of thsractionseof tthematiote of the dvention may
IV e nor e thentication i es and/.or .
be cal R oy RO ot So SRR SR prters RGP e Selsgre camied

out byréhe duthentibigiodsedebydd he aut hentication server 640 to
produce an encoded inmage that is returned to the user

[0009F3t ah%%{%ﬁ}?gﬁ'y 6hBodiARat, An tikteraBieodedon ABYBe 'egattﬂci)shed between

enmbedded | a docunment and stored or print
the ussy defa rocassondit hanst the avtbentination sxtvelddOnestpartAddhis itansiction, the

B T SR A———
one oemociesdr-supplied bycodhg Ruihesisi Taticdnay @kl 8k ub4by the

OOQ98L Iné%Bother exenpl ary enbodi nent, the user may
autheRfiggHpp SererdHOtp @rofiyes e prcoder! imrgedbattiereturaed toohe yesrdera
840610 .eNco [ I Nt .
proce oL et e SRR P SRR ERGO R RS < B gpprinted
to progu@ dnoautiemiipatedprimed doamage. Adbiviogalwiohhustheipplied ABéntication

t hentication inages

. t he . user subm t one or, nore a

images ARGF Sding PRFERcLrs S L PR EH R PR A hiaRage By the

authedt@atibh eroditdagnt i cati on server 640 to use in creating
the encoded i mage. [00099] In certain enbodi nents of

[00098]'€ ThUEME! Qm 2RBb bR thd s)ét? hg@%g?rﬁ% gﬁ ig%ﬁ{e@o\éur%gnt to the

inpl emented to prevent users o
authergwhtigvaseevdrrodh which greatea ahd embedsthni émegdsl iflage e dictcument

arapeters. In these e | ments, encodi ng paraneters
and regqmﬁﬁq @8 s %twg;esgqrgg)l%%or printing or storage. %chp)ng with the
document, the user may submit one or more authentication images and/or one or more user-
supplied encoding parameters for the authentication server 640 to use in creating the encoded

image.

[00099]  In certain embodiments of the invention, an additional level of security may be
implemented to prevent users of the method or the software from using unauthorized images

or encoding parameters. In these embodiments, encoding parameters submitted by a user are
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23val i dated before an encoded image i s constructed.
These enbodi nents may i nclude the use of external
waleasossssuch as the authentication control deRCTESHA0D030551
to add an i ndependent | ayer of security renoved from
the control of the user. In certain enbodinents, this
. may. include the use of nulti val i dat i.on technj S
valicflgd ppi35s 8 o e & b avo it ikBe poPRsiBiinl T e e use
of exfei®AUbges i6h 80ARIGhehtiRES cdntdlldRvick 380l to 4RORLAGpendent layer
Figure is a flow chart of a nethod of producing an
of se@mty dwdoviedden theoondly theousgn brdssdinmmmbodihenthghis may include
i nvent.i.o rein the user's authqrizatjon to use th
the wig hanuiple Ve S RLorPnE H g BB gy htrtha:
creatREWRBIERAdedEaglBE NAROBRAI NS at S305 and at S 10,
encodi ng parameters and variable indicia are received
[ooomo‘] t PpEutla ] @150 @GR SRAT of 4RINBE of PR daLB 8Abh&Ricl $age according to
software. These may i nclude any conbi nati on of
an enghwoeliment b kheeid ventidn rvdierais dresuspips awtonaation te iissghé oethod is

..indicia and/ or, encodi.n ra ers. A, S320 S330
validyf8d btors BReh o R0t B ReRBReT TiLPana pestfy «f0s 22t sto.
encod@i§ PaiiaRBtRAERIRRERDR ih@64esd RYeiRYd BY et proYdsd@duling the

the user fall within previously established )
autheatiediton; spfiwiaesn These mey ncludéass compbinatipy ofrasgr-sipplied and non-user-
: i l. . or i ne imits i cpe .
son SIS AE LU LR TR AL ® s 988 Meicarion
is conthreted@yeteanine ifthé Ebding aaserseeuestad 0 ahdbnprovided by the

rasterization freguency or orientation_ of an .
user falltwiEHR Prexiqusly gstphlehedaghorigatjomaiderisa r These giiteria may, for example,
inchufl ploBe oY 1f3ts 67 (RMASARE phARRIcO hal 48 uh Ry Gl For
examie; adsergnaaveapreinétesl tochenst loeht 4 cataironsterigitondrequérey or
. verification criteria may include a limt on the
orieniaion of a‘bf‘“‘ﬁ%‘&“‘%‘?n ¥¥%°aut henti cati on software or the
nunber of encoded i mages that_ may be produced. In
[0001)1] |, d pe perdfacatign caaﬂ@alilaymﬂ%@bhwdﬁﬁ I the fergs of jeg2gseed to by
C Al o of . . . .
the uigh® EPARRA AR o FRPANE pifAnlelt 6 Windietbion indicia, e
verifidatien cragridbmay noluddedimit 00 Ge0RImbEN of ases lof tie angtentication software

software ma e configured so tha n.attenpt by a
or th%glgpbetr (9? 85{%%188 118'%%6 éhqg in}ﬁy?)g pa?&%csé.ug’nee@nﬁg B%F’Iﬂ? e}{:tual number of
uses &3&&@1%33( ﬁﬁﬁ b8 inckdilftdPeakh Bitneah® séith &b deuse e AlRFIABVAY, a time-
use for at user will result in an error nessage
basedhléinitgueli ayrinegrptiation Eragay Phéncdrdedr nessage coul d be
di spl ayed, for exanple, if the user requests an
[000H23 o Tbe anthegEatiaw softyyae may tbe coagured sd thetareattynm by sivder to
the range assigned to the user or j.f. the actual nunber
exceqohiogECETgS O 1 155 R mari Haap oy icia i afpultiie e Ers of use
for theP@Rr A&l &4tk M Merkdiahesk &&ﬁ%@gpm}@w 83851 TR érforiB48age could
not been net, the nmethod may be term nated. o
be digplayednier exanple, if He useciequasts apenpededpmede havipg @ vasthsization

L nhput eting the.authorization.criteria. I000103] |f
frequpfk Sy e Johet o BB MGt &R b Pumptatie syl exceed
the usa3g ligdieforeie tder. USEsh defermining that the authorization criteria have not been

met, the method may be terminated. Alternatively, the user may be prompted to provide

input meeting the authorization criteria.

[000103] If the authorization criteria are met, the authentication indicia may be used to

establish a digitized authentication image (or images) at S340. If necessary, some or all of
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establish a digitized authentication inage (or inmages)
at S340. If necessary, sone or all of 24the
wa@eaokesassEat i on i ndicia may be rendered to forPCHEUS2004/030551

digitized i mage as previously discussed. The
aut henti cati on i mages nmay al so incl ude
non- user - syppl i ed aut hentication .indicia. At S350, .the

the aulhEsT g RAICABREPE R Ea LS Bty wiefiediBheccirabnity dScussed.

The a%ﬁfeﬁlﬁ@iti%ﬁ iS8kes Y 850 HRM1dE Aok IS -uBpRACRAMRNBRion indicia. At
authentication inage(s) at S360. The encoding .

S350pthe anedang praametass are edsemibled onto as encasliggparanicienswbdviigh may be

araneters jn addition t r-supplied encodin .
used fpyengids e authepication ippsa(s) RRLal el SHBingRoraistel s gy include
ARbr- ' aParfkI6rd TR AAdiBSh 1O RY ueetSduppBébaitsaRnd.- )
on I%E%%?ﬁ%glﬁggg@at S395. 0(1)010% X;l notugg, the §.parameters
The muttmgencoded imenge mesrhei ssovedrarycinbradad ity 8 doeyrmneny appeevinaisly
. th uest th r to create an encoded i nage
aiscolghf) GERERModRpeh dEs

"t he nunber of encoded i nages

ot.ted the user.. It will be understood that,
1000l e ARl oo Phrdh st 4F i op P Ha O S e e the request
by th8B¥erRE cREteTh lch86HcH AmABK & oalld Hélh bXdck£6F e ARRIbeOdf encoded images
encoded i mages or may have the right to create only a

allotte@ theaiser. dlwbebe widestiowstibat, d@mgd'glg@:n thfpagrp@htlnorbﬁ@tmm@se, the
| Mages on or ,a cert.al. I .
wser f B e o Rl e R BEoConsh M P ARY o s

to creatd Ay k c&@dih @imbeBEfeniBieditagaiuc tedte ehcadadumages ily for a
ways. For exanple, an electronic security key or other
certaj rereA of BBEi on control devi ce may be used. A security
key is typically a piece of hardware that attaches to
(00005 a Vatifiedtiagrof @ghopigatian to prodiice erisaeise an Authewrtipatiesy immage may

v BB SPURLE: TR, P AL PN

autheptit&lontchaiolatewictnhactaded AN sexaitp key Bftypicaleg s piety ofkiepdware
that is usable in enbodinents of the invention is the
that aacles (e-@ paRdlelor AGHR Real S5 ACREPBIeR| ASESHITY&GY B8y contain a separate

¥ . , .
mem{F LRPERY ) R SR Bl B A p ST B e ABEF LGB they
are a@athbénAh eatmple of astewity Beyihatis tibadtle megmipelipeny ofthesavention is
o, val i date onl ertain.ranges. of e din a er
the PR @lsndipis it SEuEe RSP ERis® iRl ot Ala0ah Kdbfedge
Systmlz%ﬁggt%ﬁq@gmg IN@AbaMet ers are outside these ranges
may be uSed to carry out the nethods of the invention.

[0001;635? S %n? %&jﬂﬁ‘ﬁz kEPIr n@ﬁe@ﬂ#ﬂeﬂﬁ@ﬂi&é’gbﬂtrﬁ &hREkhA ™ h g&@érammed

nonitor the ‘nunber of enco I mages create
to validate only detaimeaigep obemotlingparametae aed Bngrodintrprticsssitghaf the
authorization criiteria for a particul ar user b
metng ot e SRR TRsHE aff BErs a0 BanTRe we ¢ fary out
the m&BIddb ¥F Mg iANENRBAT TAELARVicAULREBE EGappAwiBIPREIRk or counter to
devices may al so be adapted to generate or assist in

monitye e minlyey of afapdadiithages created ferussdn deavdnand praignties e fn sane
embo ?n%gnrpsa, %e RIR&GER 1iorr1] gril%irig grrasﬁa%tri]ccu?ar user may be stored in the
authentication control device for use in verifying authorization. Authentication control
devices may also be adapted to generate or assist in generating information that may be used

to represent a document processing circumstance.

[000107] In other embodiments of the invention, verification may be performed by a

separate authentication server, such as the server 640 of the automated document
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[ 000107] In other enbodi nents of the invention,
verification may be perforned by a separate
wa@eaokesassEat i on server, such as the server 640PCf/U$1904/030551

aut omat ed docunent 25aut hentication system 600 shown
in Figure 17. As noted above, the server 640 may be
adapt ed to ry out sone Il of .the actions

e FRR Syt B 0t S n R £ B! iede AR SR asaampe

adaptbd td &€y Gut de6 B of thBAcEGTsMERtRG R JBA¥raBhs an BRcId@Rhag and
to verify user authorization before carryrng out these

embed@ding dhistoor dasamsne Theasssies 649 mgy alsp bswdppied by vasiHy gslirng

ot BRTEESR A5 A A SFR i B g prgecin

paranhéierd d8ck foQh€ adek Watd Pphoceyme 600. al | of the actions
relating to producing an authentication inmge, the

[000108] V&1 orfiBkeRB16 ¢ BhbadiénERNVEih h 86vBYis @sdBblodrry out some or all of
I ndependent of the user and may be adapted to nonitor
the activals eadatingab prdvcimgearauthgnti¢ation cwdgad thengeer oraydeicontrally

en a request for encoding is receive the server
conteg il HER ibpentin: R ARt R e e ay plepfioR i ol e
securitg ohthdode®@fmide@rdisioh. Whenfaeq@safi kfcoditieis astdiRaDyahe server,
the computer sending the request. The received data,
the sqRygrdpasH§ing Keewiy techrigpes, gpfeTraiae diecdentity obie dses by for example,
S - | N .
the aiREAs S AR PR R il B ORRLE. T PR i e e
supplistleancodihg paramerrs amijoralsscsupplied yuthdmicaticsvigdicia, may then be
limtations, have not been exceed If the reque IS

d. t
compgfecip AOFeEr{ieEr cobLishest IREHIE Wbl IRSCRREBAY Alo Verity that usage

limitRRALSIBYEH 0P bedrfextadded. 1iHe refued &€ withih RO s bRSent and the
request. Positive verification may be transmtted back

encoding piremetes arg velad, st serves mayt dosfigh yheprequrist. t Posgtiveherifisation may
dat rocessor to, conti.nue wth the process. n- user

be Ry BRI B ucel s SR e Pkl R e essor o

contif¥Sw s Bie piédeds. INOE-8SE QfippIRY pafinkdiéi UelsleMetver bliut needed by
verification. Likewise, if the server determ nes that

the uger datg pepcessor ggy beindladadsvigytheivgalieationo dikestipe f the server
' ia far. S . : [
detenfieh s e 35 bR oS4 HNT ol L5050 RrOR M sorver
returnsedeganyl wirificadgod. HEhisleny ddclude amudrive miezsdge o the[30kPAining the
. The verjfication procedures descri bed above may al so
deniahaf 2EhAI7AHRY by a dedi cated aut horization server that
I s adapted to authorize or control the use of the
[000199¢ o dheyerpircatiew proggduges deseribpstabope Blar ke beisardustnssby a
. . . t t ' :
oty on SO M IR SERS s I, BOS L hcoin

processiby 4 escpdargiscesdor pundhes inby itsle] cendhed dnyngf tha steps of the encoding
aut hentication jnmage is carried out, on the user's data

procet ol SFRIMENEWALTPHYICP 2P A Hio /BTG REPCEsS of Brduring and
cobe i At 0} IRLLICEIARROTHAE AL AR YRELL e
authoeinatihi segyveanthy detnecttlingacerod clesa:thentication secvep 640 tesvenidly an

auth SRS EEHL T SRLVEL. 9104 2P SPRE B MY ARHEY process i
carried out using an authentication server 640, a separate authorization server may be used to
determine if the process steps should be carried out by the authentication server 640 or
whether non-user-supplied encoding parameters should be transmitted to the user data

Processor.
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determine if the process steps should be carried out
by the authentication server 640 or whet her

WO 5033863 suppl i ed encodi ng paraneters shoul d PET/US2004/030551
transmtted to the user data processor. 26[000110] It
shoul d be appreciated that these nethods of

verification are b of ex |l e.only and that an
00014} s shpia %ﬁPEfﬁ?lﬁédmt@ﬁ%H’&ﬁﬁgs phYHsaEey 47 Of example
i . . . "
only 4536 Ay BAULENTANIE e ALhHE pEAHRCLITRY Be fled fccordance
with eaxioes smbodimentsef i ing¢nditono Enhegithentsveiich geoesification is
e B8 PR o B8R SRR Beb e o
right ©&nkadda SPEBR MPbel BREIREO¥ED RAcHRS 4 Qbtal nirhBER of Anages over a
clock or counter contained on an external device

period pfiémen dedlockodr conatenennitained ¢roan ertornpk dayiastindapendpné of the

fromtanperi with.the workstatjon, such.as .
workss @S RV S BBl ek v RSP oPfuas by reserig
the daAéleh tHeOnGkstalidto frovide addiforeil Giafd 1o Uss D teneddn g dftvaité without

_paying. [000111] Multiple verification/authorization
paymgechni ques may be used in conbination with one anot her

to provide nultiple tiers of protection and to permt
[00014d} eMaitiple venification/authotitasiogyerthaiguesonay dg asgsl ig compination with

aut henti cation, sof twarg cust.omer be | ocated in an
one bR rspviag BRI G aR O Fmsl R R (e aplEBlifod Do e
systeflO FdFBXHnSplatanduSRRAE AR08 shlwkiSticabiofRr hag ®k i@dafedThiah @8fce or

of the invention, a first level of authorization )
agenoygyitlf meny pesss, 9agh geatiigsiocwaenis at ;eepass Wakistagipnt {roeprtain

val. whi a . . . )
methog (R Wibifonts BRERRG s Bl e B tciRlchB R o applicd at the user
workstauidh 181d1] whilea veohd ieval éfcantoeizhiiomveedicaryn ivay be applied at the

advant ageous to .noni.tor. overall encoded_ i mage creati on
custopgE ﬁefﬂe%elaﬁwﬁ%wle HEriNRetipn SEMBRBELIBAY PrAGE B (6 Ao nier
overalvh%;ﬁb%deqtﬁlllaﬁé"%ﬁ&?{tof ARTuRbnRF QUREN 8 eMBBEPIRIde QRSitions at

ch may Use different encoding paraneters or need to
individnalduersstatiohsfdrgraps of wotkstations,twipeh iy apediffiereni emagding

00112 f |
04 e P04 i B RGBT T,
e R A A A

a spedfiO B BebIRBE RUIGmANIRSS Ridd the HAEBELHeHRAY MEBEver, certain
Mul tiple verification may provide for a central

peoplpmathérs Beragendyi oy mwyl thprodnceadispreate ingabesrof peoteased depyments.
.aut hori zati on server. or bot to count .t he total ..

Mttt SRRy R R e oGP ot Ay b b6 bugptication

serveS @h Wb EZAbnaBERT U@lﬁdt? talcb@m tROtoMdlubdber Sleheedediinages created
encoded i mages created at that workstation. The

for the agencyl whilesadtyease onpgchyeorkstation cquptsdhe swmper of|eggeded images
r im . ar r t.i ..
cenff QYA AR TR DERILP R 383 pPERA I ot
to or R@idie frbg the tozhl waikstapoac e8@y giwwmrtesd, atithoriyatimdndy smequired
the central processor hefore an
from both the local data processor (workstation) and from the central processor before an

encoded image may be created.

[000113] A combination of local and remote verification techniques can be used to prevent
unauthorized access. For example, even if a counterfeiter were able to steal both the software

for creating the encoded images and a security key for a user work station, he could still be
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encoded i mage may be created. [000113] A conbination
of local and renote verification techni ques can be
W s@d/08385pr event unaut hori zed access. For exanptBUSEO€030551
if a counterfeiter were able to steal both the
software for creating the encoded i mages and a

se ity key. for a user. work stati.on, he could stil]
proveE it SR8 B BRoTAe by vaRh s o i fiyn the remote
centrﬂ'rﬁr&é@édi'j ng authorization fromthe renmote central

processor. [000114] In sone nethods of the invention,

[000A14] ! fnc'%onll )@/ihg% o @E bdVefbd, %‘?ir%rlgvéll% O@fﬁcﬁ &bh ﬁﬁ%?ﬁﬁﬂox@ﬁtion

conducte I'rst server and a second leve
may becanklictad bpn fasideaet hat 4 sadidlevaipf veaficaivhmtledthoyization may

second server. The first server may, for exanple, be a
be copgcdpt ek RPN oV PP B RPT B I erahelor gt lged servet for a
parti®iHcabibinér Rivifdg Egl'rzﬂ_ﬂy Bf &B8B g p36lcss BRENabh Withith&t bwn

own processor. The first server may conduct a first
procdsewe The firgsertver inancomhichalsstleyel of authosizatigyvegdsedpn a first level of

th aut hor i ﬁati n crit e[| a t(gfeg ];r’] uest & Se onﬂgol evel Iof
authqpepien EHPTHANIEINGE hoT P IA T B PO Pt W oL Eg i trom 2
remofRe¥Id sehifel siéh A¥BMayIse téd BeitheYickikdr bf GRRAEGdiRE plobsss.
encodi ng process. [000115] Figure 19 illustrates an
[000P14 OFPgﬁl?élejH&EH@cEé arPit DB RkE 988Uk SYBEATLAOR %s‘?é}ﬁ 700 that
I nCorporates nultiple authorization |evels. e
incorgdomtesentltipla théotizamnilovels yEtealocdenti authentiegtioa sfystemt700 includes

._aut hentication ver 74Q connected to a r, data ..
a irs T ey D S negien 15 oot der ey TG uOR g firs
netwS&I7H0! Khé 60st Mdvork 760 e Tk ExarBifle 2bd L0841 8Lt WEikMAH Khe first

and the first authentication server 740 may be .
authegicatipageedr W#Q may he cetdecatedvadeths detaprocesgyri/d Pn diewatiyely, the
t.h j [ . I

autheh Il 3FRL 767 af e SENEL 100 B8 1 BIRRE phoceBER 790,
eithet di8e,uBetisefl dhta ppo@ess I00 maY be waY obe plunaditgof asepldutadlrdédeysors and

of user data processors and may be connected to a user .
may byeQeeied torppsel miel%acg 2 @@3 apgpter ARD-atin RBthenidcatiop fontrol device

750 rﬁ%nzhﬁc%e AE¥h&Pro/0rn LR Gewah HRERGHIE pRicedsBr 710.
communi catiton with the user data processor 710.
0 0
oo 890 e 1350 0 B GRS EBR e PURRL R e
actiogyupestistgd aithiere@ing ar inwge fornusati hwhéntating g degitdl docualent

docunent according to the hods .descri bhed .herein and .
accoile tp theroetigds drsod 17 end b PgHng s Hgptechéocument using
the pRAtFY R, ﬁ&gﬁvelfgﬁ@ﬁﬁa& dafaPBoddsRk 796 LiyREAS S8 MEse 2B ofi®Ynly upon

carry out these actions only upon reéceiVing

receiwiug huthbrdzdtioorappywyrloverh ohe onmoreeofdhe awthentwhtioiheontrol device 750,
aut hentication ¢ rol, devige 750,. the firs

the A eviBiticalon SvEUADERY pagron qudieicalifh PR L i cat i on
server 770. [000117] The first authentication serve

[000%47d has Tikd aptheRicahnR PV 7[48 ARaYoe RERGFAEBRRG GImemier and control the

procd3iRg 8?&1&8%1%%1&%&% g uéelewa hoc%@s_dr g0 UBEE xR, the first

processor or exanpl e, e first authentication
autheptication sédr l/mb be oorifi gyuedeid réivedca@n viee dsepdath lpeocasser 710 a
dat a processor 710 a . . .
request to encode an 1mage using certain user-supplied encoding parameters and/or
authentication indicia. The first authentication server 740 may be further programmed to
verify that the user and the user data processor 710 are authorized to carry out the encoding
process using these encoding parameters and indicia. This verification is conducted using a

first set of authentication criteria that may be established, at least in part, by the management
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request to encode an inmage using certain user-supplied
encodi ng paraneters and/or authentication indicia. The

wo 200803368 henti cati on server 740 may be furt hePCT/US2004/030551
programmed to verify that the user and the user data
processor 710 are authorized to carry out the encoding

. process usi t hese.encodin r ters .and indicia.
entitipontrofg the {5 BRERUCAGR SICTIOH iRy CanIRfSe T fiGfiest meets
the fRd lai@BFEAR Pferf, tHeSirsCavki@ticAIRY BReLFPRLY $O8& arduthorization

| east in part, by the managenent 28entity tTontrolling
approvabtof the yseraatapeotessat’ilOn The nses dag@ocesivs 7 10 oyl theh segd the

t hat the..request ets the first author.i zation .
requisf B o pOGiste S bt BF Fihehaf et onsfHBR G Ry the second
netwb&i 780N Afkradiivig! iheFHrbQit-ARBERYR 740and R nd RS refddsBor a modified

processor 710. The user data processor 710 may then

formeé i regeest digredytto Bie sacopsiutheaticationserr TH: request to
t he second authentication server via the second
[0001E8] wdihk s¢®0d avihtetiqativn seiver, 70He irf ¢anghumiadtzonpwitlc essdactively in

740 send .t he uest or nmodi fi ed for f .the ..
comuyealich vy ater o bl of oo fe Bopsrant T Cadghe Gt guentication
servef 780 v[aGROIek8hd A&/ osIeTIM ATIRIKBORH hetRbIkOTBOSRAY B thé 68mb Setwork as

i n communication with or selectively in conmunication

the figtmptvedrk (60 obmay be B differemdctieak. dnemillysioetsssmbopigeninde first

i i cakl rver i he .sec
reosb BT BB G54 0 SERUSE TR M0 RS gnoe
embdiihem! theasertdaer processtorAOYDE KirstGQthentidtiyn Berver THJ drdrtB® tecond
network. In_an illustrative enbodiment, the first
authepdieqtianisenist 71 arg afldplarconpesigst Wa i Inferagte second
network 780 is the Internet. In another enbodi nent,
[0001}9%d (Fhepcagad autpewicationperyaiy/ 70uhey ba progragundteintreesats and evaluate

PP AT RO g i
autheheicaiivg satvieheTtill CRileisecongeiuttentidatidn BeyeHE(uihag hargeehriedy of user-

recei ve and eval uate encodi ng authorization requests
assoqigtefhPriptogierasypcintesd Juiorgptioeitera that pay be sewpared fgthe data

. L fir ' i T. : -
R A a—
servens #haswond attbehtivaticusirenrdi/0 asvydei atptdd suvdrdy itz theowser and the

riteria that may be conpared to the data received in .
user A BEPFOPT 201 MEANPEHHERD RSP 00 SBrO TR BrofRs CHEE e chooding
paramidiBrs Qhd fddiGih sHhied id $8 hbi@BrisRIoneEquedt Eri ¢&ittation may be

aut hentication server 770 may be adapted to verify
condudied uginga serend set@! andertination atigrip that awy be bl qar the terms of any
aut hor | . i n rocess._usi.ng the.
wsae SR BIRE CabRnER bk it G BRSPS LRI Rt T bl inctuce
limit@oit thefehéain®parimeefshat nldy Be wed) limheaon Mk nibeb6f times the
conducted using a ,second set of authentication

encodipg peffware mpaytberiggd. Janifeishe gambereofieagoded dmages thaigagebe

proa GOLSEIT R SR Do SHORT LA Upen g

that theygdest gnepartnetcendaithardizanay chiteriasthe sedondatithemticatibe server 770
nunmber of tines the encodin oftware may_ be used,.

may {6yt a8 apthoripation 3ppyalp ﬂé%k’:%ﬁ é%fa PFRgGRSST { i:%%ndr%fytﬁﬁ birst

autheRtieHsaeevandad ﬂhEis%lﬁe Afhet M€ se&mheaﬁfhegﬂ‘ica%ﬁ e SEPPI0 By provide

aut hentication indicia. Upon concludi ng
certain non-user-supplied encoding parameters and/or authentication indicia to be used by the

user data processor in constructing the requested encoded image.
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that the request neets the second authorization
criteria, the second authentication server 770 may
WO 2408/088885 aut hori zati on approval to the user PEI/ES2004/030551
processor 710 and/or the first authentication server.
At the sane tinme, the second authentication server 770

rooo 38 . e S St e ieF s FRBimear Py qighbireviouttyseribed
authehfi€atioh Phethssan ) RCASRIOA up Bo EANSEhsI6E AINEF thh Bctiddd ldf’esdlﬁﬁbuted

encoded i mage. 29[ 000120] It will be understood that
betwaendhe/ager date peencerdr A0 aied | rﬁlgst@tndtsmné rptheniicskipn servers 740, 770.

It wilij ﬁ@? {)elé gﬁiersggct)cg%lg% %}%ac%rh@o (he nagtcigrrls oF &Q e{n(rj P]\éf}? § the invention may
be caRRIIWRE By tHeaises@ita fdlcessPr ’DIIE&SB@&’ orelét Bed atifigiohalrastiom e carried
second aut hentication servers 740, 770. It will also

out by the pydhentieasion servars Whe’ Bt assteolsr in peujenationgthahe t he
ver1f1g§u Ol?l%glﬁ%e?ltw&tﬂ)% rgcegp %nggeﬁ@ggﬁlﬁgr@gg d&g%}l{hlgﬁtl(fatlon server

740 raa;tbeolmed o ﬁoma’rddtﬁléddxbg ofncodiag aumhgnblp@atenoimtaﬁal\fﬁua Ifa
740, 770 as part of or in conjunction
StTonges SERALALAN er?PﬁQﬁl%?ﬁ*q logging Acipyibesis desiy %hea%& ?Wﬁ%‘i‘d be

mmnﬁ[ﬂég% ffﬁ@@conﬁ'ﬁﬁtﬂghﬁ@aﬁoﬁ%IQ'@PWO: ation server 740 may be

used to store a detail | og of encoding activity to
Vv

(000248 SithotE b8 Pbeinled it CpfohieABoRler® SPAA BN G serveris
used averifin fHeamdodigg patnk@rNedr atnetvhﬁ'ksthe @&‘rdelaimhhwﬂdntﬁﬁiallp provide

server 770. L000121] | t sho({ e apprecjated that in
non-tg R e PG dhlidihe A HENER{deai oA LaPaHLY, 8 pEaipurly
descrtfRli! th¥ chii€ ¢ g&&%ﬂ iR PBE AR GRl St AmBe byeséswaﬂe%%

server coul It naIIy provi de non- user - suppl |e
authenfichtiohaervena amiﬂmg legationi epuernalderthd fisees wq&ksttairqnavmhxmt guy action

i ousl| ribed,.the entire encod

on th bl s S R e AL bR ERGIes HGhels andor
encoditf PRAMERR. I 1D ef %ﬂ@rth@ n@ABRAdAEEN kQGat hA reBXivE ﬁﬁlsuf)lﬁhed

the user's workstation without any action on the
encodjng par@mq@ésf amltlh@platfhawrtf@ab%wﬁ@n m;fqumtrtb@user-supphed
enco&ﬁ%%r ki é}d&g ﬁ’{ e Igerﬁgée%%h%‘lgd Bﬁ{eﬁg‘%&%é usdr&he server

couldl(ﬂﬁfecessmb temdecthe @dhaglqaaomhﬁlﬁceﬁ &s@li’td)ld: thaieac@lih®parameters and
verification. Upon veri fy| ng that the user-supplie

ed
use thefouireRse &?%‘ﬁé%v%agsna“ P fBgQded impge Gau{dpssavReas a file and
tranSI?It%qgaglE f ded e‘} r\if(ﬁ‘k&ﬁﬁoﬁ.he user, the server could

necessary ren er the authenti catl on i ndi ci a,

000 BEE 0Lt IRuSATAIG: AR AIERGLS AN HSSiANEN A ig may include

an enco mage cou

umqlﬁamﬁﬂrrﬁﬁora siidhl & ﬁlﬁdniaﬁam$ﬂaﬁﬂi§d) babkummttﬂrecdsslﬁg c&‘bumstance as
work station. [000122] In sone enbodinents of th
descrm«?d @h?Yf‘o nSuchradigia; HeRg Wé@tqt%% GIAICterigtiGhesy InfoEmatern relating to the

doculggllétﬁﬂnérnb@ LRt &lgéﬂeﬂged' @B BEEL TS %Bgﬂ&bén%gy be stored

f processing circumstance as descri
in a databhse alongwith ottleo nfommationatleeant ¢h dreaisicemest dndsmayr be used later to

verify {l‘lg%é {1{1(3& qrfgll cfsl)fc{nglglﬁe% Lhe S gfq%?év&q;’& gesq-ﬂpesd a document may
have iftfiQh EBhbG3ndRY tQQhesﬁﬁl%eﬂld date of creation contained in the authentication
image. In some circumstances, these indicia may be compared to information derived
directly from the encoded image. Alternatively, the encoded image may be used to as a

signature for the document that links the document to the information stored in the central
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in a database along with other information relevant to

t he docunent and nay be used later to verify the
w@uiokesassTi ty of a docunent. For exanple, as pPEwUS2984/§30551

descri bed, a docunent may have indicia corresponding

to the tinme and date of creation contained in the

aut h ' [ [ . l.n..so cir t ances .hese )
o540 8RO BB ST AR Ry BERP can wse i o
detertiifie@dcall the dafdriatien¢eaethd dmgease Avhehnédn #ehYbe tHfpared to the

. ..encoded image may be used to as a signature for the
indicipoentherieca plathe [dopksenth ¥ib anotaen altem%w . infgroiatian iobiained directly
in. t e . .
rom ShEREALD8 S ARIBLARRTEn VHER L i spregip g s
to detérminks evhethet ohel @beurmidn eeirc adrifiddneortashoridsadol 8 dreOfr which the
t he dat abase, which can then be conpared to the
encogedgmags WA Craateds ace of the docunent. In yet another

alternative, informati on obtained directly fromthe

[000133 o Gisacrichespects ofipepsie irplemeniatiamnafi thainventive te¢hnology will now

ve e FRATNV R Ak gk QLR P A Ba R S e
techrohsgyfape devoiibéd dbiwe eltonitled appRgBtadaBatGheaysetns ¢fAAOHI3dtion or

.General aspects of possiblel inplenmentationof the
portiong of the systemsfdlg wysntion mamngge Hemcafiap processing waehine,” such

s LA Qg 1 YDA TRRB PR e Hppgg s

is to bpprdecitendet indlade dtheassyist prosesadr thdteisesatdedsi ae memory. The at

ortions of the systens of e .invention be in the
teast BEF e s torss daetd RN AeinUEOBSTaY B idfegpermancntly or
tempBiAFiBP&Ered SAEHA BEmody Ur nARIFRE Of tiRSHH&EHn P 8laBhiRe. THEprocessor
term "processing machine" is to be understood to
execytectha dpstiactionsdBat ashsiolsed de hegmmaryar megegieatn brlasto poeess data.
r : L east one nmenmory. stares a set of.
e SRRyl Bl ARl RR TR oB) R Buforhet plicutar ascor

tasksPRICHB gidke sasky ddseditarabbid i tBé Ab®dhdrty. tSueh ARBYNInRFuctions for
menories_of the processin9 machi ne. The processor
&

perfogRing # Restiq tasksrY ke Fhorrslarirad anr progran.c@itvarg pregram, or simply
soft ory or nmenories in order to process data. The set
instructions may include various instructions that

0
faqr rii Gul task or.tasks, suych.as thos
10005, &bRaPBR, BberRhe phlsn bP SRR EC 8RR By arptored
in thd MemotyCdrimiBorliadrto peickey dita) ATtas paktdsiig Eidatadbiky B rB§onse to

characterized as a program software program or
comnagnglp Py 241565 ARAPErs of eProcepsing maghiag in fespansetip previous processing,

in resBbi¥e%s ﬁir%ﬂlte | ﬁle?ﬁﬁ%ggsmﬁ%oﬁﬁiﬂe%w&%ggﬁﬁri at, s he?&gmple.

tored i e “menory- or rres to process data.

=0 C ' in.re nse tq.co nds -
0002587 RS plJSRly AP G e Dol iR GRRATRF i o HTPERIH, BY abention
may Be0a vyl puHops eerepsb HovweVef, BsPHO6&sing ndachBRURSIrYRY above may
anot her ProceSS|n%Inach|ne and/ or _any other input, for

also Wikizgap ot 4 BT 2SRy qfes (aebulpgicsinshidingsespeciabpurpose computer,
s conf 8 S5 A R4 558 e LSRG AL 00 o,
programoied méicahpsaresdoedh rmizeo-eommyler, a peripheral integrated circuit element, a
CSIC (Customer Specific Integrated Circuit) or ASIC (Application Specific Integrated
Circuit) or other integrated circuit, a logic circuit, a digital signal processor, a programmable
logic device such as a FPGA, PLD, PLA or PAL, or any other device or arrangement of

devices that is capable of implementing the steps of the process of the invention.
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also utilize any of a wide variety of other
t echnol ogi es i ncluding a special purpose conputer, a
W@ 0vp83865 syst em i ncl udi ng a mi croconput er, PCT/US2004/030551
m ni - conputer or mai nfrane for exanple, a progranmed
m croprocessor, a mcro-controller, a peripheral

oo 4] S G R sk HB SRR

describati @B6 &, &ds fbtedédsiryQhat BhdBocdsBdre gh@bethe Ghdihiotids, of #he processing
logic circuit, a dugltal signal processor, a
machy s lelorggd in Be vame seqgerphical plapgoGRhatps, pactkpefAhe processors

o e 0 U AL e ARy Y G5 tcuions
and cpfieegsoal td fnmanient inany SifableGdanr. | Additibhallyelt will be

understood that in order_to practice the nmethod of  the

undersippd 3t 631 ThRBOPPISRIRIIS RS mPmorsmABPe AemBessd o) diffpagnt

o . n 3 o
ps SRESEST RS 1, UL 65, Sy HOESES My ol
piecepif ageipméhien one Jocatiomawf thatthe preowey bo asotherdsingie piece of equipment

. ries used .n the jnvention be located in .

in anefBerdpestion. ARry s S SORMATed LHE PeeassoD AR Be Sl o BiFegsof

equiphfent BRI G&kR: pHYsRAYI08MhRDIRe FRNMSHinct PREES baR@ldm¥ent may be
It will be understood that each of the processor

connegitrd) iprany seitabtemaynerapddisionaliy deetemprydingy mcbide two or more

pori G oo b o e BB BB G o i ece of

i pent. in. ope |location and that. the nenor e .

roo0 3, e epindphc pRESSsinkds QPISHERL dhaveanBuRarer Ao
compbhéits bt varfoub febRMe€MALALRY, kAl bk RBINEIB6E AP IhePr¥clEng

two pieces of equipnent in two different physica
perfoiroechby oresdistited compontints asrsigscribeé ebeveghas du pgneedancermythagurther

onnected.in _any ,suitabl e nner. Additiagnal |l he .

emboBRET 5t iyl 2 2R afe BEF SR ps CRbO8T Thiter JPtpocessing
perfofd& By onddigtifehySpeent &Cdkiritivg.abbROMAL BE pd@oreudd B thvo distinct

further, processing as described above is perforned by
comp@aenth L AR FHBAIST A MeEIorYh $erage Referaied hydineydstinct memory

portid’f{s lak gps%riﬂgﬁjggo%te Ql?agr, hp&tcofdgﬁcc?qxrﬂ? & glﬁ‘gﬁg Bﬁ%&fliﬁ{e%gf {Y invention,
two distinct conponents as descri bed above may, 1n
be pefonnediiasne single tniieraorfy pottiver Fanthed thwan¢mody stdregd pefotnealhy one

. .. be perforned by a single co nent. Further, the X

disting| BB Iﬁﬁ“‘b‘k?%/ Qﬁﬁﬁ%w%ozs%@gggewﬁﬁwn QeRemgiy portions.
descri bed above may be perfornmed by two distinct,.

[000128 hpBrréliersvariphs ichiaipgiay manRnBted to REOVAdRnymYRigatiggeetween the

Variogigegés@g ab¥of YRmdlist b9 G118 FPAoP Bl o 1285 Oﬁe&ﬁpé %%H'lories

may, 1 n accorddnce with a further e
of thet iheeritiouen toromunivetepetif arybertepntity; se.ngd as towteaiy further instructions

ortion. Further, the nmeno st or.ag erforned b ne )
or to BhEy ARELSFEERI TISBIOHY BHT<Ao ok _swwlaegﬁbfswme%ﬁeg to provide
such &ﬁﬁﬁl@ﬁi@?ﬁﬂ)n%gﬁi’\ﬁlcﬁﬁgﬁrr%tvﬂgk,t th® RernEO AR AB]. ERUALNELAN, an
vari ous technol ogi es may be used to provide

Etherpetnonanycdicntoarise s yséem thah proyades communmeties doseamplarSuch

TOL.i || t | ] th
comm et BRI e pisuf v B¢ BSuBRRGRR eI iz, upe,
OSI, S@lAt@E oﬁ‘z{ﬂyi diler nhesSagingpro@ieol. 0 obtain further
i nstructions

[000129] As described above, a set of instructions is used in the processing of the invention.

The set of instructions may be in the form of a program or software. The software may be in

the form of system software or application software, for example. The software might also
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or to access and use renote menory stores, for
exanpl e. Such technol ogi es used to provide such
we vssEssat i on m ght include a network, the | nP@&r/ms1004/030551
Intranet, Extranet, LAN, an Ethernet, or any client
server systen1that provi des communi cation, for

be ing R o S P OT ek s R  P T sl i e

progaABr a%bﬂﬁ)ﬁbf@tﬂﬂ@g’raﬂﬁﬁ&ﬁ% 6 dXafipRe The R4S 28dd Meht also
descri bed above, a set of instructions is used in the

include grodylar prpgermming in fhecier o objepeoripatedgrogramming t Thmsoftware
tells ﬂi%tr&%sélﬁ‘%@'y&gﬂé’l}vﬁhtﬂ 03 WiPRE %ﬁ?a%r gﬁ ‘g.%g & The

Re rorm 6 sys War e or

f ft gh
1000 Bt 15yl b RSP B s P P G he
1mp1aﬁ&gatwﬁsand Tp@faﬁ@ﬁ BMKERAREnE oMk bR i a @ik AR fo%%a@mat e
portion of a program nodule, "for exanple T

process@mgmcbmagw rﬁacbtlme ingtreetionsc [Fod exarapled the lrptrogtmmﬂnaﬁ dorm a

L M I T R m—

mactﬁﬂf@ladgﬂa@e e bbjgctioae sdrRmk the GEELES} of brodkdsbrshe read the instructions.
understood that the .instructions or set of
That jis, $tritiga dinghef RIe@gmnKng feds %P@Wﬁ 50, i A PartiguiepRIogranyRing

langu%% e L€ co AR | {tad] enlgﬁ%age Bipa gglpgﬁlfé Bl Ry hn%greter The

€ processing na rea I ons
maclmxea]ﬂpglm,ge istenanysbdedchbdnse mhtamthons thasaprspegificrto@mpartieular type of

n the formof a sujtable progranm | ang whi ch
procqsgmgg.lﬁ? YL elef-118 aﬂ’éfﬂ'ﬂ“%é tyRery &gﬁ@‘l@F ng?’@ﬁplf%gﬁlée ¢qsnputer

undm%hhﬁwﬂkﬁ&uﬁhQQ%iﬁﬁgeOr processors to read the
i nstructions. That witten lines of progranm ng

[ooofﬁﬁ' € A‘ﬁér saffdt& ﬁr gnv I t m?gg&%%%? ll% % e(f}lk%g&ﬂﬁgﬂc@ Q)v1th the various

, are cC anguage usi ng
embadammtls ef the am&eatlblh ellustrativetyg tl'mrpa'bglamn’ﬁhg laiiguirgenfsed may include

sssergfyfieies Ada RELBEH L dﬁ?rpEO%rofppi?@ég? H R e, Modula-

2, Pabca® Prolo®, RERR! Vil Bésid, ¥R %’ﬂ%ﬁ Lhnd/bOTavES PR 18
a(%e égn%uter understé%ds f %% Iangugge [P f6r example.

Furtheg 00is 301 ne&nssa@dhamnglp typg rOé msimglidnarey sagls pragrabeniog éhguage
ccordan

be uei e FBREER Wi g et e PRGN AR HEo il Spention

Rathéis &6 WEyber BE Hifdecnd prgdrhimincARekAgEs miNBs uiitted BBaShdeessary or
C, C++, COBA., dBage Forthg61 For?ranéﬁJava Modul a- 2,y

des“@%\%cal Prol og, REXX, Visual Basic, any .NET |anguage,
and/ or JavaScript, for exanple. Further it is not
[000132¢ e ddse; §het1h$ituCE01§| anglas dtat,apléecbfn the sractm oﬁhs lrmenmmgllaye utilize

oy BRSBTS P PPAATRE L SRR A Sy

modul&4egHtibe iisedidteAypt @by, E&iﬂ%@rfﬂ% oﬂbtﬁélﬁfa@ﬁhaﬁb@ BERIpted Gsing a
| anguages may be utilized as is necessary or

suitalle dpGrapiier mp@op f90§Xamps®, the instructions and/or data

used in the practice of the invention may utilize
[000133] As described above, the invention may illustratively be embodied in the form of a

processing machine, including a computer or computer system, for example, that includes at
least one memory. It is to be appreciated that the set of instructions, i.e., the software for
example, that enables the computer operating system to perform the operations described
above may be contained on any of a wide variety of media or medium, as desired. Further,

the data that is processed by the set of instructions might also be contained on any of a wide
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any conpression or encryption technique or algorithm
as may be desired. An encryption nodule m ght be used
wao o0080838ypt data. Further, files or other datarPemysSive4/030551
decrypted using a suitable decryption nodule, for
exanple [ 000133] As described above, the invention
. ill.ustrativel in the formof a
varief Pt R FRHT et o B A0 o et e (B capuinahe
procesYisif @ching! utdicaamd E@ldttlﬂﬁdet biakiwsleRnabnd/6oHt th'a%sed in the
menory. It is to be appreciated that the set of
invertipsmaycteke p any ofea varichieolqdiysigalrformeer wansmpdsenst ﬂwat:xample
t ut.er. ope syste erfor
s 3l Pt S P B ISR B b b unpogpoeet disk.

aDV&D \antiirﬁegrafedetﬁﬁtu@fa Hedldigk of flep disR, af®pa&s diskJa magnetic tape, a
Further the data that is processed by the set o?

RAM, gt PMe £ PR Mni BRROM.soV e acishicap AbEr. spmampications chiankel, a
hat rticul ar
st 2N Lo o L BB Bl AR B s o
data thii inhy belrdad byahelpiobessarstof dfe inveitionct i ons and/ or the
data used in the invention nay take on any of a

[000234] | Ehpth&f thehyEh&lor heniBBicd bsdd'ia MshiB 68 mdcAine that implements
exanpl e. IIIustratlver, the medium may be in the form

the inyentienymay bp dpaty afiaiislp Py o€ forms te sHpwiche mpmRry te hold,
£
imstnfioh LA fflerdhfobiuton. o (et Hygern Ry R el g form
of a daRiRakg todhold data. ﬁh@&lhlﬁse aught lneer anycdusited headdediast of files such as a
hannel , a sate|l.it nsm ssi ons or other renote
flat fi ‘i’ gﬁ@‘r%?%ﬂcﬁ‘? a glati Idat& asg A aBEHRINLHESE PXAMRIE- sour ce of
a_that may be read by the processors of the

[0001345J/em thesystpycod supthad pftthreinyenting, Aupwety obiusee mberfasss” may be
ut111z€'(2 \;Fogarﬂcﬁvo% R&r % @‘f&ﬁ‘%é gxgtymgfgg%sﬁrg%?r}ﬁ%t o%qﬁ%thf ek la'rat gre used to
1mp1emhdrxbvhet1heenmnn Ay used hatid, 2 ok rmeﬂf:haenﬁcludEtaay hafdmﬁré‘,l 86ftware, or

nf or ion, as is_desire Thus, the nmenpry m ght be
combiTRIORET PHAE 14 QPSS Py tighiicxsabg MAPAY daat Jhae user to
1nterd'& Gith iSEroBd¥indesdchRd. AN IRPERIRRE n2fy el ih &% ﬁ)ﬁﬁl?)f d¥ifogue
lat fil'e arrangenent or a rel atlongl da t abase
screea rfcrr@rgelm t4 usey nntelsf@mrpnze/ a1§<0m011135]any nf 4 heusy stveimseamen,

keyb {8 SRf s dede i T Sl Eiebpuingn B8 ity checkbor, toggle
switch/¥ RishBe@ovéridiy blifr BEACEHS ABHWBRLINEN® BbeiP@RifdARSioh Rfarding

are used to inplenment the invention. As used herein, a
the opggesion; ofttlag p@éeesrnﬁén%ee a8 HyPrpeassRAdr et ofsipstrugsioas ansor provide the

f. e t t he
poc SRR AL AP R B M o
prov1ﬂé$e:oprmesa1ong>etmhranser aAduseocdssing Ihfaaﬁmemifhe foiniatione
ogue screen for ex

f di
PrOVIrlerr{ P\ f?ﬂﬁ&gerﬁ'a eHITQEFSHIRE Maghing er‘r‘é‘?fsléteffﬁ%ﬁ j@RY be in the form
n er,
of a c%ﬁﬁr?a%ﬁ a KBYRBAE daty odr%‘ém% %ﬁf@? gr%puY thf:@)i(aglgﬁgg X

di al ogue screen, menu toggle

[0001§§ﬂetr ﬁ? disBuddbP QIPO%;E?{I]SC?[ t@:ﬁ%e o l!:l]tﬁ 8 ézlt ﬁ%rtog?a)séllngﬁla&ﬁ?ng%hat

recel ve I'ht ormati on regart
perfoinixea gut of BB&LCHHIIBEN thet (S pﬂobessfrngﬁad]Qﬁe pro&8bes@ata for a user. The

i nstructiqons and/or provide the
user interface is typically used by the processing machine for interacting with a user either to
convey information or receive information from the user. However, it should be appreciated
that in accordance with some embodiments of the system and method of the invention, it is

not necessary that a human user actually interact with a user interface used by the processing

34



processing machine with information. Accordingly, the
user interface is any device that provides

W@ o0vssEssat i on bet ween a user and a processi ngPCEUBI04030551
The information provided by the user to the processing
machi ne through the user interface may be in the form

R R S S e —

mightd §féradtNt.&! doaG8y hiid #bbilve ZE6nioh it Elﬁ’&ﬁésﬂtrﬂ&sﬁﬁ% BiaRRine, rather
that perforns a set of instructions suchthat the

than p howes ysatig Aegendingly, thootberquecassing nfaghing mightrhe chamctesiged as a

user.:c %1} Ire%tal‘féfr% é:'gﬁtleﬁé?%cf l latga ﬁs%g ?ntegﬁctﬁ glﬁhg%iolggtﬁ% g{‘ﬁ?@m”%c{‘ rlngt%od of the
invertibhQfidyEihicpdtt PhrtiaR ¢ Slithenbihb OpiBéss R rhicBMel d¥HrétR8ding machines,
_However, it should be appreciated that in accordance
whilgplsgrinssprsing paeiial kysvitlsa Bpmamesesy st em and met hod of the
invention, it is not necessary that a hunman user
[000&3 udd wil herreadiboundaistdpddy ibese persoes §killed insthel atiyhat i present

. rocessing.. 34machi ne..of the inventiqgn, her, it is .
inverfigR iE TP ATIRR Priioad ity ol Soel R U Teheieots aps dpvtations
of théh@kdnt iVeBliGiCbthet thén thosORMEN REEHDBCAI Wél AdYhaHyRiria8Bns,
W th anot her processing machi ne, rather than a human
modifjggtions Apd ey Heptyarrapgenents svill be eprasent deprar teasmmablygiggested by
] i . F o is .
the pRE NSADE A Rt adtEaqrHELBE bimbh dartng frqpethe substance
or scspesdfaie mnentivet hod of the invention may interact
partially wth another processing machi ne or
[0001B8)C FifiicltHe FERESHIAE Blusithitbd SrddcS& el bREMFlahNEMP&TitbAtk bY this
. with a human user. [000137] It will be readi
invenfieg eif Htte ba upgerstigad Eap dresByation i nas dimiredttp gheggonstriesion disclosed
.1 h ' on. | Wol 0 oad, uti.l
herei B B e TR T SR SR e S RO T e Bling o e
spirittdnesgend artibutey.ent i on ot her than those herein
descri bed, as well as many variations, nodifications
and equi val ent arrangenents, will be apparent from or
reasonabl y suggested by the present invention and
foregoi ng description thereof, w thout departing from
t he substance or scope of the invention. [000138]
Wil e the foregoing illustrates and descri bes
exenpl ary enbodi nents of this invention, it is to be
understood that the invention is not |limted to the
construction disclosed herein. The invention can be
enbodi ed in other specific forns wthout departing
fromthe spirit or essential attributes. 35CLAI M5 Wat
is clainmed is: 1. An automated nmet hod of producing
encoded i mages for incorporation into a digital
docunent, the nethod conprising: receiving a request
froma user to produce an encoded i mage, the request
i ncl udi ng
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user-supplied data for producing the encoded i nmage,
the user-supplied data including at | east one of
W@ e®s/0338ppl | ed aut hentication indicia and at |PEEUSINE030551
user-suppl i ed encodi ng paraneter; determ ni ng whet her
the user is authorized to produce an encoded i nmage
usi ng the user-supplied data; responsive to a
CLAﬂﬁgernination that the user is authorized to produce
encoded i mage using the user-supplied data,
carrying out encoding actions including establishing
Whatdt claga&i isone digitized authentication inmage,
establ i shing an encodi ng paraneter set including any
user -suppl i ed encodi ng paraneters, the encoding
1. Apavtgmetedrmeibad ofarpdnciasencededinages s lnoeaationinto pigital
itized authentication inmge, and
(kRUﬁE bgkﬁggﬁﬁiFor 1§$% of the at least one digitized
au’e&aﬂhg aatquest fromgasersob ng:)dube aleammdédrgnzr@( theet@lestsiatluding
to produce a flnal ncod QEE 4% aut omat ed
met hod UigkcsPalieyd o QD Cin & PRqodeq Heagen s dispgsupplied data
acti ongpfieihB {mhﬁ%}ny APusch! @ﬁ;ﬁféh%th%ﬁt@cafubﬂ @Adlzja GRE Eldleast one
image into a |g|ta documnen aut omat ed et hod
accordhmgﬁmmph@bmnndumhxwamMemhe digital document is
n | uded W h th uest 4. An aut omat ed hod . .
(TGS 10 BPPR U5 i e BP <8 PRNUGHTHEeattd Bifie using the
furthenmhpﬁjgggidgglntlng the digital document wth
the final encoded inage enbedded therein. 5. An
auespensizd tnedHomingicortbitibe vest & aitharizedbrepioincesan dneaded image
one of th in ti.on rri on _a us
dat a_ pronBE RS PhnE P BR0Y by Pt

from a usekstaBlishigieitaeast ohadigitized bﬁheﬁtﬁaumsﬁnages
aut hori zed to _produce an encoded i nage using the user-

36suppl i e&sahklﬁu%&%n @&Pfimg@ametwefalﬁd&mnﬁ@ﬁv.ué%rrauaahed
control device ﬁ%ﬁiﬁ%gﬁqm%&ré ﬂ%éﬁ%@&mgg&%ﬂ%{& usable to
§ et er oL Al

6. An automate according to c

| east one of t hecalroodiangnae bf thest leastoae ﬂl@dze{d%t@ﬁuaation
user data processor and the actions of receiving a
request from a 'He&% 2fid det er mi ni ng whet her the user

i s aut horigggehihOoR! HIHER AhERTLREEHS d@ﬁ%ed‘ﬁi’[ﬂ&ltfc@t@on image
usersupplied data are carried out by a separate data

processor in cowingriheendodmgwatdmatérscuiogrodimea final encoded
processor overigmggtmork.

2. An automated method according to claim 1 wherein the encoding actions further include:

embedding the final encoded image into a digital document.

3. An automated method according to claim 1 wherein the digital document is included with

the request.

4. An automated method according to claim 2 wherein the encoding actions further include:

printing the digital document with the final encoded image embedded therein.

5. An automated method according to claim 1 wherein at least one of the encoding actions is
carried out on a user data processor and the actions of receiving a request from a user and

determining whether the user is authorized to produce an encoded image using the user-
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7. An automated nethod according to claim®6 wherein

the separate data processor is an authentication
wa@egoges3sstiapt ed for carrying out at | east one PET/UB®04/030551

encodi ng actions. 8 An automated nethod according to

claim1 wherein the action of determ ning whether the

1% td Sred ri : engoded image. usin
D e R B O N SRR TR Ber an
proces$we. user - suppl i ed data neets predeterm ned

aut hori zation criteria for the user. 9. An autonated

met hod according to claim8 wherein the predeterm ned =
6. AN EUARAIed s hof e prcing o LA LBSTeR ALISASt piplrtamgsogipeactions is
carricd R 6h @RSt tath MOELssHURR thELLHBAS B 5l b us

ayponatéh netH%g gécording to cpg#ﬁgXB%ﬁEr f%{?w@aUSﬂand
determintingwhethenibe aseriinautionised th prodinbeanisendédingige il z@&duser-

oduce an encoded inma usi ng the user-supplied

suppiledh B 58 e oS SPatafe iia HERSESPT BrooyRnigAiopHuth the user
data (206R8HrGeAghét@asc. f or the user; and conparing the

nunber of uses to a predeterm ned usage |limt for the

user. 11. An automated nethod according to claiml

7. Anypipapigd ppsthodeaceending to glaimyhvheraig thieapamte d4te pusessor i an
: i i i ng the.
wneB805 LSt LRATGHER I GRSEHES RP R 5tk Lo

of a tinme and date of processing associated with the
8. Anr syomates nmtitbdcmnpdinigg cldive lawhdreiashe sni@n@F de@eminid®whether the

.aqﬂpdatg of rocessing(%o a predeterm ned expiration
USCT 13 fHPPTIZE0 PHEVES @t cncpged Lpags ysingdheischeunnlied delednelndes

t @etetBinfglwMABE@hOudchSuptlich ?iﬁéxtmé&‘?ﬁﬂéﬁ&éﬁﬁﬂ@@ﬁtg&izaﬁon criteria

encodi ng paraneter includes one or re encodin
par amef@rtse fisesm a set consi sting of a decoding angl e
relative to a first reference franme associated with

t Wl , .ayt hent.i cati on i mage, angl e .
9. Act it bt oL 10 BRRE IR TR Bl A Rpapton
criterit ivechtley iatl ahitiBF etoge R ﬁtprecﬁfbrﬁhiﬁeheﬁéﬂ-%bﬁ@d‘eﬂcﬁﬁgﬁ parameter.
a

repetition frequency, a rasterization type an
aut omat ed net hod

rasterization frequency. 13. An g . I
10 Aa&&fﬂlmt?@mf@% REFORIEE (i SR8 h WSEs R g petion phaterasing whether
the us&Si€ huhbRRdd B DeREAGALH ARadeN Rl : | et ih
eusact i gn. of es?) gbl i shi %&g%a Iﬁg%ése{l% %@etﬁ%lﬁ%?fﬁg@%% dAta {1Cludes
adetpiapininga nusrber pfigses phtheedesding eaions fatthaigser;hmd
u - S ied authentication indicia into the at |east
of Ehg S Blim B o B B rlbear il Sase Vs b oar o
nmet hod according to claim1 wherein the encodi ng
11. Apan@metel methbd Wttt dlinl EahbredN@iec UsBb Mr}rﬁgn¥ whether
e

encodi ng paraneter and at | east one non-user-supp
the userig Blgpﬂrgze‘gép RFasiues an encoded image using the user-supplied data includes
determining at least one of a time and date of processing associated with the request;
and
comparing the at least one of the time and date of processing to a predetermined

expiration limit for the user.

12." An automated method according to claim 1 wherein the at least one user-supplied
encoding parameter includes one or more encoding parameters from a set consisting of a
decoding angle relative to a first reference frame associated with the digital document, an

authentication image angle relative to a second reference frame associated with the digital

37



15. An automated nethod according to claim 14 wherein
the request includes the digital docunment and the
w@eios0s8863 est abl i shing an encodi ng par anet er BEL/US2004/030551

i ncludes: identifying a docunent processing

ci rcunst ance; and establishing at | east one of the at
e B R DR R BeclRntth B e
rasteripg@idndteqaengy. di ng to cl ai m 15 wherein the docunent

generation circunstance is one of a docunent

rocessi i e, a.docunent_ processing date, .
13. ABrgutedietad Araraling BHENA bWHSirin DR e b des user-supplied
anthed {816 fbiRla anlwhABinakt 28h O cSBSIRAMH 226 EARWidif&d @l M
wherei n the docunment processing circunstance includes
authendimbtaoraismage iladledeswiaonpariiéngiho e siipgiedfauthentichtigntiadicia into the
i1 OCQL,J\ﬁfIEEt' 18 At\n ﬁmtomat ed nmet hod according to claim
at leasy oniqyigitized ayienealion 0488 ated with t he processing of
the digital docunent includes content taken fromthe
14. Adia@iohakeddaetioe atcordiflg toAflaigul emBicddtherhbedin@psamedien gt iftludes
claim1 wherein the request includes the digital. )
at leasy gag psFrouRptigd eReodiRg PBRMET dxk A Beaskeneipngtsel-applied preoding
param! l.gi tized authentication image includes: identifying a
ocunent processing circunstance; determning a set of
non- user supplied authentication indicia using the
15. Adeowmerdd petboé ssiondjng ia daims tAwbereirathd ramesttineloddsniye digéal

at least one digjtjzed authentication inmage ysing the
docuriihariCBp o) Fla bl T CHOTGS BRI ae Sasdes Ay
AR Rth ARubRH: feeQERLREclRAsah@: Bad9 wherein the
docunent” generation circunstance is one of a docunent
pestahdisking gt lepstwne of theat leesitong mosaserwgpted parameter using the
procesg] ine. i tifier and an operator
identig#%%#%gﬁamgﬁnggﬁg%%%%%&hethod according to claim
19 wherein the docunment processing circunstance
16. Anhncloudes eathad asoedingtoedaini 1 Hhwhaeinthe deashdiy gederation
. di gital docunent. 22. An,autonatg? met hod according to
circumsfanee S (&b 2 {OFFBCHY AeLCsREn UmE+ RYPGHMERL PIRECSSINE ks f Rpcessing

machiﬁ?éi&ﬂ@fi&iagphﬁ'og&%wﬂ'ﬁ@éﬂtifikﬁc' udes content taken from

the digital docunment. 23. An automated nethod
according to claim1l wherein the action of determ ning

17. Anjastohmtedithethod aecordingiiet dlaim Fewhersinghe doeunent psessited
— US| h - ied data includes:
cireuniyFRE RIS b S el ok PRtk olfe JiEiRigocyment o,

| evel of user authorization; and determ ni ng whet her

18. Ahhstoutedd hahadihdvordizeth diinal ehasih thedeth asdociated with the
aut harization. 24. An _ automated net hod according to

procesgingjohhealigitad darymen{ dncledes ganteipt taandrom fho e clopwpent.

19. An automated method according to claim 1 wherein the request includes the digital
document and the action of establishing at least one digitized authentication image includes:
identifying a document processing circumstance;
determining a set of non-user supplied authentication indicia using the document
processing circumstance; and
constructing the at least one digitized authentication image using the non-user-

supplied authentication indicia.
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the user is authorized at a first |evel of user

aut hori zation includes determ ni ng whet her the
wQs@s/0338ppl i ed data neets predeterm ned first PEwE52004/030551

authorization criteria for the user. 25. An autonmated

met hod according to claim 24 wherein the predeterm ned

first | hor . L on:. Craterla &ngl Lp-t 1 ng
20. Al RS SIRARI QT 10 WBElS, HBRoL e Reptlibd
circunRAREY @fe cdfRdidchMefgirbaessiod tide! £ dodunieng pieedsher ddid)@ processing
user-supplied data neets predeterm ned first |evel
machige {dsgpfistand s aperf@identifist. t he user incl udes:
conmparing the predeterm ned user-supplied encoding
21. ARSLARRE mEE6EL %@dﬂhg QURILIE 19 $BEre &E_d%&%néﬂtg}r&e@ﬁng
range on the predeterm ned user-supplied encodi ng
circonpasmetcudes A6ta adsocaantdowil dut pretassiolg at therdilgitad docungdnai m
23 wherein the action of determ ning whether the user
is authorized. at a.second. |l eyel of authorization .
22. Anulopestied wERRA ARSRIEL il “hptein e R il uih iy
proce@@ld GMBe digltall RRumMSE inclafst wapefakagirbMah TERal dhmeaes
to a predeterm ned usage limt for the user. 27. An

aut omat ed net hod according to claim23 wherein the
23. Aacwiematest mgdod aasaitling tQuatn & wherran theeictipg ofdetergpiningvhether

the us3adpEBHRR oy Riflep 3h SHURILLER B HOGAGRptIed gataincludes:
pdereasminggviassachated isduthorizbé atr efisekve] of ndercipaization; and
the at | east one of the tine and date of processing to
a dpfeamBing Hasted ths pier 5 qugirizedhit @ yegend Iehpéapt O%‘f‘tgoﬂn
aut omat ed net hod according to claim 23 wherein the

24. ARt mEBbeLE ARG thIaiR s WhiRiMER actiSn BLANGMIZBE whether
at a first level of authorization is carried out by an

the usauishwthorized atafirsidavel off ushewpiberiggivndacladest o t he user

c PR e e Bt TR TR RS L AT

user i subtiiionzeitbratfoathe@cand | evel of authorization
is carried out by an authentication server in
comuni cation with the user data prqcessor over
25. Anepigsnated mathod epitigaie elalrﬂ@? wé’ar%%@lsrpa?c}%&%n% fgrﬁwf%
autho 1Rl Ritdrfd8n@&dsNiAftin %x?%’emnrﬂ Reasbaiher usrel:l@u%fﬁi%ﬂ eh&oding
authorized at a first [Fevel of ‘authorization i
paraneér ahé thecutiohyf detérinrising adichentheamei-oppbed daa nients predetermined
. .CO ication . w.th the user data processor over a
first l?‘ierg‘?tﬂ??ézt%’? ﬁnﬁﬁl&l%?rﬁge REIUEGE det er ni ni ng whet her
t REmPSSIg the pRideRAhiInea Qs@tsuﬁ?l%@%hﬂgdihgv@an@fer received from the
authori zation is carried out by a second . .
aut henupegatithothe sianitieg range e hampdetarmarediisehsupplipe argoding
one of Pgrla%eye%er dat a processor

26. An automated method according to claim 23 wherein the action of determining whether
the user is authorized at a second level of authorization includes
determining a number of uses of the encoding actions for the user; and

comparing the number of uses to a predetermined usage limit for the user.

27. An automated method according to claim 23 wherein the action of determining whether

the user is authorized at a second level of authorization includes
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and the first authentication server over a second
network. . A nethod of controlling encoded i mge
wWEe@dnsIssdN i n an automat ed system for aut hent PCHUS2994/680551
printed version of a digital docunent, the system
including a user data processor in conmunication wth
a . er dat.a processar bei ng adapted for
o Rt Eing hRa B o Tl Balhf SGR T arre il ocaced wicthe roquest;
user-supgdl i ed data i ncluding user-supplied
aut hentication indicia and user-supplied encodi ng
p FORMRIFIBE ghe At frasianetd theclimp end latg of procesisinigrig afprafeteamined
user a%:é%%xﬁ?ﬁ%ﬁ%lﬂﬂeﬁ&&POfiZ?tion request to produce
an encod I mage, he request including at |east one
of a user-supplied encodi ng paraneter and
28. Amsartomatep nietitbdeact brdintyj toatdimrp3i wighreinahe &€l oftieeRBinine whether
whet her the usgr js authgrized to produce an encode
the usciis phipefegt at i drsyleve Lol apthorgatian 1 cirsied ogtipspa exthentication
contrEINEQ e ROnRAFAMTS RS usdPhik BRIceSYPP! 1 d authenti cati on
indicia; responsive to a determ nation that the user
is authorized to produce an encoded i nage using the
29. Apsartomaigd medwddeeerdingrta skuiint28i wigrein theutchion of détextining whether
r | . t he user dat.a pracessar. 4032. An
the udRP RNzt S a0 d Bt Slusl B Au PR EER R e B Pt meenihsngigption
servet i commwiRioh ivae the s dateiroadaniover 4 ferkdfig Y out at
| east one encoding action required to produce the
encoded i mage for which authorization is requested by
30. Anptmspd mediod gcordingia cigim AdHhseEia diecictim gf deershiningiwhether
h r &b ' f .| . the us IS .
e O o EBH AL B L Syl el BheiEation
serverdiatcommiunicagiomwethibe uger daiapro@esdd yvemhefitdsRdtwofk @ the action of

encoded j e using . the usersuppljed data neets )
deter RV BB fE s oo £oce DR el uoniaiondn carred out by
a secondtaQifRh@chHBR 896k 18 CoRIEl bR withddt Mastone ! el BSa processor

! predeterm ned usage criteria includes at [east one
and thg firstruthegticatigntsevedven g secanfl netveorkncodi ng acti ons, a
limt on nunber of encoded images produced using the

i ' ral.limt on u e of the
1. ASEEA OB S SR i e B BB B
authergicaiing aphened nefsiva ofatdigital dbcudednethé §shan WMRRIINEY a LR data
ser is authorized to produce an encoded i nage

use
ProcesSRCIn fGBE R AN PR Y B foSeRyras te sarglatagiroqessps heimgerdapted for carrying
t imdBEEnOHRR dch | i i L3Pl Sdthenticati
O B B Bl B L SR Senication
indicizandesei-supplioth emaodingrasarhaierss the mesterd comprising:

receiving from a user at the server an authorization request to produce an encoded

image, the request including at least one of a user-supplied encoding
parameter and user-supplied authentication indicia;

determining whether the user is authorized to produce an encoded image using the at
least one of a user-supplied encoding parameter and user-supplied
authentication indicia;

responsive to a determination that the user is authorized to produce an encoded image
using the user-supplied data, transmitting an authorization approval to the user

data processor.
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36. An aut omated nethod according to claim35 wherein
the predeterm ned authorization criteria includes a
WO 2095033865 r ange on at | east one predet ern ned PCT/US2004/030551
user-suppl i ed encodi ng paraneter. 37. An automated
met hod according to claim 35 wherein the predetermnm ned
ut hori zat | riteria includes a restriction on the .
2. A uSioafifimdfbdieniingtolshion 1 vedtendte veris i bimicaion
servelBAApRA 18CaRY Sutet 168t SAcAnBbIME h8lidh fehSird to! e ?engBded
) a _user-supplied encodi ng paraneter and user-supplie
image farvénel ewhomzatipn i reqeesieddydbessean encodi ng par anet er
froma set consisting of a decoding angle relative to

55, G BRI AR 8t BR b G lpagoneer
the use @oauthdrizbe tepodudd arsaced@idaiags adlues h the digital

docunent, an authentication inage repetition ]
f debfiBHEDE Whgheprodugtion Rythe ses alamencgdedimasgising the user-

freque : olap: T8 I ci ng
encodegﬁpﬁggggﬁ}%§g?ﬁ%grporgg?gﬁi%% éggfafggﬁgr'
docunent, the system conprising: a user interface
34. Aavapsomated arethascacoidig toskimsSGpphdreid tikapraderenmyinédsusage afiteria
e e R L B B S B8O S umber

of end¥ded BHaLs gréﬂu%@df[ﬁdﬂé f-h@teh@dﬂiﬂ\% h&tionB &nd!' 8 RmpdiiI8Ihif 68 usage of the
the user data processor adapted for carrying out at

encodiggagtiosfie of a set of image encoding actions, the set
of i mage encodi ng actions including establishing a

| Ot ' [ [ | ishin n_..
55, A Bl SR GRS W50 S AP e
the usenoaitingizpd tapreteresin ehbelednitags mgiydas anet er set bei ng
usable.to e gq(_)lde the digitized authentication inmge,

artCEREbE WS APERGPHY SBtCLhPITERTPRIE 8RO dinppmamSehand user-
the engeaiing RaARELBh iRflia hikeR" Qdé‘fé?ggnécd' %ﬁ%oaﬁgt‘f&d&ﬂeria for

i mage; and an authentication cortrol Vi C

comunitkcatseon with t he data processor, the

aut henti cati on control device being adapted to

det erni.n et.-her a. user. is,authorized t roduce an. .
36. AN BT AR O iRt PSSR B ot Gpization
criteripligoled¥sialgniiig ratie dnRt RAGTHO prddefimaRA NG ditBdR e

encodi ng actions responsive to a deternination that
parameffE. yser is not authorized to produce an encoded i mage

usi ng the user-supplied data. 40. An autonmated system

37. AACRASHAOI ot BESRIRR 1 U85 wWiRARE bR Jiietermined authorization

criteria includes a restriction on the user-supplied authentication indicia.

38. An automated method according to claim 31 wherein the at least one of a user-supplied
encoding parameter and user-supplied authentication indicia includes an encoding parameter
from a set consisting of a decoding angle relative to a first reference frame associated with
the digital document, an authentication image angle relative to a second reference frame
associated with the digital document, an authentication image repetition frequency,

rasterization type and a rasterization frequency.
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an aut horization server in comunication with the data

processor over a network, the authorization server
wheing3manpt ed to recei ve an i mage encodi ng  PCT/US2004/030551

aut hori zation request fromthe user data processor,

det erm ne whether the user is authorized to produce an

ncoded i mage i ng the user-supplied . data and . ..
39. &R AWOHRted Sy Sm ABPROSUERS ﬁn%P&ﬁﬁ? isses foy iperuboiBen ipgp 4 digital

docueRE SefBSRYIRINS t0 a determ nation that the user
ui g authorized to p%ggduce an encoded i mage using the

useusn pydifasd adapted fot Tecennguteomupetd siptt compaisingratlaast one of

to claim39 further conprising: ap authenticatio

server Ti-SURHGH AR GHOGR T e P D B O ar o Byepargmeter
nef WRE Hata phstesddt NEOS heBhicRHLISRAY Ble RE AL RHARLE et Qata

carry out at |east one of the set of inmage encodi ng

act i onsprodgaar, adapted diernanyag @y st least aue of aset @f imags| eacoding

41 wheregj.n thlge agtltpengi %aitﬁédm S rovelrnc' s.further

adapt e P8 SLLTR &1 ARAES TIPS ATOBR B iREt from t he

user data @DLERBeh.digeierAkativiiRhighgd he user is

aut hori zed to_produce an_encoded i mage using the )
user - suppl ¢sElighing ap gacqdéne Rarapeing tof inglpding user-supplied encoding

aut hori zati on Zﬁ%ﬁé@&%{s e eh@@diﬁg%ra@g{gi’"aeg érgﬁlgzﬁz%le to encode the

responsive to erni nati on

aut hori zed to pdigilizeé aatheeticanslenndgepgerl usi ng t he
user-supplied data. 43, An autonmated system for )

produci ng Eedagdhs detiesd pypenticadoispageivsingiths encqding parameter

di gi tal docunente (J hedsoest B8 ERMTAEH Shi; afiq USer data

processor having nmeans for recelving user-supplied
darmeautlmmpratginmynad! devicstin comnuiicaten withgid datal processor, the

aut henti cati.on.indicia,and . a.user-s l,Li,ed .encodin .
par aret BTCHGRATGRR P B e apH FEetFRnEs SaRtbeD vapr s
set of JviRERee s PRIANEE BCdncOls, nﬂa?_@uﬁﬁg t1Rf uskPBGMlied data and for
encodi ng actions including establishing a digitized

aut hentpre¥antiog thendeieprosewsalbirem ispigingRubinasdiongoding actions
par armtr%gpo%g{\fﬁ 't@&ldgtggﬂﬁaﬁ'&neﬁﬁtstﬂg Bgér%j &rli%ﬁl%ll‘lagdt rodyce an
par amet ers, € encodi hg paranet er set el ng usadi 816
encode dndededi igiae neitg shet Wsenbuppiitd datal mage, and

encodi ng the digitized authentication image using the

ncodi ng paraneter set to. produce a final encoded
40. gﬁﬁb‘@fna GYSIRmAGEratRg; e &g‘flgﬁgg%‘i’i‘%‘? GPIHEY&e i n

C oAz Bhii D seMdrin bHBNRBIAHM QAR $RXMata bldBessor over a network, the
authorization server being adapted to receive an image encoding authorization
request from the user data processor, determine whether the user is authorized
to produce an encoded image using the user-supplied data and transmit an
authorization approval to the user data processor responsive to a determination
that the user is authorized to produce an encoded image using the user-

supplied data.

41. An automated system according to claim 39 further comprising:
an authentication server in communication with the data processor over a network, the
anthentication server being adapted to carry out at least one of the set of image

encoding actions.
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aut henti cation control device having first neans for
determ ning whether a user is authorized to produce an
wepwsdsssi mage usi ng the user-supplied data anPCTES2984/030551
for preventing the data processor fromcarrying out
i mge encodi ng actions responsive to a determ nation
hat, the user is n ori roduce an.encoded
2. M AyeniberySematoatinedt stindd Shercn Bt iliinmerisn s forther
adap®A 36 RIFAE @R HINBHZAtONGEQIR Aemith dRPlatE ‘ﬁﬁﬁ%bs%k rlﬁt rfi’ﬁhe whether
aut hori zation server ih comunication wth

the ugeras aghonized ve prosiupeamendeded inengausing rthlézmer-smp;ﬂmdvdeta and for
hay.i n ns_for receiyi an i e encodi ng .
wansf g Ao SEBP e Po shBER o S I FrooiRonrespomisse
deterfd SR 0ANERat TRAer fsQluttieied ﬁb&&e%%hb&fedtlﬂﬁgé‘ﬁtﬁﬁ g {1 user-supplied
aut hori zed to produce an encoded i nage using t

data.yser - suppl i ed data and nmeans for transmtting an
aut hori zation approval to the user data processor

43. Afr ﬁﬁtgﬂﬁfe\[l §t9m6f01d}§[f08{1&}1 @ﬁéoﬂ@d Erg?%tes %}qn §§5ra{1§%1nt0 a digital

authorize encod nage us
docunget, {Imayplhm&nbmjﬁismg 45. An aut omat ed system accordi ng
to cl a| m 43 furtPer conprising: an authentication

s et UeF AR PESRFORPEERE on with the data processor over a
net V‘%Eanstf&ere@éﬁ/llﬂ RkdCR Egﬁ%ﬁf &a? X(ﬁﬁ %ﬁgeﬁ?aﬁ@oif lﬁgr-sud)plied

carryl ng out at ast o} i mage encodi n
actions. mthmncaman@mmnéylslsmwphcﬂ mcngimgq;acdmdtesn ahB
wher ei n tt%e aut henti c n se ver i.ncl udes @gans

r ecei VFHY “éﬁ a? 1g° 8 f RSO SBREHRCP Eé‘%ﬁ‘o‘\sr Gfset of

t he user Ciﬁ{a e@ﬁ@agggs@hongsﬁ@gagl ans for determ ning
whet her the gser i s authori zed tggeproduce an encoded

i mge usi ng eskélighiag aéta@fpled@@tmatl@tiandrnngms for
transm tting anau 0or é&c%ﬁ{ %rba? Loval ngﬁld%}%en{sﬁ]g?{qpﬂgd

dat a DFOCGSSOF responsi ve erm

user is authorienedding ppraadies tlﬁkrﬁﬂ@mg@drahm%eﬂﬁdlﬁgyusable to
the user-supplied data. 47. An automated system for

produci ng encocFé‘é]O(?%‘HEéb‘%“FW PeBHsHPR A, B 0 a
di gi tal docuyrefding A& SYiSE EMEIHTREGH ifhge using the encoding

parameter set to produce a final encoded image; and
an authentication control device in communication with the data processor, the
authentication control device having

first means for determining whether a user is authorized to produce an
encoded image using the user-supplied data and

means for preventing the data processor from carrying out image
encoding actions responsive to a determination that the user is not
authorized to produce an encoded image using the user-supplied

data.

44. An automated system according to claim 43 further comprising:
an authorization server in communication with the data processor over a network, the
authorization server having
means for receiving an image encoding authorization request from the

user data processor,
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at | east one user data processor in conmunication wth

the user interface, each of the at | east one user data
WEe@sme3Is6F being in communi cation with a user Pe/Esfoa0e30551

adapted for receiving user-supplied data conprising at

| east one of usersupplied authentication indicia and a

user-supplied encodi ng paraneter and each of the at
| east one us¥FoRbgANSIBEIYHHNBEihgthen Histuser i @nthorized to

carrying out at tnQREodh ; . [ e encodi
actions, the selfljogg%iarr%ageoenc%&gﬁgSIQ%E}%e%%E%uﬁgﬁﬁ‘g?%gand
est abl i shi ngmeamdifgy tranzsevittiap thanthofzdtionapproageto the user data
establ i shing an encodi ng paraneter set |ncluding

user - suppl i ed eNEHFIFHJEPLRSINe i3 deternypatignthefi theuser is authorized
paranmet er set bgigiidsaRkbEcdd ; | Qi L
aut hentication i rﬁ%je, and %48%?%&%%@4}26 g%%isilbélge data.
aut hentication image using the encodi ng paraneter set
45. Anappodisd systemianedrding do diadn dadgeher anahpasihgr st

aut henti cation server in co nication with the at

e BB Re R oS il thg Preepctset sl nevwork, the

t he fi r&theatitdpntsesot th@ﬁl&é{ﬁrfop@iﬁ}ﬁn?Q@% st $he of the set of

receive a first_authorization request fromthe at

| east OF@ge SOl astiplocessor and to determ ne based

on first level criteria whether the user is authorized

: led .| ' . - lied. .

46, ARaROAAS, A SRERRL ) TR 4SIIRH N ASRRS YRR s
f un¢dme foroecgiving ian gnage esecding aathblienionGeduesfraa iveiset Qata
communi cation with at | east one of the at |east one
user dd'&FPBcessor and the first authentication
S QRN BYRE f& REGANNS Fh¥REKhe W& i$ 8ABAS ed to produce an encoded
aut hentication server being adapted to recel 73
second 1maghvying teivser-yuppliesdata ad det er mi ne based on
seco el .Jteria whether the user is authorized )
¢ S ereBiming S fnotabaR il Be st S B S responsive
dat a, aedde@rhinafisimibiat @B uskHif AlithéBiddad pARREONRbndoBe®image
| east one of the at | east one user data processor and
the fi rM§ingdh] peersyRPAief @ataser ver responsive to a
determination that the user is authorized to produce

O A P88 Pl oS RRE ) B ofiBh Bion e i

documérd, the systerh evmbrising:t eri a and the second | evel criteria

Iu glgi.e%%el?ﬁlg plfeggi]aéalrpgg%ﬁrs%gqg 8&3{@{1 ' t_elgne \tmet{] rtTl1lenues%r interface, each of the

at least one user data processor being in communication with a user interface

adapted for receiving user-supplied data comprising at least one of user-
supplied authentication indicia and a user-supplied encoding parameter and
each of the at least one user data processor being adapted for carrying out at
least one of a set of image encoding actions, the set of image encoding actions
including

establishing a digitized authentication image,

establishing an encoding parameter set including user-supplied encoding

parameters, the encoding parameter set being usable to encode the

digitized authentication image, and

44



50. An automated system according to claim48 wherein
one of the first level criteria and the second | evel

W@ 105083885 i ncl ude an i mage encodi ng sof t war e UBEIYES2004/030551
l[imt. 51. An automated system according to claim 48
wherein at | east one of the first and second
aut hentication servers is adapted to carry out at

| east one @roding thedigitized stbrntispiéoninage 460E dhesencading parameter

set to produce a final encoded image; and
a first authentication server in communication with the at least one user data processor
over a first network, the first authentication server being adapted to receive a
first authorization request from the at least one user data processor and to
determine based on first level criteria whether the user is authorized to

produce an encoded image using the user-supplied data.

48. An automated system according to claim 47 further comprising:

a second authentication server in communication with at least one of the at least one
user data processor and the first authentication server over a second network,
the second authentication server being adapted to receive a second
authorization request, to determine based on second level criteria whether the
user is authorized to produce an encoded image using the user-supplied data,
and to transmit an authorization approval to at least one of the at least one user
data processor and the first authentication server responsive to a determination
that the user is authorized to produce an encoded image using the user-

supplied data.

49. An automated system according to claim 48 wherein one of the first level criteria and the
second level criteria include a limiting range on a predetermined user-supplied encoding

parameter.

50. An automated system according to claim 48 wherein one of the first level criteria and the

second level criteria include an image encoding software usage limit.

51. An automated system according to claim 48 wherein at least one of the first and second

authentication servers is adapted to carry out at least one of the set of image encoding actions.
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