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PCT/ SG9/ 00020 : METHOD AND APPARATUS FOR
ENCRYPTI NG AND DECRYPTI NG DATA FI ELD OF THE
| NVENTION 5 The present invention relates to cryptography and in
particul ar wooesses hod and apparatus for encrypting arck/stenyéi ng
digital data for the purpose of protecting or securing its contents.
10 BACKGROUND OF THE | NVENTI ON There exists a
need to transfer data confidentially over an open channel or to store
such data securely in an unsecure |ocation. . Wilst. such transfer or storage
may be achi eved by physi cal METHQD AND ABPABAJUSEOR i ve and/or flexible to

use 15 cryptographi c neaBNCRYPTING AND DBER pmaantm to send private
communi cati ons between two parties, the parties need to share a
cryptographi c key and use a symetric-key ci pher to encrypt and

decrypt data. Various ciphers FIELDWOH THEINVENTIONher s and stream ci phers
have 20 een proposed in the past. A stream ci pher handl es nessages of

arbitrary”si ze by ci phering individual elenents, such as bits or bytes
of data. Thi '§hapce'selm iovemtion relatee éal ciyptogapbynahd tire padicialar tot @ nwttiddoarid. bef or e

ci phering as, bpardlGé £t SREYp iy anp&%ﬁgstng%d itk dAREor thid ﬁaﬁxsagy @g@gﬁ@r ock

ci pher reqU|r Sran accunoratt on al n anount
mul ti pl e dat 8F ScafRgitscontants:j phering to conpl ete. Exanpl es of bl ock 25
ci phers include DES (see ANSI X3.92, "Anerican National Standard for Data

Encryptign Al gorithm (DEA)," rican National Standards Institute, 1981),
| DEA 10(see X. Lai, J. ROUND %FTH&'HNFNT%r kov ci phers and
differenti al

There exists a need to transfer data confidentially over an open channel or to

store such data securely in an unsecure location. Whilst such transfer or storage

may be achieved by physical means, it is more effective and/or flexible to use
16 cryptographic means.

In the prior art, to send private communications between two patties, the parties
need to share a cryptographic key and use a symmetric-key cipher to encrypt and
decrypt data. Various ciphers including block ciphers and stream ciphers have
20 been proposed in the past. A stream cipher handles messages of arbitrary size
by ciphering individual elements, such as bits or bytes of data. This avoids the
need to accumulate data into a block before ciphering as is necessary in a block
cipher. A conventional block cipher requires an accumulation of a certain amount
of data or multiple data elements for ciphering to complete. Examples of block
25 ciphers include DES (see ANSI X3.92, “American National Standard for Data
Encryption Algorithm (DEA),” American National Standards Institute, 1981), IDEA
(see X. Lai, J. Massey, and S. Murphy, “Markov ciphers and differential
cryptanalysis,” Advances in Cryptology - EUROCRYPT'91 Proceedings,
Springer-Verlag, 1991, pp. 17-38), SAFER (see J. Massey. SAFER K-64: One
30 year later. In B. Preneel, editor, Fast Software Encryption — Proceedings of
Second International Workshop, LNCS 1008, pages 212-241, Springer Verlag,
1995), and RCS5 (see R. Rivest, “The RC5 encryption algorithm,” Dr. Dobb’s
Journal, Vol. 20, No. 1, January 1995, 'pp. 146 —-148). A typical data encryption



cryptanal ysis," Advances in Cryptol ogy - EUROCCRYPT91 Proceedi ngs,
Springer-Verlag, 1991, pp. 17-38), SAFER (see J. Massey. SAFER K-64: .One 30
year later. In B. Preneel, editor, Fast Software Encryption - -Proceedi ngs
of ° Second I nternational Wrkshop, LNCS 1008, pages 212-241, Springer

Ver | ag, wdéides and RC5 (see R Rivest, "The RC5 encrypéisevombderi thm "
Dr. . Dobb's Journal, Vol. 20, No. 1, January 1995, pp. 146 -148). A
typi cal data encryption

- 2- speed for these ciphers is ®everal mllion bits per second (M)/s)
on a Pentium 266 MHz processor. Due to the pervasiveness of

hi gh- speed nejpeed kdritgesencipiiars tis s@dr mifios bitsyet ee@ddnd(Mb/s) loa i Pemtiuin f or

hi gh- speed ci%geiviﬁ irs evgr i ncreasing. For . exanpl e, data rates over
Asynchr onous ta aPRRETEl net wor ks range from several tens of Md/s to
1 Gb/s. Software inplenmentations of existing block ciphers cannot

reach these kgulsiof idatanaghitess o0 nidrifBae Rhworking Sy Cirklifheyar © much

faster than block ciphers. However, strea . phefs are usuall'y not
suf fi ci entd y comErypicegons dhe demsad Jer Righ-spsed Cinkiers 8 eYel increasingsc diof ty t han

bl ock ci pher sexal¥iply dskd 9283 WvBh PspndnfeHoudeDA8 | TrAMGEr hetwdfksVRinge from Secure

wer e subsequent|y. brok Th Sl of secure and effjcient hi.gh-speed

ci phers remaisr?é’eé' ‘ﬁP@HWb’éﬁ%ﬁ isﬁﬁwﬁiedw en&agions of exi@ﬁﬂ%/ lﬁﬁ'?/\%&ﬁﬁ

crypt anal yt i cannombacrthedechirdsiad elatacrates] oped during t he past decade or
so. It may be observed that the success of many of these nmethods in

attacking a cipher depends on the availability of a large quantity of
ci pher t ext%/ ghgienerah stream Gipbers:arg much dasterr tham bloglo ciphersk dpwengry pgany, t he

l'i keli hood 2QiprRfs aRCGRRMN HYY iREdrAG dhBgzed ShPHRY perbeifed tolbs GRMIRIIAT t he
key,_ di m ni Shsee%ua?t)sf tIFiahnetilock ciphers. Many stream ciphers that we believed to be very
secure were subsequently broken. The design of secure and efficient high-speed
ciphers remains a highly challenging problem.
15 _ s
Many powerful' cryptanalytical methods have been developed during_th_e._?past
decade or so. !t may be observed that the success of many of these methods in
attacking a cipher depends on the availability of a large quantity of
ciphertexts/plaintenxts under a particular encryption key. Normally, the likelihood
20 of successfully attacking a cipher, i.e., discovering the key, diminishes as the
amount of available ciphertexts/plaintexts decreases. The present invention, is
motivated by the above observation, and provides an improved method and

apparatus for data encryption and decryption.
25 SUMMARY OF THE INVENTION

The method of the present invention may employ a combination of at least two
cryptographic algorithms to achieve relatively high throughput without
compromizing security. A first algorithm may be a cryptographic pseudo random
30 sequence (or number) generator with strong security, and a second algorithm
may be a cipher capable of high-speed operation, but may be weak in security
when used alone. The first algorithm may be used to systematically and
periodically generate “segment keys” and the second algorithm may be used to
encrypt a data segment or plaintext segment using a segment key. Each data



anount of avail abl e ci phertexts/plaintexts decreases. The present

I nvention, is. noti vated by the above observation, and provides an

i mproved net hod and apparatus for data encryption and decryption. 25
SUMVARY OF THE | NVENTI ON The met hod of the present invention may
enpl oy a cowgRd sadskgan of at |east two crypt ographi ¢ al gefiké&syimdo0

achi eve relatively high throughput w thout conprom zi ng security. A
first algorithmmay be a cryptographi c pseudo random 30 sequence (or
nunber) generator with strong security and a second algorithm may be
a ci pher capabl e of high-speed operation, but may be weak in security

when used al ofymehbfhal bé%hc@ét@@héuh@wd%yerh%egﬁ&ﬂ Ke9. ayaﬁﬂmganezﬁiésyofand
periodically generate

Co % “anct vl daaizoamaie Ao Rtaior e T e SUGRBRL PRCRY of CUERERE oy

Each data under a given segment key to carry out meaningful cryptanalysis agaifist the
segnent may be neGr usi f y Y t t he

i ses of " "SecBil Y C 8 idid s She brpSet RUEntR el acticlel WA

pl ai nt ext 5 orthmqghalutt inxwgta encryptiondand aiegrwmn %@n@htcomésomwnm anve;allout
meani ngf ul  crypg, ris@g,ai nst the second algorithm In doing so,
the present inven y achieve high 5 throughput in data encryption
and decryption wit hout conprom zi ng overall security of the system

According to R&%r&ﬁ@%bn@ﬁsﬁebﬁoﬂlh@%ﬁéﬁent IWG:ﬁttanﬁelbhe [peovidedpd MétiibRdota et hod
et 1)y A g TR e St
i nt o dat ai®egiersteps of:
(@) dividing said data into data segments;
{b) accepting at Ieast'a cryptographic key k shared with the decrypting
_ party;
(c) for the ith data segment (i = 1, 2, ...,) to be encrypted, generating
15 the th segment key s; using a first function with said cryptographic
key k and some accessory data strings as inputs;
(d) encrypting the th data segment using a second function with s; as
the encryption key to form the th ciphertext segment; and
(e) outputting the th ciphertext segment, and at least a part of said
20 ' accessory data strings for sending data to the decrypting party, and
if more data segments are to be encrypted, repeating steps (c), (d)
and (e).

The accessory data strings may include a single string v; derived from the

25 previous value vis in a predetermined fashion. The string v may be derived
according to the relation v; = F{v.y), i = 1, 2, ..., wherein F() maps vy to v;and v,
is an initialization value made known to the decrypting party.

According to a further aspect of the present invention there is provided a method
30 of decrypting data encrypted by an encrypting party, said method including the
steps of:
(a) accepting at least a cryptographic key k being shared with the
encrypting party;



(b) accepting at |east a cryptographic key k shared with the decrypting

party; (c) for the [err]h data segnent (i =1, 2, ...,) to be
encrypted, generating 15 the [err]h segment key si using a
first function with said cryptographic key kand sone
accessory d g1gs as I nput s; (d) encrypt] err]h
dat a segnenﬁ&ﬁg?%%éa second function with si as Ehﬂgc&ﬂﬁo he
encryption key to formthe [err]h ciphertext segnment; and (e)

outputting the [err]h ciphertext segmant, and at .| east a part of said 20
accessory data strings for sending data to the decrypting party, and

if more data segrrgnts f8f the Ah REprRABLY BédiRent (EREF! Iznq 3tﬁpse(€ac ryptedy) ,
and (e). he accessorghdata strings may, Include a single string vi-

derived fromthe 25 9engtfigg dhe, & &éQ‘VF“tlquns'é‘sB‘Be%Ié'f%eri“ﬁ'éa V’F‘ﬁb?ﬁ'@n The

string vi may be deri w@gbtographic I@Qﬁtﬂ%é&cé%rﬂ@t@%ﬁﬂﬂs&mputﬁ(V' 1), i =
1, 2, ..., wherein, F() anlnltla,llzatlon

val ue made known B t cgﬁﬁ'ﬂ/’b? .J"Hﬁ"’Bs'P?’? Segment “S'"QRCSESP'&# fagcton Wit $ir ¢ her

aspect of 8 he present asthededryptionkey,e i s provided a nethod 30  of

decrypting data eﬂﬁrypgu?% acceg{&ﬁéf&l ﬁﬁ ﬁé’fién‘éxt %8l ﬂeﬂ?tgﬂpzf I?&Jréldl ng the

steps of: a cryptogfaphi ¢ key k being
shared with the ciphertext segmentsecafer tpphe decryried, y"GPGath steps (b), (c)

-4- (b) a{,{ar(d)the [err]h ciphertext segnent (i =1, 2, ...,) to
be decrypted, generating the [err]h segnent key Si using
a first function with said crypt ographi c -key k and sone

accessor yialat Accotdi dgﬁgﬁ aastilli fophérsaspect of the preseétCihvetdmrmEtd @0 pidvidefierr] h
ci phertext Segpmara us neqwrypis 82’:91 ;HQE 'Br sencL ?(; a decrypting party, said
apparatus including:

(a) means for dividing said data into data segments;

(b) means for accepting at least a cryptographic key k shared with the .

15 decrypting party; . .

(c) means for generating for the th data seghent (f=1,2, ..,) tobe
encrypted, the ith segmeht key s; using a first function with_said
cryptographic key k and some accessory data strings as inputs;

_ (d) means for encrypting the ith data segment using a second function
20 : with s; as the encryption key to form the ith ciphertext segment; and -

{e) means for outputting the ith ciphertext segment, and at least a part

of said accessory data strings for sending data to the decrypting

party.

25 According to a still further aspect of the present invention there is provided
apparatus for decrypting data encrypted by an encrypting party, said apparatus

including:
(a) means for accepting at least a cryptographic key k being shared
with the encrypting party;
30 (b)  means for generating as inputs for the h ciphertext segment (i = 1,

2, ...,) to be decrypted, the ith segment key s; using a first function
with said cryptographic key k and some accessory data strings;

(c) means for decrypting the #th ciphertext segment using a second
function with s; as the decryption key; and



5 as the decryption key; (d) outputting the
decrypted [err] h ciphertext segnent, and if nore
ci phertext segnents are to be decrypted, repeating steps (b), (c)

and (d). 10 According to a still further aspect of the present invention
there is prwsiossBes apparatus for encrypting data sui tq,ergcgggooﬁ,endl ng
to a decrypting party, said appar at us i ncl udi ng: (a)

nmeans for dividing said data into data segnents; (b) means
for accepting at |east a cryptographée key k shared with the 15

decrypting party; (c) means for generating for the [err]h

data segment (i @)1, nikans far outputtingdhe decrypted ih ciphertext segmentypt ed; the [err]h
segnent key si using a first function with said '

crypt ographi ¢ key kand some accessory data strings as inputs; '~

( d) means Therapparatus itheypresrnt irvention @ay he seresienty,emagdied RE@EARS f unct i on

andfa suitatfty rprbg?émrﬂéd b@ﬁerﬁﬂﬁdr?@éé &gitdf QHmé@tef Oftfig wBewitiin @ her t ext

segnent out put 8tﬁ$elAh ci phert ext
segment %n@aa@blh%dﬁtpeés%r ?k'"ed in the art of p’°9’am"f9f‘ R Lomey Bsr§° dat a

Z tri ngs for f&ea8p %lﬂflt\dﬁ'baprbg?amwondmei?énmg the encrypting/decrypting metnads y . 25
ccorlngtoa | t .0 838 i's
provi ded ‘éf%‘ﬁ rjﬁf‘ﬂ%’ E m%f&'@&ﬁﬁ r%@?ﬁaé{n%r yé én%\ﬁgé&\gén)aee&ﬁ%r%%t i ng

party, said apgwerat us i ncl udi ng (a) means f-or accepting
at | east a cryptographic key k being shared with the
encrypting party; 30 (b) neans for é;eneratl n as I nputs for the
[err]h clphert ext segngﬁSQHIP‘EIQN OF PREFERRED EMBODIME ,) to be

decrypted, th éf@lrl’é& fén?b%gﬁﬁéﬂi okQNe Predéht Rivedtidn’ Wit ndw Ib@'[ dedribed with
w th said cryptogr sone chessory data strings;

ap
(c) means ® eweé?chﬁa%wry'qgeq'?‘rﬁgﬁ BEt ext segment using a second

function with si as the decryption key; and
FIGURE 1 depicts a flowchart of the operation of an illustrative embodiment of the .
15 present invention at the data encrypting end of a communication channsl; and

FIGURE 2 depicts a flowchart of the operation of an illustrative embodiment of the
present invention at the data decrypting end of a communication channel.

20 FIGURE 1 shows the operation of the present invention at the encrypting end ofa .
communication channel. Data encryption is performed using two cryptographic
algorithms, the first being a cryptographic pseudo random sequence generator
R() and the second being a high-speed cipher E{(), which may be relatively weak
in security when used alone. The pseudo random sequence generator accepts

25  two inputs kand v and outputs a pseudo random sequence s = R(k, V). The high-
speed cipher accepts a secret key s and a data segment d and produces the
ciphertext ¢ = E(s, d). In addition, the illustrative embodiment uses a pre-
determined function F{) to update an initial value, i. e., vi = F{Viy). ltis assumed
that the encrypting end and decrypting ends share a secret key k, an initial value

30 v, and the functions F{) and R(). Moreover, it is assumed that the decrypting end
knows the decrypting algorithm D() corresponding to the encrypting algorithm £().

As shown in FIGURE 1, at step 100, a program at the encrypting end divides the
data to be encrypted into segments of equal or unequal sizes: dy, d2, ™', d;, ™. [n



- 5- (d) means for outputting the decrypted [err]h ciphertext

segnent . The apparatus of the present invention may be conveniently
enbodired by neans of a suitably programmed general purpose digital
conmputer. It is well within the 5 capability of persons skilled in the art
of progra gital conputers to devel op software for

I mpl enment Tr?g‘g{ tﬂe encrypting/ decrypti ng met hods descr |Pg:é§8% et

Al ternatively the apparatus may be inplemented via dedi cated har dwar e.
10 DESCRI PTI ON OF RREFERRED ENMBODI MENT A preferred

enbodi nent of the present invention will now be described with

reference totﬁehﬁrrﬁé}%@?r{é\ﬁbé}&e&ﬁéﬁﬂrﬁ&ﬁ?é"gﬂcfeh%th random dgt[a%e;sa?gp' cts a

fl omchart of the operation of an il tive enbodi nent pr esent

us
i nventi on at Whiindbe Rttarrasgdhe sigessrfdne datg segmpts ineanally Reed torhedinowsnd
FI GURE 2 depbgtte dechiplng Bad to fatilithiecde?) g@naﬁl gnnﬁérmare itd pnag;raa{ aotep@nbodi ment

channel . 2l SeseSSUiny e e el Pkl Tt e 43,0 oo 71T

encrypting eimdenf=a0. comuni cati on channel . Data encrypt ion is
performed using two cryptographic al gorithns, the first being a
crypt ographi ¢ pseudo random sequence generator R() and the second

bei ng a hi ghAtptdtheprparam isgpectsiiithers inany data segment ausilabigdakencryption,n
security whegndigefotd i Brograh tatHANLY. f%@ﬂ&ﬂh@ﬂﬁb’ﬁﬁﬁﬁ‘e B %ﬁ:ﬁ&«&fpt S 25

two inputs k and v and oufputs a pseudo random sequence s =

hi gh- §):‘J@'éﬂ'ec§hﬁr?é?9’%lﬁc%§d?g '&"'g@SF’étth%@?e’é‘%B agtsAn ‘éf’dﬁﬁj’dﬁﬁ d and
p;gdgces 1bhevalue v, = sovp,ngr'eh@:&fes@lsegﬁémke@)s, H(V(&#Chri“dltﬁés tﬁdb@grdehueé atlveI
enbodi nent uesa Lactio an _initia
val ue, i. §° \?f’cm&F‘?‘@ dajg se?'?eqttg%gféglﬁ%&'phe”e ﬁeﬁ "'t ﬁe" %bt"? fg end and
decrypting en@nel‘rtaaiesweﬂ;bmmtttoprekk:llemmltmamal val ue 30 vo and the
functions F() and R(). Moreover, is assuned that the decrypting end

knows t he decrygtl ng al gorithm X 21 corresponding to the encrypting
al gorit hm E( )At 130, the program transmits the ciphertext segment, and optionally the size of -

15 the corresponding data segment, to the decrypting end. The program then goes:
back to 110 to see if more data segments need to be encrypted. If so, the
preceding process is repeated.

The function F() is used to update the initial value. One example is v; = vi.1 + 1

20 and another example is a cryptographic hash function.

Those skilled in the art will see that the shared secret key is protected by the
cryptographic pseudo random generator R(k, v). To obtain good security, it is
required that A() be secure against all known attacks to the key k. R() is
25 - preferably a secure one-way function or one-way hash function in k. That is,
given R(k, v) and v, it should be computationally hard to find k. One example of.
a pseudo random generator is a keyed one-way hash function h(k, v;) or A(k, p, v;,
K) where h() is a one-way hash function and where p pads k to a full input block
as specified by some hash functions. Examples of one-way hash functions are
30 MDS5 and SHA, (refer respectively, R. Rivest, “The MD5 message digest
algorithm,” IETF RFC 1321, April 1992 and National Institute of Standards and
Technology, NIST FIPS PUB 186, “Digital Signature Standard,” U.S. Department
of Commerce, May 1994). Anocther example of a cryptographic pseudo random



As shown in FIGURE 1, at step 100, a program at the encrypting end divides
t he . data to be encrypted into segnents of equal or unequal sizes: dl,
d2,[err], di, [err]. In

- 6- the fornmer case the |last segnent may be padded with random dat a

I f necessarwooosrseswhile in‘the latter case, the sizes of pdpscw®icaosegnent s

normal ly need to be known by the decrypting end to facilitate
decryption. Furthernore, the program accepts t he shared secret key k
and the shared initial value vO as inputs, and sets the 5 index i = 0.

At 110, the programinspects if there is any data segment avail able for

encryption, generaﬂﬁ"ﬂs A ktrowy en&ﬂbﬁo@é@gﬁt&m §®hrasnBEa3thtsssm1erachpabnt here is
a data segnent renents.the index i

By 2 o O Koyaas R AR e ayBi g es He r5btdq eRgRRERRIGoo L oment

key si = R(k, vi), and uses the segnent key to encrypt the dat a

;segment to g% tt]iéq‘ﬁ &H?Og Fnﬁﬁ&:gr@ {SFQF‘C@WO" ﬁ'(eséegngéﬁ k&)ésais tul.:lse er that

wel | known"t'5 {Hose &k progr am
transm t s 5t heiptiep rﬂ) tae encrypigenlyitoneagata gsamentlid y Tthi$e"’%n|@% that qnly teere

cor r espondi nofial Rt Epberiest Sedribntdr&idilsoR caSeb pd e gapohdRg 00°S

back to 110 to see It "nore data segnents need encrypt So, the

precedi ng pr 618 segrentcBtvaable to“an atigrker m]@mpéﬁrvaive? the ‘U‘g\?& tgn%lpdat e
the initial \aldeflon EMEriLEOAEDi€tHas it $hodld be-chpable bf Sfbrattiglatanighepectixanpl e is

a cryptogr apmn%thg?ssrelle];non tt:ntena for E() is that given the limited amount of cnphertexts

10 and even part of the corresponding data segment under a segment key, the

ciphef E() should be capable of resisting all known attacks. As a consequence,

there is a tradeoff between the size of the data segment and system throughput;

the larger the size of a data segment, the higher the throughput. On the other

hand, a larger data segment implies that more ciphertexts or plaintexts under a

15 segment key are available to an attacker to cryptanalyze the' cipher E().

Examples of E() are high-speed stream ciphers or block ciphers with fewer

rounds of iterations than that when they are used alone. In the latter casé, the

notation E(s;, dj) represents the encryption of data segment d; using a block cipher

even when the size of the data segment djis larger than the block size bf the

20 underlying block cipher and the encryption may be performed in various modes,
such as Electronic Code Book or Cipher Block Chaining Mode.

One specific example of E() is the following high-speed stream cipher. Let N() be
a function defined as N (s,i:) =({(((x+5,)®s5,)Xs5,)Ds5,)>>>, where s=s,5,5,5,
25 (consisting of four 32-bit strings) is a 128 bit secret key, x is a 32-bit string, ® is
the bit-wise exclusive-or, + and x are mod 2% addition and multiplication, and >>>
is to reverse a 32 bit string into opposite ranking. Let b,5,A b, A be the data to
be encrypted which is a concatenation of 32 bit strings, the corresponding
ciphertexts are given by d, =b, ® N(s.N(s.N(sd,,)®b_)Dd,_,), where the initial

30 values d_,,d,, d,canbesetto s,,s,,5,.

Another specific example of E() is Serpent with a reduced number of rounds.
Serpent is a block cipher with 128 bit block length, variable key lengths, and 32



Those skilled in the art will see that the shared secret key is protected

by the cryptographi c pseudo random generator R(k, vi). To obtain good
security, it is requi red that R() be secure against all .known attacks
to the key k. R() is 25 preferably a secure one-way function or one-way
hash functi i That is, given R(k, vi) and vi, it _should he-
conput ation;\PP)(/,&#g?sd to find k. One exanpl e of a pseuhSTlfﬁ??(%?ﬁo
generator is a keyed one-way hash function h(k, vi,) or h(k, p, Vi, K)
where h() is a one-way hash function gnd where p pads k to a full input

bl ock as specified by sone hash functions. Exanpl es of one-way. hash

functions are fends Qipetignssisae R Aepemonds filkam.andyL. Kaudsgny cBementThe MD5
Irressage di gfestproposal gl govdéthm "thé ETE R:acarﬂeaa_li Sﬁnrggﬂ%gé agétawaa&uqnall
nstitute o t andar ds an . Jechno "Drgita

Si gnature St aﬁé\@&&w—&%&%@@i&ﬁmﬂ%ﬂ%f wfﬁ\‘fﬁ‘gf’@ém\@ﬁ?fﬁfg%ﬁ” not her
exanpl e of a o8 yuhoeaEnt sugpsssiulg, it wnoldrequire 2°° and 2'*® plaintext blocks using

-7- n ' - ong ey ALl on. al 0ak i Lam asoLDEA with k as
e enoryp b Pind BB OB LR KT Bty SR 11 1
pseudo random useduaho) to encrypt|datg.hé Fhquirs resigti beth cknesdiandn difie@ntial

encryption, thGyREHIRY adi6ig 84 the YatdSRYrmdNt i2teis Toss that P 154 bit bRci@NCAtypt only
one data segnent di. -t‘Thlé' !%PJ I&ﬁé tt hat ofnl ¥ tI‘het %}(‘){ es%ﬁnql ng
ci phertext segh®ARMEtimgniis; &) §RRUIEILTRS TRsiprtha thpR2 r %é?) di ng dat a

segnent are available to an attacker to cryptanal yze the cipher. One

sel ection It ' f el | : . |Ng at a
i gh- speedt®  FIOVRE et o ndwbi o e Giapitofl ob e FIRRL Ryt BAHELLED =
limted anpuntdestypiingped ef@qommunicationickansal. pgshown it HEBURE 2. etplep8Phig dat a

segment under 2p&@eHRE AL thK V¥crypt@ end acesitPiRlshilel stBRYké) Pns MRARbRJOT
resisting all kpown attacks.. As a consequence, there is a tradeoff

bet ween t he siDialyaiueeafpytsanglagh the FeX{sPem t hr oughput ; the | arger
the size of a data segnent, the higher the throughput. On the other

L‘ﬁgg X : L agger phlahbg? &l Tt ckéﬂﬁLia‘%smtoh?é S CthEleP RELAF KRt RbGinbiext S
available for decryption and if not, the program halts its operation. Assuming that
a ciphertext segment is recsived, the program, at 220, increments the index / by
1, updates the initial value v; = F(vis), computes a segment key s; = A(k, 'v), and
uses the segment key to decrypt the ciphertext segfnent to get the data segment

20 di=D(s;, c) in a fashion that is well known in the art.

As shown at 230, the program preferably outputs the data segment and then
goes back to 210 to see if there is more ciphertext segment available for
decryption. If so, the preceding steps are repeated.
25
The embodiment described above is merely one illustrative examplé of realizing
the present invention; there can be many variants of this. For example, it is well
within the capability of persons skilled in the art to suggest alternative ways of
generating segment keys using a pseudo random generator, where the current
30 segmeht key may depend not only on the cryptographic key k, but also on other
variables such as part of the plaintext, part of the ciphertext, a time stamp, and
previous segment keys.



15 segnent key are available to an attacker to cryptanal yze the cipher

E(). - Exanples of E() are high-speed stream ci phers or bl ock ciphers
with fewer Tounds of iterations than that when they are used alone. In
the latter case, the notation E(si, di) represents the encryption of
dat a segnenwodiosseesng a bl ock ci pher even when the sigersdosiotitao dat a
segnent di is larger than the bl ock size of the 20 under |l yi ng bl ock

ci pher and the encryption may be perfornmed in various nodes, such as
El ectroni ¢ Code Book or Ci pher Bl ock-8Chai ni ng Mode. One specific
example of E() is the follow ng high-speed streamcipher. Let N() be a
function defined as N(s, x) ((((x+sl)[err]sZ)xs3)[err]s4)>>> wher e
s=s1s2s3s4 25 (consisting of four 32-bit strings) is a 128 bit secret

key, x is a 32-bit string, [err] is the bit-w se exclusive-or, + and x
are nmod 232 addition and nultiplication, and >>>  is to reverse a 32

g' t stri nrtﬁ %ﬂ}t G %OEIP%et ﬁnde?él&bd]Qhatl-@énobéba?t[a&rubhs,bmbaafuea\nohe 4rgordat a to

e encrypte

is a concatenation o strings. the corresponding
ci pher t exadditiong "@#K/Bﬁ iggpdyped- intg "[%F?ﬂs"“ﬁpgﬂ@é‘ﬁ(@'rwe%f '[se RaSi- 1) [err]
di-2), Wﬂ&bﬁiohﬁ? desdribed|withd(t depémlingefionl-the spirit 2r aintdt ofithebpresent t o

s2, S3, Anot her specific exanple of E() is Serpent with a reduced
nunber omeﬂHWBs Serpent is a block cipher with 128 bit bl ock

| engt h, - vari abl e key | engths, and 32 _ :

- 8- rounds of operations (see R Anderson, E. Biham and L. Knudsen,
"Serpent: A Pr oposal for t he Advanced Encryption

St andar d*, http://ww.cl.cam ac. uk/-rial4/serpent.html). Its inventors
showed that to attack 6 round Serpent successfully, it would require

256 and 2116 pl ai ntext bl ocks using



5 linear and differential cryptanalysis, respectively. Hence, if a 6

round Serpent is used as E() to encrypt data, it should resist both
|l i near and differenti al cryptanal ysis as long as the data segnent si ze
s’ less than 256 128 bit bl ocks. At the sane tine, this E() is about 5

times fastegolhsyzed he 32 round Serpent. 10 FIGURE 2 dgp Jﬁéﬁ/oﬁoﬁ)' owchart
of the operation of the present invention at the data ecryptl ng end
of a communi cation channel. As shown in FIGURE 2, at step. 200 a

program at the decrypting end accept sigot he shared secret ke
shar ed initial value vO as inputs, and sets themu m m M‘Mﬁ The
program then checks at 210 to see if there is any ci

avail abl e for_ decryption and if not, the program halts its operation.

Assumi ng t hatGLAIMS™ 5 ¢j phertext segnent i-s received, the program at 220,
i ncrenents the index i 1, updates the initial value vi = F(vi-1),

conputes a segnen = R kl v t he se nt key to
decrypt the dF pheéf'eé'}/ “@%SH@X “”Pc&’a&la%“"?ﬁ@ facs ﬁengE&@H?c%'"g%g% ci)
i n a fashison nhdtadd insludiag thelstapsrof:i N t he art. As shown at 230, the
program preferabl out%&p%al&p?gg n%aﬁg@gg&eﬁgd t hen goes b___ack to 210

to see if there iS'nore Ci segnent avail able for - -decryption.
I f so, the precedibhg ﬂcaﬁi"mﬂeleﬂ%t@weugf@!ilc key k shaeedewitholbe geenyplingscr i bed
above is nerely one iljggtrative exanple of realizing the present

I nvention; there can be man¥ variants of this. For exarrU)I e, it is well
within the capabifty ofthe dh dafasseameant = 1n2¢ 1o ke ENSYOIRGy g8ReraNGer nat i ve

ways of 10 generatlmgamemntkévs,ummgfumtmmmownmsdamygﬁigm@r wher e
the current 30 segnent

but al so on ot her key 5%5‘? ga gg%ygg apsg?q&@%r'}mt’f epfgm gg{ apge(r:t kg%/ “
t he ci phertext, aldi mensnymiqg,thamti data segmere using s saegnae funcliarywith s; as
the encryption key to form the ith ciphertext segment; and
(e) outputting the th ciphertext segment, and at least a part of said-
15 accessory data strings for sending data to the decrypting party, and
if more data segments are to be encrypted, repeating steps (c), (d)

and (e).

2. A method according to claim 1 wherein said accessory data strings include
20 a single string v; derived from the previous value v in a predetermined fashion.

3. A method according to claim 2 wherein said string v, is derived according to
the relation vi = F{viy), i =1, 2, ..., wherein F{) maps v.s to v; and ¥, is an
initialization value made known to the decrypting party.

25
4, A method according to claim 1, 2 or 3 wherein step (e) includes outputting
the size of the corresponding data segment.

5. A method according to any one of the preceding claims wherein said first
30 function includes a cryptographic pseudo random generator.

6. A method according to claim 5 wherein said pseudo random generator
includes a keyed hash function h(k, vi1, vz, ..., vi), wherein k is said cryptographic
key, (vi1, vio, ..., vi) is said accessory data strings and /is a positive integer.



-9- Finally, it is to be understood that various alterations,

nmodi fi cations:and/or additions nmay be introduced into the constructions and
arrangenent s of parts previously described w thout departing fromthe
spirit or anbit of the present invention.

-10- wOolnAb39s 1. A et hod of encrypting datgcgscdoabdg for
sending to a decrypting party, said 5 nmet hod i ncluding the steps of:

(a) dividing said data into data segnents; ' (b) accepting at
| east a cryptographi c key k shared with the decrypting

party; (c) for the [err]h data segnent (i=1, 2, ...,) to be
encrypted, generating 10 the [-err]h segnent key si using a

o ol ot AR acEbMHEAG LBRRE Wnerein ho RS ety key kand som

accessory data strings as in ing the [err]h
data segment using a second functlon W th si - the-

encryption key toafQedblecddinglB &iyP8RE Wt'the ?)?éyerﬁﬂb clémlg wherein said

§ accessory data strings are derived from various sources.

9. A method according to claim 8 wherein said sources include current time

and date, or previous accessory data strings, or some initialization values, or at

least a part of the data segments or previous ciphertext segments, or at least a
10 part of previous segment keys.

10. A method according to claim 1 wherein said accessory data strings include
two parts, one part being derived by the decrypting parly in a predetermined
fashion prior to decrypting said h ciphertext segment and the other part not being

15 derived by, and therefore being sent to, the decryptlng party prior to decryptlng
said th ciphertext segment. K

11. A method according to any one of the preceding claims wherein said
second function includes an encryption function of a symmetric key cipher. :

20
12. A method according to any one of claims 1 to 10 wherein said second
function includes an encryption function of a block cipher operating in a well
known mode, such as Electronic Code Book mode.

25 13. A method according to any one of claims 1 to 10 wherein said second
function includes an encty;ition function resulting from combined use of more
than one symmetric key cipher.

14. A method of decrypting data encrypted by an encrypting party, said

30 method including the steps of:
(8) accepting at least a cryptographic key k being shared with the

encrypting party;

\\II\Il\ \\\I\\ Illl\ l\I\I H llll



(e) outputting the [err]h ciphertext segnent, and at |east a part of said
accessory data strings for sending data to the decrypting

party, and if nmore data segnents are to be encrypted,
repeating steps (c), (d) and (e). _ 2. A et hod
accordi ng teovedtses 1 wherein said accessory data strings |P[&J,§£%§/ o @
single string vi derived fromthe previous value vi-1 in a pre e?erm ned
fashi on. 3. A nmet hod according to claim2 wherein said string vi
is derived according to the relation vi = F(vi-1), i =1, 2, ...,
wherein F() maps vi-1 to vi and vO is an initialization val ue nmade

known to the decrymti ngr BRE ti- ci 48t hod,_ acgppdi laim1,
2 or 3 wherein stgﬂg (e ri ncl udgg‘%onﬁfga?@%m ¢ . the ?i ze pfa%h&ﬁeé% '
correspondi ng data seg&ﬁ?ﬁfa.t'”g the Ah sggmentakeyefiiRNg8 st HRginoviEh§aidne of

t he preceding clains vd]wtegrapmakéykéﬁﬁorﬁé)accEWG Héti‘strmtgir;] uglﬁ@u@; 4 t
cryptographi c pseydo r 0 nerat or . . ne ccording to

cl Zl!om g vmperei ﬁ sgﬁgd 'p‘g%%ﬁg]"!?g‘ﬁ%rﬁ'@gﬁa’ftﬁwem us'"gi%%qcﬂﬁ%g’"ﬁﬁ%‘y@ﬂs‘hash
function h§k, vil, vi2gsthedecryptibhkeyherein k is said cryptographic o
key, (Vil, Vi2, .. Vidhpltfhg® Whe RERBROMN Hpidhet réeBﬂ\%nfmeqdlji_f_ fndlePOSI Live

i nt eger. . ) 7.
A net hod accordi ng t o @phergxicsegmants arehto) be dearppled regpiting steps (b), (c)

and (d).

"10 15, A method according to claim 14 wherein said accessory data strings
include a single string v; derived from the previous value vi, in a predetermined
fashion.

16. A method according to claim 15 wherein said string v; is derived according

15 to the relation v; = F(vi4), i = 1, 2, ..., wherein F{) maps vi.s to v; and v, is an-
initialization value made known to the encrypting party. . : R 2
17. A method according to claim 14, 15 or 16 wherein said first function
includes a cryptographic pseudo random generator.

20 _
18. A method according to claim 17 wherein said pseudo random generator .
includes a keyed hash function h(k, v,, Vi, ..., Vi), wherein k is said cryptographic
key, (vir, Viz, ..., Vi) is said accessory data strings and /is a positive integer.

25 19. A method according to claim 18 wherein A() is MD5 or SHA.

20. A method according to any one of claims 14 to 19 wherein said accessory
data strings include two parts, one part being derived by the decrypting party in a
predetermined fashion from available sources prior to decrypting _said #&h
30 ciphertext segment and the other part not being derived by, and therefore being
received by, the decrypting party prior to decrypting said #h ciphertext segment.

21. A method according to any one of claims 14 to 20 wherein said second
function includes a decryption function of a symmetric key cipher.

A



8. A nmet hod according to any one of the preceding clains wherein said 5
accessory data strings are derived from vari ous sources. 9. A

nmet hod according to claim@8 wherein said sources include current tine

and date, or previous accessory data strings, or sone initialization .

val ues, or woo0/57s9s| east a part of the data segnments or pregiSesnsizphert ext
segnents, or at least a 10 part of previous segment keys. 10. A
met hod according to claim 1l wherein said accessory data strings include
two parts, one part being derived by-18he decrypting party in a

pr edet er m ned fashion prior to decrypting said [err]h ciphertext
segnent and the other part not being 15 derived by, and therefore being
sent to, the_decrypti e

ci pher text | s@morik methbl BBind td,Bhy bllo SPERKRE 1 20 wnehh SaldUooonly

precedi ng cl dtunwomhreludeslasimrdptlon funclion oha bethlphefrPnaﬁ%ﬂﬂgd@s “@H ket ypt i on

function of rdssl\;]&ﬁ%nﬁ'@a% ook Phod 12. - A nethod according to any
one of clai m; 1 f 0 whereln sali secong function includes an
encryptio® function of a block cipher operating in a well known node,

such as El ectagoni & s@fl6d B@éﬂﬁduﬁ@eteany oR& of clhitas 14\ terebhatkréia Gaidideend 0 any
one of cl ai m& 1to.1 V\/ner functi on | cl udﬁs an
f

encryption f dPREPR N "5’?5& ’?St'.f% Sf?'&%'ﬁﬁ.’ﬁ%ﬂf"l?gfém[}fa ﬁ?ﬂ‘%'ne use PLAR™®ne

symmetric keyhmqsrieesymmetnckeycimer. A nmet hod of decrypting data encrypted by
an encrypting party, said 30 nethod including the steps of:

(a) accepting at |east a cryptographic ke?/ k being shared with the
encrypti @ p&dt y; Apparatus for encrypting data suitable for sending.to a decrypting party,

said apparatus including:
(a) means for dividing said data into data segments;
(b) means for accepting at least a cryptographic key k shared with the
decrypting party; _

15 () means for generating for the th data segment (i =1, 2, ...,) to be
encrypted, the ith segment key s; using a first function with said
cryptographic key k and some accessory data strings as inputs;

(d) means for encrypting the th data segment using a second function
with s; as the encryption key to form the th ciphertext segment; and

20 () means for outbutting the th ciphertext segment, and at ieast a part
of said accessory data strings for sending data to the decrypting

party.

25. Apparatus according to ciaim 24 wherein said accessory data strings
25 include a single string v; derived from the previous value v;.1 in a predetermined .
fashion.

26. Apparatus according to claim 25 wherein said string v; is derived according
to the relation v; = F{viy), i = 1, 2, ..., wherein F) maps vi.1 to vyand v, is an

30 initialization value made known to the decrypting party.

27. Apparatus according to claim 24, 25 or 26 wherein said means for
outputting is adapted for outputting the size of the corresponding data segment.

i



-12- (b) for the [err]h ciphertext segnent (i =1, 2, ...,)

to be decrypted, generating the [err]h segnent key si
using-a first function with said crypt ographi ¢ key k and
sone accessory data strings as inputs; (c) decrypting the
[err]h ci pheobesssessegment using a second function W th si pcpsgesoooze

as the decryption key; (d) outputting the decrypted Ah

ci phertext segnent, and if nore ci phertext segnents are
to be decrypted, repeating steps (b}i4-(c) and (d). 10

15. A net hod accord| ng to claim114 wherein sai d accessory data strings

include a sipgle }S;derétgs \decdidihd \(thnﬁzrd?{é b Blaise 24 A2 dhbRin baid firdt @
predet erm ne according to claim15

wher ei n sai dg%’lcf'?"hﬁ'cwaeﬁ%c'éf@tf’grx?gﬂ'cﬁﬁ%‘{ﬂocff’ﬂ@”lgenetr%°'f he relation vi =

F(vi-1), i =1, 2, ..., wherein F() maps vi-1 to vi ‘and vO is an

g1l 2201 08, VoS IO IANS Dbl SHEIP RS AEN Yapon geppr
i ncl udes & curycpuiegladqﬁhed:hmémom atikdumvgene vt whereia & is sa!d cryp®graphicnet hod
according to sy%,rpv}; ""b,?fs%'ai‘& &@é&o%@&nﬁ%ﬁﬂ%&&?@&lﬁk?@e%al q includes a

keyed hash funct wher e

crypt ogr aphi c key, (V|1 vi2, ..., vil) is said accessory data
strings and lgoj s ﬂpmauéaab@rdmyte@&imzs v@éreum() is MOS8 89A. according to claim
18 wherein h() is MD5 or SHA A nmet hod according to any one of
clains 14 to 19 wherein said aqcessory data strings include two parts,

one part 1bei Bg. deAppasatudycdordingliecny phe of clpimst34 for2Sawherein sgid adedssoryl ned
fashi on fromygyalhafllafe SMYEE fmR/atidlis dobrdECr YPLI NG sai d Ah

32. Apparatus according to claim 31 wherein said sources include current time

and date, or previous accessory data strings, or some initialization values, or at
15 least a part of the data segments or previous ciphertext segments, or a part of

previous segment keys. '

33. Apparatus according to claim 24 wherein said accessory data strings
include two parts, one part being derived by the decrypting party in a

20 predetermined fashion prior to decrypting said th ciphertext segment and the
other part not being derived by, and therefore being sent to, the decrypting party
prior to decrypting said th ciphertext segment.

34. Apparatus according to any one of claims 24 to 33 wherein said second
25 function includes an encryption function of a symmetric key cipher. '

35. Apparatus according to any one of claims 24 to 33 wherein said second
function includes an encryption function of a block cipher operating in a well
known mode, such as Electronic Code Book mode.

30
36. Apparatus according to any one of claims 24 to 33 wherein said second
function includes an encryption function resulting from combine.d use of more
than one symmetric key cipher.

L



30 ciphertext segnment and the other part not being derived by, and

therefore being . © received by, the decrypting party prior to decrypting
sai d Ah ci phertext segnent. 21. A nethod according to any one of
claims 14 to 20 wherein said second - function includes a decr&Btion
function of WQO8STA%Btri c key ci pher. PCT/SG99/00020

- 13- 22. A nethod according to any one of clains 14 to 20 wherein
sai d second function includes a gecryption function of a block cipher
operating in a well known node,” 'such as El ectroni c Code Book nobde. 5

23. A nmethod according to any one of clainms 14 to 20 wherein said second
functi on i ncl @des Appaeatus fferi decryplingtdata anceyatedi by) ahr engreptivonpartye daigdse of

nor t ha &S i ilqt C key cipher. 10 24. Apparatus for
encrypting datg% Ut aEI er{gor sending to a decrypting party,

. sai d
appar at us includi fg)  means for accepting at Ipgsh RCYRIPIAPWIF den K $5ing hared i nt o

dat a segmeths; y hwith(tjhe(é?ﬁ:ryptiﬂi@ﬁé‘r@;for accepting at least a _
()™ “reang Tor yelibr afiongs i SOoE N paiaputs frghe fp oppedSy ségnedlty 25 ¥ 20
encr %/pt ed, h_t hekAh iegrrent..,kmbesdeomitélg tiee th segmdnti key sausing 4 firss &indtion

crypt ographi c key ang. e —

(d) nmeans for encryp&"ﬁ%ﬁﬁ@%@?ﬁﬂ%&%gﬁg aa%gg’ékn{g%éﬁ%?#g&g&%@g shd function
with si as the enccypt immankdgr decrypdinghthé dth| ciphdrigxicsegragnt ysingsageeond and 20

(e) means for out put i fed Rith &85 iHdudchphieh k&xbngegment, and at |east a
part -

.10 (d) means for outputting the decrypted ih ciphertext segment.

38. Apparatus according to claim 37 wherein said accessory data strings
include a single string v; derived from the previous value v;.; in a predetermined
fashion.

15
39. Apparatus according to claim 38 wherein said string v; is derived according -
to the relation v; = F{vi.y), i = 1, 2, ..., wherein F{) maps v to v; and v, is an
initialization vaiue made known to the encrypting party.

20 40. Apparatus according to claim 37, 38 or 39 wherein said first function
includes a cryptographic pseudo random generator.

41.  Apparatus according to claim 40 wherein said pseudo random generator
includes a keyed hash function h(k, vi1, iz, ..., Vi), wherein kis said cryptographic
25 key, (vi1, viz, ..., Vi) is said accessory data strings and /is a positive integer.

42.  Apparatus according to claim 41 wherein h() is MD5 or SHA.

43.  Apparatus according to any one of claims 37 to 42 wherein said accessory
30 data strings include two parts, one part being derived by the decrypting party in a
predetermined fashion from available sources prior to decrypting said #h
ciphertext segment and the other part not being derived by, and therefore being
received by, the decrypting party prior to decrypting said #th ciphertext segment.

T



of said accessory data strings for sending data to the decrypting

party. 25. Apparatus according to claim?24 wherein said accessory
data strings 25 include a single string vi derived fromthe previous val ue
vil in a predeterm ned fashi on. 26. Apparatus according to
claim 25 whawveeeos7ssai d string Vi is derived according POX/$C90/08028 At | ON
vi = F(vi-1), i =1, 2, ..., wherein F() maps vi-1 to vi and vO is an 30
initialization value nade known to the decrypting party. 27.

Appar at us according to claim24, 25 et6-26 wherein said neans for

outputting is adapted for outputting the size of the corresponding data

segnent . ) : e - 14- 28.
Appar atus according to any one of clainms 24 to 27 wherein said first '
function includes a cryptographi c pseudo random generator.” =~ 29,

Appar atus according to claim28 wherein said pseudo random generator 5
includes a keysd hgplardiuaddofdingickanyore ofvéldims.37. to 48 Whereithsai®secokdi s sai d
crypt ogr aphi c . K (vil, wvi2 ... . Vvil)'js ' sory data strings
and | is a po&"ﬁ'%“ﬁaﬁqe@g%?edwp\{m" funiction of @Bﬁ?ez 'éulgeygcﬁ%?'di ng to claim29
wherein h() is MD5 or SHA.: o : _

45. Apparatus according to any one of claims 37 to 43 wherein said second

5 function includes a decryption function of a block cipher operating in a well known
mode, such as Electronic Code Book mode.

46. Apparatus according to any one of claims 37 to 43 wherein said second

function includes a decryption function resulting from a combined use of more
10 than one symmetric key cipher.

* c L M S *



10 31. Apparatus according to any one of clains 24 to 29 wherein said
accessory " data strings are derived from various sources. 32.
Appar atus according to claim 31 wherein said sources include current tine
and date, or previous accessory data strings, or sone initialization .

val ues, or WO O0¥E593 east a part of the data segnents or pr ®CTEGes/eNphert ext
segnents, or a part of previ ous segnent keys. 33. Apparatus
according to claim24 wherein said accessory data strings i ncl ude two
parts, one part being derived by the decrypting party in a 20 _
predeterm ned fashion prior to decrypting said [err]h ciphertext segnent
and t he ot her part not bei r&g derived ‘by, and therefore being sent to,
the decrypting party pri or ) decrypting said Ah ciphertext segnent.
34. Apparatus according to anypomeeof claims 24 to 33 wherein said second
25 function includes an encryptromfunction of a symmetric key cipher.

35. Apparatus according to any one of clains 24 to 33 wherein said second
function includes an encryDividedataiaio on of |a bl ockO&i pher operating in a
wel | known node, suchisegméhied,] a3i.s, @pd’te)%ok nmode. 30 36.

Appar at us accordi ng to any}Qnipat sitaratdkeyddtto 33 wherein said second
function includes an encryphd@itidlwakiel @ regul ti.ng from conbi ned use of

nor e t han one symretr g6t ie@. ci pher.
-15- -
Niors data 1. 110
No segment? -
Stop

Fs

o o 120
=i+ 1
Vi = R(Vig); L
=Rk vy |
o= E(S], d))
13D

Send ¢; , /

FIGURE 1



37. Apparatus for decrypting data encrypted by an encrypting party, said
appar at us i ncl udi ng: (a) means for accepting at lLeast a
crypt ographi ¢ key k being shared with the encrypting
party; 5 (b) nmeans for generating as |nputs for the [err]h

ci phertext wogoenbs (i = 1, 2, ,) to %nggg,wgioed t he
[err]h segnent key si using a first function sai d
cryptographi ¢ key k and sonme accessory data strings; (c)

means for decrypting the [err]h ciphertext segnent using a second

function with si as the decryption key; and 10 (d) nmeans for

out putting the decrypted [err]h } phert ext. segnent. - 38. Apparatus
according to claim 37 wherein salg accessory. data strings i ncl ude a
single string vi derived fromthe previous value vi-1 in a predeterm ned
fashion. 15 39. Apparatus according to claim38 wherein said string
vi is derived according to the relation vi = F(vi-1), i =1, 2, ...,

wherein F() maps vi-1 to vi T initialjzation value made
known to the encrypting par iﬁlﬁsﬁi&v?fgkangpp at us acO8r di ng to claim 37,
38 or 39 wherein said first ’ ficludes a cryptographi c pseudo
random gener at or. . Apparatus accprding to claim40 wherein said
pseudo random gener at or incluges a keyed hash function h(k, vil, vi2,
., Vvil), wherein k is saj ex (Mil, vi2, ..., vil)
is said accessory data str ) tis a p {tlve ?%teger 42.
Apparatus according to ¥herein h(>"ijs MD5 or SHA 43.
Appar at us ‘accordi ng to, BEeWt clains 37 t rein said accessory 30

data strings include t\E Earts, one part being derived by the decrypting

party in a presedper rff ned fashion from sources prior to
decrypting said [erf]h | i he ot her part not
bei ng derived by, and therefore be . recelved by, t he decrypting
party prior to decrypting said ett f t.
e
f-R“\@
d; == IXs;, C})

230

Output q; /

FIGURE 2



- 16- 44. Apparatus according -to an W$r&70r cl ins 37 to 43
wher ei n sai d-second function includes a d W’p%%%r‘ Tlngiion of a
symetric key' cipher. 45. Apparatus according to aftliP®dye of clains
37 to 43 whe sai d secpdxdp Rref deRGE b@PeRTNSicEESIoR decr ypREERY f unct i on of
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