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VERI FYI NG THE | NTEGRI TY OF STORED | NFORVATI ON W THI N AN ELECTRONI C DEVI CE
1. Fieldwbhepreagent invention relates to the field of datm-Besurig. Mre
particularly, this invention relates to a schene for verifying the
integrity of stored information |oaded within an electronic device. 2.
Gener al Back§Y STEM ANDIMEIH OIS FOR WVARYFEING THIMINTHERITEOF STORED a set of

sem - permanently st For instance,
conput ers include W@*‘bﬁﬁ@@@iﬁﬁﬁm@ﬁ%a C input/output
system (BI OS). Being executed by a processor of the conputer, the BICS is
coded to perfoEm valgélgus functions. For exanple, during a pre-boot cycle at
spower - up, the | OS Comitrols the initialization of the conmputer as well as
the inbtial i zalhapressht mwnuomseldtartdﬂmrfel@drdataheamﬂt)s Mbkarpanichlylrlmrthm ded by a
single ve e bo n-vol atile
.menory Sucnﬁfgntion rngtes RN scbgme %?gerj’y?&mlgfe%r% %tﬂlie lglaltlf)%g%gwermr y
conponentwathmlanl@lewanméde\nwe of the computer, Recently, however, it has
beconme desirable to store nore sophisticated routines and data in t he
pre-boot space of the non-volatile menory. As an exanple, in recent efforts
to protect aga?.nst QaietahBackgwdundses and malicious corruption of the BIGCS,
ol natir e, pri ey GGG RL: B Ela ook PG b RPERMRE AT 0L e
used to detfesreditpes fmewvdrer For hl@@b@goma@elbem}udmd}'ﬁel@(ﬁnnwmesefpmdm@es much
necded, Vi ol SRROLLAR sl o9 el ool e AR e |
ePcr y]E)';I oBIO$ Faod@tét%mﬁﬁgnpv@wé%&m%zmy gﬁ@ummLIrlsgledTedeh@cgw ﬁgf ? nu_rrt)ﬁr
of softwa " al gorithm
B e 105 DR 8ot s Ha BB 4 ey il

or the Digital "Signature I'n a

| nf or it i ofaPooskasdwarg pStiphatidsr dNorpalbl revdédby agielevendor, éxstBIDSgiﬂ t al

Si gnat ure r {_Qd pl aced in
an encodeg)%%ir]ign% ;iiie errgﬁ?)gaé(gp@amgﬁggﬁwv%fl ,e a&w §P}I®dph§)rform ng a
one- way ha@hp@petmtaﬂbﬁh mnmpxrxemp@r@nh@rma|nganv@pturratfébe qgmpgt,er ‘to signing the

hash val ue. Thﬁe&ﬁﬂwhow% ViBlas bbddfHeCRLiRB 16D dord HGE SofhR@taBPloufifRdi | y exi st
an |nverse operation or function to recover any discernible portion of the

di gi tal 2ty irihe pre-bRatshacsof the non-volatje memory. 44 apespmpisp Y Ise8E6 Recent |y,

the CQUPUEﬁdSrté tH%kb’iédi ahi%%sd%?e \ﬁlfufsé&ratrﬁ nfaQcideyY@raptidd FehASIOR, fPinaget i on of
sof t war e nodul es dguce ferent vendors rather than a piece of

monol i t hi ef %&é%@@f&uwobwg@“& Plﬂ@qdéomdaw digital signgtpree PYio% t keciii@n code of

the BI CS @mgb@@sweyalgnmlgamelnwyr@dlsaﬁo dessafive MhéthertheBRYS RGednes because
this code woul d be executed befqre the availability of systemrandom access

menory ( REwlifiedy dBis prqvides muply pgeged Vg prafseHieRt i on woul d be used to properly

load the BICS Wéﬂlkh&sn‘{ﬂthbhﬂﬂ atmgetangghawé atdiginl grasigedisiagapavitt keyoul d be
t oo dlfflC%ﬂt for al#. %1 orsto(%%ree n the Sg(flflc
addr e23i n§l gL 18}1I§ht§rmcryw§onc frmd&re R6 HRSCOR{sRYd ypme

"rel ocati ey oflaSnudnbef &Q@ﬁ&alb)algd‘ithﬁh sachchsadtiest Admit 4ndi Adleaah(RBADS nodul e are

adjusted b s 0 ar . ad l.ocat.i.on in r ted for
the Bl o5 Aavare e GieReiaCh iR 55 80 2 EERER il o
routines Prockdsingstdaldaias pliiﬂmhtmnatsé enmlstal“DyglmbSﬁgnhtmﬁ1Standiartl’a¢Ma.ye19of fsets from

a base ad s,i hat.. has not assi 0 td t he
addr esses?%@%\/gﬁof"bﬂlé" @81‘1{%1% oﬁ% @égan e’%@?%fto% ﬁf}&a g(ﬂfe h\%%ul d be
adj usted bg/luel’d,oﬁchgvetdw feafoeniagld pesway laskapdratit antike aripinad Higithhdetaof f set s.
Unf ortunatel y t i f. 0 Bl CS
ol es. By et L Jhe Rl Bhahly Rkl BR BodRBRRE D g
nmodul es vvexnbuimbmvelse@béxetmn arduiiptiom tesrecyryany akisseiniblesppriianolalirdigigal datysi ng t he
digital shglql%gﬁ% yld indicate that the BI OS nodul e has been nodifi ed.
Hence, I's virtually inpossible to determ ne 20 whet her nodification of
t he BI OS nodul e was unaut hori zed or nerely due to the rel ocation operation.
Thus, it would be desirable to develop an integrity verification nechani sm
that inproves the effectiveness of digital signatures in det

@EV\A ng the

unaut hori zed m)dlum t he Bl OS nodul e whi I‘ﬂwmuu H“wmu

i mage to undergo mmmmmm’wmmwbreover when BIGS i as a

coll ection of digitaliy,esi gned BI OGS 25 nodul es producedssby di f ferent
vendors, in certain 5| tuat| ons, it may be desirable to dynam cally |ink

t hese di gitally signed nodules. In particular, one BlIOS nodul e nay be
configured to nake a call for a function coded in another BI OGS nodul e.
However, in order to dynamcally link the Bl OS nodul es together, it would
reqw re rmdl f| catl on of at I east one BI OS rmdul e, V\:hl ch woul d i nvaI | date
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2 WO U2/ 27444 PCT/ US01/ 30356 BRI EF DESCRI PTI ON OF THE DRAW NGS The

features and advantages of the present invention will becone apparent from
the foll oWiOrl@/Zé}elHal | ed description of the present inventi orcT/0soWB083s:
Figure 1 is an illustrative block diagramof a collection of software

nodul es for 5 loading as firmvare into an el ectronic device. Figure 2 is an
illustrative bRecdntlyj mgc‘anpuwr iadustenies dinade aifortd toaavetdpeBIOSomsiacolestion e

utilizing i a bl ock di of a, first
1 ust r at e TaRE R Abet PR B itk balp ind sl of BB o
conponent poddueédylo esifigle haitdonrleisdiblyelet theebge ofthelBIOS medulésywddlﬂabelo i nt egri ty
of relocat ‘ r ure

.a bl ock dlcggt}%lﬂ&?%s ggéscgfégh ?alaf |'us rzstb;é?/ielgeqt cgl nen'flalb?e’%ﬁ'gt ‘i@?‘ﬁ’rgﬁ s of the
non- voldat |alvellabdl’mp§/sy@f@np@m®maco¢ss Fiegure(RAMFi 40,6t iS likaly thaf fetoaathvmr t  of t he
(0P at1 008 p A L b6 L ARSS ke gl 11 A1 BBy RG2S 2

di agr am ofit wowe bo o dlﬂﬂcudsfqratl ofrbe Bﬁ@&dwwlerstto ofret biethp spedivtadilnesseérg i on
featuring Ehe%e e%kﬁaYdOf digitally signed inmages are dynam cally Iinked

t oget her £ rough one or snore Bound & Rel ocated Inport Tables (BRI Ts).
Figure 7 is a fAscaumonty lmbwnmmhopeium, Siedochtom” jren@oetss bygwhicBeddneksesnd

I d i S. h . of.
e e HPLL PN B a4 B ] BN gl L= o
DETAI LED Bﬂm fPTtheRB10F lﬁﬁdElel(l‘dféE:m‘ koM thﬁe‘r‘tesqudmes t)ail“husemarermumss of the
I nvention vﬂfh%hgﬁf(% lrl%ﬁﬁ’lefa%rusé(afflry bYddGed Jgfralt@?oi‘f&{s %Masgtc\ddr?&f ﬂ{aﬁrﬁéé 0” t hat

is stored wthin an electronic”device 1 ONsS.
general , tobyssbeneagsigngdo Dieing siocatign, ithwlddmeses bbfauemqaﬂmre routigieg)i taI | y

si gned | ”Bva in fﬁ@%l{g@ﬁﬁdﬁ%ﬁwcﬁld@&s&% s% q%‘th% %Es%%gﬁ’lfessa:o shlopglee module or

i's dynamca w t h anot he signed image. In the follow ng
descrildti cmlatlmffsaﬁm terminology is used to discuss features of the 30

present invent 'IR)'P?mﬁatfeu ; Cftr“:,’}@(faﬁom%\:'xlfgrmeg QAR e%(@é:t@%n Lee®105 Eﬁ%dmégt ions that

performa particu tion exanpl e e SO re nodul e may feature
i nst ruct i @iy digitaksignaturesestogiated v‘dﬁ}ﬂhm@aaesmfémb%@S ragdiles Woglddreder to

of the i naRefEREARDLE, SRYhro IR bR O Biel R e S
PCT/ US01/ 3o te BISSanedide has baan raedifigdydisace, itpf viralbnimppssiiietosieterigges can be

used 12 I QAR HodBchid TMe ﬁl@rsmle%s%hﬁﬁﬁ&lzefefmbﬁ@tcﬁgﬁﬂhe
"pre-relocation image" is a |nar% representation of the software nodul e

prior to deAeAlerioRyakon: ditgs &t ord 'é‘ihl‘b’i? deplprgnintegrity ygaticatign ocat i on

| mge” i 'S rRecRhdidHh that &me&em{e@fﬂe&wc@éss Bflﬂgl@gighﬁu@f; tnefeteemkgmﬁﬁthmed
Fur t her nor e, el ect i nation of el %&Cronl ¢ har dwar e

and sof t napsi fi‘a‘}?ﬁPnSCtBIﬂF‘tre@HS\(}%‘P‘&‘/‘Y %P&f‘@§ﬁf‘6‘“§gﬁ‘@?$ﬁ foNades0 iR Wheci i ¢

functi ons. EX&IMHl@c&vlewr@ﬂB@d)SCstdeOeﬂbIS‘eddgyb&&ctndilﬁcbﬂﬂﬂ@taﬂy§1@ﬁHﬂLBIe)IS (e.g., a
server nfra onent of the

| apt op, des hand- he ne,
conput’er (”éocéj'? s prpdugsd; byj di d &BF’F)VC” s, ) qeﬂP‘éhS“E‘aé‘IO% F‘HPI%/ be “'Op box (cable
box, net kalﬁﬁﬂmumﬂcrthesa aigathlly §191eﬁeddﬂ\lle§l DirpaftaRr,\0ae BI@S moa!ule map eévvor k 10

ot 'o'r?rgf .e&?rq@e o ksl o o irced b d Bt eI fodfe- S I, ©

i ncl udi ng opdey $a @ymlammdyumt {he BIOS nekieles togethdr, invwoeld reqiire caddiffcatierof atabl e, bus

51 onal | ng pistormnElsysodtEs pERR ST dtmna i ooty SHTRMARsoB et i (T oo
i nvol \3@s tlhEge:mfnhatgiloahnadnleofrhas i odiginil digilay sighgweswond get teeflectvledde
rel ocat on gl BERLIRLL BN & RORkeEh SRL holul PR, ANtheBidlhgiifiatips! onat ur e

The f'Sets from a base
addr ess. 'ﬁm&mmﬁﬂmébwmmsgemwobibmdvoaidlmdesmlestor ed information (e.g., an

i mage of a




sof tware rrodul e) is conpiled and placed into an executable format such as
an M5-DOS "EXE" format (MS-DOS is a registered trademark of M crosoft

Cor por at i 8 Bf27Rddnond, 20 Washi ngton). The offsets are corvRUS@BIST
appropriate addresses during relocation when the base address, nanely the
storing address at whi chBthe |mage of the software nodul e is stored and
retrieved for execution, BREE RY gd - rel ocation |mage
differs froma I er,

based on the prg{e&ée%'t@]ce:g%rlﬂ% Ehr%a%g gp@gg&%ﬂglhg%&t@ggﬁgg%ﬁtéegp?r W\gﬁeﬁrr fi catr on
mechani sm thavallopdng detailed dedcripiiarofdlie presentipeention mbihéctand an export t abl e

W thin each di I i W t hin
different digi ?Fe{%']ﬂ%/ ps{?@{ﬂgﬁ%rtr‘gg@gg% dlI%%ﬁgf%tgﬂegg?@fl E@ﬁ%%%@?ﬁ’er via a
Bound & Reloadiag etfinmmpse intdTabtlectioBRIdFYice. The BRI T resides outside the
digitally sign ) i s nay
-be perforned b?q Igg\g/i\g?neﬁggt&t&%gl%gg?l% %?g?%é %ﬁaér(og{rlr]th édﬁ%g%ddggc@ﬁﬁgggﬁcessor
(descri bedutiiginpthe presest imgenfiosxecut abl e by t he processor. Referring to
Higure 1, an Tl Bal L Rollapk bradhd Miheife SRbbARTAT 18 confhys SPE var ©
nodul es ready fo oadi ng as Tirmiare I'n el ectronic device is
shown. Her agmyolatile mgmon2gopipenent pfmgws@tme@mll@@mysoﬁdttmprefyrﬂ@dul e | 10N
(N>1) cl ] d Geparticular software
segrrenltl@of thﬁ?ﬁgmﬁf?&@&lﬁéd %%sg%@%m%n gg?gﬁlérjd’éégwtl%tgﬁ tvvare nodul es as
firmvare into aFigerahive biochk diagemenly se@nolébletratweembedlwt of thervontpmigel 1 30N i s
digitally g§.30389%8¥edn é%&?@&rﬁﬁéﬁeﬁt%fﬁ[g‘a%e a digital signature 140N. The
signatories nay dl ween each nodule or, nultiple nodul es may share
the same si gnat%gbyCSAsaﬂp‘gﬁetfcﬂfW apeiptionsdorunsailiang the artegsity o sttt i ty in a
posi tion Ofnfor'fn‘dﬁon %ﬁbh%%rp%ﬂtr@f%ceﬁfon%ﬂ%%%wﬁ meriglirell § ald 41 gnat ure (e.g., a
bank, governmenta entrté trade association, ori gr nal e)g prent

manuf add urer, VEEEBSH is eblock diagamat pisergnd Blstrasivepighpdiment Fherpqusﬁfﬁt rative

bl ock di agRBEARh f@d@urﬁtgtaqﬂmaﬁt@tofe ity s]@te@hﬁz?g%%'d?n%&lﬁﬁm‘k@d Bhang. For
this enbodinment, the el ectronic gevr n’Brr ses a chi pset 210 coupl ed
to a proceﬁ%@tﬁhQQQO%}H@e§%ﬁ‘r§‘r’}§c %@dtI‘HP%Bﬁ’I%? RIS bus 240 and a second
bus 250, reSPGCF1gNI€|7Msah@wé\ﬂl@'ﬂ6f|t&rbpeﬁhbrﬁ$&tgeaérgtlﬁ§aBM'aﬁ@REEczﬂ‘ed hird bus
260 that provi d,@(sb gpat way to one or nore systemresources 270. Herein,
the third Bororobwls @RIELr esented as an input/output {I/0 bus {e.g.,

Peri phggal Conpmpae® témﬂow@mﬂrtﬂfote opB¥ations ¥or Varising he BowRS andRejocateder type of
bus archrtectur%im ncI udi ng such bus architectures as |Industry
St andar d AMEPAIt qﬁé@l’? ‘g‘" tended | SA (El SA), Universal Serial Bus
(USB) and the like. Herein, the third bus 260 is shown as a single bus, but
it is contenplated tha g qul tiple buses

coupl ed togrer'Pher througﬁ@“lﬂ O~AS . "‘ thepsystem
resources 270 Vigétki, &wtaﬁmﬂiﬁoﬁdndnts oﬁ'thel1&\&3&01medﬁbrlbdﬁontdrtfylpgﬁebuses The
syste eso Q ni cation.dev 280 nd.a non-vol atile
rrem)rgargb rrﬂg ﬁt tzgtgmeI 3?‘?‘@%8 |215 |e§”°c fm%purrgggmto est abl i sh
conmuni cat bperations.t In gnethir stdrabtlfoomtmnuhwnn@udw’é)r exanydenauligiteldy signed| i nk
285. Exanpl es aof n Vi ce card,
a nodem cat'HaEE@‘%%m%g Seéﬁae% hal e &dlgl%ge%ﬁ S(ﬁrcttglrgl1 o ?a (f}%%a%wla%gﬁrr%gnent 290
i ncl udes f witiasotkertdigitally eighediemgedi gital |l y signed i mages of one or nore
sof t ware nodul | dvgnge nodul es
may forma Basrels I’lg)&lg ﬂ%ﬁ%@ggﬁt& é?ﬁ"?%ﬁl&ﬂg)logy {ie S&itotdﬁe&glf%g{rrs\gﬁr c device
200. Exanpbmermfnvmttemn “sotivateintaslule pomgriseonged nbinstruzg onsi tha [peidesmea

pr ogr anmabl 0 r AR ¥strRBbisehy aRacked 30
random accggmanalj}umq ?Rﬁkﬁeexgﬁg}% d%(e)?t n@%‘?lg@%w ergéa eS prggrarmabl e
ROM ( EPROVExecated drumng:aattrbjboetrcaslam er dmomﬂte@zemu&yctr@rc dgmige. ot\ eplicatipge of
menory app BHGH 41 HBRCTBNR6RIed iR ROARAAGIRGT/ USO1/ 30356
Referring t%ggéhgg?g;r%na ﬁ{ock di agr am of ° |“rlst illustrative enbodi nent

. of the | oading and storage contents of the non-vol atil e nmenory conponent
290 of Figure 2 is shown. The non-vol atdil e menory conponent 290 is | oaded
with one or nore digitally signed i nages 300, which collectively act as
firmvare. Wth respect to this enbodinent, 5 a digitally signed i nage 300

i ncludes relocation information 310, a pre-relocation inmage 320 and a
digital signature 330. The positioning of the elenents formng any inmage is
a design choi ce.




The relocation information 310 includes relative offsets 315 for certain
routines within the pre-relocation inage 310. Normally, the offsets 3I5 are
gener at edWh@R7¢He 10 software nodul e associated with the gigitaldoysesi gned
image is conpiled. The offsets 315 are used for properly addressing
segnents of information wthin the software nodul e during relocation once
the starti rfertedeakd antimbgeh ®ifferageypddOf imagdsehit Beluded t@kpRamediddadness "B
ADDR, " is determ ned. Ehe. rel ocation. is.candugt.ed %ga_ SYymet.ri Cﬂ’Fd

rel ocati on FUAELE %ﬁgelsh PrinptanRea (ATETHIQERUIRNIMAGE | 1RE BIRL FFFeRBHMCifRione f or
dat a i nt egsifiware/@bdiflé piddri t6 Borlductity aglotdtidn dp&htical theb@nak Ygost-RRRatidner ei n,
during rel gcatjon, .thelg%[e- rtetl ocgi}i@on ifraﬁe 31%0 is converted (relocated) to
.a post - r el BRSET B ARy EePagtation ogHlefter 1ogatioB) ocat i on i mage 320 of t he
i mge 390 duri ngurthemibréeign “bletmednic devize” Praeombmatat dfefecirom@kardddle bisd r el ocat ed
for retrieval fromthe base address (B ADDR) allott ta the i e 300. In
eosence. ¢ Hamast BRPENERSPRER e 0% & miprecc e sty Capthes o

cont ai ned wa ¢ledtronichievice inehat h@omputérqe.guh laptop3dddktod Haad-ireld) detves t he bi nary

i mage such_as . the post-relocati i ma 40 stared in t naon-vol atile
ooy ConBOREARE B BEPREREN PR IHRPIRE 5 i SRaPEh Herlie S8t eoded by ¢ he
vendor . Thestdopghdxdbabdd gmxahetverkIdthpites kateltie televisieonsteiserhas)) anetwaoek of t he

pre-relgcation im 0, ich.is digitally signed with rivate key

(Pra & 167 abelings g s 3 andingstoe ek o ond Fbors b uBleP sy T s des

i n the nonmediumskd estabtisios yonrongication pathdye includingphydica mediumi (8.gappr eci at ed

that the digit.al .si.gnat ure 3305 bas the pre-rel ocated i mge 320

ohi ch 15 ¢ E@&B?‘%ar‘ f"i’glrc% fﬁvsfgf?:giﬁaﬁ?fgﬁﬁ)’c?a%gg e ir%m?f%g?uwﬂlad; o the

non- vol at i benbieation withonipabese nignaliRgfiehnalogy)t o Figure 4, a bl oc i agram of a

second || ust r ag g sIORALIRNeriflo bR A0GANN NG o cbAS, oM yel all L e

menory corrponera?% 1%8’0 15 Sho 'erlﬁ aél ROK- Vol atlfoe erintarreocroy gu(gnpoor?ent 290

\(/:vﬁnf ai s rrbndilgﬁ:itl?l signeld grnageltb fyn_ci;idg mmatiwmig(ﬁsmdtm, ?gds(ﬂ-mwdhﬁﬁn ireigngnde posi tive
ol e nunber r e flr I €, . A I ance, as

an i 11 ot r SetelToBLD TR0 PRt & hetied Rl B e Bt o1 e

Wi th a pr eadds¢socBbdsenffsatnge gheratadRf@Othe Fdred iHGTHALIS0 (9. 808SBaddd a- 420M

| ti ienf i . . i Qi i 4 Each
G oital o guarss BBbe: ditiel dRABAL) ifloth i B RARRL U s 0N Fac
cor r espondi BEE pfosmatl YaPOSHs ¢ msistereizgdematd pf Mietogost Erperatian of Redmersd with a

privat ggke of i 1 i Lth the
i a1 tay o g S P by s e e 200

si gn
under goes ﬁlc?oﬁe@ééﬁﬁ%ﬁamﬁéﬁlmﬁl%iﬂg\ﬁmréﬂﬁ apiwbich the dmegecofshiecioliyarerndale is r om t he

pr e-rel ocathQA ahfREGTed £ ex A0 _tisode%n{?ﬁlgcﬁ.'T}ﬁlls,ocﬁ@-hés@’-?elbﬂﬁ&?ﬁnaﬂé@%éoM
respectively. Referring nowto Figure 5 a flowhart of the operations for
veri fyi ng {r@ 3 pie-edeqation agst She¢igital signatere; howeveruisthased op thsdse-- r el ocat i on

i mage of FidddRsh ihapfd 4, is shown. For 10 integrity verification, the
post-relocation image of a digitally signed . inmage is reconverted to a
pre-rePdcati on Hreild speome e yerifippfion meshaivr ipypivehbe ngisivg ot #e rel ocati on
i nformat i ofngRNthsb BePad dkpbh bl Wititi@bdch d%ﬁtglﬂeﬂgde%ﬂ e. MheRAiBIdsGUbRI , ONne or
nore arithmetic operations are perforne

) . on each offset; nanely,. as an
exanpl e, t HEctsaV wiigisrene il steast ety Hringynpmige iV BRIHGPEDT YA o fremor y
po][rponent BSuI%berewf@&teaihﬁmnE@@nggii)g Sk B$Hl“h ;’]dcsﬁife§ Butkide fhh_digltﬂlyfgrmdaé i on )
i nformation. reafter, in aQek . , & hash operation.is rformed on the
reconver t e§1286y Q%f&ea'f‘fegﬂtyiVﬁﬂg‘é@t‘%mﬁ?lﬁﬂ‘ﬁ@é"@y | W%Q%'F%hyt‘&g‘?’aﬁ PEY to as
t he "rggonysrwaeplogam snbed@sd in a Phegdbgidésatibeli tglont) wr einply dxbeutableghyt thé | y
signed image i s accessed and the hash value of the digital signature is
recovered PBFOEY: 520). This may be acconplished by running the 20 digitally
. signed i nage t hrefugihgidBigdiedl, aalllustraginabloclediagraa of b bolldogomef ‘Pi’oofided with a

blic k f th ' tory f d . Th frer, ol d
Pash val uemotuebiindt Bategny an St (OB REERSye AT bRl Bt 7T hT

. match is determ ned, the post-relocation i mge has been verified (bl ock
540). Ot herwi se, the post-relocation ifage has not been verified,

i ndicating that the i mage has been nodified beyond such nodification caused
by 25 relocation (block 550). Figure 6 is a block diagram of a second
illustrative enbodi nent of the present invention in which a plurality (M
of digitally signed i mages 6001-600M are dynam cally |inked together

t hrough one or nore Bound & Relocated Inport Tables (BRITS). Each BRIT
corresponds to only one digitally signed image. It is contenpl ated that
each 30 digitally signed i mage 600l -600M nmay include a BRIT or only a
subset of the digital signed i mages 600l - 600M may be provided BRITS. In
this enbodinment, a dynamc linking of two digitally signed i mages 6001 and

AN AR A 1 - o NN A - o et o



tabl e 620,, an export table 6301, an inmage 640 based on sel ected
information (e.g., a software nodule) and a digital signature 650 . The

di gi tal swgrt2a# 650 i s generated by conducting a one-waypd@esoi@asizat i on
on the inport table 620I, the export table 630 and the i nage 640 to produce
a resultant hash value. The resultant hash value is digitally signed by a
si gnat ory aash scg‘tWatrsmpdri]val(R; (Ng\y) md:lndegerheatdml 120nhead iapoage lB@,bfoea 620i is
listing of stoe nforrratr ated noth t al drrrage
(g neRgEoeQle Ry P et o Gl 108, 269} 6icaiglhs Sbnlbeiopiiegs ™ e

i mge 640 firmWaee lntqmndn-‘tcadlilern&ﬂﬁrymedmcnbadsbeb“pleanhainlagqllqu1secﬁg1taIII§S 625 of

whi ch at | gast ,one, entr ort tab 620
.conpri ses Sé%t‘e%%ﬁﬂgf’ Py%%’?(’dg%daa %gti@é%’ﬁgpaﬁu% lgér‘f sﬂt ngtonﬁéﬂ@'r‘i{&gd ei t her
i nterndl ybetwctehremcl-t thedudd eahultple modeles ey sharerthermtn&l sygnatora A Esigraadry’zed

authority, e |f| ion
-(e.g., a i f%ﬁe cIl‘%ryonlf’{s nopgnac% ap&a%lgﬁ WFHS 50 ran%%ﬁpsgohse’ﬁﬂ\%n%tghm}n t he
digitally fsgrgheed(ergmg@n&(g@vwnmsntaleequiyr teadie aysotiagon, nEigiealeqGipmentr i ng
execution. mar achﬁic?rn% 1eretc§27 may be represented as an al phanuneric nane or
a guaranteed uniq erttr fication (e.g., a sixteen-byte value). The 15
first offset Gmfarsn@mmtdﬁgmreﬁmnnﬂmtranvr Hocketiagram of ant éneboBRAERt 601G t hat
correspond . T r 6 J st . information
cont ai od Teanieklite Risfout ou P Bl b et licelF MRS Bnesd,

di gi tal | y chigyeict] Oicoegedtotagproessor 230eand Emtemiogs 23 thtdugh e Xipso bts 248lahééa 630M  f or
exanpl e, i i i fie 0 e n 20

i ncl uded |§r%&% Léicei:)%rS gag%ergsgg%kl/%%ni agdéglgéoérlt]d)%gt%] O?St C%Elg@a to[%ttg&rgfg{gsoi@%qgf set 636

i s equi val movid¢sa pathwelyfts ene drmupore systeadidsaaisess Lo dtférein, thé thirddusi2agiisal | y si gned
i mage 600 t fequired
by ' mage €10 ShBRTat A B0 M Ble. MR ERRERhoRen BRI BEL 295107
associ &t edbua; hhweves, mtV@ttteatyple%btrg n@hltftctrw@aﬁb@use&aoﬁu%g gieh bys of the BRIT
6101 i ncl 7 i e location
of the seqnanetigfsies fisbudy iy t@“@aﬁtﬁ%%?%t%? AL ey e

conbi nat i o$f«r!@f Bus@/'S5) and the dikeddereinsthe thindfhas 26fbig shamomagingle e byetdnd of f set
636. Thus,, , of

ot or mat e P EREGH, R o6l 20T I it BRIESoupl AR SLARERE O 10 1
a locati onblwgﬁhirwltrhe i mge 640M as 30 represented by dashed |ine 660. This
enabl eg, t he Segatg%rrtbwﬁfthé gfsermtdurt@s #fo W41ad bd &ﬁx?leﬁ@ DatliOstihcdeHESSEd W thout
nmodi fication of the | mage 640M Thus, the d gnhat ures 6501 and 650M
can still rnelue@éversqSOThwsmreﬁﬁslmer ?&QOFT&’HS?)? CQlweurlﬁ%'@mde‘ﬂ%S@entszo and
620M  expogdn- m&@tr@xsleﬁé.%lcoa?eneﬁam CRRfMRIcatitto@R fee 240 isafi QAL

02/ 27444 PCT/ US01/ 3035 erring now to Figure 7, a flowchart %% the
oper at i onsestaSHsTRamRIGatgnsY HRRHeR lerumale dedipoever AGIPIUTGHIR HpRREST) of the

first di gigghiptesdf enReuhioRGA 16N 280f1ndﬁhc@ldtrrﬂtvﬁork$ntémmrd|eﬂhdideﬁ1| dayd al |
digitally signed i mages w thin t[te non-vol atil e 7(?5% Fggnen are

| ocat e (b‘l’rcf'el@"t?ﬁ'@} moqer Sh 1ogrvolatile NemRsY coppgneRr yarg gt tal 1y

si gned i neggiues d%tthmﬁﬁgl%d imBged ©Koneldd mordifware 1h6lcldldsa|[n @fetembod)rhtehbe i nport

t abl e, therdentrfre %igwtermr]ed and a earﬁ acong V(%é

snat chi ng ‘?flfé’ﬁﬂal“?%frt Sﬁs g pofvles may g e Bang rI‘Pé‘F/ girys Rtem B g)ned i mges,
namely anycgde bﬁthedle@trd‘»rﬁé devicei2g0eBxamphg@f tleslbﬁl-erelatrhene‘mdrﬁtomhogerttaBDy si gned
i mge (blocks 720 and e _snat chi.n tifier js ocated, an
error is r'@ﬁﬁ?‘? %Hrog‘rﬂ gﬂ)'r%bV%t?tﬂe PEHLY SPCI'@%d E REM et @ﬁ'eﬂ'g %“Jnt ifier is

| ocat egly Wi fahdldin &ccssafdmbrd(RIAMA rkad aniyomertory (ROM), érmabbmmgndmnameOM fset in

t he export rres nat chi I and resides
in second (ﬁtf’&%f@ FG%‘F@% (ﬁasfllﬂﬁggafvt&g? mm t!‘é(rc’rra%r %%?Jﬁé@g% th the

. starting asgrepsistedor stdrihgRemodlles)gi tal |y signed i mage (bl ocks 740 and 760).
The conbi ned address is |oaded into an entry of the BRIT along wth the
identifier associated with the inport table (block 770). 15 This process

. continues until all entries in the inport table have corresponding entries
inthe BRIT (block 780). Referring to Figure 8, a flowhart of the
operations for verifying the Bound and Rel ocated I nport Table (BRI T) of
Figure 7 is shown. In this enbodinent, a list of all digitally signed

i mges is generated (bl ock 800). For each digitally signed i mage, verify 20
the integrity of these digitally signed i nages by confirmng that its
correspondi ng inport table, export table and i nrage have not been nodified
(block 810). For a first digitally signed inage, for exanple, this can be
acconpl i shed by perform ng a hash operation on the inport table, export
table and image of the first digitally signed inmge. This produces a
resultant hash val ue. The resultant hash vaIue i's conpared mnth a hash
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PCT/ US01/ 30356 corresponding to the identifier of the inport table points
to an address defined by the matching identifier of the export table of
anot her dwgi @2a7k4 si gned i mage (bl ock 840). Since the BRI Tpeg@s@MoyssPoi nt
to an address defined by an export table that is contained in a digitally
signed image, it can only point to trusted information. If the BRIT entry S
correspondi ng tReférfiag tollipiire 3] £block difdim iofi airst 1ltuaﬂﬁdtﬁepmbmlﬁleﬁt®fﬁﬁ addr ess

defined b t i er of, the export tabl not er digitall
O tnad i Wbl J ok ontelbior e Gn PhiplE ooy Comnhent oo Bt Pl 2 T U ot
verified (sihb@ﬁkTB@ﬂa)n—vMﬁlﬁlb ehefi@fyt wnpo@enem B yadedrizin bmtlﬁoraamgaaltggen 4

under st oo

descri bed and ,shown h nyi n raw is to

that such %WS&I‘P?%‘FI@@& hé&h‘é)&lé‘ft{;g@@gti qs%ﬁl@i’vﬁ?& R’\g’éh FPeshig ﬂHBFm Weitet i ve on
t he br _Oﬁd_adﬁgea‘ltylsﬁghed&ﬂﬁfgetmaﬁnclddﬁﬂeioBME)Igtm@ﬂnit@h 3106, ol prertdl@ltidintage SEeCI fic
constrictigns and. arrangene own .an Cri si nce various other
RASHERE - Bt T AR T R S A R A
02/ 27. 1-t . desighAhdite.\\hat is clained is: PCT/ USOl/ 30356 1. Enbodied in a
menory conpone

, digitally. .si d i t-rel t
i mage bei ng annﬂghﬁﬂg]gc%&éfﬁj%ﬁ/af%?@e%ﬁﬁsggﬁ Bi}g ’:'?r%e‘ X {"feeisgg? on
r eljoc ati onwftlundtei me}mlmngﬂ aegie B60. dﬂortnlaﬂy,lth‘ﬂi@'&ets_r?ﬁ G)aﬁgrgen?‘amlbwyemerpgngnt X
a ur e 0 e di S i mage
oo ol 3oyl AORAE hSodRET Wil e afiTal P i aee 8 Eorih Fhe rs 1 07
digitally =e gseddomopertyraddmsmg@egmmﬁs & 1s(étmntoadv1timgﬂhamfrvwe hOdde The

digitally of.clai.m 1 further formatl n for use by
the sy ot rDRreIpeaBE Spftané THER Poritpst B 08 doh s e Bt RGP

rel ocat i on“B_#dyyeR,”4s défdirmiltﬁdgﬂ“hafellopamngmemilduaa@by mﬁymhexnml Blocatier ei n t he
informatio ncl f sels W|th|nth

The di gi ta“f“’“"é‘.tgagg haéelo I"}iflé%naﬁf ?Sbeeru&dﬂnetfﬁr da egf' verlgn% Herat ed 15
when t hie swsirtgvt/hardagnﬂctmgnetuleﬁwonpl | ed. 6. Enbodied |n a nenory conponent, a
digitally sign B2, ] R I e (BRIT);
an inport tabl gi&ierééln (g%mg??rm{ahg piglegér%gﬁ%alghg ggb 5)(f’jﬁl’ltscg"g’tert\/\/ﬁ?&r) @élsr)r%%%a&?{eo; and a
digital si @mt—ml@ab«asmdig@MQ héasedpoﬂte preaxtelasatiorhignags pask af theaiblage 30d t he

| mge. 7. Jhe ‘i’da%} ag\k%\}e é G- le’l‘&%gt?ol%a «Jt?ionfk Patod 8%&%&1&2&‘?&&%@% t table

conpri ses a prurall M es, -each P ncl entifler that
i ndi cat es bdsaaddeesg (B ADDBR) alitiod beethé orrageéﬂ(ﬂ alinmé@m?mtmm@mrm dpegatioal |y si gned

I mage h§ reay Br_ﬁﬁlﬁy 1 tHEAITRGE 5 contained within the relocation information 310. This

modifies the binary image such as the post-relocation image 340 stored in the non-volatile
memory component now differs from the pre-relocation image 320 coded by the vendor.
The digital signature 330 includes at least a hash value of the pre-relocation image
320, which is digitally signed with a private key (PRK) of a signatory. Although the post-
25 relocation image 340 now resides in the non-volatile memory component after relocation, it
is appreciated that the digital signature 330 is based on the pre-relocated image 320 which
is the binary form as originally produced before loading into the non-volatile memory
component.
Referring to Figure 4, a block diagram of a second illustrative embodiment of the
30 contents of the non-volatile memory component 290 is shown. The non-volatile memory
component 290 contains multiple digitally signed images 410,-410y (“M” being a positive
whole number) forming the firmware 400 (e.g., the BIOS). For instance, as an illustrative

example, each digitally signed image 410,-410y is formed with a pre-relocation image
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11 WD 02/27.1.4.4 PCT/USOL/ 30356 8. The digitally signed inmage of claim
7, wherein the identifier includes a unique sequence of byte values. 9. '
The di gi twiDlog23i4gned i mage of claim 7, wherein the identifp@ayusoighisdes a
uni que sequence of al phanuneric characters. 5 10. The digitally signed

I mage of claim7, wherein each entry of the inport table further includes
an of f set 420,-42030 ral@afiom thiformaet 430,-630M dnd 2RI sigdaturd W40, did@i, t Bhdhy si gned

i mage of claim.6  wherein the export table inglu a plurality of entries
formng a detaltiipelpa0E: Mo Sorbe Pl g Ak ook Pt 3R Bt et mge o

sel ect.ed eelbeapionimadest20i-42 dndys digitatiytsigned witha lptidets keyn(PRES of orfeicemoné  a
segnent of_. | t1Q 0 assoch.at.ed.. w 1 he, seqnment.s Lnformation. 12.
. The di gi tasf%ngtf og}lggg_fﬁj nirbﬁé elo%cégglltgh%ddl#ahgﬁgp% ! ag?"feﬂé}éﬁgjc& g‘& Btry further
i ncl udés aoltittanemarfyfcomipolmat 20§ wmdergbdssigtlotatiomopersticarwhiciomedifiesths of t he
digitally signed i mage to an address | ogati of the segnent of

Anfor mat | S Bies AR ACPrE BRI RR 088 486 BT REE Bhedie foia s on

i mage of da56higedpettivelysi gned i mage back to a prerelocation inage, the
pre-rel ocationgy ' .an ma(g ftwar l.e. pri or be
altered by a s;lllr?geggl?% 15:)0§+ P&é&&%gﬁ ﬁvcﬁulﬁgf?lgﬁ?’&%boﬁaﬁg ?rﬁig“%t %lgﬁgggerat I on
on the recdswedtislidrmation; sueh egapasorelooatigreintage pf Kiguree3 and 4 dcsshoent Bak hash

| ue: 20 . i. fr. di.oi tal . sio i,ned i
Uhe-ai 97 ARESRYTENAGB 1S Kby RIdiRude bl O A0 sighl AL LS LRRURST, L1
S o:‘ twar e raquiedradocationl incageiblo¢kn®)0). HEhihissbconglliskedtusing Ithe relocation érforstitinms h
va . 14. . f [ .
val e L4 Rl g A5 LRI 1 DURCBORRG b G20 o
mat ches t tperfomdmnenatiedffietismels asen exanple We 98¢ aidors apETHitSath 86866 15. The
met hod of glal A&@}a{tﬁ‘é @Q@Bry%%]}%lﬁgf iﬁg%ting&%&"f&h@a&goﬁféégﬁhfb% ixlfr’ﬁ‘)%t -rel ocation

i mage has been no I'ed beyon : I cati on cause y rel ocation when
t he halsh velbeasionanfoynatipnndherpafichén bledohhden hash opergtion/ia peréormsd ¢stheThe met hod

o b TotSeablBeett il QUEBROAR I IO Jesfpoiesabian, 17 A
hash value™).

The digital signature of the digitally signed image is accessed and the hash value of
the digital signature is recovered (block 520). This may be accomplished by running the

20 digitally signed image through the digital signature algorithm being provided with a public
key of the signatory for decode purposes. Thereafter, the recovered hash value is compared
to the reconverted hash value (block 530). If a match is determined, the post-relocation
image has been verified (block 540). Otherwise, the post-relocation image has not been
verified, indicating that the image has been modified beyond such modification caused by

25  relocation (block 550).

Figure 6 is a block diagram of a second illustrative embodiment of the present
invention in which a plurality (M) of digitally signed images 600;-600y; are dynamically
linked together through one or more Bound & Relocated Import Tables (BRITs). Each
BRIT corresponds to only one digitally signed image. It is contemplated that each

30 digitally signed image 600,-600y may include a BRIT or only a subset of the digital
signed images 600,-600y may be provided BRITs.

In this embodiment, a dynamic linking of two digitally signed images 600; and

600y is shown. Herein, the digitally signed image 600, includes a BRIT 6104, an import
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an el ectronic device, conprising: (a) locating an inport table for a first
digitally signed image |oaded within the 10 el ectronic device, each entry
of the i m¥@02RB e including an identifier and a first of fpeglisol/bsse
accessing an identifier within a selected entry of the first digitally
signed i mage; (c) determ ning whether the identifier snatches an identifier
within an mbmﬁ‘zn)htaalekpomtfabla GS(Qcmdmagé 640 dbdeyl onisglentell inforgstiongagea within the
el ectronic t.h |de |er fo h rt.table.s. stor dW|th

cor r espond" Ny ‘Jgé%’ﬂ‘dleg? e g1 ﬂﬁ“ailge %1[% %B%ﬁggﬁltsé%"%luﬁﬁg B %deby
identifier ccmduhmrrg 4 dre- \8@ lesl gbraioh by theatnph&mbtdﬁeol therekpdrt ﬁble\&BO hind t he
export tabl.e Ci n addr es ec t wth a
starting a IQ’E %#) @835%?“@?‘3?‘?% ﬁfiles B‘ﬁ@ Ita Pr&tj@”ag ﬁ %‘ ng t he

i dentifber sngmdsdby*aslgrmt&rgluang edprbnaterkeyand t he address into an entry 20 of
the BRIT. 18. Terret d .of th Si.n eat | the
-oper ations of ( ge(lar)a "nggﬂ?% ergr%éi 1rsilfhn cf?t'S'F dgﬁgof’ﬂaémﬁrl&%treﬁ 1 QPR £ or

| oadi ng resligitaﬁi;ns;xglmddnmg«s(e@nainagé@ﬂlu)‘thamepnﬂtorlg accrc’ssadcﬂmfpicqxeeeuecmhmdfes of

the BRIT. %k?mml&ei ?{RSEt J?Rgn b?e Z?lﬁw}%g g'gl[llna Py r{pntéadﬁiégcg cohl;l tyje address

by 25 conbini ng secon chtallie second
gitall y taagtrmad entma(peg. mmtrpﬁi@e»:ﬁ therimport tableef2D coroprisesatr identifieB627 anda02/ 27444

PCT /' Usq h
i mpor t s%?t(‘)t?e? G%ér G %t&f;é?thgrf in {ngllg}vétﬁlg C}M@&Ec‘ﬁ‘omc@ veu?e QL gmétgﬁ%&![ Egr an
conpri ses k:mmati'zerdgau&lophuﬂmhdemylﬁm'f&diirgiictatelslvgha‘ssegmend(sb nﬁgﬁrsmammc(eg wi thin the

el ect 10N G (IRHLE Souh: oo TRRNAS EOTREALIGIAR NSTA N, DA BL AR LY O 2

plurality o |g| VA oaded 1 n an foniésgevide, the
plurality ofquiaedpy thelimagsi (gﬂetﬂlrmgamsmm Thedésitifierf 627 ar(aydbe gipreakhtyd &siagned

I R R

identifier Irn an erratches
an i denfi f ifigst offsctéaS sapofisctipainies toon enre OQémcdiﬁﬂT6ﬂ@thaiadorryswn@mednmmge and
10 determ ghprg whether an entry of a Bound & Relocated Inport Table (BRIT)
corresponding to the identifier in the inport table points to an address

defined by the Thieenporftitahle ¢34 is 4r|bstn,igp@nﬁomabpxeconMnednh@dxgﬁalhfcﬁzgmﬁ claim 21,

wherein t h?m%g%rthgt H‘Qa?&?e foF'&tﬁerdhéa%H%l ghettiod gé’srté‘lxétﬁeﬁfeofsnﬁiile%ﬁtﬁé% oft gned

i mages i nc perrorm I’l? n on |

export tabrableshi@mafor pxample, arfcludnen jdentifier §3 g far srahysegment etinfommgfiont o pr oduce a
first pgsullapid Eﬁtﬁpnﬂ eldi@o 5xﬁicaos‘é€6ﬂd'lﬂfsﬁ GfBBr %e o‘fﬁ&‘!&%flsr éﬁﬁlv@leﬁﬂ gi tal

S|gnature cont al II’St digita (9
to an offset from an addless location of the dlgltally 31gned nnage 600y to the address

location of the segment of information required by image 640, of the digitally signed
image 600;.
As shown, the BRIT 610y is associated with the digitally signed image 600,. Each
25  entry of the BRIT 610, includes the identifier 627 and an address pointer 611 of the
location of the segment of information. The address pointer 611 is an arithmetic
combination of the starting address of the image 640y and the second offset 636. Thus,
during execution of image 600, a request for a segment of information referenced by the
identifier 627 is routed via the BRIT 610, to a location within the image 640y as
30  represented by dashed line 660. This enables the segment of information at that location
to be accessed without modification of the image 640n. Thus, the digital signatures 650,
and 650y can still be used to monitor modification of the import tables 620; and 620y,
export tables 630 and 630y, and/or images 640, and 640y.
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conparing the first hash value with the first resultant hash value. 20 23.
The nmethod of claim22, wherein the verifying the integrity of the
pluralityWs?o0x7¢4k al | y signed i nages further conprises per peffikidogsdrash
operation on an inport table, an export table and an inmage of the second
digitally signed image to produce a second resultant hash val ue; recovering
a second hash vRéfbuemg homt@Fidingi7) afloweigpnall teapeatismiftragnératidigteBagdond 25

digitally si e th ond hash v with the second
Cedul tant FORGalTambon T GRMER AR Ak Gl bR Reh hike SR S Bt ol Saad
PCT/ USO1 { S3m6 Iatipityo ekt dipially sandd a?igamwwbﬂnalﬁe noR-votatily efayeonpoient [1

conmuni ca |o essar en 0 onen
includes i ?fc eﬁgblg%@ e@g@’t ?'bﬁnqoﬁ%nbé gétﬁﬁﬁrsgwrg‘?ﬂ@ﬁgngﬁ HAeCdT t war e
nmodul e al t beatdd thjock 730)s yRormedt mitiaaéntnyeifdimampmm taﬂ)lmmb lidentifigraddterathadg of t he
|mae|ntot ent .. and. | ur.e t he
e ! D ol af R o BRE iRufe Y b P Bl S ot @t e
nMenory congigmerimagesy tdnedy anyolthed digitallyf signed imape begdesulsefinydigitedly sipmedet r i cal

rel ocation. funct loccs&%@ 11cp73§§)nvert the image into the post-rel ocation inmage.

26. The el %atg?  claim 25, wherein the information placed
wi t hin the non- I\fdieanawmngﬁdemiﬂﬁr s aniplocedett, an eredricheporafif(slotis 0 amd 2503t art i ng

addr o5y f ¢ NEpbIRAE idd B 13100, LOHAFb PR SARATRA. of LaLg™t [ on

W t hin Tihar €2 o An' el e¢trond rrsing: 15 a
processor; thamﬂfsﬁ imtheexpori table draheonicsrnidote the mhtclnlhgldpmtd'meambtesldeme menory

b I d I

bei ng 1 oadgglod 5By BaogyRe: Bk AGALERY RAGq TARE, (AR AToHApOrt

si gnature Mthidlglnalbfhfgnedrmmge (hl@dkls @40 arile768) plhetcombinbdadaingss isHeadechuge 20 28.

The el ect 1 anLen AR GSRAT Sl M 5 e RT Sh0.L08, AR hobABLE RRERRY thi n
nclrudes” a

t he
i denti 13 er ThlhatocessatDHIanJesuMall eme@mﬂte imporit tablerhawdt coamspmchthglcmads inn anot her

digitally si ga% s required by the image. 29. The electronic device
of claim 2@1 %\?ﬁ?r(e. nt 2\ i dentifier associated with a 25 particul ar envy

i ncl udes a uni qRefesiogtrehigee 8f 2 Bywahariof theoperations fanmedyimphe-Beurd@nd USU1/ 30356
30. The el REEAH EnfdfiviabR BRI oRFFue 7 is WS IR i EniaRRdt, SliRPb&l ncl udes a

digitally signed images is generated (block 800). For each digitally signed image, verify

20 the integrity of these digitally signed images by confirming that its corresponding import
table, export table and image have not been modified (block 810). For a first digitally
signed image, for example, this can be accomplished by performing a hash operation on
the import table, export table and image of the first digitally signed image. This produces
a resultant hash value. The resultant hash value is compared with a hash value uncovered

25  from the digital signature associated with the first digitally signed image. If the resultant
hash value matches the recovered hash value, the import table, export table and image for
the first digitally signed image have not been modified. This operation is continued for all
of the remaining digitally signed images.

If the integrity of the digitally signed images cannot be verified, an error is

30 reported (block 820). Otherwise, for the first digitally signed image, a determination is
made whether the identifier in its import table matches an identifier in an export table of
another digitally signed image (block 830). If no match is located, an error is reported
(see block 820). If a match is located, a determination is made whether the BRIT entry
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plurality of entries formng a listing of segnments of information contai ned
in the imge, a selected entry of the plurality of entries includes an

i denti fi eW@#2/g46legnent of information associ ated w th t hepeegRBnigsPf
information. 31. Enbodied in a processor readabl e nmedium for execution by a
processor, a software programconprising: a first software nodule to
reconvert eorpspdéndirg) todetidentifiernsE¢e iofpod tablegpolirs to)anmﬂgaﬂcﬂeﬁnmm thack to a

pre-rel ocati t pre- cati i bei f a software
Fodul o or ; BRepiegReg e By ot S T et e R et AR GRRERAR: T0°a
second sof Binae theBRIWIcen drdy pmndn(an addrbsashefimgddiyah iegporiaable ket iseontined tned, pre
rel ocation et econver h val u a rd software
nodul e to Fe@og@? S‘%““ﬁé‘“ﬁg %Pe"WB?n\{ g&g‘e(? "?Orm'aﬁnnafI Etrhé" ]%:ﬂglrl;t gtlr%ed in the
digital§y sorepspehdingegéhe 1didmﬁbraﬁ']uhanaipuﬂ tabd;e ;immiem anmddxhss defiagykbyathe t he

sof twar e rm e; a fou S ar he hash val ue
'to the recgh\?ke]r“@e%nﬂg 0§\}§Iex8m{%gle°$ %(%E%ﬁfg\%/\g ys‘%“r"%é’?’%%%?g‘? BS?I& %1 3l further
conpr i si ngveréfiddi (blobk 85) Gehenwisy dhel BRITAs o@tverifitdibloth860)an i ntegrity of the
ost-rel ocation remains inta t he ) h he
rpeconver ted hasw [% %am Yfmpl%ﬁlem%bq%ﬁ"v'v%nrtseha ? e% Jr%smg e&lﬁmd’nﬁg\glﬁ"f tll,}%t her
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a digital signature based on the image.

2. The digitally signed image of claim I, wherein the digital signature is a

hash value of the image digitally signed by a private key of a selected signatory.

10 3. The digitally signed image of claim 1 further comprising information for

use by the symmetrical relocation function to convert the image into the relocation image.

4, The digitally signed image of claim 3, wherein the information includes

offsets for routines within the software module.

5. The digitally signed image of claim 4, wherein the offsets are generated

15  when the software module is compiled.

6. Embodied in a memory component, a digitally signed image comprising:
a Bound & Relocated Import Table (BRIT);
an import table; |
an export table;
20 an image of a software module; and

a digital signature based on the import table, the export table and the image.

7. The digitally signed image of claim 6, wherein the import table comprises a
plurality of entries, each entry includes an identifier that indicates what segment of

information contained in another digitally signed image is required by the image.
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table further includes an offset to a corresponding entry of the BRIT.

11.  The digitally signed image of claim 6, wherein the export table includes a
plurality of entries forming a listing of segments of information contained in the image, a
selected entry of the plurality of entries includes an identifier of a segment of information

10 associated with the segments of information.

12.  The digitally signed image of claim 11, wherein the selected entry further
includes a second offset being an offset from a starting address of the digitally signed

image to an address location of the segment of information.

13. A method comprising:

15 reconverting a post-relocation image of a digitally signed image back to a pre-
relocation image, the pre-relocation image being an image of a software module prior to
be altered by a symmetrical relocation function;

conducting a hash operation on the reconverted, pre-relocation image to produce a
reconverted hash value;

20 recovering a hash value from a digital signature contained in the digitally signed
image, the hash value is based on the image of the software module; and

comparing the hash value to the reconverted hash value.

14.  The method of claim 13 further comprising:
determining that an integrity of the post-relocation image remains intact if the hash

25  value matches the reconverted hash value.
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5 16.  The method of claim 13, wherein the hash operation is a one-way hash

operation.

17. A method for generating a Bound & Relocated Import Table (BRIT) within
an electronic device, comprising:
(a) locating an import table for a first digitally signed image loaded within the
10 electronic device, each entry of the import table including an identifier and a first offset;
(b) accessing an identifier within a selected entry of the first digitally signed image;
(c) determining whether the identifier matches an identifier within an export table
of a second digitally signed image loaded within the electronic device, the identifier for
the export table is stored with a corresponding second offset; and
15 (d) upon determining that the identifier within the selected entry matches the
identifier within the export table,
producing an address by combining the second offset with a starting
address of the second digitally signed image, and
loading the identifier within the selected entry and the address into an entry
20 of the BRIT.

18.  The method of claim 17 further comprising:
repeating the operations of (a)-(d) for each remaining entry of the import table for

loading resultant address and identifier pairs into different entries of the BRIT.

19.  The method of claim 17, wherein the producing of the address by
25  combining the second offset with the starting address of the second digitally signed image

comprises an arithmetic operation.
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first digitally signed image, the method further comprises locating a plurality of digitally

signed images loaded within the electronic device.

21. A method comprising:
5 verifying an integrity of a plurality of digitally signed images loaded in an
electronic device, the plurality of digitally signed images includes a first digitally signed
image and a second digitally signed image;
determining whether an identifier in an import table of the first digitally signed image
matches an identifier in an export table of the second digitally signed image; and
10 determining whether an entry of a Bound & Relocated Import Table (BRIT)
corresponding to the identifier in the import table points to an address defined by the

identifier in the export table.

22.  The method of claim 21, wherein the verifying the integrity of the plurality
of digitally signed images includes
15 performing a hash operation on the import table, the export table and an image of
the first digitally signed image to produce a first resultant hash value;
recovering a first hash value from a digital signature contained in the first digitally
signed image; and

comparing the first hash value with the first resultant hash value.

20 23.  The method of claim 22, wherein the verifying the integrity of the plurality
of digitally signed images further comprises
performing a hash operation on an import table, an export table and an image of
the second digitally signed image to produce a second resultant hash value;
recovering a second hash value from a digital signature contained in the second
25  digitally signed image; and

comparing the second hash value with the second resultant hash value.

24.  An electronic device comprising:
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a non-volatile memory component in communication with the processor, the non-
volatile memory component includes including
a post-relocation image being an image of a software module altered by a
5 symmetrical relocation function upon loading of the image into the memory
component, and

a digital signature based on the image.

25.  The electronic device of claim 24, wherein the non-volatile memory
component further includes information for use by the symmetrical relocation function to

10 convert the image into the post-relocation image.

26. The electronic device of claim 25, wherein the information placed within
the non-volatile memory component includes offsets from a starting address of the image

of the software module to a segment of information within the software module.

27.  An electronic device comprising:
15 a processor; and
a memory in communication with the processor, the memory being loaded with a
Bound & Relocated Import Table (BRIT), an import table, an export table, an image of a
software module, and a digital signature based on the import table, the export table and the

image.

20 28. The electronic device of claim 27, wherein the import table loaded within
the memory comprises a plurality of entries, each entry includes an identifier that indicates
what segment of information contained in another digitally signed image is required by the

image.

29.  The electronic device of claim 28, wherein the identifier associated with a

25  particular entry includes a unique sequence of byte values.
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associated with the segments of information.

5 31.  Embodied in a processor readable medium for execution by a processor, a

software program comprising:

a first software module to reconvert a post-relocation image of a digitally signed

’ image back to a pre-relocation image, the pre-relocation image being an image of a
software module prior to be altered by a symmetrical relocation function;
10 a second software module to conduct a hash operation on the reconverted, pre-

relocation image to produce a reconverted hash value;

a third software module to recover a hash value from a digital signature contained
in the digitally signed image, the hash value is based on the image of the software module;
and

15 a fourth software module to compare the hash value to the reconverted hash value.

32.  The software program of claim 31 further comprising:
a fifth software module to determine that an integrity of the post-relocation image

remains intact if the hash value matches the reconverted hash value.

33.  The sofiware program of claim 31 further comprising a sixth software
20  module to determine that the post-relocation image has been modified beyond any
modifications caused by relocation when the hash value fails to match the reconverted

hash value.
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